DATA SHEET

CONTROLLER SERIES

DR-4000-CA
Multi WAN Gigabit AP & I21Z=HIIRHRE2S
EAN Code : 4712757150186

= oo iR 2t

CERIO DR-4000-CA 2 — S ZINEER Multi WAN Gigabit AP EIRILHIRHARER - 2— 8 BFEM AP BIEIE
Hlgs - BEFIFANEPIEEERA CERIO Cen0S5.0 #ZILHEZKEMES - X OEIE 128 & AP - :ZIEHIzREEL01R
MBIRIEP A CERIO BREME  WHRENMABREBEETH—EE - HEFXFEEEFEEEESr0EER
EBANREFERAER BREEM AP FREDIRIBHEFMANERRET AR SIS - BAKEL 7 BEABNEIERN
METFE RS 7RABRNWEEH - 2 MAMEE -

PR Y _L#INEE 251 - DR-4000-CA 112 —%& Multi WAN Gigabit VPN EEFHF B2 BE AL 2 SPIBIXBLZ ERE -
FKISEZ (MNMABBEIE - VPN BEM MAC/IP BIE ) AEAOZE AR  RADIUS W8 % - HZIEZE WAN 18 -
FERAEUETESTYEONREER  EMRARBYE SEATEZIR  SUE - EEMNRABRBERATE K
M&Eeat - M A S HBEESERBEANBKRERBINMEERE  EEARER/NEEESEN VPN £ KBHE

am

CERIO Multi WAN Gigabit AP EIRZFIBHRESR FRTIIFEEGHEEFTESUEN SRR - 5L2H -
SERFMGRMEREPARIE B AHIBGHE - B 1P MERBAINA - fBEREIEE - HA BIEINAE (High
Availability) ~ VPN TI8E ~ Z#H WAN 18 ~ QoS SRR EIEINEE - WEETNREE! Radius EARERAVERBE A INRELIAPA X
iENAES - HabrE FE i ERRARERFHEEn = PREBKREREEFI - RS ERRELRRERERRA
PRSI - FERRE M ABEE - IREE - WHSNBRENUS - BFEFESM - I ARKEESERPERR CFERR
R - BIRERE/EWNFTES TR  UEEEEREZ -

AP ERZEHISFBINEGERE

% WAN 3ZiE : X528 WAN &8 RHEFFTENAEERIE BERABNSTRMABEY -
SXEmER ; 2% Gigabit 10/100/1000Mbps & XAk ER - IR SENEIRE@MMARE AL -

AP ERINEE . EPEHREFIEGENS  IHEHEZE 128 @ AP - BLHEKERE -

BOBGEEHE : TIRNRGEEIE AP ROARREANMEE - RIELRIRECEMENEE B INEE -

BEYE . BRRENKE AR WAN & - B{EEBRERER - MILEXMBEH -

LEINAE : BUFDKGE - VPN - ARRANMESZELZEIE - XEZSENEHE - REHBEEHANZEMY -
QoS B : X QoS RE - BEEBHARBEANMKRY  BERENRE -

EEHE  BUFANREEENRSTEE  ENEEE FRERERBE R BCAIE LA -

SREBEMER : XE web ABRMNEAEENE  BERERENHZEE -
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S8 KRYRERS VPN IhEE

CERIO DR-4000-CA Z%If8E VPN ESHEIBERE—MESNER - 8EEEBWS UEERIER VPN 2F - REIRR
MR E NIRRT ENLZEETR - Z1E21E VPN B13F IPSec * PPTP ~ L2TP over IPSec * VPN P2P ~ &8
AULBIEINEE - OB/ NEMNE AT REMETRHELSE BT - FrRaANAKES - FEEaMH
EET/NETENRKRIRE -

2 1EZ%{E WAN 8

Z073E 3 B WAN BET - BHBEREYY  HREREL  BEBEERGIAREERNERS - BiEZE
WAN RO #HEIFHNEFFE A REREER L HHEBTT Web Server Z2IEH AT BUREE I —#H WAN B EE FESN
38 Http 80 18 - MBI EENAE _4H WAN E1TEA - DULHELZEZBIRIRERER - B CERIO DR-4000-CA
S SR EASIZZEREE Session SLEARRRECAER - BHZEENKBMOEE - HEMNBBENR
SHEBUNMN BB R EBUR -

SEE SR HEE IR

BEEEENERASRENLLBENXERZ=EE  EREEWNBER T PEAFUERERBEENEREEN
BRIEREEERAS  HEHE  REREAESARIREREZHREEIE DS - DR-4000-CA ZEMIEAEF
AR D BCHES - FRENTEH - LUREABRIREEFEPHEBRT K - BEDREHIt o UESININETERR -
STEREN N BIEEGREBCEEN AR RREEFAREMTEEERNREEINE - AEE BRI O3
&k 1P Session (ETTIRFEINEC - EAKREFERN P EELAEIFETI %S SIP/RSTP/RTP/Web FEVETREE L1TH NTHE
BEEHEA - EI R REEFERERGHT -

SHAIBAERE N

DR-4000-CA A%E SPI ( Stateful Packet Inspection ) B K% - BEZ0 DT EIREFZ Layer-7 FEFAERVEAFE - W VoIP
WE (H.323 K SIP) - RN &= - F1& IM B - BB E 18 IP/MAC/BE K iE1EE Layer-7 EFERVIBIRE IR
IheE - WEBEN KM MR DoS/DDoS B Kig{RiE - IRt - BZHRE  UMIERERE  ReWBNEZEH -

ZEREADN

REZEIZIANLUNESEEMT  AEXBINEEZIERIR RADIUS EIARES @ Local Account RIEIRE - S5=7
OAuth2.0 (% Google & A, Facebook & A %) - POP3 falfR2% * LDAP(AD)IR PR ~ iRl MAC HEERE UK EIN
BESEIRTS - BRI SIERE 08 Captive Portal * ZTTHIRB AR - MERZEREMSE -

BRI BB RS EH @ IhEE
OB BEEEE SP-800-PRINTER RS EEHILLER POS 24T (MISIEHIEMKE + HEBENR) HEERITE
BB AB O REERIZTIZZ NRLIRBEREER  H— R ERBTRE QN RBLEEE—ARE -

ZiE R B2 E R

NEFRBBEREH o< EH /5% 300 28I ERRERBHHE - 1 o] BREERTNEEEE IP/MAC BB ER A
B2 FE 55 {0 AR 28 40K ) AU B 12 B | TH BE E 1T B R PRl o R R S P R BARR 2 B AR - I IR AT ER Mail UL
B 25 BN BHBARKEHEHE 7 1P EAEREEAEBEARR  RILSARA RIS EEETVEIRZ A
nEBEFNERBEZSZERERGEENER D HERBR BRI ADZRE P WERTIAE -
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¢ & 51 B Eh BRI A

< #% Ping Watchdog BB B 818 WolRE R BERMUERIEREF EREERFRNPAEER[MEMELEE -
Bx#£0] Auto Reboot EFFHMAERMINGE - EEABUDUKECHE KRN ERSSBAEAEKRKEIREEE
TERY -

X IEIREE LAN ARERINAE
XEEEMEMAB K MAC HUIEETTIFIUIRERR - EEASCLUKECHERKRENNEBABAERBERE
B IFNUNREZ RUENRIE ¥ -

ZiE DCIn Bl PoE ZE

PR TR DCIn REIN - BIFTSIIE PoE A E - FFE UTP Cable O] IR EUIN A E N A ERSE - M E =ik
B aRERNEE  ERAHBEKNERAEZERERIGEERE  BEEBTHERIRE -

ERESR1E

o EZO[EARFE 250 EfFEAZE -

o AIEFRREMRSEOJBIZE 2000 £ -

e |EEE802.11p Class of Service/Quality of Service (CoS /QoS) °
e IEEE802.11e Wi-Fi Multimedia (WMM) *
e Differv Codpoint (DSCP) °

o ZEMEDNEMET -

o Diff/TOS °

e |EEE 802.1Q Tag VLAN &1l -

e IGMP Snooping & &E% -

s YEIFERTEREEE -

e |P-based Bandwidth Limit °

Ao re 17 BXAE

e Session Limit Per IP °
o BE—BH(SSO)EFIMRBAEAINAMRBIRBEIIEAEIEIRS - AAE RADIUS RiEFAR
%EE ENES - 150 RADIUS 375 3 IR 28 505 MR S INAE - LDAP(AD)IE SRR :E ~ POP3 5375  802.1x
e N ERE T e
o ForRfRAY
o IEEE802.1X(EAP,LEAP,EAP-TLS,EAP-TTLS,EAP-GTC,EAP-MD5)
o RFC2865 RADIUS #R&&
o RFC3579 RADIUS Z3E EAP a?E;’:a‘
o RFC3748 OIfERE I
o MAC Address morg
o Captive Portal FHE A O E ARE
o 12t On-Demand IREETEHE -
RS INAEE o {&k#% On-Demand IR F ISR EIE S RIA session 8 BATEH -
o O[IRHAHEF On-Demand IRFBEAFLERNREMNEBENFARELRE -

23] 27% T4 HE
mona LIBE
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AR R INEE

VPN If8E

B K i Th AE

HRRBINAE

foEREE

< EAH On-Demand FIAIEER RADIUS fElARES
On-Demand 1RO E 10 HFTEH X -

£t %} On-Demand TR FIE f# session B EAIEH -
XIEBH E-mail A REELLOHE -

WAN BSEE S &4 -

Outbound &1E -

Outbound B &7 -

R EHEEIRE O DERS 2 REARRAR -
WAN I ROE AR =R -

IPSec ( LAN to LAN and Client to LAN ) °

PPTP ( PPTP Server with client) °

L2TP over IPSec ( L2TP Server over IPSec with client) °

VPN P2P ( VPN Server with peer) °

IPsec NIZASZ3E : AES128,AES192,AES256,3DES °

PPTP % SZ$&: MPPE40,MPPE128 °

VPN P2P /%257 #%: Blowflash,AES,3DES and RSA certificate public key °
IPsec #0582 1&: MD5,SHA1, SHA2-256 °

IKE 5358 32 #&: Pre-Shared Key °

FETLRT KA Session S 4E 100000 ©

DoS W EERHE (DoS Attach Defense) °

OSl Layer - 7 B EFRLE -

TR EIEE - MAC 288 ~ IP 3&E -

TZ BV HIZR: TCP ~ UDP ~ IMCP  Content Filter * Domain Filter ~ IP P2P *~ IM °

WAN B3 ESZ 12 A58 IP ~ E)5E P (DHCP AP If) ~ PPPOE & PPTP -

#3718 16 42 VLAN - B8 VLAN BR75 &1 DHCP EARES: ZIEZE DHCP 491 - DHCP Server &
5 DHCP Realy * Bind-IP-MAC E23Z1E DDNS Server °

7% AFREIEH Static Route ~ OSPF * RIP * Distribute OSPF over RIP * Distribute RIP over OSPF

=TI:—F_ o
802.1q VLAN Tag 1R5C - IS IEFLTE 4096 #H VLAN Tags 1RECHES] -

712 HA (High Availability) & 1) -

X $8 SNMP v2c, v3 K SNMP Trap & °

System Log: System Event Log °

7 $2 RTC (Real Time Clock) FSEIECIREL NTP EIARZEISRBEIE L INAE »
BIREEEF VI HTTP, HTTPS, Telnet, SSH

BRI AR(GCHMAEL ) - REREA - ELINEESIE -

B E 5B E R Auto Reboot - B E)5E Wake on LAN A& NUFAHEINAE -

=
E o

Ay

2N R EAFPEEOEAPREFEAMN!
A2 HES Local System Log - BIEEH R HKCEF -
B EIHES Session Log °

#7278 B35S Authentication Log °

Y
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ERERN

AP BIRTHEE

o 2IH %4 HFE Remote System Log * O BB ARtz ERS - FRENERCHIBEE
FTP fEl AR 83 Sk R AR AC s# (Al AR =8 -

o Rifim4REF3E HES Wireless Location Tracking Log - FHEREFESLRCEE ©

o Notification Alert: E-mail by SMTP1,SMTP2 » B13F Radius HFH B £ - Session HFABE © #se
A2 - AMHFSAE - Location Tracking Log Capacity + AP Detection HERISH BN E -

e Router &3
o5 E 1WAN B HSIE2 WAN B S FE#H] - 20248 3 @ WAN -

e Captive portal ##£3{ (L2 T Router BEHRFEINEE)
S AL Captive Portal IV - — IR EAELFE LS -

o IEFIER (LHARIU TR Router ESFHRETINAE)

SR BIEFHERNER S —a4 AP £ EIBIZHEIZE - TIE Port VLAN & 802.1Q.tag VLAN &
B, WolERE VN AR EREPSHEEGENS - RS 0EREIE 128 SEGEMS -

UETNREE ZRESE P IEE CERIO Cen0S5.0 ORI EM S - DI RMBEIRIZEP A CERIO YR
MEMSWMABREEE  BRITEUURERGEMSNERSEE  ToBuFHEE
#K AP HEUEBRNEERN - HEES:

RHEBAEMES: TEEREBEMAETMA CERI0 WEGEMSLSRER - 88T
EWNERERGENSRIIRAEPRE-XENEEEMGR 1P UEAEAZBLMAE
S EEPEE -

HRERE: JUBEAEPEEREEM ORI AEIE/VLAN Tag 82 E/IP UL/ EEER/R
7E Gateway 71 DNS fiZ3lt/#EIE AP WA KR E/ AR EERE/ERNRE/BERERRTE
/WMM RE/FREEM REFMRMEBIEREETSS -

AP FRTE: TIERR VIAN FPTAREIE AP IR ZRER S LA - UAERRENREEEGE
aBLERS -

BT 2RHALAEE FEHEIKERREEHBETEFEMONER -

Map 58TE: EZEFER AP HERFMEIZRRAOMUE - FEEEBFBHE AP WRRLA - HEE
# -

FoRE AR E1E Profile: FTAEWEIE AP FERMAAEREIEER - EEERERNRGERA - ol
SR —ERERNEEMTH -

RIFIREE: ERABSLURRWETE AP B9 Tx/Rx MEBEH - BnEa AP WEZAZLIKT]
LUg R 2 488 CPU / Memory AR BEBNAEER -

I
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MRS SNER

[]

[T 11

ETHI . ETH2
POE IN POE IN

cExio

Amplify your Wireless Nelwork

Multi WAN VPN Gateway Series

ETH3

DC Socket |

(FOWEEinpdEL ) Reset Button
Status
LED Panel  Gjgabit
Ethernet Port x1
Ground Pad (Power Input-2)

Gigabit Ethernet Ports x3
(Power Input-3 on ETH2 )

= miRE R IERSIR1E
th R RIS

VPN K48 58 7R 18
BIEREE

Quad-core 1.2Ghz CPU

RS E R
4 @ Gigabit Ethernet Port i O] t/)#2 =& WAN £ I{:

1WAN + 3LAN
2WAN + 2LAN
3WAN + 1LAN
WEAS E B 1%
[O]{8 L R 1B
LED fAREXE
PWR

ON LINE

FAIL x1
ETH 1 (PoE In) x1
ETH 2 (PoE In) x1
ETH 3 x1
ETH 4 x1

‘
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Router f&2={

Captive portal &I,

EHIET

NAT 3R Throughput

Max. 930Mbps

VPN RBE VPN Throughput

Max. 60Mbps on IPsec

VPN ##%& VPN Tunnels (LAN to LAN)
Max. 20

VPN ##%& VPN Tunnels (LAN to Client)
Max. 60

NAT 38 #R 2 (Session)

Max.100,000

FEFA1 E Routing Protocol

A REIB A Static Route/FATA T\ SPF 1% OSPF £ RIP

Load Balancing

IP based, Session based
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IR R
BIERE

0°C~40°C

R

-40 °C~ 75°C

RIERE

10% - 90% 3FEER4E AR BE
RERE

5% -90% FFEEAEANES

B5(kg)

1.17kg

SNERAE

TEBINR

TEREE

T™W

LZEHRE

FCC, CE, RoHS Compliant

NS
EEBM RS IE 19 Wizt AR
EEFE DR-4000-CA %2 x1
14Watt (1514) FRE AR x1

B R RS x1

802.3at 52~57V PoE In }, DC Jack 12~56 VDC In 19” HEZREH x1
R~ (WxHxD) EmirisE x1
250 x 172 x 44mm

DR-4000 &JIEmIIFT

Emilag E=maihA
DR-4000 Multi WAN Gigabit VPN Bz
DR-4000-CA Multi WAN Gigabit AP & IR HI R R & 23
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