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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part
2 and 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment
generates, uses and can radiates radio frequency energy and, if not installed and used in accordance
with the user’s manual, may cause interference in which case user will be required to correct the

interference at his own expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which

case the user many be required to take adequate measures.
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1. Exterior

1.1 Front Panel

Status LED lights for 24 Port 10/100/1000Mps with 4 SFP Port

czxlo oy g : : i " - =
CS5-2424G
DD DEEEEEE D ®
=L . P R il G
-

|«<———— RJ-45 Ethernet Ports — > <= 4 SFP Ports |

net P
Reset Button | Ethernet LED

System and Power LED

1.2 Rear Panel Layout

1

AC LINE

100-240 VAC
50/60 Hz

1) AC input (100-240V/AC, 50-60Hz) UL Safety

2. Software Configuration

CS-2424G A2 supports web-based configuration. Upon the completion of hardware installation, CS-2424G
A2 can be configured through a PC/NB by using its web browser such as Internet Explorer 6.0 or later.

Set the IP segment of the administrator's computer to be in the same range as CS-2424G A2 for accessing
the system. Do not duplicate the IP Address used here with IP Address of CS-2424G A2 or any other device

within the network. Please refer to the following steps
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2.1 Example of Segment: (Windows OS)

Step 1:
Please click on the computer icon in the bottom right window, and click “Open Network and Sharing
Center”

Currently connected to: +s

|:l' Router
. Internet access

dﬂpen Metweork and Sharing Center

Step 2 :
In the Network and Sharing Center page, click on the left side of “Change adapter setting” button
[ |
QQ- I:‘: o Al Control Panel Bems » MNebwork and Shanng Center - ‘?II sareh Condrol D o
L

Control Panel H " . . . .
o e View your basic network information and set up connections

Manage wireless networks i L 'k' See full map
s k 0

Change adapter settings

ol Lo Interriet
hange advanced shanng (This computer)
settings View your active networks Connect or disconnect
! ! ] Router Access type [nternet
I Work network Connections: § Local LAN

Change your nebworking settings

{{. Set up a new connection or network

-
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a
router of access paint.

'_“ Connect to a netwark

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

’ ! Choose hamegroup and sharing options
Bcecess files and printers located on other network computers, or change thaning

settings.
HomeGroup == Troubleshoot problems
- F
Intemet Optle ms Dlag-nu;: and repair network problems, or get trou bl:—shontmg information.

Windows Firewall
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Step 3:
In “Change adapter setting” Page, right click on Local LAN then select “Properties”

@'\v/'! B et Metwork and Intermet » Netwerk Connections » -| ty |
Organize - Disable this network device Diagnose this connection 3
L! La.:aIL.ﬁ.N ._.. WiFi-1 :

it e & Disable 7
- Status
l. WiFi-2
MY 1ot connected Diagnose
o il i
% EBridge Connections
Create Shortcut
Delete
Rename

Properties ‘ |

Step 4:
In the “Properties” page, click the “Properties” button to open TCP/IP setting
',“,' Local LAM Status @
General
Connection
IPw4 Connectivity: Internet
IPwE Connectivity: Mo Internet access
Media State: Enabled
Duration: 00:09:00
Speed: 1.0 Ghps

Activity
Sent L‘_! Received
Bytes: 158,449 492,051
[@Eroperties [ @gisable ” Diagnaose ]

Close
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Step 5:

In Properties page for setting IP addresses, find “Internet Protocol Version 4 (TCP/IPv4)” and double
click to open TCP/IPv4 Properties window

- Lecal LAN Properties @

Networking | Sharing

Connect using:

5'." Realtek PCle GEE Family Controller

This connection uses the following items:

9% Cliertt for Microsoft Networks

4B (105 Packet Scheduler

gFile and Printer Sharing for Microsoft Networks
- Intemet Protocol Version 6 (TCP/IPvE

P | et Protocol Version 4 (TCP/IPvd) d
e Link-Layer Topology Discovery Mapper 1/0 Driver
<& |ink-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Double click

oK | [ Cancel

Step 6:

Select “Use the following IP address”, and fix in IP Address to: 192.168.2.X
ex. The X is any number from 1 to 253

Subnet mask : 255.255.255.0

And Click "OK" to complete fixing the computer IP settings

Internet Protocel Version 4 (TCP/IPvd) Properties @

General

‘fou can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administratar
for the appropriate IP settings.

(7) Obtain an IP address automatically

@) Use the following IP address:

IF address: 192 168 . 2 . 100
Subnet mask: 255 .255 .255 . 0
Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

|[ oK ll[ Cancel ]
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Step 7 :

Open Web Browser

Without a valid certificate, users may encounter the following problem in IE7 when they try to access
system's WMI (http://192.168.2.200). There will be a “Certificate Error”, because the browser treats

system as an illegal website.
CS-2424G
24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports
Login

Passwors: |

LOGIN

System login Overview page will appear after successful login.

2.2 System login username and password information

The CS-2424G A2 web switch default IP is 192.168.2.200
Into the management page as follows, please enter Username and password
» Default IP Address: 192.168.2.200

» Default Username and Password

Management Account Root Account
Username root
Password default

After the authentication procedure, the home page will show up. Select one of the configurations by

clicking the icon.
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Lopify yousr Wirg

]
CEQIO 24 Port 10/100/1000M Gigabit Web

Status » System Information

System Information
i 1355 7008011 13 15007 19 21723
Logging Message R R R R R R LR
¢ Port
Link Aggregation
MAC Address Table

Tk

Ve e e A e e I N . .-
10 12 14 16 18 20 22 24 25280 X528

100%
: ' a0%
(l 80%
70%
60%
50%
40%
30%
20%
10% ! .

0% (SRS AR
1757.00 175800 1759:00  18:00:00

® & &«

CPUA

3. System Status

3.1 Device Information
This administrator can check device system information in the “Device Information” tab

System Information
-~ Status
Logging Message
= Port
Link Aggregation
MAC Address Table
MNetwork
Port

» Model: Display model name of the switch.
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Edit System Information

IDefauIt

Default
A RS

Y

System Name/ Location/ Contact: Display system name of the switch. When administrator click
Edit button then can modify the system information.

MAC Address: Display system use MAC address.

IPv4/v6 Address: Display system use IP address.

System Uptime: Display system operating time.

System Current: Display system time.

Loader Version: Display system loader version.

Loader Time: Display loader time

Firmware Version: Display system firmware version.

Firmware Date: Display firmware time.

Telnet / SSH / HTTP / HTTPs / SNMP: Display system enable or disable the services information.

YV V V V VYV VY V VY

3.2 Logging Message

Administrator can use this tools page to Inspection of system RAM and Flash status.

System Information

Logging Message

Logging Message
- Eiir:mggregation Viewing | RAM |v
MAC Address Table
I-: Showing  All - eniries Showing 1to 34 of 34 enfries
Log ID Time Severity Description
1 Jan 01 2000 10:23:00 notice GigabitEthernet19 link up
2 Jan 012000 10:22:09 notice GigabitEthernet21 link down
3 Jan 012000 10:11:29  notice GigabitEthernet21 link up
4 Jan 01 2000 10:04:559 notice GigabitEthernet21 link down
5 Jan 01 2000 08:59:04 notice Mew http connection for user root, source 192.168.2.22 ACCEPTED
6 Jan 01 2000 08:59:03 notice Mew hittp connection for user root, source 192.168.2.22 ACCEPTED
7 Jan 012000 08:59:01 notice GigabitEthernet21 link up
8 Jan 01 2000 08:54:07 notice GigabitEthernet19 link down
9  Jan 01 2000 08:54:06 notice GigabitEthernet19 link up
A0 lan 04 2000 085228 nofice GinahitFthernat19 link down

»  Viewing: Administrator can select RAM or Flash.

»  Showing: Administrator can set pen display.
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3.3 Port

Display detailed information for each port.
3.3.1 Statistics
Administration can choose to view specified GE or LAG information.( contain Interface/ Etherlike/

RMON information) or set auto refresh time of information page.

System Information O ettt
Logging Message PmtJIGHV s

& Port oM
Statistics i () Interface '
Error Disabled E. () Etherlike i
Bandwidth Utilization I () RMON !
iR T ?=E£;?iayé====:=========== ceceoesso=s ceccessoo=s S
MAC Address Table ! O 5sec l

K | @ 10sec

__________________________________________________________________________ -

1226044
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Etherlike

Etherlike page displays statistics per interface according to the Etherlike MIB standard definition.

This function provides more detailed information regarding errors in the physical layer (Layer 1).

RMON
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3.3.2 Error Disabled

If administrator has set Error disabled functions then can monitor information in page.

System Information
Logging Message
& Port
Statistics
Bandwidth Utilization
Link Aggregation
MAC Address Table

Jgopoooodogoonooodon

3.3.3 Bandwidth Utilization

This page can display Tx / Rx Real-time bandwidth information of each port. (Instant used rate per

port).

System Information
Logging Message
Part

Statistics

Error Disabled

Bandwidth Utilizati
Link Aggregation
MAC Address Table

ork

£

GEA
GE2
GE3
GE4
GES
GEG
GEY
GES
GES
GE10
GE11
GE12
GE13
GE14
GE15
GE16
GE17
GE18

Port | Reason | Time Left {sec)
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3.4 Link Aggregation

If administrator has set LACP function then this can display LACP information.

= Status
System Information
Logging Message
Port

Link Aggregation

MAC Address Table

Link Aggregation Table

LAG Name Type | Link Status | Active Member | Inactive Member
LAG1 TESTI(LA) LACP Down GE21-GE22

LAG 2 — —

LAG 3 — —

LAG 4 — —

LAG S — —

LAG B — —

LAGT — —

LAG 8 — —

LAG 1~8: This system have support 8 Link Aggregation group. Administrator can enable 8 LAG.
Name: Disable LAGs name.

Type: Display Link Aggregation used Static or LACP mode.

Link Status: Display LA status.

YV V.V V V

Active / inactive Member: Display LA active or inactive member.
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3.5 MAC Address Table

Display each port of MAC address and VLAN information.

- Status

System Infarmation

Logging Message MAC Address Table

Fort

Link Aggregation Showing Al - entries

MAC fddress Tabie VLAN | MAC Address Type Port
1 8C4DEAD00:00:11  Management CPU
1 00:11:6B.67.DD:62  Dynamic GE18
Clear ][ Refresh

Management

VLAN: Display each port used VLAN number.
MAC Address: Display device use MAC address information.
Type: Display each port used type for Dynamic or Static.

Y V V V

Port: Display Port number.
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4. Network

4.1 IP Address

Administrator can set IP address for the system. The IP address support IPv4 & IPv6 protocol, if switch

device must want to internet, administrator can set gateway IP address in the page.

IPv4 Address

e — ———
| (@) Static
() Dynamic

om0
[o21680258
feessit
[eesstozt

S

T

IPv4 Address

»  Address Type: Administrator can select use static or Dynamic IP address in system. If
administrator chooses use Dynamic type then switch IP address will be dispatched by the DHCP
server.

> IPv4 Address / subnet / Gateway / DNS1-2: If used static IP address then administrator can
modify this IP address and subnet and gateway and DNS IP address of the system.

IPv6 Address

» IPv6 Address: Administrator can choose use Auto Configuration or DHCP Client mode to set IPv6
address.
If administrator disables Auto Configuration or DHCP Client mode then administrator can manual
setting IPv6 address.

Operational Status

This information can display the current used IPv4/v6 address and gateway of the switch.
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4.2 System Time

System time can be configured via this page. Administrator can select SNTP Server or from computer

to update the system time or administration can use manual setting the system time.

Note. If administrator chooses SNTP Server to synchronization update time then must confirm system

gateway and DNS is correct and switch system must be able to connect to the SNTP Server.

—_— o=

I () SNTP
IP Address | Source | () From Computer

System Time ! @ Wanual Time

L -

= Network

—
'
-

"
“hooooooo

Lozszzszsczzsssszsszdbocrzzzczz-zes zzzzzzzzzzszsszsssszszzz=zzszzzszzssssszssssssszssssssszsszzsszazazs
Time Zone | IUTC +8:00 [ :

T =

i |2uuu-u1-n1

| [14:15:03 E

Manual Time

Daylight Saving Time

The L2 Switch support Daylight saving time function, if administrator need enable and set the Daylight

saving time function will can be enable this function.

Daylight Saving Time

| @ None !
i | () Recurring i
| Type () Mon-recurring

' () UsA :
! (O Europen

SR - |'-,.1Ur|th

From: Day [0

-———1r--
"
comodlbosoo

RB[:I.ITT_II_]:‘F—— == ===========zz=z=zz=zz=zz=z=z=z=z==z==z==z==z==zz=zz==z=zz=zz=zzz=zz=z=z=z====z==z=z=z=z=z=z=z=zz=zz=zz4
i Tax Dayl ‘.“.feekl Mc:nthl Time|

: From: | |
Ih].ny[:urriﬂ_lEI;========:=:==:=::::::::::::::::::::::::::::::::::::===============:=::::::::::::======
| To: | |

___________________ e

!

ccoodlboc=
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5.Port

5.1 Port setting

Port Setting Table

Error Disabled

2= ] 1 GE1  1000M Copper Enabled  Down  Auto Auto Disabled

Jumbo Frame :
O 2 GEZ 1000M Copper Enabled Down Auto Auto Disabled
n 3 GE3  1000M Copper Enabled Dawn Auto Auto Disabled
O 4 GE4 1000M Copper Enabled Down Auto Auto Disabled
1 5 GE5 1000M Copper Enabled Down Auto Auto Disabled
O 6 GEG 1000M Copper Enabled Down Auto Auto Disabled
1 7 GET 1000M Copper Enabled Down Auto Auto Disabled
O 8 GEB8 1000M Copper Enabled Down Auto Auto Disabled
1 9 GES 1000M Copper Enabled Down Auto Auto Disabled
O 10 GE10  1000M Copper Enabled Down Auto Auto Disabled
1 11 GE11 1000M Copper Enabled Down Auto Auto Disabled

Administrator can set speed / Duplex / Flow Control by each port.

Please select port number in checkbox and click apply button to set speed / Duplex / Flow Control of

each port.

| Port | GET ]
; State | [ Enable i
i | @ Auto O 10M ;
: | () Auto-10M () 100M !
: Speed | () Auto- 100M (O 1000M !
i ! () Auto-1000M ;
i ! () Auto-10M/100M 5
: | (@ Auto :
i Duplex || ) Full '
i [\ () Half '
: | () Auto :
{  Flow Control | () Enable :
i®) Disable
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5.2 Error Disabled

This function can block of faulty operation, including EPDU Guard / UDLD / Self Loop / Broadcast
Flood / Unknown Multicast Flood / Unicast Flood / ACL / Port Security / DHCP Rate Limit / ARP Rate
Limit etc.

After administrator enable this functions, if occur error in table functions then system will auto

immediate block of faulty operation until the after the set time, system will auto re-enable.

» Recovery Interval: Administrator can set time of auto recovery interval.
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5.3 Link Aggregation setup

Link Aggregation is also referred to as link aggregation, teaming port, and port trunk for 802.3ad
(LACP, Link Aggregation Control Protocol), The Port Aggregation can aggregate multiple Ethernet ports
together to form a logical aggregation group. To upper layer entities, all the physical links in an

aggregation group are a single logical link.

e e O C OIS SEC SO OD DS SO0 SO DS DD 000000232 9922232333229200000)

|| (@ MAC Address

| LCTTET e, T | () IP-MAC Address
Port Setting
E.rror Dlsablet_j Apply
# Link Aggregation
Port Setting Link Aggregation Table
LACP
EEE
Jumbo Frame
" LAG Name Type | Link Status | Active Member | Inactive Member
o () LAG1 TEST(LA) LACP Down GE21-GE22
= O LAG?2 — —
% O LAG3 — _
% O LAG4 — —
% () LAGS — —
" () LAGE — —
% O LAGT — —
¥ ) LAGS — —
|  Eat |

5.3.1 Group Configuration
Administrator can select use MAC Address or IP-MAC address of load balance Algorithm.
This system default can set 8 LA group, administrator can select LAG number and click Edit button

go to set LA used ports.

"
R

Available Port Selected Port

GE1 A

GE2

Member | |GE3
| | GE4

GE5

GEB

GE7

GES v

1
L o o o o o e m e

» Type: LDAP function support Static and LACP (Dynamic) 2 types.
®  Static: If used “static” the number of ports on both sides of the switch is fixed, every entity

network connection can't error, and otherwise it will not be able to connect successfully.
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® LACP: LACP is IEEE Standard, When LACP mode is set on both sides of the switch, both
ports will check whether joining LAG group through the query, if both used LACP mode
then enable LACP function, otherwise they will skip the LACP connection.

» Member: Administrator need choose posts in the LA group.

5.3.2 Port Setting
Administrator can set speed and flow control for Link Aggregation Group (LAG).

Port Setting Table

Port Setting
Error Disabled

Sl [] LAG1 eth1000M TEST(LA) Enabled  Down  Auto  Auto  Disabled

Port Setting )

LACP [0 LAGz Enabled Down Auto Auto Disabled
EEE [] LAGZ Enabled Down Auto Auto Disabled
Jumbo Frame [ LAG4 Enabled Down Auto Auto Disabled

[] LAGS Enabled Down Auto Auto Disabled
[] LAGS Enabled Down Auto Auto Disabled
[] LAGT Enabled Down Auto Auto Disabled
[ LAGs Enabled Down Auto Auto Disabled

Edit

i Port | :
Description E

| State | Enable i
5 ! @ Auto ) 10M ;
: [ () Auto- 10 () 100M !
: Speed | () Auto-100M () 1000M :
i ' () Auto-1000M ;
i ! () Auto- 10M/100M ,
. t-::ccssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssz==d
; L O Auto ;
{ FlowControl | () Enable 0
| || (@ Disable .
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5.3.3 LACP
The LACP can aggregate multiple Ethernet ports together to form a logical aggregation group. To

upper layer entities, all the physical links in an aggregation group are a single logical link.

c_q.o CS-2424G
&1 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

Port + Link Aggregation -+ LACP

| SystemPriority | [32758
Port Setting
Error Disabled Apply
# Link Aggregation
oroup LACP Port Setting Table
POﬂSeﬂlﬂg
EEE .
Jumbo Frame W | Entry | Port | Port Priority | Timeout
O 1 GE1 1 Long
Oa 2 GEZ2 1 Long
O 3 GE3 1 Long
Oa 4 GE4 1 Long
O 5 GE5 1 Long
[l 6 GEG 1 Long
O 7 GE7 1 Long
O 8 GES 1 Long
| 9 GE8 1 Long
M 10 GE1D 1 Lono

» System Priority: Administrator configures the LACP system priority on each switch running
LACP. LACP uses the system priority with the switch MAC address to form the system ID and
also during negotiation with other switches.

The function with the lower system priority value determines which links between LACP
partner devices are active and which are in standby for each LACP group. The device on the
controlling end of the link uses port priorities to determine which ports are bundled into the
aggregated bundle and which ports are put in standby mode. Port priorities on the other
device (the no controlling end of the link) are ignored. In priority comparisons, numerically
lower values have higher priority. Therefore, the system with the numerically lower value
(higher priority value) for LACP system priority becomes the controlling system. If both devices
have the same LACP system priority (for example, they are both configured with the default

setting of 32768), the device MAC address determines which switch is in control.
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5.4 EEE

This switch support Energy-effcient Ethernet(EEE) function. Administrator can choose Enable or
Disable EEE function. The default is “Disable”.

- e CS-2424G
c:alo 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports
Save Logout Reboot
Port » EEE
% Status
v Hewore EEE Setting Table
Port Settin
ErrorDisagIed Q
g 0 1 GE1 Disabled Disabled
Port Setting . .
LACP O 2 GEz2 Disabled Disabled
n 3 GE3 Disabled Disabled
Jumbo Frame O 4 OGE4 Disabled Disabled
¥ 1 5 GE5 Disabled Disabled
¥ O G GE6 Disabled Disabled
¥ n| 7 GET Disabled Disabled
¥ O 8 GE& Disabled Disabled
¥ 1 9 GE® Disabled Disabled
hd O 10 GE10 Disabled Disabled
hd 1 11 GE11 Disabled Disabled
¥ O 12 GE12 Disabled Disabled
¥ 1 13 GE13 Disabled Disabled
2 M 14 GE14 Disabled Disabled

5.5 Jumbo Frame

The administrator can set the Jumbo Frame size and display it on this page.

c—q.o CS-2424G
| = I 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

Port + Jumbo Frame

¥ 5

% Metwork

Port Setting
Error Disabled
Link Aggregation
EEE

% MAC Address Table
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6.VLAN

Administrator can set IEEE 802.1q Tag Based VLAN or Port Based VLAN. System default is VLAN1 Port
based (PVID).

6.1 Create VLAN

Administrator can select VLAN number in Available VLAN list, this VLAN number based on IEEE 802.1q

standard. Available VLAN list can be multiple choices.

c— a.o CS-2424G
= I 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

VLAN -+ VLAN - Create VLAN

W Available VLAN

| [vianz - VLAN 1

| |vian 3
I | VLAN 4
VEANS: | an 5
VLAN Configuration | |VLANG
. i |VLAN T
Membership ! lvian s
Port Setting | VLAN 9 v
@ Voice VLAM B
Apply
VLAN Table
Showing | All |- entries Showing 1 to 1 of 1 entries Q

W | VLAN | Name Type
‘ 1 default Default ‘
First || Previous | |1 | Next| Last
| Edit || Detete |

» VLAN: Administrator can select VLANs number in "Available VLAN" table and move to "Created
VLAN" table will complete the 802.1q VLAN.

> VLAN Table: Administrator can checkbox VLAN to edit or delete, if check and click "Edit" button
then administrator can manual modify name description for this VLAN.

[0 L

Hame [VLAND020

T S

Apply H Close
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6.2 VLAN Configuration

Administrator can choose set Excluded / Forbidden / Tagged / Untagged function in membership table
of the Port and LAG.

c—q.o CS-2424G
= I 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

-+ VLAN -+ VLAN Configuration

VLAN Configuration Table

WLAN | default |~

Create VLAN

Entry | Port | Mode Membership

AENEEIT 1 GE1 Trunk Excluded () Forbidden | Tagged (® Untagged

EonSeﬂing 2 GEz2 Trunk Excluded O Forbidden Tagged @Untagged

= Voice VLAN

MAC VLAN 3 GE3  Trunk Excluded O Forbidden ' Tagged (@ Untagged
4 GE4  Trunk Excluded O Forbidden Tagged ® Untagged
5 GES Trunk Excluded O Forbidden Tagged (® Untagged
6 GEG Trunk Excluded O Forbidden Tagged @Untagged
7 GE7  Trunk Excluded ) Forbidden Tagged ® Untagged
8 GEB Trunk Excluded O Forbidden Tagged @Untagged
9 GE3  Trunk Excluded O Forbidden Tagged (® Untagged
10 GE10  Trunk Excluded O Forbidden Tagged ® Untagged
11 GEM  Trunk Excluded O Forbidden Tagged (® Untagged
12 GE12  Trunk Excluded O Forbidden Tagged ® Untagged
13 GE13  Trunk Excluded O Forbidden Tagged (® Untagged
14 GE14  Trunk Excluded O Forbidden Tagged ® Untagged
15 GE15 Trunk Excluded O Forbidden Tagged (® Untagged
16 GE16  Trunk Excluded O Forbidden Tagged ® Untagged

»  VLAN: Administrator can click drop down menu to choose VLAN and set.

® Excluded: This interface is currently not a member of the VLAN. This is the default for all
the ports and LAGs.

® Tagged: This interface is a tagged member of the VLAN.

® Untagged: This interface is an untagged member of the VLAN. Frames of the VLAN are sent
untagged to the interface VLAN.

® PVID: Check to set the PVID of the interface to the VID of the VLAN. PVID is a per-port
setting.
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6.3 Membership

Display all port setting information. Administrator can checkbox and click “Edit” button to modify
VLAN type. (Note: Number=VLAN number, F=Forbidden, T=Tagged, U=Untagged, P=PVID)

When a port is forbidden default VLAN membership, that port is not allowed membership in any other
VLAN. An internal VID of 4095 is assigned to the port. This PVID on the ports between the two devices
must be the same if the ports are to send and receive untagged packets to and from the VLAN.
Otherwise, traffic might leak from one VLAN to another.

c—a.o CS-2424G
= I 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

Membership Table

Q

5 VLAN
VLAN Configuration @) 1 GE1 Tunk 1UP 1UP
Membership O 2 GEZ Tunk 1UP 1UP
Port Setting
© Voice VLAN O 3 GE3  Tunk 1UP 1up
O 4 GE4 Tunk 1UP 1P
O 5 GES Tunk 1UP 1up
O 6 GE6 Tunk 1UP 1UP
O 7 GE7T Trunk 1UP 1up
O 8 GES Tunk 1UP 1UP
O 9 GE9 Tunk 1UP 1up
O 10 GE10 Trunk 1UP 1UP
O M GEM Trunk 1UP 1up
O 12 GE12 Trunk 1UP 1UP
13 GE13 Trunk 1UP 1Up
M 14 GE14 Trunk 1UP 1UP

Membership |
| (O Forbidden

: @ Tagged
! () Untagged

Apply Close

»  Port: Display selected port number.

» Mode: Displays the port VLAN mode that was selected on the Interface Settings page.

» Membership: Move the VLAN IDs from the left list to the right list by using the arrow buttons.
The default VLAN might appear in the right list if it is tagged, but it cannot be selected.
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6.4 Port Setting

Administrator can set Access / Trunk / Hybrid for VLAN mode.

c—q.o CS-2424G
| - I 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

VLAN -+ VLAN ~+ Port Setting

Port Setting Table

Q

VLAN Configuration O 1 GE1  Trunk 1 Al Enabled Disabled 0x8100

LENEEITY O 2 GE2 Tunk 1 Al Enabled  Disabled 0x8100
Port Setting

= Voice VLAN i 3 GE3  Trunk 1 Al Enabled Disabled 0x8100

O 4 GE4  Trunk 1 Al Enabled Disabled 0x8100

o 5 GE5  Trunk 1 Al Enabled Disabled 0x8100

O 6 GEG  Trunk 1 Al Enabled Disabled 0x8100

] 7 GE7  Trunk 1T Al Enabled Disabled 0x8100

O & GE8  Trunk 1 Al Enabled Disabled 0x8100

i 9 GES  Trunk 1 Al Enabled Disabled 0x8100

O 10 GE10  Trunk 1 Al Enabled Disabled 0x8100

i 11 GEM  Trunk 1 Al Enabled Disabled 0x8100

O 12 GE12  Trunk 1 Al Enabled Disabled 0x8100

i 13 GE13  Trunk 1Al Enabled Disabled 0x8100

| O Access
I (O Trunk {
[ (O Tunnel :

Locszzzzozzszzzzzaz

»  Hybrid: The interface can be a tagged or untagged member of one or more VLANSs.

»  Access: The interface is an untagged member of a single VLAN. A port configured in this mode is
known as an access port.

»  Trunk: The interface is an untagged member of one VLAN at most, and is a tagged member of
zero or more VLANSs. A port configured in this mode is known as a trunk port.

»  Tunnel: This enables the user to use own VLAN arrangements (PVID) across the provider
network.

»  PVID: Enter the Port VLAN ID (PVID) of the VLAN to which incoming untagged and priority tagged
frames are classified.

»  Accept Frame Type: Select the type of frame that the interface can receive. Frames that are not
of the configured frame type are discarded at ingress. These frame types are only available in

General mode. As follow.
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® All: The interface accepts all types of frames: untagged frames, tagged frames, and priority
tagged frames.
® Tag Only: The interface accepts only tagged frames.
® Untag Only: The interface accepts only untagged and priority frames.
» Ingress Filtering: Administrator can check Enable to enable ingress filtering. When an interface is
ingress filtering enabled, the interface discards all incoming frames that are classified as VLANs
of which the interface is not a member. Ingress filtering can be disabled or enabled on general

ports. It is always enabled on access ports and trunk ports.

Y

Uplink: Administrator can check Enable to set the interface as an uplink port.
» TPID: If Unlink is enabled, select the Modified Tag Protocol Identifier (TPID) value for the
interface.

6.5 Voice VLAN

Voice VLAN allows you to enhance VolP service by configuring ports to carry IP Voice traffic from IP
phones on a specific VLAN. VolP traffic has a preconfigured OUI prefix in the source MAC address.
Administrator can set VLAN ID in the range of 1 to 4094.

6.5.1 Property

c—aio CS-2424G
| = 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

VLAN -+ Voice VLAN -+ Property
sEel O oenave

= Voice VLAN

Woice OUI

Port Setting Table

W | Entry | Port State Mode | QoS Policy
1 1 GE1 Disabled Auto Voice Packet
M 2 GE2 Disabled Auto  Voice Packet

» State: Administrator can choose Enable or Disable this function.

» VLAN: Administrator can choose VLAN.

» CoS / 802.1P Remarking: Administrator can set CoS 802.1p priority level for the VLAN.
» Port Aging Time: Administrator can set aging time for this rule.
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6.5.2 Voice OUI
Organizationally Unique Identifiers (OUl) is the first three bytes of a MAC Address, while the last

three bytes contain a unique station ID. Administrator can add a specific manufacturer with the
OUL. Once the OUI is added, all traffic received on voice VLAN ports from the specific IP phone
with a listed OUl is forwarded on the voice VLAN. Unlike the telephony OUI mode that detects
voice devices based on telephony OUI, Auto Voice VLAN mode depends on auto smart port to

dynamically add the ports to the voice VLAN. The default has set 8 companies for the voice phone.

c—q.o CS-2424G
| = I 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

VLAN -+ Voice VLAN + Voice OUI

Voice OUI Table
Showing | All - entries Showing 1 to 8 of & entries

oul Description
00:E0:BB  3COM
00:03:6B  Cisco
00:ED7S  Veritel
00:D0:1E  Pingtel
00:01:E3  Siemens
00:60:B9  NEC/Philips
00:0FE2 H3C
00:09:6E  Avaya

% Voice VLAN
Property

Ooooooooog

First || Previous | |4 | Next || Last

add || Egt || Delete

Administrator can create new OUl or modify or delete OUl in table
Click “Add” button can create new OUI.

Click “Edit” button can modify OUI data.

Click “Delete” button can delete OUI data.

6.6 MAC VLAN

The MAC VLAN feature allows incoming untagged packets to be assigned to a VLAN and thus classify
traffic based on the source MAC address of the packet. You define a MAC to VLAN mapping by
configuring an entry in the MAC to VLAN table. An entry is specified using a source MAC address and
the appropriate VLAN ID. The MAC to VLAN configurations are shared across all ports of the device
(i.e., there is a system-wide table that has MAC address to VLAN ID mappings).
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When untagged or priority tagged packets arrive at the switch and entries exist in the MAC to VLAN
table, the source MAC address of the packet is looked up. If an entry is found, the corresponding
VLAN ID is assigned to the packet. If the packet is already priority tagged it will maintain this value;
otherwise, the priority will be set to 0 (zero). The assigned VLAN ID is verified against the VLAN table.
If the VLAN is valid, ingress processing on the packet continues; otherwise, the packet is dropped.
This implies that you can configure a MAC address mapping to a VLAN that has not been created on

the system.

c_a.o CS-2424G
1 24 Port 10/100/1000M Gigabit Web Managed Switch with 4 SFP Ports

Save Logout Reboot

VLAN + MAC VLAN -+ MAC Group

MAC Group Table

Showing | All . | entries Showing 1to 1 of 1 entries Q

Create VLAN

| W | Group ID MAC Address Mask |

VLAN Configuration O 10 BCADEA445500 24
Membership First| | Previous | (4 | Next| | Last
Port Setting [ aga || Eat || Deete |

Voice VLAN

oA

MAC VLAN
MAC Group
Group Binding

[ Apply ][ Close ]

VLAN + MAC VLAN -~ Group Binding
% Status
MNetwork

=y Group Binding Table

Showing | All |- | entries

WLAMN
VLAN Configuration ] GE9 10 10
Membership [] GE10 10 10
Port Seting [0 GEMNM 10 10

= Woice VLAN

& MAC VLAN .
- | Add || Edt || Delete
Group Binding

= GVRP
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6.7 GVRP

The GVRP (Generic VLAN Registration Protocol) is described in the IEEE 802.1p standard; It's an IEEE
802.1Q-compliant method for facilitating automatic (dynamic) VLAN membership configuration.
GVRP-enabled switches can exchange VLAN configuration information with other GVRP-enabled
switches.
Policy rules or other network management methods can determine who is admitted to a VLAN. When
a node requests admission to a specific VLAN, GVRP handles the registration of the node with
GVRP-enabled switches and maintains that information.
GVRP reduces the chance of errors in VLAN configuration by automatically providing VLAN ID (VID)
consistency across the network. In addition, you can use GVRP to dynamically enable port
membership in static VLANs configured on a switch. Once GVRP creates a dynamic VLAN will can also
reduce unnecessary broadcast traffic and unicast traffic.

6.7.1 Property

Administrator can enable GVRP function and set every port registration on GVRP.

State | [] Enable ;

L

% Voice VLAN

7 MAC VLAN

= GVRP
Membership
Statistics

Port Setting Table

W | Entry | Port State VLAN Creation | Registration

O 1 GE1 Dizabled Enabled Normal
O 2 GE2  Disabled Enabled Naormal
0

3 GE3 Disabled Enabled Mormal

~ra Pimaklad Lt g [N P—

Port | GE23

| i
__________________ N oooBoOoSoooOSOoSooOSOCooo000008000000000000000000800000050000000580000000800000085808

s | @ Nomat :
Registration | () Fixed
|| () Forbidden

| ]
. L e e e e e oo 1

»  Port: Display port number.

»  State: Displays whether GVRP is enabled or disabled on the interface.

»  VLAN Creation: Displays whether Dynamic VLAN creation is enabled or disabled on the
interface. If it is disabled, GVRP can operate but new VLANs are not created.

»  Registration: Displays the VLAN registration mode on the interface.
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6.7.2 Member ship
When enable GVRP function and state ports in GVRP then administrator can check GVRP member

information.
Status

Metwark
Paort

TR Membership Table

Voice VLAN

MAC VLAN

GVRP
Property |
1 GE2-GE28 LAG1-LAGS Static

Statistics 10 GE1-GE4 Static

Lo

L]

Showing | Al |- entnes Showit

B g

Dynamic Member | Type

Spanning Tree
Dist ry
Multicast
Security

ACL

Diagnostics

Management

6.7.3 Statistics
When enable and set GVRP function then administrator can check every port in GVRP include

Receive / Transmit and Error information.

VLAN -+ GVRP -~ Statistics

Port| [GE1 [v E
| on |
| ... | (O Receive
: Statistics | )

Voice VLAN | : ] E?Srsmlt
MAC VLAN . O B ]
GRP : i O None :
Property i i O 9sec
Membership i | @ 10sec .
Statistics DN O ¢ ]

Spanning Tree [ Clear l
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7. MAC Address Table

7.1 Dynamic Address

This page can display MAC address for connected device. Administrator can set aging time for
connected port.

re- B = - - - = = = = = = e e oo

Aging Time | [300
- Address Table [&]
Dynamic Address
Static Address Dynamic Address Table
Filtering Address
Showing | All - entries Showing 110 1 of 1 entries

W | VLAN MAC Address Port
] 1 (werrescn D3 GE22

| ciear || Refresh || Add StaticAdaress |

When administrator select checkbox MACs address and click “Add Static Address” button then
selected MAC address will move to “Static Address” function.
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7.2 Static Address

If administrator fixed an MAC address in the port then device MAC address will bind in the port, if

device connection other port will can't working only connection bind port.

Status
Metwork
Port
VLAM
MAC Address Table Il | VLAN MAC Address Port
Dynamic Address ‘ (] 1 D63 GE24

Static Address [

Filtering Address

Static Address Table

Showing All - entries

Add ||  Edt || Delete |

Spanning Tree
Dist ry

Multicast

7.3 Filtering Address

Administrator can set need filtering MAC address in the MAC table. If MAC is added on table this MAC
will be blocked

Filtering Address Table

Showing | All - enfries
MAC Address Table

Dynamic Address
Static Address Ll

sreear arre— |
|
10 AABBCC11:22:33

Filtering Address | ada || Eait Delete

Spanning Tree
Dist

8. Spanning Tree

Spanning Tree function allows only one active path at a time between any two network devices (this
prevents the loops) but establishes the redundant links as a backup if the initial link should fail. If
Spanning Tree costs change, or if one network segment in the Spanning Tree becomes unreachable,
the spanning tree algorithm reconfigures the spanning tree topology and reestablishes the link by
activating the standby path. Without spanning tree in place, it is possible that both connections may

be simultaneously live, which could result in an endless loop of traffic on the LAN.
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8.1 Property

YV V V V

Y

Y

i State | [] Enable :

i i (O STP :

: Operation Mode | @ RSTP :

i ' O MSTP ;

| PathCost| © L™ |

| ' ) Short :

FlortSeﬁing - ==========%Ir'======_===_=’=””=’==============”:’:””==============’===============4
MST Instance E Handling| ) Fitering
i | EPOU || (@ Flooding :

MST Port Setting | . © foodng
Statistics _ .
5 Priority | [32765 E

State: Administrator can choose Enable or Disable this function.

Operation Mode: Administrator can choose use STP or RSTP.

Path Cost: Administrator can choose STP judgment use Path cost for Long or Short.

BPDU Handling: When the Switch receives the BPDU frame, Administrator can choose the BPDU
Handling mode for Filtering or Flooding.

Priority: Administrator can set bridge priority, default is 32768. The lower value (priority) is the
root bridge.

Priority= 4096 It's root Bridge

Priority= 32768 Priority= 32768

Hello Time: The hello time is the time between each bridge protocol data unit (BPDU) that is sent
on a port. This time is equal to 2 seconds (sec) by default, but you can tune the time to be
between 1 and 10 sec.

Max. Age / Forward delay : 2*(Forward Delay-1) >= Max Age >= 2*(Hello Time+1)

TX hold Count: When STP/RSTP use Tx hold count to configure the BPDU burst size by specifying
the transmit hold count value. Default is before pausing for 6 second, administrator can set range
1~10.
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» Region Name: If Switch set same Region will only process BPDU information in the same Region
to calculate Topology. To determine if you are in the same Region, Switch will compare the 3
parameters in the spanning-tree mst configuration. All three parameters are the same Region.

Administrator can use MAC address will set a name.

Y

Revision: Administrator every time change MST value, customary "Revision" to add 1 value.

»  Max. Hop: Set max. hop of switch.

8.2 Port Setting

Status Port Setting Table
Network

[ oy | por | st | uncon | prorty o700 e 090G |cpesoni
W 1 GE1  Enabled 20000 128 Disabled Disabled Disabled
O 2 GE2  Enabled 20000 128 Disabled Disabled Disabled
Port Setting ] 3 GE3  Enabled 20000 128 Disabled Disabled Disabled
MST Instance O 4 GE4  Enabled 20000 128 Disabled Disabled Disabled
MST Port Setting ] 5 GE5  Enabled 20000 128 Disabled Disabled Disabled
TIEEE n 6 GE6  Enabled 20000 128 Disabled Disabled Disabled
O] 7 GET  Enabled 20000 128 Disabled Disabled Disabled
O & GEE  Enabled 20000 128 Disabled Disabled Disabled
0 9 GES  Enabled 20000 128 Disabled Disabled Disabled
[0 10 GE10 Enabled 20000 128 Disabled Disabled Disabled
[] 1 GEN Enabled 20000 128 Disabled Disabled Disabled
[] 12 GE1Z Enabled 20000 128 Disabled Disabled Disabled
[] 13 GE13 Enabled 20000 126 Disabled Disabled Disabled
[] 14 GE14 Enabled 20000 128 Disabled Disabled Disabled
— 1
Edge Port | D Enable -
D Enable |
BPDU Guard | D Enable -
® Amo
; () Enable
L Dlsable
[

e SIS DS gr------- B e

@ WWW.Cerio.cc \, +(886) 2-8911-6160 D] issales@cerio.com.tw



USER MANUAL
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State: Administrator can set Enable or Disable.

Path Cost: Path Cost (1-200000000) This parameter is used determine the best path between
devices. Therefore, lower values should be assigned to ports attached to faster media, and higher
values assigned to ports with slower media. (Path cost takes precedence over port priority.) Note
that when the Path Cost Method is set to short, the maximum path cost is 65,535. Range:
1-200000000, (set 0 = Auto, default is 0).

Priority: If the path cost for all ports on a switch is the same, the port with the highest priority
(i.e., lowest value) will be configured as an active link in the Spanning Tree. Where more than one
port is assigned the highest priority, the port with lowest numeric identifier will be enabled.
Range: 0-240, default is 128.

Edge Port: Use portfast, if this port connection end-station of device then administrator can

enable the function will be can't receive BPDU.

BPDU Filter / BPDU Guard: If this port has set Trunk function then this port can't be enabled

Edge Port / BPDU Filter / BPDU Guard otherwise Trunk will not working normally.

8.3 MST Instance

MST can have multiple sets of STP instances. Each instance is independently formed as a logical

spanning tree. And instance has its own VLAN and port state, can independently set the priority of

each port.

MST Instance Table

— Spanning Tree Priority Bridge ldentifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop
Property 0 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 MiA 0 0 1-4094
Port Setting O 1 32768 32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 MiA, 0 0
[LETT T @) 2 32768 327BE-00ED:4C00:00:00 0-00:00:00:00:00:00 NiA 0 0
MST Port Settin

- d O 3 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 HiA 0 0
Statistics
@) 4 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 A 0 0
O 5 32768 32768-00:E0:4C.00:00:00  0-00:00:00:00:00:00 A, 0 0
0O 6 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 NiA 0 0
O T 32768 32762-00:E0:4C:00:00:00 0-00:00:00:00:00:00 Wi 0 0
@) 8 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 MiA 0 0
O 9 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 HiA 0 0
0 10 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 HIA 0 0
O 11 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 HiA 0 0
O 12 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 MiA, 0 0
O 13 32768  32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 A, 0 0
O 14 32768 32768-00:E0:4C:00:00:00 0-00:00:00:00:00:00 MiA 0 0
@] 15 32768 32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 Wi 0 0
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ar
i: Available VLAN Selected WVLAN

~

== I L I R

-----------------------------------------------------------------------------------------------------

i 32768-00:E0:4C:00:00:0

—_ eszzz==========S=ccScSEEEZ3333355555°SSSSSSCCESORSS3533555S555CEEEEEEEq

¢ 0-00:00:00:00:00:00
|

MSTI: Select the MISTP instance to be configured.

VLAN: Displays the VLANs mapped to the selected MSTP instance.

Priority: Enter the priority of this bridge for the selected MST instance.

Bridge Identifier: Displays the priority and MAC address of the Root Bridge for the selected MST

instance.
» Root Port: Displays the root port of the selected MST instance.
»  Root Path Cost: Displays the root path cost of the selected MST instance.

» Remaining Hops: Displays the number of hops remaining to the next destination.

8.4 MST Port Setting

MST (Multiple Spanning Tree) is an extension to RST (Rapid Spanning Tree). MST further develops the
usefulness of VLANs. MIST configures a separate spanning tree for each VLAN group and blocks all but
one possible alternate path within each spanning tree. A Multiple Spanning Tree Instance (MSTI)

calculates and builds a loop-free topology to bridge packets from the VLANs that map to the instance.
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MST Port Setting Table

MSTI [0 |,

Spanning Tree

ooty | [ ey [ Pt [P Cost | Prioy | Pt Role | Pt Sae | Mode | _Type | Designted ridoe | Desionaed Pt |
Port Setting ] 1 GE1 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00  128-1
MST Instance 0 2 GE2 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 1282
| 3 GE3 20000 128 Disabled  Dizabled RSTP  Boundary  0-00:00:00:00:00:00 1283
Slatetes 0 4 OGF4 20000 128 Disabled  Disabled RSTP  Boundary  0-00:00:00:00:00:00  128-4
] 5 GES 20000 128 Disabled  Disabled RSTP  Boundary  0-00:00:00:00:00:00 1285
0 5 GEB 20000 128 Disabled  Disabled RSTP  Boundary  0-00:00:00:00:00:00 1285
| 7 GET 20000 128 Disabled  Dizabled RSTP  Boundary  0-00:00:00:00:00:00 1287
0 & GEB 20000 128 Disabled  Disabled RSTP  Boundary  0-00:00:00:00:00:00 128-8
| 9 GE9 20000 128 Disabled  Dizabled RSTP  Boundary  0-00:00:00:00:00:00 1289
YR — 0 10 GE10 20000 128 Disabled  Dizabled RSTP  Boundary  0-00:00:00:00:00:00 12810
| 1 GEN 20000 128 Disabled  Dizabled RSTP  Boundary  0-00:00:00:00:00:00  128-11
O 12 GE12 20000 128 Disabled  Dizabled RSTP  Boundary  0-00:00:00:00:00:00  128-12
| 13 GE13 20000 128 Disabled  Dizabled RSTP Elnundary 0-00:00:00:00:00:00 128-13

MST Port Settings is used to conflgure the port MSTP settmgs for every MST instance. It is aIso used to

view statistics that have been Iearned from the protocol

BN e

MsT | 0 !
Port| GE1 .
Path Cost ' o :

pmnm Disaed
R
masw
an
===="=!’i_'g'n':“:t"::":;;:;}?j
"“'“""""’mg
"““'“m"mz

»  Path Cost: Path cost default value is 0 (auto) depends on source device rate.
If network is a loop occurs, the MST uses cost when selecting an interface to put in the
forwarding state. Administrator can assign lower cost values to interfaces that you want selected
first and higher cost values that you want selected last. If all interfaces have the same cost value,
the MST puts the interface with the lowest interface number in the forwarding state and blocks
the other interfaces.

»  Priority: Administrator can configure the MTP priority and make it more likely that the switch will
be chosen as the root switch.

»  Port Role: Displays the port role per instance, assigned by the MSTP algorithm to provide STP
paths.
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»  Port State: Displays the MSTP status of the port.
» Mode: Displays the current Spanning Tree mode.
® RSTP: RSTP is enabled on the port.
® STP: Classic STP is enabled on the port.
® MSTP: MSTP is enabled on the port.
»  Type: Displays the MSTP type of the port.
® Boundary: A Boundary port attaches MSTP bridges to a LAN in an outlying region. If the port
is a boundary port, it also indicates whether the device on the other side of the link is
working in RSTP or STP mode.
® Internal: The port is an internal port.
» Designated Bridge: Displays the bridge ID number that connects the link or shared LAN to the
root.
» Designated Port ID: Displays the priority and port ID on the designated bridge that connects the
link or the shared LAN to the root.
» Designated Cost: Displays the cost of the port participating in the STP topology. Ports with a
lower cost are less likely to be blocked if STP detects loops.

» Remaining Hops: Displays the hops remaining to the next destination.

8.5 Statistics

This page can check Receive / Transmit BPDU information of the STP Port.

Status
Metwork

+ Bt Statistics Table

Refresh Rate |0 |.. sec

MAC Address Table

= Spanning Tree

Receive BPDU Tranzmit BPDU

Port Setting | Config | TCH | MSTP | Config | TCN | msTP
MST Instance |:| 1 GE1 0 0 0 0 0 0
MST Port Setting 0 . . ; ; . ; ;
] 3 GE3 0 0 0 0 0 0

n 4 GE4 0 0 0 0 0 0

] 5 GES 0 0 0 0 0 0

n & GE6 0 0 0 0 0 0

] 7 GET 0 0 0 0 0 0

] 3 GES 0 0 0 0 0 0

Management L] 9 GES 0 0 0 o 0 0
n 10 GE10 0 0 0 0 0 0
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Discovery(LLDP)

The Link Layer Discovery Protocol (LLDP) is a vendor-neutral link layer protocol in the Internet Protocol
Suite used by network devices for advertising their identity, capabilities, and neighbors on an IEEE 802
local area network, principally wired Ethernet.

LLDP information is sent by devices from each of their interfaces at a fixed interval, in the form of an
Ethernet frame. Each frame contains one LLDP Data Unit (LLDPDU). Each LLDPDU is a sequence of
type-length-value (TLV) structures.

9.1 Property

___________________________________________________________________________________________________

| TiVAdertisemtervall fo  cecsowover emutao)
e R

LLDP-MED
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»  State: Administrator can choose Enable or disable this LLDP function.

»  LLDP Handing: If cancel checkbox then administrator can choose Filtering / Bridging / Flooding for
LLDP handing.

»  TLV Advertise Interval: Set LLDPDU Send Interval period (range 5-32760, default is 30)

» Hold Multiplier: Set Hold value (Range 2-10, default is 4). Administrator can control the aging
time of local information on the neighbor device by configuring the value of the Hold multiplier.
TTL=Hold multiplier * TLV Advertise Interval.

» Reinitializing Delay: Set this value will be delayed for a period of time to be initialized, to avoid
frequent changed when the port use LLDP mode, default value is 2.

»  Transmit Delay: Set this value main purpose is to be local device to send LLDPDU delay time to a
neighbor device. To avoid frequent changes in local configuration caused by frequent
transmission of LLDPDUs, default value is 2.

»  Fast Start Repeat Count: Administrator can set 1~10 number of Fast Start Repeat Count. This
LLDP packets will sent when the mechanism is initialized. This event occurs when a new media
endpoint device links to the switch, the system default is 3.

9.2 Port Setting

Administrator can configure each port of the LLDPDU Transmit / Receive / Normal or Disable the mode

and choose from "Optional TLV" list send the TLV type of port.

Status

Metwork

Port Setting Table

Selected TLV
GE1 Mormal 8021 PVID
GE2  MNormal 8021 PVID
GE3  Normal 2021 FPVID
GE4  Mormal 8021 PVID
GES  Normal 2021 PVID
GES  Mormal 2021 PVID
GE7  Normal 8021 PVID
GE2  Mormal 2021 PVID
GE®  Normal 8021 PVID
10 GE10 Normal 2021 PVID
11 GE11 Normal 8021 PVID
12 GE12 Normal 2021 PVID
13 GE13 Normal 8021 PVID

Packet View
Local Information
Meighbor
Statistics

W oo s ot e L R =

% Mulicast

Security

Oogoiodonoooogy
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i: Receive
Mode | O

! (® Mormal
| () Disable

Available TLV Selected TLV

1
1
n
n
"
cocodboosooooooc e

Port Description ~ 8021 PVID
System Mame

System Description :
| System Capabilities f
802 3 MAC-PHY v '

L
e EEEEE
i

Optional TLV

[ Available VLAN Selected VLAN :

i i |VLAN1
| 8021 VLAN Name | |vLAN 10
i [ |VLAN 20

| . - - - - - = = mmmmmmmm i o m m m m m m m m m  m  m m m m m mm mm mm m m mmm mmm ]

» Mode: Administrator can choose Transmit(TX) / Receive(RX) or Normal(TX+RX) and Disable, if
choose disable will don't send and receive LLDPDU.

» Optional TLV: Administrator can be configuration information into different TLV, encapsulates
LLDPDU and issued to the neighbor device.

» 802.1 VLAN Name: Administrator can choose VLAN group.

9.3 Packet View

Administrator can select which port to view and click on the "Detail" button to view the information of

the LLDP packet on the selected port.

Packet View Table

Entry | Port | In-Use (Bytes) | Available (Bytes) | Operational Status

Discovery ] 1 GE1 48 1420 Mot Overioading
O 2 GEZ2 43 1440 Mot Overloading

(:) 3 GE3 48 1440 Mot Overloading

O 4 GE4 48 1440 Not Overlading
Local Information (J 5 GE5 43 1440 Mot Overloading
Meighbor (:) 6 GE6 43 1440 Mot Overloading
Statistics (J 7 GET 43 1440 Mot Overloading
Multicast ) 8 GEB 43 1440 Mot Overloading
Security ) 3 GE3 48 1440  Not Overloading
) 10 GE10 49 1435  Not Overloading

(J 11 GEN 45 1435  Not Overloading

O 12 GE12 49 143% Mot Overloading

(J 13 GE13 45 1435  Not Overloading
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Mandatory TLVs

Mandatory TLVs:
»  Size(Bytes): Display total mandatory TLV byte size.

» Operational Status: If TLV is transmitting or overloaded will display on this table.

MED Capabilities

»  Size(Bytes): Display total LLDP MED capabilities packets byte size.

» Operational Status: Display the LLDP MED capabilities packets whether were transmitted or they
were overloaded.

MED Location

»  Size(Bytes): Display total LLDP MED location packets byte size.

»  Operational Status: Display the MED location packets whether were transmitted or they were
overloaded.

MED Network Policy

»  Size(Bytes): Display total LLDP MED Network Policy packets byte size.

»  Operational Status: Display the MED Network Policy whether were transmitted or they were
overloaded.

MED Inventory

»  Size(Bytes): Display total LLDP MED Inventory packets byte size.

»  Operational Status: Display the MED Inventory whether were transmitted or they were
overloaded.

MED Extended Power via MDI

»  Size(Bytes): Display total LLDP MED extended power via MDI packets byte size.

»  Operational Status: Display the MED extended power via MDI whether were transmitted or they
were overloaded.

802.3 TLVs

»  Size(Bytes): Display total LLDP MED 802.3 TLVs packets byte size.

»  Operational Status: Display the MED 802.3 TLVs whether were transmitted or they were
overloaded.
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Optional TLVs

»  Size(Bytes): Display total LLDP MED optional TLVs packets byte size.

»  Operational Status: Display the MED optional TLVs whether were transmitted or they were
overloaded.

802.1 TLVs

»  Size(Bytes): Display total LLDP MED 802.1 TLVs packets byte size.

»  Operational Status: Display the MED 802.1 TLVs whether were transmitted or they were
overloaded.

Total

»  In-Use(Bytes): Display total bytes of LLDP information.

» Available(Bytes): Display total available bytes left for additional LLDP information in each packet.

9.4 Local Information

Displays switch summary and every port status of LLDP. Administrator can select which port to view and

click on the "detail" button to view the information of the local device as well as the information of

ar
| MAC address

______________________________________________________________ 4

= Discovery

Property
Port Setting
Packet View
Neighbor
Statistics

Port Status Table

&« &« &« ® o« &«

Entry | Port | LLDP State

9 1 GE1 MNormal
) 2 GEZ  Normal
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Management Address Table

Address Subtype | Address | Interface Subtype | Interface Number

10 results found.

Management Address Table: This table will display local LLDP agent.

»  Address Subtype: Display management IP address type.

»  Address: Returned address most appropriate for management use, typically a Layer 3 address.
» Interface Subtype: Numbering method used for defining the interface number.
>

Interface number: Specific interface associated with this management address.

MAC/PHY Details

b ——

- @ - 1
e —

Operational MAU Type | 1

»  Auto-Negotiation Supported: Port speed auto-negotiation support status.

»  Auto-Negotiation Enabled: Port speed auto-negotiation active status.

»  Auto-Negotiation Advertised Capabilities: Port speed auto-negotiation capabilities, for example,
1000BASE-T half-duplex mode, 100BASE-TX full-duplex mode.

>  Operational MAU Type: Medium Attachment Unit (MAU) type. The MAU performs physical layer
functions, including digital data conversion from the Ethernet interfaces’ collision detection and
bit injection into the network, for example, 100BASE-TX full duplex mode.

802.3 Detail

802.3 Detail

— fem e

8023 Maximum Frame Size | 114 ;

s

»  802.3 Maximum Frame Size: The maximum supported IEEE 802.3 frame size.
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802.3 Link Aggregation

802.3 Link Aggregation

B Aggregation Capability = 1z ;

Aggregation Port 1D 1A

»  Aggregation Capability: Indicates whether the interface can be aggregated.
»  Aggregation Status: Indicates whether the interface is aggregated.
»  Aggregation Port ID: Advertised aggregated interface ID.

9.5 Neighbor

The page displays information that was received using the LLDP protocol from neighboring devices.
After timeout the information is deleted. (Based on the value received from the neighbor time to Live

TLV during which no LLDP PDU was received from a neighbor).

Neighbor Table

Showing | All | .- | entries Showing 0 to 0 of 0 entries

Local Port | Chassizs ID Subtype | Chassis ID | Port ID Subtype | PortID | System Name | Time to Live

Discovery 0 results found.
# LLDP

Property | clear || Refresh Detail

Port Setting

Packet View

Local Informaticn

Statistics

Local Port: Number of the local port to which the neighbor is connected.
Chassis ID Subtype: Type of chassis ID (for example, MAC address).
Chassis ID: Identifier of the 802 LAN neighboring device's chassis.

Port ID Subtype: Type of the port identifier that is shown.

Port ID: Identifier of port.

System Name: Published name of the switch.

VV V V VYV V VY

Time to Live: Time interval in seconds after which the information for this neighbor is deleted.
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9.6 Statistics

This page displays LLDP statistical information per port.

Global Statistics

Discovery
& LLDP
Property
Port Setting
Packet View

' n " " '
R | SR, S|

Local Information

Neighbor
Statistics

Transmit Frame Receive Frame Receive TLV Neighbor

Total | Total | Discard | Error | Discard | Unrecognized | Timeout

D 1 GE1 o o ] o o o o
| 2 GE2 i 0 i i 0 0 0
] 3 GE3 0 0 0 0 0 0 ]

A\

Port: Port identifier.

A\

Transmit Frames Total: Total number of transmitted frames.
» Receive Frames:
® Total: Number of received frames.
® Discarded: Total number of received frames that were discarded.
® Errors: Total number of received frames with errors.
» Receive TLV:
® Discarded: Total number of received TLV that were discarded.
® Unrecognized: Total number of received TLV that was unrecognized.

» Neighbor Timeout: Number of neighbor Timeout on the port.

10. Multicast

Multicast is the only type of IPv4 multicast that is supported by the Ethernet gateway.

10.1 General

10.1.1 Property
This page can be configured with unknown multicast action, administrator can set the forwarding
method is based on the DMAC or the DIP, the function implements high performance data transfer

from point to multipoint in network will be reduce the loading on the network.
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-
|

[ L
| . || (@) Flood

| Unknown Multicast
' B O Orop
| B

| || () Forward to Router Port

= o

e ______ [

Multicast Forward Method

_
Pyg| @ DMAC-VD
| (O DP-VID
L . - - --rsz=s==ss=s=====sz==s=s==z=z====z==z====z=======z=======z=z========
| @ DMACVID
| (O DP-VID

S| _ __

7 General
Property
Group Address
Router Port
Forward All
Fittering Profile
Fittering Binding

% JGMP Snooping

#  MLD Snooping

"
coodbos

IPvE

-
I
I
i
|
I p———
e
|
|
i
I
L

»  Unknown Multicast Action: Choose how to deal with unknown Multicast frames.
Administrator can choose 3 processing method.
® Flood: Floods unknown Multicast frames.
® Drop: Drops unknown Multicast frames.
® Forward to Router Port: Forwards unknown Multicast frames to Router port.

»  Multicast Forward Method: Administrator can select destination MAC or destination IP of
IPv4/ 6.

10.1.2 Group Address

The multicast address range is 224.0.0.0 to 239.255.255.255 and forms the Class D range which is
made up of the high order bits 1110 followed by the 28 bit multicast group ID. There is no
subletting with these Class D addresses. A multicast group can have a permanently-assigned
address or the group may be Transient.
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Status

Netwaork

Po Group Address Table
|_||'t

VLAN P Version | IPvé ..

MAC Address Table

Spanning Tree Showing | All | .. | entries

Discovery

Multicast | VLAN | Group Address | Member | Type | Life [Sec)

General
Property
Router Port
Forward All
Fitering Profile
Fittering Binding

#  IGMP Snooping

MLD Snooping

| ada || Eaw | Delte || Refresh
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VALN: Define the VLAN of the group to be displayed.
IP Version: Select either Version 4 or Version 6.
Group Address: Define the IP address of the Multicast group to be displayed.

YV V. V V

Member: Select ports of Multicast group.
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10.1.3 Router Port
A Multicast Router (MRouter) port is a port that connects to a Multicast router. The switch includes

the MRouter port(s) when it forwards Multicast streams and IGMP/ MLD registration messages. It
is required in order for all MRouter(s) can, in turn; forward the Multicast streams and propagate

the registration messages to other subnets.

Router Port Table

IP Version | IPvd | ..

Showing | Al - | entries

Forbidden Port

Static Port Life (Sec)

# General
Property
Group Address [ Add | [ Edit Refresh
Forward Al
Filtering Profile
Fitering Binding

% GMP Snooping

¢ MLD Snooping

i Available VLAN Selected VLAN

!
W
| |10

VLAN: |20

| @ Static |
WPEE ~ Eorpidden ;

| Available Port Selected Port
1

1
| [GE1 ~
| |GE2
Port| |GE3
| |GE4
| |GE5
| |cE®
| |GET7 :
| |GES v 3

Y

VLAN: Select VLAN in available VLAN table.

IP Version: Select either Version 4 or Version 6 that the Multicast router supports.

Y

» Type: Select the type for the Static or Forbidden.
@ Static: The port is statically configured as a Multicast router port.
® Forbidden: This port is not to be configured as a Multicast router port, even if IGMP or
MLD queries are received on this port.

» Port: Select ports member.
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10.1.4 Forward All

Configure ports or LAGs to receive Multicast streams from a specific VLAN. Administrator can
statically configure a port to Forward All if the devices connecting to the port do not support IGMP
or MLD.

Status

MNetwork
Forward &ll Table

IP Verzion | IPv4 ..

Showing | Al | .- | entries

Multicast

‘ VLAN | Static Port | Forbidden Port

& General
Property | Add | Edt || Deete |
Group Address
Router Port
Forward All
Fitering Profile
Fitering Binding

z WGMP Snooping

#  MLD Snooping

2= NMWR

i Available VLAN Selected VLAN

K]
! |10
VLAN © |20

(® Static :
() Forbidden :

|| Available Port Selected Port
1

S ~
| |GE2
Port| |GE3
| |GE4
| |cEs
: |cEs
| |GE7
| |cEs v

VLAN: Select VLAN in available VLAN table.
IP Version: Select either Version 4 or Version 6 that the Multicast router supports.
» Type: Select the type for the Static or Forbidden.

@ Static: The port is statically configured as a Multicast router port.
® Forbidden: This port is not to be configured as a Multicast Router port, even if IGMP or
MLD queries are received on this port.

» Port: Select ports member.
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10.1.5 Filtering Profile
Filter profile permits or denies a range of Multicast groups to be learned when the join group
matches the filter profile IP group range.
Status
Metwork ) i i
—— Filtering Profile Table
VLAN IP Version | IPvd .
MAC Address Table

Spanning Tree Showing | All |- entries

Dizcovery

Multicast ‘ Profile ID | Start Address | End Address | Action

= General

Property | add || Edt || Deete |
Group Address

Router Port

Forward All

Filtering Profile

Fittering Binding
IGKMP Snooping
MLD Snooping
MVR

.
o

10.1.6 Filtering Binding

When the setting is completed of Filtering Profile, administrator can select ports to set filtering

binding.
Status
Metwork
ot Filtering Binding Table

VLAN IP Version | IPvd .
MAC Address Table

Spanning Tree

Discovery
— Multicast M | Entry | Port | Profile ID
1 GE1
s General D
Property ] 2 GEZ
Group Address |:| 3 GE3
Router Port D s GE4
F!:rrwf ard All |:| R
Fittering Profile
Filtering Binding L] 6 GE6
# IGMP Snooping ] 7 GE7
# MLD Snooping ] 8 CER
#= MVR O S
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| IPv4

10.2 IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts and
routers. By listening to these conversations the switch maintains a map of which links need which IP
multicast streams. Multicasts may be filtered from the links which do not need them and thus controls
which ports receive specific multicast traffic. The IGMP snooping support v2 & v3, administrator can

forward or drop Unknown Multicast.

10.2.1 Property

When IGMP Snooping is enabled globally or on a VLAN, all IGMP packets are forwarded to the CPU.
The CPU analyzes select of ports are asking to join Multicast groups on VLAN or routers that are
generating IGMP queries, or receiving PIM / OSFP / DVMRP / IGMP query protocols incoming

packets.

% General

# IGMP Snooping
Querier
Statistics

% MLD Snooping Query Max Last Member Last Member
Immediate L eave

Disabled Enabled Disabled
Disabled Enabled 2 125 10 2 1 Dizabled

»  State: Administrator can select Enable or Un-enable.
»  Version: Select either IGMPv2 or IGMPv3.
> Report Suppression: Enable or disable IGMP report suppression. If administrator select

disabling this feature will forward all IGMP reports to Multicast routers.
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A\

A\

State: Administrator can choose Enable or Disable this function.

Router Port Auto Learn: Administrator can enable Router Port Auto Learn.

Immediate leave: Immediate leave for the specified VLAN. Administrator enable immediate
leave will host tracking is started, which allows the switch to track the hosts that send
membership reports. The switch can then determine when the last host on an interface
leaves the multicast group and immediately stop forwarding multicast traffic to the interface.
Query Robustness: Administrator can configure IGMP Snooping for Query Robustness.
Query Interval: Administrator can configure IGMP Snooping for Query Interval.

Query Max Response Interval: Administrator can configure IGMP Snooping for Query Max
Response Interval

Last Member Query Counter: The number of times, from 1 through 7, that the router sends
group- or group-source-specific queries upon receipt of a message indicating a leave.

Last Member Query Interval: Last Member Query Interval set 1 is average of about 150
milliseconds. Administrator can configure value 1~25. This Last Member Query Interval is in
order to avoid the impact of higher rates of IGMP leave messages.

Operational Status: Display IGMP snooping configuration information.
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10.2.2 Querier

Administrator can choose created VLAN to enable or disable the IGMP Snooping query function.
When select checkbox and click "Edit" button will be go to set IGMP Snooping version, this
function can get IGMP Snooping query device regularly to VLAN local segments in all hosts and
routers send IGMP Snooping general query packets, to the query segment which multicast group

members.

State Operational Status | Version | Querier Address
] 1 Disabled Disabled
| 10 Disabled Disabled

& General ] 20 Disabled Disabled
Property
Group Address )
Router Port &]
Forward All
Throttling
Filtering Profile
Filtering Binding

IGMP Snooping
Property
Statistics

MLD Snooping

MVR

]

foct

fic)

State.

BEEES SR _

e ik
1

| I

| I

| I
I

B

Enable

'
L e e o

10.2.3  Statistics
Display Receive / Transmit Packet information of IGMP snooping.

¥ Status

Network

Address Table

panning Tree

" .
[T

n
T

Multicast

2 General

2 IGMP Snooping
Property
Querier

# MLD Snooping

%= MVR

"
[T

n
T

" "
[T

'
Lo

Transmit Packet

[ S

Diagnostics

Management
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10.3 MLD Snooping

The function support selective Multicast forwarding (IPv6), MLD Snooping must be enabled globally
and for each relevant VLAN. The switch supports MLD Snooping on both static and dynamic VLANSs.
Hosts use the MLD protocol to report their participation in Multicast sessions, and the switch uses
MLD Snooping to build Multicast membership lists. It uses these lists to forward Multicast packets only

to switch ports where there are host nodes that are members of the Multicast groups. The switch does

not support MLD Querier.

10.3.1 Property
Administrator to enable MLD Snooping in addition to the manually configured Multicast groups,

the result is a union of the Multicast groups and port memberships derived from the manual setup

and the dynamic discovery by MLD Snooping. However, only the static definitions are preserved

when the switch is rebooted.

@ General

# IGMP Snooping

# MLD Snooping
Statistics.

= MVR

Last Member | Last Member

Immediate Leave

2 1 Disabled
2 1 Disabled

1 1 Disabled Enabled rd 125 10
O 10 Disabled Enabled rd 125 10

Administrator can select VLAN in checkbox and click Edit button to set MLD Snooping.
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State: Administrator can Enable or Un-Enable MLD Snooping on the VLAN. The switch
monitors network traffic to determine which hosts have asked to be sent Multicast traffic.
The switch performs MLD Snooping only when MLD Snooping is enabled globally and on the
VLAN.

Router Ports Auto Learn: Enable or Un-Enable auto learning of the Multicast router.

Query Robustness—Enter the robustness variable value to be used if the switch cannot read
this value from messages sent by the elected Querier.

Query Interval—Enter the query interval value to be used by the switch if the switch cannot
derive the value from the messages sent by the elected Querier.

Query Max Response Interval—Enter the query maximum response delay to be used if the
switch cannot read the maximum response time value from general queries sent by the
elected Querier.

Last Member Query Counter—Enter the last member query count to be used if the switch
cannot derive the value from the messages sent by the elected Querier.

Last Member Query Interval—Enter the maximum response delay to be used if the switch
cannot read maximum response time value from group-specific queries sent by the elected

Quetrier.
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10.3.2  Statistics
If administrator to enable MLD snooping, the page will display Receive / Transmit Packet

information of MLLD Snooping.

Status

# General
% IGMP Snooping
# MLD Snooping
Property
Statistics
& MVR
ity

Transmit Packet

e Qr - - - T oo oo S S S S S S S S S S S S S S S S S S S S S S Se Bl
I '

10.4 MVR

MVR (Multicast VLAN Registration) is designed for applications that use wide-scale deployment of
multicast traffic across an Ethernet ring-based service-provider network (for example, the broadcast of
multiple television channels over a service-provider network). MVR allows a subscriber on a port to
subscribe and unsubscribe to a multicast stream on the network-wide multicast VLAN.

It allows the single multicast VLAN to be shared in the network while subscribers remain in separate
VLANs. MVR provides the ability to continuously send multicast streams in the multicast VLAN, but to

isolate the streams from the subscriber VLANs for bandwidth and security reasons.
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10.4.1 Property

¥ Status

n
cmdh oo

I
[

nning Tree

I
S S

n
oo

# General
#% IGMP Snooping

"
S

% MLD Snooping

# MVR
Property
Port Setting
Group Address

I
T

»  State: Administrator can Enable or Un-Enable MVR function.

»  VLAN: Select VLAN ID.

» Mode: Select use Compatible or Dynamic mode.

»  Group Start: Administrator can set range is 224.0.0.0 to 239.255.255.255.

»  Group Count: Uses the count parameter to configure a contiguous series of MVR group
addresses (the range for count is 1 to 128; the default is 1).

» Query Time: Administrator can defines the maximum time to wait for IGMP report
memberships on a receiver port before removing the port from multicast group membership.
The value is in units of second. The range is 1 to 10, and the default is 1 second.

10.4.2 Port Setting
Administrator can select ports to set role and immediate of MVR.

Edit Port Setting

Role |, Recei

: | () Receiver

| ! () Source g
= General B . ii:isciissssssssssssssssssisssssssssisssisssssssssssssssssssssssasd
%% IGMP Snooping

Immediate Leave :!- [] Enable

__________________________________________________________________________________________

% MLD Snooping

& MVR Appy || ciose |
Property
Group Address
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» Receiver: Configures a port as a receiver port if it is a subscriber port and should only receive
multicast data. It does not receive data unless it becomes a member of the multicast group,
either statically or by using IGMP leave and join messages. Receiver ports cannot belong to
the multicast VLAN.

»  Source: Configures uplink ports that receive and send multicast data as source ports.
Subscribers cannot be directly connected to source ports. All source ports on a switch belong
to the single multicast VLAN.

» Immediate Leave: This function only be enabled on receiver ports to which a single receiver
device is connected. When Enables the Immediate Leave feature of MVR on the port. The

Immediate Leave feature is disabled by default.

10.4.3 Group Address

Add Group Address

1|« « |« |« |« &« «

e B
| VLAN | 1
fasennnsmmnnannnanih i
| Group Address |\
I e J
1§ i
| 1 -
& General i ii Available Port Selected Port
= IGMP Snooping i i
% MLD Snooping E i,
& MVR i Member |
Property i i:
Port Setting | i
Group Address | i
p— | [
Security . |
I . e
Apphy |[ Close

»  Group Address: Administrator can set MVR multicast group addresses on the switch.
(The address range is 224.0.0.0 to 239.255.255.255)
» Member: Select Ports in the MVR Group.
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11. Security

11.1 RADIUS

Network architecture can establish a Remote Authorization login Service (RADIUS) server to provide a
centralized 802.1X or MAC-based network access control for all of its devices. This switch can act as a
RADIUS client that uses the RADIUS server to provide centralized security and authorization and user
authentication.

Administrator can set account for the switch on the RADIUS server, and configure that RADIUS server

along with the other parameters on the RADIUS page.

Use Default Parameter

T S i e e el |

¥ B
" i Retry | |3
| — [N 4
[ B - - - hl
¥ i Timeout i |3
B L= sz====z===dboccoos Fl
I B A
m | String ! |
L [, 4
Apply |
TACACS+ RADIUS Table
EAAN
% Management Access Showing| Al .| entries Showing 0 to 0 of 0 entries
Port Security
Protected Port W | Server Address | Server Port | Priority | Retry | Timeout
Storm Control 0 resulis ft
% DoS
% Dynamic ARP Inspection [ Add Edit ” Delete |
# DHCP Snooping
% |P Source Guard

Use Default Parameters

» Retry: Enter the number of transmitted requests that are sent to the RADIUS server before a
failure is considered to have occurred. Default is 3

» Timeout: Enter the number of seconds that the switch waits for an answer from the RADIUS
server before retrying the query, or switching to the next server. Default is 3

» Key String: The key string used security communications between the switch and the RADIUS
server by MD5.This key must match the key configured on the RADIUS server. If don't have an

encrypted key string (from other device), please enter the key string in plaintext form.
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Address Type | () Pvé

Server Address: Please enter the IP address or hostname of the RADIUS server.

Server Port: Set port of RADIUS server.

Priority: Administrator can enter the priority of the server. The priority determines the order that
the switch attempts to contact the servers to authenticate users. The switch first starts with the
highest priority server. 0 is the high priority.

Key String: Administrator can select user defined Encrypted or Plaintext to enter the key string
form used for authenticating and encrypting the communication between the switch and the
RADIUS server. This key must match the key configured on the RADIUS server. If administrator
select use default (checked in checkbox) will use the default key string.

Retry: Select User Defined to enter the number of requests that are sent to the RADIUS server
before a failure is considered to have occurred, or select Use Default to use the default value.
Timeout: Select User Defined to enter the number of seconds that the switch waits for an answer
from the RADIUS server before retrying the query or switching to the next server, or select Use
Default to use the default value.

Usage: Select the RADIUS server authentication type.

® Login: RADIUS server is used for authenticating users that want to administer the switch.

® 802.1X: RADIUS server is used for authentication in 802.1X access control.

® All: RADIUS server is used for authenticating user that wants to administer the switch and

for authentication in 802.1X access control.
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11.2 TACACS+

Administrator can be configuration TACACS+ to connection TACACS+ Server to provide authentication

and authorization for all devices in the organization.

Use Default Parameter

_ — —— IR amma———

- - _d
TACACS+ Table
Showing | Al .- entries Showing 0 to 0 of 0 entries

% Management Access
Port Security
Protected Port

Storm Control [

| Server Address | Server Port | Priority | Timeout

Dos Add | Edt || Deete |

Dynamic ARP Inspecticn
DHCP Snooping
IP Source Guard

&

&

43 G

» Timeout: Enter the amount of time in seconds that passes before the connection between the
switch and the TACACS+ server times out. If a value is not entered for an individual server, the
value is taken from this field, default is 5.

»  Key String: Enter the default key string in encrypted or plaintext form used for communicating
with all TACACS+ servers.

If administrator don't enter the default key string here, the key entered on the Add page must
match the encryption key used by the TACACS+ server or enter the default key string here and a
key string for an individual TACACS+ server, the key string configured for the individual TACACS+

server takes precedence.

Address Type | () Pv4 E
Server Address | :
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»  Address Type: Select IP Version 4 / 6 or use Hostname type.

»  Server Address: Please enter the IP address or hostname of the TACACS+ server.

»  Server Port: Set port of RADIUS server.

»  Priority: Administrator can enter the priority of the server. The priority determines the order that
the switch attempts to contact the servers to authenticate users. The switch first starts with the
highest priority server. 0 is the high priority.

»  Key String: Administrator can select user defined Encrypted or Plaintext to enter the key string
form used for authenticating and encrypting the communication between the switch and the
TACACS+ server. This key must match the key configured on the TACACS+ server. If administrator
select use default (checked in checkbox) will use the default key string.

» Timeout: Select User Defined to enter the number of seconds that the switch waits for an answer
from the TACACS+ server before retrying the query or switching to the next server, or select Use
Default to use the default value.

11.3 AAA

11.3.1 Method List
Administrator can set groups of AAA security, each group have 4 method table, each method can

select 1 of 6 type which contains Empty / None / Local / Enable / RADIUS and TACACS+

Status

Metwork

Method List Table

Showing | All | .- | entries

H | Name Sequence
[] defaut (1) Local

[] testt (1) RADIUS
[] test2 (1) TACACS+

| Add | Edt || Deete

Login Authentication
# Management Access
Port Security
Protected Port
Storm Control
DoS
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard

@ @ G @

@ WWW.Cerio.cc \, +(886) 2-8911-6160 D] issales@cerio.com.tw



USER MANUAL

»  Empty: Close authentication type of this method.
» None: Don’t use authentication.
»  Local: System login account use local system authentication in "menu -> management -> user

Account".

Y

Enable:

Y

RADIUS: System login account use remote RADIUS server authentication.

»  TACACS+: System login account use remote TACACS+ server authentication.

11.3.2 Login Authentication
When administrator has created security groups in "AAA=»method" then administrator can select

different security group in service port.

[ | el |

| Console | |defautt|. | (1)Local :

I L - s s -=2============s====ss==s==ssss=s=ss=ss=====s=s==============2 ===4d

B ettt = =1

: Telnet | | defautt|. | (1)Local :

L s s -==================ss==s==s===s==s=ssss=s===s==ss=s==s======== ===d

5 SSH | defautt| | (1)Local 5

[ b T P Y |

: HTTP ' |defaut|. | (1)Local 5

|7 | gyttt sEsEEEEEEEA

: i HTTPS | |defautt|.| (1)Local 5
— Security L hooeecccessscccccscccssce=csccessccsmcss=====s========s===55ss-5355ss55ss50o0ad

RADIUS
TACACS+ Apply |

G ASS
Method List
Login Authentication
% Management Access
Port Security
Protected Port
Storm Control
% DoS
% Dynamic ARP Inspection
# DHCP Snooping
# IP Source Guard
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11.4 Management Access

11.4.1 Management VLAN
When created VLAN function then administrator can select a specific VLAN, only allow this VLAN

can to enter the Ul management page.

T eaatietietieulie bbbl bbb

| li 1 defﬂult :

| L '
L |

Apply |

Security

RADILS
TACACS+
o AAA
< Management Access
Management Service
Management ACL
Management ACE
Port Security
Protected Port
Storm Control

11.4.2 Management Service
Administrator can select enable Telnet / SSH / HTTP / HTTPS / SNMP by different protocol to login
service and configuration login timeout limit and password error retry count limit.

Hanagement Senrice

_—

—a

u
T

|
u
[T,

Security

RADIUS
TACACS+

U |

- = = = sl

2 AAA i
# Management Access zzzzzzzzz S S C=_EEEEECEEEEEELE =4'
Management WVLAN |
cesise-=s szzzsszssssssssssss=sz4d
Management ACL
WManagement ACE S==E==sss TTTTTTTEREEEsEEeess =4,
Part Security R I icmiisoo-- J
Protected Port — D
Storm Control PR

= DoS
2 Dynamic ARP Inzpection
% DHCP Snooping
IP Source Guard

mesmmssmasen mememssssssssssssssasay
e 1
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»  Session Timeout: After login management page, in the set time if not session then system will
auto timeout, administrator need re-login.

» Password Retry Count: If login error reaches the set value then login page will be kicked out,
administrator need reopen the login page.

»  Silent Time: This function to be matched "Password Retry Count" function, if login error
reaches the set value within then set value of silent time will can't be reopen login page until

the set time end.

11.4.3 Management ACL
Administrator can create ACL and set Active or Deactive the rules.
If administrator set "Active" will be apply "Management ACE" rules. ACL can set which ports is

Permit or Deny connection to which services of the switch management interface.

___________':I'_'___'""""'_'____'_"""'"'___'_'_'__""""'_'_'____'_""'""___1
ACL Name | |

___ MhosoooooooooccococoooosoomoooooooococooDnonomosSooeooc s ooD 5D onmomsococcoad)

Apply |

Management ACL Table

—
|
|
|
lL__

Showing | Al .- entries Showing 1 to 1 of 1 entries

— Security

B | ACL Name State Rule

RADIUS
‘ test11 Deactive o

TACALCS+
=OAAA L]
# Management Access

Management WVLAN [ Active | [ Deactive [ Delete
Management Service
Management ACE

Port Security

Protected Port

Storm Control
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11.4.4 Management ACE

This management ACE page is to create an ACL profile rule. Administrator can select an created
ACL profile to set security rule. If set the ACE only use Telnet a single rule. After confirmation the
rule will apply to ACL profile.

Administrator can go to "management ACL" page click "Active" button to enable the rule. After

active the rule, this management page will can't operating only use Telnet protocol to

management.
[ L e |
| ACL Name || test11 '
. gL _ - e e e m s s mmm——m=—===== e —— P— =-d
i~ L TTTT T T -1
| = = i 1
I ;
B . .-:cs:szszzzzzzzzzzzzssszzz== zzzzz=== 2222224
i : 8’,:}"[ :
| 1 p |
i Seee O Htes ;
| i (® Snmp |
i | O ssH '
| [\ () Telnet i
N e e —— P— =-d
s s 'O remt I
+ | Action H
- | || (® Deny
2 ARA R | & L L o)
2 Management Access e . o S T
| a 1
Management WLAN : : Available Port Selected Port 0
Management Service . . GE1 =
Management ACL | :i GEZ :
Management ACE i PortEi GE3 i
Port Security | i: GE4 :
| c 1
Protected Port i 1 ggé '
) Storm Control : :E GET .
= DoS i i: GES W 1
% Dynamic ARP Inspection B ...:::::szzzzszszszssssssssssssssssszsssssssssssssssssssssssssssszsssssssssosd
DHCP Snooping E E. @ Al .
IP Version || () IPv4 !
| i
| i O g
D . . .. :=:zzz=======z=zs==z=s=zzz=z== S=zz=s== R
C ee 1
l. ------------- .".-------............--------------............---------------...........------.‘
| IPV6 | | J| (1-128):
PR ...

Priority: Set this rule priority.

Service: Select the service want to login management.

>

>

»  Action: Select Permit or Deny.
»  Port: Select managed ports.
>

IP Version: Select IPv4 or IPv6.
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11.5 Port Security

Port security monitors received and learned packets. Access to locked ports is limited to users with

specific MAC addresses.

Status

(W

Port Security Table

% DHCP Snooping
% IP Source Guard

11 GEM  Disabled

47 mC4An Frimmblned

Discard

RADIUS H | Entry | Port State MAC Address | Action
bz O 1 GE1 Disabled 1 Discard
= AAA ) )

& Wanagement Access 1 2 GEZ2 D?sablad 1 Dfscard
Management VLAN ] 3 GE3  Disabled 1 Discard
Management Service |:| 4 GE4 Dizabled 1 Discard
Management ACL [ 5 GES Disabled 1 Discard
Management ACE 0 & GEE Disabled 1 Discard

Port Security § .
Protected Port 1 7 GE7  Disabled 1 Discard
Storm Contrel 1 & GE8 Dizabled 1 Discard
% DoS ] 9 GE9 Dizabled 1 Discard
¥ DOTTLELE TETRET [] 10 GE10 Disabled 1 Discard
0] 1
M 4

Fiim el

1

() Forward
! (@ Discard
(") Shutdown

__________________ | S g g g0 )0y 0 9y Sy

Action

—_—

»  Port: Displays selected port number.
»  State: Enable or Un-Enable the port security.
» MAC Address: Enter the maximum number of MAC addresses that can be learned on the
interface if Limited Dynamic Lock learning mode is selected. The range is 1 to 256 and the default
is 1.
» Action: If Interface Status is locked, select an action to be applied to packets arriving on a locked
interface.
® Forward: Forwards packets from an unknown source without learning the MAC address.
® Discard: Discards packets from any unlearned source, shuts down the interface, logs the
events, and sends traps to the specified trap receivers.
® Shutdown: Discards packets from any unlearned source, shuts down the interface, logs the
events, and sends traps to the specified trap receivers. The interface remains shut down

until reactivated, or until the switch is rebooted.
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11.6 Protected Port

If administrators check enable to make this a protected port. A protected port is also referred as a
Private VLAN Edge. It's provide Layer 2 isolation between interfaces (Ethernet ports and Link
Aggregation Groups) that share the same Broadcast domain (VLAN).After enable protected port,
packets received from protected ports can be forwarded only to unprotected egress ports and
unrestricted by VLAN members.

Network

Protected Port Table

Entry | Port State

] 1 GE1 Unprotected
] 2 GEZ  Unprotected
[] 3 GE3  Unprotected
] 4 GE4  Unprotected
[] 5 GES  Unprotected
- AAA ] 6 GE6  Unprotected
# Management Access
Management VLAN [] 7 GET  Unprotected
Management Service ] & GE8 Unprotected
Management ACL ] 9 GES  Unprotected
Management ACE M 10 GE10  Unprotected
LSl 11 GE11 U tected
Protected Port L] LiieiE
Storm Control ] 12 GE12 Unprotected
. DoS |:| 13 GE13 Unprotected
% Dynamic ARP Inspection D 14 GE14 Unprotected
2 DHCP Snooping
15 GE15 U tected
#  |P Source Guard E nprote

11.7 Storm Control

When the rate of Broadcast / unknown Multicast or unknown Unicast frames is higher than the
user-defined threshold, this function can to limit the number of frames entering the switch and to
define the types of frames that are counted towards this limit. Will be the frames received beyond the

threshold are discarded or the interface shuts down.
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: O Packethec I

i
|
| : @ Kbits /Sec :
| : @ Exclude f
i O Include :
Apply |
Port Setting Table
& M t A
R Broadcast Unknown Multicast Unknown Unicast
Management WLAN Action
Management Service | State | Rate (Kbps) | State | Rate (Kbps) | State | Rate (Kbps)
Management ACL ] 1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
Management ACE O 2 GE2 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
E”Tsc::d”r:”n 0 3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
roie: (]
e O 4 GE4 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
= DoS ] 5 GES Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop

» Mode: Select use Packets/second or Kbits/sec of the rate threshold
» IFG: Inter frame gap is 20 Bytes
® Excluded: Not count the Broadcast / unknown Multicast or unknown Unicast frames.
(excluding preamble and IFG)
® Include: Count the Broadcast / unknown Multicast or unknown Unicast frames. (including
preamble and IFG)

> Port: Dlsplay selected Port number.
>  State: Enable or Un-Enable the function.

» Broadcast: If enable storm control for Broadcast traffic will count Broadcast traffic towards the
bandwidth threshold.

» Unknown Multicast: If enable storm control for unknown Multicast will count unknown
Multicast traffic towards the bandwidth threshold.

»  Unknown Unicast: If enable storm control for unknown Unicast will count unknown Unicast
traffic towards the bandwidth threshold.

»  Action: Administrator can select Drop or Shutdown will Broadcast / unknown Multicast or
unknown Unicast frames is higher than the user-defined threshold.
® Drop: Received beyond the threshold will discard the frames.
® Shutdown: Received beyond the threshold will shut down the port.
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11.8 DoS

DoS attack (denial-of-service) is a cyber-attack where the perpetrator seeks to make a machine or
network resource unavailable to its intended users by temporarily or indefinitely disrupting services of
a host connected to the Internet. Denial of service is typically accomplished by flooding the targeted
machine or resource with superfluous requests in an attempt to overload systems and prevent some
or all legitimate requests from being fulfilled.

11.8.1 Property
This default is enabled all DoS protection feature and SYN-FIN / SYN-RST protections. The default

threshold is 60 SYN packets per second. The default period of port recovery is 60 seconds.
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11.8.2 Port Setting
Administrator can choose protected ports.

Entry | Port State
1 GE1 Disabled

Table

O
O 2 GE2 Disabled
O 3 GE3 Disabled
| 4 GE4 Disabled
] 5 GE5 Disabled
ILCACS'f O 6 GEG Disabled
; Management Access L1 roGE Disanled
© Authentication Manager | 8 GE8 Disabled
Port Security ] 9 GE% Disabled
Protected Port O 10 GE10 Disabled
) gtsgﬂ Contral | 11 GE11 Disabled
T 12 GE12 Disabled
Port Setting
= Dynamic ARP Inspection 1 14 GE14 Disabled
2 DHCF Snooping | 15 GE15 Disabled
¢ TR LT [] 16 GE16 Disabled

Port| GE12-GE13

11.9 Dynamic ARP Inspection

Dynamic Address Resolution Protocol (ARP) is a TCP/IP protocol for translating IP addresses into MAC
addresses.
11.9.1 Property

| elected VLAN i
i | [ViAN1 5
5 b [vian 10 |
| ovLan 5
| 1 |
| 1 1
TACACS+ il betebetelefetetebeteleflebetetebetelebetetebetelebetebetetetietbtetettetttetteit ettt ettt
o ASA
A
=  Management Access poly |
Port Security

Protected Port
Storm Control

Port Setting Table

% DoS
# Dynamic ARP Inspection
W |Entry | Port | Trust | Source MAC Address | Destination MAC Address | IP Address | Rate Limit
SEIEE 0 1 GE1 Disabled Disabled Disabled Disabled Unlimited
% DHCP Snooping
IP Source Guard O 2 GE2 Dizabled Dizabled Dizabled Dizabled Unlimited
O 3 GE3 Disabled Disabled Disabled Disabled Uniimited
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»  State: Administrator can enable or disable this Dynamic ARP Inspection.
» VLAN: In the Enabled VLAN table, users assign static ARP Inspection lists to enabled VLANs.
When a packet passes through an untrusted interface that is enabled for ARP Inspection

switch will performs the checks.

[ Apply ][ Close ]

»  Port: Display selected Port number.

» Trust: If enabled, the port or LAG is a trusted interface, and ARP inspection is not performed
on the ARP requests or replies sent to or from the interface. If Un-Enable, the port or LAG is
not a trusted interface, and ARP inspection is performed on the ARP requests or replies sent
to or from the interface. By default, it is disabled.

»  Source MAC Address: Check Enable to validate the source MAC addresses in ARP requests
and replies.

» Destination MAC Address: Check Enable to validate the destination MAC addresses in ARP
replies.

» IP Address: Check Enable to validate the IP addresses in ARP requests and replies.
® Allow all-zeros IP: If IP address validation is enabled, check Enable to allow 0.0.0.0 the IP

address.

» Rate Limit: Enter the maximum rate that is allowed on the interface. The range is 1 to 300 pps
and the default is 0 Unlimited.
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11.9.2  Statistics
The Statistics page will displays the statistical information for ARP Inspection.

Statistics Table

Source MAC | Destination MAC Source IP Destination IP IP-MAC

] Forward _ _ _ . . . . . " .
Failure Failure Validation Failure | Validation Failure | Mismatch Failure
O 1 GE1 0 0 0 0 0 0
O 2 GE2 0 0 0 0 0 0
O 3 GE3 0 0 o 0 0 0
D 4 GE4 0 0 0 0 0 0
|:| 5 GE5 0 0 0 0 0 0
% Management Access 6 GG 0 0 0 0 0 0
Port Security O
Protected Port ] T GE7 0 0 0 0 0 0
Storm Control O 8 GE8 0 0 0 0 0 0
% DoS 0 9 GEe 0 0 o 0 g g
# Dynamic ARP Inspection D 10 GE10 0 0 0 0 0 0
Property
Statistics O 1 GEN 0 0 0 0 0 0
# DHCP Snooping O 12 GE12 0 0 0 0 0 0
# IP Source Guard O 13 GE13 0 0 ] 0 0 0
ACL O 14 BE14 0 0 0 0 0 0
|:| 15 GE15 0 0 0 0 0 0

Entry: Display list entry.

Port: Display all port number.

Forward: Display total number of ARP packets forwarded by the VLAN.

Source MAC Failure: Display total number of ARP packets that include wrong source MAC

addresses.

» Destination MAC Failure: Display total number of ARP packets that include wrong destination
MAC addresses.

» Source IP Address Validation Failures: Display total number of ARP packets that the source IP
address validation fails.

» Destination IP Address Validation Failures: Display total number of ARP packets that the
destination IP address validation fails.

» IP-MAC Mismatch Failures: Display total number of ARP packets that the IP address does not

match the MAC address.
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11.10 DHCP Snooping

Administrator can use DHCP snooping to help avoid the Denial of Service attacks that result from
unauthorized users adding a DHCP server to the network that then provides invalid configuration data
to other DHCP clients on the network. DHCP packets received on other switch ports are inspected
before being forwarded. Packets from untrusted sources are dropped.

11.10.1 Property

Selected VLAN

Security i i
TACACS+ e PRy
@ AAA
A
% Management Access pply |
Port Security

Protected Port

Storm Control
# DoS
% Dynamic ARP Inspection
# DHCP Snooping

Port Setting Table

Entry | Port Trust Verify Chaddr | Rate Limit

D 1 GE1 Disabled Disabled Unlimited
Option82 Property O 2 GE2 Dizabled Dizabled Unlimited
Option&2 Circuit ID D 3 GE3 Dizabled Dizabled Unlimited

% IP Source Guard O 4 GE4 Dizabled Dizabled Unlimited
AC D 5 GE5 Dizabled Dizabled Unlimited
O 6 GE6 Dizabled Disabled Unlimited

D T GE7 Disabled Disabled Unlimited

1 & GEB Dizabled Disabled Unlimited

State: Administrator can enable or Un-Enable DHCP Snooping.
VLAN: Administrator can to enable DHCP Snooping on a VLAN, ensure that DHCP Snooping is
globally enabled on the switch.

| apoly || close |

»  Port: Display selected Port number.

»  Trust: If check Enable will connected to a DHCP server or to other switches or routers as trusted
ports.

»  Verify Chaddr: Whether enable verify chaddr.

» Rate Limit: Check Enable to limit the rate on the interface. If rate limit is enabled, enter the

maximum number of rate that can be allowed on the interface, default is O unlimited.
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11.10.2 Statistics

Untrust Port )
Chaddr Check | Untrust Port § ) Invalid
Forward with Optiong2
Drop Drop Drop
Drop
TACACS+ ] 1 GE1 0 0 0 0 0
= AAA O 2 GEZ ] 0 0 0 0
@ Management ACCess O 3 GE3 I} 0 0 0 0
= Authentication Manager 0 4 CE4 0 0 0 0 0
Port Security
Protected Port ] 5 GBS 0 0 0 0 0
Storm Control O 6 GE6 0 0 0 0 0
= DoS 1 7 GET 0 0 0 0 0
= Dynamic ARF Inspection O 5 GES o 0 0 0 0
# DHCP Snooping
9 GES 0 0 0 0 0
Property U
Statistics O 10 GE10 ] 0 0 0 0
Option82 Property 1 11 GEMNM 0 0 0 0 0
Option82 Circuit 1D | 17 GE12 0 0 0 0 0
= |P Source Guard ] 13 GE13 0 0 0 0 0
O 14 GE14 ] 0 0 0 0
: [0 15 GE15 0 0 0 0 0
" O 16 GE16 ] 0 0 0 0
W —_ a— ———— - — _ - -

Entry: Display list entry.
Port: Display all port number.

Forward: Display total number of forwarded packets.

Chaddr Check Drop: Display total number of packets that are dropped by Chaddr check.
Untrust Port Drop: Display total number of packets that are dropped by Untrust check.

Y V V V V VE

Untrust Port With Option82 Drop: Display total number of packets that are dropped by
untrusted ports that enable Option 82.
» Invalid Drop: Display total number of packets that are dropped due to invalid.

11.10.3 Option82 Property

atus

Operational Status

I e R
Remote ID | 00:0:4c:00:00:00 (Switch Mac in Byte Order)

B e

— Security Apply |

RADIUS
TACACS+

o AAA

2 Management Access
Port Security
Protected Port
Storm Control

Port Setting Table

Entry | Port State | Allow Untrust

= DoS | 1 GE1 Disabled Drop
# Dynamic ARP Inspection |:| 2 GE2 Dizabled Drop
# DHCP Snooping O 3 GE3  Disabled Drop
FETE 0 4 GE4 Disabled Drop
Statistics -
Option82 Property n 5 GE5 Disabled Drop
Option82 Circuit ID |:| & GE6 Dizabled Drop
% IP Source Guard | 7 GE7 Disabled Drop
O 8 GEB Dizabled Drop
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» Remote ID: If Option 82 is enabled, select User Defined to manually enter the format remote
ID.

»  Operational Status: Display remote ID information.

Allow Untrust | @ Drop
I () Replace

i '
e L e e e e e e oo 1

[ Apply H Close ]

Port: Display selected Port number.
State: Check Enable or Un-Enable.

Allow Untrust: When untrusted port receives DHCP packets administrator can select setting

Y V VY

Keep / Drop / or Replace action.

® Keep: Keeps DHCP packets with Option 82 information.

® Drop: Drops DHCP packets with Option 82 information.

® Replace: Replaces DHCP packets with Option 82 information.

11.10.4 Option82 Circuit ID
Administrator can use the Option82 Port CID Settings page to configure the Option 82 circuit-ID.

Add Option82 Circuit ID

RADIUS

TACACS+
ARA
Management Access [ Apply ] [ Close ]
Authentication Manager
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
Property
Statistics

@

@

@

@

& @

Option82 Property
Optiong2 Circuit ID

= |P Source Guard

»  Port: Select a Port number.

»  VLAN: Set a VALN number to use circuit ID.

»  Dircuit ID: Using from 1 to 64 ASCII characters (no spaces). When the Option 82 feature is
enabled, the default circuit-ID suboption is the switch VLAN and port identifier, in the format
of vlan-mod-port.
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11.11 IP Source Guard

IP Source Guard restricts the client IP traffic to those source IP addresses configured in the IP Source

binding database, mainly can prevent traffic attacks caused when a host tries to use the IP address of

its neighbor.

W | Entry | Port State Verify Source | Current Entry | Max Entry
¥ Multicast O 1 GE1 Disabled P 0 Unlimited
O 2 GE2 Disabled P 0 Unlimited

RADIUS ] 3 GE3  Disabled P 0 Unlimited
TACACS+ O 4 GE4 Disabled P 0 Unlimited
¥ AW ] 5 GE5 Disabled P 0 Unlimited
= Management Access i o
= Authentication Manager | 6 GEE  Disabled P 0 Unlimited
Port Security ] 7 GE7  Disabled P 0  Unlimited
Protected Port ] 8 GE8 Disabled IP 0 Unlimited
Storm Conirol O] 9 GE9 Disabled P 0  Unlimited
@ Do§ : -
10 GE10 Disabled P 0 Unlimited
= Dynamic ARP Inspection O sanie rimite
¢ DHCP Snooping ] 11 GE11 Disabled P 0  Unlimited
# IP Source Guard ] 12 GE12 Disabled IP 0 Unlimited
Port Setting [] 13 GE13 Disabled P 0 Unlimited
IMPYV Binding ] 14 GE14 Disabled P 0 Unlimited
Save Database
L [] 15 GE15 Disabled P 0  Unlimited
# AC

11.11.1 Port Setting

[ Apply H Close l

»  Port: Display selected Port number.

»  State: Check Enable or Un-Enable this IP Source Guard. Mainly restricts the client IP traffic to
those source IP addresses configured Check Enable to enable IP Source Guard on the
interface. Administrator can disable this feature.

»  Verify Source: Administrator can select IP only or MAC and IP type of source traffic to be
verified.

»  Max Entry: Administrator need enter the maximum number of IP source binding rules. The

range is 0 to 50, and 0 is Unlimited.
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11.11.2 IMPV Binding
Use the Binding to query and view information about inactive addresses recorded in the IP Source
Guard database.

Add IP-MAC-Port-VLAN Binding

RADIUS
TACACS+
2 AAA | !
= Management Access ?
= Authentication Manager L
Port Security
Protected Port Apply ][ Close ]
Storm Control
2 DoS
= Dynamic ARP Inspection
= DHCP Snooping
% IP Source Guard
Port Setting
IMPV Binding
Save Database
»  Port: Administrator can select port number.
»  VLAN: Set VLAN with which the IP address is associated.
»  Binding: Select “IP/MAC/Port/VLAN or IP/ Port/VLAN binding.
» MAC Address: Set MAC address of the interface.
» IP Address: Set IP address of the interface.
11.11.3 Save Databases
Status
Metwork S 1r'@‘h'u'n'e“""“"""""""""'""""""'"“""""""""1
Type | (") Flash
L () TFTP
Address Table = CFECCEITTEITEIes === == s5=ad
- — Flem-ne::|
panningTree A i T . . ceeed
"""" Write Delay| o0 B
Management Access I ._Ij ______ JIL|3_U_U_ . o 1

Port Security
Protected Port
Stoerm Control
DoS
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
Port Setting
IMPY Binding
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Type: System can access the database by local Flash or TFTP server.
Filename: Set file name of TFTP server.
Address Type: Select use Host name or IP address to connection TFTP server.

Y V V V

Server Address: Set TFTP address. If use host name then need enter host name. If use IPv4
then need IP Address.
Write Delay: Set connected delay time.

Y VY

Timeout: Set connected timeout.

12. ACL

ACL (Access Control List) is an ordered list of classification filters and actions. Each single classification rule,
together with its action, is called an Access Control Element (ACE). Each ACE is made up of filters that
distinguish traffic groups and associated actions. A single ACL may contain one or more ACEs, which are
matched against the contents of incoming frames. Either a DENY or PERMIT action is applied to frames

whose contents match the filter.

12.1 MACACL

This page mainly creates MAC ACLs profile. The MAC ACLs are used to filter traffic based on Layer 2
fields and defined on the MAC ACE page.
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e | ettt il |

__ hooooooooooococococccoooooooooooooooocoaosDooSoomEooooooccCCo0oDosononosoocooe ad

AC Address Table Apply |

anning Tree

ACL Table

Showing | Al |- | entries Showing 0 to 0 of 0 entries

H | ACL Name | Rule | Port

| 0 results found.

MAC ACE
IPv4 ACL

IPv4 ACE Delete |

IPvE ACL

IPvE ACE

ACL Binding
QoS
Diagnostics

Management

ACL Name: Create a name of ACL.
ACL Table: Display created MAC ACL name list.
ACL Name: Display ACL name.

Y V V V

Rule: Display the number of conditions.

12.2 MACACE

MAC ACEs will check all frames for a match.

Add ACE
o - b
L =
: 1
[ M. .. ...-.::zzzzzzssszsssssssssssssssszsszsssssssssssszszsssszssssssssssssssssassd
| | (@) Permit
| Action | () Deny f
() Shutdown
- o B o iiiiii—icsssstsssssssssssssssssssssssssssssssssssssssscssed
== === S qFezizsssssszssssszaass =4

MAC ACL

IPv4 ACL
IPv4 ACE
IPvE ACL
IPvE ACE
ACL Binding

T I ——.,
| 1 H i\ i il

»  ACL Name: Displays selected MAC ACL name.
» Sequence: This sequence is priority of ACE rule. ACEs with higher priority are processed first. 1 is
the highest priority.

@ WWW.Cerio.cc \, +(886) 2-8911-6160 D] issales@cerio.com.tw



USER MANUAL

»  Action: Administrator can select the action taken upon a match.
® Permit: This is forwards packets that meet the ACE criteria.
® Deny: This is drops packets that meet the ACE criteria.
® Shutdown: This is disables the port from where the packets were received.

» Source MAC: If select any then all source addresses are acceptable or select administrator
defined to enter a source MAC address or a range of source MAC addresses.

» Destination MAC: If select any then all destination addresses are acceptable, or select
administrator defined to enter a destination MAC address or a range of destination MAC

addresses.

»  Ethertype: Enter the frame Ethernet type to be matched.

VLAN: Enter the number of the VLAN tag to match.

» 802.1p: Check Include to use 802.1p, administrator need enter the 802.1p value to be added to
the VPT tag and set mask.

Y

12.3 1Pv4 ACL

This page mainly creates IPv4 ACLs profile. The IPv4 ACLs are used to check IPv4 packets, while other

types of frames, such as ARPs, are not checked.

¥ O

| ACLName | | :
Apply |

ACL Table

Showing | All |- | entries Showing 0 to 0 of 0 entries

H | ACL Name | Rule | Port

‘ 0 results found.

WAC ACL
WAC ACE

IPv4 ACL
IPv4 ACE Delete |
IPv6 ACL
IPv6 ACE
ACL Binding

»  ACL Name: Create a name of ACL.
»  ACL Table: Display created IPv4 ACL name list.
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12.4 1Pv4 ACE

»  ACL Name: Displays selected IPv4 ACL name.

» Sequence: This sequence is priority of ACE rule. ACEs with higher priority are processed first. 1 is

the highest priority.
» Action: Administrator can select the action taken upon a match.
® Permit: This is forwards packets that meet the ACE criteria.
® Deny: This is drops packets that meet the ACE criteria.
® Shutdown: This is disables the port from where the packets were received.
»  Protocol: Creates an ACE based on a specific protocol.
® Any: Select to accept all service protocols.
® Select: Administrator can from the drop-down select ICMP/IP in
IP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6:ROUT(Matches packets belonging to the IPv6
over IPv4 route through a gateway)/IPV6:FRAG(Matches packets belonging to the IPv6 over
IPv4 Fragment Header )/RSVP/IPV6:ICMP/OSPF/PIM/L2TP protocols.
»  Source IP: If administrator select any then all source addresses are acceptable, or select User
Defined to enter a source address or a range of source addresses.
» Destination IP: If administrator select any then all destination address are acceptable, or select
User Defined to enter a destination address or a range of destination addresses.
»  Type of Service: Select the service type of IP packets.
® Any: Any service type.
® DSCP: Differentiated Serves Code Point (DSCP) to match.
® [P Precedence: IP precedence is a model of TOS (type of service) that the network uses to
help provide the appropriate QoS commitments. This model uses the 3 most significant bits
of the service type byte in the IP header, as described in RFC 791 and RFC 1349.

@ WWW.Cerio.cc \, +(886) 2-8911-6160 D] issales@cerio.com.tw



USER MANUAL

Y

Y

Y

Y

Source Port: If administrator select use TCP/UDP protocol will can definition source port.

® Any: Match to all source ports.

® Single: Enter a single TCP/UDP source port to which packets are matched.

® Range: Select a range of TCP/UDP source ports to which the packet is matched. There are
eight different port ranges that can be configured (shared between source and destination
ports). TCP and UDP protocols each have eight port ranges.

Destination Port: If administrator selects use TCP/UDP protocol will can definition destination

port.

TCP Flags: Select one or more TCP flags with which to filter packets. Filtered packets are either

forwarded or dropped. Filtering packets by TCP flags increases packet control.

® Set: Match if the flag is SET.

® Unset: Match if the flag is Not SET.

® Don’t care: Ignore the TCP flag.

ICMP Type: If the IP protocol of the ACL is ICMP, select the ICMP message type used for filtering

purposes.

® Any: All message types are accepted.

® Select: Select message type by name.

® Define: Enter the number of message type to be used for filtering purposes.

ICMP Code: The ICMP messages can have a code field that indicates how to handle the message.

Select any to accept all codes, or select User Defined to enter an ICMP code for filtering purposes.
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12.5 IPv6 ACL

Use the IPv6 Based ACL page to create IPv6-based ACLs, which check pure IPv6-based traffic. IPv6

B T S e e e -
| ACLMName| |
e

| . - - - - - e e e mmmm e m———

Apply |

ACL Table

Showing | All |« entries Showing 0 to 0 of 0 entries

Il | ACL Hame | Rule | Port

MAC ACL ‘ 0 results found.
MAC ACE

IPv4 ACL
IPv4 ACE Delete |
IPvé ACL
IPv5 ACE

ACL Binding

¥
% Diagnostics
¥

Management
> ACL Name: Create a name of ACL.
»  ACL Table: Display created IPv6 ACL name list.

12.6 IPv6 ACE

FrTIIIIIEE 8

Action | () Deny :
{ (O Shutdow

. OS&I&d’i

O Do [

»  ACL Name: Displays selected IPv6 ACL name.
» Sequence: This sequence is priority of ACE rule. ACEs with higher priority are processed first. 1 is

the highest priority.
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»  Action: Administrator can select the action taken upon a match.
® Permit: This is forwards packets that meet the ACE criteria.
® Deny: This is drops packets that meet the ACE criteria.
® Shutdown: This is disables the port from where the packets were received.

»  Protocol: Creates this ACE based on a specific protocol or protocol ID.
® Any: Select to accept all service protocols.
® Select: Administrator can from the drop-down select TCP/UDP and ICMP protocols.

»  Source IP: If administrator select any then all source address are acceptable, or select User
Defined to enter a source address or a range of source addresses.

» Destination IP: If administrator select any then all destination address are acceptable, or select
User Defined to enter a destination address or a range of destination addresses.

» Type of Service: Select the service type of IP packets.
® Any: Any service type.
® DSCP: Differentiated Serves Code Point (DSCP) to match.
® IP Precedence: IP precedence is a model of TOS (type of service) that the network uses to

help provide the appropriate QoS commitments. This model uses the 3 most significant bits
of the service type byte in the IP header, as described in RFC 791 and RFC 1349.

»  Source Port
® Any: Match to all source ports.
® Single: Enter a single TCP/UDP source port to which packets are matched. This field is active

only if TCP or UDP is selected from the Select from list drop-down menu.
® Range: Select a range of TCP/UDP source ports to which the packet is matched.

» Destination Port: Select one of the available values. (They are the same as for the Source Port
field.)

»  TCP Flags: Select one of more TCP flags with which to filter packets. Filtered packets are either
forwarded or dropped. Filtering packets by TCP flags increases packet control, which increases
network security.
® Set: Match if the flag is SET.
® Unset: Match if the flag is Not SET.
® Don’t care: Ignore the TCP flag.

» ICMP Type: If the ACL is based on ICMP, select the ICMP message type that will be used for
filtering purposes.

» ICMP Code: The ICMP messages may have a code field that indicates how to handle the message.

Select any to accept all codes, or select User Defined to enter an ICMP code for filtering purposes.
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12.7 ACL Binding

Administrator can from ACL Binding Table to select ports. When an ACL is bound to an interface, its

ACE rules are applied to packets arriving at that interface. Packets that do not match any of the ACEs in

the ACL are matched to a default rule, whose action is to drop unmatched packets.
Status

Network

ACL Binding Table

[ MAC ACL | IPv4 ACL
|:| 1 GE1
] 2 GEZ
] 3 GE3
] 4 GE4
MAC ACL ] 3 GBS
MAC ACE ] 6 GEG
IPwd ACL
IPvwd ACE N ToeE
IPwi ACL [ 5 GE
PvE ACE L] 9 GE9
ACL Binding ] 10 GE10
2 ] 1 GE11
Diagnostics ] 12 GE12
Managemeant 1 13 GE13

Port: Displays selected Port number.

MAC ACL: MAC ACLs that are bound to the interface.
IPv4 ACL: IPv4 ACLs that are bound to the interface.
IPv6 ACL: IPv6 ACLs that are bound to the interface.
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13. QoS

The quality

of service (QoS) feature is applied throughout the network to ensure that network traffic is

prioritized according to required criteria and the desired traffic receives preferential treatment.

13.1 Property

The QoS feature is used to optimize network performance.

] & € € €| & | %« &« «® &«

# General

% Rate Limit

Diagnostic:

¥
¥

L - s s -2 s=ss=s=====s====s=ssss=====s===s=======s=======s==s================
.
.
.
.
|
.

L
r

n
T,

E O CoS-DSCP

[ (O) IPPrecedence

R _

Apply |
Port Setting Table
Queue Scheduling Remarking
. Port | CoS
CoS Mapping | cos | pscP | IpPrecedence
DSCP Mapping 1 GE1 0 Enabled Dizabled Disabled Dizabled
IP Precedence Mapping D na =4 =4 =4
O Z (GE2 0 Enabled Disabled Disabled Disabled
= ] 3 GE3 0 Enabled Dizabled Disabled Dizabled
Management O 4 GE4 0 Enabled Disabled Disabled Disabled
] 5 GEs 0 Enabled Dizabled Disabled Disabled

> Sta

te: Administrator can enable or disable this QoS Feature.

>  Trust Mode: Administrator can select CoS / DSCP / CoS-DSCP and IP Precedence mode.
o

CoS: Traffic is mapped to queues based on the VPT field in the VLAN tag, or based on the
per-port default CoS value (if there is no VLAN tag on the incoming packet), the actual
mapping of the VPT to queue can be configured on the CoS to Queue page.

DSCP: All IP traffic is mapped to queues based on the DSCP field in the IP header. The actual
mapping of the DSCP to queue can be configured on the DSCP to Queue page. If traffic is not
IP traffic, it is mapped to the best effort queue.

IP Precedence: Traffic is mapped to queues based on the IP precedence. The actual mapping
of the IP precedence to queue can be configured on the IP Precedence to Queue page.
CoS-DSCP: Select to use Trust CoS mode for non-IP traffic and Trust DSCP mode for IP traffic.

| |
B e 5

1

i

Trust Enable 1
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»  Port: Displays selected port number.
»  CoS: Set the default CoS value to be assigned for incoming packets (that do not have a VLAN tag).
TherangeisOto 7.
»  Trust: Select the trust mode when the switch is in QoS basic mode.
» Remarking:
® CoS: Traffic is mapped to queues based on the VPT field in the VLAN tag, or based on the
per-port default CoS value (if there is no VLAN tag on the incoming packet), the actual
mapping of the VPT to queue can be configured on the CoS to Queue page.
® DSCP: All IP traffic is mapped to queues based on the DSCP field in the IP header. The actual
mapping of the DSCP to queue can be configured on the DSCP to Queue page. If traffic is not
IP traffic, it is mapped to the best effort queue.
® |P Precedence: Traffic is mapped to queues based on the IP precedence. The actual mapping

of the IP precedence to queue can be configured on the IP Precedence to Queue page.

13.2 Queue Scheduling

This “Queue scheduling” function support WRR and Strict Priority two method.

The following picture shows an example description of Queue Scheduling. When you select the
combined SP and WRR queueing method, this switch schedules traffic in queue 7 and queue 6 first,
based on the strict priority queueing method. When there is no traffic in queue 7 and queue 6, the

device schedules the other queues in round-robin fashion from the highest priority queue to the

lowest priority queue (QO through Q5).

Status

Queue Scheduling Table

Method
| strict Priority | WRR | Weight | WRR Bandwidth (%)

1T @ o

2 @ B

I ® ok

4 @ o

5 @ o F

# General - @ O l—

Property 7 @ D l—

E ® o [E
CoS Mapping

(

DSCP Mapping Apply

IP Precedence Mapping
= Rate Limit
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»  Strict Priority: The function assigns the maximum weights to each queue, to cause the queuing
mechanism to serve as many packets in one queue as possible before moving to a lower queue.

»  WRR: Weight Round Robin Scheduling is like waiting in line, Packets in all the queues are sent in
order based on the weight value for each queue.

»  Weight: Administrator can set weight priority queue.

13.3 CoS Mapping

CoS to Queue mapping or Queue to CoS Mapping is queue schedule method and bandwidth allocation,
it is possible to achieve the desired QoS in a network.

EELE Co$S to Queue Mapping

T ~N @ o e W R =S

-]

-

= | ~| @ | w2k
L (I TR (I IE (IE 14 R4

# General
Property
Queuve Scheduling
CoS Mapping _
DSCP Mapping Queue to CoS Mapping
IP Precedence Mapping
= Rate Limit |Queue | CoS |
iagnostc 1 1]v]
% Management 2 |0
3 (2w
4 3]
5 4w
6 |5|w
7T |6«
2 T |

CoS (0to 7) Queue(1to 8) Description
7 is highest 8 is highest priority
0 2 Background
1 1 Best Effort
2 3 Excellent Effort
3 4 Critical Application LVS phone SIP
4 5 Video
5 6 Voice IP phone default
6 7 Interwork Control LVS phone RTP
7 8 Network Control
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13.4 DSCP Mapping

This DSCP values range from 0 through 63, whereas the internal forwarding priority values range from
1 through 8. Any DSCP value within a given range is mapped to the same internal forwarding priority
value. These include the CS (Class Selector), AF (Assured Forwarding) and EF (Expedited Forwarding).

For example, a packet with a DSCP tag value of 1 can be assigned to the High queue.

DSCP to Queue Mapping

DSCP Queue DSCP Queue DSCP Queue DSCP Quewe
0 [C30] 1w 18[C32] [3|.| 32[CS4] |5/ 48[CSE] |7|.
1 M~ 17 [3[v] 33 [5[v] 49 7[w
2 [1[~] 18 [3]o] s4paFaq] [5]] 50 [7[+]
3 [1]~] 19 [3]«] 35 [5[«] 51 [7[=]
4 [1[~] =0mar2z [3].] s6[aF42] [5]] 52 [7[+]
5 [M[¥] =20 [3[¢] 37 [5v] 53 T[]
% General 2 [1[v] =221aF23) [3[.] 38[AF43 [5[.] 54 [7[]
Property 7 [1[v¥] =23 [3[«] 30 [5]v] 55 T[]
Queue Scheduling scsn  [2]] =24rcs3) [¢[v] 4o[css] [e].] se[csm [
CoS Mapping ] [2[¢] = [¢]«] [6[v] &7 [8[<]
= Preced o 1A [2[o] 26[aF31] [4].] 42 [6]v]s8 [3]v]
1 [2[&] =7 [¢]~] 43 [6[~] =8 [8[<]
12[aF12] (2] 2BAF3Z [4]] 44 [6[~] 60 [8]]
13 [2]«] 28 [¢]<] 45 [ 81 [8]<]
14[aF13] [2[] 30[AF33] [4[.] 46[ERA [6[v] 62 [8]]
15 [2[v] 3 [4[c] 47 [6]v] 63 B[

Queue to DSCP Mapping

Property . 1 IW
S 2 o7
DSCP Mapping 3 [161cs2) [V]
IP Precedence Mapping 4 W
5 [321Cs4 [V]
6 [401css) [V
7 [4s(css] [v]
8 [s6(Cs7 [v]
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13.5 IP Precedence to Queue Mapping

The IP Precedence standard uses the first 3 bits of the ToS byte to mark packets with 8 levels of priority,
numbered 0-7, with 0 being the lowest priority and 7 the highest. Because IP Precedence and ToS use
different bits in the ToS byte to mark the priority of a packet, they can co-exist in the same packet

header without interfering with each other.

IP Precedence to Queue Mapping

IP Precedence | Queue

0 |1]w
1 [2[<]
N EM
3 [a]<]
A s~
5 [6]w
68 [7]<]
General T |8lv
Prope
Ouepuen]écheduling [&]
CoS Mapping
DSCP Mapping Queue to IP Precedence Mapping
IP Precedence Mapping

1|Uv

2 |'1”

¥
L]

Management

13.6 Rate Limit

The rate limiting function can be configured to limit of Ingress/Egress traffic on a particular interface.

Administrator can set Ingress/Egress rate limiting in Ports. The usage rate is 16 to 1000000 Kbps

Ingress [ Egress Port Table

Ingress Egress
| State | Rate (Kbps) | State | Rate (Kbps)

] 1 GE1  Disabled Disabled

O 2 GEZ  Dizabled Disabled

] 3 GE3 Disabled Disabled

D 4 GE4 Dizabled Dizabled

% General ] 5 GES Disabled Disabled

@ ,Egrm — 0 6 GEE Disabled Disabled
Ingress  Egress Port| . _

Eqress Queue ] 7 GET  Disabled Disabled

D 2 GE3 Dizabled Disabled

] 9 GES Disabled Disabled

O 10 GE10  Disabled Disabled

@ WWW.Cerio.cc \, +(886) 2-8911-6160 D] issales@cerio.com.tw



USER MANUAL

14. Diagnostics

14.1 Logging

This function support log message includes Console / RAM / Flash message send to remote log server.

Administrator can enable or disable this function.
Property

"

SRR - ===
| State ! Enable
e N

B e

Console Logging

'
L

B S e il e |
| State || [/ Enable .
L= e ——— = =d
[T it - =1
| = | [Motice I
| Sew:rll]r;:

e _ S SR - i

Diagnostics

=d

=1

# Logging = i

Property Severity | = szz== szz== = 4

Remote Server . . _ . N . N B i
Mirroring

Trecerouie D seer ewe 0

Copper Test ————  hess==========z=cce=c===s3S======c====c==33=========c==csc=SS=S=SSS=========c=4]

Fiber Module - Minimum. ;

# Management | Severity, - - - - =4

| 1 |

| | B - - - - - - 4

Remote Server

Use the Remote Log Servers page to define the remote SYSLOG servers where log messages are sent
(using the SYSLOG protocol). For each server, you can configure the severity of the messages that it
receives.

Minimum

Severity
1 1 192.168.21 514 Local7 Motice

W | Entry | Server Address | Server Port | Facility

| add || Edit || Delete |

Diagnostics

# Logging
Property

Mirraring
Ping
Traceroute
Copper Test
Fiber Module
UDLD

% Management

Ll
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e

| | (@) Hostname :
Address Type | () IPv4

| Server Port |51=1- !
| | |Local 7 |« !
Motice ~

S
i

"

»  Address Type: Administrator can select use Hostname or IPv4/6 connection remote log server.
»  Server Port: Enter service port to which the log messages are sent.
»  Facility: Select a facility from which system logs are sent to the remote server. Only one facility

can be assigned to a server.

Y

Minimum Severity: Select the minimum level of system log messages to be sent to the server.

14.2 Mirroring

Mirroring function can mirror Rx/Tx traffic, Packet can mirror to destination port and for analysis.

Session ID State Monitor Port | Ingress Port | Egress Port

1 Disabled -— = =
2 Disabled — — —
3 Disabled — — —
4 Disabled — — —

= Diagnostics

= Logging

Ping

Traceroute

Copper Test

Fiber Module
= UDLD

% Management
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[] send or Receive Normal Packet

______."_____
1
1
1

E Available Port Selected Port

| [GE1 ~
i; GEZ
| |GE3

| | |GE4
i | |GES
| | |GE6
| | |GET
| I | GEB W

| 'E Available Port Selected Port

| | |GE1 A
| | |GE2
| | |cE3
GE4
GES
GEG
GE7
GEB v

T

r--
|

|

|

|

|

|

|

B

L

» Mirroring Port: Administrator can choose a mirroring Port.
» Ingress Port: Administrator can choose mirrored ports for ingress.

> Egress Port: Administrator can choose mirrored ports for egress.

14.3 Ping

Administrators can use this ping function to check connected device whether is active. This ping
function support IPv4 and IPv6 protocol.

¥ Status

r B = = = - = ¢t e e m e mmmmn
| || (® Hostname I
| i

Address Type | (1 Pv2 |
: i O P :
L - -:c-zczzzzz=z=z==z=z=z=z=z=z=zs=zszzzzsssTsTs=Ts=s=s=s==ssszszszszss=z=s=z=s=z=s=z=z=z=z===z4
F aF i
F-------- ......"............------......... -..‘
| I} [] User Defined {
i C‘-‘"‘i."""""""""""""""""'""""""""""""""""'1
| 1 |
L __JI;._|________________.............................._____________________JI

Ping |

Ping Result

— Diagnostics

# Logging
Property
Remote Server

Wirroring Packet Status

Traceroute
Copper Test
Fiber Module

% Management
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14.4 Traceroute

Traceroute discovers the IP routes along which packets were forwarded by sending an IP packet to the
target host and back to the switch. The Traceroute page displays each hop between the switch and a

target host and the round-trip time to each hop.

Status

i e e S ST S S S S S e Ss IS SESSSSSSISaS oSS SS9 SS9 s0000y)

Hostname

P ——

a4
______________ 4
i [] User Defined g
]—mmmi?::::::::::::::::::::::::::::::::::::::::::::=======================.J!

i 1

i

L e o

e e e |e|e|e &« @
[R—

Apply |

Traceroute Result

— Diagnostics

# Logging
Property
Remote Server

Mirroring
Ping

Copper Test
Fiber Module

Management

14.5 Copper Test

Administrator can use this function check port Result whether is working, if working then display OK.

[ | e bl
i Part! [GET [o

Copper Test

Copper Test Result

Cable Statu

| Port NA o

Eliagnc-stin:s — 1 ;Jllu;\:: =zzzzzz=zz== =sz=zz=z== = =zz=zz== ==.JE
& Lugging :r-====|_=;=.;;l=.1:r-=ﬁ;ﬁi=:::::::::===========:::::::::==========:::::::::===========::::::::”:::1
Property PN S

Remote Server
Mirroring
Ping
Traceroute
Fiber Module
% Management
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14.6 Fiber Module

Display Fiber module messenger.

Fiber Module Table

Q
|| por | Temperature (€1 | Valage ()| Current (ma) | Output Powr (mh | iput Power (i | O Presen | Los of St |
() GE25 MNA NiA NiA NiA Ni& Remove Loss
() GE28 MNA NI MNIA MNIA Ni& Remove Loss
() GE2T NA NiA NiA NiA Ni& Remove Loss
() GE28 NA NiA NiA NiA NI Remove Loss
— Diagnostics Refresh | Detail

# Logging
Property
Remote Server

Mirroring

Ping
Traceroute
Copper Test
Fiber Module

% Management

15. Management

15.1 User Account

The default username/password is root/default. Administrator can modify login password or create

new username / password and defined Privilege.

User Account

Showing | All | .. | entries Showing 1 to 1 of 1 entries

| Username | Privilege
] root Admin

| Ada | Edt || Deete |

Management

User Account
Firmware
Configuration
SNMP

RKMON

G @ 4

3
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15.2 Firmware
15.2.1 Upgrade / Backup

Administrator can upgrade or backup firmware, method can choose use TFTP or HTTP protocol.

If choose backup then administrator can choose firmware image to backup.

Status
Network .

DO o) Upgrade
Port E Backup

= —— e P

e R R R RN EEEEEEEEEEEEEEEEE

L i
VLAN | Method | - L%I’:; ;
MAG Address Table B - e e mmmssmssssssssssssssssss=ssssssssssssssssesssssesssesssssessessssssmsssssssend
Spanning Tree i me E Choose File | Mo file chosen :

Discovery

Multicast Apply
Security

ACL

QoS

Diagnestics

User Account
s Firmware
Upgrade / Backup|
Active Image
Configuration
SHMP
BMON

G

15.2.2 Active Image
If the Switch has upload multiple firmware in system then administrator can choose a firmware to

do system default start.

Siatus
Nebwork
Port
VLAN
% MAC Address Table
Spanning Tree

By — — — — — = = — = = = = e e e -

: = ImageD
Active Image : Imnage1

R,

.

0y RS

Image0

||

Discovery E emmmememeeee——mme e ——————————————————————— e

| Version | 1

Multicast :,..._-_-_...._-_--...i...1.'??.'??......................._..........._.............................................4:

¥ Security :p..-----.....'ff.."'.e.;..E‘?".'?.—.C.’.S.'.ziz.‘fﬁrl'.??‘.%?72"!?'.'??.".-.‘:’.&2'!3.'3............................................4‘
|

Size | 5369542 Bytes

e e e e o e = = R M MMM E

2018-07-04 12:07:42

¥ ACL
QoS
Diagnostics

-

.

Backup Image

| Firmware | Image1

——a

USEI ACCDIJI'It r--------------:---T-71-6;]-5-9-------------------------------------------------------------------------------

7 Firmware B e o o B e B e o o m R R
Upgrade / Backup | Mame | Cerio_CS-2424G_1.00.29_vmlinux_web_for_1.00.05_up. bix

o R R e = = o M

# Configuration
&% SNMP
# RMON

5374334 Bytes

S|

-03 15:4&8:02
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15.3 Configuration
15.3.1 Upgrade / Backup

Administrator can backup system configuration file to PC or upload configuration file to Switch

system.
Network DS Upgrade i
Port 1 Backup 0
VLAN | ] TFTP !
e — ! Method : !
MAC Address Table I @ Tt B
Spanning Tree | i = Running Configuration :
T —— | ] Startup Configuration
Discovery | Configuration | Backup Configurafion
T | 3
| .
;...-.--...... - 4
i FlenameE Choose File | Mo file chosen |

S —— _ _______

Apply

User Account
% Firmware
# Configuration
Save Configurafion
& SNMP
& RMON

15.3.2 Save Configuration
When administrator to click Apply on any window, changes that you made to the switch

configuration settings are stored only in the Running Configuration. To preserve the parameters in
the Running Configuration, the Running Configuration must be copied to another configuration

type or saved as a file on another device.

Status

pleinok: | i = Running Configuration |

Part : Source File : Starfup Configuration :
" | ] Backup Configuration !

% MAC Address Table I Destinafion File; ® Startup Configuration
-] ¥ ] Backup Configuration

N —

¥ Spanning Tree
% Discovey Apply ] [ Reset to Default
Multicast
Security
ACL
Qo3

Diagnostics

User Account

& Firmware

2 Configuration
Upgrade / Backup
Sawve Configuration

& SHMP

& RMON
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Source File
»  Running Configuration to the Running Configuration, Startup Configuration or Backup

Configuration.

»  Startup Configuration to the Running Configuration, Startup Configuration, or Backup
Configuration.

»  Backup Configuration to the Running Configuration, Startup Configuration, or Backup
Configuration.

Destination File
Select the configuration file type to be overwritten by the source file

»  Restore Factory Default button is reset system to default.

15.4 SNMP

The SNMP supports SNMP v1, v2, and v3. It also reports system events to trap receivers using the
traps defined in the Management Information Base (MIB) that it supports.

15.4.1 View
A view is a user-defined label for a collection of MIB tree subtrees. Each subtree ID is defined by

the OID of the root of the relevant subtrees. You can either use well-known names to specify the

root of the desired subtree or enter an OID.

: | O Exciuded
Apply | Close |

User Account
% Firmware
# Configuration
= SNMP

Group

Community

User
Engine ID
Trap Event
MNotification

» View: Enter a unique view name.
» Object Subtree: Select User Defined to manually define an OID, or select an existing OID from

the list. All descendent of this node will be included or excluded in the view.
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» Type:
Include: Check to include the selected MIBs in this view
Excluded: Check to Excluded the selected MIBs in this view

15.4.2 Group

In SNMPv1 and SNMPv2, a community string is sent along with the SNMP frames. The community
string acts as a password to gain access to an SNMP agent. However, neither the frames nor the
community string are encrypted. So SNMPv1 and SNMPv2 are not secure. In SNMPv3 can
configure Authentication and Privacy is more secure.

Add Group

T @ stuPvt
rsion | (O) SNMPv2 !
[ () SNMPvV3 :

— Management J
User Account | B

% Firmware | f i
% Configuration E I - i
s | o |
View | |

| | [] Motify :

Community | | |

User £ -

Engine IO

Trap Event

Notification
% RMON

15.4.3 Community
Communities are only defined in SNMPv1 and v2 because SNMPv3 works with users instead of
communities. The users belong to groups that have access rights assigned to them.

N . T

¥ M
¥ (@ Basic

() Advanced

(@ Read-Only H
() Read-Write

— Management L I esoomosmosooososmosossassoesessossoesmsmesessaesos sossasancrasassossassessosed
User Account Apphly | Close |

# Firmware

2 Configuration

= SNMP
View
Group

User
Engine ID
Trap Event
MNotification
# RMON
Time Range
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» Type:
Basic: The access rights of a community can configure with Read Only or Read Write. In
addition, Administrator can restrict the access to the community to only certain MIB objects
by selecting a view.
Advanced: The access rights of a community are defined by a group. You can configure the
group with a specific security model. The access rights of a group are Read, Write, and Notify.
»  Access:
Read Only: Management access is restricted to read-only. Changes cannot be made to the
community.
Read Write: Management access is read-write. Changes can be made to the switch

configuration, but not to the community.

15.4.4 User

An SNMP user is defined by the login credentials (username, passwords, and authentication
method) and by the context and scope in which it operates by association with a group and an
Engine ID. The configured user has the attributes of its group, having the access privileges

configured within the associated view.

Groups enable network managers to assign access rights to a group of users, instead of a single
user. A user can only be a member of a single group.

Administrator need to create a SNMPv3 user, a SNMPv3 group must be available.

| ] | User | Group | Security Level | Authentication Method | Privacy Method |

| Add Edit ||  Dekte

¥
S
¥
¥
¥
L
¥
¥

= Management

User Account
& Firmware
% Configuration
# SNMP

View

Group

Community
User]
Engine ID
Trap Event
Metification
% RMON
Time Range
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15.4.5 EnginelD
The Engine ID is only used by SNMPv3 entities to uniquely identify them. An SNMP agent is
considered an authoritative SNMP engine. This means that the agent responds to incoming

messages (Get, GetNext, GetBulk, Set), and sends trap messages to a manager.

Each SNMP agent maintains local information that is used in SNMPv3 message exchanges. The
default SNMP Engine ID is comprised of the enterprise number and the default MAC address. The
SNMP Engine ID must be unique for the administrative domain, so that no two devices in a

network have the same Engine ID.

Status

Local Engine |

IV ST Es s EEmmEmmEmEEe =1
User Defined

Remote Engine ID Table

Showing | All .. entries Showing 0 to 0 of 0 entries

Hl | Server Address | Engine ID

0 results found.

&« &« ® |« &« &« *® &« &« &« &« &«

Management

User Account |
% Firmware [
% Configuration
& SNMP

View

Group

Community
User

Add | Edt || Deete |

Trap Event
Notification
# RMON

» User Defined: The field value is a hexadecimal string (range: 10 to 64). Each byte in the

hexadecimal character strings is represented by two hexadecimal digits.

15.4.6 Trap Event

Administrator can choose SNMP Trap Event Type to monitor

Trap messages are generated to report system events, as defined in RFC 1215. The system can
generate traps defined in the MIB that it supports.
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User Account
% Firmware
2 Configuration
2 SHMP

View

Group

Community

User

Engine I»

Notification
¢ RMON

15.4.7 Notification

"
-

n I
(TR

iy

Notification is network nodes where the trap messages are sent by the switch. A list of notification

recipients are defined as the targets of trap messages. A trap receiver entry contains the IP address
of the node and the SNMP credentials corresponding to the version that will be included in the

trap message. When an event arises that requires a trap message to be sent, it is sent to every

node listed in the Notification Recipie

Diagnostics

Management

__1-_____
[
[
[

User Account
% Firmware
2 Configuration
& SHMP
View
Group
Community
User
Engine ID
Trap Event
% RMON
Time Range
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15.5 RMON

15.5.1  Statistics
The page displays traffic statistics per interface. The refresh rate of the information can be selected.
This page is useful for analyzing the amount of traffic that is both sent and received and its

dispersion (Unicast, Multicast, and Broadcast).

Bytes Drop | Packets | Broadcast | Multicast | CRC & Align | Undersize | Oversize Frames of | Frames of Frames of

u Fragments | Jabbers | Collisions | _ _

Received | Events | Received | Packets | Packets Errors Packets | Packets 64Byles | 6510127 Bytes | 128 to 255 Bytes

O 1 GEl 0 0 0 0 0 0 0 0 0 0 0 0 0 0

] 2 GEZ 46761239 0 80092 s 0 0 0 0 0 0 0 21305 15580 9569

0 3 GE3 0 0 0 0 0 0 0 0 0 0 0 0 0 0

[m] 4 CE4 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 5 GES 0 0 0 0 0 0 0 0 0 0 0 0 0 0

O 6 GE6 16050871 0 113026 243 262 0 0 0 0 0 0 73821 18203 7923

User Account O 7 GET o 0 o o o 0 o 0 0 0 0 o o o

i O 8 GE8 0 ] 0 0 0 ] 0 0 0 ] 0 0 0 0

¢ S 9 GES 0 0 0 0 0 0 0 0 0 0 0 0 0 0

= SNMP O

. RMON O 1o GE0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Statistics 0O 1 GEM 0 0 0 0 0 0 0 0 0 0 0 0 0 0

History O 12 oz 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Event

ven [ 13 ce3 ] 0 0 0 0 0 ] 0 0 0 0 0 0 0
Adarm

Tine Range O 14 cEt4 0 0 0 0 0 0 0 0 0 0 0 0 0 0

15.5.2 History
Use the History Control Table page to define the sampling frequency, amount of samples to store,
and the interface from where to gather the data. After the data is sampled and stored, it appears

on the History Table page that can be viewed by clicking History Table.

Status

Showing | A1 .. eniries Showing 110 2 of 2 enbries
. Ent Port | Int I | Orame s
ni nter: r
| T 2 i Maxirmum | Currént
[g 1 oe2 1800 50 50
:I 2 GEB 1800 0 0
Add || Edi Delete | | Wiew
Management
User Account
% Firmware
# Configuration
%% SHMP
# RMON
Statistics
History
Event
Alarm

@ WWW.Cerio.cc \, +(886) 2-8911-6160 D] issales@cerio.com.tw



USER MANUAL

» Max Sample: Enter the number of samples to store.
» Interval: Enter the time in seconds that samples were collected from the interface.
» Owner: Enter the RMON station or user that requested the RMON information.

15.5.3 Event

Events page to configure events that are actions performed when an alarm is generated (alarms
are defined on the Alarms page). An event can be any combination of logs and traps. If the action
includes logging of the events, they are displayed on the Event Log Table page.

—_—

e L@ None

e { () EventLog

i { () Trap
{ (O EventLogandTra

____________________________________________________________________________________________________
e

“« ® o« | & &« &« € 9« |«

- Management

User Account
% Firmware Apply |[ Close |
% Configuration
& SHMP
# RMON
Statistice
History
Alarm
Time Range

15.5.4 Alarm

RMON alarms provide a mechanism for setting thresholds and sampling intervals to generate
exception events on any counter or any other SNMP object counter maintained by the agent. Both
the rising and falling thresholds must be configured in the alarm. After a rising threshold is crossed,
no rising events are generated until the companion falling threshold is crossed. After a falling

alarm is issued, the next alarm is issued when a rising threshold is crossed.
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tatus
Alarm Table
Showing | All | | entries Showing 0 to 0 of 0 entries

Falling
Threshold | Ew

Sampling | Interval

0 results found.
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Management
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