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Default IP / Login Information

IP Address 192.168.2.200
User Name root
Password default
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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part 2
and 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses and can radiates radio frequency energy and, if not installed and used in accordance with the user’s
manual, may cause interference in which case user will be required to correct the interference at his own
expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user many be required to take adequate measures.
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1. Exterior
1.1 Front Panel

| | |

Console Reset  LED Panel 24 Gigabit Ethernet PoE Ports 4 Gigabit Combo Ports
Port Button

AC LINE
100-240 VAC
50/60 Hz

Power Cord Input

1.2 Rear Panel Layout

cedlo

C5-2424G-24P
NENENEEEE®

[ | Sissscin

Status LED lights for 24 Port

10/100/1000Mps with 4 Gigabit Combo Ports

Per Port: Link/Activity Status

Per Port: PoE Status

Gigabit Combo Port: RJ 45 Connection Status
Gigabit Combo Port: SFP Connection Status
Per Unit: Over HEAT

Per Unit: Max. PoE

Per Unit: PWR

AC LINE
100-240VAC

50/60 Hz

AC input (100-240V/AC, 50-60Hz) UL Safety
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2. Software Configuration

CS-2424G-24P A4 supports web-based configuration. Upon the completion of hardware installation, The
Switch can be configured through a PC/NB by using its web browser such as Internet Explorer 6.0 or later.

Set the IP segment of the administrator's computer to be in the same range as CS-2424G-24P A4 for accessing
the system. Do not duplicate the IP Address used here with IP Address of CS-2424G-24P A4 or any other device
within the network. Please refer to the following steps

2.1 Example of Segment: (Windows OS)
Step 1:

Please click on the computer icon in the bottom right window, and click “Open Network and Sharing

Center”

Currently connected to: 4
| }J Router
L Internet access

dﬂpen Metwork and Sharing Center

CH R |E‘ e FM 0242
P

Step 2:
In the Network and Sharing Center page, click on the left side of “Change adapter setting” button
Q\:/ |55 « Al Control Panel ems » Network and Shaning Center - | 0,“ earch Control Pane 2
@

gt banc et View your basic network information and set up connections

Manage wireless nebworks i L l' 3 See full map
L Y 0

Change adapter settings

Interret
nge sdvanced shanng (This eomputer)
_— View your active networks Connect or disconnect
l 1 Router Access type Internet
k Work network Connections: § Local LAM

Change yaur nebworking settings

6 Set up 2 new connection or network

-
Set up a wireless, broadband, dial-up, ad hec, or VPN connection; orsetup a
router of access point,

s Connect to a netwerk
L shabdy

Connect or reconnect to & wirslass wired, dial-up, or VPN netwark connection.

,a Choose homegroup and sharing options

BAcecess files and printers located on other nebwork computers, or change sharing

settings.
HomelGroup = Troubleshoot problems
-
Internet Options Diagnose and repair network problems, or get troubleshooting informition,

Windows Firewall
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Step 3 :

In “Change adapter setting” Page, right click on Local LAN then select “Properties”

@L{;vl &' e Metwork and Internet » Metwerk Connectionz » - vy |
Crganize - Disable this network device Diagnose this connection »
L! Lo.:al LAN l__l WiFi-1

e L s % Disable 3
- Stat
Ky "2 s
M Mot connected Diagnose
W ol mic
% Bridge Connecticns
Create Shortout
Dradete
Rename

Properties ‘ I

Step 4:
In the “Properties” page, click the “Properties” button to open TCP/IP setting
;'i Local LAM Status @
General
Connection
IPv4 Connectivity: Internet
IPwE Connectivity: No Internet access
Media State: Enabled
Duration: 00:09:00
Speed: 1.0 Gbps

Activity

Received

Bytes: 158,449 492,051

['@Eroperties '@Qisable ][ Diagnose ]

Close
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Step 5:

In Properties page for setting IP addresses, find “Internet Protocol Version 4 (TCP/IPv4)” and double click
to open TCP/IPv4 Properties window

;'i Local LAM Properties @

Networking | Sharing

Connect using:

l_-'ll‘ Realtek PCle GBE Family Contraller

This connection uses the following items:

o8 Client for Microsoft Networks

EODS Packet Scheduler

.LEJ File and Printer Sharing for Microsoft Metworks
~i |ntemet Protocol Version 6 (TCP/IPvE

W |temet Protocal Version 4 (TCP/IPv4) ﬁ Double click
-a. Link-Layer Topology Discovery Mapper 1/0 Driver

i Link-Layer Topology Discovery Responder

Description

Transmission Control Protocel/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networlss.

0K | [ Cancd

Step 6:

Select “Use the following IP address”, and fix in IP Address to: 192.168.2.X
ex. The X is any number from 1 to 253

Subnet mask : 255.255.255.0

And Click "OK" to complete fixing the computer IP settings

Internet Protocol Version 4 (TCP/IPv4) Properties IEI

General

‘You can get IF settings assigned automatically if your network supports
thiz capability, Otherwize, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@) Uge the following IP address:

IP address: 192 . 168 . 2 . 100
Subnet mask: 255 ,255 ,255 ., 0
Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

(o e
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Step 7 :

Open Web Browser
Without a valid certificate, users may encounter the following problem in IE7 when they try to access
system's WMI (http://192.168.2.200). There will be a “Certificate Error”, because the browser treats

system as an illegal website.

]
c E q I O CS-2424G-24P
24 Port 10/100/1000M Gigabit Web Managed PoE+ Switch with 4 SFP Ports

Welelly

LOG

System login Overview page will appear after successful login.

2.2 System login username and password information

The CS-2424G-24P A4 web switch default IP is 192.168.2.200
Into the management page as follows, please enter Username and password

> Default IP Address: 192.168.2.200
» Default Username and Password

Management Account Root Account
Username root
Password default

After the authentication procedure, the home page will show up. Select one of the configurations by clicking the icon.

Status

2.3 System Information
Administrator can check this page shows switch panel, CPU utilization, Memory utilization and other

system current information. It also allows user to edit some system information.

Q, +(886)2-8911-6160 B issales@cerio.com.tw
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Status + System Information

System Information
Logging Message L ———
= Port
Link Aggregation BT 00T O R O R TR R R M....
MAC Address Table 2 4 6 8 10 12 14 16 13 20 22 24 26 28
Metwork
Port
ok System Information {T1Es ~cpPuH
VLAN g 90%
MAC Address Table gel Co2a1G24p il oso%
Spanning Tree ' System Name | Switch . i 7o%
Discovery | System Location | Default | 60%
Multicast [ System Contact| Defaul h ] s0%
b - - - 40%
| MAC Address | SC4DEADE 4801 30%
1Bv4 Address | 192.168.2.200 | =]
Diagnostics B — ! 10%
| IPv6 Address | e20:7eff c4ffia0e:4885/64 1 ]
Management | 0%
i System Uptime . 0 day, 0 hr, 32 min and 9 sec 16:15:00 16:16:00 16:17:00 16:18:00
- ===t == == e e ] Time
| Current Time |  2000-01-01 00:32:00 UTC+8 :
! EORMeTIeo, 21340 wessnaenend | 100% ;
i Loader Date | Nov 02 2022 - 17:01:21 ‘looow MEM]
[ Firmware Version | 1.02.12 - B
| Firmware Date | Jan 10 2023 - 15:44:41 i 70%
: - - - 60%
| Telnet| Disabled il 50%
' SSH l Dis-a-bled N At
- ssssat == == e e ] 30%
| HTTP | Enabled i
- =adh ! 20%
| SNMP | Enabled ! 0%
- - o o 16:15:00 16:16:00 16:17:00 16:18:00
i’ Cmsurll'ngl’m“ i: 6 B B o o : UE
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System Information

Field Description
Model Model name of the switch.
System name of the switch. This name will also use as CLI prefix of each
System Name line. (“Switch>" or “Switch#”)
System Location Location information of the switch.
System Contact Contact information of the switch.
MAC Address Base MAC address of the switch.
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IPv4 Address Current system IPv4 address.

IPv6 Address Current system IPv6 address.

System OID SNMP system object ID.

System Uptime Total elapsed time from booting.

Current Time Current system time.

Loader Version Boot loader image version.

Loader Date Boot loader image build date.

Firmware Version Current running firmware image version.
Firmware Date Current running firmware image build date.
Telnet Current Telnet service enable/disable state.
SSH Current SSH service enable/disable state.
HTTP Current HTTP service enable/disable state.
HTTPS Current HTTPS service enable/disable state.
SNMP Current SNMP service enable/disable state.
Consuming Power Current POE Power Consuming state.

Edit System Information

Administrator can click “Edit” button on the table title to edit following system information.

Edit System Information

System Location |defau|t |

JC—

»  System Name: System name of the switch. This name will also use as CLI prefix of each line. (“Switch>"
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or “Switch#”).
»  System Location: Location Location information of the switch.
»  System Contact: Contact information of the switch.

Click the “Apply” button to save your changes or “Close” the button to close settings.

2.4 Logging Message

Administrator can use this tools page to Inspection of system RAM and Flash status.

System Information A

Logoing Message

Port

Link Aggregation

MAC Address Table
ok

Viewing | RAM |

Showing All | enfries Showing 1 to 4 of 4 entries

Log ID Time Severity Description
1 Jan 012000 00:03:59 notice Mew hitp connection for user root, source 192 168 2 25 ACCEPTED
2 Jan 012000 00:01:03 notice GigabitEthernet13 link up
3 Jan 012000 00:01:01 notice RESTART. System restarted - Cold Start
4 Jan01200000:01:01 notice Logging is enabled

Clear H Refresh

»  Viewing: The logging view including:
® RAM: Show the logging messages stored on the RAM.
® Flash: Show the logging messages stored on the Flash.

Field Description

Log ID The log identifier.

Time The time stamp for the logging message.
Severity The severity for the logging message.
Description The description of logging message.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .
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2.5 Port

Display detailed port summary and status information for each port.

25.1 Statistics

Administration can choose to view displays standard counters on network traffic form the Interfaces,
Ethernet-like and RMON MIB. Interfaces and Ethernet-like counters display errors on the traffic passing
through each port. RMON counters provide a total count of different frame types and sizes passing
through each port. The “Clear” button will clear MIB counter of current selected port.

Status + Port + Statistics

System Information
Logging Message
& Port
Statistics| | Interface
Error Disahled ' Etherlike
Bandwidth Utilization
Link Aggregation
MAC Address Table
Network
Port
PoE
VLAN
MAC Add
Spanning Tree
Di

Security

¥ ACL
QoS
Diagnostics
Management

Click the “Clear” button to clear this page.

e
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» Port : Select one port to show counter statistics.
»  MIB Counter : Select the MIB counter to show different counter type.
® All: All counters.
® Interface : Interface related MIB counters.
® Etherlike : Ethernet-like related MIB counters.
® RMON : RMON related MIB counters.
» Refresh Rate : Refresh the web page every period of “None, 5 sec, 10 sec, 30 sec “seconds base to
get new counter of specified port.
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2.5.2  Error Disabled
If administrator has set Error disabled functions then can monitor information in page.

System Information
Logging Message
& Port
Statistics
Bandwidth Utilization
Link Agagregation
MAC Address Table

Port | Reason | Time Left (sec)

GE1 — —
GE2 — —
GE3 — —
GE4 — —
GES — —
GE6 — —
GET7 — —
GES — —
GE9 — —
GE10  — —
GET — —
GE12  — —
GE13  — —
GE14  — —
GE15  — —
GE16  — —
GE17  — —
GE18  — —

O0Oo00odoooodogoogogdon

Field Description

Port Interface or port number.

Port will be disabled by one of the following error reason:
* BPDU Guard.
e UDLD.
* Self Loop.
* Broadcast Flood.
Reason * Unknown Multicast Flood.
* Unicast Flood.
* ACL.
* Port Security Violation.
* DHCP rate limit.
* ARP rate limit.

Time Left (sec) The time left in second for the error recovery.
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253 Bandwidth Utilization
This page can display Tx / Rx Real-time bandwidth information of each port. (Instant used rate
per port and this page will refresh automatically in every refresh period)

System Information RefreshRate |5 . sec

Logging Message
7 Port

Statistics

| [1000Mbps[ [Link Down| [ [1000Mbps[ |Link Down|

Error Disabled

Bandwidth Utilization

Link Aggregation
MAC Address Table

» Refresh Rate: Refresh the web page every period of seconds to get new bandwidth utilization Rata.
® 2: Select the 2 second cycle from the drop-down menu to refresh the display page.
® 5: Select the 5 second cycle from the drop-down menu to refresh the display page.
10 : Select the 10 second cycle from the drop-down menu to refresh the display page.

2.6 Link Aggregation

If administrator has set LACP function then this can display LACP information. This system have support 8
Link Aggregation group. Administrator can enable 8 LAG.
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= Status

System Information

Logaing Message Link Aggregation Table

= Port
Link Aggregation
MAC Address Table LAG | Name | Type | Link Status | Active Member | Inactive Member
L‘d:'-"-'”'- LAG1 Test Static  Down GE17-GE18
o
LAG 2 — —
=
— LAG 3 — =
VLA
LAG 4 — —
LAG & - —
LAG G — —
LAGT — —
LAG 8 - —
Diagnostics
Management
Field Description
LAG LAG Name.
Name LAG port description.

The type of the LAG.
e Static: The group of ports assigned to a static LAG are always
active members.

T
ype * LACP: The group of ports assigned to dynamic LAG are candidate
ports. LACP determines which candidate ports are active member
ports.
Link Status LAG port link status.
Active Member Active member ports of the LAG.
Inactive Member Inactive member ports of the LAG.

2.7 MAC Address Table

The MAC address table page displays all MAC address entries on the switch including static MAC address
created by administrator or auto learned from hardware.

The “Clear” button will clear all dynamic entries and “Refresh” button will retrieve latest MAC address
entries and show them on page.
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= Status

System Information
Logging Message

2 Port
Link Aggregation
MAC Address Table

MNetwork

Port

PoE

VLAN

MAC Address Table
Spanning Tree
Discovery
Multicast
Security

ACL

QoS

Diagnostics

Management

Status + MAC Address Table

MAC Address Table
Showing entries

VLAN |

MAC Address

8C4D:EA04:FB:50
00:058:96:D5 33 E4
00:11:32:11:76:30

00 1AST:01:ADET
00:60:B9:BF:BGT4
DOEDAOD:04:6C
10:60:4B:3B:73:99
1C8F6526:B9:13
1C:6F65:41:52:73
40:B0:34:54:97:82
58:38.79:0D:1C:12
GCB1:58:2E:38:67
GC:B1:58:2E:38.74

1
1
1
1
1
1
1
1
1
1
1
1
1

Showing 1 to 22 of 22 entries Q I:

Type | Port |
Management CPU
Dynamic GE23
Dynamic GE28
Dynamic GEZ28
Dynamic GE28
Dynamic GE28
Dynamic GE28
Dynamic GE28
Dynamic GE28
Dynamic GEZ26
Dynamic GE28
Dynamic GE28
Dynamic GEZ28

Field Description
VLAN VLAN ID of the mac address.
MAC Address MAC address.
The type of MAC address
* Management: DUT’s base mac address for management
e Static: Manually configured by administrator.
* Dynamic: Auto learned by hardware.
The type of Port.
Port * CPU: DUT’s CPU port for management purpose.

¢ Other: Normal switch port.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .

3. Network
3.1 IP Address

Administrator can set IP address for the system. The IP address support IPv4 & IPv6 protocol, if switch
device must want to internet, administrator can set gateway IP address in the page.
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Network + TP Address

IPv4 Address

Address Type

System Time 1P Address | [192.163.2.200
% Port
— Subnet Mask | [255.255.255.0

Default Gateway 02.168.2.254

DNS Server1 | [168.951 1

= He e st (@
o
Z
£l
1
3.
&

DNS Server2 | [158.05.192.1

IPv6 Address

‘uincunﬁ;ﬁ;ahon Enable
DHCPv6 Client | [ | Enable

AC

¥ Diagnostics

¥ Management

T E—
—

DNS Server2 |

Operational Status

IPv4 Address | 1921682200

IPv4 Default Gateway | 192.168.2.254
IPv6 Address : feB80:fesf c4fffeld: 1ea5/64
IPv6 Gateway | -
Link Local Address | Te30:fesf.cdfffed 1ea5/64

IPv4 Address

»  Address Type: Administrator can select use static or Dynamic IP address in system. If administrator
chooses use Dynamic type then switch IP address will be dispatched by the DHCP server.

> IPv4 Address / subnet / Gateway / DNS1-2: If used static IP address then administrator can modify
this IP address and subnet and gateway and DNS IP address of the system.

IPv6 Address
» IPv6 Address: Administrator can choose use Auto Configuration or DHCP Client mode to set IPv6
address.

If administrator disables Auto Configuration or DHCP Client mode then administrator can manual
setting IPv6 address.

Operational Status

This information can display the current used IPv4/v6 address and gateway of the switch.

Click the “Apply” button to save your changes or click the “Clear” button to refresh the page .

3.2 System Time

System time can be configured via this page. Administrator can select SNTP Server or from computer to
update the system time or administration can use manual setting the system time.

Note. If administrator chooses SNTP Server to synchronization update time then must confirm system
gateway and DNS is correct and switch system must be able to connect to the SNTP Server.
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V2.0a

Network + System Time
» Status

= Network

COsNe

|IP Address Source From Computer

System Time

» Port

PoE

VLAN

MAC Address Table

Manual Time

¢ [UTC +8:00 w

Address Type

Server Address |

Security Server Port |

QoS Manual Time

Date| [oovoror |

L
L
L
¥ !
®
»
L
L
L
»
®

Management

System Time
»  Source: Select the time source.
® SNTP: Time sync from NTP server.
® From Computer: Time set from browser host.
® Manual Time: Time set by manually configure.
» Time Zone: Select a time zone difference from listing district.
SNTP
»  Address Type: Select the address type of NTP server. This is enabled when time source is SNTP.
»  Server Address: Input IPv4 address or hostname for NTP server. This is enabled when time Source is
SNTP.
» IPv6 Address: Input NTP port for NTP server. Default is 123. This is enabled when time source is SNTP.
Manual Time
» Date: Input manual date. This is enabled when time source is manual.
»  Time: Input manual time. This is enabled when time source is manual.

Daylight Saving Time
The Switch support Daylight saving time function, if administrator need enable and set the Daylight saving
time function will can be enable this function.
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Daylight Saving Time

@ None
' (O Recurring
Type () Non-recurring
| (O USA

[

' () Europen

]
|
|
|
|
|
|
|
.
]
|
|
|
|
|
|
.
e
i
i
Offset |
|
I
I

B —
1

From: Day Week Manth Time
Eecurrirg E,::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::-::::::::::..::::::::::::::::::::::.:
. To: Day Week Month Time !

"m_.'e{:ur.'irg :F=——— __::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::1I

Operational Status

Current Time | 2023-03-17 14:33:02 UTC+8 i

Apply

»  Type: Select the mode of daylight saving time.
@® Disable: Disable daylight saving time.
@® Recurring: Using recurring mode of daylight saving time.
® Non-Recurring: Using non-recurring mode of daylight saving time.
® USA: Using daylight saving time in the United States that starts on the second Sunday of March
and ends on the first Sunday of November.
® European: Using daylight saving time in the Europe that starts on the last Sunday in March and
ending on the last.
»  Offset : Specify the adjust offset of daylight saving time.
»  Recurring From: Specify the starting time of recurring daylight saving time. This field available when
selecting “Recurring” mode.
»  Recurring To: Specify the ending time of recurring daylight saving time. This field available when
selecting “Recurring” mode.
»  Non-recurring From: Specify the starting time of non-recurring daylight saving time. This field
available when selecting “Non-Recurring” mode.
»  Non recurring To: Specify the ending time of recurring daylight saving time. This field available when
selecting “Non-Recurring” mode.

—
|

Operational Status
Current Time: Display the current operating time

Click the “Apply” button to save your changes settings.
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4. Port
4.1 Port setting

This page shows port current status and allow user to edit port configurations. Select port entry and click
“Edit” button to edit port configurations.

Port Setting Table

Error Disabled

Link Aggregation u Port Type Description | State | Link Status Speed Duplex Flow Control
222 O 1 GE1  1000M Copper Enabled  Down  Auto Auto Disabled
Jumboo Frame Il 2 GE2 1000M Copper Enabled Down Auto Auto Dizsabled
1 3 GE3 1000M Copper Enabled Down Auto Auto Disabled
O 4 GE4 1000M Copper Enabled Down Auto Auto Disabled
| 5 GEZ  1000M Copper Enabled Dawn Auta Auto Disabled
Il 6 GEG 1000M Copper Enabled Down Auto Auto Disabled
| 7 GET 1000M Copper Enabled Down Auto Auto Disabled
O 8 GE&  1000M Copper Enabled Dawn Auta Auto Disabled
1 9 GES 1000M Copper Enabled Down Auto Auto Disabled
Il 10 GE10  1000M Copper Enabled Down Auto Auto Disabled
1 11 GE11 1000M Copper Enabled Down Auto Auto Disabled
Il 12 GE12 1000M Copper Enabled Down Auto Auto Disabled
Field Description
Port Display for Port Name.
Type Display for Port media type.
Description Display custom port description.

Display for Port admin state.
State * Enabled: Enable the port.
* Disabled: Disable the port.
Current port link status.

Link Status e Up: Portis link up.
e Down: Port is link down.

Speed Current port speed configuration and link speed status.
Duplex Current port duplex configuration and link duplex status.
Flow Control Current port flow control configuration and link flow control status.

Administrator can set speed / Duplex / Flow Control by each port.
Please select port number in checkbox and click apply button to set speed / Duplex / Flow Control of each
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port.
Edit Port Setting

Port| GE25

Description |Managmentp0rt |

State | Enable

i @ Auto ) 10M
O Auto-10M () 100M
Speed () Auto-100M () 1000M
() Auto - 1000M

@ Auto
Duplex: () Full
() Half

(O Auto
Flow Control . @ Enable
() Disable

| Apply | | Close ‘

Port: Selected port list.
Description: Custom port description
State: Port admin state.
® Enabled: Enable the port.
@® Disabled: Disable the port.
» Speed: Port speed capabilities.
® Auto: Auto speed with all capabilities
Auto-10M: Auto speed with 10M ability only
Auto-100M: Auto speed with 100M ability only
Auto-1000M: Auto speed with 1000M ability only
Auto-10M/100M: Auto speed with 10M/100M abilities
10M: Force speed with 10M ability
100M: Force speed with 100M ability
® 1000M: Force speed with 1000M ability
»  Duplex: Port duplex capabilities.
® Auto: Auto duplex with all capabilities
® Half: Auto speed with 10M and 100M ability only
@® Full: Auto speed with 10M/100M/1000M ability only
»  Flow Control: Port flow control.
® Auto: Auto flow control by negotiation
® Enabled: Enable flow control ability
® Disabled: Disable flow control ability

Y V V

Click the “Apply” button to save your changes or “Close” the button to close settings.
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4.2 Error Disabled

This function can block of faulty operation, including EPDU Guard / UDLD / Self Loop / Broadcast Flood /
Unknown Multicast Flood / Unicast Flood / ACL / Port Security / DHCP Rate Limit / ARP Rate Limit etc.
After administrator enable this functions, if occur error in table functions then system will auto

immediate block of faulty operation until the after the set time, system will auto re-enable.

Recovery Interval |300 |

BPDU Guard (3 Enabe

uDLD | Enable

Self Loop Enable
Broadcast Flood | Enable
Unknown Multicast Flood | Enable
Unicast Flood Enable

ACL Enable

Port Security . Enable
DHCP Rate Limit | Enable
SeE R e —

| Apply |
» Recovery Interval: Auto recovery after this interval for error disabled port.

» BPDU Guard: Enabled to auto shutdown port when BPDU Guard reason occur.
*This reason caused by STP BPDU Guard mechanism.
» UDLD: Enabled to auto shutdown port when UDLD violation occur.
»  Self Loop: Enabled to auto shutdown port when Self Loop reason occur.
» Broadcast Flood: Enabled to auto shutdown port when Broadcast Flood reason occur.
*This reason caused by broadcast rate exceed broadcast storm control rate.
»  Unknown Multicast Flood: Enabled to auto shutdown port when Unknown Multicast Flood reason
occur. This reason caused by unknown multicast rate  exceed unknown multicast storm control rate.
»  Unicast Flood: Enabled to auto shutdown port when Unicast Flood reason occur.
*This reason caused by unicast rate exceed unicast storm control rate.
»  ACL: Enabled to auto shutdown port when ACL shutdown port reason occur.
* This reason caused packet match the ACL shutdown port action.
»  Port Security: Enabled to auto shutdown port when Port Security Violation reason occur.
*This reason caused by violation port security rules.
»  DHCP rate limit: Enabled to auto shutdown port when DHCP rate limit reason occur.
*This reason caused by DHCP packet rate exceed DHCP rate limit.
»  ARP rate limit: Enabled to auto shutdown port when ARP rate limit reason occur.
*This reason caused by DHCP packet rate exceed ARP rate limit.

Click the “Apply” button to save your changes settings.
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4.3 Link Aggregation

Link Aggregation is also referred to as link aggregation, teaming port, and port trunk for 802.3ad (LACP,
Link Aggregation Control Protocol), The Port Aggregation can aggregate multiple Ethernet ports together
to form a logical aggregation group. To upper layer entities, all the physical links in an aggregation group
are a single logical link.

4.3.1 Group Configuration

Administrator can select use MAC Address or IP-MAC address of load balance Algorithm.

This system default can set 8 LA group, administrator can select LAG number and click Edit button go to
set LA used ports.

Port + Link Aggregation + Group

¥ Status

% Metwork R -

MAC Address :
i () IP-MAC Address ;

Port Setling
Error Disabled
& Link Aggregation

Group
Port Setting
LACP

EEE

Jumbo Frame

L

= | LAG 1 —
= ) LAG?2 —
- | LAG3 —
¥ ) LAG 4 —_
% ) LAGS -
% Security ) LAGSH -
% ACL ) LAGT -
¥ QoS ) LAGS —
% Diagnostics

¥ Management &]

» Load Balance Algorithm: LAG load balance distribution algorithm.
® MAC Address: Based on MAC address.
® [P-MAC Address: Based on MAC address and IP address.

Click the “Apply” button to save your changes settings.

Field Description
LAG LAG Name.
Name LAG port description.

@ www.cerio.cc Q. +(886)2-8911-6160 I issales@cerio.com.tw




USER MANUAL

The type of the LAG.
e Static: The group of ports assigned to a static LAG are always
active members.
Type e LACP: The group of ports assigned to dynamic LAG are
candidate ports. LACP determines which candidate ports are
active member ports.

Link Status LAG port link status.

Active Member Active member ports of the LAG.

Inactive Member Inactive member ports of the LAG.

Edit Link Aggregation Group

i Name | [(AGGRPOUP-1 !

SRS o acP i

) . _ _
R =

Available Port Selected Port

: [GE1
| |GE2
' |GE3
MEmBEE: |
| |GE5
\ |GE6
| |GE7 :
' |GES - !

[ Apply l [ Close l

LAG: Selected LAG group ID.

Name: LAG port description.

Type: The type of the LAG.

@ Static: The group of ports assigned to a static LAG are always active members.

® LACP: The group of ports assigned to dynamic LAG are candidate ports. LACP determines
which candidate ports are active member ports.

» Member: Select available port to be LAG group member port.

YV V V

Click the “Apply” button to save your changes or “Close” the button to close settings.

4.3.2 Port Setting
This page shows LAG port current status and allow user to edit LAG port configurations. Select LAG
entry and click “Edit” button to edit LAG port configurations.
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Port Setting Table

Port Setting
Error Disabled

S [ [] LAGHT Enabled  Down  Auto  Auto  Disabled

Port Setting -

LACP [] LAGZ Enabled Down Auta Auta Disabled
EEE ] LAG3 Enabled Down Auto Auto Disabled
Jumbo Frame ] LAG4 Enabled Down Auto Auto Disabled

[] LAGSHS Enabled Down Auto Auto Disabled
[0 LAGE Enabled Down Auto Auto Dizabled
[] LAGT Enabled Down Auta Auta Disabled
[] LAGE Enabled Down Auta Auto Disabled

Edit

Field Description

LAG Display for LAG Port Name.

Type Display for LAG Port media type.

Description Display custom LAG Port description.
LAG Port admin state.

State * Enabled: Enable the port.

* Disabled: Disable the port.
Current LAG port link status.

Link Status e Up: Port is link up.
e Down: Port is link down.

Speed Current LAG port speed configuration and link speed status.
Duplex Current LAG port duplex configuration and link duplex status.
Flow Control Current LAG port flow control configuration and link flow control status.
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Edit Port Setting

Port LAG2

Description |RDDept |

State Enable

| @ Auto ) 10M

' () Auto-10M () 100M
Speed () Auto - 100M () 1000M
. (O Auto - 1000M

. (O Auto - 10M/100M

@ Auto
Flow Control | () Enable
¢ (O Disable
| apply || ciose |

Port: Selected port list.
Description: Custom LAG Port description.
State: Port admin state.
® Enabled: Enable the port.
@ Disabled: Disable the port.
» Speed: Port speed capabilities.
@ Auto: Auto speed with all capabilities
Auto-10M: Auto speed with 10M ability only
Auto-100M: Auto speed with 100M ability only
Auto-1000M: Auto speed with 1000M ability only
Auto-10M/100M: Auto speed with 10M/100M abilities
10M: Force speed with 10M ability
100M: Force speed with 100M ability
® 1000M: Force speed with 1000M ability
»  Flow Control: Port flow control.
® Auto: Auto flow control by negotiation
® Enabled: Enable flow control ability
@® Disabled: Disable flow control ability

YV V V

Click the “Apply” button to save your changes or “Close” the button to close settings.

4.3.3 LACP

The LACP can aggregate multiple Ethernet ports together to form a logical aggregation group. To upper
layer entities, all the physical links in an aggregation group are a single logical link.

Administrator can to configure LACP global and port configurations. Select ports and click “Edit” button
to edit port configuration.
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System Priority | 32768 §
Port Setting
Error Disabled Apply

# Link Aggregation
Group
Port Setting
EEE
Jumbo Frame

LACP Port Setting Table

Entry | Port | Port Priority | Timeout

b 0 1 GE1 1 Long
¥ 0 2 CE2 1 Long
¢ WAC Addres: (] 3 GE2 1 Long
% 3panning Tree 0 4 GE4 p Long
M ] 5 GE5 1 Long
f O 6 GEG 1 Long
: ] 7 GEV 1 Long
: O 8 GES8 1 Long
¥ c ] 9 GE9 1 Long
% Management O GE10 1

=
[ =]

Long

» System Priority: Administrator configures the LACP system priority on each switch running
LACP. LACP uses the system priority with the switch MAC address to form the system ID and
also during negotiation with other switches. This decides the system priority field in LACP
PDU.

Click the “Apply” button to save your changes settings.

Field Description

Port Port Name.
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Port Priority LACP priority value of the port.

The periodic transmissions type of LACP PDUs.
Timeout * Long: Transmit LACP PDU with slow periodic (30s).
* Short: Transmit LACPP DU with fast periodic (1s).

Edit LACP Port Setting

»  Port: Selected port list.

»  Port Priority: Enter the LACP priority value of the port.

» Timeout: The periodic transmissions type of LACP PDUs.
@® Long: Transmit LACP PDU with slow periodic (30s).
@® Short: Transmit LACPP DU with fast periodic (1s).

Click the “Apply” button to save your changes or “Close” the button to close settings.

4.4 EEE

Energy Efficient Ethernet (EEE) combines the MAC with a family of physical layers that support operation
in a low power mode. It is defined by IEEE 802.3az Energy Efficient Task Force. Lower power mode enables
both the send and receive sides of the link to disable some functionality for power savings when lightly
loaded. Transition to low power mode does not change the link status. Frames in transit are not dropped
or corrupted in transition to and from low power mode. Transition time is transparent to upper layer
protocols and applications.

This switch support Energy-effcient Ethernet(EEE) function. Administrator can by ports to setting Enable or
Disable for the EEE function. The default is “Disable”.
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V2.0a

& Status

% Metwork

EEE Setting Table

Port Setting
Error Disabled
# Link Aggregation

B | Entry | Port State Operational Status
e ] 1 GE1 Disabled Disabled
Fort Seting 2 GE2 Disabled Disabled
LACP O isable isable
EEE] O] 3 GE3 Disabled Disabled
Jumbo Frame O 4 GE4 Disabled Disabled
O] 5 GE5 Disabled Disabled
O 6 GES Disabled Disabled
ddress Table ] 7 GE7 Disabled Disabled
nning Tree m & GEZ Disabled Disabled
] 9 GE9 Disabled Disabled
] 10 GE10 Disabled Disabled
O] 11 GE1 Disabled Disabled
[] 12 GE12 Disabled Disabled
[] 13 GE13 Disabled Disabled
Diagnos . .
1 14 GE14 Disabled Disabled
Management
M 15 GE15 Disabled Disabled
Field Description
Port Port Name.

Port EEE admin state.
State/Operational * Enabled: EEE is enabled/ is operating.
Status * Disabled: EEE is disabled/ is no operating.

Edit EEE Setting

" Port| cE3GE7GE9GE12-GE13 ]

State

Enable

\: Apply '\ \' Close :\

»  Port: Selected port list.

»  State: Port EEE admin state.
® Enable: Enable EEE
® Disable: Disable EEE

Click the “Apply” button to save your changes or “Close” the button to close settings.
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5.

V2.0a

4.5 Jumbo Frame

The administrator can set the Jumbo Frame size and display it on this page.

Port + Jumbo Frame

% Stalus
e | i [F Enable

i Jumbo Frame F--=-==- P
: : [10000 ;

Port Setting

Error Disabled

# Link Aggregation
Group
Port Setting
LACP

EEE

1

» Jumbo Frame: Enable or disable jumbo frame. When jumbo frame is enabled, switch max
frame size is allowed to configure. When jumbo frame is disabled, default frame size 1522 will
be used.

Click the “Apply” button to save your changes settings.

POE

PoE or Power over Ethernet is an IEEE standard used to pass electrical power along with data over
standard Ethernet Cable. Utilising 2 of the 4 pairs of an Ethernet Cable PoE provides up to 15.4W (IEEE
802.3af) or 25.5W (IEEE 802.3at) of power. PoE is used to power devices such as IP Cameras, Wireless
Access Points and IP Phone. Being able to use a single cable to run both data and power saves in
cabling costs, helps unclutter messy cables on your desk and is perfect for those environments where
a power point is not able to be installed where your Ethernet equipment is needed.

The PoE switches are IEEE 802.3at compliant and can supply up to 25.5W per port.

Advanced features such as PoE Power scheduling, PoE priority and having the ability to allocate a
particular amount of power per port are just some of the features that the PoE Switch support.

5.1 Global Setting

This page system can calculate PoE used nominal power / Consuming Power / Remaining Power and
administrator can set PoE enable / disable by schedule.
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PoE —+ Global Setting
Status
Network
Port

Power Show |
Priority Setting ettt etetetatatatat
Puw&_r Limit [ Apply ]
PD Alive Check
VLAN
MAC Address Table

Spanning Tree

PoE Schedule Table

Security W |Index | Name | PortList | Schedule Status |
ACL ] 1 Name_Default gi5,gi14,gi17 Enable
QoS [l 2 MNone Disable
Diagnostics ] 3  None Disable
Management O 4  None Disable
[] 5 MNone Disable
Field Description
Nominal Power Maximum supply power.
Consuming Power Current consumed power.
Remaining Power Remaining available power.

> Schedule Status: The current schedule status.
® Enable: Enable the Schedule Status.
® Disable : Disable the Schedule Status.

Click the “Apply” button to save your changes settings.

Field Description

Name PoE Schedule Name.

Port List The ports provide power in designated schedule index.
Schedule Status The current Enable or Disable schedule status.
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H | Index | Name Port List Schedule Status
[] 1 Test gi2 gid gi12,gi22 Enable
] 2 MNone Disable
[] 3  MNone Disable
] 4 Mone Disable
] 5 HMone Disable
] 6 Mone Disable
[] 7 MNone Disable
] 8 MNone Dizable
[] 8 MNone Disable

System supports 24 time schedule. If administrator need enable time schedule then must go to
“Management” = “Time Range” create and set time policy first.

PoE Schedule Edit

Port List |

___________________________

' i Port No Select |

B Portselect |

___________________________

.......................................................................................................................................

» Index: The serial number of schedule list.
»  Schedule Status:
® Enable: Enable the Schedule Status.
@® Disable : Disable the Schedule Status.
» Name: Select a valid time for this schedule.(Must be go to
create setting time policy first.
»  Port List: Select the port provide power.

“Hao

Management” = “Time Range” to

Click the “Apply” button to save your changes or “Close” the button to close settings.
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5.2 Power Show

This page can display PoE on/off and PoE used power (mW).
PoE —+ Power Show
» Status

Metwork

Port

Max Power 30000 mwW

.Consuminq Power 5056 mW
2 4 6 8 10

Global Setting

Priority Setting
Power Limit
GDARECHecK jill enavie il Disavie il Dissbled
VLAN
VIAC Address Table i enabled
nning Tree
Apply

Management

» Select the port provide port POE power information.
Click the “Apply” button to save your changes settings.

5.3 Priority Setting

The PoE priority default is priority 3, administrator can set priority 1-3 for the Critical/High/Low.

If the function setting prioritizes the power allocation to the ports that present a PD power demand. This
system will remove power from one or more lower-priority ports to meet the power demand on other,
higher-priority ports.
PoE —+ Priority Setting

% Status

¥ Network
¥ Port

Global Setting

Power Show

Priority Setting

Power Limit

PD Alive Check
VLAN

gl critical Priority
MAC Address Table D nigh Priorty

Spanning Tree ﬂ low Priarity

___________________________

Apply

QoS

Diagnostics

Management

»  Select and click the port to change its priority status according to the bottom right hand chart..

Click the “Apply” button to save your changes settings.
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5.4 Power Limit

Administrator can set output power limit of each ports. Default is 30W
PoE + Power Limit
Status
Metwork Power Limit Setting Table
Port

Global Setting

Eni Port | Power Limit
Fower Show | il | | |
Priority Sefting ] 1 GE1 30000mwW
| Power Limit| O 2 GE2 30000mwW
PD Alive Check ] 3 GE3 30000mwW
VLAN 0 4 GE4 30000mW
MAC Address Table [] 5 GE5  30000mwW
Spanning Tree 0 6 GE6 30000mwW
D ery [] 7 GE7  30000mW
Multicast 0 & GES 30000mwW
Sacuky O] 9 GE9  30000mwW
ACL O 10 GE10  30000mwW
@05 ] 11 GEM  30000mW
Diagnostics —
O 12 GE12  30000mW
Management —
] 13 GE13  30000mwW
Field Description
Port Interface of port number.
Power Limit Display limit POE power for this port.
Power Limit Setting Table
i Port List | GE1 !
¢ Power Limit | [30000 mw :
| i

@@ Kkecooooooomomomeeee e e e e e e CC oo CCcccccccccccccccoooood

[ Apply H Close ]

»  Port List: Display selected Port number

»  Power Limit: Enter max POE power value for the selected port list.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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5.5 PD Alive check

The function can detection PD device whether alive and support ping tools.
Administrator can set IP address of device, let the system automatically ping to device,if device not

response then system can auto take POE off and re-power POE.

PoE —+ PD Alive Check

¥ Status
¥ Network PD Alive Check Table
% Port
HIIE FRI ] | Entry | Port | Mode | ping PD IP Address | Interval Time | Retry Count | Action | Reboot Time | Connect Status
Power Show — .
Priority Setting ] 1 GE1 Dizable 0.0.0.0 30 2 MNone 90 Off
Power Limit O 2 GE2 Disable 0.0.0.0 30 2 None 90 Off
] 3 GE3 Disable 0000 30 2 None 90 off
¥ VLAN [ 4 GE4  Disable 0.0.0.0 30 2 None 90 Off
¥ MAC Address Table ] 5 GE5 Disable 0.0.0.0 30 2 None 90 Off
¥ Spanning Tree O s GE6  Disable 0.0.0.0 30 2 None 90 off
% ] 7 GE7 Disable 0.0.0.0 30 2 None 90 Off
2 (] GES Disable 0.0.0.0 30 2 Mone 90 Off
¥ ] 9 GE%9 Disable 0.0.0.0 30 2 None 90 Off
s ‘_ - ] 10 GE10 Disable 0.0.0.0 30 2 None 90 Off
¥ Qo3 O n GE11 Disable 0.0.0.0 30 2 Mone 90 Off
% Diagnostics — .
] 12 GE12 Disable 0.0.0.0 30 2 None 90 Off
% Management i MlA Ao aaaa i L - o
Field Description
Port Interface of port number.
Mode Display the PD Alive Check function for enable / disable.
Ping PD IP Address Display the IP address of connected device.
Interval Time Display the time interval (Time range is 10-300 seconds)
Retry Count Display the retry count. (Count 1-5)
Action Displays the operation items set to be executed.
Reboot Time Display the setting reboot time . ( 30-180 seconds)
Connect Status Display the PD Alive Check function connect status.
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»  Port List: Display selected Port number.

»  State: Port admin state.

® Enabled: Chick to enable PD Alive Check.

® Disabled: unchick to disable PD Alive Check

Ping PD IP Address: IP address of connected device, Please fill in your IP address of connected device.

Y

» Interval Time: The time interval of how long the system issues a ping request to the connected PD to

check if the device is dead or alive.(Time range is 10-300 seconds)

Y

Retry Count: Allows the user to set the number of times the system will retry
» When the PD sends out a ping request. After the retry fails, the system will execute the following
"Action".If "Retry Count" is set to 3, the system finds the device dead and the system will retry the
ping request 3 times. If 3 retries fail, the system will execute "Action".
»  Action: The action taken if the retry count reaches the set number:
® None: No action.
® Alarm: The switch issues an alarm message via Syslog.
® PD Reboot: The switch reboots the PoE port
® Reboot & Alarm: The switch reboots the PoE port and issue an alarm message via Syslog.
» Reboot Time: Set a reboot time between 30-180 seconds, Due to many kinds of PDs having different
reboot time, please be aware of how long they will finish booting up.
The system will check the PD again after the reboot time. If you are unsure of the boot up time, it is

recommended to set it longer.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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6.VLAN

A virtual local area network, virtual LAN or VLAN, is a group of hosts with a common set of requirements that
communicate as if they were attached to the same broadcast domain, regardless of their physical location. A
VLAN has the same attributes as a physical local area network (LAN), but it allows for end stations to be
grouped together even if they are not located on the same network switch.

The CS-2424G-24P A4 adding Virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of
both bridging and routing. Like a bridge, a VLAN switch forwards traffic based on the Layer 2 header, which is
fast, and like a router, it partitions the network into logical segments, which provides better administration,
security and management of multicast traffic.

Administrator can set IEEE 802.1q Tag Based VLAN or Port Based VLAN. System default is VLAN1 Port based
(PVID).

6.1 VLAN

6.1.1 Create VLAN
Administrator can select VLAN number in Available VLAN list, this VLAN number based on IEEE 802.1q

standard. Available VLAN list can be multiple choices.
VLAN -+ VLAN -+ Create VLAN

Status
Network

| 20 VLAMO020  Static

Diagnostics

Por i Available VLAN Created VLAN :
o 1 |
PoE i [VLAN 2 VLAN 1
{|VLAN 3 VLAN 10
| [VLAN 4 VLAN 20
B
_ | I VLANT
VLAN Configuration | i |VLAN 8
Membership | [vLAN @ -
Port Setting i
= \oice VLAN Apply
= MAC VLAN
¥ MAC Address Table VLAN Table
¥ Spanning Tree
. : Showing entries Showing 1 to 3 of 3 entries
¥ .|VLAN| Name |Type|
¥ 1 default Default
= (] 10 VLANDOTO Static
L
L
L ]

Management [ Edit ][ Delete ]

» VLAN: Administrator can select VLANs number in "Available VLAN" table and move to "Created VLAN"
table will complete the 802.1q VLAN.

Click the “Apply” button to save your changes settings.
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VLAN Table: Administrator can checkbox VLAN to edit or delete, if check and click "Edit" button then
administrator can manual modify name description for this VLAN.
Edit VLAN Name

Name [VLAN4094

| Appy || ciose |

Click the “Apply” button to save your changes or “Close” the button to close settings.

6.1.2 VLAN Configuration
Administrator can choose set Excluded / Forbidden / Tagged / Untagged function in membership table of
the Port and LAG.

VLAN + VLAN -+ VLAN Configuration
¥ Status VLAN Configuration Table

¥ Network
vLAN

% Port
s PoE
Entry | Port | Mode | Membership | pviD |
> VLAN 1 GE1  Trunk Excluded () Forbidden Tagged @ Untagged
Create VLAN 2 (GE2  Trunk Excluded ) Forbidden Tagged @ Untagged
VLAN Configuration P —
. 3 GE3 Trunk Excluded ' Forbidden Tagged '® Untagged
Membership
Port Setting 4 GE4  Trunk Excluded (U Forbidden Tagged (@ Untagged
= Voice VLAN 5 GE5 Trunk Excluded () Forbidden Tagged (@ Untagged
2 MAC VLAN 6 GE6  Trunk Excluded ) Forbidden Tagged @ Untagged
7 GET  Trunk Excluded (' Forbidden Tagged @ Untagged
s MAC Address Table . .
3 GES Trunk Excluded | _'Forhidden Tagged ® Untagged
nning Tree —
9 GE9 Trunk Excluded ' Forbidden Tagged '® Untagged
10  GE10  Trunk Excluded ) Forbidden Tagged @ Untagged
11 GE11  Trunk Excluded (' Forbidden Tagged (@ Untagged
12 GE12  Trunk Excluded O Forbidden Tagged @ Untagged
13 GE13  Trunk Excluded () Forbidden Tagged (@ Untagged
Diagnostics 14 GE14  Trunk Excluded -11511- Forbigden  Tagged @ Untagged
Management 15 GE15  Trunk Excluded () Forbidden Tagged '® Untagged
iz A4z T T o P~
Field Description
VLAN Select specified VLAN ID to configure VLAN configuration.
Port Display the interface of port entry.
Mode Display the interface VLAN mode of port.

Select the membership for this port of the specified VLAN ID.
* Forbidden: Specify the port is forbidden in the VLAN.

¢ Excluded: Specify the port is excluded in the VLAN.

* Tagged: Specify the port is tagged member in the VLAN.

Membership
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* Untagged: Specify the port is untagged member in the

VLAN.
PVID Display if it is PVID of interface.
Forbidden Forbidden: Specify the port is forbidden in the VLAN.

»  VLAN: Administrator can click drop down menu to choose VLAN and set.

® Excluded: This interface is currently not a member of the VLAN. This is the default for all the
ports and LAGs.

® Tagged: This interface is a tagged member of the VLAN.

® Untagged: This interface is an untagged member of the VLAN. Frames of the VLAN are sent
untagged to the interface VLAN.

® PVID: Check to set the PVID of the interface to the VID of the VLAN. PVID is a per-port setting.

® Forbidden: Select for this specified port of the Forbidden.

6.1.3 Membership

Display all port setting information. Administrator can checkbox and click “Edit” button to modify VLAN
type. (Note: Number=VLAN number, F=Forbidden, T=Tagged, U=Untagged, P=PVID)

When a port is forbidden default VLAN membership, that port is not allowed membership in any other
VLAN. An internal VID of 4095 is assigned to the port. This PVID on the ports between the two devices
must be the same if the ports are to send and receive untagged packets to and from the VLAN. Otherwise,
traffic might leak from one VLAN to another.

VLAN + VLAN —+ Membership

Status

Metwork Membership Table
Port

| Entry | Port | Mode | Administrative VLAN | Operational VLAN

& V';:‘?Z'Ete AN ) 1 GE1 Trunk 1UP 1UP
VLAN Configuration 2 GE Trunk — 1UP uP
Membership 3 GEX Trunk 1UP 1UP

Port Setting 4 GE4 Tunk 1UP 1UP

@ Voice VLAN 5 GE5 Trunk 1UP 1UP
® MACVLAN 6 GES Trunk 1UP 1UP
¥ MAC Address Table 7GET TnunkAUR 1uF
P —— g8 GES Tunk 1UP 1UP
" 9 GES Trunk 1UP 1UP
" , 10 GE10 Trunk 1UP 1UP
—— 0) 11 GE11 Trunk 1UP 1UP
¥ ACL 0 12 GE12 Trunk  1UP 1UP
¥ QoS ) 13 GE13 Trunk 1UP 1UP
% Diagnostics O 14 GE14 Trunk 1UP 1UP
% Management ) 15 GE15 Trunk 1UP 1UP
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Field Description

Port Display the interface of port entry.

Mode Display the interface VLAN mode of port.
Administrative VLAN Display the administrative VLAN list of this port.

Display the operational VLAN list of this port. Operational
Operational VLAN VLAN means the VLAN status that really runs in device. It
may different to administrative VLAN.

Edit Port Setting

Port | GE3

Mode | Trunk

4094 1UP

Membership

i (O Forbidden

() Tagged
| @ Untagged

|. Apply | | Close |

»  Port: Display selected port number.

» Mode: Displays the port VLAN mode that was selected on the Interface Settings page.

»  Membership: Move the VLAN IDs from the left list to the right list by using the arrow buttons. The
default VLAN might appear in the right list if it is tagged, but it cannot be selected.

Click the “Apply” button to save your changes or “Close” the button to close settings.

6.1.4 Port Setting

Administrator can set Access / Trunk / Hybrid for VLAN mode.
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VLAN -+ VLAN ~+ Port Setting

Status

Network Port Setting Table
Port
PoE
m ort | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
ook [] 1 GE1 Trunk 1 Al Enabled Disabled 0x8100
Create VLAN -
VLAN Configuration [l 2 GEZ  Trunk 1 All Enabled Disabled  0x8100
Membership ] 3 GE3  Trunk 1 Al Enabled Disabled  0x8100
Port Setting O 4 GE4 Trunk 1 Al Enabled Disabled 0x8100
© Voice VLAN | 5 GE5 Trunk 1 Al Enabled Disabled  0x8100
MAC VLAN O 6 GEB Trunk 1 Al Enabled Disabled  0x&100
% MAC Addr - ble [] 7 GE7  Trunk 1 Al Enabled Disabled 0x8100
% Spanning Tree (| 8 GES  Trunk 1 Al Enabled Disabled 0x8100
% D ] 9 GES  Trunk 1 Al Enabled Disabled  0x3100
¥ Mu (] 10 GE10 Trunk 1 Al Enabled Disabled  0x8100
% Security ] 11 GEM  Trunk 1 Al Enabled Disabled  0x8100
% ACL O 12 GE12  Trunk 1 Al Enabled Disabled  0x&100
¥ QoS [] 13 GE13 Trunk 1 All Enabled Disabled 0x8100
¥ Diagnostics O 14 GE14 Trunk 1 Al Enabled Disabled  0x&100
¥ Management [] 15 GE15 Trunk 1 Al Enabled Disabled 0x8100
Field Description
Port Display the interface.
Mode Display the VLAN mode for Hybrid/Access/Trunk/Tunnel mode of port.
PVID Display the Port-based VLAN ID of port.
Accept Frame Type Display accept frame type of port.
Ingress Filtering Display ingress filter status of port.
Uplink Display uplink status.
TPID Display TPID used of interface.
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Edit Port Setting

--------------

— —fmeee

Enable

______ ===z zzzz

......

l Apply l [ Close ]

»  Hybrid: The interface can be a tagged or untagged member of one or more VLANSs.

»  Access: The interface is an untagged member of a single VLAN. A port configured in this mode is
known as an access port.

»  Trunk: The interface is an untagged member of one VLAN at most, and is a tagged member of zero or
more VLANSs. A port configured in this mode is known as a trunk port.

»  Tunnel: This enables the user to use own VLAN arrangements (PVID) across the provider network.

»  PVID: Enter the Port VLAN ID (PVID) of the VLAN to which incoming untagged and priority tagged
frames are classified.

»  Accept Frame Type: Select the type of frame that the interface can receive. Frames that are not of
the configured frame type are discarded at ingress. These frame types are only available in General
mode. As follow.
® All: The interface accepts all types of frames: untagged frames, tagged frames, and priority

tagged frames.
® Tag Only: The interface accepts only tagged frames.
® Untag Only: The interface accepts only untagged and priority frames.

» Ingress Filtering: Administrator can check Enable to enable ingress filtering. When an interface is
ingress filtering enabled, the interface discards all incoming frames that are classified as VLANs of
which the interface is not a member. Ingress filtering can be disabled or enabled on general ports. It
is always enabled on access ports and trunk ports.

»  Uplink: Administrator can check Enable to set the interface as an uplink port.

»  TPID: If Unlink is enabled, select the Modified Tag Protocol Identifier (TPID) value for the interface.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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6.2 \Voice VLAN

Voice VLAN allows you to enhance VolP service by configuring ports to carry IP Voice traffic from IP phones
on a specific VLAN. VolIP traffic has a preconfigured OUI prefix in the source MAC address. Administrator
can set VLAN ID in the range of 1 to 4094.

6.2.1 Property

VLAN —+ Voice VLAN —+ Property

% Status

% Network -

» Port ;E

% PoE ;

= VLAN

. "’°-‘°”LA” i
- [ PortAging Time | |'44 :
Voice OUI | |

= MAC VLAN

Apply

MAC Address Table
nning Tree

Port Setting Table

W | Entry | Port | State | Mode | QoS Poiicy |

] GE1 Disabled Auto  Voice Packet
GE2 Disabled  Auto  Voice Packet
GE3 Disabled Auto  Voice Packet
GE4 Disabled  Auto  Voice Packet

ACL
QoS

Diagnostics

L
L
L
L
¥
L
L
L
L

Management

OOl
B S

Click the “Apply” button to save your changes settings.

Field Description

Port Display port entry.

State Display enable/disabled status of interface.

Mode Display voice VLAN mode.

QoS Policy Display voice VLAN remark will effect which kind of packet.
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Edit Port Setting

Port | GE1

State | () Enable

R © Auto
i () Manual

| @ i
Qos Policy | 9 :ﬁlce Packet

[ Apply l [ Close l

State: Administrator can choose Enable or Disable this function.

VLAN: Administrator can choose VLAN.

CoS / 802.1P Remarking: Administrator can set CoS 802.1p priority level for the VLAN.
Port Aging Time: Administrator can set aging time for this rule.

YV VYV

Click the “Apply” button to save your changes or “Close” the button to close settings.

6.2.2 Voice OUI

Organizationally Unique Identifiers (OUI) is the first three bytes of a MAC Address, while the last three
bytes contain a unique station ID. Administrator can add a specific manufacturer with the OUI. Once
the OUI is added, all traffic received on voice VLAN ports from the specific IP phone with a listed OUl is
forwarded on the voice VLAN. Unlike the telephony OUl mode that detects voice devices based on
telephony OUI, Auto Voice VLAN mode depends on auto smart port to dynamically add the ports to the
voice VLAN. The default has set 8 companies for the voice phone.

VLAN -+ Voice VLAN -+ Voice OUI

¢ Status

¢ Network Voice OUI Table
¢ Port

v PoE Showing entries

OUI | Description |
00:E0:BE  3COM
00:03:6B  Cisco
00:ED:TS  Weritel
00:DO:1E  Pingtel
00:01:E3  Siemens
00:60:B9  MEC/Philips
00:0F:E2 H3C

00:09:6E  Awvaya

2 VLAN
& Voice VLAN
Property

2 MAC VLAN

MAC Address Table

Spanning Tree

Security Add ||  Edt || Delete
ACL
QoS
Diagnostics

L
L
L
L
L
L
L
L

®

Management
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Field Description
Ooul Display OUI MAC address.
Description Display description of OUI entry.
e
Description |Ci5::0
Apply ] [ Close l

Administrator can create new OUI or modify or delete OUI in table
Click “add” button can create new OUI.

Click “Edit” button can modify OUI data.

Click “Delete” button can delete OUI data.

Click the “Apply” button to save your changes or “Close” the button to close settings.

6.3 MACVLAN

6.3.1 MAC Group
The MAC VLAN feature allows incoming untagged packets to be assigned to a VLAN and thus classify
traffic based on the source MAC address of the packet. You define a MAC to VLAN mapping by configuring
an entry in the MAC to VLAN table. An entry is specified using a source MAC address and the appropriate
VLAN ID. The MAC to VLAN configurations are shared across all ports of the device (i.e., there is a
system-wide table that has MAC address to VLAN ID mappings).

When untagged or priority tagged packets arrive at the switch and entries exist in the MAC to VLAN table,
the source MAC address of the packet is looked up. If an entry is found, the corresponding VLAN ID is
assigned to the packet. If the packet is already priority tagged it will maintain this value; otherwise, the
priority will be set to 0 (zero). The assigned VLAN ID is verified against the VLAN table. If the VLAN is valid,
ingress processing on the packet continues; otherwise, the packet is dropped. This implies that you can
configure a MAC address mapping to a VLAN that has not been created on the system, Setting “add” and
“Edit” and “Delete” function for this management.
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VLAN + MAC VLAN + MAC Group
Status
Network MAC Group Table
Port

PoE Showing entries
2 VLAN ‘
5 Woice VLAN

Property | At || Egt || Deete |
Voice OUI

5 MAC VLAN
MAC Group
Group Binding

MAC Address Table
Spanning Tree

Multicast
Security

¢ ACL
QoS
Diagnostics
Management

Field Description

Group ID Display group ID of entry.

MAC Address Display mac address of entry.

Mask Display mask of mac address for classified packet.

Add MAC Group

[sC:4D:EAFE-CCAE |

[ Apply ] l Close l

»  Group ID: Add a Group ID number.
» MAC Address : Enter the MAC Address.
»  Mask: Enter the mask of mac address for classified packet..

Click the “Apply” button to save your changes or “Close” the button to close settings.
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6.3.2 Group Binding
The Group Binding allows user to bind MAC VLAN group to each port with VLAN ID, Setting “add” and
“Edit” and “Delete” function for this management.

VLAN + MAC VLAN + Group Binding
Status
Metwork Group Binding Table
Port

PoE Showing entries
» VLAN ‘
Create VLAN

VLAN Configuration [ Add ][ Edit H Delete ]
Membership

Port Setting
= \oice VLAN
» MAC VLAM
MAC Group

Group Binding

2 GVRP
MAC Address Table
Spanning Tree

Discovery
Multicast
Security

ACL

QoS
Diagnostics
Management

Field Description

Port Display port ID that binding with protocol group entry.

Group ID Display group ID that port binding with.

Display VLAN ID that assign to packets which match protocol
group.

VLAN
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V2.0a

Add Group Binding

Available Port Selected Port

' [GE3 GES
. |GE4
GE5
Port | |GES
| |GE?
| GE9
GE10

_______________________________________________________
_______________________________________________________

sszzzszzsssszszssssssssssssssssssssssssssszzszzzsszaad

GroupiD. (215 ]

VLAN - _4[]94"
[ Apply l [ Close l

»  Port: Select the port in the left frame and move to the right to bind to the mac group; or select the
port in the right frame and move to the left to bind to the mac group. Only interfaces with mixed
VLAN mode can be selected and bound to the protocol group.

»  Group ID: Choose a Group ID associated with the port.

»  VLAN: Enter the VLAN ID that will be assigned to packets matching the MAC Group.

Click the “Apply” button to save your changes or “Close” the button to close settings.

6.4 GVRP

The GVRP (Generic VLAN Registration Protocol) is described in the IEEE 802.1p standard; It's an IEEE
802.1Q-compliant method for facilitating automatic (dynamic) VLAN membership configuration.
GVRP-enabled switches can exchange VLAN configuration information with other GVRP-enabled switches.

Policy rules or other network management methods can determine who is admitted to a VLAN. When a
node requests admission to a specific VLAN, GVRP handles the registration of the node with GVRP-enabled
switches and maintains that information.

GVRP reduces the chance of errors in VLAN configuration by automatically providing VLAN ID (VID)
consistency across the network. In addition, you can use GVRP to dynamically enable port membership in
static VLANs configured on a switch. Once GVRP creates a dynamic VLAN will can also reduce unnecessary
broadcast traffic and unicast traffic.

6.4.1 Property

Administrator can enable GVRP function and set every port registration on GVRP.
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VLAN + GVRP —+ Property
Status
Network
Port

2 Voice VLAN
© MAC VLAN
. GVRP
Membership
Statistics
¥ MAC Address Table Port Setting Table
¥ nning Tree
L =
w Multi | | Entry | Port | State | VLAN Creation | Registration |
¥ Security [] 1 GE1 Disabled Enabled MNormal
¥ ACL O 2 BE2Z Disabled Enabled Mormal
¥ QoS O 3 GE3 Disabled Enabled Normal
TLEnDENE O 4 GE4 Disabled Enabled Normal
bianocement O] 5 GE5 Disabled Enabled  Normal

»  State: Set the enabling status of GVRP functionality
® Enable: if Checked Enable GVRP, else is Disable GVRP.
» Operational Timeout: The port will not learn any dynamic VLAN. Only send static VLAN
information to
® Join.: GVRP Join time out.
® Leave: GVRP leave time out.

Click the “Apply” button to save your changes settings.

Field Description
Port Port Name.
State Display port GVRP state.
L
v AN_ Display port GVRP creation VLAN state.
Creation

Registration Display port GVRP registration mode.

Edit Port Setting

Apply ] [ Close
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Port: Display port number.
State: Displays whether GVRP is enabled or disabled on the interface.
VLAN Creation: Displays whether Dynamic VLAN creation is enabled or disabled on the interface.
If it is disabled, GVRP can operate but new VLANs are not created.
»  Registration: Displays the VLAN registration mode on the interface.

® Normal: Normal mode..

® Fixed: The port will not learn any dynamic VLAN. Only send static VLAN information to
neighbor and allow static VLAN packet pass..

® Forbidden: The port will not learn any dynamic VLAN and only allow default VLAN packet
pass.

YV V VY

Click the “Apply” button to save your changes or “Close” the button to close settings.

6.4.2 Member ship
When enable GVRP function and state ports in GVRP then administrator can check GVRP member
information.

VLAN -+ GVRP —+ Membership

Status

Network Membership Table
Port

PoE Showing entries

VLAN | Member | Dynamic Member | Type |
1 GE1-GE28,LAGI-LAGS Static

» VLAN ‘
Create VLAN
VLAM Configuration
Membership
Port Setting

= \oice VLAN

= MAC VLAN

» GVRP
Property
Membership
Statistics

MAC Address Table

Spanning Tree

Discovery

Multicast
Security
ACL

QoS
Diagnostics

Management

Field Description

VLAN VLAN ID.

@ www.cerio.cc Q. +(886)2-8911-6160 I issales@cerio.com.tw




USER MANUAL

Member VLAN port members include static and dynamic member.
Dynamic Ports GVRP learned dynamic ports.
Type The type of VLAN is static or dynamic.

6.4.3 Statistics

When enable and set GVRP function then administrator can check every port in GVRP include Receive
/ Transmit and Error information.
VLAN + GVRP -+ Statistics

Status
Network
Port

PoE ’ | @ Al |
Receive ;
Transmit

& VLAN

Create VLAN
VLAM Configuration
Membership
Port Setting

= Voice VLAN

= MAC VLAN

& GVRP
Property
Membership
Statistics|

mu cereeeeess i i - i
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Field Description
Join empty The number of Receive or Transmit Join empty attribute value.
Empty The number of Receive or Transmit Empty attribute value.

Leave Empty

The number of Receive or Transmit Leave Empty attribute value.

JoinIn The number of Receive or Transmit Join In attribute value.
Leave In The number of Receive or Transmit Leave In empty attribute value.
Leave All The number of Receive or Transmit Leave All attribute value.

Invalid Protocol ID

The number of Receive Invalid Protocol ID.

Invalid Attribute
Type

The number of Receive Invalid Attribute Type.

Invalid Attribute
Value

The number of Receive Invalid Attribute value.

Invalid Attribute
Length

The number of Receive Invalid Attribute Length.

Invalid Event

The number of Receive Invalid Event.
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7. MAC Address Table

7.1 Dynamic Address

This page can display MAC address for connected device. Administrator can set aging time for

connected port.

MAC Address Table + Dynamic Address
Status
Network
Port
PoE

VLAN Apply

MAC Address Table

Dynamic Address Table
Static Address

Filtering Address Showing entries Showing 1 to 1 of 1 entries

Spanning Tree =T e e /7]
W | VLAN | MACAddress | Port |

‘I:I 1 9C:B6:54:44.87T:E4 GE2

i Aging Time | [300 :

Security [
ACL
QoS

Diagnostics

Clear || Refresh || Add Static Address |

L]
L
L
L
L
L
L
L

Management

» Aging Time : The time in seconds that an entry remains in the MAC address table. Its valid

range is from 10 to 630 seconds, and the default value is 300 seconds.

Click the “Apply” button to save your changes settings.

Field Description

MAC Address The MAC address to which packets will be statically forwarded.
VLAN Specify the VLAN to show or clear MAC entries.

Port Interface or port number.

When administrator select checkbox MACs address and click “Add Static Address” button then
selected MAC address will move to “Static Address” function.
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7.2 Static Address

If administrator fixed an MAC address in the port then device MAC address will bind in the port, if
device connection other port will can't working only connection bind port, Setting “add” and “Edit”

and “Delete” function for this management.

MAC Address Table + Static Address

Status

Network Static Address Table
Port

PoE Showing entries
VAN

MAC Address Table ‘ 0 4 9CBB544487TE4 GET
Dynamic Address

| Add || Edt || Deete |

Filtering Address

Spanning Tree
Discovery
Multicast
Security

ACL

QoS

Diagnostics

L
L
L
L
L
L]
L
L

Management

Field Description

MAC Address The MAC address to which packets will be statically forwarded.
VLAN Specify the VLAN to show or clear MAC entries.

Port Interface or port number.

Add Static Address

________

VLAN | 4094

Port|

[ Apply l [ Close l

» MAC Address : Enter the MAC address to which packets will be statically forwarded.
»  VLAN : Enter the Specify the VLAN ID
»  Port: Select an interface or port number.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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7.3 Filtering Address

Administrator can set need filtering MAC address in the MAC table. If MAC is added on table this
MAC will be blocked, Setting “add” and “Edit” and “Delete” function for this management.

Filtering Address Table

Showing Al entries

-~ MAC Address Table | H | VLAN MAC Address
Dynamic Address [] 10 AABB:CC:11:22:33
Static Address

| Add || Edt || Delete |

% Spanning Tree

# Discovery

Field Description
MAC Address Specify unicast MAC address in the packets to be dropped.
VLAN Specify the VLAN ID for the specific MAC address.

Add Filtering Address

| MAC Address | [5C4DEA00000E
VLAN | (4094 §

[ Apply l [ Close ]

» MAC Address : Enter to specify the unicast MAC address in the packets to be dropped.
» VLAN : Enter a VLAN ID that specifies a specific MAC address.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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8. Spanning Tree

Spanning Tree function allows only one active path at a time between any two network devices (this
prevents the loops) but establishes the redundant links as a backup if the initial link should fail. If
Spanning Tree costs change, or if one network segment in the Spanning Tree becomes unreachable,
the spanning tree algorithm reconfigures the spanning tree topology and reestablishes the link by
activating the standby path. Without spanning tree in place, it is possible that both connections may

be simultaneously live, which could result in an endless loop of traffic on the LAN.
8.1 Property

Spanning Tree + Property

% Stalus
Network ‘-ILI--éHa-l-ji;"--"""-"--"--“"“"“"“-“-“"-"""""“"-"""""""‘
» Port ‘..._..............................._.._..__-......_..._..-..............._.._..........,‘
¥ POE & TP
Operation Mode | @ RSTP |
% VLAN . () MSTP 3
» MAC Address Table Long
[~ Spanning Tree { O short
Propert] T |lter|ng
Port Setting | @ Flooding [
msTinstance [ | e e
MST Port Setting
% Discovery Hello Time | 2 |
» Multicast
» Security Max Age IEUJ
® ACL Forward Delay | [15 | ;
¥ QoS
# Diagnostics Tx Hold Count |6 ]

% Management

»  State: Administrator can choose Enable or Disable this function.

»  Operation Mode: Administrator can choose use Spanning Tree (STP) or Rapid Spanning Tree
(RSTP) or Multiple Spanning Tree (MSTP).

»  Path Cost: Administrator can choose STP judgment use Path cost for Long or Short.
® Long: Specifies that the default port path costs are within the range: 1-200,000,000.

® Short: Specifies that the default port path costs are within the range:1-65,535.
» BPDU Handling: When the Switch receives the BPDU frame, Administrator can choose the BPDU

Handling mode for Filtering or Flooding. Specify the BPDU forward method when the STP is
disabled.

® Filtering : Filter the BPDU when STP is disabled.
® Flooding : Flood the BPDU when STP is disabled.
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»  Priority: Administrator can set bridge priority, default is 32768. The lower value (priority) is the
root bridge. Specify the bridge priority. The valid range is from 0 to 61440, and the value should
be the multiple of 4096. It ensures the probability that the switch is selected as the root bridge,
and the lower value has the higher priority for the switch to be selected as the root bridge of

the topology.

Priority= 4096 It's root Bridge

Priority=32768 Priority=32768

» Hello Time: The hello time is the time between each bridge protocol data unit (BPDU) that is
sent on a port. This time is equal to 2 seconds (sec) by default, but you can tune the time to be
between 1 and 10 sec.

» Max. Age / Forward delay : 2*(Forward Delay-1) >= Max Age >= 2*(Hello Time+1), the time
interval in seconds for a switch to wait the configuration messages, without attempting to
redefine its own configuration.

»  Forward Delay : Specify the STP forward delay time, which is the amount of time that a port
remains in the Listening and Learning states before it enters the  Forwarding state. Its valid
range is from 4 to 10 seconds.

»  TX hold Count: Specify the tx-hold-count used to limit the maximum numbers of packets
transmission per second. The valid range is from 1 to 10.

» Region Name: The MSTP instance name. Its maximum length is 32 characters. The default value
is the MAC address of the switch.

»  Revision: Administrator every time change MST value, customary "Revision" to add 1 value.
The MSTP revision number. Its valid rage is from 0 to 65535.

»  Max. Hop: Set max. hop of switch. Specify the number of hops in an MSTP region before the
BPDU is discarded. The valid range is 1 to 40.
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8.2 Port Setting

Port Setting Table

] Path Cost BPDU Filter | BPDU Guard | Operational Edge | Operational Point-to-Point
~ Spanning Tree | 1 GE1 Enabled 20000 128 Disabled Disabled Disabled Disabled
Property O 2 GE2 Enabled 20000 128 Disabled Disabled Disabled Enabled
Port Setting n 3 GE32  Enabled 20000 128  Disabled Disabled Disabled Disabled
T AT O 4 GE4 Enabled 20000 128  Disabled  Disabled Disabled Disabled
MST Port Setting - - - -
Statistics | 5 GE5 Enabled 20000 128  Disabled Disabled Disabled Disabled
O 6 GEE  Enabled 20000 128  Disabled Disabled Disabled Disabled
| 7 GE7  Enabled 20000 128  Disabled Disabled Disabled Disabled
O & GE8  Enabled 20000 128  Disabled Disabled Disabled Disabled
n 9 GE9 Enabled 20000 128  Disabled Disabled Disabled Disabled
O 10 GE10 Enabled 20000 128 Disabled Disabled Disabled Disabled
| 11 GE11  Enabled 20000 128 Disabled Disabled Disabled Disabled
O 12 GE12 Enabled 20000 128  Disabled Disabled Disabled Disabled
Field Description
Port Specify the interface ID or the list of interface IDs.
State The operational state on the specified port.
Path Cost STP path cost on the specified port.
Priority STP priority on the specified port.

BPDU Filter

The states of BPDU filter on the specified port.

BPDU Guard The states of BPDU guard on the specified port.
Operational The operational edge port status on the specified port.
Edge

Operational

Point-to-Point

The operational point-to-point status on the specified port.

The current port role on the specified port. The possible values are:

Port Role “Disabled”, “Master”, “Root”, “Designated”, “Alternative”, and Backup”.
The current port state on the specified port. The possible values are:

Port State “Disabled”, “Discarding”, “Learning”, and “Forwarding”.

Designated

Bridge The bridge ID of the designated bridge.
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Designated Port
ID

The designated port ID on the switch.

Designated Cost The path cost of the designated port on the switch.

Edit Port Setting

i Port | GE2-GE5 LAG1 |

.............

| Enable

_____________
_____________

_____________
.............

Disable |

Enable !

_____
_____

_____
.....

Enable
Auto
Enable .
| O Disable

.....
_____

_____________

_____

| Disabled |

_____
_____

.....
______________

_____
_____

.....
_____

_____
_____

_____

\4

State: Administrator can set Enable or Disable.
Path Cost: Path Cost (1-200000000) This parameter is used determine the best path between

devices. Therefore, lower values should be assigned to ports attached to faster media, and

\4

higher values assigned to ports with slower media. (Path cost takes precedence over port
priority.) Note that when the Path Cost Method is set to short, the maximum path cost is 65,535.
Range: 1-200000000, (set 0 = Auto, default is 0).

»  Priority: If the path cost for all ports on a switch is the same, the port with the highest priority
(i.e., lowest value) will be configured as an active link in the Spanning Tree. Where more than
one port is assigned the highest priority, the port with lowest numeric identifier will be enabled.
Range: 0-240, default is 128.

V2.0a @ WWW.CErio.cc \. +(886) 2-8911-6160 ’X‘ issales@cerio.com.tw




USER MANUAL

»  Edge Port: Specify the edge mode..
® Enable: Force to true state (as link to a host).
® Disable : Force to false state (as link to a bridge).
In the edge mode, the interface would be put into the Forwarding state immediately upon link
up. If the edge mode is enabled for the interface and there are BPDUs received on the
interface, the loop might be occurred in the short time before the STP state change.
» BPDU Filter : The BPDU Filter configuration avoids receiving/transmitting BPDU from the
specified ports.
® Enable : Enable BPDU filter function.
® Disable : Disable BPDU filter function.
»  BPDU Filter : The BPDU Guard configuration to drop the received BPDU directly.
® Enable: Enable BPDU guard function.
® Disable : Disable BPDU guard function.
»  Point-to-Point : Specify the Point-to-Point port configuration:
® Auto: The state is depended on the duplex setting of the port.
® Enable : Force to true state.

® Disable: Force to false state.
Port State : The current port state on the specified port. The possible values are:  “Disabled”,

Y

n u

“Discarding”, “Learning”, and “Forwarding”.

Designated Bridge : The bridge ID of the designated bridge.
Designated Port ID : The designated port ID on the switch.
Designated Cost : The path cost of the designated port on the switch.

Operational Edge : Show the “false” and “true” status.

YV V V V V

Operational Point-to-Point : Show the “false” and “true” status.

Click the “Apply” button to save your changes or “Close” the button to close settings.

8.3 MST Instance

MST can have multiple sets of STP instances. Each instance is independently formed as a logical
spanning tree. And instance has its own VLAN and port state, can independently set the priority of

each port.
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MST Instance Table

0 32768 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NIA 0 0 1-4094
Property O 1 32768 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NI/A 0 0
Port Setting () 2 32768 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NIA 0 0
0O 3 32768 32768-00:00:00:00:00:00  0-00:00:00:00:00:00 NIA 0 0
gi;;‘;: Suling () 4 32768 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NIA 0 0
— O 5 32768 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NI/A 0 0
() 6 32768 32768-00:00:00:00:00:00  0-00:00:00:00:00:00 NIA 0 0
O 7 32768 32768-00:00:00:00:00:00  0-00:00:00:00:00:00 NIA 0 0
() & 32788 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NIA 0 0
O 9 32768 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NIA 0 0
- () 10 32768 32768-00:00:00:00:00:00  0-00:00:00:00:00:00 NIA 0 0
Management O 1 32768 32768-00:00:00:00:00:00 0-00:00:00:00:00:00 NIA 0 0
Field Description
MSTI MST instance ID.
Priority The bridge priority on the specified MSTI.

Bridge Identifier The bridge identifier on the specified MSTI.

Designated Root The designated root bridge identifier on the specified MSTI.

Bridge

Root Port The designated root port on the specified MSTI.

Root Path Cost The designated root path cost on the specified MSTI.

Remaining Hop The configuration of remaining hop on the specified MSTI.

VLAN The VLAN configuration on the specified MSTI.
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Edit MST Instance Setting

MSTI 3
| Available VLAN Selected VLAN §
i [2 1
E 5
|4
VLAN ' |5
|7
| |8
|9
i 10 -
Priority | [32768 j
Bridge Identifiter | 32768-8C:4D:EA:30:DD:53 i
Designated Root Bridge | 0-00:00:00:00:00:00 §
Root Port |

[ Apply H Close l

VLAN : Select the VLAN list for the specified MSTI.

»  Priority: Specify the bridge priority on the specified MSTI. The valid range is from 0 to 61440,
and the value must be the multiple of 4096. It ensures the probability that the switch is selected
as the root bridge, and the lower values has the higher priority for the switch to be selected as
the root bridge of the STP topology.

>  Bridge Identifier: Displays the priority and MAC address of the Root Bridge for the selected MST

Y

instance.
»  Root Port: Displays the root port of the selected MST instance.
» Root Path Cost: Displays the root path cost of the selected MST instance.

» Remaining Hops: Displays the number of hops remaining to the next destination.

Click the “Apply” button to save your changes or “Close” the button to close settings.

8.4 MST Port Setting

MST (Multiple Spanning Tree) is an extension to RST (Rapid Spanning Tree). MST further develops the
usefulness of VLANs. MIST configures a separate spanning tree for each VLAN group and blocks all but
one possible alternate path within each spanning tree. A Multiple Spanning Tree Instance (MSTI)

calculates and builds a loop-free topology to bridge packets from the VLANs that map to the
instance.
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MST Port Setting Table

MSTI [0 |«

Property O 1 GE 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-1
Port Setting 0O 2 GE2 20000 128 Disabled Forwarding RSTP Boundary 0-00:00:00:00:00:00 1282
MSInctncel O 3 GE3 20000 128 Disabled Disabled  RSTP Boundary 0-00:00:00:00:00:00 128-3
0 4 GE4 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-4
0 5 GEs 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-5

O 6 GES 20000 128 Disabled Disabled  RSTP Boundary 0-00:00:00:00:00:00 1286

O 7 GEr 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 1287

0 8 GCEs 20000 128 Disabled Disabled  RSTP Boundary 0-00:00:00:00:00:00 128-8

0 9 GE9 20000 128 Disabled Disabled  RSTP Boundary 0-00:00:00:00:00:00 128-9
[0 10 GE10 20000 128 Disabled Disabled RSTP Boundary 0-0:00:00:00:00:00 128-10

T —— [0 1 GEH 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-11

MST Port Settings is used to configure the port MSTP settings for every MST instance. It is also used

to view statistics that have been learned from the protocol.

Field Description
MSTI Specify the port setting on the specified MSTI.
Port Specify the interface ID or the list of interface IDs.
Path Cost The port path cost on the specified MSTI.
Priority The port priority on the specified MSTI.

The current port role on the specified port. The possible values are:
Port Role

“Disabled”, “Master”, “Root”, “Designated”, “Alternative”, and “Backup”.

The current port state on the specified port. The possible values are:
Port State ) ) ) ) )

“Disabled”, “Discarding”, “Learning”, and “Forwarding”.
Mode The operational STP mode on the specified port.

The possible value for the port type are:

* Boundary: The port attaching an MST Bridge to a LAN that is not in

Type the same region.

* Internal: The port attaching an MST Bridge to a LAN that is not in the

same region.

io

Designated Bridge The bridge ID of the designated bridge.
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Designated Port ID The designated port ID on the switch.

Designated Cost The path cost of the designated port on the switch.

Remaining Hop The remaining hops count on the specified port.

Edit MST Port Setting

Designated Bridge |

Designated Port ID |

Designated Cost |

____________________________________

Remaining Hop

____________________________________

Apply l [ Close l

Y VY

MTSI : Specify the port setting on the specified MSTI.
Port : Specify the interface ID or the list of interface IDs..
Path Cost: Specify the STP port path cost on the specified MSTI,Path cost default value is 0 (auto)
depends on source device rate.
If network is a loop occurs, the MST uses cost when selecting an interface to put in the
forwarding state. Administrator can assign lower cost values to interfaces that you want
selected first and higher cost values that you want selected last. If all interfaces have the same
cost value, the MST puts the interface with the lowest interface number in the forwarding state
and blocks the other interfaces.
Priority: Specify the STP port priority on the specified MSTI,Administrator can configure the
MTP priority and make it more likely that the switch will be chosen as the root switch.
Port Role: Displays the port role per instance, assigned by the MSTP algorithm to provide STP
paths. The current port role on the specified port. The possible values are :

“Disabled”, “Master”, “Root”, “Designated”, “Alternative”, and “Backup”.
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»  Port State: The current port state on the specified port. The possible values are:
“Disabled”, “Discarding”, “Learning”, and “Forwarding”.
» Mode: The operational STP mode on the specified port.
® RSTP: RSTP is enabled on the port.
® STP: Classic STP is enabled on the port.
® MSTP: MSTP is enabled on the port.
»  Type : Displays the MSTP type of the port. The possible value for the port type are :
® Boundary : The port attaching an MST Bridge to a LAN that is not in the same region.
® Internal: The port attaching an MST Bridge to a LAN that is not in the same region.
» Designated Bridge: Displays the bridge ID number that connects the link or shared LAN to the
root.
» Designated Port ID: Displays the priority and port ID on the designated bridge that connects the
link or the shared LAN to the root.
» Designated Cost: Displays the cost of the port participating in the STP topology. Ports with a
lower cost are less likely to be blocked if STP detects loops.

»  Remaining Hops : Displays the hops remaining to the next destination.

Click the “Apply” button to save your changes or “Close” the button to close settings.

8.5 Statistics

This page can check Receive / Transmit BPDU information of the STP Port.

Statistics Table

Refresh Rate |0 . sec

Spanning Tree Receive BPDU Transmit BPDU
Property | Config | TCN | MSTP \ Config \ TCN | MSTP
Part Setting ] 1 GE1 0 0 0 0 0 0
MSTInstance. m 5 GE2 0 0 0 0 0 0
MST Port Setting ] To=s B B 7 . . .

H 4 GCE4 0 0 0 0 0 0
O] 5 GES 0 0 0 0 0 0
O 5 GEB 0 0 0 0 0 0
] 7 GE7 0 0 0 0 0 0
O 8 GES 0 0 0 0 0 0
O] 9 GE9 0 0 0 0 0 0
] 10 GE1D 0 0 0 0 0 0
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Field Description

Refresh Rate The option to refresh the statistics automatically.

Receive BPDU
(Config)

The counts of the received CONFIG BPDU.

Receive BPDU
(TCN)

The counts of the received TCN BPDU.

Receive BPDU
The counts of the received MSTP BPDU.

(MSTP)

Transmit BPDU
(Config)

The counts of the transmitted CONFIG BPDU.

Transmit BPDU
(TCN)

The counts of the transmitted TCN BPDU.

Transmit BPDU
(MSTP)

The counts of the transmitted MSTP BPDU.

Clear Clear the statistics for the selected interfaces

View View the statistics for the interface.

________________
________________

-
1 L I
= ||
=}

Transmit BPDU

Config | 0 :

TCN | 0

I H
MSTP | 0 !
I 1

— 7T

» Refresh Rate : The option to refresh the statistics automatically :
None, 5 sec, 10 sec, 30sec for refresh level.

»  Clear : Clear the statistics for the selected interfaces.
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9. Discovery(LLDP)

The Link Layer Discovery Protocol (LLDP) is a vendor-neutral link layer protocol in the Internet
Protocol Suite used by network devices for advertising their identity, capabilities, and neighbors on
an IEEE 802 local area network, principally wired Ethernet.

LLDP information is sent by devices from each of their interfaces at a fixed interval, in the form of an
Ethernet frame. Each frame contains one LLDP Data Unit (LLDPDU). Each LLDPDU is a sequence of
type-length-value (TLV) structures.

9.1 Property

Discovery + LLDP + Property
¥ Status

¥ Network

¥ Port

¥ PoE

¥ VLAN

¥ MAC Address Table

¥ Spanning Tree i 'ILVIII “ 9 I|30 —
- Discovery : :

4 LLDP Hold Multiplier |4
Port Setting i B s L |2 e e
Packet View Transmit Delay |2
Local Information L S eee———
Neighbor
Statistics

Apply
¥ Multicast
¥ Security
¥ ACL

% QoS

¥ Diagnostics

¥ Management

»  State: Administrator can choose Enable or disable this LLDP function.

»  LLDP Handing: If cancel checkbox then administrator can choose Filtering / Bridging / Flooding
for LLDP handing. Select LLDP PDU handling action to be filtered, bridging or flooded when LLDP
is globally disabled

* Filtering: Deletes the packet.
* Bridging: (VLAN-aware flooding) Forwards the packet to all VLAN members.

* Flooding: Forwards the packet to all ports
»  TLV Advertise Interval: Select the interval at which frames are transmitted. (range 5-32760,
default is 30)
»  Hold Multiplier: Set Hold value (Range 2-10, default is 4). Administrator can control the aging
time of local information on the neighbor device by configuring the value of the Hold multiplier.
TTL=Hold multiplier * TLV Advertise Interval.
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» Reinitializing Delay: S Select the delay before a re-initialization (range 1-10 seconds, default =

2)..

»  Transmit Delay: Select the delay after an LLDP frame is sent (range 1-8191 seconds, default =

3).

>  Fast Start Repeat Count: The fast start repeat count when port link up(range 1-10,default = 3).

Click the “Apply” button to save your changes settings.

9.2 Port Setting

Administrator can configure each port of the LLDPDU Transmit / Receive / Normal or Disable the

mode and choose from "Optional TLV" list send the TLV type of port.

Status

Network

Port

PoE

VLAN

MAC Address Table

Spanning Tree

- Discovery
& LLDP

FProperty
Port Setting
Packet View
Local Information

MNeighbor
Statistics

# Multicast

& Security

% ACL
QoS
Diagnostics
Management

Discovery + LLDP + Port Setting

Port Setting Table

| Entry | Port | Mode | Selected TLV |

GE1 MNormal  802.1 PVID
GE2 MNormal 8021 PVID
GE3  Normal 802.1 PVID
GE4  Mormal 2021 PVID
GE5 Normal 802.1 PVID
GEG Mormal  202.1 PVID
GE7  Mormal 8021 PVID
GE2 Mormal  802.1 PVID
GE9  MNormal 802.1 PVID
10 GE10 MNormal 8021 PVID
GE11  MNormal 802.1 PVID

L= == T = L R = I

Y
=y

[} 12 GE12 Mormal 8021 PVID
|| 13 GE13 MNormal 8021 PVID
(] 14 GE14  Normal 3021 PVID

Field Description
Port Display the port of LLDP state.
Mode Display the Transmit (TX Only),Receive (RX Only),Normal (TX And

RX),Disable

Selected TLV

Display the TLVs for your selected.
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Edit Port Setting

Fort| GE7-GE9
i @ Transmit
i O Recelve
Modes () Normal
() Disable
Available TLV Selected TLV
System Name 802.1 PVID
Optional TLV | |System Capabilities System Description

802.3 Link Aggregation 802.3 MAC-PHY
802.3 Maximum Frame Size Port Description
Management IP Address
Available VLAN Selected VLAN

5 VLAN 1

802.1 VLAN Name |

|_ Apply | | Close ‘

» Mode : Administrator can choose Transmit(TX) / Receive(RX) or Normal(TX+RX) and Disable, if
choose disable will don't send and receive LLDPDU.
® Transmit (TX Only): Transmit LLDP PDUs only.
® Receive (RX Only): Receive LLDP PDUs only.
® Normal (TX And RX): Transmit and receive LLDP PDUs both
® Disable : Disable the transmission of LLDP PDUs

»  Optional TLV : Administrator can be configuration information into different TLV, encapsulates
LLDPDU and issued to the neighbor device.

System Name

Port Description

System Description

System Capability

802.3 MAC-PHY

802.3 Link Aggregation

802.3 Maximum Frame Size

Management Address

802.1 PVID

> 802.1 VLAN Name : Select the VLAN Name ID to be carried (multiple selection is allowed).

Click the “Apply” button to save your changes or “Close” the button to close settings.
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9.3 Packet View

Administrator can select which port to view and click on the "Detail" button to view the information

of the LLDP packet on the selected port.

Discovery + LLDP + Packet View

Status

Network Packet View Table
Port
PoE
VLAN | Entry | Port | In-Use (Bytes) | Available (Bytes) | Operational Status |
MAC Address Table =
B r: i 1 GE1 48 1440 Not Overloading
Spanning Tree -
. . ] 2 GE2 48 1440  MNof Overloading
Discove -
v ) 3 GE3 48 1440  Not Qverloading
LLDP .
Property 4 GE4 43 1440 Mot Overloading
Port Setting ) 5 GES 48 1440 Mot Overloading
Packet View O 6 GEBG 43 1440 Mot Overloading
Local Information ) 7 GET 48 1440 Mot Overloading
Al O & GES 48 1440 Not Overloading
Statistics =
n 7 9 GES 48 1440  Not Overloading
» Multicast =
Security 10 GE10 49 1439 Mot Overloading
ACL 8 11 GEN 49 1433  Not Qverloading
QoS ] 12 GE12 49 1439 Mot Overloading
Diagnosfics ) 13 GE13 49 1439  Not Overloading
% Management O 14 GE14 49 1439  Nof Overloading
Field Description
Port Port Name
In-Use (Bytes) Total number of bytes of LLDP information in each packet.

Total number of available bytes left for additional LLDP information in

Available (Bytes) each packet

Operational Status Overloading or not
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Packet View Detail

e Port cES i
Mandatory TLVs

i Size (Bytes) | 21 5

| Operational Status | Transmited

MED Capabilities

| Operational Status || Transmitted

1 '
__________________________ _moocoosoooocoooooooooonooonoocoosocoonooooo000000000 sooooOoOooooO0oooooooooooooo0oonooooonood

Click the “Close” button to close the view detail page.
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Field Description
Port Port Name

Total mandatory TLV byte size.
Mandatory TLVs Status is sent or overloading.

MED Capabilities

Total MED Capabilities TLV byte size.
Status is sent or overloading.

MED Location

Total MED Location byte size.
Status is sent or overloading.

MED Network
Policy

Total MED Network Policy byte size.

Status is sent or overloading.

MED Inventory

Total MED Inventory byte size.
Status is sent or overloading.

MED Extended
Power via MDI

Total MED Extended Power via MDI byte

size. Status is sent or overloading.

802.3 TLVs

Total 802.3 TLVs byte size.

Status is sent or overloading.

Optional TLVs

Total Optional TLV byte size.
Status is sent or overloading.

802.1 TLVs

Total 802.1 TLVs byte size.

Status is sent or overloading.

Total

Total number of bytes of LLDP information in each packet.

9.4 Local Information

Displays switch summary and every port status of LLDP. Administrator can select which port to view and

click on the "detail" button to view the information of the local device as well as the information of

selected port LLDP property.
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Discovery + LLDP -+ Local Information
Status

Network Device Summary
Port

PoE

VLAN

MAC Address Table
Spanning Tree

Discovery

& LLDP

Property
Port Setting

Packet View
Local Information
Neighbor
Statistics

Multicast

Port Status Table

Security

ACL | Entry | Port | LLDP State |

QoS () 1 GE1 Normal
Diagnostics ( 2 GE2 Normal
Management 3 GE3 Nomal

Device Summary

Field Description

Chassis ID Subtype Type of chassis ID, such as the MAC address.

Identifier of chassis. Where the chassis ID subtype is a MAC address,

Chassis ID
the MAC address of the switch is displayed.
System Name Name of switch.
System
Description Description of the switch.
Supported Primary functions of the device, such as Bridge, WLAN AP, or Router.
Capabilities
Enabled
Capabilities Primary enabled functions of the device.
Port ID Subtype Type of the port identifier that is shown.

Port Status Table
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Field Description

Port Type of the port number
LLDP Status LLDP Tx and Rx abilities.
LLDP Med Status LLDP MED enable state.

Click “detail” button on the page to view detail information of the selected port.

Local Information Detail

" ChassisIDSubtype| MAC address

System Name | Switch

Management Address Table

Address Subtype | Address | Interface Subtype | Interface Number

0 results found.

Management Address Table

Field Description

Address Type of the port number

Subtype

Address Display management IP address type.

Interface Subtype Returned address most appropriate for management use, typically

a Layer 3 address.

Interface number Specific interface associated with this management address.
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MAC/PHY Details

_____________
.............

Auto-Negotiation Advertised Capabilities | 10000aseTFD , 100baseTXFD , 100baseTX , 10baseTFD , 10baseT|

Operational MAU Type | Ciner

_____________ S

Field Description

Auto-Negotiatio Port speed auto-negotiation support status.

n Supported

Auto-Negotiation Port speed auto-negotiation active status.
Enabled

Auto-Negotiation Port speed auto-negotiation capabilities, for example, 1000BASE-T
Advertised half-duplex mode, 100BASE-TX full-duplex mode.
Capabilities

Medium Attachment Unit (MAU) type. The MAU performs physical

Operational MAU layer functions, including digital data conversion from the Ethernet

Type interfaces’ collision detection and bit injection into the network, for

example, 100BASE-TX full duplex mode.

802.3 Detail

802.3 Detail

| 802.3 Maximum Frame Size | 1522 :

.............

Field Description

802.3 Maximum The maximum supported IEEE 802.3 frame size.

Frame Size

802.3 Link Aggregation

802.3 Link Aggregation

I ——————  ——

Aggregation Capability N/ !

.....
_____

.....
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Field Description
Aggregation Indicates whether the interface can be aggregated.
Capability

Aggregation Status Indicates whether the interface is aggregated.

Aggregation Port Advertised aggregated interface ID.
ID

Click the “Close” button to close the information page.

9.5 Neighbor

The page displays information that was received using the LLDP protocol from neighboring devices.
After timeout the information is deleted. (Based on the value received from the neighbor time to Live
TLV during which no LLDP PDU was received from a neighbor), Setting “add” and “Edit” and “Delete”

function for this management.

Discovery + LLDP —+ Neighbor
Status
Network Neighbor Table
Port
PoE Showing entries Showing 0 to 0 of 0 entries
VLAN
MAC Address Table

Spanning Tree

‘ W | Local Port | Chassis ID Subtype | Chassis ID | Port ID Subtype | PortID | System Name | Time to Live
0 results found.

Discovery [
& LLDP
Property
Port Setting
Packet View
Local Information

Statistics

Clear H Refrash H Detail ]

Mutticast

Diagnostics

Management

Field Description

Local Port Number of the local port to which the neighbor is connected.

Chassis ID Subtype Type of chassis ID (for example, MAC address).
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Chassis ID Identifier of the 802 LAN neighboring device's chassis.

Port ID Subtype Type of the port identifier that is shown.

Port ID Identifier of port.

System Name Published name of the switch.

Time interval in seconds after which the information for this

Time to Live neighbor is deleted.

Click “detail” to view selected neighbor detail information.

Neighbor Information Detail

.............

; LocalPort| Ge2s

0
_____________

Basic Detail
I Chassis ID Subtype | MAC address

Chassis ID | 10:60:4B:8B:78:99 .

|

-
ar =
|
|

Port ID Subtype

MAC address

Enabled Capabilities = N4

'
_____________ USRS |

Management Address Table
Address Subtype | Address | Iinterface Subtype | Interface Number |

0 results found.
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802.3 Power via MDI

Click the “Close” button to close the information page.

9.6 Statistics

This page displays LLDP statistical information per port. The Link Layer Discovery Protocol (LLDP)
Statistics page displays summary and per-port information for LLDP frames transmitted and received
on the switch.
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Discovery + LLDP —+ Statistics
Siatus
Network Global Statistics
Port
PoE
VLAN
MAC Address Table
Spanning Tree

Discovery
& LLDP
Property
Port Setting
Facket View Statistics Table
Local Information
Neighbor
Statistics
Multicast | Transmit Frame | Receive Frame | Receive TLV Neighbor
- - B | Eniry | Port = = )
Security | Total | Total | Discard | Error | Discard | Unrecognized | Timeout
ACL O 1 GE1 0 0 0 0 (] 0 0
Qo3 O 2 GE2 55 0 0 0 0 0 0
Diagnostics O 3 GE3 0 0 0 0 0 0 0
Management O 4 GE4 0 0 0 0 0 0 0
Global Statistics
Field Description

The number of times the complete set of information advertised by a
Insertions particular MAC Service Access Point (MSAP) has been inserted into
tables associated with the remote systems.

The number of times the complete set of information advertised by
Deletions MSAP has been deleted from tables associated with the remote
systems.

The number of times the complete set of information advertised by
Drops MSAP could not be entered into tables associated with the remote
systems because of insufficientresources.

The number of times the complete set of information advertised by
Age Outs MSAP has been deleted from tables associated with the remote

systems because the information timeliness interval hasexpired.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .
Statistics Table

Field Description

Port Interface or port number.
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Transmit Frame Total Number of LLDP frames transmitted on the corresponding port.

® Total: Number of LLDP frames received by this LLDP agent
on the corresponding port, while the LLDP agent is enabled

® Discarded: Number of LLDP frames discarded for any

Receive Frame reason by the LLDP agent on the corresponding port.

®  Errors: Number of invalid LLDP frames received by the LLDP
agent on the corresponding port, while the LLDP agent is
enabled.

® Discarded: Number of TLVs of LLDP frames discarded for

any reason by the LLDP agent on the corresponding port.

® Unrecognized: Number of TLVs of LLDP frames that are

Receive TLV unrecognied while the LLDP agent is enabled
® Neighbor Timeout: Number of TLVs of LLDP frames that are
unrecognied while the LLDP agent is enabled
Neighbor Timeout Number of age out LLDP frames.

10. Multicast

Multicast is the only type of IPv4 multicast that is supported by the Ethernet gateway.

10.1 General

10.1.1 Property
This page can be configured with unknown multicast action, administrator can set the forwarding
method is based on the DMAC or the DIP, the function implements high performance data

transfer from point to multipoint in network will be reduce the loading on the network.
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Multicast + General + Property

% Status
¥ Network i . @ Flood
¥ Port | e
| Action: — Drop
% PoE | i (U Forward to Router Port
% VLAN
¥ MAC Address Table .- L
i = | DMAC-VID
% Spanning Tree | Pva ¥
- 2 ' () DIP-VID
% Discovery i e
- i | @ DMAC-VID
= Multicast | IPV6 | ~ DIP-VID
oEdee ] —————
pDe
Property | o
Group Address REY
Router Port
Forward All

Filtering Profile

Filtering Binding
@ IGMP Snooping
& MLD Snooping
MVR
% Security
¥ ACL
» QoS

@
Z

% Diagnostics

¥ Management

> Unknown Multicast Action : Set the unknown multicast action
® Drop: drop the unknown multicast data.
® Flood: flood the unknown multicast data.

® Router port: forward the unknown multicast data to router port.

Y

Multicast Forward Method : Assign the subnet mask of IP address.
» IPV4 : Set the ipv4 multicast forward method.
® MAC-VID: forward method dmac+vid.
® DIP-VID: forward method dip+vid.
» IPV6 : Set the ipv6 multicast forward method.
® MAC-VID: forward method dmac+vid.
® DIP-VID: forward method dip+vid(dip is ipv6 low 32 bit).

Click the “Apply” button to save your changes settings.

10.1.2 Group Address

The multicast address range is 224.0.0.0 to 239.255.255.255 and forms the Class D range which is
made up of the high order bits 1110 followed by the 28 bit multicast group ID. There is no
subletting with these Class D addresses. A multicast group can have a permanently-assigned
address or the group may be Transient, , Setting “add” and “Edit” and “Delete” and “Refresh”

function for this management.
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Multicast + General + Group Address

Status

Network Group Address Table
Port

oo IP Version
VLAN Showing entries

MAC Address Table

Spanning Tree

Discovery

: General [ Add ] [ Edit ] [ Delete ] [ Refresh ]
FProperty
Fouter Port
Forward All
Filtering Profile
Filtering Binding
= IGMP Snooping
= MLD Snooping
2 MVR
» IPV4 Version : Select the IP Version.
® |IPv4: ipv4 multicast group.
® |Pv6: ipvb multicast group.
Field Description
VLAN The VLAN ID of group.
Group Address The group IP address.
Member The member ports of group.
Type The type of group. Static or Dynamic.
Life(Sec) The life time of this dynamic group.
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Add Group Address

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

VLAN

IP Version !

| Available Port Selected Port

| [GET

| |GE2
| |GE3

Iﬂrnl:lerE GE4

' |GES

! |GEB

! |GET?

! |GES -

________________________________________________________________________________________________________________________

[ Apply ][ Close l

Y

VLAN : The VLAN ID of group.

» IP Version:

® |IPv4: ipv4 multicast group.
® |Pv6: ipvb multicast group.

Y

Group Address : The group IP address.
» Member : The member ports of group.
® Available Port: Optional port member.

® Selected Port: Selected port member.

Click the “Apply” button to save your changes or “Close” the button to close settings.

10.1.3 Router Port

A Multicast Router (MRouter) port is a port that connects to a Multicast router. The switch
includes the MRouter port(s) when it forwards Multicast streams and IGMP/ MLD registration
messages. It is required in order for all Router(s) can, in turn; forward the Multicast streams and
propagate the registration messages to other subnets, Setting “add” and “Edit” and “Delete”

function for this management.
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Multicast + General + Router Port

Status

Network Router Port Table
Port

IP Veersion
PoE
VLAN Showing entries Showing 0 to |

MAC Address Table

Spanning Tree

Discovery
Multicast

& General
Froperty
Group Address
Router Port
Forward All
Filtering Profile
Filtering Binding
= |GMP Snooping
= MLD Snooping

2 MVR

> IPV4 Version : Select the IP Version.
® |Pv4: ipv4 multicast router.

® |Pv6: ipv6 multicast router.

Field Description

VLAN The VLAN ID router entry.

Member Router Port member (include static and learned port member).
Static Port Static router port member.

Forbidden Port Forbidden router port member.

Life(Sec) The expiry time of the router entry.
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Add Router Port

| Available VLAN Selacted VLAN
o

VLAN |

e i Static

Selected Port

[ apoy || close |

» VLAN : The VLAN ID of group.
® Available VLAN: Optional VLAN member.
® Selected VLAN: Selected VLAN member.
» IP Version:
® [Pv4: IPv4 multicast router.

® |Pv6 : IPv6 multicast router.
Type : The router port type:
@  Static : Static router port.

® Forbidden : forbidden router port, can’t learn dynamic router port member.
»  Port : The member ports of Router entry.
® Available Port: Optional router port member.

® Selected Port: Selected router port member.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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10.1.4 Forward All

Configure ports or LAGs to receive Multicast streams from a specific VLAN. Administrator can
statically configure a port to Forward All if the devices connecting to the port do not support
IGMP or MLD, Setting “add” and “Edit” and “Delete” function for this management.

Multicast + General + Forward All

Status

Network Forward All Table
Port

— IP Version
T Showing entries

MAC Address Table S
‘ W | VLAN | Static Port | Forbidden Port |

Spanning Tree

Discovery

| add || Edt || Deete |

& General
Froperty
Group Address
Router Port
Forward Al
Filtering Profile
Filtering Binding
IGMP Snooping
MLD Snoaping
MVE

> IPV4 Version : Select the IP Version.
® [Pv4 : IPv4 multicast forward all.

® |Pv6 : IPv6 multicast forward all.

Field Description

VLAN VLAN ID of forward all entry

Static Port Known multicast group always forward port member

Forbidden Port Known multicast group always not forward port member
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Add Forward All

Available VLAN Selected VLAN
1

VLAN

Forbidden i

Available Port Selected Port

GE2 GET
GE3
GE4
GES
GES
GET
GES |
el - §

[ Apply H Close l

»  VLAN : The VLAN ID of forward all entry.
® Available VLAN: Optional VLAN member.
® Selected VLAN: Selected VLAN member.
» IP Version:
® IPv4: IPv4 multicast forward all.
® IPv6 : IPv6 multicast forward all.
» Type : The forward all port type
@  Static : Static forward all port. The port is statically configured as a Multicast router port.
® Forbidden : Forbidden forward all port. This port is not to be configured as a Multicast
Router port, even if IGMP or MLD queries are received on this port.
»  Port : The member ports of forward all.
® Available Port: Optional router port member.

® Selected Port: Selected router port member.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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10.1.5 Filtering Profile
Filter profile permits or denies a range of Multicast groups to be learned when the join group
matches the filter profile IP group range, Setting “add” and “Edit” and “Delete” function for this

management.

Multicast + General —+ Filtering Profile
Status
Network Filtering Profile Table
Port

oo IP Version
VLAN Showing entries

MAC Address Table
‘ W | Profile ID | Start Address | End Address | Action |
Discovery

Multicast [

; General
Property
Group Address
Router Port
Forward All
Filtering Profile
Filtering Binding

= |GMP Snooping

= MLD Snooping

2 MVR

Spanning Tree

add || Edt || Deete |

» IPV4 Version : Select the IP Version.
® |Pv4 : IPv4 for IGMP snooping profile.
® |Pv6 : IPv6 for MLD snooping profile.

Field Description

Profile ID Display profile ID

Start Address The start group address of profile
End Address The end group address of profile
Action Display profile action
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Add Profile

Y

Profile ID: Profile ID.

» IP Version : Display the selected IP version
® |Pv4: IGMP snooping profile.

® |Pv6: MLD snooping profile.

Y

Start Address: The start group address of profile.

Y

End Address : The end group address of profile.

»  Action: The action of profile:

® Allow: permit all packets that match the profile.
® Deny: deny all packets that match the profile.

Click the “Apply” button to save your changes or “Close” the button to close settings.

10.1.6 Filtering Binding
When the setting is completed of Filtering Profile, administrator can select ports to set filtering
binding.
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Multicast + General + Filtering Binding
Status
Network Filtering Binding Table
Port

PoE IP Version
VLAN
MAC Address Table .
Spanning Tree B | Entry | Port | Profile ID |
) ery [ ] 1 GE1
O 2 GE2
y  General [] 3 GE3
FIELELT 0O 4 GE4
e SR
Forward Al U 6 GES
Filtering Profile [ | 7 GET7
0 8 GES
= |GMP Snooping ] 9 GEg
= MLD Snooping —
= MVR I:I 10 GE10
Security L 1 GEN
ACL O 12 GE12
QoS [] 13 GE13
Diagnostics O 14 GE14
Management [] 15 GE15

» IPV4 Version : Select the IP Version.
® |Pv4 : IPv4 for IGMP snooping throttling.
® |Pv6 : IPv6 for MLD snooping throttling.

Field Description

Entry Entry of number

Port Port Name

Profile ID Port binding Profile ID

Edit Filtering Binding

[ Apply ” Close l

»  Port: Selected Port List.
» IP Version : Display Selected Port filtering IP version.
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»  Profile ID: If check Enable, can select or change profile ID, Else it will delete port filter profile
binding.

Click the “Apply” button to save your changes or “Close” the button to close settings.

10.2 IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts and
routers. By listening to these conversations the switch maintains a map of which links need which IP
multicast streams. Multicasts may be filtered from the links which do not need them and thus
controls which ports receive specific multicast traffic. The IGMP snooping support v2 & v3,

administrator can forward or drop Unknown Multicast.

10.2.1 Property

When IGMP Snooping is enabled globally or on a VLAN, all IGMP packets are forwarded to the
CPU. The CPU analyzes select of ports are asking to join Multicast groups on VLAN or routers that
are generating IGMP queries, or receiving PIM / OSFP / DVMRP / IGMP query protocols incoming

packets.

Multicast + IGMP Snooping + Property

% Status

¥ Nebwork
» Port pasas
 PoE Version | *
% VLAN i
¥ MAC Address Table

anning Tree
Apply

» Discovery

State | Enablewmm””"'7"7”W"r””""””"””m”m”""""""""""“}

Report Suppression | Enable

= General VLAN Setting Table
& IGMP Snooping

Querier
Statistics
= MLD Snooping
2 MVR

® Security &]

Router Port Que Que Query Max Last Member Last Member
[ | ‘ VLAN | Operational Status i v v Immediate Leave

Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval

] 1 Disabled Enabled 2 125 10 2 1 Disabled

» ACL

% QoS
% Diagnostics

¥ Management

»  State: Administrator can select Enable or Un-enable, Set the enabling status of IGMP Snooping
functionality.
® Enable: If Checked Enable IGMP Snooping, else is Disabled IGMP Snooping.
» Version: Select either IGMPv2 or IGMPv3,Set the igmp snooping version.
® IGMPv2: Only support process igmp v2 packet.
® IGMPv3: Support v3 basic and v2.

» Report Suppression: Enable or disable IGMP report suppression. If administrator select
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disabling this feature will forward all IGMP reports to Multicast routers, Set the enabling status

of IGMP v2 report suppression.

® Enable: If Checked Enable IGMP Snooping v2 report suppression, else Disable the report
suppression function.

([ J

Click the “Apply” button to save your changes.

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
] 1 Disabled Enabled 2 125 10 2 1 Disabled
Edit

Field Description

VLAN The IGMP entry VLAN ID

Operation Status The enable status of IGMP snooping VLAN functionality

Router Port Auto Learn The enabling status of IGMP snooping router port auto learning

The Query Robustness allows tuning for the expected packet loss
Query Robustness
on a subnet.

Query Interval The interval of querier to send general query

In Membership Query Messages, it specifies the maximum
Query Max Response

allowed time before sending a responding report in units of 1/10

Interval

second.
Last Member Query The count that Querier-switch sends Group-Specific Queries
count when it receives a Leave Group message for a group.
Last Member Query The interval that Querier-switch sends Group-Specific Queries
Interval when it receives a Leave Group message for a group.

. The immediate leave status of the group will immediate leave
Immediate leave

when receive IGMP Leave message.
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Edit VLAN Setting

VLAN | 1

Locozoz
Lozzz==

State | Enable ;

| Enable

............................................

Query Max Response Interval |‘1D |

Last Member Query Counter

Last Member Query Interval | !
Operational Status

8 Status| Disabled

i Query Iﬂxlié;mnse Interval
Last Member Query Counter

Last Member Query Interval | 1 (Sec) 5

| appy || close |

Y

VLAN: The VLAN ID of IGMP Snooping.
»  State: Set the enabling status of IGMP Snooping VLAN functionality.
® Enable: Enable: If Checked Enable IGMP Snooping VLAN, else is Disabled IGMP Snooping
VLAN.
»  Router Port Auto Learn: Set the enabling status of IGMP Snooping router port learning.
® Enable: If checked Enable learning router port by query and PIM, DVRMP, else Disable the
learning router port.
» Immediate leave: Immediate Leave the group when receive IGMP Leave message.
® Enable: If checked Enable immediate leave, else disable immediate leave.
» Query Robustness: The Admin Query Robustness allows tuning for the expected packet loss on
a subnet.

Y

Query Interval: The Admin interval of querier to send general query.

» Query Max Response Interval: The Admin query max response interval, In Membership Query
Messages, it specifies the maximum allowed time before sending a responding report in units of
1/10 second.

» Last Member Query Counter: The Admin last member query count that Querier-switch sends
Group-Specific Queries when it receives a Leave Group message for a group.

» Last Member Query Interval: The Admin last member query interval that Querier-switch sends

Group-Specific Queries when it receives a Leave Group message for a group.
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»  Operational Status: Set the enabling status of IGMP Snooping router port learning.
® Status: Operational IGMP snooping status, must both IGMP snooping global and IGMP
snooping enable the status will be enable.
Query Robustness: Operational Query Robustness.
Query Interval: Operational Query Interval.
Query Max Response Interval: Operational Query Max Response Interval.

Last Member Query Counter: Operational Last Member Query Count.

Last Member Query Interval: Operational Last Member Query Interval.

Click the “Apply” button to save your changes or “Close” the button to close settings.

10.2.2 Querier

Administrator can choose created VLAN to enable or disable the IGMP Snooping query function.
When select checkbox and click "Edit" button will be go to set IGMP Snooping version, this
function can get IGMP Snooping query device regularly to VLAN local segments in all hosts and
routers send IGMP Snooping general query packets, to the query segment which multicast group
members.

Multicast + IGMP Snooping + Querier
Status
Metwork Querier Table
Port
PoE
VLAN
MAC Address Table

Spanning Tree

B | VLAN | State | Operational Status | Version | Querier Address
[] 1 Disablzd Disabled

Edit

= General

& |GMP Snooping
Froperty
Querier
Statistics

= MLD Snooping

= MVR

% Security

% ACL
¢ QoS
# Diagnostics

% Management
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Field Description

VLAN IGMP Snooping querier entry VLAN ID

State The IGMP Snooping querier Admin State.

Operational Status The IGMP Snooping querier operational status

Querier Version The IGMP Snooping querier operational version.

Querier IP The operational Querier IP address on the VLAN
Edit Querier

Apply ] [ Close

Y

VLAN: The Selected Edit IGMP Snooping querier VLAN List.

»  State: Set the enabling status of IGMP Querier Election on the chose VLANSs.
® Enabled: if checked Enable IGMP Querier else Disable IGMP Querier.

» Version : Set the query version of IGMP Querier Election on the chose VLANSs.

® IGMPv2: Querier version 2.

® IGMPv3: Querier version 3. (IGMP Snooping version should be IGMPv3).

Click the “Apply” button to save your changes or “Close” the button to close settings.

10.2.3 Statistics
Display Receive / Transmit Packet information of IGMP snooping.
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Multicast + IGMP Snooping —+ Statistics
Status
Port , ;
PoE i .

VLAN
MAC Address Table

Spanning Tree

% | &€ | &€ & | & &€ & | &

Discovery

2 General

@ |GMP Snooping
Property
Querier
Statistics|

2 MLD Snooping

= MVR

| Source-specific Group Query

¥ Security

s ACL
# QoS
% Diagnostics

% Management

Field Description

® Total: Total RX igmp packet, include ipv4 multicast data to
CPU.
® Valid: The valid igmp snooping process packet.

InValid: The invalid igmp snooping process packet.
Other: The ICMP protocol is not 2, and is not ipv4

multicast data packet.

Receive Packet Leave: IGMP leave packet.
Report: IGMP join and report packet.

General Query: IGMP General Query packet.

Special Group Query: IGMP Special Group General Query
packet.
® Source-specific Group Query: IGMP Special Source and

Group General Query packet.

® Leave: IGMP leave packet.
® Report: IGMP join and report packet.
. ® General Query: IGMP general query packet include
Transmit Packet ] ]
guerier transmit general query packet
® Special Group Query: IGMP special group query packet

include querier transmit special group query packet.
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® Source-specific Group Query: IGMP Special Source and

Group General Query packet.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .

10.3 MLD Snooping

The function support selective Multicast forwarding (IPv6), MLD Snooping must be enabled globally
and for each relevant VLAN. The switch supports MLD Snooping on both static and dynamic VLANSs.
Hosts use the MLD protocol to report their participation in Multicast sessions, and the switch uses
MLD Snooping to build Multicast membership lists. It uses these lists to forward Multicast packets
only to switch ports where there are host nodes that are members of the Multicast groups. The
switch does not support MLD Querier.

10.3.1 Property
Administrator to enable MLD Snooping in addition to the manually configured Multicast groups,
the result is a union of the Multicast groups and port memberships derived from the manual

setup and the dynamic discovery by MLD Snooping. However, only the static definitions are
preserved when the switch is rebooted.

Multicast + MLD Snooping + Property
% Sialus
& Network
# Port

# PoE Version
# VLAN

# MAC Address Table

anning Tree
- Apply
ery

General VLAN Setting Table
IGMP Snooping
MLD Snooping
Statistics
MVR
® Security

State| [ Enavie T

| @ MLDV1
| ) MLDv2

Report Suppression | Eable e —

Router Port Query Query Query Max Last Member | LastMember

Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval

| ‘ VLAN | Operational Status

] 1 Disabled Enabled 2 125 10 2 1 Disabled

s ACL
v Qo [ eo |

¥ Diagnostics

¥ Management

»  State: Administrator can select Enable or Un-enable, Set the enabling status of IGMP Snooping
functionality.
® Enable: If Checked Enable IGMP Snooping, else is Disabled IGMP Snooping.
»  Version: Select either MLDv1 or MLDv2, Set the MLD snooping version.
® MLDv1: Only support process MLD v1 packet.
® MLDv2: Support v2 basic and v1.
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»  Report Suppression: Set the enabling status of MLD v1 report suppression.
® Enable: If Checked Enable MLD Snooping v1 report suppression, else Disable the report

suppression function.

Click the “Apply” button to save your changes.

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
[] 1 Disabled Enabled 2 125 10 2 1 Disabled
Edit

Field Description

VLAN The MLD entry VLAN ID

Operation Status The enable status of MLD snooping VLAN functionality

Router Port Auto Learn The enabling status of MLD snooping router port auto learning

The Query Robustness allows tuning for the expected packet loss on

Query Robustness a subnet.

Query Interval The interval of querier to send general query

Query Max Response In Membership Query Messages, it specifies the maximum allowed
Interval time before sending a responding report in units of 1/10 second.
Query Max Response The count that Querier-switch sends Group-Specific Queries when it
Interval receives a Leave Group message for a group.

Last Member Query The interval that Querier-switch sends Group-Specific Queries when
Interval it receives a Leave Group message for a group.

. The immediate leave status of the group will immediate leave when
Immediate leave ]
receive MLD Leave message.

Administrator can select VLAN in checkbox and click Edit button to set MLD Snooping.
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Y

Y

N —
| 1 1 1 |

Enable ;

= — Enable
Query Interval [125 |

VLAN: The VLAN ID of MLD Snooping.

State: Set the enabling status of MLD Snooping VLAN functionality.

® Enable: Enable: If Checked Enable MLD Snooping VLAN, else is Disabled MLD Snooping
VLAN.

Router Port Auto Learn: Set the enabling status of MLD Snooping router port learning.

® Enable: If checked Enable learning router port by query and PIM, DVRMP, else Disable the
learning router port.

Immediate leave: Immediate Leave the group when receive MLD Leave message.

® Enable: If checked Enable immediate leave, else disable immediate leave.

Query Robustness: The Admin Query Robustness allows tuning for the expected packet loss on

a subnet.

Query Interval: The Admin interval of querier to send general query.

Query Max Response Interval: The Admin query max response interval, In Membership Query

Messages, it specifies the maximum allowed time before sending a responding report in units of

1/10 second.

Last Member Query Counter: The Admin last member query count that Querier-switch sends

Group-Specific Queries when it receives a Leave Group message for a group.

Last Member Query Interval: The Admin last member query interval that Querier-switch sends

Group-Specific Queries when it receives a Leave Group message for a group.

Operational Status: Set the enabling status of MLD Snooping router port learning.
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®  Status: Operational MLD snooping status,must both MLD snooping global and MLD
snooping enable the status will beenable.

Query Robustness: Operational Query Robustness.

Query Interval: Operational Query Interval.

Query Max Response Interval: Operational Query Max Response Interval.

Last Member Query Counter: Operational Last Member Query Count.

Last Member Query Interval: Operational Last Member Query Interval.

10.3.2 Statistics
If administrator to enable MLD snooping, the page will display Receive / Transmit Packet

information of MLLD Snooping.

Multicast + MLD Snooping —+ Statistics

¥ Status

Balictvok Receive Packet
# Pot e -5k
0 i
» PoE :
¥ VLAN i 0
¥ MAC Address Table P 0
¢ Spanning Tree i 0
# Discovery A
= Multicast 0
@ General
= IGMP Snooping e El::ll:l!::]: : 0
& MLD Snooping Special Group Query | 0
POTIE Source-specific Group Query - 0

2 MVR
» Security

¥ ACL

¢ QoS

¥ Diagnostics

# Management

Field Description

® Total: Total RX MLD packet, include ipv4 multicast data to
CPU.

® Valid: The valid MLD snooping process packet.

InValid: The invalid MLD snooping process packet.
® Other: The ICMPV6 type is not MLD, and is not ipv6

multicast data packet and is not IPV6 router protocol.

Receive Packet

® Leave: MLD leave packet.
® Report: MLD join and report packet.
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® General Query: MLD General Query packet.

® Special Group Query: MLD Special Group General Query
packet.

® Source-specific Group Query: MLD Special Source and

Group General Query packet.

Leave: MLD leave packet.
Report: MLD join and report packet.
General Query: MLD general query packet.

Transmit Packet . )
Special Group Query: MLD special group query packet.

Source-specific Group Query: MLD Special Source and

Group General Query packet.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .

10.4 MVR

MVR (Multicast VLAN Registration) is designed for applications that use wide-scale deployment of
multicast traffic across an Ethernet ring-based service-provider network (for example, the broadcast
of multiple television channels over a service-provider network). MVR allows a subscriber on a port
to subscribe and unsubscribe to a multicast stream on the network-wide multicast VLAN.

It allows the single multicast VLAN to be shared in the network while subscribers remain in separate
VLANs. MVR provides the ability to continuously send multicast streams in the multicast VLAN, but to

isolate the streams from the subscriber VLANs for bandwidth and security reasons.

10.4.1

Multicast + MVR —+ Property

Status

Property

stwor State| ®J Enable
Port
PoE —
VLAM Mode ! - Compapble !
MAC Address Table S e
nning Tree Group Start | Jo.0.0.0 |
3 !'u B ZEISEZIZIISSISIISSISSISSSSSSSSSSSSSSSSSISISSSSSSISISSSSSSISISSSSSSISISSSSSSISIZZSZy
Gl Count
~ Wltcast S .
= General Query Time | I | !
= IGMP Snooping :
o
Operational Grou
& MVR _
S s ;
Port Setting Curmnti ]
Group Address
Security Apply

Management

. +(886)2-8911-6160

’X‘ issales@cerio.com.tw
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»  State: Administrator can select Enable or Un-enable, Set the enabling status of MVR
functionality.

® Enable: if checked enable the MVR state, else disable the MVR state.

VLAN: Select the MVR VLAN ID.

» Mode: Set the MVR mode.

® Compatible: compatible mode.

Y

® Dynamic: dynamic mode, will learn group member on source port.

»  Group Start: Administrator can set range is 224.0.0.0 to 239.255.255.255,MVR group range
start.

»  Group Count: MVR group continue count, Uses the count parameter to configure a contiguous
series of MVR group addresses (the range for count is 1 to 128; the default is 1).

» Query Time: MVR query time when receive MVR leave MVR group packet,Administrator can
defines the maximum time to wait for IGMP report memberships on a receiver port before
removing the port from multicast group membership. The value is in units of second. The range
is 1 to 10, and the default is 1 second.

»  Operational Group:
® Maximum: The max number of MVR group database.

® Current: The learned MVR group current time.

Click the “Apply” button to save your changes settings.

10.4.2 Port Setting
Administrator can select ports to set role and immediate of MVR.

Multicast + MVR - Port Setting
Status

Network Port Setting Table
Port

PoE

VLAN

MAC Address Table
Spanning Tree

| | I Entry I Port ‘ Role | Immediate Leave
GE1 None Disabled
GE2 None Disabled
GE3 None Disabled
GE4 None Disabled
GE5 None Disabled
GE6 None Disabled
GE7 None Disabled
GES None Disabled
GES None Disabled
10 GE10 None Disabled
11 GE11 None Disabled
12 GE12 None Disabled
13 GE13 None Disabled

¥
L
L
v
v
v
v
v

Discovery

|~ Multicast
General
IGMP Snooping
MLD Snooping
& MVR
Property
Port Setting
Group Address
Security
ACL
QoS

© 0w N O sE WN A

Diagnostics

Management
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Field Description

Port Port Name

Role Port Role for MVR, the type is None/Receiver/Source
Immediate Leave Status of immediate leave

Edit Port Setting

........................................................................................................................

...........................................................................................
...........................................................................................

Mone
Receiver
Source

________________________________________________________________________________________
________________________________________________________________________________________

........................................................................................................................

[ Apply ] [ Close l

»  Port: Display the selected port list.
>  Role: MVR port role.
® None: port role is none.
® Receiver: port role is receiver, Configures a port as a receiver port if it is a subscriber port
and should only receive multicast data. It does not receive data unless it becomes a
member of the multicast group, either statically or by using IGMP leave and join messages.
Receiver ports cannot belong to the multicast VLAN.
® Source: port role is source, Configures uplink ports that receive and send multicast data as
source ports. Subscribers cannot be directly connected to source ports. All source ports on

a switch belong to the single multicast VLAN.

» Immediate Leave: MVR Port immediate leave
® Enable: if checked is enable immediate leave, else disable immediate leave, This function
only be enabled on receiver ports to which a single receiver device is connected. When
Enables the Immediate Leave feature of MVR on the port. The Immediate Leave feature is
disabled by default

Click the “Apply” button to save your changes or “Close” the button to close settings.
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10.4.3 Group Address

Setting “add” and “Edit” and “Delete” and “Refresh” function for this management.

Multicast + MVR + Group Address
Status

Network

Port Add Group Address

PoE

VAN I —— i
MAC Address Table

Spanning Tree

€ € ¢« €« €« € « |«

Available Port Selected Port

General

IGMP Snooping
MLD Snooping
& MVR

Member

Property
Port Setting

Security
ACL
QoS

Diagnostics

Management

Field Description

VLAN The VLAN ID of MVR group.

Group Address The MVR group IP address.

Member The member ports of MVR group.

Type The type of MVR group. Static or Dynamic.
Life(Sec) The life time of this dynamic MVR group.

Add Group Address

........................................................................................................................

________________________________________________________________________________________________
————————————————————————————————————————————————————————————————————————————————————————————————

Group Address '

. _ - - - --------oco—i—-io--oc-—sso—so——oc—o-s—sc-csssss—ss——s=sccsscsscssssssss=cc=s=c=c=z==d
— (R e e

Available Port Selected Port

Member |

________________________________________________________________________________________________________________________

Apply ][ Close
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»  VLAN: The VLAN ID of MVR group.
»  Group Address: MVR group IP address ,Administrator can set MVR multicast group addresses
on the switch.(The address range is 224.0.0.0 to 239.255.255.255)
»  Member: Select Ports in the MVR Group.
® Available Port: Optional port member, it is only receiver port when MVR mode is
compatible, it include source port when mode is dynamic.

® Selected Port: Selected port member.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11. Security

11.1 RADIUS

Network architecture can establish a Remote Authorization login Service (RADIUS) server to provide
a centralized 802.1X or MAC-based network access control for all of its devices. This switch can act as
a RADIUS client that uses the RADIUS server to provide centralized security and authorization and
user authentication.

Administrator can set account for the switch on the RADIUS server, and configure that RADIUS server

along with the other parameters on the RADIUS page.

Security » RADIUS

Status

Network

Port

PoE

VLAN

MAC Address Table
nning Tree

Use Default Parameter

€ € &« &« «€ &« <« « |«

RADIUS Table
TACACS+
2 AAA Showing entries Showing 0 to 0 of 0 entries
= Management Access
Port Security

] | Server Address | Server Port | Priority | Retry | Timeout | Usage |
Protected Port ‘
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
¥ ACL
s QoS5

0 results found.

| agd || Edt ][ Deete |

3 @ a9 @

% Diagnostics

% Management
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»  Use Default Parameters :

® Retry: Set default retry number ,Enter the number of transmitted requests that are sent to
the RADIUS server before a failure is considered to have occurred. Default is 3.

® Timeout: Set default timeout value ,Enter the number of seconds that the switch waits for
an answer from the RADIUS server before retrying the query, or switching to the next
server. Default is 3.

® Key String: Set default RADIUS key string ,The key string used security communications
between the switch and the RADIUS server by MD5.This key must match the key configured
on the RADIUS server. If don't have an encrypted key string (from other device), please
enter the key string in plaintext form.

Click the “Apply” button to save your changes settings.

Field Description
Server Address RADIUS server address.
Server Port RADIUS server port.

RADIUS server priority (smaller value has higher priority). RADIUS

session will try to establish with the server setting which has

Priority highest priority. If failed, it will try to connect to the server with
next higher priority.
RADIUS server retry value. If it is fail to connect to server, it will
Retry keep trying until timeout with retry times.
. RADIUS server timeout value. If it is fail to connect to server, it will
Timeout

keep trying until timeout.

RADIUS server usage type
* Login: For login authentication.

Usage e 802.1x: For 802.1x authentication.
e All: For alltypes.
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Add RADIUS Server

L O IPve

Server Address | [192.165.2.00 | |

Server Port | [1512 |

Aply || close

»  Address Type: Select IP Version 4 / 6 or use Hostname typem, In add dialog, user need to
specify server Address Type
® Hostname: Use domain name as server address.
® [IPv4: Use IPv4 as server address.
® |Pv6: Use IPv6 as server address.

»  Server Address: Please enter the IP address or hostname of the RADIUS server. In add dialog,
user need to input server address based on address type. In edit dialog, it shows current edit

server address.

Y

Server Port: Set port of RADIUS server.

»  Priority: Administrator can enter the priority of the server. The priority determines the order
that the switch attempts to contact the servers to authenticate users. The switch first starts with
the highest priority server. 0 is the high priority, Set RADIUS server priority (smaller value has
higher priority). RADIUS session will try to establish with the server setting which has highest
priority. If failed, it will try to connect to the server with next higher priority.

»  Key String: Administrator can select user defined Encrypted or Plaintext to enter the key string
form used for authenticating and encrypting the communication between the switch and the
RADIUS server. This key must match the key configured on the RADIUS server. If administrator
select use default (checked in checkbox) will use the default key string.

»  Retry: Select User Defined to enter the number of requests that are sent to the RADIUS server

before a failure is considered to have occurred, or select Use Default to use the default value.

> Timeout: Select User Defined to enter the number of seconds that the switch waits for an
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answer from the RADIUS server before retrying the query or switching to the next server, or
select Use Default to use the default value. Set RADIUS server timeout value. If it is fail to
connect to server, it will keep trying until timeout.

» Usage: Select the RADIUS server authentication type.
® Login: RADIUS server is used for authenticating users that want to administer the switch.
® 802.1X: RADIUS server is used for authentication in 802.1X access control.
® All: RADIUS server is used for authenticating user that wants to administer the switch and

for authentication in 802.1X access control.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.2 TACACS+

Administrator can be configuration TACACS+ to connection TACACS+ Server to provide authentication

and authorization for all devices in the organization.

This page allow user to add, edit or delete TACACS+ server settings and modify default parameter of
TACACS+ server.

Security + TACACS+

¥ Status
s Network Use Default Parameter
L F"Ol't e T TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT T T T
U | Key String | | |
¥ MAC Address Table
¥ Spanning Tree Apply
—= y
L ]
TACACS+ Table
RADIUS Showing entries Showing 0 to 0 of 0 entries
TACACS+
2 AAA ] | Server Address | Server Port | Priority | Timeout |
@ Management Access 0 results found.
Port Security

Protected Port

Storm Control

Dos

Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
¢ ACL

| At || Eat || Detete |

3 a3 a8 @

% Q0S5

» Diagnostics

% Management

»  Use Default Parameters :
® Timeout: Enter the amount of time in seconds that passes before the connection between

the switch and the TACACS+ server times out. If a value is not entered for an individual
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server, the value is taken from this field, default is 5.
® Key String: Enter the default key string in encrypted or plaintext form used for
communicating with all TACACS+ servers.

Click the “Apply” button to save your changes settings.

Field Description

Server Address TACACS+ server address.

Server Port TACACS+ server port.

TACACS+ server priority (smaller value has higher priority).
TACACS+ session will try to establish with the server setting which
Priority has highest priority. If failed, it will try to connect to the server with

next higher priority.

RADIUS server retry value. If it is fail to connect to server, it will keep

Retry trying until timeout with retry times.

. TACACS+ server timeout value. If it is fail to connect to server, it will
Timeout ) o
keep trying until timeout.

Add TACACS+ Server

=
=3
=1
@
&
&
=
@

1 Use Default

B L e T ]
1 1 "

Use Default E

e

Apply ] [ Close
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Address Type: Select IP Version 4 / 6 or use Hostname typem, In add dialog, user need to
specify server Address Type

® Hostname: Use domain name as server address.

® [IPv4: Use IPv4 as server address.

® [Pv6: Use IPv6 as server address.

Server Address: In add dialog, user need to input server address based on address type. In edit
dialog, it shows current edit server address.

Server Port: Set TACACS+ server port.

Priority: Administrator can enter the priority of the server. The priority determines the order
that the switch attempts to contact the servers to authenticate users. The switch first starts with
the highest priority server. 0 is the high priority, Set TACACS+ server priority (smaller value has
higher priority). TACACS+ session will try to establish with the server setting which has highest
priority. If failed, it will try to connect to the server with next higher priority.

Key String: Administrator can select user defined Encrypted or Plaintext to enter the key string
form used for authenticating and encrypting the communication between the switch and the
TACACS+ server. This key must match the key configured on the TACACS+ server. If administrator
select use default (checked in checkbox) will use the default key string.

Timeout: Set TACACS+ server timeout value. If it is fail to connect to server,it will keep trying

until timeout.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.3 AAA

11.3.1 Method List

Administrator can set groups of AAA security, each group have 4 method table, each method can
select 1 of 6 type which contains Empty / None / Local / Enable / RADIUS and TACACS+.

This page allow user to add, edit or delete login authentication list settings (The “default” list
cannot be deleted.). The line combined to this list will authenticate login user by methods in this
list. If the first method is failed, it will try to use the next priority method to authenticate if it
exists.With RADIUS and TACACS+ methods, the failed means connecting to server fail. With Local

method, the failed means cannot find the user in local database.
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Security + AAA -+ Method List

Status

Network Method List Table
Port
PoE Showing entries Showing 1 to 2 of 2 entries

VLAN ] | Name | Sequence |
MAC Add -

At add ] default (1) Local
(1) Local

(2) TACACS+

€ € € €« €« &« «€ &« <«

add || Edt ||  Delete

RADIUS
TACACS+
& AAA
Login Authentication
Management Access
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard

¥ ACL
s QoS
» Diagnostics

» Management

Field Description

Login authentication list name. This name should be different from

Name other existing lists.
Priority of login authentication method.
* None: Authenticated with any condition.
* Local: Use local accounts database to authenticate
Sequence

e TACACS+: Use remote TACACS+ server to authenticate.
¢ RADIUS: Use remote Radius server to authenticate.

* Enable: Use local enable password to authenticate
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Edit Method List

RADIUS i
TACACS= ;

Enable
RADIUS !
TACACS+ :

Empty i
Mone H
Local

Enable

RADIUS !
TACACS+ :

Enable
RADIUS !
il () TACACS+ i

[ Apply ” Close l

Y

Name: Login authentication list name. This name should be different from other existing lists.
» Method 1: Select first priority of login authentication method.
® None: Authenticated with any condition.
® Local: Use local accounts database to authenticate TACACS+: Use remote TACACS+ server
to authenticate.
® RADIUS: Use remote Radius server to authenticate.
® Enable: Use local enable password to authenticate.
» Method 2: Select first priority of login authentication method.
® None: Authenticated with any condition.
® Local: Use local accounts database to authenticate TACACS+: Use remote TACACS+ server
to authenticate.
® RADIUS: Use remote Radius server to authenticate.
® Enable: Use local enable password to authenticate.
» Method 3: Select first priority of login authentication method.
® None: Authenticated with any condition.
® Local: Use local accounts database to authenticate TACACS+: Use remote TACACS+ server
to authenticate.
® RADIUS: Use remote Radius server to authenticate.
® Enable: Use local enable password to authenticate.
» Method 4: Select first priority of login authentication method.
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® None: Authenticated with any condition.

® Local: Use local accounts database to authenticate TACACS+: Use remote TACACS+ server
to authenticate.

® RADIUS: Use remote Radius server to authenticate.

® Enable: Use local enable password to authenticate.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.3.2 Login Authentication
When administrator has created security groups in "AAA=»method" then administrator can

select different security group in service port.

Security + AAA -+ Login Authentication

» Status

¥ Network

Por Console (1) Local
L4

SE ree 8 Rehcs.
» VLAN

¥ MAC Address Table SSH (1) Local

(1)Local
L (2) TACACS+
HTTPS (1) Local
RADIUS Apply

TACACS+

o AAA

IMethod List
= Management Access
Port Security
Protected Port
Storm Control
DoS
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
% ACL

e I I

» QoS

» Diagnostics

¥ Management

Field Description

Console Specify login authentication list combined on console
Telnet Specify login authentication list combined on Telnet
SSH Specify login authentication list combined on SSH
HTTPS Specify login authentication list combined on HTTPS

Click the “Apply” button to save your changes settings.
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11.4 Management Access

11.4.1 Management VLAN
When created VLAN function then administrator can select a specific VLAN, only allow this VLAN

can to enter the Ul management page.

Security + Management Access + Management VLAN
Status

Network

Port

PoE

VLAN

MAC Address Table

ning Tree

1- default v ;

® & |« |« |« | &« &« « «

RADIUS

TACACS+
= AAA
& Management Access
Management Service
Management ACL
Management ACE
Port Security
Protected Port
Storm Control
2 DoS

» Management VLAN: Select the Management VLAN ID.

Click the “Apply” button to save your changes settings.

11.4.2 Management Service
Administrator can select enable Telnet / SSH / HTTP / HTTPS / SNMP by different protocol to login

service and configuration login timeout limit and password error retry count limit.
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Security + Management Access + Management Service
Status

etwori Mnnagement Service
o e
| Telnet| | Enable
PoE £
VLAN i SSH | [ Enable
|

HTTP | Enable

MAC Address Table

HTTPS | [ | Enable

« & &« &« |« |« | « | « «

RADIUS Console || [10 |
TACACS+ L
AAA Telnet | [0 |
Management Access

Management VLAN SSH ¢ [10 |

Management ACL O ! |1D ______ I

Management ACE HTTPS |1[) I !
Port Security | _ S |
Protected Port
Dos Console | [5 ] |
Dynamic ARP Inspection L H
DHCP Snooping Telnet |3 |
IP Source Guard h i

SSH ! 5 | |

» Management Service: Management service admin state.
Telnet: Connect CLI through telnet.

SSH: Connect CLI through SSH.

HTTP: Connect WEBUI through HTTP.

HTTPS: Connect WEBUI through HTTPS.

SNMP: Manage switch trough SNMP.

> Session Timeout: Set session timeout minutes for user access to user interface. 0 minutes

means never timeout, After login management page, in the set time if not session then system
will auto timeout, administrator need re-login.

Console: Set console for session timeout 0¥65535 minutes.

Telnet: Set Telnet for session timeout 0~65535 minutes.

SSH: Set SSH for session timeout 0~65535 minutes.

HTTP: Set HTTP for session timeout 0~65535 minutes.

HTTPS: Set HTTPS for session timeout 0~65535 minutes.

» Password Retry Count: Retry count is the number which CLI password input error tolerance

count. After input error password exceeds this count, the CLI will freeze after silent time, If login
error reaches the set value then login page will be kicked out, administrator need reopen the
login page.

® Console: Set console for password Retry count of 0~120 .

® Telnet: Set Telnet for password Retry count of 0~120 .
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® SSH: Set SSH for password Retry count of 0~120 .

»  Silent Time: This function to be matched "Password Retry Count" function, if login error reaches
the set value within then set value of silent time will can't be reopen login page until the set
time end ,After input error password exceeds password retry count, the CLI will freeze after
silent time.
® Console: Set console for Silent Time of 0~65535 minutes .
® Telnet: Set Telnet for Silent Time of 0~65535 minutes .
® SSH: Set SSH for for Silent Time of 0~65535 minutes .

11.4.3 Management ACL
Administrator can create ACL and set Active or Deactive the rules.
If administrator set "Active" will be apply "Management ACE" rules. ACL can set which ports is

Permit or Deny connection to which services of the switch management interface.

Security + Management Access + Management ACL

Status

PoE
VLAN | Awoy |
MAC Address Table
nning Tree Management ACL Table
Vulticas Showing entries Showing 1 to 1 of 1 entries
W | ACLName | State | Rule |
RADIUS ‘|:| test 1 Acive 0
TACACS+
o AAA
& Management Access [ Active l [ Deactive ] [ Delete l
Mamagement VLAN
IManagement Service
Management ACL
Mamagement ACE
Port Security

Protected Port

Storm Control

DoS

Dynamic ARP Inspection
DHCP Snooping

IP Source Guard

3 49 9 4@

»  ACL Name: Input MAC ACL name.

Click the “Apply” button to save your changes settings.
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Field Description

ACL Name Display Management ACL name

State Display Management ACL whether active.

Rule Display the number Management ACE rule of ACL

Set the "Active" and "Deactive" and "Delete" for this table management.

1144 Management ACE

This management ACE page is to create an ACL profile rule. Administrator can select an created
ACL profile to set security rule. If set the ACE only use Telnet a single rule. After confirmation the
rule will apply to ACL profile.

Administrator can go to "management ACL" page click "Active" button to enable the rule. After
active the rule, this management page will can't operating only use Telnet protocol to
management, Setting “add” and “Edit” and “Delete” function for this management.

Security + Management Access + Management ACE
Staius

Network

Port

PoE

VLAN

MAC Address Table

yanning Tree

LEE BN AR BN BN B8 BE B

RADIUS
TACACS+
o AAA
& Management Access
Management VLAN
Management Service
Management ACL
Management ACE
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard

Selected Port

3 @ @ @

/ (1-128) |

»  ACL Name: Select the ACL name to which an ACE is being added.
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Field Description

Priority Display the priority of ACE.

Action Display the action of ACE

Service Display the service ACE.

Port Display the port list of ACE.

Address / Mask Display the source IP address and mask of ACE.

Add Managemet ACE

ACL Name '

Priority |

Available Port Selected Port

GE1 GE3
| |GE4 GE2
| |GES

el =

| |GET

GE2

GEg

GE10 -

1Pva | [192.168.2.77 | 1]255.255.255.0 |

1PVG | ! (1-128) |

_apoy J[ ciose |
ACL Name: Display the ACL name to which an ACE is being added.
»  Priority: Set this rule priority, Specify the priority of the ACE. ACEs with higher sequence are
processed first (1 is the highest priority). Only available on Add Dialog.
»  Service: Select the type service of rule.

Y

All: All services .

HTTP: Only HTTP service .
HTTPs: Only HTTPs service.
SNMP: Only SNMP service.
SSH: Only SSH service.

Telnet: Only Telnet service
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»  Action: Select the action after ACE match packet.
® Permit: Forward packets that meet the ACE criteria.

® Deny: Drop packets that meet the ACE criteria.

Y

Port: Select ports which will be matched.

»  IP Version: Select the type of source IP address.
® All: All IP addresses can access.

® |Pv4: Specify IPv4 address ca access.

® |Pv6: Specify IPv6 address ca access

Y

IPv4: Enter the source IPv4 address value and mask to which will be matched.

> IPv6: Enter the source IPv6 address value and mask to which will be matched.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.5 Port Security

Port security examines all traffic received by secure ports to detect violations or to recognize and
secure new MAC addresses. When the shutdown violation mode is configured, traffic cannot enter
the secure port after a violation has been detected, which removes the possibility that violations
might cause excessive CPU load.

Port security monitors received packets. Access to locked ports is limited to users with specific MAC
addresses, This page allow user to configure port security settings for each interface. When port

security is enabled on interface, action will be perform once MAC address over.

Security + Port Security

Port Security Table

— Security | Por | State | MAC Address | Action
RADIUS a 1 GE1 Disabled 1 Discard
TACACS+ 2 GE2 Disabled 1 Discard

A m 3 GE3 Disabled 1 Discard
MEﬂ.’md = A 4  GE4 Disabled 1 Discard
Login Authentication

¢ Management Access 5 GES Disabled 1 Discard
Management VLAN 6 GE6 Disabled 1 Discard
LTRSS () 7 GET Disabled 1 Discard
Management ACL 8 GES Disabled 1 Discard
Management ACE -

m [ ] 9 GE9 Disabled 1 Discard
Protected Port O 10 GE10 Disabled 1 Discard
Storm Control 1 GEM Disabled 1 Discard
gos A . ) 12 GE12 Disabled 1 Discard

2 namic ng ion o2

@ DLCF’ Snooping i 13 GE13 Disabled 1 Discard

2 IP Source Guard 14 GE14 Disabled 1 Discard
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»  State: Select the status of port security
® Disable: Disable port security function.
® Enable: Enable port security function.

»  Rate Limit : Set rate limit of 1-600 packets per second.

Click the “Apply” button to save your changes settings.

Field Description
Port Port name which the port security.
State Display port security of Enable or Disable state.
Addres Limie Displays thg maximum number of port security of MAC addresses that
can be configured on the port.
Total Displays the number of all port security total MAC addresses on the
port.
Configured Displays the number of all port security MAC addresses configured on
the port.
Displays the operational state that the interface applies to packets
arriving on the locked interface.
Violate Active * Protect.
* Restrict.
¢ Shutdown.
Sticky Display port security sticky of Enable or Disable.
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Edit Port Security

port| cet-ees

Enable |

[ Apply H Close l

»  Port: Display selected Port number.

»  State: Enable or Un-Enable the port security.

»  Address Limit: When configuring port security, the maximum number of secure MAC addresses
that can be configured in the switch, A secure port has a default of one MAC address. The
default can be changed to any value between 1 and 256. The upper limit of 256 guarantees one
MAC address per port.

> Violate Action: Select the action if learned mac addresses, If Interface Status is locked, select an
action to be applied to packets arriving on a locked interface.
® Protect: Drop packets with invalid MAC address.
® Restrict: Drop packets with invalid MAC address and log the event.
® Shutdown: Drop packets with invalid MAC address and shut down the interface of port,

and log the event.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.6 Protected Port

This page allow user to configure protected port setting to prevent the selected ports from
communication with each other. Protected port is only allowed to communicate with unprotected
port. In other words, protected port is not allowed to communicate with another protected port.
If administrators check enable to make this a protected port. A protected port is also referred as a
Private VLAN Edge. It's provide Layer 2 isolation between interfaces (Ethernet ports and Link
Aggregation Groups) that share the same Broadcast domain (VLAN).After enable protected port,
packets received from protected ports can be forwarded only to unprotected egress ports and

unrestricted by VLAN members.
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Security + Protected Port
¥ Status
Network Protected Port Table
Port
PoE
VLAN
MAC Address Table

Spanning Tree

state |
GE1 Unprotected
GE2 Unprotected
GE3 Unprotected
GE4 Unprotected
GE5 Unprotected
GEG Unprotected
GE7 Unprotected
GE3 Unprotected

mlu
m
=
3
b=
g
3

D ery

Multicast

RADIUS
TACACS+

o AAA

= Management Access
Port Security

[ B = 1 B & B o N

[ ] 9 GES Unprotected
— 10 GE10 U tected
Storm Control U nprotecte
= DoS [] 11 GE11  Unprotected
= Dynamic ARP Inspection [ 12 GE12 Unprotected
@ DHCF Snooping ] 13 GE13  Unprotected
il 'Sm”ce Guard O 14 GE14 Unprotected
AC
¥ [ ] 15 GE15 Unprotected
¥ QoS
; ; J 18 GE16 Unprotected
» Diagnostics
[] 17 GE17  Unprotected
% Management
[ 18 GE18 Unprotected
Field Description

Port Port Name

Port protected admin state.
State * Protected: Port is protected.

* Unprotected: Port is unprotected

Edit Protected Port

S

Port| GE1-GEZ

e
i
i
|
i

o
=
[
[
0
0
0
0
0
0
0
1
i

Protected

_ (W

[ Apply H Close ]

»  Port: Display selected Port number.
»  State: Port protected admin state.
® Protected: Enable protecting function.

® Unprotected (deselect): Disable protecting function

Click the “Apply” button to save your changes or “Close” the button to close settings.
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11.7 Storm Control

When the rate of Broadcast / unknown Multicast or unknown Unicast frames is higher than the
user-defined threshold, this function can to limit the number of frames entering the switch and to
define the types of frames that are counted towards this limit. Will be the frames received beyond

the threshold are discarded or the interface shuts down.

Security + Storm Control

Status

Network H
Mode |
IFG |
Apply
Port Setting Table
RADIUS
TACACS+
AAA | Broadcast | Unknown Multicast | Unknown Unicast )
B | Entry | Port State Action
Management Access | State Rate (Kbps) | State Rate (Kbps) | State Rate (Kbps)
ETREE L 0 1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
Frotected Port O 2 GE2 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Droj
Storm Control — P
DoS L 3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
Dynamic ARP Inspection O 4 GE4 Disabled Disabled 10000 Disabled 10000  Disabled 10000 Drop
DHCP Snooping ] 5 GE5 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
IP Source Guard — ; . ) .
[l 6 GEG6 Dizabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
ACL -
¥ A L 7 GET Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
QoS —
¢ 5 _' = J 8 GE8 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
¥ Diagnostics —
L 9 GE9 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
» Management -
J 10 GE10 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop

» Mode: Select the unit of storm control.
® Packets/sec: Select by Packets/second of the rate threshold.
® Kbits/sec: Select by Kbits/second of the rate threshold.
»  IFG: Select the rate calculates w/o preamble & IFG (20 bytes).
® Excluded: exclude preamble & IFG (20 bytes) when count ingress storm control rate.

® Include: include preamble & IFG (20 bytes) when count ingress storm control rate.

Click the “Apply” button to save your changes settings.

Field Description
Port Port name which the host located.
State Display enable or disable the storm control function.
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Show the storm control for the Broadcast packets.
¢ State: Display enable or disable the storm control for

Broadcast broadcast packets.
* Rate(Kpps): Displays the bandwidth threshold for broadcast
packets.

Show the storm control for the unknown Multicast packets.
e State: Display enable or disable the storm control for

Unknown Multicast unknown Multicast packets .
* Rate(Kpps): Displays the bandwidth threshold for unknown
Multicast packets.

Show the storm control for the unknown Unicast packets.
¢ State: Display enable or disable the storm control for

Unknown Unicast unknown Unicast packets .
* Rate(Kpps): Displays the bandwidth threshold for unknown
Unicast packets.

* Drop: Shows will Broadcast / unknown Multicast or unknown
Unicast frames is higher than the user-defined threshold.
Action ¢ Shutdown: will Broadcast / unknown Multicast or unknown

Unicast frames is higher than the user-defined threshold.

Edit Port Setting

i [| Enable i
Unknown Unicast

Shutdown

[ Apply H Close ]

Y

Port: Display selected Port number.
»  State: Select the state of setting.
® Enable: Enable the storm control function.
» Broadcast: If enable storm control for Broadcast traffic will count Broadcast traffic towards the
bandwidth threshold.
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® Enable: Enable the storm control function of Broadcast packet, Value of storm control
rate, Unit: Kbps (Kbits per-second, range16 - 1000000) depends on global mode setting.
» Unknown Multicast: If enable storm control for unknown Multicast will count unknown
Multicast traffic towards the bandwidth threshold.
® Enable: Enable the storm control function of Unknown Multicast packet, Value of storm
control rate, Unit: Kbps (Kbits per-second, range16 - 1000000) depends on global mode
setting.
» Unknown Unicast: If enable storm control for unknown Unicast will count unknown Unicast
traffic towards the bandwidth threshold.
® Enable: Enable the storm control function of Unknown Unicast packet, Value of storm
control rate, Unit: Kbps (Kbits per-second, range16 - 1000000) depends on global mode
setting.
»  Action: Administrator can select Drop or Shutdown will Broadcast / unknown Multicast or
unknown Unicast frames is higher than the user-defined threshold.
® Drop: Received beyond the threshold will discard the frames, Packets exceed storm
control rate will be dropped
® Shutdown: Received beyond the threshold will shut down the port, Port will be shutdown

when packets exceed storm control rate.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.8 DoS

DoS attack (denial-of-service) is a cyber-attack where the perpetrator seeks to make a machine or
network resource unavailable to its intended users by temporarily or indefinitely disrupting services
of a host connected to the Internet. Denial of service is typically accomplished by flooding the
targeted machine or resource with superfluous requests in an attempt to overload systems and

prevent some or all legitimate requests from being fulfilled.

11.8.1 Property
This default is enabled all DoS protection feature and SYN-FIN / SYN-RST protections. The default

threshold is 60 SYN packets per second. The default period of port recovery is 60 seconds.
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POD| M Enable
UDP Blat |

TCP Blat | Enable

DMAC=SMAC | [ Enabe
Null Scan Attack |

X-Mas Scan Attack | Enable
TCP SYN-FIN Attack | Enable

TCP SYN-RST Attack |
ICMP Fragment |

TCP-SYN |==

Enable

i Enable IPv4 |

Ping Max Size

-E Enable
TCP Min Hdr size .p==|============:::::::::::
i |20

Enable
IPv6 Min Fragment il;:— [ ——

¥
Enable
Smurf Attack |F--2c=0c=c==s=ss======s==s
It

Apply
» POD:

® Enable: Enable the Dos attack of avoids ping of death attack function.
» Lland:

® Enable: Enable the Dos attack of drops the packets if the source IP address is equal to the
destination IP address function.
» UDP Blat:
® Enable: Enable the Dos attack of drops the packets if the UDP source port equals to the
UDP destination port function.
» TCP Blat:
® Enable: Enable the Dos attack of drops the packages if the TCP source port is equal to the
TCP destination port function.
» DMAC = SMAC:
® Enable: Enable the Dos attack of drops the packets if the destination MAC address is
equal to the source MAC address function.
»  Null Scan Attach:
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® Enable: Enable the Dos attack of drops the packets with NULL scan function.
»  X-Mas Scan Attack:
® Enable: Enable the Dos attack of drops the packets if the sequence number is zero, and
the FIN, URG and PSH bits are set function.
»  TCP SYN-FIN Attack:
® Enable: Enable the Dos attack of drops the packets with SYN and FIN bits set function.
»  TCP SYN-RST Attack:
® Enable: Enable the Dos attack of drops the packets with SYN and RST bits set function.
» ICMP Flagment:
® Drop: Enable the Dos attack of drops the fragmented ICMP packets function.
»  TCP- SYN (SPORT<1024):
® Enable: Enable the Dos attack of drops SYN packets with sport less than 1024 function.
»  TCP Fragment (Offset = 1):
® Enable: Enable the Dos attack of drops the TCP fragment packets with offset equals to
one function.
»  Ping Max Size:
® Enable: Enable the Dos attack of specify the maximum size of the ICMPv4/ICMPv6 ping
packets. The valid range is from 0 to 65535 bytes, and the default value is 512 bytes.
»  IPv4 Ping Max Size:
® Enable: Enable the Dos attack of checks the maximum size of ICMP ping packets, and
drops the packets larger than the maximum packet size function.
»  IPv6 Ping Max Size:
® Enable: Enable the Dos attack of checks the maximum size of ICMPv6 ping packets, and
drops the packets larger than the maximum packet size function.
»  TCP Min Hdr Size:
® Enable: Enable the Dos attack of checks the minimum TCP header and drops the TCP
packets with the header smaller than the minimum size. The length range is from 0 to 31
bytes, and default length is 20 bytes function.
»  IPv6 Min Flagment:
® Enable: Enable the Dos attack of checks the minimum size of IPv6 fragments, and drops
the packets smaller than the minimum size. The valid range is from 0 to 65535 bytes, and
default value is 1240 bytes function.
»  Smurf Attack:
® Enable: Enable the Dos attack of avoids smurf attack. The length range of the netmask is

from 0 to 323 bytes, and default length is 0 bytes function.

Click the “Apply” button to save your changes settings
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11.8.2 Port Setting
Administrator can choose protected ports.

Security + DoS -+ Port Setting

Status

Metwork Port Setting Table
Port
PoE
o W | Entry | Port | State |
VIAC Address —
MAC Address Table O 1 GE1 Disabled
v
(] GE3  Dizabled
O GE4  Disabled
RADIUS :
TACACS+ |_| 6 GEB Disabled
o AAA ] 7 GE7T Disabled
= Management Access O 8 GES Disabled
SIS 0 9 GE9 Disabled
Protected Port — 10 GE10 Disabled
Storm Control U sable
. DoS ] 11 GE11 Disabled
Property O 12 GE12 Disabled
Port Setting (1 13 GE13 Disabled
= Dynamic ARF’. Inspection 0O 14 GE14 Disabled
= DHCP Snooping = -
= P Source Guard ] 15 GE15 Disabled
Field Description
Port Interface of port number.
State Display Enable/Disable the DoS protection on the interface.

Edit Port Setting

State Enable

C (R PPN |

[ Apply ][ Close l

»  Port: Display selected Port number.
»  State: Select the state of setting.

® Enable: Enable the DoS protection function.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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11.9 Dynamic ARP Inspection

Dynamic Address Resolution Protocol (ARP) is a TCP/IP protocol for translating IP addresses into MAC
addresses. Use the Dynamic ARP Inspection pages to configure settings of Dynamic ARP Inspection.

11.9.1 Property
This page allow user to configure global and per interface settings of Dynamic ARP Inspection.

Security + Dynamic ARP Inspection + Property

Status

Network o gl
e State | [ | Enable
Port szzzzz
Available VLAN Selected VLAN

PoE
VLAN VLAN 1
MAC Address Table ;
Spanning Tree VLAN |

RADIUS —_————

TACACS+ Apply

AAA

Management Access )

Port Security Port Setting Table

Protected Port
Storm Control

. D{;Smpe rty ] | Trust Source MAC Address | Destination MAC Address | IP Address | Rate Limit
Port Setting ] 1 GE1 Disabled Disabled Disabled Disabled Unlimited

& Dynamic ARP Inzpection O 2 GE2 Dizabled Dizabled Dizabled Disablad Unlimited
O 3 GE3 Disabled Disabled Disabled Disabled  Unlimited
Dsl:agsélr[:mping IEI 4 GE4 Disabled Disabled Disabled Disabled Unlimited

IP Source Guard L 5 GES5 Disabled Disabled Disabled Disabled Unlimited

O 6 GEB Disabled Disabled Disabled Dizabled Unlimited

] 7 GE7 Disabled Disabled Disabled Disabled Unlimited

»  State: Administrator can enable or disable this Dynamic ARP Inspection. Set checkbox to
enable/disable Dynamic ARP Inspection function.

»  VLAN: In the Enabled VLAN table, users assign static ARP Inspection lists to enabled VLANS.
When a packet passes through an untrusted interface that is enabled for ARP Inspection
switch will performs the checks, Select VLANSs in left box then move to right to enable
Dynamic ARP Inspection. Or select VLANSs in right box then move to left to disable Dynamic
ARP Inspection.

Click the “Apply” button to save your changes settings

Field Description

Port Port the port ID.
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Trust Display enable/disabled trust attribute of interface.

Source MAC Display enable/disabled source mac address validation attribute of
Address interface.

Destination MAC Display enable/disabled destination mac address validation
Address attribute of interface.

Display enable/disabled IP address validation attribute of interface,

IP Address Allow zero which means allow 0.0.0.0 IP address.

Rate Limit Display rate limitation value of interface.

Edit Port Setting

Destination MAC Address

_______________________________
_______________________________

Rate Limit

[ Apply H Close ]

»  Port: Display selected Port number.

A\

Trust: If enabled, the port or LAG is a trusted interface, and ARP inspection is not performed

on the ARP requests or replies sent to or from the interface. If Un-Enable, the port or LAG is

not a trusted interface, and ARP inspection is performed on the ARP requests or replies sent

to or from the interface. By default, it is disabled.

» Source MAC Address: Check Enable to validate the source MAC addresses in ARP requests
and replies, Set checkbox to enable or disable source mac address validation of interface. All
ARP packets will be checked whether sender macis same as source mac in
Ethernet header if enable source macaddress validation. Default is disabled.

» Destination MAC Address: Check Enable to validate the destination MAC addresses in ARP
replies, Set checkbox to enable or disable destination mac address validation of interface. All
ARP packets will be checked whether target mac is same as destination mac in Ethernet
header if enable destination mac address validation. Default is disabled.

»  IP Address: Set checkbox to enable or disable IP address validation of interface. All ARP

packets will be checked whether IP address is 0.0.0.0,255.255.255.255 or multicast address.

Default is disabled.

® Allow all-zeros IP: If IP address validation is enabled, check Enable to allow 0.0.0.0 the
IP address.
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»  Rate Limit: Enter the maximum rate that is allowed on the interface. The range is 1 to 50pps
and the default is 0 Unlimited.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.9.2 Statistics
The Statistics page will displays the statistical information for ARP Inspection.

Security + Dynamic ARP Inspection + Statistics

Sla

™

v Network Statistics Table
% Port
% PoE
kLol Source MAC | Destination MAC Source IP Destination IP IP-MAC
¥ MAC Address Table Forward Eai ) - ] - ) . .
= ailure Failure Validation Failure | Validation Failure | Mismatch Failure
Balrminoice 0 1 GEl 0 0 0 0 0 0
¥ O 2 GE2 0 0 0 0 0 0
¢ - 0 3 GE3 0 0 0 0 0 0
-
0 4 GE4 0 0 0 0 0 0
RADIUS =
E—— 0 5 GE5 0 0 0 0 0 0
AAA ] 6 GEG 0 0 0 0 0 0
Management Access [ 7 GE7 0 0 0 0 0 0
Port Security O § GE8 0 0 0 0 0 0
A EE IR O 9 GE9 0 0 0 0 0 0
Storm Control =
— O 10 GEf 0 0 0 0 0 0
Property 0 1 GEN 0 0 0 0 0 0
Port Setting O 12 GE12 0 0 0 0 0 0
Dynamic ARP Inspection 0 11 GE13 ) 0 0 0 0 )
sl O 14 GEl 0 0 0 0 0 0
-
DHCE Snooping ] 15 cEl5 0 0 0 0 0 0
IP Source Guard 0 16 GE16 0 0 0 0 0 0
O 17 GElT 0 0 0 0 0 0
O 18 cEe 0 0 0 0 0 0
Field Description
Port Interface of port number.
Forward Display how many packets forwarded normally.
Source MAC Failure Display how many packets dropped by source MAC validation.

Destination MAC

ail Display how many packets dropped by destination MAC validation.
allure

Source IP Address

Display how many packets dropped by source IP validation.
Validation Failures

Destination IP
Address Validation Display how many packets dropped by destination IP validation.

Failures
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IP-MAC Mismatch Display how many packets dropped by IP-MAC doesn’t match in IP
Failures Source Guard binding table.

11.10 DHCP Snooping

Administrator can use DHCP snooping to help avoid the Denial of Service attacks that result from
unauthorized users adding a DHCP server to the network that then provides invalid configuration
data to other DHCP clients on the network. DHCP packets received on other switch ports are

inspected before being forwarded. Packets from untrusted sources are dropped.

11.10.1 Property
This page allow user to configure global and per interface settings of DHCP Snooping.

Security + DHCP Snooping + Property
Status
MNetwork
Port
PoE : !

VLAN | [VLAN T
MAC Address Table ' !

| |
anning Tree | VLAN
| |

-«

Enable

Avallable VLAN  SelectedVLAN

« &€ | &« « « &« « «

RADIUS

TACACS+ Apply

AAA

IManagement Access

Port Security Port Setting Table

Protected Port
Storm Control

Dos . _
e — W | Entry | Port | Trust | Verify Chaddr | Rate Limit |
DHCP Snooping Il 1 GE1  Disabled Disabled Unlimited
O 2 GEZ Disabled  Disabled Unlimited
Statistics O 3 GE3 Disabled Disabled Unlimited
Optiond2 Property O 4 GE4 Disabled  Disabled Unlimited
Optiond2 Circuit ID —
|P Source Guard [l 5 GE5 Disabled Disabled Unlimited
O 6 GES Disabled Disabled Unlimited

»  State: Administrator can enable or Un-Enable DHCP Snooping, Set checkbox to enable/disable
DHCP Snooping function.

»  VLAN: Administrator can to enable DHCP Snooping on a VLAN, ensure that DHCP Snooping is
globally enabled on the switch, Select VLANs in left box then move to right to enable DHCP
Snooping. Or select VLANs in right box then move to left to disable DHCP Snooping.

Click the “Apply” button to save your changes settings.
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Field Description

Port Interface of port number.

Trust Display enable/disabled trust attribute of interface.

Verify Chaddr Display enable/disabled chaddr validation attribute of interface.
Rate Limit Display rate limitation value of interface.

Edit Port Setting

pert| cet-cez

' Enable :

—11
" 1 1

\4

Port: Display selected Port number.

\4

Trust: If check Enable will connected to a DHCP server or to other switches or routers as trusted

ports, Set checkbox to enable/disabled trust of interface. All DHCP packet will be forward

directly if enable trust. Default is disabled

»  Verify Chaddr: Set checkbox to enable or disable chaddr validation of interface. All DHCP
packets will be checked whether client hardware mac address is same as source mac in Ethernet
header if enable chaddr validation. Default is disabled.

»  Rate Limit: Enter the maximum rate that is allowed on the interface. The range is 1 to 300pps

and the default is 0 Unlimited.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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11.10.2  Statistics
This page allow user to browse all statistics that recorded by DHCP snooping function.

Security + DHCP Snooping + Statistics

Status

L ]
# Network Statistics Table
s Port
% PoE
2L Untrust Port )
¢ MAC Addr Chaddr Check | Untrust Port i : Invalid
W | Entry | Port | Forward with Option82
¢ Spanning Tree Drop Drop Drop Drop
ReDEIREN O 1 GE1 0 0 0 0 0
¥ r‘.-1url|c:.a_st 0 2 GE2 0 0 0 0 0
O 3 e 0 0 0 o o
RADIUS O 4 GE4 0 0 0 0 0
TACACS+ -
= AAA ] 5 GE5 0 0 0 0 0
= Management Access O 6 GE& 0 0 0 0 0
Port Security ] 7 GET 0 0 0 0 0
Protected Port O a GEs a 0 0 0 0
Storm Control - 9 GEg 0 0 0 0 0
° Dos U
= Dynamic ARP Inspection L 10 GE10 a 0 a a a
& DHCP Snooping ] 1 GEN 0 0 0 0 0
FIEIED O 12 GE12 0 0 0 0 0
S n 13 GE13 0 0 0 0 0
Option82 Property -
Optiona2 Circtit ID LJ 14 GEM 0 0 0 0 0
= IP Source Guard ] 15 GE15 0 0 0 0 0
[ 16 GEl6 0 0 0 0 0
Field Description
Port Interface of port number.
Forward Display how many packets forwarded normally.
Chaddr Check Drop Display how many packets dropped by chaddr validation.

Display how many DHCP server packets that are received by untrusted

Untrusted Port Drop
port dropped.

Untrusted Port with Display how many packets dropped by untrusted port with option82
Option82 Drop checking.
Invalid Drop Display how many packets dropped by invalid checking.
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11.10.3 Option82 Property
This page allow user to set string of DHCP option82 remote ID filed. The string will attach in
option82 if option inserted.

Security + DHCP Snooping + Option82 Property

% Status

% Network T .

¥ Port Remote ID -
PoE 5
VLAN
AC Address Table Operational Status
Spanning Tree | RemotelID | fc:8f:c4:0d:1e:a5 (Switch Mac in Byte Order) |
Apply
RADIUS Port Setting Table
TACACS+
o AAA
= Management Access S
Port Security W | Entry | Port | State | Allow Untrust |
Protected Port ] 1 GE1 Disabled Drop
Emg“ Conte! O 2 GE2 Disabled Drop
2 0 - .
= Dynamic ARP Inspection L L EE CEZILGEE LTy
. DHCP Snooping O 4 GE4  Disablad Drop
Property ] 5 GE5  Disabled Drop
HETEHIE ] 6 BE6  Disabled Drop
o — Al [] 7 GE7  Disabled Drop
Option82 Circuit ID - :
= |P Source Guard [} 8 GES Disabled Drop

» Remote ID: If Option 82 is enabled, select User Defined to manually enter the format
remote ID, Set checkbox to enable user-defined remote-ID. By default, remote ID is switch
mac in byte order.

Input user-defined remote ID. Only available when enable user-define remote ID.

Field Description

Operational Status Display remote ID information.

Click the “Apply” button to save your changes settings.

Field Description

Port Interface of port number.

State Set checkbox to enable/disable option82 function of interface.
Allow untrusted Display allow untrusted action of interface.
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Edit Port Setting

State | Enable

Keep
Drop |
Replace !

Allow Untrust |

! R
1

apply || close |

Port: Display selected Port number.
State: Check Enable or Un-Enable, Display option82 enable/disable status of interface.

YV V V

Allow untrusted: Select the action perform when untrusted port receive DHCP packet has
option82 filed. Default is drop.

® Keep: Keep original option82 content.

® Drop: Drop packets with option82.

® Replace: Replace option82 content by switch setting.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.10.4 Option82 Circuit ID

Administrator can use the Option82 Port CID Settings page to configure the Option 82 circuit-ID
Setting “add” and “Edit” and “Delete” function management, This page allow user to set string of
DHCP option82 circuit ID filed. The string will attach in option82 if option inserted.

Security -+ DHCP Snooping + Option82 Circuit ID

Option82 Circuit ID Table

Showing | Al |entries

‘ Port | VLAN | Circuit ID

A || Eat || Deete |

RADIUS
TACACS+
o AAA
= Management Access
Port Security
Protected Port
Storm Control
% DoS
% Dynamic ARP Inspection
; DHCP Snooping
Property
Statistics
Option82 Property

% IP Source Guard
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Field Description

Port Display port ID of entry.

VLAN Display associate VLAN of entry.
Circuit ID Display circuit ID string of entry.

Add Option82 Circuit ID

[ Apply ” Close l
»  Port: Select port from list to associate to CID entry. Only available on Add dialog.
»  VLAN: Input VLAN ID to associate to circuit ID entry. VLAN ID is not mandatory. Only

available on Add dialog.
»  Dircuit ID: Input String as circuit ID. Packets match port and VLAN will be inserted circuit ID.

Click the “Apply” button to save your changes or “Close” the button to close settings.

11.11 IP Source Guard

IP Source Guard restricts the client IP traffic to those source IP addresses configured in the IP Source

binding database, mainly can prevent traffic attacks caused when a host tries to use the IP address of

its neighbor.

11.11.1 Port Setting
This page allow user to configure per port settings of IP Source Guard.
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Security + IP Source Guard + Port Setting

Status

Network Port Setting Table
Port
PoE
VLAN B e e S By B
W | Entry | Port | State | Verify Source | CurrentEntry | Max Entry |
VIAC A ess e —
MAC Address Table | 1 GE1 Disabled P 0  Uniimited
Spanning Tree — ) i
[l 2 GE2 Disabled IP 0 Unlimited
p—
— O 3 GE3 Disabled P 0  Unlimited
Multicast -
- O 4 GE4  Disabled P 0 Unlimited
urity -
| 5 GE5 Disabled P 0  Uniimited
RADIUS -
B O 6 GE6  Disabled IP 0 Unlimited
o AAA | 7 GE7 Disabled P 0  Unlimited
© Management Access O & GES  Disabled P 0 Unlimited
P HEEIT 0 9 GE9 Disabled P 0 Unlimited
Protected Port — ) L
0 10 GE10 Disabled P 0 Unlimited
Storm Control —
- Dos | 11 GEM Disabled P 0  Unlimited
= Dynamic ARP Inspection [l 12 GE12 Disabled IP 0 Unlimited
© DHCP Snooping O 13 GE13 Disabled IP 0 Uniimited
¥ I Source Buand [] 14 GE14 Disabled P 0 Unlimited
Port Setting — : -
IMPV Binding [ 15 GE15 Disabled IP 0 Unlimited
Save Database [l 16 GE16 Disabled IP 0 Unlimited
¥ ACL [0 17 GE17 Disabled P 0  Unlimited
¥ QoS 0 18 GE18 Disabled P 0 Unlimited
Field Description
Port Interface of port number.
State Display IP Source Guard enable/disable status of interface.
Verify Source Display mode of IP Source Guard verification.

Current Binding ] o ) ]
Ent Display current binding entries of a interface.
ntry

Max Binding Entry Display the number of maximum binding entry of interface.

Edit Port Setting

Port! GE2 GE6-GET

I
S
ar

Apply H Close ]
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Y

Port: Display selected Port number.

»  State: Check Enable or Un-Enable this IP Source Guard. Mainly restricts the client IP traffic to
those source IP addresses configured Check Enable to enable IP Source Guard on the
interface. Administrator can disable this feature, Default is disabled.

»  Verify Source: Administrator can select IP only or MAC and IP type of source traffic to be
verified.

® |P: Only verify source IP address of packet.
® |P-MAC: Verify source IP and source MAC address of packet
»  Max Entry: Administrator need enter the maximum number of IP source binding rules. The

range is 0 to 50, and 0 is Unlimited.
Click the “Apply” button to save your changes or “Close” the button to close settings.

11.11.2 IMPV Binding

Use the Binding to query and view information about inactive addresses recorded in the IP
Source Guard database, This page allow user to add static IP source guard entry and browse all IP
source guard entries that learned by DHCP snooping or statically create by user, Setting “add”

and “Edit” and “Delete” for this function management.

Security -+ IP Source Guard + IMPYV Binding

¢ Status

¥ Network IP-MAC-Port-VLAN Binding Table

Port

PoE Showing | All v |entries Showing 0 to 0 of

VLAN { e
. } Port | VLAN | MAC Address | IP Address | Binding | Type | Lease Time

psd || Eat || Deee |

Multicast

- Security

RADIUS
TACACS+
o AAA
@ Management Access
Port Security
Protected Port
Storm Control
¢ DoS
¢ Dynamic ARP Inspection
% DHCP Sncoping
¢ IP Source Guard
Port Setting
IMPYV Binding
Save Database
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Field Description
Port Display port ID of entry.
VLAN Display VLAN ID of entry.

Display MAC address of entry. Only available of IP-MAC

MAC Address s
binding entry.

Display IP address of entry. Mask always to be
IP Address 255.255.255.255 for IP-MAC binding. IP binding entry display
user input

Binding Display binding type of entry.

Type of existing binding entry:
Status * Static : Entry added by user manually configured.
* Dynamic : Entry learned by DHCP snooping.

Lease time of DHCP Snooping learned entry. After lease time

L Ti
case fime entry will be deleted. Only available of dynamic entry.

Add IP-MAC-Port-VLAN Binding

VLAN | | -
Blndln PMAC-Po-VLAN
g P-Port-VLAN 5

====:::::I=l:l=l=‘;ss ' |8C:-!;D:EA:FE:OS:A;“““" | -

IP Address | [192.168.2.55 i

| Aoy || ciose |

»  Port: Administrator can select port from list of a binding entry.

»  VLAN: Specify a VLAN ID of a binding entry.

»  Binding: Administrator can select matching mode of binding entry.
® IP-MAC-Port-VLAN: packet must match IP address ~ MAC address ~ Port and VLAN ID.
® [IP-Port-VLAN: packet must match IP address or subnet -~ Port and VLAN ID.

» MAC Address: Input MAC address. Only available on IP-MAC-Port-VLAN mode.

» IP Address: Input IP address and mask. Mask only available on IP-MAC-Port mode.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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11.11.3 Save Databases
This page allow user to configure DHCP snooping database which can backup and restore
dynamic DHCP snooping entries

Security + IP Source Guard + Save Database
¥ Siatus

Network

Port

PoE

VLAN

MAC Address Table

Spanning Tree

Wiite Delay | 500 | 5
RADIUS koo ooosooooooceeoooceoossssssssssssssssssssssssisssssssssssssssssssssssssssssssssssssasd
TACACS+ Timeout  [300 |
= Management Access Apply
Port Security
Protected Port
Storm Control
2 DoS
= Dynamic ARP Inspection
= DHCP Snooping
& IP Source Guard
Port Setting
IMPV Binding

»  Type: Administrator can select the type of database agent.
® None: Disable database agent service.
® Flash: Save DHCP dynamic binding entries to flash.
® TFTP: Save DHCP dynamic binding entries to remote TFTP server.
»  Filename: Set file name of TFTP server, Input filename for backup file. Only available when
selecting type “flash” and “TFTP”.
»  Address Type: Select use Host name or IP address to connection TFTP server.
® Hostname: TFTP server address is hostname.
® IPv4: TFTP server address is IPv4 address.
»  Server Address: Input remote TFTP server hostname or IP address. Only availablewhen
selecting type “TFTP.
»  Write Delay: Input delay timer for doing backup after change happened. Default is 300
seconds.
» Timeout: Input aborts timeout for doing backup failure. Default is 300 seconds.

Click the “Apply” button to save your changes settings.
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12. ACL

ACL (Access Control List) is an ordered list of classification filters and actions. Each single classification
rule, together with its action, is called an Access Control Element (ACE). Each ACE is made up of filters
that distinguish traffic groups and associated actions. A single ACL may contain one or more ACEs, which
are matched against the contents of incoming frames. Either a DENY or PERMIT action is applied to

frames whose contents match the filter.

12.1 MACACL

This page mainly creates MAC ACLs profile. The MAC ACLs are used to filter traffic based on Layer 2
fields and defined on the MAC ACE page.
This page allow user to add or delete ACL rule. A rule cannot be deleted if under binding.

ACL + MACACL

% Status
% Metwork . —,—,—,— T T Y
% PoE
¥ VLAN Aoy |
» MAC Address Table
% Spanning Tree ACL Table
% Discovery
« Mulficast Showing | Allw | entries Showing 1 to 1 of 1 entries
TR B | ACL Name | Rule | Port |
- ‘D test2 0
MAC ACE Delete
IPv4 ACL ;]

IPv4 ACE
IPvB ACL
IPvB ACE
ACL Binding
# QoS5
Diagnostics

Management

» ACL Name: Create a name of ACL.
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Click the “Apply” button to save your changes settings.

Field Description

ACL Name Display MAC ACL name.

Rule Display the number ACE rule of ACL..
Port L Display the port list that bind this ACL.

Click the “Delete” button to delete ACL table list.

12.2 MACACE

MAC ACE will check all frames for a match. Setting “add” and “Edit” and “Delete” for this function
management, This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or
deleted if ACL under binding. New ACE cannot be added if ACL under binding .

ACL » MACACE

¥ Status
¥ Network ACE Table
ACL Name | None v
Showing | All v |entries Showing 0 to 0 of 0 entries

| sourceMAC | Destination MAC |

| soz21p
| Address | Mask | Address | Mask | |

‘ Value | Mask
0 results found

[ ] ‘ Sequence | Action

IPv4 ACL
IPv4 ACE
IPv6 ACL
IPv6 ACE
ACL Binding

»  ACL Name: Select the ACL name to which an ACE is being added.

Field Description

Sequence Display the sequence of ACE.

V2.0a @ WWW.CErio.cc \. +(886) 2-8911-6160 ’X‘ issales@cerio.com.tw




USER MANUAL

Action Display the action of ACE

Source MAC Display the source MAC address and mask of ACE.
Destination MAC Display the destination MAC address and mask of ACE.
Ethertype Display the Ethernet frame type of ACE.

VLAN ID Display the VLAN ID of ACE

802.1p Value Display the 802.1p value of ACE.

802.1p Mask Display the 802.1p mask of ACE.

Add ACE

Apply H Close ]

A4

ACL Name: Display the ACL name to which an ACE is being added.
Sequence: ACEs with higher sequence are processed first (1 is the highest priority). Only

A4

available on Add Dialog.
»  Action: Administrator can select the action after ACE match packet.
® Permit: Forward packets that meet the ACE criteria.
® Deny: Drop packets that meet the ACE criteria.
® Shutdown: Drop packets that meet the ACE criteria, and disable the port from where the

packets were received. Such ports can be reactivated from the Port Settings page.
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»  Source MAC: Select the type for source MAC address.
® Any: All source addresses are acceptable.
® User Defined: Only a source address or a range of source addresses which users define are
acceptable. Enter the source MAC address and mask to which will be matched.
» Destination MAC: Destination MACSelect the type for Destination MAC address.
® Any: All destination addresses are acceptable.
® User Defined: Only a destination address or a range of destination addresses which users
define are acceptable. Enter the destination MAC address and mask to which will be

matched.

»  Ethertype: Select the type for Ethernet frame type.
® Any: All Ethernet frame type is acceptable.
® User Defined: Only an Ethernet frame type which users define is acceptable. Enter the
Ethernet frame type value to which will be matched.
»  VLAN ID: Select the type for VLAN ID.
® Any: All VLAN ID is acceptable.
® User Defined: User Defined: Only a VLAN ID which users define is acceptable. Enter the
VLAN ID to which will be matched.
»  802.1p: Select the type for 802.1p value.
® Any: All 802.1p value is acceptable.
® User Defined: User Defined: Only an 802.1p value or a range of 802.1p value which users

define is acceptable. Enter the 802.1p value and mask to which will be matched.

Click the “Apply” button to save your changes or “Close” the button to close settings.

12.3 IPv4 ACL

Mainly creates IPv4 ACLs profile. The IPv4 ACLs are used to check IPv4 packets, This page allow user
to add or delete Ipv4 ACL rule. A rule cannot be deleted if under binding.
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Apply

ACL Table

Showing | All |- entries Showing 0to 0 of 0 entries

B | ACLName | Rule | Port
0 results found.

MAC ACE
1Pv4 ACL | Delete |

IPvd ACE
IPviE ACL
IPvE ACE
ACL Binding

CloS

%
# Diagnostics
%

Management
> ACL Name: Create a name of ACL.

Click the “Apply” button to save your changes settings.

Field Description

ACL Name Display IPv4 ACL name

Rule Display the number ACE rule of ACL
Port Display the port list that bind this ACL

Click the “Delete” button to delete the table list.

12.4 1Pv4 ACE

This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under binding. New ACE cannot be added if ACL under binding, Setting “add” and “Edit” and “Delete”

for this function management.
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ACL - IPv4 ACE

¢ Status

Network ACE Table

Port

== ACL Name | None v
VLAN Showing | All v |entries Showing
MAC Address Table — —

Source IP Destination IP
| Address | Mask | Address | Mask

Spanning Tree

] ‘ Sequence | Action | Protocol

Multicast
Security
ACL

MAC ACL

MAC ACE
IPv4 ACL

IPv4 ACE

IPvG ACL
IPv6 ACGE
ACL Binding
¢ QoS
% Diagnostics

¥ Management

»  ACL Name: Select the ACL name to which an ACE is being added.

ACE Table

ACL Name
Showing entries Showing 0 to 0 of 0 entries

| Source IP | Destination IP L | Type of Service | ICMP
Source Port | Destination Port | TCP Flags
| Address | Mask | Address | Mask

Sequence | Action | Protocol
u ‘ | DSCP | IP Precedence | Type | Code

0 results found.

| A || Edt || Desie |

Field Description

Sequence Display the sequence of ACE.
Action Display the action of ACE.
Protocol Display the protocol value of ACE.

Display the source IP address and mask of ACE:

Source IP * Address: Display for the IPv4 IP address.
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* Mask : Display for the Mask address.

Display the destination IP address and mask of ACE:
Destination IP * Address: Display for the IPv4 IP address.
* Mask : Display for the Mask address.

Display single source port or a range of source ports of ACE. Only available
Source Port )
when protocol is TCP or UDP.

L Display single destination port or a range of destination ports of ACE. Only
Destination Port . .
available when protocol is TCP or UDP.

TCP Flags Display the TCP flag value if ACE. Only available when protocol is TCP.

Type of Service Display the ToS value of ACE which could be DSCP or IP Precedence.

IcMP Display the ICMP type and code of ACE. Only available when protocol is
ICMP.

Add ACE

s s R
1 1

) Shutdown

T —

) DSCP i

) IP Precedence

\4

ACL Name: Display the ACL name to which an ACE is being added.

» Sequence: Specify the sequence of the ACE ,ACEs with higher sequence are processed first (1 is
the highest priority). Only available on Add Dialog.

»  Action: Administrator can select the action for a match.
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® Permit: Forward packets that meet the ACE criteria.
® Deny: Drop packets that meet the ACE criteria.
® Shutdown: Drop packets that meet the ACE criteria, and disable the port from where the
packets were received. Such ports can be reactivated from the Port Settings page.
»  Protocol: Administrator can select the type of protocol for a match.
® Any (IP): All IP protocols are acceptable.
® Select from list: Select one of the following protocols from the drop-down list.
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6:ROUT/IPV6:FRAG/
RSVP/IPV6:ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: Enter the protocol ID.
»  Source IP: Select the type for source IP address.
® Any: All source addresses are acceptable.
® User Defined: Only a source address or a range of source addresses which users define are
acceptable. Enter the source IP address value and mask to which will be matched.
» Destination IP: Select the type for destination IP address..
® Any: All destination addresses are acceptable.
® User Defined: Only a destination address or a range of destination addresses which users
define are acceptable. Enter the destination IP address value and mask to which will be
matched.
»  Type of Service: Select the type of service for a match.
® Any: All types of service are acceptable.
® DSCP to match: Enter a Differentiated Serves Code Point (DSCP) to match.

® [P Precedence to match: Enter a IP Precedence to match.
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i Any Z
Source Port | Single
Range

Any i

Destination Port |

B e e
i Rst |

: Select

| SIZZZTTTETITEX

i Define

| Defne |

[ Apply H Close l

»  Source Port: Select the type of protocol for a match. Only available when protocol is TCP or UDP.
® Any: All source ports are acceptable.
® Single: Enter a single TCP/UDP source port to which packets are matched.
® Range: Select a range of TCP/UDP source ports to which the packet is matched. There are

eight different port ranges that can be configured (shared between source and destination
ports). TCP and UDP protocols each have eight port ranges.

» Destination Port: Select the type of protocol for a match. Only available when protocol is TCP or
UDP.
® Any: All source ports are acceptable.
® Single: Enter a single TCP/UDP source port to which packets are matched.
® Range: Select a range of TCP/UDP destination ports to which the packet is matched. There

are eight different port ranges that can be configured (shared between source and
destination ports). TCP and UDP protocols each have eight port ranges.

»  TCP Flags: Select one or more TCP flags with which to filter packets. Filtered packets are either
forwarded or dropped. Filtering packets by TCP flags increases packet control, which increases
network security. Only available when protocol is TCP.
® Set: Match if the flag is SET.
® Unset: Match if the flag is Not SET.
® Don’t care: Ignore the TCP flag.
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» ICMP Type: Either select the message type by name or enter the message type number. Only
available when protocol is ICMP.
® Any: All message types are acceptable.
® Select from list: Select message type by name.
® Protocol ID to match: Enter the number of message type.
» ICMP Code: Select the type for ICMP code. Only available when protocol is ICMP.
® Any: All codes are acceptable.
® User Defined: Enter an ICMP code to match.

Click the “Apply” button to save your changes or “Close” the button to close settings.

12.5 IPv6 ACL

Mainly creates IPv6 ACLs profile. The IPv6 ACLs are used to check IPv6 packets, This page allow user

to add or delete Ipv6 ACL rule. A rule cannot be deleted if under binding.
ACL - IPv6 ACL

¥ Stalus
¢ PoE
¥ VLAN Apply
¥ MAC Address Table
# Spanning Tree ACL Table
£} j g Vv
. Showing entries Showing 1to 1 of 1 entries
R ‘ W | ACL Name | Rule | Port |
[] testd 0
MAC ACL
MAC ACE
Delets
IPv4 ACL |_Deete |

IPv4 ACE

1Pv6 ACL

IPv6 ACE

ACL Binding
QoS

Diagnostics

Management

> ACL Name: Create a name of ACL.

Click the “Apply” button to save your changes settings.
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Field Description

ACL Name Display IPv6 ACL name

Rule Display the number ACE rule of ACL
Port Display the port list that bind this ACL

Click the “Delete” button to delete the table list.

12.6 IPv6 ACE

This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under binding. New ACE cannot be added if ACL under binding, Setting “add” and “Edit” and “Delete”
for this function management.

ACL - IPv6 ACE

¥ Slatus

¥ MNetwork ACE Table
Port

PoE ACL Name | None ¥

VLAN Showing | All v |entries Showing 0 to 0 of
MAC Address Table
Source IP | Destination IP

| Address ‘ Prefix | Address | Prefix

Spanning Tree

[ ] ‘ Sequence | Action | Protocol |

Discovery

Multicast

Security
ACL

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE
IPvB ACL
IPvE ACE
ACL Binding

¥ QoS

Diagnostics

Management

»  ACL Name: Select the ACL name to which an ACE is being added.

V2.0a @ WWW.CErio.cc \. +(886) 2-8911-6160 ’X‘ issales@cerio.com.tw




USER MANUAL

ACE Table
ACL Mame
Showing enfries Showing 0 to 0 of 0 entries Q I:

| sourceir | Destination P
| Address | Prefix | Address | Prefix

|  Typeofsemice | icme

Source Port | Destination Port | TCP Flags
| DSCP | 1P Precedence | Type | Code

B ‘ Sequence | Action ‘ Protocol

0 results found.

First | | Previous

Field Description

Sequence Display the sequence of ACE.
Action Display the action of ACE.
Protocol Display the protocol value of ACE.

Display the source IP address and mask of ACE:
Source IP * Address: Display for the IPv4 IP address.
* Mask : Display for the Mask address.
Display the destination IP address and mask of ACE:
Destination IP * Address: Display for the IPv4 IP address.
* Mask : Display for the Mask address.

Display single source port or a range of source ports of ACE. Only available
Source Port ]
when protocol is TCP or UDP.

L Display single destination port or a range of destination ports of ACE. Only
Destination Port . i
available when protocol is TCP or UDP.

TCP Flags Display the TCP flag value if ACE. Only available when protocol is TCP.

Type of Service Display the ToS value of ACE which could be DSCP or IP Precedence.

Display the ICMP type and code of ACE. Only available when protocol is
ICMP.

ICMP
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Add ACE

______

Lozz=: szzzzszzzszzsszsssszsszszssszzszssszssssssssssszsszszas szzzzzz=:

Permit
Deny
Shutdown

Source IP |

Destination IP |/ szzzzzzaz

T_vpeofSenil:e.i

Y

ACL Name: Display the ACL name to which an ACE is being added.
» Sequence: Specify the sequence of the ACE ,ACEs with higher sequence are processed first (1 is
the highest priority). Only available on Add Dialog.
»  Action: Administrator can select the action for a match.
® Permit: Forward packets that meet the ACE criteria.
® Deny: Drop packets that meet the ACE criteria.
® Shutdown: Drop packets that meet the ACE criteria, and disable the port from where the
packets were received. Such ports can be reactivated from the Port Settings page.
»  Protocol: Administrator can select the type of protocol for a match.
® Any (IP): All IP protocols are acceptable.
® Select from list: Select one of the following protocols from the drop-down list.
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6:ROUT/IPV6:FRAG/
RSVP/IPV6:ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: Enter the protocol ID.
»  Source IP: Select the type for source IP address.
® Any: All source addresses are acceptable.
® User Defined: Only a source address or a range of source addresses which users define are
acceptable. Enter the source IP address value and mask to which will be matched.
» Destination IP: Select the type for destination IP address..
® Any: All destination addresses are acceptable.
® User Defined: Only a destination address or a range of destination addresses which users

define are acceptable. Enter the destination IP address value and prefix to which will be
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matched.
»  Type of Service: Select the type of service for a match.
® Any: All types of service are acceptable.
® DSCP to match: Enter a Differentiated Serves Code Point (DSCP) to match.

® [P Precedence to match: Enter a IP Precedence to match.

| apoy || close |

»  Source Port: Select the type of protocol for a match. Only available when protocol is TCP or UDP.
® Any: All source ports are acceptable.
® Single: Enter a single TCP/UDP source port to which packets are matched.
® Range: Select a range of TCP/UDP source ports to which the packet is matched. There are
eight different port ranges that can be configured (shared between source and destination
ports). TCP and UDP protocols each have eight port ranges.
» Destination Port: Select the type of protocol for a match. Only available when protocol is TCP or
UDP.
® Any: All source ports are acceptable.
® Single: Enter a single TCP/UDP source port to which packets are matched.
® Range: Select a range of TCP/UDP destination ports to which the packet is matched. There
are eight different port ranges that can be configured (shared between source and
destination ports). TCP and UDP protocols each have eight port ranges.
»  TCP Flags: Select one or more TCP flags with which to filter packets. Filtered packets are either
forwarded or dropped. Filtering packets by TCP flags increases packet control, which increases

network security. Only available when protocol is TCP.
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® Set: Match if the flag is SET.
® Unset: Match if the flag is Not SET.
® Don't care: Ignore the TCP flag.
» ICMP Type: Either select the message type by name or enter the message type number. Only
available when protocol is ICMP.
® Any: All message types are acceptable.
® Select from list: Select message type by name.
® Protocol ID to match: Enter the number of message type.
» ICMP Code: Select the type for ICMP code. Only available when protocol is ICMP.
® Any: All codes are acceptable.
® User Defined: Enter an ICMP code to match.

Click the “Apply” button to save your changes or “Close” the button to close settings.

12.7 ACL Binding

This page allow user to bind or unbind ACL rule to or from interface. IPv4 and Ipv6 ACL cannot be
bound to the same port simultaneously , Administrator can from ACL Binding Table to select ports.
When an ACL is bound to an interface, its ACE rules are applied to packets arriving at that interface.
Packets that do not match any of the ACEs in the ACL are matched to a default rule, whose action is

to drop unmatched packets.

ACL -+ ACL Binding
Status
Network
Port Add ACL Binding
PoE
VLAN

¥
L]
¥
L]
1]
# MAC Address Table
1]
¥
L]
¥

nning Tree

MAC ACL
MAC ACE Apply ||
IPv4 ACL
IPv4 ACE
IPV6 ACL
IPV6 ACE
ACL Binding

QoS

Diagnostics

Management
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Field Description
Port Display port entry ID.

Display mac ACL name that bound of interface. Empty means no rule
MAC ACL

bound.

Display ipv4 ACL name that bound of interface. Empty means no rule
IPv4 ACL

bound.

Display ipv6 ACL name that bound of interface. Empty means no rule
IPve ACL

bound.

Add ACL Binding

IMACLEE hj:;r:;:::::::::=::::::::=::::=:================================:=::::::::=:::::::”::::::::::::::?
[ Apply H Close l

Port: Displays selected Port number.

MAC ACL: MAC ACLs that are bound to the interface, Select mac ACL name from list to bind.
IPv4 ACL: IPv4 ACLs that are bound to the interface, Select IPv4 ACL name from list to bind.
IPv6 ACL: IPv6 ACLs that are bound to the interface, Select IPv6 ACL nhame from list to bind.

Click the “Apply” button to save your changes or “Close” the button to close settings.

13. QoS

The quality of service (QoS) feature is applied throughout the network to ensure that network traffic is

prioritized according to required criteria and the desired traffic receives preferential treatment.

13.1 Property

The QoS feature is used to optimize network performance, Use the QoS general pages to configure

settings for general purpose
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QoS + General -+ Property
Status

Network

Port

PoE

VLAN

MAC Address Table

Spanning Tree

Di

Multic

Security Port Setting Table

ACL

| Enable

IP Precedence 1

€« &« |« € | «€ | &« € € €« « |«

) G W | Entry | Port | CoS | Trust Remarking
n 'O 0 rus
Gueue Scheduing | cos | DSCP | IPPrecedence
CoS Mapping [] 1 GE1 0 [Enabled Disabled Disabled Disabled
DSCP Mapping O 2 GE2 0 Enabled Disabled Disabled Disabled
IP Precedence Mapping O 3 GE3 0 Enabled Disabled Disabled  Disabled
Rate Limit 0 4 GE4 0 Enabled Disabled Disabled  Disabled
¥ Diagnostics —
O 5 GE5 0 Enabled Disabled Disabled Disabled
# Management -
] 6 GEB 0 Enabled Disabled Disabled Disabled

»  State: Administrator can enable or disable this QoS Feature.
>  Trust Mode: Administrator can select CoS / DSCP / CoS-DSCP and IP Precedence mode.
® CoS: Traffic is mapped to queues based on the CoS field in the VLAN tag, or based on the
per-port default CoS value (if there is no VLAN tag on the incoming packet), the actual
mapping of the CoS to queue can be configured on port setting dialog.
® DSCP: All IP traffic is mapped to queues based on the DSCP field in the IP header. The
actual mapping of the DSCP to queue can be configured on the DSCP mapping page. If
traffic is not IP traffic, it is mapped to the best effort queue..
® CoS-DSCP: Select to use Trust CoS mode for non-IP traffic and Trust DSCP mode for IP
traffic.
® |P Precedence: Traffic is mapped to queues based on the IP precedence. The actual

mapping of the IP precedence to queue can be configured on the IP Precedence mapping

page.

Click the “Apply” button to save your changes settings.

Field Description
Port Interface of port name.
CoS Port default CoS priority value for the selected ports.

Port trust state:

Trust * Enabled: Traffic will follow trust mode in global setting.

* Disabled: Traffic will always use best efforts.
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Remarking (CoS) Port CoS remaking admin state:

Remarking (CoS) * Enabled: CoS remarking is enabled.

* Disabled: CoS remarking is disabled.

Port DSCP remaking admin state:
Remarking (DSCP) * Enabled: DSCP remarking is enabled.

e Disabled: DSCP remarking is disabled.

Edit Port Setting

———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Port| GE1-GEZ2

[ Apply H Close l

»  Port: Displays selected port number.
» CoS: Set default CoS/802.1p priority value for the selected ports,Set the default CoS value to be
assigned for incoming packets (that do not have a VLAN tag). The range is0 to 7.

Y

Trust: Set checkbox to enable/disable port trust state.

» Remarking:

® CoS: Set checkbox to enable/disable port CoS remarking, Traffic is mapped to queues
based on the VPT field in the VLAN tag, or based on the per-port default CoS value (if there
is no VLAN tag on the incoming packet), the actual mapping of the VPT to queue can be
configured on the CoS to Queue page.

® DSCP: Set checkbox to enable/disable port DSCP remarking,All IP traffic is mapped to
gueues based on the DSCP field in the IP header. The actual mapping of the DSCP to queue
can be configured on the DSCP to Queue page. If traffic is not IP traffic, it is mapped to the
best effort queue.

® |P Precedence: Set checkbox to enable/disable port IP Precedence remarking, Traffic is
mapped to queues based on the IP precedence. The actual mapping of the IP precedence

to queue can be configured on the IP Precedence to Queue page.

Click the “Apply” button to save your changes or “Close” the button to close settings.

13.2 Queue Scheduling
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The switch supports eight queues for each interface. Queue number 8 is the highest priority queue.
Queue number 1 is the lowest priority queue. There are two ways of determining how traffic in
queues is handled, Strict Priority (SP) and Weighted Round Robin (WRR).

«  Strict Priority (SP)—Egress traffic from the highest priority queue is transmitted first. Traffic
from the lower queues is processed only after the highest queue has been transmitted, which
provide the highest level of priority of traffic to the highest numbered queue.

*  Weighted Round Robin (WRR)—In WRR mode the number of packets sent from the queue is

proportional to the weight of the queue (the higher the weight, the more frames are sent).

The queuing modes can be selected on the Queue page.When the queuing mode is by Strict Priority,
the priority sets the order in which queues are serviced, starting with queue_8 (the highest priority
queue) and going to the next lower queue when each queue is completed.

When the queuing mode is Weighted Round Robin, queues are serviced until their quota has been
used up and then another queue is serviced. It is also possible to assign some of the lower queues
to WRR, while keeping some of the higher queues in Strict Priority. In this case traffic for the SP
gueues is always sent before traffic from the WRR queues. After the SP queues have been emptied,
traffic from the WRR queues is forwarded. (The relative portion from each WRR queue depends on
its weight).

QoS + General + Queue Scheduling

% Status
# Network Queue Scheduling Table
% Pori
s PoE G Method ‘
© VLAN | Strict Priority | WRR | Weight | WRR Bandwidth (%)
¥ MAC Address Table 1 O @) 1 16.67%
& Spanning Tree 2 0 @ 2 33.33%
™ 3 0O (@) 3 50%
w 4 @
% Security 5 @
# ACL 6§ @
7 @

& General g @

Property

Apply |

CoS Mapping

DSCP Mapping

IP Precedence Mapping
© Rate Limit
% Diagnostics
% Management

Field Description
Queue Queue ID to configure
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Strict Priority Set queue to strict priority type
WRR Set queue to Weight round robin type
Weight If the queue type is WRR, set the queue weight for the queue.

WRR Bandwidth Percentage of WRR queue bandwidth

Click the “Apply” button to save your changes settings.

13.3 CoS Mapping

The CoS to Queue table determines the egress queues of the incoming packets based on the 802.1p
priority in their VLAN tags. For incoming untagged packets, the 802.1p priority will be the default
CoS/802.1p priority assigned to the ingress ports.Use the Queues to CoS table to remark the
CoS/802.1p priority for egress traffic from each queue.

CoS to Queue Mapping

Cos | Queue |
0 |2[v
1 [1]<]
2030
3 [4]<]
4[5
5 |6[w
6 7w
7 [e[v
o
# General Apply
Property
Queue Scheduling
EEL TR Queue to CoS Mapping
DSCP Mapping
IP Precedence Mapping Queue | Cos |

% Rate Limit 1
Di ics
¥ Management

(%]

[1]v]
[0}
[2[<]
31
|4

[5

G
I

e
e
o
s
s
s
s
o

(== R T, T R U 8

7

CoS to Queue Mapping
»  CoS: CoS value.

» Queue: Select queue id for the CoS value.

Click the “Apply” button to save your changes settings.
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Queue to CoS Mapping
» Queue: Queue ID.
»  Cos: Select CoS value for the queue id.

Click the “Apply” button to save your changes settings.

CoS (0to 7) Queue(1to 8) Description
7 is highest 8 is highest priority
0 2 Background
1 1 Best Effort
2 3 Excellent Effort
3 4 Critical Application LVS phone SIP
4 5 Video
5 6 Voice IP phone default
6 7 Interwork Control LVS phone RTP
7 8 Network Control

13.4 DSCP Mapping

The DSCP to Queue table determines the egress queues of the incoming IP packets based on their
DSCP values. The original VLAN Priority Tag (VPT) of the packet is unchanged.

This DSCP values range from 0 through 63, whereas the internal forwarding priority values range
from 1 through 8. Any DSCP value within a given range is mapped to the same internal forwarding
priority value. These include the CS (Class Selector), AF (Assured Forwarding) and EF (Expedited
Forwarding). For example, a packet with a DSCP tag value of 1 can be assigned to the High queue.

Use the Queues to DSCP page to remark DSCP value for egress traffic from each queue.
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Status

DSCP to Queue Mapping

0[cso] | 1w 16[C52] |3[.| 32[cS4] [5|. 4B[CSE] |T|.

1 =] 17 [370] = [T~] 49 [7T<]

2 [1]«] 18[aF21) [3]v] 34[aFan] [5[.] 50 [7]<]

3 [T[<] 19 [3[¥] 35 [s[&] 51 [7¥]

4 [7707 z0mF2z [3]07 3spaFey (5] =2 (7]

5 [Te] 2 [3]¢] 37 [5T<] s3 [71<]

8 |1]w| 221aF23] |3|.| 38[AF43] |5[.| 54 [7]=

: 7 ["E] = [3[¢] 3 [5&] 55 [7T&
# General = = =
e s[cs1] | 2| 24[CS9] | 4| 40[CSS] | 6w/ S8[CST] | 8w
Queue Scheduling g9 |2]~| 25 4w 4 6]~ &7 |8l~

CoS Mapping 10[AFH] |2 o 2B[AF31] |4 o 42 |6~ 58 [s]C

_ 1 [2[¥] =7 [¢[¥] 43 [6]] =0 [e]~

IP Precedence Mapping — — — l_—

o e 12[AF12] | 2| 28[AF3Z] |4|. 44 |6 60 | Bl
¥ Diagnostics 13 | | 2[~] 29 | 4[] 45 |5_v 61 |5_v
¥ Management 14[AF13] | | 2| | S0[AF33] | | 4[| 46IEF] | 6|v] 82 |5_v
15 [2[] = [¢[o] &7 [6]~] 63 [3]%

DSCP to Queue Mapping
DSCP to Queue Mapping

DSCP | Queue | DSCP | Queue | DSCP |Queue | DSCP | Queue |
0 [C50] 16 [C52] 32 [CS4)] 48 [CS6]
1 17 33 49
2 18 [AF21] 34 [AF41] 50
3 19 35 51
4 20 [AF22] 36 [AF42] 52
5 21 7 53
B 22 [AF23)] 38 [AF43) 54
7 23 39 58
8[CS1] 24[CS3] 40 [CS5] 56 [CST]
9 25 41 57
10 [AF11] 26 [AF31] 42 58
11 27 43 59
12 [AF12] 28 [AF32] 44 60
13 29 45 61
14 [AF13] 30 [AF33] 46 [EF] 62
15 31 47 63

Apply

»  DSCP: DSCP value.
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» Queue: Select queue id for DSCP value.
Click the “Apply” button to save your changes settings.

Queue to DSCP Mapping

Queue to DSCP Mapping

Queue |  DSCP

1 [o[cso w
2 [g[cs ~
3 [16[CS2] v
4 [24[C53] v
5 [32[C54] v
5
.
8

40 [C55] w
43 [C36] w
56 [CET] w

Apply

> Queue: DSCP value.
»  DSCP: Select DSCP value for queue id.

Click the “Apply” button to save your changes settings.

13.5 IP Precedence to Queue Mapping

This page allow user to configure IP Precedence to Queue mapping and Queue to IP Precedence
mapping , The IP Precedence standard uses the first 3 bits of the ToS byte to mark packets with 8
levels of priority, numbered 0-7, with 0 being the lowest priority and 7 the highest. Because IP
Precedence and ToS use different bits in the ToS byte to mark the priority of a packet, they can

co-exist in the same packet header without interfering with each other.
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IP Precedence to Queue Mapping
IP Precedence Queue _
0 1|
1 [2[<]
2 |3~
3 [4<]
2[5
5 B[w
6 7|~
General ! 8 v
Property [ Apply l

Queue Scheduling

CoS Mapping

DSCP Mapping Queue to IP Precedence Mapping
IP Precedence "Wﬂﬂ

Rate Limit Queue | IP Precedence
SRR GEATE 1 Jolv]

Management n [T

IP Precedence to Queue mapping
» IP Precedence: IP Precedence value.

» Queue: Queue value which IP Precedence is mapped.
Click the “Apply” button to save your changes settings.

Queue to IP Precedence mapping
> Queue: Queue ID.
» IP Precedence: IP Precedence value which queue is mapped.

Click the “Apply” button to save your changes settings.

13.6 Rate Limit

This page allow user to configure ingress port rate limit and egress port rate limit. The ingress rate
limit is the number of bits per second that can be received from the ingress interface. Excess

bandwidth above this limit is discarded.

13.6.1 Ingress / Egress Port

The rate limiting function can be configured to limit of Ingress/Egress traffic on a particular
interface.

Administrator can set Ingress/Egress rate limiting in Ports. The usage rate is 16 to 10000000 Kbps
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LJT;'” Ingress / Egress Port Table
PoE
Ingress Egress
W | Entry | Port
| State | Rate (Kbps) | State | Rate (Kbps)
] 1 GE1 Disabled Disabled
1 2 GEZ Disabled Disabled
] 3 GE3  Disabled Disabled
1 4 GE4  Disabled Disabled
] 5 GE5  Disabled Disabled
General O § GEE Disabled Disabled
Property _ ] 7 GE7 Disabled Disabled
Queue Scheduling
CoS Mapping O 8 GEB Disabled Disabled
DSCP Mapping ] 9 GE9 Disabled Disabled
IP Precedence Mapping O 10 GE10 Disabled Disabled
L [] 11 GEN Disabled Disabled
r co [] 12 GE12 Disabled Disabled
PEST—— ] 13 GE13 Disabled Disabled
Field Description
Port Port name.

Port ingress rate limit state:
e Enabled: To enabled Ingress rate limit function.

Trust

¢ Disabled: To disabled the Ingress rate limit function.
Ingress (Rate) Port ingress rate limit value if ingress rate state is enabled.
Ingress (Rate) Port ingress rate limit value if ingress rate state is enabled.
IP Precedence IP Precedence value which queue is mapped.

Port egress rate limit state:

Trust e Enabled: To enabled Egress rate limit function.

¢ Disabled: To disabled Egress rate limit function.
Egress (Rate) Port egress rate limit value if egress rate state is enabled.
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Edit Ingress / Egress Port

ot cet-ce2eE4GEE

Enable

| o220 |

| | Enable ;
| I |
: !
| i
| i

I

Apply H Close ]

Y

Port: Select the checkbox for port list.

Y

Ingress : Set checkbox to enable/disable ingress rate limit. If ingress rate limit is enabled, rate
limit value need to be assigned, The control Range is “16-10000000 Kbps”.

» Ingress : Set checkbox to enable/disable egress rate limit. If egress rate limit is enabled, rate
limit value need to be assigned, The control Range is “16-10000000 Kbps”.

» Ingress : Set checkbox to enable/disable ingre

Click the “Apply” button to save your changes or “Close” the button to close settings.

13.6.2 Egress Queue

The Egress Queue function can be configured priority Queue by QoS. Egress rate limiting is
performed by shaping the output load.Administrator can set Ingress Queue by limiting QoS . The
usage rate is 16 to 1000000 Kbps, Please Click "Edit" button to set the Egress Queue Port menu.

QoS —+ Rate Limit + Egress Queue
Status
Network Egress Queue Table
Port
PoE

L Queue 1 Queue 2 | Queue 3 |
MAL Sddres | State | CIR(Kbps) | State | CIR(Kbps) | State |CIR (Kbps) |

1 GE1 Disabled Disabled Disabled

2 GE2 Disabled Disabled Disabled

= 3 GE3 Disabled Disabled Disabled

4 GE4 Disabled Disabled Disabled

5 GE5 Disabled Disabled Disabled

6 GEB Disabled Disabled Disabled

~ Rate Limit 7 GE7 Disabled Disabled Disabled

Ingress [ Egress Port 8 GES Disabled Disabled Disabled

[ ] 9 GE9 Disabled Disabled Disabled

10 GE10 Disabled Disabled Disabled

Jianagenent ) 11 GEM Disabled Disabled Disabled

V2.0a @ WWW.CErio.cc \. +(886) 2-8911-6160 ’X‘ issales@cerio.com.tw




Egress Queue Table

USER MANUAL

CcE3l

Lrpiify your

‘ Queue 1 Queue 2 | Queue 3 | Queue 4 ‘ Queue 5 | Queue 6 ‘ Queue 7 Queue 8

- | state |CIR(kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)

] 1 GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled

O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Dizabled Disabled Disabled

[ 3 GE3 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

] 4 GE4 Disabled Disabled Disabled Disabled Disabled Dizabled Disabled Disabled

[ 5 GEb Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

O § GE6 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

[ 7 GE7 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

] 3 GE8 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled

1 9 GE9 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
Field Description
Port Interface of port number.

Queue 1 (State)

Port egress queue 1 rate limit state
* Enabled: Egress queue rate limit is enabled.

* Disabled: Egress queue rate limit is disabled.

Queue 1 (CIR)

Queue 1 egress committed information rate.

Queue 2 (State)

Port egress queue 2 rate limit state.
* Enabled: Egress queue rate limit is enabled.

¢ Disabled: Egress queue rate limit is disabled.

Queue 2 (CIR)

Queue 2 egress committed information rate.

Queue 3 (State)

Port egress queue 3 rate limit state.
* Enabled: Egress queue rate limit is enabled.

¢ Disabled: Egress queue rate limit is disabled.

Queue 3 (CIR) Queue 3 egress committed information rate.
Q 4 (state) Port egress queue 4 rate limit state.
ueue are * Enabled: Egress queue rate limit is enabled.
¢ Disabled: Egress queue rate limit is disabled.
Queue 4 (CIR) Queue 4 egress committed information rate.

Queue 5 (State)

Port egress queue 5 rate limit state.

* Enabled: Egress queue rate limit is enabled.

¢ Disabled: Egress queue rate limit is disabled.

Queue 5 (CIR)

Queue 5 egress committed information rate.

Queue 6 (State)

Port egress queue 6 rate limit state.
* Enabled: Egress queue rate limit is enabled.
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¢ Disabled: Egress queue rate limit is disabled

Queue 6 (CIR) Queue 6 egress committed information rate.

Port egress queue 7 rate limit state.

7 (Stat
Queue 7 (State) * Enabled: Egress queue rate limit is enabled.

¢ Disabled: Egress queue rate limit is disabled.

Edit Egress Queue

Port | GE1-GE2 GES,GE11

f Enable

| [51200

Enable

Queue 2 |
' 51200

Enable

Queue 3 |

' 1128000

\ [] Enable
Queue 4

Queue 1

| [] Enable
Queue 5

| [] Enable
Queue 6

| [] Enable
Queue 7

\ [] Enable
Queue 8

[ Apply H Close l

Set checkbox to enable/disable ingress priority queue 1 to™ queue 8 level , The control range is
“16-1000000 Kbps”

»  Port: Select one or multiple ports for the configure.
» Queue 1: Set checkbox to enable/disable egress queue 1 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 2: Set checkbox to enable/disable egress queue 2 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 3: Set checkbox to enable/disable egress queue 3 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 4: Set checkbox to enable/disable egress queue 4 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 5: Set checkbox to enable/disable egress queue 5 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
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» Queue 6: Set checkbox to enable/disable egress queue 6 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 7: Set checkbox to enable/disable egress queue 7 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 8: Set checkbox to enable/disable egress queue 8 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.

Click the “Apply” button to save your changes or “Close” the button to close settings.

14. Diagnostics

14.1 Logging

14.1.1 Property
This function support log message includes Console / RAM / Flash message send to remote log
server. Administrator can enable or disable this function. Use the Diagnostics pages to configure

settings for the switch diagnostics feature or operating diagnostic utilities.

Diagnostics + Logging + Property
¥ Siatus

¥ Network

% Port

# PoE

# VLAN

» MAC Address Table
¥ nning Tree

L
L

% Security
# ACL

# QoS

= Diagnostics

& Logging
Remote Server
Mirroring
Ping
Traceroute
Copper Test
Fiber Module

% Management

»  State: When the logging service is enabled, logging configuration of each destination rule can be
individually configured. If the logging service is disabled, no messages will be sent to these

destinations.
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® Enable: Enable/Disable the global logging services.
>  Aggregation:
® Enable: Enable/Disable the aggregation services.
® Aging: 1573600 Second. The default is 300 second.
» Console Logging:
@ State: Enable/Disable the Console Logging services.
® Minimum Severity: The minimum severity for the Console Logging. Including selection of
events such as Emergency, Alert, Critical, Error, Warning, Notice, Information, Debug, etc.
» RAM Loggong:
@ State: Enable/Disable the RAM Loggong services.
® Minimum Severity: The minimum severity for the RAM logging. Including selection of
events such as Emergency, Alert, Critical, Error, Warning, Notice, Information, Debug, etc.
»  Flash Loggong:
@ State: Enable/Disable the Flash Loggong services.
® Minimum Severity: The minimum severity for the flash logging. Including selection of

events such as Emergency, Alert, Critical, Error, Warning, Notice, Information, Debug, etc.

Click the “Apply” button to save your changes settings.

14.1.2 Remote Server
Use the Remote Log Servers page to define the remote SYSLOG servers where log messages are
sent (using the SYSLOG protocol). For each server, you can configure the severity of the messages

that it receives, Setting “add” and “Edit” and “Delete” for this function management.
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Status
Network
Port
PoE
VLAM
MAC Address Table
Spanning Tree
Discovery
Multicast
Security
ACL
QoS
Diagnostics
:» Logging
Property
Remote Server
Mirraring
Ping
Traceroute

Copper Test
Fiber Module

%« &€ | € | &€ | €[« | € €« € &€ K|«

Management

CeEx

Arpiify your Wire

Diagnostics + Logging + Remote Server

Remote Server Table

i Minimum
Entry | Server Address | Server Port | Facility )
Severity
[] 1 1921682123 514 Local7 Molice
| Agd || Edt || Deete |

Field

Description

Server Address

The IP address of the remote logging server.

Server Ports

The port number of the remote logging server.

Facility

The facility of the logging messages. It can be one of the following
values: localO, locall, local2, local3, local4, local5, local6, and 17.

Minimum Severity

The minimum severity.
* Emergence: System is not usable.

* Alert: Immediate action is needed.

* Critical: System is in the critical condition.

* Error: System is in error condition.

* Warning: System warning has occurred.

* Notice: System is functioning properly, but a system notice has
occurred.

* Informational: Device information.

* Debug: Provides detailed information about an event.
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Add Remote Server

Address Type |

Minimum
Severity |

i | Warning v !

Apply || ciose |

Address Type: Administrator can select use Hostname or IPv4/6 connection remote log server.
Server Address: Enter the IP address of the server.

Server Port: Enter service port to which the log messages are sent.

YV V V V

Facility: Select a facility from which system logs are sent to the remote server. Only one facility
can be assigned to a server.

Y

Minimum Severity: Select the minimum level of system log messages to be sent to the server.
Emergence: System is not usable.

Alert: Immediate action is needed.

Critical: System is in the critical condition.

Error: System is in error condition.

Warning: System warning has occurred.

Notice: System is functioning properly, but a system notice has occurred.

Informational: Device information.

Debug: Provides detailed information about an event..

Click the “Apply” button to save your changes or “Close” the button to close settings.

14.2 Mirroring

Mirroring function can mirror Rx/Tx traffic, Packet can mirror to destination port and for analysis.
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Diagnostics + Mirroring

Status
Network
Port
PoE
VLAN

Security

ACL

QoS

= Diagnostics
: Logging

Property

i | & | & | & | & | & | & | & & & & | &

[ Mirroring
Ping
Traceroute
Copper Test
Fiber Module

¥ Management

Remote Server

czaf'iq

Arpiify your Wire

Mirroring Table

Session ID | State Monitor Port | Ingress Port | Egress Port

1 Disabled — — —
2 Disabled — — —
3 Disabled — — —
4 Disabled -— - -

-----------------------------------------------------------------------

_______________________________________________________________________

Field Description
Session ID Select mirror session ID

Select mirror session state : port-base mirror or disable
State * Enabled: Enable port based mirror

e Disabled: Disable mirror.

Monitor Port

Select mirror session monitor port, and select whether normal packet
could be sent or received by monitor port.

Ingress port

Select mirror session source rx ports

Egress ports

Select mirror session source tx ports

Click the “Edit” button to edit your settings.
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Edit Mirroring

SessionID | 2
State |

Monitor Port |:

Available Port Selected Port

| [GET GE3
| |GE2
| |GE4
Ilu]m@seiPorlE GES E]
| |GEs
| |GET
GE2
GEQ -

Available Port Selected Port

| [GET GE3
| |GE2 GE4

| |GE5
Eun:ssPorlE GES
| |GET
" |GES
| |GES i
| |cE10 -

[ appy || close |

»  Session ID: Display selected mirror session ID.
» State:
® Enable: Enable/Disable the mirroring function.
»  Mirroring Port: Administrator can choose a mirroring Port.
» Ingress Port: Administrator can choose mirrored ports for ingress.

»  Egress Port: Administrator can choose mirrored ports for egress

Click the “Apply” button to save your changes or “Close” the button to close settings.

14.3 Ping

The Ping utility tests if a remote host can be reached and measures the round-trip time for packets
sent from the device to a destination device.

Ping operates by sending Internet Control Message Protocol (ICMP) echo request packets to the
target host and waiting for an ICMP response, sometimes called a pong. It measures the round-trip
time and records any packet loss, Administrators can use this ping function to check connected

device whether is active. This ping function support IPv4 and IPv6 protocol.
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Diagnostics + Ping

Status
Network
Port
PoE
VLAN

L]
L]
L]
%
L
% MAC Address Table
%
%
»
»
L]
L]

Spanning Tree
D ;
Multi
Security
ACL
QoS
Diagnostics
@ Logging
Property
Remote Server
Mirrering

Ping|

Traceroute

Ping Result

Trmr.l-nii Packet | “““"“““““““m"-------""-----""-----""--------"““““-““““““““1:

Copper Test 5 t1"r =
Fiber Module e O e
Management .
Round Trip Time
| Min| 0.0ms

»  Address Type: Specify the address type to “Hostname”, “IPv6”, or “IPv4”,
»  Server Address: Specify the Hostname/IPv4/IPv6 address for the remote logging server.

»  Count: Specify the numbers of each ICMP ping request.

Click the “Ping” button to ping result appears.

Field Description

Displays whether the ping succeeded or failed.
e Status: Displays the ping result status of “ Success” or “Ping failed
(timeout)”.
Packet Status . .
* Transmit Packet: Number of packets sent by ping.
* Receive Packet: Number of packets received by ping.

* Packet Lost: Percentage of packets lost in ping process.

Displays the ping round trip time.
* Min: Shortest time for packet to return.
Round Trip Time * Max: Longest time for packet to return.

* Average: Average time for packet to return
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14.4 Traceroute

Traceroute discovers the IP routes along which packets were forwarded by sending an IP packet to
the target host and back to the switch. The Traceroute page displays each hop between the switch

and a target host and the round-trip time to each hop.

Diagnostics + Traceroute
Status

MNetwork e —
Port

PoE

VLAN

MAC Address Table

Hostname :
!

nning Tree

Security
ACL Traceroute Result
QoS
- Diagnostics traceroute fo 182.168.2.123 (192.168.2.123), 30 hops max, 40 byte packeis
~ Logging 1 192.168.2.123 (192.168.2.123) 48 bytes to 192.168.2.200 10ms * 0 ms
Property
Remote Server
Mirroring
Fing

Copper Test
Fiber Module

¥ Management

£ € € € € € €« €« €« « € «

Y

Address Type: Specify the address type to “Hostname”, or “IPv4”.

Y

Server Address: Specify the Hostname/IPv4 address for the remote logging server.

» Time to Live :Enter the maximum number of hops that Traceroute permits. This is used to
prevent a case where the sent frame gets into an endless loop. The Traceroute command
terminates when the destination is reached or when this value is reached. To use the default

value (30), select Use Default.

Click the “Apply” button to Traceroute result appears.
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14.5 Copper Test

Administrator can use this function check port Result whether is working, if working then display it.

Diagnostics + Copper Test
¢ Status

Network

Remote Server
Mirroring
Ping
Traceroute
Copper Test|
Fiber Module

Management

(" Pert: [GE28v|

| Copper Test

Copper Test Result

Field Description

Port Specify the interface for the copper test.

Click the “Copper Test” button to Copper Test result appears.

Cable Status

Field Description

Port The interface for the copper test.

The status of copper test. It include:

OK: Correctly terminated pair.
Short Cable: Shorted pair.

Open Cable: Open pair, no link partner.

Result * Impedance Mismatch: Terminating impedance is not in the reference
range.
* Line Drive:
Distance in meter from the port to the location on the cable where the fault
Length was discovered.
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14.6 Fiber Module

Display Fiber module messenger. The Optical Module Status page displays the operational information
reported by the Small Form-factor Pluggable (SFP) transceiver. Some information may not be available
for SFPs without the supports of digital diagnostic monitoring standard SFF-8472.

Fiber Module Table

Temperature (C) | Voltage (V) | Current (mA) | Output Power (mW) | Input Power (mW) | OE Present i Loss of Signal

GE25 N/A N/A N/A N/A N/A Remove Loss
GE26 N/A N/A N/A N/A N/A Remove Loss
GE27 N/A N/A N/A N/A N/A Remove Loss
GE28 N/A N/A N/A N/A N/A Remove Loss
| Refresh Detail

Field Description

Port Interface or port number.

Temperature Internally measured transceiver temperature.

Voltage Internally measured supply voltage.

Current Measured TX bias current.

Output Power Measured TX output power in mill watts.

Input Power Measured RX received power in mill watts.

Transmitter Fault State of TX fault.

OE Present Indicate transceiver has achieved power up and data is ready.
Loss of Signal Loss of signal.

Refresh Refresh the page.

Detail The detail information on the specified port.

Click the “Refresh” button to refresh this page or click the “Detail” button to check detail information.
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15. Management

15.1 User Account

The default username/password is root/default. Administrator can modify login password or create
new username / password and defined Privilege, Setting “add” and “Edit” and “Delete” function for

this management.

Showing  All | .- entries

|| | Username | Privilege |

[] root Admin
[] cerio User
| Add | Edt || Dekete
Diagnostics
—= Management
User Account
% Firmware
#  Configuration
% SNMP
sz RMON
Time Range
Field Description
Username User name of the account
Display privilege level for new account.
¢ Admin: Allow to change switch settings. Privilege value equals to
Privilege 15.

* User: See switch settings only. Not allow to change it.
Privilege level equals to 1.

Add User Account
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Username: User name of the account.
Password: Set password of the account.

Confirm Password: Set the same password of the account as in “Password” field.

YV V V V

Privilege: Select privilege level for new account.
® Admin: Allow to change switch settings. Privilege value equals to 15.

® User: See switch settings only. Not allow to change it. Privilege level equals to 1.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.2 Firmware
15.2.1 Upgrade / Backup

Administrator can upgrade or backup firmware, method can choose use TFTP or HTTP protocol.

If choose backup then administrator can choose firmware image to backup.

Management + Firmware + Upgrade / Backup
Status

Network

Port

PoE

VLAN

AC Address Table

Apply

€ € € € €« €« €« € € « <« |« <«

User Account
& Firmware

Active Image
= Configuration
= SNMP
= RMON

Time Range

»  Action: Firmware operations.

® Upgrade: Upgrade firmware from remote host to DUT.

® Backup: Backup firmware image from DUT to remote host.
»  Method: Firmware upgrade / backup method.

® TFTP: Using TFTP to upgrade/backup firmware.

® HTTP: Using WEB browser to upgrade/backup firmware.

»  Filename: Use browser to upgrade firmware, you should select firmware image file on your host
PC.
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Click the “Apply” button to save your changes settings.

¥ @ Hostname
E O IPv4
L O IPv6

»  Action: Firmware operations.

® Upgrade: Upgrade firmware from remote host to DUT.

® Backup: Backup firmware image from DUT to remote host.
»  Method: Firmware upgrade / backup method.

® TFTP: Using TFTP to upgrade/backup firmware.

® HTTP: Using WEB browser to upgrade/backup firmware.
»  Firmware: Firmware partition need to backup.

® Image0: Firmware image in flash partition 0.

® Imagel: Firmware image in flash partition 1.
»  Address Type: Specify TFTP server address type

® Hostname: Use domain name as server address.

® [IPv4: Use IPv4 as server address.

® |Pv6: Use IPv6 as server address

Y

Server Address: Specify TFTP server address.

»  Filename: Firmware image file name on remote TFTP server.

Click the “Apply” button to save your changes settings.
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15.2.2 Active Image
This page allows user to select firmware image on next booting and show firmware information
on both flash partitions, If the Switch has upload multiple firmware in system then administrator

can choose a firmware to do system default start.

Management + Firmware + Active Image

Status

Network

Port

PoE

VLAN

MAC Address Table

Spanning Tree

Discovery I::::-.::-.-..--.-..--.-..-:-..-:-..-:-..-.--..-.--..-.--.:.--..-.-7:.-7::7:::::::::-.-.:-.-.:-.-.-.:-..-:-..-:-..-.--..-.--.:.--..-.--.:.-r:.-r::r---:::
Version | 1.01.29 ]
Multicast [ ————————

Name! cero_CS-2424G-24x V1OADX |

Size| 6525124 Bytes
________________ | 2021-01-22 10:07:19

I
Security :,
E

QoS

Diagnostics

User Account

, Firmware
Upgrade / Backup
Active Image

© Configuration

2 SNMP

= RMON

Time Range

»  Active Image: Select firmware image to use on next booting.
® ImageO0: Select the flash partition O for Firmware imageO to active.

® Imagel: Select the flash partition 1 for Firmware imagel to active.

Field Description

* Firmware: Firmware image.
¢ Version: Firmware version..
Active Image * Name: Firmware name.
* Size: Firmware image size.
* Created: Firmware image created date.

* Firmware: Firmware image.

Backup * Version: Firmware version..

* Name: Firmware name.

* Size: Firmware image size.

* Created: Firmware image created date.

Image

Click the “Apply” button to save your changes settings.
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15.3 Configuration
15.3.1 Upgrade / Backup

Administrator can backup system configuration file to PC or upload configuration file to Switch

system, This page allow user to upgrade or backup firmware image through HTTP or TFTP server.

Management + Configuration + Upgrade / Backup
Status

Network : —
Port I Action

PoE I '""
VLAN i Method

MAC n.l:ldre:z;:z; Table Running Configuration :

Startup Configuration

Configuration Backup Configuration

Security
ACL

Filename

QoS

|
Diagnostics Apply

User Account
= Firmware
¢ Configuration
Upgrade / Backup
Save Configuration
2 SNMP
2 RMON
Time Range

| €« &« &« &« €« &« &« &« « €« « &« «

Upgrade Configuration

»  Action: Configuration operations.
® Upgrade: Upgrade firmware from remote host to DUT.
® Backup: Backup firmware image from DUT to remote host.
»  Method: Configuration upgrade method.
® TFTP: Using TFTP to upgrade firmware.
® HTTP: Using WEB browser to upgrade firmware.
»  Configuration: Configuration Type.
® Running Configuration: Merge to current running configuration file.
® Startup Configuration: Replace startup configuration file.
® Backup Configuration: Replace backup configuration file.
»  Address Type: Specify TFTP server address type
® Hostname: Use domain name as server address.
® IPv4: Use IPv4 as server address.

® |Pv6: Use IPv6 as server address
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»  Server Address: Specify TFTP server address.

»  Filename: Configuration file name on remote TFTP server.

Click the “Apply” button to save your changes settings.

Backup Configuration

______
______

) Startup Caonfiguration

»  Action: Configuration operations.

Upgrade: Upgrade firmware from remote host to DUT.

Backup: Backup firmware image from DUT to remote host.

»  Method: Configuration backup method.

TFTP: Using TFTP to backup firmware.
HTTP: Using WEB browser to backup firmware.

»  Configuration: Configuration Type.

Running Configuration: Backup running configuration file.
Startup Configuration: Backup start configuration file.
Backup Configuration: Backup backup configuration file.
RAM Log: Backup log file stored in RAM.

Flash Log: Backup log files store in Flash.

Click the “Apply” button to save your changes settings.
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15.3.2 Save Configuration

When administrator to click Apply on any window, changes that you made to the switch
configuration settings are stored only in the Running Configuration. To preserve the parameters
in the Running Configuration, the Running Configuration must be copied to another configuration
type or saved as a file on another device, This page allow user to manage configuration file saved

on DUT and click “Restore Factory Default” button to restore factory defaults.

Management + Configuration + Save Configuration
% Status

Network O e
Port ‘
POE Setting E

&«

Running Configuraon
Startup Configuration
Backup Configuration

Source File

VLAN
MAC Address Table

Spanning Tree
ERPS Apply ] [ Restore Factory Default

Startup Configuration

Destination File Backup Configuration

Discovery
DHCP

Multicast

IP Configuration

Security
ACL

Qo5
Diagnostics

L AL BE BE BE BE BE BE BE BE BE BE BE B -

User Account

Firmware

Configuration
Upgrade / Backup

SNMP
RMON

»  Source File: Source file types
® Running Configuration: Copy running configuration file todestination.
® Startup Configuration: Copy startup configuration file todestination.
® Backup Configuration: Copy backup configuration file to destination.
» Destination File: Destination file types.
® Startup Configuration: Save file as startup configuration.

® Backup Configuration: Save file as backup configuration.

Click the “Apply” button to save your changes or Chick “Restore Factory Default” the button to back
to factory default setting.
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15.4 SNMP

The SNMP supports SNMP v1, v2, and v3. It also reports system events to trap receivers using the
traps defined in the Management Information Base (MIB) that it supports.

15.4.1 View
A view is a user-defined label for a collection of MIB tree subtrees. Each subtree ID is defined by
the OID of the root of the relevant subtrees. You can either use well-known names to specify the

root of the desired subtree or enter an OID. Setting “add” or “Delete” to management.
Management + SNMP —+ View

¥ View Table
¥
- Showing | All v |entries Showing 1 to 1 of 1 entrie:
il | m | View | 0D subtree | Type
: al 1 Included
y
¥ | add || Delee
L
—
% Diagnostics
= Management
User Account
2 Firmware
2 Configuration
% SNMP
View
Group
Community
User
Engine ID
Trap Event
Notification
2 RMON
Time Range
Field Description
View The SNMP view name. Its maximum length is 30 characters.
Subtree OID Specify the ASN.1 subtree object identifier (OID) to be included or
excluded from the SNMP view.
View Type Include or exclude the selected MIBs in the view.
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Add View

) Included |
(*) Excluded

[ Apply H Close ]

»  View: Enter a unique view name.

» Object Subtree: Select User Defined to manually define an OID, or select an existing OID
from the list. All descendent of this node will be included or excluded in the view.

> Type:
Include: Check to include the selected MIBs in this view.
Excluded: Check to Excluded the selected MIBs in this view.

15.4.2 Group

In SNMPv1 and SNMPv2, a community string is sent along with the SNMP frames. The
community string acts as a password to gain access to an SNMP agent. However, neither the
frames nor the community string are encrypted. So SNMPv1 and SNMPv2 are not secure. In
SNMPv3 can configure Authentication and Privacy is more secure. Setting “add” and “Edit” and

“Delete” function for this management

Management + SNMP + Group

Group Table

Port

PoE Showing | All v | entries Showing 0 to 0 of 0 entr
VLAN

. Vi
B | Group | Version | Security Level| —

| Read | Write | Notify

A || Eat || Delete

— Management

User Account
= Firmware
Configuration

: SNMP
View
Group|
Community
User
Engine ID
Trap Event
Notification
2 RMON
Time Range
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Field Description

Group Specify SNMP group name, and the maximum length is 30 characters.
Spedify SNMP version
* SNMPv1: SNMP Version 1.
* SNMPv2: Community-based SNMP Version 2c.

* SNMPv3: User security model SNMP version 3.
Specify SNMP security level
* No Security : Specify that no packet authentication is performed.

Version

* Authentication: Specify that no packet authentication without
Security Level

encryptionisperformed.

¢ Authentication and Privacy: Specify that no packet authentication
with encryption is performed.

Spedify SNMP version

* SNMPv1: SNMP Version 1.

* SNMPv2: Community-based SNMP Version 2c.

* SNMPv3: User security model SNMP version 3.

Specify SNMP security level

* No Security : Specify that no packet authentication is performed.

Version

¢ Authentication: Specify that no packet authentication without
Security Level .
encryptionisperformed.
* Authentication and Privacy: Specify that no packet authentication
with encryption is performed.
Spedify SNMP version

* Read: Group read view name..

View * Write: Group write view name.
* Notify: The view name that sends only traps with contents that is
included in SNMP view selected for notification.

Read Group read view name

Write Group write view name.

The view name that sends only traps with contents that is included in

Notify SNMP view selected for notification.
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Add Group

he N —.
T
i [ Wirite !
[y =z=z=z=z===z==zz=zzzzzz=z=zzszssssszzzsz=sszzsszsszzzzzzszszssszzzzzzzzzsssosszsszzzzzozzzszzoad

! ] Notify |

Apply l [ Close

Y

Group: Specify SNMP group name, and the maximum length is 30 characters.
»  Version: Specify SNMP version.
® SNMPv1: SNMP Version 1.
® SNMPv2: Community-based SNMP Version 2c.
® SNMPv3: User security model SNMP version 3.
»  Security Level: Specify SNMP security level.
® No Security : Specify that no packet authentication is performed.
® Authentication: Specify that no packet authentication without encryption is performed.
® Authentication and Privacy: Specify that no packet authentication with entryption is
performed.
> View:
® Read: Select read view name if Read is checked.
® Write: Select write view name, if Write is checked.

® Notify: Select notify view name, if Notify is checked.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15.4.3 Community
Communities are only defined in SNMPv1 and v2 because SNMPv3 works with users instead of

communities. The users belong to groups that have access rights assigned to them, Setting “add”
and “Edit” and “Delete” function for this management.

Management + SNMP + Community

¥ Status

Network Community Table
Port
PoE Showing | All v | entries Showi
VLAN i '
} Community | Group "H"IEW| Access |

MAC Address Table ==

el (] public al  Read-Write
Spanning Tree
Discovery

Add | Edit Delete

QoS

Diagnostics
— Management
User Account
= Firmware
& Configuration
& SNMP
View
Group
Community|
Field Description
Community The SNMP community name. Its maximum length is 20 characters.
SNMP Community mode.
Community * Basic: snmp community specifies view and access right.
e Advanced: snmp community specifies group.
Specify the SNMP group configured by the command SNMP group to define
Group the object available to the community.
View Specify the SNMP view to define the object available to the community.

SNMP access mode
Access * Read-Only: Read only.
¢ Read-Write: Read and write.
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Y

Add Community

) Basic |
1 Advanced

__________________
..................

1 Read-Only |
) Read-Write

..................
__________________

[ Apply ][ Close l

Community: The SNMP community name. Its maximum length is 20 characters.

Type: Specify SNMP version.

® Basic: SNMP community specifies view and access right ,The access rights of a community
can configure with Read Only or Read Write. In addition, Administrator can restrict the
access to the community to only certain MIB objects by selecting a view.

® Advanced: SNMP community specifies group, The access rights of a community are
defined by a group. You can configure the group with a specific security model. The access
rights of a group are Read, Write, and Notify.

® View: Specify the SNMP view to define the object available to the community.

Access: SNMP access mode.

® Read Only: Read only , Management access is restricted to read-only. Changes cannot be
made to the community.

® Read Write: Read and write , Management access is read-write. Changes can be made to
the switch configuration, but not to the community.

Group: If set Type for specify SNMP version to “Advanced” type, Must be set specify the SNMP

group configured by user to define the object available to the community.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.4.4 User

An SNMP user is defined by the login credentials (username, passwords, and authentication
method) and by the context and scope in which it operates by association with a group and an
Engine ID. The configured user has the attributes of its group, having the access privileges
configured within the associated view.

Groups enable network managers to assign access rights to a group of users, instead of a single

user. A user can only be a member of a single group.
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Administrator need to create a SNMPv3 user, a SNMPv3 group must be available, Setting “add”

and “Edit” and “Delete” function for this management.

¥ St

Network

Port

PoE

VLAN

MAC Address Table

Spanning Tree

¥ QoS

¥ Diagnostics

Management + SNMP -+ User

User Table
Showing All v |entries

Showing 0 to 0 of 0 entries

‘ B | User | Group | Security Level | Authentication Method | Privacy Method

0 results found.

Add | Edit Delete

- Management
User Account
2 Firmware
2 Configuration
. SNMP
View
Group
Community
User
Field Description
Specify the SNMP user name on the host that connects to the SNMP
User agent. The max character is 30 characters. For the SNMP v1 or v2c, the
user name must match the community name
Group Specify the SNMP group to which the SNMP user belongs.

Security Level

SNMP privilege mode
* No Security : Specify that no packet authentication is performed.

¢ Authentication: Specify that no packet authentication without
encryption is performed.

¢ Authentication and Privacy: Specify that no packet authentication with
encryption is performed.

Authentication
Method

Authentication Protocol which is available when Privilege Mode is
Authentication or Authentication and Privacy.

* None: No authentication required.
e MD5: Specify the HMAC-MD5-96 authentication protocol.

V2.0a @ WWW.Cerio.cc

’X‘ issales@cerio.com.tw

. +(886)2-8911-6160




USER MANUAL

* SHA: Specify the HMAC-SHA-96 authentication protocol.

Encryption Protocol

Privacy Method * None: No privacy required.
* DES: DES gorithm

Add User

I User : |r1umber2 -

| Group =

| Security Level | @ Authentication ’
Authentication

Method | () MD5

I ! @ SHA !

O ety O S S R

]
i
i
Sy T ooOS oSS 59995999939 958895¢6
_ EEBEEEEEEEEEEEEEEESEEEE RS B =T TEEEEEE
]
I | —. — — — = = = = e S oo oo oo oa oo oo ooonoood

»  User: Specify the SNMP user name on the host that connects to the SNMP agent. The max
character is 30 characters.

»  Security Level: SNMP privilege mode.
® No Security: Specify that no packet authentication is performed.
® Authentication: Specify that no packet authentication without encryption is performed.
® Authentication and Privacy: Specify that no packet authentication with encryption is

performed.

Authentication
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» Method: Authentication Protocol which is available when Privilege Mode is Authentication or
Authentication and Privacy.
® None: No authentication required.
® MD5: Specify the HMAC-MD5-96 authentication protocol.
® SHA: Specify the HMAC-SHA-96 authentication protocol.

» Password: The authentication password, The number of character range is 8 to 32 characters.

Privacy

»  Method: Encryption Protocol.
® None: No privacy required.
® DES: DES algorithm.
® SHA: Specify the HMAC-SHA-96 authentication protocol.

» Password: The privacy password, The number of character range is 8 to 64 characters.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.4.5 Engine ID

The Engine ID is only used by SNMPv3 entities to uniquely identify them. An SNMP agent is
considered an authoritative SNMP engine. This means that the agent responds to incoming
messages (Get, GetNext, GetBulk, Set), and sends trap messages to a manager.

Each SNMP agent maintains local information that is used in SNMPv3 message exchanges. The
default SNMP Engine ID is comprised of the enterprise number and the default MAC address. The
SNMP Engine ID must be unique for the administrative domain, so that no two devices in a
network have the same Engine ID, Setting “add” and “Edit” and “Delete” function for this

management.
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Management + SNMP + Engine ID

% Status

phghwrk Local Engine ID
Port RS S H 5
i ] User Defined
| Apply |

Remote Engine ID Table

Showing All v |entries Showing 0 to 0 of 0 entries

} B | Server Address | Engine ID

0 results found.

= Management

User Account | aAdd || Edit | Delete |

= Firmware

% Configuration

. SNMP
View
Group
Community
User

Engine ID

Local Engine ID
» Engine ID: If checked “User Defined”, the local engine ID is configure by user, else use the
default Engine ID which is made up of MAC and Enterprise ID, The user defined engine ID is
range 10 to 64 hexadecimal characters, and the hexadecimal number must be divided by 2.
Click the “Apply” button to save your changes settings.

Remote Engine ID Table

Click the “Apply” button to save your changes or “Close” the button to close settings.

Field Description

Server Address Remote host.
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Specify Remote SNMP engine ID. The engine ID is range10 to 64
Engine ID hexadecimal characters, and the hexadecimal number must be
divided by 2.

Add Remote Engine ID

[ Apply H Close l

»  Address Type: Remote host address type for Hostname/IPv4/IPv6.
»  Server Address: Remote host.
»  Engine ID: Specify Remote SNMP engine ID. The engine ID is range10 to 64 hexadecimal

characters, and the hexadecimal number must be divided by 2.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.4.6 Trap Event

Administrator can choose SNMP Trap Event Type to monitor

Trap messages are generated to report system events, as defined in RFC 1215. The system can
generate traps defined in the MIB that it supports.
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VLAN
MAC Address Table

Spanning Tree

% Diagnostics
~ Management

User Account
2 Firmware
Configuration
: SNMP
View
Group
Community
User
Engine ID
Trap Event
Notification
2 RMON
Time Range

Arpiify your Wire

Enable

Enable
; Enable

Field

Description

Authentication

Failure

SNMP authentication failure trap, when community not match or user

authentication password not match.

Link Up/Down

Port link up or down trap

Cold Start

Device reboot configure by user trap

Warm Start

Device reboot by power down trap

Click the “Apply” button to save your changes settings.

15.4.7 Notification
Notification is network nodes where the trap messages are sent by the switch. A list of

notification recipients are defined as the targets of trap messages. A trap receiver entry contains

the IP address of the node and the SNMP credentials corresponding to the version that will be
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included in the trap message. When an event arises that requires a trap message to be sent, it is
sent to every node listed in the Notification Recipient Table, , Setting “add” and “Edit” and

“Delete” function for this management.

Management + SNMP -+ Notification

¥ Stal

¥ Notification Table
5
o Showing | All | entries Showing 0 to 0 of 0 entries Q[
2 B  Server Address | Server Port | Timeout | Retry | Version | Type | Community / User | Security Level |
bl | 0 results found.
2 First || Pn
¥
¥
v Add |  Edit || Delete
¥
¥
b4 g
~ Management
User Account
2 Firmware
2 Configuration
. SNMP
View
Group
Community
User
Engine ID
Trap Event
2 RMON
Time Range
Field Description
Server Address IP address or the hostname of the SNMP trap recipients.
Server Port Recipients server UDP port number
Timeout Specify the SNMP informs timeout
Retry Specify the retry counter of the SNMP informs.
Specify SNMP notification version
* SNMPv1: SNMP Version 1 notification.
Version

e SNMPv2: SNMP Version 2 notification.

* SNMPv3: SNMP Version 3 notification.
Notification Type
Type * Trap: Send SNMP traps to the host.

¢ Inform: Send SNMP informs to the host.
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SNMP community/user name for notification. If version is SNMPv3 the

Community/User  ame is user name, else is community name

UDP Port Specify the UDP port number.

Timeout Specify the SNMP informs timeout

SNMP trap packet security level
* No Security: Specify that no packet authentication is performed.
e Authentication: Specify that no packet authentication without
Security Level .
encryption is performed.
¢ Authentication and Privacy: Specify that no packet authentication

with

Add Notification

Apply H Close

\4

Address Type: Remote host address type for Hostname/IPv4/IPv6.
Server Address: IP address or the hostname of the SNMP trap recipients.
»  Version: Specify SNMP notification version.

® SNMPv1: SNMP Version 1 notification.

® SNMPv2: SNMP Version 2 notification.

\4
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® SNMPv3: SNMP Version 3 notification.

»  Type: Notification Type.
® Trap: Send SNMP traps to the host.
® Inform: Send SNMP informs to the host.(version 1 have no inform).

»  Community/User: SNMP community/user name for notification. If version is SNMPv3 the name
is user name, else is community name.

»  Security Level: SNMP notification packet security level, the security level must less than or
equal to the community/user name.
® No Security: Specify that no packet authentication is performed.
® Authentication: Specify that no packet authentication without encryption is performed.
® Authentication and Privacy: Specify that no packet authentication with encryption is

performed.

»  Server Port: Recipients server UDP port number, if “use default” checked the value is 162, else
user configure.

»  Timeout: Specify the SNMP informs timeout, if “use default” checked the value is 15, else user
configure.

»  Retry: Specify the SNMP informs retry count, if “use default” checked the value is 3, else user

configure.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.5 RMON

15.5.1 Statistics

The page displays traffic statistics per interface. The refresh rate of the information can be
selected. This page is useful for analyzing the amount of traffic that is both sent and received and
its dispersion (Unicast, Multicast, and Broadcast) Click the “Clear” button to clear this page or

click the “Refresh” button to refresh and chick the “View” button to view the page .
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¥ Status
Ne
Port
PoE
VLAN
MAC A

Spanning Tree

rk

Discovery

Diagnostics

Management

User Account
- Firmware
> Configuration
& SNMP
: RMON
Statistics
History
Event
Alarm
Time Range

Statistics Table
Refresh Rate sec

L =

Jabbers. Collisions

L= = = R R = ==}
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Management + RMON -+ Statistics

Statistics Table

Refresh Rate 0 v | sec
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Packets
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Field

Description

Port

The port for the RMON statistics.

Bytes Received

Number of octets received, including bad packets and FCS octets, but

excluding framing bits.

Drop Events

Number of packets that were dropped.

Packets Received

Number of packets received, including bad packets, Multicast packets, and

Broadcast packets.

Broadcast Packets

Number of good Broadcast packets received. This number does not include

Multicast packets.

Multicast Packets

Number of good Multicast packets received.

CRC & Align Number of CRC and Align errors that have occurred.

Errors

Undersize Number of undersized packets (less than 64 octets) received.
Packages

Oversize Packages

Number of oversized packets (over 1518 octets) received.

Fragments

Number of fragments (packets with less than 64 octets, excluding framing

bits, but including FCS octets) eceived.

Jabbers

Number of received packets that were longer than 1632 octets. This
number excludes frame bits, but includes FCS octets that had either a bad
FCS (Frame Check Sequence) with an integral number of octets (FCS Error)
or a bad FCS with a non-integral octet (Alignment Error) number. A Jabber
packet is defined as an Ethernet frame that satisfies the following criteria:
* Packet data length is greater than MRU.

* Packet has an invalid CRC.

e RXerror event has not been detected.

Collision

Number of collisions received. If Jumbo Frames are enabled, the threshold
of Jabber Frames is raised to the maximum size of Jumbo Frames.

Frames of 64

Bytes

Number of frames, containing 64 bytes that were received.

Frames of 65 to
127 Bytes

Number of frames, containing 65 to 127 bytes that were received.
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Frames of 128 to
255 Bytes

Number of frames, containing 128 to 255 bytes that were received.

Frames of 256 to
511 Bytes

Number of frames, containing 256 to 511 bytes that were received.

Frames of 512 to
1024 Bytes

Number of frames, containing 512 to 1023 bytes that were received.

FramesGreater than
1024 Bytes

Number of frames, containing 1024 to 1518 bytes that were received

15.5.2 History

Use the History Control Table page to define the sampling frequency, amount of samples to store,
and the interface from where to gather the data. After the data is sampled and stored, it appears
on the History Table page that can be viewed by clicking History Table, , Setting “add” and “Edit”

and “Delete” and “View” function for this management.

Showing | All |- entries Showing 1 to 2 of 2 entries
| Sample
W | Entry | Port | Interval | Owner -
| Maximum | Current
] 1 GE2 1800 50 50
|:| 2 GEs 1800 50 30
| Add || Edt Delete View
User Account
% Firmware
% Configuration
= SNMP
# RMON
Statistics
Ewvent
Alarm
Time Range
Field Description
Port The port for the RMON history.
Interval The number of seconds for each sample.
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Oowner The owner name of event (0~31 characters).

The maximum number of buckets.
Sample * Maximum : The maximum number of buckets.

e Current: The current number of buckets.

Add History

»  Port: Select ports for the configure.

» Max Sample: Specify the maximum number of buckets.

» Interval: Enter the time in seconds that samples were collected from the interface, Specify
the number of seconds for each sample

» Owner: Enter the RMON station or user that requested the RMON information, Specify the

owner name of event (0~31 characters).

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.5.3 Event
Events page to configure events that are actions performed when an alarm is generated (alarms are
defined on the Alarms page). An event can be any combination of logs and traps. If the action includes
logging of the events, they are displayed on the Event Log Table page, Setting “add” and “Edit” and

“Delete” and “View” function for this management.
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Arpiify your Wire

Management + RMON —+ Event

Network
Port Add Event
PoE

VLAN

MAC Add Table
Spanning Tree

i
Muili

Security

% ACL
QoS

Diagnostics

User Account

= Firmware

= Configuration

= SNMP

; RMOMN
Statistics
History
|Event
Alarm
Time Range

Field Description

Port Specify port for the RMON history.

Max Sample Specify the maximum number of buckets.

Interval Specify the number of seconds for each sample.

Owner Specify the owner name of event (0~31 characters).
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Add Event

Description | [Defautt Description | §

[ Apply H Close l

Y

Community: The SNMP community name. Its maximum length is 20 characters.
» Notification: Specify the notification type for the event, and the possible value are.
® None: Nothing for notification.
® Event Log: Logging the event in the RMON Event Log table.
® Trap: Send a SNMP trap.
® Event Log and Trap: Logging the event and send the SNMP trap
»  Community: Specify the SNMP community when the notification type is specified as “Trap” and
“Event Log and Trap”.

Y

Description: Specify the description for the event.

» Owner: Specify owner for the event.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.5.4 Alarm
RMON alarms provide a mechanism for setting thresholds and sampling intervals to generate exception
events on any counter or any other SNMP object counter maintained by the agent. Both the rising and
falling thresholds must be configured in the alarm. After a rising threshold is crossed, no rising events are
generated until the companion falling threshold is crossed. After a falling alarm is issued, the next alarm
is issued when a rising threshold is crossed, Setting “add” and “Edit” and “Delete” function for this

management.
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Showing | All |- entries Showing 0 to 0 of 0 entries

Counter —— o = o | Rising | Falling
mpling | Interval ner | Trigger
| Threshold | Event | Threshold | Event
0 results found.

|
W | Entry | Port | Name | Value

[ Add || Edi | Delete
User Account
% Firmware
% Configuration
= SHMP
# RMON
Statistics
History
Event
Field Description
Port The port configuration for the RMON alarm.
The counter for sampling
* DropEvents (Drop Event): Total number of events received in
which the packets were dropped.
* Octes (Received Bytes): Octets.
* Pkts (Received Packets): Number of packets.
* BroadcastPkts (Broadcast Packets Received): Broadcast
packets.
* MulticastPkts (Multicast Packets Received): Multicast
packets.
* CRCAlignError (CRC and Align Error): CRC alignment error.
* UndersizePkts (Undersize Packets): Number of undersized packets.
* OversizePkts (Oversize Packets): Number of oversized packets.
* Fragments (Fragments): Total number of packet fragment.
Counter & (Frag ) P 8

* Jabbers (Jabbers): Total number of packet jabber.

* Collisions (Collisions): Collision.

* Pkts64O0ctetes (Frames of 64 Bytes): Number of packets size 64
octets.

* Pkts65t01270ctetes (Frames of 65 to 127 Bytes): Number of packets
size 65 to 127 octets.

* Pkts128t02550ctetes (Frames of 128 to 255 Bytes): Number of
packets size 128 to 255 octets.

* Pkts256to05110ctetes (Frames of 256 to 511 Bytes): Number of
packets size 256 to 511 octets.

* Pkts512t010230ctetes (Frames of 512 to 1023 Bytes): Number of
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packets size 512 to 1023 octets.

* Pkts1024t015180ctets (Frames Greater than 1024 Bytes): Number of
packets size 1024 to 1518 octets.

The sampling type including:
* Absolute: The selected variable value is compared directly with the
thresholds at the end of the sampling interval

Version * Delta: The selected variable value of the last sample is subtracted
from the current value and the difference is compared with the
thresholds.

Interval The number of seconds for each sample.

Owner The owner for the alarm entry.

Trigger The type of event triggering.

Rising Threshold The threshold for firing rising event.

Rising Event The rising event when alarm was fired.

Falling Threshold The threshold for firing falling event.

Falling Event The falling event when alarm was fired.

15.5.5 Time Rang
Administrator can set time rule in page, This function can be combine work to POE on/off scheduling
control . If administrator need enable time schedule then must go to “PoE” = “Glibal Setting”
enable the “ Schedule Status “.

Please Click "add" and “Edit “ or “Delete “button to maintain your time range rule.
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Arpiify your Wire

Management + Time Range

Time Range

Range Name | Days | Start Time | End Time
[J MYTEST Tue, Sat, Sun 01:00 23:00
[J Name_Default Mon, Tue, Wed, Thu, Fri, Sat, Sun 00:00 24:00
|  Add [ Edi Delete
Diagnostics
— Management
User Account
% Firmware
@ Configuration
2 SNMP
2 RMON
Time Range
Field Description
Time Range Display the time range name.
Days Display for setting of Mon/Tur/Wed/Thu/Fri/Sat/Sun by day.
Start Time Start time setting display: 30 minutes as the minimum unit.
End Time End time setting display: 30 minutes as the minimum unit.
L e

[OMon [JTue [(JWed [ JThu [JFri [ JSat [ JSun

......................................................................................................................................................

Apply | Close |

» Range Name: T You can create a rule name for your setup.
» Date: Please tick the cycle day and detail time for the time rule you want to be effective.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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