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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant
to Part 2 and 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment.
This equipment generates, uses and can radiates radio frequency energy and, if not installed
and used in accordance with the user’s manual, may cause interference in which case user will
be required to correct the interference at his own expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference
in which case the user many be required to take adequate measures.
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1. Introduction

The CERIO CS-2224-24P Web Managed is a powerful high-performance 24 port POE Fast
Ethernet switch and support 2 combo Gigabit UTP/SFP uplink ports. The models compliant to
POE IEEE 802.3af, it defines new green power saving idea on PSE Port. That can solve the
limitation of the power outlet location and offer the system relocation easily. CS-2224-24P
layer 2 Web Management switch support Remote on/off control by PoE. And support
Port-base VLAN and IEEE802.1q tag-base VLAN based on ports & VIDs, and bandwidth control
and security support MAC /TCP/UDP Filter etc.

The CS-2224-24P case is designed for small office and can be upgrade to 1U” chassis .It is
ideal for micro-segmenting large networks into smaller, connected subnets for improved
performance, enabling the bandwidth demanding multimedia and imaging applications. You
could easily connect a POE Wireless AP or a VoIP phone or IPCAM to this switch without
looking outlets for them. Over current protection and circuit shorting protection are also
supported to ensure the safety. That high power device provides easy installation and the
limitation of the power outlet location and offers the system relocation easily.

1.1 Feature

» Complying with IEEE 802.3 10Base-T, IEEE 802.3u 100Base-TX, IEEE 802.3ab
1000Base-T, IEEE 802.3z 1000Base-SX/LX IEEE-802.3af PoE,IEEE802.3at POE+

» 24port 10/100Mbps TX Auto-Negotiation Ethernet Switch , Have 24 Port PSE/ PoE
function, compliant with IEEE-802.3af class3 /class2/class1 and IEEE802.3at

» Support 2 combo Gigabit UTP/SFP uplink ports and IEEE 802.3ab 1000Base-T, IEEE
802.3z 1000Base-SX/LX

» Supporting PoE+ Green power Management by Link up mode to auto detect the level

class of Power device, budgets power output for each port. and Power down mode to auto

detect no link/ standby of Power device

Supporting the power up to 30Watt/15.4Watt/7.5Watt/4Watt for each PSE/PoE port

Full/Half-Duplex capability on each TX port , Auto-learning networking configurations

Supports Store & Forward architecture and performs forwarding and filtering

Supporting the flow control: back pressure for Half-duplex and IEEE 802.3x for Full-duplex

mode

Broadcast storm control and supporting store & forward operation

Non-blocking & Non-head-of-line blocking full-wire speed forwarding

Supports TP interface Auto MDIX function for auto TX/RX swap

YV V V V

YV V V
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Automatic Source MAC Address Learning and Aging

Supports up to 4K MAC addresses

Up to 3.5M bits buffer

VLAN and IEEE802.1Q tag-base VLAN based on ports & VIDs; add/remove/modify tag
IEEE802.3ad Link Aggregation Port trunking(up to 3 groups and Max. 4 ports in each
group)

Provide IGMP v1/v2 snooping function

Support QOS Class Quality of service ( COS ), port- based, 802.1q priority tag based, IP
TOS based, TCP/UDP port bases, 4 queues for per port WRR/FIFS algorithm

Support bandwidth control and Broadcast Storm Control

Supports port mirroring and Spanning Tree functions.

Per port MAC address base filtering and TCP/UDP filtering

Supports file backup and recovery

SNMP v1 , SNMP v2C support and Web-based management interface

1.2 Package Contents

Before you start to install this switch, please verify your package that contains the following

items:
CS-2224-24P Main Unit x1
CD Manual x1
Power Code x1
19” Mount Brackets x1
Warranty Card x1

Copyright © 2015 by Cerio Corporation. Al rights reserved.
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1.3 Front Panel
LED Indicators of 24 Port 10/100Mps + 2 giga Switch

-
® 2
L__}
CeRIO HOOHDIEEDD @ B |z

PoE

CS-2224-24P

2 Combo Gigabit Plus 24 Port 10/100Mbps B3
Web Fu"l:_i.r'laged PoE+ S"l'lritc-h Power Link fACT

HEBEHBNIEIDHIDE B 8|2

1) Power LED the color is Yellow

2) 24 Port PoE and Ethernet Link/ACT LED, Port is linked to Power Device the PoE Lights up
LED, Port is data linked the Link/ACT Lights up LED, The Link / ACT Flashing represent
10/100Mbps for data activating

3) 2 Port Giga linked LED, Port is linked to Giga Device the Speed Lights up LED. Port is data
linked the Link/ACT Lights up LED, The Link / ACT Flashing represent 10/100/1000Mbps
for data activating

4) Hardware Reset to default button, hold down for about 10 seconds, until LED flashes
rapidly, Release will return to the default

24 port + 2 Giga port

1) 24 10/100Mbps PoE Ethernet Port
2) 2 Giga Ethernet Port
3) 2 Fiber Port

’ . : . Sales-Mail : issales@cerio.com.tw
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1.4 Rear Panel Layout

90~260V AC
50/60Hz ,1A

1) AC input (100-240V/AC, 50-60Hz) UL Safety)
2) Two radiator fan

1.5 Connections

Switch/Hub to this 8 Port with 8 Port Fast Ethernet PoE Switch
This switch provides automatic crossover detection functionality for any port. It is simple and
friendly to up-link to another switch without crossover cable.

Giga to Giga uplink

IP Camera o
. ony,
with PoE

¢ W O00ecs 008

== Other devices Un-PoE
AP With PoE Other devices With PoE

Sales-Malil : issales@cerio.com.tw
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PC/Other devices to this 24 Port Fast Ethernet PoE Switch
Via a twisted pair cable straight through, this switch can be connected to PCs, servers and
other network devices.

Power Device to this 24 Port with 24 Port Fast Ethernet PoE Switch and getting 48V
power source through Cat. 5/6 cables

Using Cat. 5/6 twisted-pair cable to connect Power Device to the port 1~24 of this switch, and
then this switch will supply 48V power to Power Device over Cat. 5/6 twisted-pair cable. Please
be noted Power Device should also comply with IEEE 802.3af/ IEEE802.3at. and the PoE
Power Max. 30Watt each PSE/PoE port

2. Software Configuration

CS-2224-24P supports web-based configuration. Upon the completion of hardware installation,
CS-2224-24P can be configured through a PC/NB by using its web browser such as Internet
Explorer 6.0 or later.

Set the IP segment of the administrator's computer to be in the same range as CS-2224-24P for
accessing the system. Do not duplicate the IP Address used here with I[P Address of CS-2224-24P
or any other device within the network. Please refer to the following steps

Example of Segment: (Windows 7)

Step 1:
Please click on the computer icon in the bottom right window, and click “Open Network and
Sharing Center”

Currently connected to: +

WMR-200N
Internet access

d Open Metwork and Sharing Center

T~ %7, PM0242
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Step 2:

In the Network and Sharing Center page, Please click on the left side of “Change adapter

setting” button

e T |

@vL;E « All Control Panel terns » Metwork and Sharing Center

- |~‘f | | Search Control Panel 0o |

Control Panel Home
Manage wireless networks

Change adapter settings
Change advanced sharing

settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

y ™
A
-,
(This computer)

Wiew your active networks

o

Change your networking settings

WMR.-200N
Work network

ig Set up a new connection or network
T set up a wireless, broadband, dial-up, ad hoc, or VPM connection; orsetup a

router or access point,

Connect to a network

L
<3

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Access files and printers located on other network computers, or change sharing

settings.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

o

el Dol

Choose homegroup and sharing eptions

0 See full map
Internet

Connect or disconnect

Access type: Internet
Connections: @ Local LAN

Step 3:

In “Change adapter setting” Page. Please find Local LAN and Click the right button on the
mouse and Click “Properties”

w'@“ Network and Internet » Metwork Connections »

«[4 ][

Ovganize ~ Disable this network device Diagnose this connection  »
=, Local LAN | B Wil
LA S m R Teted
' R Ww B0 Py e 313 802.11b/g/n
=L WiFi-2 sf""'
r Mot connected Diagnese
® ] Microsoft virtual wiFi : 3
¥ Bridge Connections
Creste Shortcut
Delete
#  Rename

Properties ‘||
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Step 4:

In “Properties” page, please Click “Properties” button to TCP/IP setting

(0 cattanses =

General

Activity

Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 00:05:00
Speed: 1.0 Gbps

W

Bytes: 158,449 |

=
Sent —— Eg' ——  Received

432,051

@&mﬁm]l&@gsaue || Disgnose |

Step 5:

In Properties page to setting IP address, please find “Internet Protocol Version 4
(TCP/IPv4)” and double click or click “Install” button.

[0 ol N Properties. | |

Networking | Sharing

Connect using:

| Q Realtek: PCle GEE Family Controller

This connection uses the following tems:

% Client for Microsoft Networks
4B 105 Packet Scheduler
g File and Printer Sharing for Microsoft Networks

-i |ntemet Protocel Version 6
PPN Intemet Protocol Version 4 (TCP/IPv4)
-4 Link-Layer Topology Discoverny Mapper /0 Dri

Double click

& Link-Layer Topology Discovery Responder

[ msal. || Unnsial | [ FPropeties

l

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K | [ Cancel
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Step 6 :

Select “Use the following IP address”, and fix in IP Address : 192.168.2.X
ex. The X is any number by 1 to 253
Subnet mask : 255.255.255.0

And Click "OK" to complete the fixed computer IP setting

Internet Protocol Version 4 (TCP/TPvd) Properties @

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwize, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@) Uge the following IP address:

IP address: 192 . 168 . 2 .100
Subnet mask: 255 ,255 ,255 ., 0
Default gateway:

Obtain DMS server address automatically
(@) Usg the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

oI oo |

Step 7 :
Open Web Browser
Without a valid certificate, users may encounter the following problem in IE7 when they try to

access system's WMI (https://192.168.2.200). There will be a “Certificate Error”, because the
browser treats system as an illegal website.

[ €5-2224-24P
= C' A | [} 192.168.2.200/cgi/logout.cgi?Modify=Accept
CEaio 2 Combo Gigabit
CS-2924-4P 24 Port 10/100 Web managed

Login

Site 192.168.2.200

OK

System login Overview page will appear after successful login.

’ . : . Sales-Mail : issales@cerio.com.tw
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2.1 System login username and password information

The CS-2224-24P web switch default IP is 192.168.2.200
Into the management page as follows, please enter Username and password
> Default IP Address: 192.168.2.200
» Default Username and Password
Management Account Root Account
Username root
Password default

After the authentication procedure, the home page shows up. Select one of the configurations by

clicking the icon.

(5 C5-2224-24P

&« C fi [} 1921682200
] -~ ] 12 14 16 18 20 22 24
CeRIO 24 Part _ID,.__]ZOE?&;"”%O Glgabnd i | f o o o o |
£3-2274-4F 0 i el manage :ll:“:“:“:“:“:l
11 13 15 17 19 21 23

2 Combo Gigabit + 24 Port 10/100Mbps Web Managed PoE Switch

Advanced Features Basic Features

+ Bandwidth conirol + Embedded HTTP web Management
:d & Tag based VLAN « Configuration Backup/Recovery
+ TFTP Firmware upgradeable
. + Secure Management
+ VLAN Uplink * User name/Password security
+ | 2~14Class of Senice

’ . : . Sales-Mail : issales@cerio.com.tw
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3. Management

3.1 Authentication Configuration

This page allows the user to change the user name and the password
Please click Management setup = Authentication Configuration

(i C5-2224-24P

C M [4192.168.2.200

. . . 2 10 12 14 16 18 20 22 24
2 Combo Gigabit (| ([ ] o | o [ [
24 Port 10/100 Web managed = =

[ e i | e e
9 1113 1517 19 21 23

Authentication Configuration

Setting Value

Usemame

New Password _ max:15
Check New Password _

Note:

Username & Password can only use "a-z","A-Z","0-9","_","+",

>
>

Username : Management account is “root”

New Password : Enter a new password if desired ( max. 15)

’ . : . Sales-Mail : issales@cerio.com.tw
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» Check New Password : Enter the same new password again to check.

Click “Save” button to save your changes. Click Reboot button to activate your changes

3.2 System IP Configuration

Here are the instructions for how to setup the local IP Address and Netmask.
Please click Management setup - System IP Configuration

8 10 12 14 16 18 20 22 24
24 Part 10/100 Web managed = %E%E%%%%%
1 7 9 111315171921 23

System IP Configuration

Cg-2224-4P

CEaio 2 Combo Gigabit élélél
73

Setting Value

Subnet Mask _

IP Configure O static ® Dynamic IP

Save

» System IP Configuration : The administrator can manually setup the system IP
address.
® |IP Address : The IP address of the system; default IP address is 192.168.2.254

’ . : . Sales-Mail : issales@cerio.com.tw
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® |P Netmask : The Subnet mask of the system; default Netmask is 255.255.255.0

® Gateway : Configure the network gateway address

® |P Configure : The administrator can manually setup the system IP address
when static IP is available/ preferred.

® Dynamic IP: This configuration type is applicable when the CS-2224-24P is
connected to a network with the presence of a DHCP server; all related IP
information will be provided by the DHCP server automatically.

Click “Save” button to save your changes. Click Reboot button to activate your
changes

3.3 System Status

MAC address and system version will be shown on the screen. And setting login time out
Please click Management setup > System Status

[ Management setup ]

| System Status

Copyright © 2015 by Cerio Corporation. All rights reserved. Support - support@cerio.com.tw



- [ ] 2 4 6 8 1012 14 16 18 20 22 24
CeRIO 2 Combo Gigabit b= e oy oo (o £ I 51 B BRI 51 £

£8.92244P 24 Port 10/100 Web managed DDDD-DDDDDDD =] =
3 57 9111315171921 23 25126

System Status

MAC Address 8c:4d:ea:00:50:2b
Number of Ports 2442

Firmware Version IP1826_WebCtrl_IP210L3.94 v113.7

tate Time: [ - 20 vinutes)

Setlogin Time outll Auto Logout(Default).

Back to the last display.

Save

Mote:
Comment name only can use "a-z""A-Z""_""+""-" "0-9"

MAC Address: MAC address of the display system

Number of Ports: Display CS-2224-24P the Ethernet posts information
Description: Provide description of the system.

Firmware version: Show currently the CS-2224-24P of system software version and
software date

»> Set login Time out: set Idle Time(1~30 Minutes)

Y V V V

Click “Save” button to save your changes. Click Reboot button to activate your changes

3.4 Reset to default

Please click Management setup > Reset to default

= = ; - Sales-Mail : issales@cerio.com.tw
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Reset to Default Setting

Default

Click Default button to reset back to the factory default settings and expect Successful
loading message. Then, click Reboot button to activate.

1o Recover switch default setting excluding the IP address, User name and
Notice  password.

’ . : . Sales-Mail : issales@cerio.com.tw
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3.5 Firmware Update

Firmware is the main software image that system needs to respond to requests and to manage
real time operations. Firmware upgrades are sometimes required to include new features or
bugs fix. It takes around 2 minutes to upgrade due to complexity of firmware. To upgrade
system firmware, click Browse button to locate the new firmware, and then click Upgrade
button to upgrade.

Please click Management setup - Firmware Update

Mana

Firmw:

Firmware Update

Please input the password to continue the Firmware Update process.
Password
ReConfirm

—
Update

MNotice:
After clicking the "UPDATE" button, IF the firmware update webpage is not redirected cormrectly or is shown as "Webpage not found™.
se connect to hitp:/192.168.2.200

Password : Enter administrator password

@ Do not interrupt during firmware upgrade including power on/off as this

Notice may damage system.

’ . : . Sales-Mail : issales@cerio.com.tw
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3.6 Reboot Device

This function allows user to restart system with existing or most current settings when changes
are made. Click Reboot button to proceed and take around one minute to complete.
Please click Management setup - Reboot Device

Reboot Device

Reboot System

Reboot

’ . : . Sales-Mail : issales@cerio.com.tw
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4. Port Management
4.1 Port Configuration

Please click Port Management - Port Configuration

Port Management Port Configuration

Tw/Rx Ability Auto-Megotiation Speed Duplex Pause Backpressure Addr. Leaming

Select 28 03 58 ol o780 oz@ ool 10l 110 128 128
Port No. 5 ; gl 198 208 218 228 238 248 258 260

Function

Function:

Tx Cap Ability: enable/disable for the selected port.
Auto-Negotiation: enable/disable Auto-Negotiation.
Speed: 10M, 100M or 1000M mode for the selected port.
Duplex: Full or Half-Duplex mode for the selected port.
Pause: enable/disable for the selected port.
Backpressure: enable/disable for the selected port.

V V. V V V V V

Addr. Learning: enable/disable for the selected port.

After press the “ Save ”, the setting of “Port Configuration” is finished.

’ . : . Sales-Mail : issales@cerio.com.tw
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4.2 Port Mirroring

Port Mirroring is used to mirror traffic, RX, TX or TX&RX, from Source port to Destination port
for analysis.
Please click Port Management - Port Mirroring

Port Configuration

Port Mirroring

Port

Monitored , -

Source
Port

Multi to Multi Sniffer function

> Destination port: you can choose port 1 to port 26.
» Source port: by clicking the checking box of the port.

Click “Save” to save the setting.

= = ; - Sales-Mail : issales@cerio.com.tw
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4.3 Bandwidth Control

If the link speed of selected port is lower than the rate that you setting, this system will use the value of
link speed as your setting rate.

Please click Port Management > Bandwidth Control

Port No Tx Rate Rx Rate
01 v 0~255) [l o:Fun speeq) 0~255) [l o:Fun soeea)

Low:
(1)32Kbps Tw/Rx bandwidth resolution for port 1~ port 26.
Actual Tw/Rx bandwidth =Rate value x 32 kbps. The rate value is 1~255.
High:
(1)256Kbps TwRx bandwidth resolution fGr port 1~ pGr‘l 24
Actual T/Rx bandwidth=Rate value x 256
When link s peed is 10MEI The

Save Default

Ifthe link speed of selected port is lower than the rate that you seting, this system will use the value of link speed as your setting rate.

» Port No.: you can choose port 1 to port 26.
» TX Rate: set the transmission rate of the selected port. (0:Full speed; 1~255:Specified
bandwidth.)
» RX Rate: set the receiving rate of the selected port. (0: Full speed; 1~255: Specified
bandwidth.)
» Speed Base :
® Low: 32Kbps Tx/Rx bandwidth resolution for port 1~ port 26.
(Actual Tx/Rx bandwidth=Rate value x 32 Kbps, The rate value is 1~255.)
® High:
1) 256Kbps Tx/Rx bandwidth resolution for port 1~ port 24.

= = ; - Sales-Mail : issales@cerio.com.tw
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(Actual Tx/Rx bandwidth=Rate value x 256 Kbps, The rate value is 1~255.)
2) The bandwidth resolution is 2048Kbps for port 25, port 26.
(Actual Tx/Rx bandwidth=Rate value x 2048 Kbps, The rate value is 1~255.)

Click “Save” to save the setting.

4.4 Broadcast Storm Control

This value indicates the number of broadcast packet which is allowed to enter each port in one

time unit. One time unit is 50us for Gigabit speed, 500 us for 100Mbps speed and 5000us for
10Mbps speed.

Please click Port Management > Broadcast Storm Control

Threshold

Enable
Port

» Threshold: Set the threshold from 1~63.
> Enable Port: Per port to define the status of broadcast packets.

This effect may be not significant for long broadcast packet, since the
Ngﬁze broadcast packet count passing through the switch in a time unit is
probably less than the specified number.

Click “Save” to confirm the setting.
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4.5 PoE

Remote access and monitor the attached PD (Powered Device) status by using
Enable/Disable function.
Please click Port Management > PoE Configuration

PoE Configuration

Enable
PSE Current Mo Load Mo Load Mo Load Mo Load 21mAto 31mA Mo Load Mo Load Mo Load

PD Class
Power

POE Class — — — — 553 — — —
Port
Enable
PSE Current Mo Load Mo Load Mo Load Mo Load Mo Load Mo Load Mo Load MNo Load

PD Class
Power

POE Class — — — — — — — —
Port
Enable
PSE Current Mo Load Mo Load Mo Load Mo Load Mo Load Mo Load Mo Load MNo Load

PD Class
Power

POE Class — — — — — — _ _

Refresh Save

A\

Enable: POE of the port is able to supply power to the attached PD (Powered Device)
PSE Current & Minimum Output Power: The status of the port current and minimum
output power.

» POE class: each POE port will detect the class of the attached PD (Powered Device)

A\

Click “Save” to confirm and finish the setting.
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5. VLAN Setting
5.1 VLAN Mode

There are two VLAN modes: Port Based VLAN and Tag Based VLAN.
Please click VLAN Setting > VLAN mode

Multr to

VLAN Mode

—
TagBased VLAM | Change VLAM mode

Click “Change VLAN mode” button to select the mode.

WARNING!

Current Port-base VLAMN Setting will be reset to default setting,
if you click on "Continue” button to change to Tag-base VLAN mode.
Otherwise, click on "Back” button to cancel.

Mext Back

Click “Next” Enter the settings page.
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Tag Mode

Pot01 Port02 Port03 Port04 Port05 Port06 Port07 Port08 Port09 Port10 Port11  Port12  Port13
Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag®

Mo Mo Mo Mo Mo Mo Mo Mo Mo Mo Mo Mo Mo
Change Change Change Change ©Change Change Change Change Change Change Change Change Change

@ I @ @ © o © © © © © © ©
UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag

Port 14 Port15 Port16 Port1¥Y Port18 Port19  Port20 Port21 Port22 Port23 Port24 Port25 Port26
Tag® Tag® ag Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag® Tag®

Mo Mo Mo Mo Mo Mo Mo Mo Mo Mo Mo Mo
Change Change Change Change ©Change Change Change Change Change Change Change Change Change

@] @ @] @ @) @] @ @ @] @ @] @)
UnTag UnTag : UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag UnTag

It supports three types of insertion/removal of tags in packet on assigned VLAN Group.
» Tag: Insert port's tag for egress packets.

» No Change: Don’t change for egress packets.

» UnTag: Remove port's tag for egress packets.

1. Link partner is a network interface card; it probably cannot recognize
the VLAN tag. In this case, it is strongly recommended the network
Ngit?:e administrator to remove the VLAN tag of the corresponding port.
2. If the Port Based VLAN function is enabled, Tag Based VLAN and Multi
to 1 setting function will be disabled automatically.

Click “Save” to confirm and finish the setting.
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5.2 VLAN Member Setting (Tag Based)

You can select a port group.
Please click VLAN Setting > VLAN Member

WLAN Member

VID: -[;-1 ~4094)" Add

10 B3| Delete Save

Add: Enter a VID, select the VLAN member for this entry and then pr this button to add a VLAMN entry to the table.

Del: Select a VID in the table and then p this button to remove a entry from the table.
Update:Modify the existing VID entry selec andthen press the button.

VLAN Member Port select
k! / | osHl
138
218

VID Source port select
k! | o5
12
21
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» VID: Enter a VID, select the VLAN member for this entry and then press this button to add
a VLAN entry to the table.

> Delete: Select a VID in the table and then press this button to remove a VID entry from the
table.

> Save: Modify the existing VID entry, select VID and then press the button.

@@ If you do not select any port, this VID will be treated as a VID embedded in
Notice 5 802.1Q tag.

Port VID Map.

VLAN MEMBER

VID \ Port 1 2 3 4 5 6 7 8 98 10 11 12 13 14 15

VLAN MEMBER

» The Port VID map and tag VLAN Member information.
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5.3 Multi to 1 Setting

This is a special design for easily setting the switch VLAN into “VLAN per Port".
Please click VLAN Setting > Multi to 1 setting

_ Multi to 1 Setting

Destination PortNo. 01 ||

Current Setting
01 02 03 04 05 OB

Disable L= - - L - =
Port 14 15 16 17 18 19

H N N N N N

Mote:
"Disabled port” defines the switch physical port which is dizsabled.

Save

» Destination Port No.: Choose a port of “Destination Port No”.
» Current Setting: Display currently set of Destination port No. information
> “Disable Port”: choose the port which you don’t want to use

@ 1. Disable port can’t be the same as the destination port
Notice 2 After this setting, all ports can only connect to destination ports.
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1.A example for Multi-to-1 structure

Destination Port
. "I Current Setting

2.The original setting of the YLAMN Group will be cleared and replaced by this special structure if you enable this function.
Cn the other hand, If you set the WLAM Group again, this special structure will be cleared and replaced by your newest
setting.

3.This configuration is port base VLAM only.

6. Per Port Counter

You can read the transmitting and receiving packet of the connecting port.
Please click Per Port > Port Counter

Counter Mode Selection:

Fort Collision Count & Transmit Packet
Drop packet & Receive Packet
CRC error packet & Receive Packet
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Counter Mode Selection

>

>

Y

Transmit Packet & Receive Packet: Display 1 to 26 ports of Transmit Packet and Receive
Packet information.

Collision Count & Transmit Packet: Display 1 to 26 ports of Collision Count and Transmit
Packet information.

Drop Packet & Receive Packet: Display 1 to 26 ports of Drop Packet and Receive Packet
information.

CRC error Packet & Receive Packet: Display 1 to 26 ports of CRC error Packet and
Receive Packet information

Clear: Clear all the information to recalculate

Refresh: Update the all Information

7. QoS Setting

Quality of Service (QoS) prioritizes network traffic and manages available bandwidth so that
the most important traffic goes first. QoS is implemented as rules or policies that prioritize
packets, optionally change information in the packet header, and assign them to outbound port
queues based on their priority.

7.1 Priority Mode

Each switch port has four types of outbound traffic queues based on priority: First-In-First-Out,
All-High-before-Low and Weight-Round-Robin.

The queue priority determines the order of exit for packets in the queue. For example, packets
in a high priority queue leave the switch before packets in other queues.

Please click QoS Setting—> Priority Mode

Sales-Malil : issales@cerio. tw
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There are three Priority Modes to select.

Priority Mode

@ FirstIn-First-Out
Mode @ All-High-before-Low

® weightRound-Robin.  Low weight (B8] Hioh weiont: [[JES

T
Save

»  First-in-First-Out: The first receiving packet will be firstly transmitted.

» All-High-before-Low: All packets will be assigned to either Q2 (high) piority queue or Q1
(low) priority queue.

> Weight-Round-Robin: set the ratio of the transmitting packet for the low priority to high
priority.

When the queue weight is set to "0", it will be treated as "8"
The "low wieght" and "high weight" means the ratio of the packet in the
Ngt?:e transmit queue. For example,
If "low weight" and "high weight" are set to "3" and "5", the ratio of the
trasmit packet for the low priority to high priority is 3/5.
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7.2 Class of Service

You can set QoS mode of per port by different bases.
Please click QoS Setting—> Port, 802.1p, IP/DS based

Priarity Mode

ort, 802 1p. IP/DS

As long as any of three COS schemes(802.1p,IP TOS/DS or Port Base) is mapped to "high",
the data packet will be treated as the high priority.

Enable is High Priority

T
o

Port Mo.\Mode e - Port Mo.\Mode

o'
=}
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7.3 Class of Service Configuration
Please click QoS Setting—> TCP/UDP Port Based

Base on different protocol, you can choose four different types of Class of Service for each
TCP/UDP port number -First-in-First-out, Discard, High Priority or Law Priority to control the
incoming packet.

Protocol

Option
[FF0 v |
[P0 v
[P0 v
=
=
[P0 v |
[P0 v
[FF0 v
[Fo v
[FF0 v |
[P0 v
[P0 v
[FF0 v
[Fro v
[0 v ]

The Class of Service for TCP/UDP port number allows the network administrator to assign the
specific application to a priotity queue.

» F-I-F-0O: The incoming packet will be forwared in first-in-first-out scheme.

» Discard: The incoming packet will be discarded at the source port.

= = ; - Sales-Mail : issales@cerio.com.tw
Copyright © 2015 by Cerio Corporation. All rights reserved. Support - support@cerio.com tw



» High: The incoming packet will be forwareded with the high priority.
» Low: The incoming packet will be forwareded with the Low priority.

User_Define User_Define_a User_Define_b User_Define_c User_Define_d

1~-65535)

» The mask defines which bit is ignored within the IP address bit 0 ~ bit 7.
For example, UDP/TCP port = 65535 and mask = 5,this means 65530, 65531, 65534 and
65535 are all taken into account. UDP/TCP port =65535 and mask=0, this means only
65535 is taken into account.

TCP/UDP port QoS function ERMEeN-Tiil«-Ia

» TCP/UDP Port QoS function: When the "override" item is selected, the Port_based,
Tag_based, IP TOS_based, CoS listed above will be ignored.

Click “Save” to confirm and finish the setting.

8. Security
8.1 MAC address Binding

Set special MAC address to activate on the selected port
Please click Security > MAC Address Binding
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If you setting and enable the binding MAC address in access control list, The port only allow

MAC address on the access control list.

Present Port No. MAC Address

Select Port: ik L.hange Ehndlnu Enable ' aa'ure

The single port you can setting three MAC address.
» MAC Address: Enter MAC address

> Select: Select Port to binding MAC address(you can select 1~26 port)

> Binding: [Enable] Allow the packet with the specified source MAC address to enter this

port.

Copyright © 2015 by Cerio Corporation. All rights reserved.
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8.2 Service Protocol Filter

You can enable or disable this function of per port.
Please click Security &> Service Protocol Filter

Semvice Protocol
Filter

Function Enable

Port Filtering Rule  Mote: ) )
(1)The outgoing elected protocol will be either forwarded or dropped at secure WAN port as the figure shwon below.

{2 negative™ m cted protocol will be dropped and other protocols will be forwarded
"positive™ me. ed protocol will be forwarded and other protocol will be dropped.

a 3| a
POPIMO)  Ews(119) SNTP(123) NetBIOS 38) IMAP(143.220)

B rrP2021)  MssHizz) BTELNET(23) B sMTP(25) Bonss3)  BIFTREY) :‘I‘I’F‘(Dn

] ] ] L] ] ] ] ]
SNMP(161,162) HTTPS(443) XRD_RDP(3389) BOOTP_DHCP(67,68) User Define_ a User Define b User Define ¢ User Define d

Protocol

B Pori01 Broto2 M Porto3 B Porio4 B Porios B Portos B Porto7 W Portos Brotos  Mrortto M pPort11 B porti2
Secure WAN port B porti3 Brotia  Wportis B portis B Port17 B port1s B Port19 B Port20 Brotz1  Bpotzz  Mpor2a B port24
B pPort 258 Port 26

» Function: setting Disable / Enable the function.
> Port Filtering Rule: The outgoing packet with selected protocol will be either forwarded or
dropped at secure WAN port as the figure shown below.

Ingress Check TCR/UDP
TrafficPath = po Port Number

The Packet will be either dropped or forwarded.
This is the secure WAN Port
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® "negative" means the selected protocol will be dropped and other protocols will be
forwarded.

® "positive" means the selected protocol will be forwarded and other protocol will be
dropped.
» Protocol: choose protocols which you want.
» Secure WAN Port: choose secure ports which you want.

1. The secure WAN port should be set at the physical port which is
connected to the server.
2. Once this function is enabled, the switch will check the destination
Nf’;%e TCP/UTP port number at the outgoing direction of the secure WAN port.
** If the condition matches, this packet will be dropped or forwarded.
3. The description of Secure WAN port is shown on the bottom of this
screen.

Click “Save” to confirm and finish the setting.
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9. Spanning Tree

Spanning Tree Protocol(STP) allows only one active path at a time between any two network
devices (this prevents the loops) but establishes the redundant links as a backup if the initial link
should fail. If STP costs change, or if one network segment in the STP becomes unreachable, the
spanning tree algorithm reconfigures the spanning tree topology and reestablishes the link by
activating the standby path. Without spanning tree in place, it is possible that both connections
may be simultaneously live, which could result in an endless loop of traffic on the LAN.

9.1 STP Bridge Settings

This setting is to avoid the loop network.
Please click Spanning Tree &> STP Bridge Setting

STP Brid

Spanning Tree Settings

STP Mode Bridge Priority (0~61440) Hello Time {1~10 Sec) Max Age (6~40 Sec) Forward Delay (4~30 Sec)

Hote:
2*(Forward Delay-1) == Max Age, Max Age == 2*(Hello Time+1)
Bridge Priority must be multiplies of 4096

Mote: If you enable the MAC address binding function, the address leaning function will be disabled automatically. Then both RSTP/STP and address leaming will be afected.

Bridge Status
STP Mode Bridge ID Hello Time Forward Delay
RSTP 32768:8C 4D EA 00 50 2B 2 y 15

Root Status
Root D Hello Time Forward Delay

I'm the root bridge! 2 : 15
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STP Mode: choose “Disable”, “STP” or “RSTP”
Bridge Priority: Set the priority of the Bridge.

YV V V V V

Hello Time: Provides the time period between root bridge configuration messages.
Max Age: Indicates when the current configuration message should be deleted.
Forward Delay: Provides the length of time that bridges should wait before transitioning

to a new state after a topology change. (If a bridge transitions too soon, not all network

links might be ready to change their state, and loops can result.)

Click “Save” to confirm and finish the setting.

9.2 STP Port Setting
Please click Spanning Tree > STP Port Setting

STP Port Settings

STP Port Settings

Port Mo. Priority (0~240)
R

Priority should be a multipe of 16
» Port No.: Choose Port 1 ~ Port 26

Copyright © 2015 by Cerio Corporation. All rights reserved.
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>  Priority: Setting 0~ 240
» RPC: The RPC= Root Path Cost: 0 = AUTO. When the loop is found, the STP/RSTP will

calculate the cost of its path.

STP Port Status

Port No. RPC
Auto:200000
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:200000
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:0
Auto:20000

Priority
0xB80
0x80
0x80
0x80
0xB80
0x80
0x80
0x80
0xB80
0xB80
0x80
0x80
0x80
0xB80
0x80
0x80
0x80
0xB80
0xB80
0x80
0x80
0x80
0xB80
0x80
0x80
0x80

STP Port Status
State Status
Designated Port Forwarding
Disable

Designated Bridge Designated Po

Dis
Forwarding
Dis

Designated Port

Forwarding

10. Trunking (Link aggregation)

Link aggregation can aggregate multiple Ethernet ports together to form a logical aggregation

group. To upper layer entities, all the physical links in an aggregation group are a single logical

link.

Link aggregation is designed to increase bandwidth by implementing outgoing/incoming load

sharing among the member ports in an aggregation group. Link aggregation group also allows for

port redundancy, which improves connection reliability.

Copyright © 2015 by Cerio Corporation. All rights reserved.
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Please click Trunking - Link Aggregation Setting

Trunking

There are two groups to choose and each group is 4 ports and the third group is for 2 ports.
System Priority IZI'1=Ei5-“71‘=51:-
Link Aggregation Algorithm

—

Submit

This standard describes the Link Aggregation Control Protocol (LACP), a mechanism for allowing
ports on both sides of a redundant link to configure themselves into a trunk link (aggregate link),
without the need for manual configuration of the ports into trunk groups.

When you enable link aggregation on a group of Brocade ports, the Brocade ports can negotiate
with the ports at the remote ends of the links to establish trunk groups.
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A
Refresh

Link Group 1 Link Group 2 Link Group 3
P1 P2 P3 P4 P5 P& P7 P2 P35 P26
Member

State Disable ||
Type LACP [»| LACP [»|

Operation
L\E‘y RAR3 15'

Y

Member: Choose link group port.

Y

State: Choose Enable / Disable the link group function.
»> Type: The IEEE 802.3ad Link Aggregation Control Protocol (LACP) enables the dynamic
aggregation of physical links and The Link Aggregation Control Protocol (LACP) is defined in
IEEE 802.3ad. It uses link aggregation control protocol data units (LACPDUs) for information
exchange between LACP-enabled devices. With the usage of preserved fields in LACPDUs,
LACP can deliver extended functions in addition to its basic functions.
® Static: switch and switch between must be fixed and setting Link Aggregation
Group(LAG) function.

® LACP: switch sides set to LACP mode, The ports on the switch through asking way to
check whether to join LAG, If there to join LAG, LACP connection can be achieved,
otherwise they skipped LACP connection.

> Activity: Both switches use “LACP” to configure the Trunk, at least one of them should be

“Active”.

® Active : Set the port in this category will take the initiative to ask link port whether the
LACP trunk. If yes, Join the Manage Connections in LACP

® Passive : The main can reply to active, and passive connectivity to reach LACP.

Click “Save” to confirm and finish the setting
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11. DHCP Relay Agent
11.1 DHCP Relay Agent

Since DHCP clients request IP addresses via broadcast messages, the DHCP server and
clients must be on the same subnet. Therefore, a DHCP server must be available on each
subnet. It is not practical.

DHCP relay agent solves the problem. Via a relay agent, DHCP clients communicate with a
DHCP server on another subnet to obtain configuration parameters. Thus, DHCP clients on
different subnets can contact the same DHCP server for ease of centralized management and
cost reduction.

Please click DHCP Relay Agent > DHCP Relay Agent

DHCP Relay Agent DHCP Relay Agent

DHCP Relay State -
DHCP Relay Hops Count Limit (1-16):

DHCP Relay Option 82 State -

Save

> DHCP Relay State: Select DHCP Relay function Disable or Enable.
> DHCP Relay Hops Count Limit (1-16): The maximum numbers of DHCP relay agents
that will handle DHCP relayed traffic. The maximum value is 16 hops.
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> DHCP Relay Option 82 State: The DHCP Information option (Option 82) is commonly
used in metro or large enterprise deployments to provide additional information on
“physical attachment” of the client. Option 82 is supposed to be used in distributed DHCP
server/relay environment, where relays insert additional information to identify the client’s
point of attachment. You can select the function Disable or Enable.

Your DHCP server must be configured to accept DHCP option 82. If the
@  server is not configured for DHCP option 82, the server does not use the
Noticé  HHCP option 82 information in the requests sent to it when it formulates its
reply messages

Click “Save” to confirm and finish the setting.

11.2 Relay Server

Enter DHCP Server IP address. Please click DHCP Relay Agent - Relay Server

DHCP Relay Agent

Relay Server
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DHCP Server IP

DHCP Server IP List

| DEL

Click “Save” to confirm and finish the setting.

11.3 VLAN MAP Relay Agent
Please click DHCP Relay Agent > VLAN MAP Relay Agent
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DHCP Relay Agent

VLAN MAP Relay
Agent

VLAN ID

Map Senver IP JEtei It .

Save

MAP List
Senver IP Action

Del

» VLAN ID: Please Enter VLAN 10 number.
»> Map Server IP: If setting the completed of Relay Server function, The Map server IP you
can select |IP address.

Click “Save” to confirm and finish the setting.

12. Backup/Recovery

Please click Trunking - Link Aggregation Setting
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Backup(Switch—PC)

Please check "Download™ to download EEPROM contents.

Drownload

Recovery(PC—Switch)

Select the image file ; [0 |
F'aE:E:wnrd:_ Update

> Backup: Click “Download” to confirm the setting.

> Recovery: Selects a file and key in the password - Click “Update” to confirm the setting.

@& The Update password is by login password, the login default password is
Notice by “default’

13. Other Setting
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The function you can setting Aging time / VLAN Striding / and IGMP Snooping etc.
Please click Other Setting

QOutput Queue Aging Time

The output queue aging function allows the administrator to select the aging time of a
— y i = i 8 0 st o = A stored =} queye for alo me
aging time [EEEEEIM| s . cel din the output queue, A pa stored in the output gqueue for a long time

the free packet buffer, resulting in the poor utilization of the buffer and the poor
switch performance

VLAN Striding

When this functi 5 enabled, the ch will forward a3 uni-cast packet to the
destination port. Mo matter whether the destination port is in the same V0LAN group.

IGMP Snooping V1 & V2

VLAN Striding [alEETEREY

IGMP Snooping geEERIENE S IGMP Snooping V1 & V2 function enable

IGMP Leave Packet

_ Leave packet will be forwarded 1o IGMP router pors.

VLAN Uplink Setting

Port02 Port03 Port04 Porl05 Port06 Port 07 Port 08 Port089 Port10 Port 11 Port12 Port13
@ @ @ @ L] @ @ @ @ @ L ] @
Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1  Uplink1  Uplink1  Uplink1  Uplink1  Uplink1  Uplink1
@ @ @ @ ] ] ] @ @ @ @ @
Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2
Pot15 Por16 Port17y Porti8 Port19 Por20 Port21 Port22 Port23 Pol24 Port25 Por

L @ @ @ @ @ L ® [ @ ] @
Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1 Uplink1
@ » @ @ ] @ L L L ® @ @
Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2 Uplink2

@ Clear Uplink1
@ Clear Uplink2

» Output Queue Aging Time: Choose Aging time is 200/400/600/800ms or disable etc. The
output queue aging function allows the administrator to select the aging time of a packet
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stored in the output queue. A packet stored in the output queue for a long time will lower the
free packet buffer, resulting in the poor utilization of the buffer and the poor switch
performance.

VLAN Striding: You can choose VLAN Striding disable or enable function. When this
function is enabled, the switch will forward a uni-cast packet to the destination port. No matter
whether the destination port is in the same VLAN group.

IGMP Snooping V1 & V2: You can choose IGMP Snooping disable or enable function. After
enable IGMP, will use both V1 and V2 function. If enable IGMP Snooping function, you can
choose disable or enable the IGMP Leave Packet. Mainly allows Leave packet will be
forwarded to IGMP router ports.

VLAN Uplink Setting: Set “uplink1 or uplink2” or “Clear uplink1” or “Clear uplink2”

Click “Save” to confirm and finish the setting.

14. Logout

Click “Logout” The system will logout and automatically go to the login page.

Are you sure want to logout..?

—
Logout Back

CEqio 2 Comba Gigabit

08.2224-4P 24 Fort 10/100 Web managed

Login

Site 192.168.2.200

Useriame

, Logout Password _

OK
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Specifications

Standards Conformance

Port Configuration
Media Access Protocol
Network Media

Transmission Method
MAC Address Table
Built-in Buffer

Data Transfer Rate

Auto MDI/MDIX
LED Indicators
Internal Bus Speed

Link Aggregation

Priority Queue

Port Mirror
Bandwidth Control
Spanning Tree(STP)

Rapid spanning Tree (RSTP)

IGMP Snooping
MAC Filter

Copyright © 2015 by Cerio Corporation. All rights reserved.
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Standards & Hardware Specifications
IEEE 802.3 10Base-T
IEEE 802.3u 100Base-TX,
IEEE 802.3ab 1000Base-T, IEEE 802.3z 1000Base-SX/LX
IEEE 802.3x Flow Control
IEEE 802.3af Power over Ethernet ( 15.4 Watt PoE+ )
IEEE 802.3at Power over Ethernet Plus ( 30 Watt PoE+ )

24 ports RJ-45 connectors for 10/100 BASE-TX and PSE/ PoE
function
2 port Gigabit Combo SFP/ RJ-45
CSMA/CD
10BASE —T: UTP Cat. 3 or up,
100BASE-TX: UTP Cat. 5 or up,
1000BASE-T: UTP Cat. 5 or up
Store and Forward
4K
3.5Mbits
10/100Mbps (Half-duplex), 20/200Mbps (Full-duplex)
1000Mbps ( Half-duplex), 2000Mbps (Full-Duplex)
Yes
Per Port:(TX): Link/Act , Per Unit: Power
8.8Gbps
Switch Specifications
up to 3 groups and 0-3,4-7 ports ,Gigabit 1-2 ports in each
group
IEEE Class of Service (4 Queues)
Supported
Supported
Supported
Supported
v1 and v2
Supported
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DHCP Relay Agent Supported
VLAN IEEE802.1Q Tagging VLAN , Port-Based ,Tag based VLAN
SNMP V1 / v2c supported

Environmental & Mechanical Characteristics

Power Consumption 380Watt share per Port PoE Device connected) for all ports .
15 Watt (max. with no PoE Device connected)

Power Requirement AC 90~260VAC, 50-60Hz Auto-sensing
Power Requirement

Operating Temperature 0°to50° C

Storage Temperature -20°t0 90° C

Operating Humidity 10% to 90% non-condensing

Storage Humidity 10% to 90% non-condensing

Dimension (W xD xH) 325 x 440 x 44 mm

Weight 3.875Kg

Certification FCC, CE, RoHS-compliant
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