Cerio Corporation

CERIO Corporation

100GX-N

extreme High Power 11n 150Mbps In Wall PoE Access Point

Ao

User’s Manual

Tel : +(B86) 2-8667-5160 #222
o¢ © +{BBG) 2-B6ET-6555




Cerio Corporation

Table of Contents

1 INETOAUCTION <. 4
L O =T 1= 4
1.2 Package CONtENES. ... ..ueiiiiiiiiieii ettt e e e e e st e e e e e e e e e e nnaee e 5
1.3 SIZe Of INWall 1. 6
R == U 7
2. QUICK INSTAIIALION. ... 9
2.1 BASIC SOHINGS .ottt e e e aanan 9
2.2 WIZAIA SEIUD .ottt e e e ettt e e e e e e e e e a e e e e e e e e e aaaaaan 17
3. AP Mode ConfigUration ...........oiiiiiiiiie e e e e e e e e e e e e e e e e e 20
3.1 Chose Your Operating Mode (AP MOAE ) ....oiiiiiiiiiii e 20
3.2 External Network CONNECHION .........uuuieiiiiii e e e e e e e e e e e e e e e e e aaaeeens 21
3.3 Configure T00GX-N LAN [P AdAreSsS.......cuueiiiiiiiiiiiiiiiiee e e e e 21
3.4 Wireless GENEral SEIUP .......uuuuuiiiiiiiiiiiiiiiiiiiii s 23
3.5 Configure Wireless AdvanCed SEIUP .........ueiiiiiiiiiiiiiiiie e 25
3.6 Create Virtual AP — Virtual AP SetUP ......uoii i 29
3.7 Virtual AP General Configuration............ccooooiiiiiiiiii e 30
3.8 WDS Setup - Expand your Wireless Network...........ccoooiiiiiiiiiiiiecceie e 36
3.9 WiFi MAC Filter General Configuration .............ouuuiiiiiiiiiice e 37
.10 VDS SEALUS ...eeeeiiiiiiiiiiiiiiiiiiiieii s 38
3.11 ASSOCIAtEA ClIENTS .....veiiiiiiiiiiiiitiitii s 38
4. WDS Mode ConfIQUIatioN .........ooieeiiiiiiiie et e e e e e e e aaeeeeas 39
4.1 Chose Your Operating Mode ( WDS MOGE )....ccoueiiiiiiiiiiiiiiiieee e 39
4.2 Configure 100GX-N LAN [P AdAreSS......cccoiiiiiiiiie ettt eaaaaaanes 40
4.3 Wireless General SettiNGS.......cooviiiiiiiii it a e e 41
4.4 Configure Wireless AdvanCed SELUD .......ccoiiiiiiiiiii e eaaaeaaes 41
T B S S 1Y (U] o PSP PRR PPN 42
T DS ] - | (1 SRS 44
5. Client Bridge + Repeater AP Mode Configuration...............ccoouiiiiiiiiiiiieeeee e 44
5.1 Chose Your Operating Mode(Client Bridge + Repeater AP) ..........ccociiiiiiiiiiiiiiiieiceeeeeeennn 44
5.2 External Network Connection ( Network Requirement ) ...........coueeiiiiiiiiiiiieees 45
5.3 Configure T00GX-N LAN [P AdAreSS.......cuueiiiiiiiiiiiiiiiiei et a e 45
5.4 Wireless GENEral SEIUD .....uuuii i e e e e e e e e e e e e e e eaaaees 46
5.5 Configure Wireless AAvanCed SEIUP .......coiiiiiiiiiiiicc e 48
5.8 SILE SUIVEBY ..ottt e e e e e e e e e e e e e e e e e e e e e e et aaaaaaaann 49
5.7 STAtION PrOfile ... s 50
5.8 REMOLE AP STAtUS......uiiiiiiiiiiiiiiiiiii e 51
5.9 REPEALEN AP SEIUD ..eveiiiiiiiiiiiiieiititt s 51
5.10 Repeater AP MAC Filter SQTUP ... ... i a e e e e e e e e e e aaeeens 52
6. WISP + AP Mode Configuration ...........oouiiiiiiiiiee et 53
6.1 Chose Your Operating Mode ( WISP + Repeater AP MOd€ )....ccooeeeiiiiiiiiiiiiieeeeeeeieee 53
6.2 Configure CPE(WAN) SEIUD ...uiiiiiieeeeie et e e e e 53
6.3 Configure T00GX-N LAN [P AdAreSS......cciiieiiiiieiee et 58
2

Tel : +(886) 2-8667-6160 #222
Fax : +{886) 2-8667-6555

Copyright © 2013 by Cerio wmmm




Cerio Corporation

6.4 Configure DDINS SeIUD ...ovvvuuiii it e et e e e e e e e e e e e eaeaees 59
6.5 Wireless GENEral SEIUD .....uuii it e et e e e e e e e e e e e e aaaees 59
6.6 Configure Wireless AAvancCed SEIUP .......coiieiiiiiiiiiee e 60
B.7 SIE SUNVEY ..ottt e e e e e et e e e e e e e e e e eeeaae s 62
6.8 STAION PrOfile .....eeeiiiiiiii s 63
6.9 REMOLE AP STAtUS ... ..eiiiiiiiiiiiiiiiii s 64
6.10 REPEALEN AP SEIUD ...eeiiiiiiiiiiiiiitiitit s 64
6.11 Repeater AP MAC Filter SEUP ....coveeiiiiie e 65
7 SYstem ManagemMENT ... ..o e e e e e e e na 65
7.1 Configure ManagemeENt...........uuiiii i e e e 65
7.2 Configure SYStEmM TIME ......ooiiiiiii e e e e e e e 68
7.3 LED SEUUP .eeeiiiiiiiiieeeeee e as 70
7.4 Configure SNIMP SEEUD ......eeiiiiiiie it e e e e e e e e ennees 70
8 CoNfIgUre AQVANCE SEIUP ......uiiiiiiiiiiie ettt e e e e e e e e e e e e e e e e aannnes 72
8.1 DMZ (This function must be used WISP mode)............coiiiiiiiiiiiiiiiieieeeee e 72
8.2 IP Filter (This function must be used WISP Mode) ..........coovviiiiiiiiiiiiiiiec e 73
8.3 MAC Filter (This function must be used WISP mode).............cceiviiiiiiiiiiiiiiiieeeeeeee e 74
8.4 Virtual Server (This function must be used WISP mode).........ccoviieiiiiiiiiiiiiiieiieeeeee, 75
8.5 Parental Control (This function must be used WISP mode)..........ccccooveiiiiiiiiiiiiiiiiieeen 77
8.6 IP Routing (This function must be used WISP MOde)..........oooiiiiiiiiiiiiiiiiiiiiiieeee e 78
8.7 THME POLICY .ttt s 80
9 Configure ULIlIHIES SEIUD ..o e e e e e e e 82
9.1 Profile SEHING ... 82
9.2 Firmware UPGrade .........oouiuiiii ittt e e e e et e e e e e e e e e aaanns 83
9.3 NEWOIK ULIITY covvve et e e e e e e e e e e e e e e eenens 84
S =T o T 84
1O CONFIGUIE SEALUS ... e e e e e e e e e e e e e et e e e e e e e e e e eeeas 85
LT B @ =T 1= 85
10.2 DHCP Client (This function must be used WISP mode) ..o, 86
T0.3 EXEra INFO e 86
T0.4 EVENT LOG. .ot 89
Appendix A. WEB GUI Valid Characters ... 90
Appendix B. MCS Data Rate..........oouiiiiiiiiiice e e e e e e 93
Appendix C. SPECIfICALIONS ......ccciiiiiiiiie e e e e 94
3

Tel : +{885) 2-8667 6160 #222
Fax : +(886) 2-8667

Caa|

— Copyright © 2013 by Cerio Corporation. All rights reserved.




Copyright © 2013 by Cerio Corporation. All rights reserved.

Cerio Corporation

1. Introduction

1.1 Overview

The CERIO 100GX-N eXtreme High Power 11n 150Mbps In Wall PoE Access Point is an
easy-to-install and cost-effective solution for most of indoor wireless deployments, The high
class access point perfect for installation including ;hotel , offices, Luxurious house .

To extend the range and increase the performance of our wireless network. The 100GX-N
provide both a RJ-45 wired connection as well as WiFi wireless connection and provide RJ11
Pass-through function , Build in stable ‘s Cerio Cen-OS 3.0 own software ,a network
administrator can centrally manage the 100GX-N via a Web browser an SNMP MIB browser
& VLAN tag. With included PoE, power and data are supplied to the unit using CAT5 Ethernet
cable. , It use be powered via PoE switch or PoE Injector available.

The Ethernet port support Link-On and Cable Length Power Saving and Link-Down Power
Saving also when PoE is not available. The 100GX-N Structure (Form Factor ) with bundle US
or EU type faceplate set to support In wall Mounting make up and install.

All supports four operational modes, the Pure AP with WDS mode / Pure WDS mode / Client
Bridge + Universal Repeater Mode and WISP Repeater +AP mode etc. respectively with built-in
remote management features simplify the deployment and reduce cost for continued
maintenance of the indoor Access Point .This eXtreme High Power 11n 150Mbps PoE Access
Point must be your best choice.

%
Main Unit with US-Type Faceplate Module Main Unit with EU-Type Faceplate Module
(U.S.A./ Japan Specification) (Europe / China Specification)
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VLAN Tag / SNMP v2c/v3 and Web Based Management interface

Besides supporting IEEE 802.1Q Tag VLAN priority control ,The users to easily handle network
management and maintenance tasks for tthis units . The browser interface permits users to monitor

node condition, link quality, traffic flow, and event log of the 100GX-N units.

The web based management interface also allows Network administrators to easily configure ,
update , and monitor every 100GX-N station . SNMP private MIBs are available for advanced users

preferring to manage through their own network manager.

1.2 Package Contents

IW-100GX-N Packages
100GX-N Main Unit
RJ-45 UTP Cable
In Wall Faceplate Set -1 (U.S.A Specification)
In Wall Faceplate Set -2 (Europe Specification)
Wall Mounting Bracket Set
CD Manual
Quick Installation Guide
Warranty Card

WM-100GX-N Packages
100GX-N Main Unit
RJ-45 UTP Cable
Power Adapter (Power Supply)
PoE Adapter
Stand/Mounting Bracket
CD Manual
Quick Installation Guide
Warranty Card

~ Copyright©2013 by Cerio Corporation. Al rights reserved.
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x1
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1.3 Size of In wall :

Measure : mm

Main Unit with US-Type Faceplate
For U.S.A. / Japan Specification

4106

16.11

Main Unit with EU-Type Faceplate
For Europe / China Specification

41.06

34,77
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1.4 Features

Y

YV YV VY VY VY VY VYVYYVYYVYY

Operation Modes : Pure AP+WDS Mode, Pure WDS Mode, Client Bridge Universal
Repeater Mode, WISP Repeater + AP Mode

IEEE 802.11n 1Tx / 1Rx Design, Bandwidth of up to 150Mbps(Tx), 150Mbps(Rx) link rate
800mW at 2.4Ghz Output High Power

Support 8 Multiple-BSSID. And Support IEEE802.11f IAPP

Maximum Security with 802.1X, WAP, and WPA2

Integrated IEEE 802.3af Power over Ethernet (PoE).

Max WDS Link x 8 (Wireless Distribution Service) for Pure WDS Bridge

Build in Wireless RF Signal Enable and Disable by time scheduling function

Enable and Disable to Control and scintillation the dazzling LED light

Support IEEE802.1d Spanning Tree

Integrated IGMP v1/v2/v3 snooping functions and Support Web management

IEEE 802.1Q Tag VLAN priority control and SNMP v1/v2c/v3 , SNMP Traps Supported
Ping Watchdog function support

Auto Channel Scan and support Scan other AP site survey Single information

With bundle Stand Bracket support for Desktop & Wall and Ceiling Mountable Form Factor
Built-in controlled base’s Cerio Cen0S3.0 software interface allows for communicating
with CERIO AM-Series AP Management WLAN Switch or Access Controller of network
management servers

Provide Traffic Monitor and Graphical GUI Status Interface.

Device Information

Wireless Traffic Monitor vl v reresn e RN D | LAN Traffic Monitor

W

ETH1 status:

Bytes Packets Errors

1031 1]

Packets Enors

Tel : +{B85) 2-8867-5160 #222
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Wireless Feature

>

YV YV VYV YVYY

Support IEEE802.11n » HT Tx/Rx Stream selection : 1 for 150Mbps(Tx),and 150Mbps(Rx)
Transmission power control : Layer 1~9

Channel selection : Manual or Auto

IEEE802.11f IAPP : to facilitate faster roaming for the stations among different APs nearby
No of associated clients per AP : 32

Support 8 virtual BSSID and associated clients per AP to 32 and the Pure WDS Max. 8
IEEE 802.11d -Multi country roaming

IEEE802.1Q VLAN tag support

IEEE 802.11e WMM QoS ,Diffserv / TOS,IEEE802.1p/COS

Authentication/Encryption (Wireless Security)

>

>

>

>
>

WEP 64/128/152 bit /EAP-TLS + Dynamic WEP , EAP-TTLS + Dynamic WEP,
PEAP/MSPEAP + Dynamic WEP

PA-PSK/TKIP,WPA-802.1x/TKIP, 802.11i WPA2-PSK/CCMP/AES 128/256bit, WPA2
(802.1x /ICCMP / AES 128/256bit ), No. of registered RADIUS servers : 1

Setting for TKIP/CCMP/AES 128/256bit (ASCII 63 & HEX 64 )key’s refreshing period
WPA2-PSK/CCMP/AES, WPA2(802.1x /CCMP / AES)

Hidden SSID broadcast support

Access Control list (ACL) by MAC and IP Address

Quality of Service

> |EEE802.11e WMM

»  IGMP Snooping V3 Support

» DiffServ/TOS , IEEE 802.11p/COS, IEEE 802.1Q Tag VLAN priority control
Management

»  On line client status monitoring

» Real time traffic monitor and status reporting supported

»  Web-Based management interface, Intuitive Web Management Interface
»  Support Firmware Upgrade via Web , Reset to Factory Defaults

»  Support SNMP vi1/v2c/iv3 , MIB I

» SNMP Traps to a List of IP Address

»  Support Event log and Administrative Access : HTTP and HTTPS/SSL,SSH and support

— Copyright © 2013 by Cerio Corporation. All rights reserved.
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2. Quick Installation

~ Copyright©2013 by Cerio Corporation. Al rights reserved.

2.1 Basic Settings

100GX-N supports web-based configuration. Upon the completion of hardware installation,
100GX-N can be configured through a PC/NB by using its web browser such as Internet
Explorer 6.0 or later.

» Default IP Address: 192.168.2.254

»  Default Subnet Mask: 255.255.255.0

» Default Username and Password: root / default

IP Segment Set-up for Administrator's PC/NB

Set the IP segment of the administrator's computer to be in the same range as 100GX-N for
accessing the system. Do not duplicate the IP Address used here with IP Address of 100GX-N
or any other device within the network.

Example of Segment: (Windows XP)

Step1 :

Click Start -> Settings -> Control Panel, and then “Control Panel” window appears.
Step2 :

Click on “Network Connections”, and then “Network Connections” window appears.
Step3 :

Click right on “Local Area Connection”, and select Properties.

Tel : +{885) 2-8667 6160 #222
Fax : +{886) 2-8667-6555
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" Network Connections

File Edit Wiew Favorites Tools

eBack - II\J @ pSearch [E Folders v

Advanced  Help

Address % Metwork Connections

#| LAN or High-Speed Internet
Network Tasks

1394 Connection
Connecked, Firewalled
[ 1394 Met Adapter

Create a new
conneckion

et up a home or small
office netwark

@ Change Windows
Firewall settings

ﬁ Disable this network
device

R Repair this connection

Wireless Metwork Connection
Disabled, Firewalled
[ Atheros AREONGEG Wirsless M.,

@ Rename this connection

& View status of this
conneckion

Change settings of this
conneckion

Other Places

[ cControl Panel

.-:g My Mebwork Places
[} My Documerts

i My Computer

Details

Local Area Connection il

Status
Repair

Eridge Connections

Create Shorkcut
Delete

Rename

Step4 :

In “Local Area Connection Properties” window, select “Internet Protocol (TCP/IP)” and

click on Properties button.

-4 Local Area Connection Properties

General | Advanced |

Connect using:

E& MNYIDIA nForce Metworking Contraller

Thiz connection uzes the following items:

.@ (o5 Packet Scheduler
S AEGIS Protocol IEEE 802.1%) +3.4.10.0

Elnternet [TCPAF)

Dezcription

Tranzmizzion Control Protocol/lnternet Protocol. The default
wide area netwaork, protocal that provides cammunication
acrozz diverze interconnected network s,

[ Shaow icon in notification area when connected
MHatify me when thiz connection has limited or no connectivity

& 1] ] =
Irztall... rinztall

Lo

Cancel J

10
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Step5:

Select “Use the following IP address”, and fix in IP Address : 192.168.2.X
ex. The X is any number by 1 to 253

Subnet mask : 255.255.255.0

And Click "OK" to complete the fixed computer IP setting

Internet Protocol (TCP/IP) Properties

General

Y'ou can get 1P zettings agzigned automatically if your nebwork, supports
thiz capability. Othenwize, you need to azk your network, administrator for
the appropriate P settings.

() Obtain an IP address automatically
(%) Uze the following P address:

IP address: 192 .168. 2 100
Subnet mask: | 255.255.255. 0O |

Default gateway: | . . . |

Obtain DMNS server address automatically

(%) Uze the following DMS zerver addresses:

Freferred DMS server: | . . . |

Alternate DMS gerver: | . . . |

|L Q. ]H Cahcel J

Example of Segment: (Windows 7)

Step 1:
Please click on the computer icon in the bottom right window, and click “Open Network and
Sharing Center”

Currently connected to:

WMR-200N
Internet access

dﬂpen Metwork and Sharing Center

& - ™
S A | 1 S P 02:42

1
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Step 2:
In the Network and Sharing Center page, Please click on the left side of “Change adapter
setting” button

| = E=n )
@vHE « All Control Panel kerns  » Network and Sharing Center - | ‘fl | Search Control Panel o] |

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks @l E ° See full map

Change adapter settings | : '-'I - Internet
hange advanced sharing (This computer)
SEns View your active networks Connect or disconnect
i WMR-200M Access type: Internet
Work network Connections: @ Local LAN

Change your networking settings

i. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a
router or access point.,

? Connect to a network
~ Connect or reconnect to a wireless, wired, dial-up, or VPN netweork connection.

ﬁ Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing

See also settings.
HomeGreup @ Troubleshoot problems
Internet Options Diagnose and repair network problems, or get troubleshooting information.

Windows Firewall

Step 3:
In “Change adapter setting” Page. Please find Local LAN and Click the right button on the
mouse and Click “Properties”

T —
w-@« Network and Interet » MNetwork Connections » -4 |[

Ovganize « Disable this network device Diagnose this connection.

- Local LAM . WiFi-1
LR -] : | .-H ted
AT 31380211b/g/n
| WiFi-2 SI
Mot connected Diagnose
® o) \icrosoft Virtual wiFs
¥ Bridge Connections
Create Shorteut
¥ Delete
¥ Rename
|5 _Properties ‘
12
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Step 4:
In “Properties” page, please Click “Properties” button to TCP/IP setting

General
Connection
IPv4 Connectivity: Internet
IPvE Connectlivity: Mo Internet access
Media State: Enabled
Duration: 00:09:00
Speed: 1.0 Gbps
Activity
')
Sent —— | ——  PReceived
Bytes: 158,443 | 492,051

Step 5:

In Properties page to setting IP address, please find “Internet Protocol Version 4 (TCP/IPv4)”

and double click or click “Install” button.

Metworking | Sharing

Connect using:
‘ & Reattek PCle GBE Family Cortroller ‘

This connection uses the fallowing tems:

% Cliert for Microsaft Networks
Bl (105 Packet Scheduler

H File and Printer Sharing for Microsoft Metworks
V| i i

= WS |temet Protocol Version 4 (TCP/IPvd) Double click
i Linl-Layer Topology Discovery Mapper 170 Driv

& Link-Layer Topology Discovery Responder

| [ Install... ] Urinstall | [ Properties ]

Description .
Teamsmission Carirol Prord. O ClICK Install button
wide area network protoc T

across diverse interconnected networks.

[ ok J[ comce |

13
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Step 6 :

Select “Use the following IP address”, and fix in IP Address : 192.168.2.X
ex. The Xis any number by 1 to 253
Subnet mask : 255.255.255.0

And Click "OK" to complete the fixed computer IP setting

==l

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@) Use the following IP address:

IP address: 192 . 168 . 2 . 100
Subniet mask: m
Default gateway:

Obtain DMS server address automatically
(@ Use the following DNS server addresses:
Ereferred DNS server:

Alternate DNS server:

Validate settings upon exit

Open Web Browser

Without a valid certificate, users may encounter the following problem in IE7 when they try to
access system's WMI (https://192.168.2.254). There will be a “Certificate Error”, because the
browser treats system as an illegal website.

14
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GE; v |g| https:,l’,l’192.168.2.254,|’|

File Edit ‘Wiew Favorites Tools Help

ﬁ Favorites | {.3 e Suggested Sites - m Free Hotmail & | veh Slice Gallery -

[ @Certificate Error: Mavigation Blocked l l

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website,
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Click “Continue to this website” to access the system's WMI. The system's Overview page
will appear.

Launch as web browser to access the web management interface of system by entering the
default IP Address, http://192.168.2.254, in the URL field, and then press Enter. Browser will
pop up "login" page. Please key in username and password into the system on 100GX-N.

{~ 100GE-N - Windows Internet Explorer
6@ & | hipe192.168 2254/

File Edit View Favorites Tools Help |

The system manager Login Page then appears.

Enter “root” as User name and “default” as Password, and then click OK to login to the
system.

15
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http://192.168.2.254/

Connect to 192 168 2 254

The smrver 192,163 2 254 at 100GE-IT requires & Nasrmamme
and passwond .

Warning: Thiz server iz requesting that wour veermame and
pazeord be sent in an insecnre manner (hazie authentication
without a secure conmnectom).
The 100GX-N system login default As
follows

User Name : root

Password : default

Uzer Mame II3: ﬁ | w
Passward )

[ ] remember my password (B

[ Ok ] [ Cancel

The 100GX-N System screen
cexio

Tystem = Wintiers *  Adanoe T UtiBtes = Sius T

100GX-N

Owerview

1 Trafhe Mormtor

Traffac Monstor

16
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2.2 Wizard Setup

The setup wizard is designed to be an 'easy to use' utility that allows quick modification of the
100GX-N Ul Web-based GUI interface settings. The wizard should take no longer than 5
minutes to use. Please be aware that the wizard doesn't give full access to all the setup options
in 100GX-N Indoor AP.

This is purely because the wizard has been designed for a quick and easy setup aimed at all
users. More advanced users can configure the remaining settings using the advanced settings
options from the setup menu.

» Chose Your Operating Mode

The 100GX-N supports four operational modes, AP/AP+WDS mode, WDS mode, Client Bridge
+ Repeater AP mode, WISP and WISP + Repeater AP mode etc. respectively with built-in
remote management features. The default is AP mode.

Operating Mode

® ClientEri dge+RepeaterdP Mode

® vaspeRe peaterdP Mode

>  Wizard Guide
Please click on System > Setup Wizard - Next and follow the below guide.

»  Follow And Guide Continuing Setting

17
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setup Wizard
The setup wizard will guide you to configure access point for first time. Please follow the setup

wizard step by step

In this mode, the device can be used to Access Point far wireless clients cannection, the all ethernet

ports and 35 interface are bridged together,

LAN setup = Here are the instructions for setup your 100GX-N local LAN IP address and
netmask. If you don’t want change the default 100GX-N IP 192.168.2.254 address, please
keep the default and go next setup.

Setup Wizard

LAN Setup
This page i ed to configure the parameters far local area netw ich conhects to the LAM port
of your Access Point, Here wou may change the setting for IP Address, Netmask, etc,
tode: @ staticIp ® DynamicIp
IP Address: PERERLERERECE

IP Metmask: e

IP Gateway: PEERLTREN

Cancel Eack [

» DNS - If you don’t know for your ISP correct DNS IP address, Please click “No default

DNS server” to follow your ISP DNS related IP address.

ol assign DS Server IP address,

s @ Mo Default DMS Server @ Specify DNS Sen

Cancel Eack [ et

Wireless Setup - If you are not sure which setting to choose, Please then the default
setting to best WiFi smart channel judgment for auto channel, and adjust the output power
to level9 (100%) Extended service set ID indicated the SSID which the clients used to
connect to the access point ESSID.

18
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This page is used to configure the parameters forwireless LAN clients which may connect to your

A Point,

Band Mode:
Channel:
T Powver: SR hl
Channel Bandwidth: @ 20 L+ ] 20440
Extension Channel: @ U pper © Lower
[SNN(H CERIC_TEST

Cancel Eack ek

Wireless Security setup 2 Suggested setting that you use wireless encryption
authentication type for security Type : to “WPA2-PSK” the cipher suite : to “AES”, Key
Type : to “ASCII” for 11n high speed mode.

Security Type

WPA General

Pre-shared Kew

Cancel Eack Finish

Pre-shared Key : Enter the information for pre-shared key; Pre-shared key can be either
entered as a 256-bit secret in 64 HEX digits format or 8 to 63 ASCII characters. The
Pre-Shared key sample as “xxxxxxxx” wireless encryption key for wireless access.
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»  Finishing Wizard

Please Wait

ﬂSy’stem is restarting, please wait for 44 seconds...

Click Finish button to save your setting. please wait till completion of the reboot process.

3. AP Mode Configuration

When AP mode is chosen, the system can be configured as an Access Point. This section provides
detailed explanation for users to configure in the AP mode with help of illustrations. In the AP mode,
functions listed in the table below are also available from the Web-based GUI interface.

3.1 Chose Your Operating Mode ( AP Mode )

100G X-N Operating mode support four operational modes, AP mode, the WDS mode, the CPE
mode and the Client Bridge + Repeater AP mode, respectively with built-in remote
management features.

The system administrator can set the desired mode via this page, and then configure the
system according to their deployment needs, Please click on System -> Operating Mode and

follow the below setting.

Operating Mode

® clients ridge+RepeaterdP Mode

® vacpepe peaterdP Mode
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3.2 External Network Connection

Network Requirement

Normally, 100GX-N connects to a wired LAN and provides a wireless connection point to
associate with wireless client. Then, Wireless clients could access to LAN or Internet by
associating themselves with 100GX-N set in AP mode.

3.3 Configure 100GX-N LAN IP Address

Here are the instructions to setup the local IP Address and Netmask
Please click on System -> LAN and follow the below setting.

Time Server

LED Setup

Ethernet Connection Type

Mode: @ StaticIp ® CynamicIp

static [P

IP Address: EEEGIREEET

IFM 255,255,255.0

IF s bl 192.168.2.1

Ethernet Connection Type
Check either “Static IP” or “Dynamic IP” button as desired to set up the system IP of LAN
port.
»  Static IP: The administrator can manually setup the LAN IP address when static IP is
available/ preferred.

IP Address : The IP address of the LAN port; default IP address is 192.168.2.254

IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0

IP Gateway : The default gateway of the LAN port

Dynamic IP: This configuration type is applicable when the 100GX-N is connected to a
network with the presence of a DHCP server; all related IP information will be provided by
the DHCP server automatically.

Vewewe
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Ethernet Connection Type

Mode: @ staticIP © oynamicIp

Oynamic IP

® Hostname : The Hosthame of the LAN port.

» DNS: Check either “No Default DNS Server” or “Specify DNS Server IP” button as

desired to set up the system DNS.

ons: @ Mo Default DMS Server @ Specify DMS Server IP

Primary DM 5:
Secondary DMS:

H02.1d Spanning Tree

Service: L Enable Q Dizable

® Primary : The IP address of the primary DNS server.
® Secondary : The IP address of the secondary DNS server.

> 802.1d Spanning Tree

The spanning tree network protocol provides a loop free topology for a bridged LAN between
LAN interface and 8 WDS interfaces from wds0 to wds7. The Spanning Tree Protocol, which is

also referred to as STP, is defined in the IEEE Standard 802.1d

Gateway / Router ) ( -
.
L]
Internet ) wbs
192.168.2.254 g Remote Base Station
{, = 192.168.2.250
I \ N
' \-._/"‘""'
: LOOP X Blocked by
3 1 Spanning Ti
A I‘VD
\
5 R
- - 'v
\ [
s WN--wos (- 3
/) A\
Base Station Remote Base Station
192.168.2.253 192.168.2.251
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3.4 Wireless General Setup

The administrator can change the data transmission, channel and output power settings for the
system. Please click on Wireless -> General Setup and follow the below setting.

Wireless Advance ¥ IIti

| General Setup

1al AP Setup

Band Mode: [R0emmlatsl] o

Country: 13 W

Channel: Auto Scan AP List

RF[OM/OFF] Schedule: [ENE= AT b

HT Physical Maode
Channel Bandwidth: @ 20 © 0040
Extension Channel; @ U pper © Lowver
h Auto (W
short I @ Disable © Enable
Aggregation: ®iable © Enable

ion Frames; |58

50000

® MAC Address : The MAC address of the Wireless interface is displayed here.
® Band Mode : Select an appropriate wireless band; bands available are 801.11 b/g/n
mixed mode
® Country : a region, the 100GX-N support region for US,ETSI and Japan
® Channel : Choosing the best WiFi channel
v" Auto Scan : Smart channel judgment, the function can auto choose use best Channe
v' AP List : the function support search neighborhood AP and print site survey list

23

Tel : +(B85) 2-BE67-6160 #222
Fax : +{B885) 2-8667-6555
Copyright @ 2013 by Cerio Corporation. All rights reserved. S‘:as-h{hil .:Isalas@cﬁiu.cm.m



Cerio Corporation

ESSID MAC Address Channel SignalfMoise, dBm Signal Quality, % Encryplion
Danny on :1F:10 ] -3 95 59 100 On

7904w 18:CD:8E:B1:00:89 b 32 Oon

Current Frequency =2.432 GHz (Channel 5)

® TX Power : You can adjust the output power of the system to get the appropriate
coverage for your wireless network. Specify digit numbers between level 1 to level 9 (the
unit is %) for your environment. If you are not sure which setting to choose, then keep the
default setting level 9 (100%).
® RF(on/off) schedule : The 100GX-N can use the schedule control WiFi on or off
function.
Please refer 8.7 Time Policy

HT Physical Mode

® Channel Bandwidth : The "20/40” MHz option is usually best. The other option is
available for special circumstances.
® Extension Channel : Only for Channel Bandwidth “40” MHz. Select the desired channel
bonding for control.
® MCS : This parameter represents transmission rate. By default (Auto) the fastest possible
transmission rate will be selected. You have the option of selecting the speed if
necessary.
® Shout Gl : Short Guard Interval, by default, it's “Enable”. it's can increase throughput.
However, it can also increase error rate in some installations, due to increased sensitivity
to radio-frequency reflections. Select the option that works best for your installation.
® Aggregation : By default, it's “Enable”. To “Disable” to deactivated Aggregation.
A part of the 802.11n standard (or draft-standard). It allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the larger
frame by combining smaller frames with the same physical source and destination end points and
traffic class (i.e. QoS) into one large frame with a common MAC header.
® Aggregation Frames : The Aggregation Frames is in the range of 2~64, default is 32. It
determines the number of frames combined on the new larger frame.
® Aggregation Size : The Aggregation Size is in the range of 1024~65535, default is
50000. It determines the size (in Bytes) of the larger frame.

Change these settings as described here and click Save button to save your changes. Click
Reboot button to activate your changes. The items in this page is for AP's RF general
settings and will be applied to all VAPs and WDS Link.
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3.5 Configure Wireless Advanced Setup

The administrator can change the Slot Time, ACK Timeout, RTS threshold and
fragmentation threshold settings for the system. Please click on Wireless -> Advanced
Setup and follow the below setting.

Adhvanced Setup

Distance

Short Preamble; @ Enable

IGKP Snooping: ® chable

eld: @ Enable
A @ Enable

» Slot Time : Slot time is in the range of 9~1489 and set in unit of microsecond. The default
value is 9 microsecond.
Slot time is the amount of time a device waits after a collision before retransmitting a
packet. Reducing the slot time decreases the overall back-off, which increases throughput.
Back-off, which is a multiple of the slot time, is the random length of time a station waits
before sending a packet on the LAN. For a sender and receiver own right of the channel
the shorter slot time help manage shorter wait time to re-transmit from collision because of
hidden wireless clients or other causes. When collision sources can be removed sooner
and other senders attempting to send are listening the channel(CSMA/CA) the owner of
the channel should continue ownership and finish their transmission and release the
channel. Then, following ownership of the channel will be sooner for the new pair due to
shorter slot time. However, when long duration of existing collision sources and shorter slot
time exist the owners might experience subsequent collisions. When adjustment to longer
slot time can’t improve performance then RTS/CTS could supplement and help improve
performance.

» ACK Timeout : ACK timeout is in the range of 1~372 and set in unit of microsecond. The
default value is 64 microsecond.
All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by receiving
radio. The transmitter will resend the original packet if correspondent ACK failed to arrive
within specific time interval, also refer to as “ACK Timeout”.
ACK Timeout is adjustable due to the fact that distance between two radio links may vary in
different deployment. ACK Timeout makes significant influence in performance of long
distance radio link. If ACK Timeout is set too short, transmitter will start to “Resend” packet
before ACK is received, and throughput become low due to excessively high

re-transmission.
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ACK Timeout is best determined by distance between the radios, data rate of average
environment. The Timeout value is calculated based on round-trip time of packet with a
little tolerance, So, if experiencing re-transmissions or poor performance the ACK Timeout
could be made longer to accommodate.

@ Slot Time and ACK Timeout settings are for long distance links. It is important
Notice . . . .
to tweak settings to achieve the optimal result based on requirement.

Beacon Interval : Beacon Interval is in the range of 40~3500 and set in unit of millisecond.
The default value is 100 msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame,
called “Beacon”. Beacon is broadcast to all the stations, provides the basic information of
AP such as SSID, channel, encryption keys, signal strength, time stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may
proceed next actions if the information from AP matches the requirement. Beacon is sent
on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and associated
overhead, but that will likely delay the association and roaming process because stations
scanning for available access points may miss the beacons. You can decrease the beacon
interval, which increases the rate of beacons. This will make the association and roaming
process very responsive; however, the network will incur additional overhead and
throughput will go down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless
stations, which support power saving mode, when to wake up to receive multicast frame.
DTIM is necessary and critical in wireless environment as a mechanism to fulfill
power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the
access point sends the buffered multicast frames. Forinstance, if DTIM Interval is set to 3,
then the Wi-Fi clients will expect to receive a multicast frame after receiving three Beacon
frame. The higher DTIM interval will help power saving and possibly decrease wireless
throughput in multicast applications.

RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347
byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible
collisions due to hidden wireless clients. RTS in AP will be enabled automatically if the
packet size is larger than the Threshold value. By default, RTS is disabled in a normal
environment supports non-jumbo frames.
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>  Short Preamble : By default, it's “Enable”. To Disable is to use Long 128-bit Preamble

e ————

Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The short
preamble provides 72-bit Synchronization field to improve WLAN transmission efficiency
with less overhead.

IGMP Snooping : the process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a
map of which links need which IP multicast streams. Multicasts may be filtered from the
links which do not need them and thus controls which ports receive specific multicast
traffic.

Greenfield : In wireless WLAN technology, greenfield mode is a feature of major
components of the 802.11n specification. The greenfield mode feature is designed to
improve efficiency by eliminating support for 802.11b/g devices in an all draft-n network. In
greenfield mode the network can be set to ignore all earlier standards.

WMM QoS : This affects traffic flowing from the access point to the client station.
Configuring QoS options consists of setting parameters on existing queues for different
types of wireless traffic. You can configure different minimum and maximum wait times for
the transmission of packets in each queue based on the requirements of the media being
sent. Queues automatically provide minimum transmission delay for Voice, Video,
multimedia, and mission critical applications, and rely on best-effort parameters for
traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher
priority for transmission (lower wait times for channel access), while other applications and
traditional IP data which are less time-sensitive but often more data-intensive are expected
to tolerate longer wait times.
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v' AC Type :

Data Transmitted

Queue AP to Clients Priority Description

AC_BK | Background Low High throughput. Bulk data that requires maximum
throughput and is not time-sensitive is sent to this
queue (FTP data, for example).

AC _BE | Best Effort Medium | Medium throughput and delay. Most traditional IP
data is sent to this queue.

AC_VI Video High Minimum delay. Time-sensitive video data is
automatically sent to this queue.

AC_VO | Voice High Time-sensitive data like VolP and streaming media

are automatically sent to this queue.

v CWmin : Minimum Contention Window. This parameter is input to the algorithm that
determines the initial random backoff wait time ("window") for retry of a transmission.
The value specified here in the Minimum Contention Window is the upper limit (in
milliseconds) of a range from which the initial random backoff wait time is
determined. o

v CWmax : Maximum Contention Window. The value specified here in the Maximum
Contention Window is the upper limit (in milliseconds) for the doubling of the random
backoff value. This doubling continues until either the data frame is sent or the
Maximum Contention Window size is reached. Once the Maximum Contention
Window size is reached, retries will continue until a maximum number of retries
allowed is reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511,
or 1024. The value for "cwmax" must be higher than the value for "cwmin". o
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v" AIFS : The Arbitration Inter-Frame Spacing Number specifies a wait time (in

milliseconds) for data frames o

v" TxOP Limit : Transmission Opportunity is an interval of time when a WME AP has the
right to initiate transmissions onto the wireless medium (WM). This value specifies (in
milliseconds) the Transmission Opportunity (TXOP) for AP; that is, the interval of time
when the WMM AP has the right to initiate transmissions on the wireless network. o

v ACM bit : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO.

When you do not click Checkbox, it means that the ACM is controlled by the
connecting AP. If you click Checkbox, it means that the Client is in charge o
v No ACK policy bit : Acknowledgment Policy, WMM defines two ACK policies: Normal
ACK and No ACK. Click “Checkbox” indicates “No ACK”
When the no acknowledgement (No ACK) policy is used, the recipient does not
acknowledge received packets during wireless packet exchange. This policy is suitable in
the environment where communication quality is fine and interference is weak. While the
No ACK policy helps improve transmission efficiency, it can cause increased packet loss
when communication quality deteriorates. This is because when this policy is used, a
sender does not retransmit packets that have not been received by the recipient.
When the Normal ACK policy is used, the recipient acknowledges each received uncast
packet. o

Change these settings as described here and click Save button to save your changes.
Click Reboot button to activate your changes.

3.6 Create Virtual AP — Virtual AP Setup

The administrator can create Virtual AP via this page. Please click on Wireless -> Virtual AP
Setup and follow the below setting.

VAP List

YaP MAC Address ESSID Status Security Type MAC Filter Edit MAC Filter Status YAP Edit
WP 00:11:11:22:22:05 APODL Disabled Edit Disable Edit
YAP1 02:11:11:22:22:05 APD1 Disabled Edit Disable Edit
P2 APOZ Off Disabled Edit Drisable Edit

APD3 Disabled Edit Disable Edit
APng Off Disabled Edit Disable Edit
APDS Disabled Edit Disable Edit
AP0G Off Disabled Edit Disable Edit

APD? Disabled Edit Disable Edit

»  VAP: Display number of system's Virtual AP.
» MAC Address : The MAC address of the VAP Interface is displayed here. When you

enable AP and reboot system, the MAC address will display here
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»  ESSID: Display Virtual AP's ESSID; default is APOO~APOQ7.
»  Status: Display VAP status; default VAPO is always on and only VAPO can support WPS

function.
»  Security Type: Display Virtual AP's Security Type; default is disabled.
»  MAC Filter Setup: Click “Setup” button for configuring Virtual AP's Access Control List.

» VAP Edit: Click “Edit” button for configuring Virtual AP's settings and security type.

Change these settings as described here and click Save button to save your changes. Click

Reboot button to activate your changes

3.7 Virtual AP General Configuration

For each Virtual AP, administrators can configure general settings and security type. Click
Wireless -> Virtual AP Setup, click “Edit” of Virtual AP List and then Virtual AP Configuration
page appears.

WAP List

YAP MAC Address Status Security Type

WAPD 00:11A3:00:00:00C WRAZ-PSE

YAP1 Disabled
Disabled
Disabled
Dizabled
Disabled
Disabled

Disabled
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Security
Hidder : @ Enable © Disable
ClientIsolation: @ Enable © Disanle
8PP ) Enable (® Disable

n Clients

-

Security Ty

WDS Setup

service: () Enable (*) pisable
WDS Peer's MAC Address Description
CE P F E F
[ F E F B F
NN EEN
[ E E F F |

ESSID: Extended Service Set ID indicates the SSID which the clients used to connect to
the VAP. ESSID will determine the service type of a client which is assigned to the
specified VAP.

Hidden SSID: Select this option to enable the SSID to broadcast in your network. When
configuring the network, it is suggested to enable this function but disable it when the
configuration is complete. With this enabled, someone could easily obtain the SSID
information with the site survey software and get unauthorized access to a private network.
With this disabled, network security is enhanced and can prevent the SSID from begin
seen on networked.

Client Isolation: Select Enable, all clients will be isolated from each other, that means all
clients can not reach to other clients.

IAPP: Inter Access-Point Protocol is designed for the enforcement of unique association
throughout a ESS(Extended Service Set) and for secure exchange of station's security
context between current access point (AP) and new AP during hand off period.

L4 Notice: IAPP only used on WPA-PSK and WPA2-PSK security type. Only one
Notice
of VAPs can be enabled.

Maximum Clients: Enter maximum number of clients to a desired number. For example,
while the number of client is set to 32, only 32 clients are allowed to connect with this VAP.
VLAN Tag(ID): Virtual LAN, the system supports tagged VLAN. To enable VLAN function;
valid values are from 0 to 4094.
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»  Security Type: Select the desired security type from the drop-down list; the options are
WEP, WPA-PSK, WPA2-PSK, WPA-Enterprise, WPA2-Enterprise and WEP 802.1X.

WEP
W PA-PLE
WRAZ-PSE
WRA-Enterprize
WRAZ-Enterprise
WEP 802, 1%

® Disable: Data are unencrypted during transmission when this option is selected.

® WEP: WEP, Wired Equivalent Privacy, is a data encryption mechanism based on a 64-bit,
128-bit or 152-bit shared key. Select WEP as the security type from the drop down list as
desired.

key Length: R =

WEP Auth Method: [l Cpen system M :hared

Key Index:

WWER Key 1:

WWER Key &

v Key Length: The key size of WEP encryption can be 64bit, 128bit or 152bit.

v WEP auth method: You can select the appropriate value: Open system (If enabling
this mode, there is no need authentication to access AP or Wireless NIC) or Shared
(Only those who are sharing the same key with the AP can connect with it).

v" Key Index: You can select the Key which you want to use. Other wireless station must
have the same key value to connect with 100GX-N, 4 different WEP keys can be
configured at the same time, but only one is used. Effective key is set with a choice of
WEP Key 1, 2, 3 or 4.

v WEP Key #: You can chose either HEX or ASCII for your WEP key value, for 64bit
encryption strength can use 10 digits for HEX (0~9, a~f and A-F) or 5 digits for ASCII
(0~9, a~z and A~Z), for 128bit encryption strength can use 26 digits for HEX (0~9, a~f
and A-F) or 13 digits for ASCII (0~9, a~z and A~Z), for 152bit encryption strength can
use 32 digits for HEX (0~9, a~f and A-F) or 16 digits for ASCII (0~9, a~z and A~Z)

® WPA-PSK (or WPA2-PSK): WPA-PSK is short for W-Fi Protected
Access-Pre-Shared Key. WPA-SPK uses the same encryption way with WPA, and the only
difference between them is that WPA-PSK recreates a simple shared key, instead of using the
user’s certification.
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WPA General

Cipher suite: @ a5

Group Key Update Period: m
Master key Update Period: gl

Key Type: @ ascl ® HEx

Pre-shared Fey: DR IRE]l

v" Cipher Suite: You can chose use AES or TKIP with your WPA / WPA2 encryption
method

< AES is short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into the
final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.

< TKIP is short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a
hashing algorithm and, by adding an integrity-checking feature, ensures that the keys
haven’t been tampered with.

v Group Key Update Period: This time interval for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600
seconds.

v" Master Key Update Period: This time interval for re-keying GMK (master key used
internally to generate GTKSs) in seconds. Enter the time-length required; the default
time is 83400 seconds.

v' Key Type: Check on the respected button to enable either ASCII or HEX format for the
Pre-shared Key.

v" Pre-Shared Key: Enter the information for pre-shared key; the format of the
information shall according to the key type selected. Pre-shared key can be either
entered as a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII characters.

® WPA-Enterprise (or WPA2-Enterprise) General Setting
The RADIUS authentication and encryption will be both enabled if this selected.
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WPA General

Cipher Suite: @ afs

er: @ Enable © pisable

General Setting :
v Cipher Suite: You can chose use AES or TKIP with your WPA / WPA2 encryption
method

<~ AES is short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into the
final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.

< TKIP is short for “Temporal Key Integrity Protocol”’, TKIP scrambles the keys using a
hashing algorithm and, by adding an integrity-checking feature, ensures that the keys
haven’t been tampered with.

v" Group Key Update Period: This time interval for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600
seconds.

v Master Key Update Period: This time interval for re-keying GMK (master key used
internally to generate GTKs) in seconds. Enter the time-length required; the default
time is 83400 seconds.

v' EAP Reauth Period: This time interval for re- authentication in seconds. Enter the
time-length required; the default time is 3600 seconds; 0 = disable re-authentication.

Authentication RADIUS Server Settings
Authentication READILS Server
Server IR

Port: pERe

Accounting RADIUS Server: ® chable © Dpizable
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v" Authentication Server: Enter the IP address of the Authentication RADIUS server.

v' Port: The port number used by Authentication RADIUS server. Use the default 1812
or enter port number specified.

v' Shared secret: The secret key for system to communicate with Authentication

RADIUS server. Support 1 to 64 characters.

v" Accounting Server: Check on the respected button to enable either Enable or
Disable accounting RADIUS server.

Secondary Authentication RADIUS Server
secondary Authentication RADILS Server

Server IF:

Port: ke

® Server IP: Enter the IP address of the Authentication RADIUS server.

® Port: The port number used by Authentication RADIUS server. Use the default 1812 or

enter port number specified.

® Shared secret: The secret key for system to communicate with Authentication RADIUS
server. Support 1 to 64 characters.

WEP 802.1x

When WEP 802.1x Authentication is enabled, please refer to the following Dynamic WEP and

RADIUS settings to complete the configuration.

Cwnamic WEP Settings
WEP Key Length: O sapits
Ipdate Period: g0
eauth Period: iy

Authentication RADIUS Server

Server IR

Port: ke

Accounting RADIUS Server: ® Erable

secondarny Authentication RADIUS

Server [P
Port: gk

Shared Secret:

Dynamic WEP Settings

® 1o5bits

O Dizable

Server

® WEP Key length: Check on the respected button to enable either 64bits or 128bits key

length. The system will automatically generate WEP keys for encryption.

Copyright @ 2013 by Cerio Corporation. All rights reserved.
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® WEP Key Update Period: The time interval WEP will then be updated; the unit is in
seconds; default is 300 seconds; 0 = do not rekey.

® EAP Reauth Period: EAP re-authentication period in seconds; default is 3600; 0 =
disable re-authentication.

Authentication RADIUS Server Settings

® Authentication Server: Enter the IP address of the Authentication RADIUS server.

® Port: The port number used by Authentication RADIUS server. Use the default 1812 or
enter port number specified.

® Shared secret: The secret key for system to communicate with Authentication RADIUS
server. Support 1 to 64 characters.

® Accounting Server: Check on the respected button to enable either Enable or Disable
accounting RADIUS server.

Secondary Authentication RADIUS Server
® Authentication Server: Enter the IP address of the Authentication RADIUS server.
® Port: The port number used by Authentication RADIUS server. Use the default 1812 or
enter port number specified.
® Shared secret: The secret key for system to communicate with Authentication RADIUS
server. Support 1 to 64 characters.

3.8 WDS Setup - Expand your Wireless Network

In AP mode only supports four WDS function on VAPO
WDS Setup

Service: ! '"Enable " Disable

# Enable WDS Peer's MAC Address Description

PR
T T 1T
LR
Service: By default, it's “Disable”. To “Enable” to activate WDS
Enable: Click Enable checkbox to create WDS link.

WDS Peer's MAC Address: Enter the MAC address of WDS peer.
Description: Description of WDS link.

Change these settings as described here and click Save button to save your changes. Click
Reboot button to activate your changes.
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3.9 WiFi MAC Filter General Configuration

100GX-N all virtual AP support MAC Filter setting, Major can filter wireless users connected to

Access Point.
Click Wireless -> Virtual AP Setup, And click MAC Filter “Edit” of Virtual AP List and then

MAC Filter Configuration page appears.

Advance ¥ LIt

WAP List

Yap MAC Address ESSID Status  Security Type  MAC Filter Edit  MAC Filter Status  YAP Edit

WAPD  00:11:11:2 0z  CERIC_TEST 'Sk, Edit s Disable Edit

YAP1 APD1 Disabled Edit Disable Edit
AP02 Off Disabled Edit Disable Edit
APD3 Disabled Edit Disable Edit
AP04 Cff Drisabled Edit Disable Edit
APDS Disabled Edit Disable Edit
AP0G Cff Drisabled Edit Disable Edit

Disabled Edit Disable Edit

MAC Rules

Action: kel bdl  Save

® Action: Select the desired access control type from the drop-down list; the options are
“Disable”, “Only Deny List MAC” or “Only Allow List MAC”.

v"  Disable : Close the MAC filtering.

v" Only Deny List MAC: Define certain wireless clients in the list which will have denied
access to the Access Point while the access will be granted for all the remaining
clients - Action Type is set to “Only Deny List MAC”.

v" Only Allow List MAC: Define certain wireless clients in the list which will have granted
access to the Access Point while the access will be denied for all the remaining clients
— Action Type is set to “Only Allow List MAC”.
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IO MAC Access Control is the weakest security approach. WPA or WPA2 security
Notice methods should be used when possible.
3.10
WDS Status

The Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel
bandwidth for each WDS are available.

WS Link Status

MAC Address RSSI TX/RX Rate TXIRX 5EQ TX/RX Bytes

Mo WDs Link!

MAC Address : Display MAC address of WDS peer.

RSSI : Indicate the RSSI of the respective WDS's link.

TX/RX Rate : Indicate the TX/RX Rate of the respective WDS's link

TX/RX SEQ : Indicate the TX/RX sequence of the respective WDS's link

Disconnect : Administrator can kick out a specific client, click “Delete” button to kick out
specific WDS's link.

3.11 Associated Clients

The administrator can obtain detailed wireless information and all associated clients status via
this page. Please click on Wireless -> Associated Clients. The the Associated Clients Status
appears.
Wireless Information
Yap ESSID Status Security Type Clients
WAPD CERIC_TEST WRAZ2-PSE
vapi APD1 Disabled
AP02 Off Disabled
APD3 Disabled
AP04 Off Disabled
APDS Disabled
AP0 Off Dizabled

APD? Disabled

WAPD Associated Client Status

TXIRX TX/RX
Rate SEQ

Conneck

# MAC Address  RSSI
Time

TX/RX Bytes Actions

1 WUl 52 26M f 540 110 f 28648

113K f52.7
K

43:09 Disconnect
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Wireless Information : Display the Virtual AP configuration information of the system.
® VAP : Display number of system's Virtual AP.

ESSID : Extended Service Set ID of the Virtual AP.

Status : Display Virtual AP status currently.

Security Type : Security type activated by the Virtual AP.

Clients : Number of clients currently associated to the Virtual AP.

VAPO Associated Client Status
® MAC Address : Users already connected to the AP, will display the user's MAC number
RSSI : Show signal quality by users to connect the AP
TX/RX Rate : Show using upload/download the wireless bandwidth Rate
TX/RX SEQ : Show the TX/RX sequence.
TX/RX Bytes : Show Current usage
Connect Time : Show users connect Time.
Actions : The button is excluded at present connected users.

4. WDS Mode Configuration

When WDS mode is chosen, the system can be configured as an WDS mode. This section provides
detailed explanation for users to configure in the WDS mode with help of illustrations. In the WDS
mode, functions listed in the table below are also available from the Web-based GUI interface.

4.1 Chose Your Operating Mode ( WDS Mode )

The system administrator can set the desired mode via this page, and then configure the
system according to their deployment needs, Please click on System -> Operating Mode and
follow the below setting.

Operating Mode

[ AP kode
[+ ] WD Mode
® ClientBridge+ RepeatersP Mode

@ wIsp+Re peaterAP Mode
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4.2 Configure 100GX-N LAN IP Address

Here are the instructions to setup the local IP Address and Netmask
Please click on System -> LAN and follow the below setting.

LED SetL
SMMP

LAN Setup

Ethernet Connection Type

tode: @ staticIp ® oyramiclp

Static IP

IPAddress: pEERLTRERECE

o 255.255,.255.0

il 192.168.2.1

Dhs: @ Ma Default DNS Server @ Specify DM5 Server IP
Primary DM
Secondary DS

B02.1d Spanning Tree

Service: & Enable L+ Dizable

% Please refer 3.3 Configure 100GX-N LAN IP Address LAN IP Setting.
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4.3 Wireless General Settings

The administrator can change the data transmission, channel and output power settings for the
system. Please click on Wireless -> General Setup and follow the below setting.

Advance ¥ LIt

Band Maode:
Counthy
Channel: Auto Scan AP List

T Paser;

RF[OMAOFF] Schedule: B ] bt

cal Mode
Channel Bandwidth; @ 20 L] 20440
Extension Channel: @ U pper © Lower
short G @ Disable © Enable
Aggregation: @ik © Enable

Aggregation Frames:

Aggregation Size: iy

< Please refer 3.4 Wireless General Setup

4.4 Configure Wireless Advanced Setup

The administrator can change the Slot Time, ACK Timeout, RTS threshold and fragmentation
threshold settings for the system. Please click on Wireless -> Advanced Setup and follow the

below setting.

Wireless Advance ¥ LIt
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Advanced Setup
Slot Time: Cristance
ACK Timeout:
R55IThreshold: el
Beacon Interval; il
CTIM Interval:
RTE Threshlod: PEEEN
short Preamble: @ Enable
IGMP Snooping: ®chable
enfield: @ Enable
witdnt: @ Enable

WM Qof
AbA Parmameters of A s Point

AC Type CWmin CWmax AIFS TzOp Limit  ACM bit Mo ACK Policy bit
AC_BE[0] |

AC_BK(1)

(=]

d
3008 d
|

AC_YO(3) 1504
WikAM Parmameters of Station

AC Type CWmax AIFS ACHA bit Mo ACK Policy bit

=

AC_BE(D)

=
z
[=]
=
=
E
—]

< Please refer 3.5 Configure Wireless Advanced Setup

4.5 WDS Setup

The administrator could create WDS Links to expand wireless network. When WDS is enabled,
access point functions as a wireless bridge and is able to communicate with other access
points via WDS links. AWDS link is bidirectional and both side must support WDS. Access
points know each other by MAC Address. In other words, each access point needs to include
MAC address of its peer. Ensure all access points are configured with the same channel and

own same security type settings.
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Security Typ

WDS MAC List
#  Enable WDS Peer's MAC Address Description
»  Security Type : Option is “Disable”, “WEP”, “TKIP”or “AES” from drop-down list. Needs

the same type to build WDS links. Security type takes effect when WDS is enabled.
® WEP Key : Enter 5/ 13 ASCIl or 10 / 26 HEX format WEP key.

® AES Key : Enter 8 to 63 ASCII or 64 HEX format AES key.
> WDS MAC List
® Enable : Check “Enable” to create WDS link.
® WDS Peer's MAC Address : Enter the MAC address of WDS peer.
® VLAN Tag(ID): Virtual LAN, the system supports tagged VLAN with WDS. To enable
VLAN function; valid values are from 0 to 4094; space is disabled.
® Description : Description of WDS link.
NG‘["» The WDS link needs to be set at same Channel and with same Security
otice

Type.

Click Save button to save your changes. Click Reboot button to activate your changes.
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4.6 WDS Status

The Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel
bandwidth for each WDS are available.

WDE Link Status

MAC Address R5SI TX/RX Rate TXIRX SEQ TXIRX Bytes

Mo wWDs Link!

MAC Address : Display MAC address of WDS peer.

RSSI : Indicate the RSSI of the respective WDS's link.

TX/RX Rate : Indicate the TX/RX Rate of the respective WDS's link
TX/RX SEQ : Indicate the TX/RX sequence of the respective WDS's link

YV V V VY

5. Client Bridge + Repeater AP Mode Configuration

When Client Bridge + Repeater AP Mode is chosen, the system can be configured as an Client
Bridge + Repeater APMode. This section provides detailed explanation for users to configure in the
Client Bridge + Repeater AP Mode with help of illustrations. In the Client Bridge + Repeater AP
Mode, functions listed in the table below are also available from the Web-based GUI interface.

5.1 Chose Your Operating Mode(Client Bridge + Repeater
AP)
The system administrator can set the desired mode via this page, and then configure the

system according to their deployment needs, Please click on System -> Operating Mode and
follow the below setting.

Operating Mode

@ P niode
® w05 Made
© ClientBridge+RepeatersP Mode

® I5P+Re peatertP Mode
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5.2 External Network Connection ( Network Requirement )

It can be used as an Client Bridge or Repeater AP to receive wireless signal over last mile
applications, helping WISPs deliver wireless broadband Internet service to new residential and
business customers. In this mode, 100GX-N is enabled with DHCP Server functions. The wired
clients of 100GX-N are in the same subnet from Main Base Station and it accepts wireless
connections from client devices.

When the 100GX-N configured as an Access Point and Client Station simultaneously,
the Wireless General and Advanced Setup also used simultaneously. But the

Ngﬁ?:e Security Type can be different. In the other word, the channel or other settings will be
the same between 100GX-N to Main Base Station and wireless client to 100GX-N,
but security type can be different.

5.3 Configure 100GX-N LAN IP Address

Here are the instructions for how to setup the local IP Address and Netmask. Please click on
System -> LAN and follow the below setting.

Ethernet Connection Type

Mode: @ staticIp ® 0ynamicIp

staticIF

IP Address: pEENGIRERECE

IP Metmask: PN

bl 192.168.2.1

ons: @ Mo Default DHS Server @ Specify DMS Server [P

i ; -
g I R

B0Z2.1d Spanning Tree

Service: @ Enable © [isable

% Please refer 3.3 Configure 100GX-N LAN IP Address LAN IP Setting.
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» DHCP Server
Devices connected to the system can obtain an IP address automatically when this service is
enabled.
DHCP Server
ervice: @ Enable ‘@ Disable
Start IP: PRENLIIENL

End IF: pREmLREA

Default Ga b 192.165.2.254

BN 152, 165.2.254

DM5s2 I

WIS TP

Damain:

Lease Time: g

® DHCP: Check Enable button to activate this function or Disable to deactivate this
service.

® Start IP/ End IP: Specify the range of IP addresses to be used by the DHCP server when
assigning IP address to clients. The default range IP address is 192.168.2.10 to
192.168.2.70, the netmask is 255.255.255.0

® DNS1IP: EnterIP address of the first DNS server; this field is required.

® DNS2 IP : Enter IP address of the second DNS server; this is optional.

® WINS IP : Enter IP address of the Windows Internet Name Service (WINS) server; this is
optional.

® Domain : Enter the domain name for this network.

® Lease Time: The IP addresses given out by the DHCP server will only be valid for the
duration specified by the lease time. Increasing the time ensure client operation without
interruptions, but could introduce potential conflicts. Lowering the lease time will avoid
potential address conflicts, but might cause more interruptions to the client while it will
acquire new IP addresses from the DHCP server. Default is 86400 seconds

Click Save button to save your changes. Click Reboot button to activate your changes

5.4 Wireless General Setup

The administrator can change the data transmission, channel and output power settings for the
system. Please click on Wireless -> General Setup and follow the below setting.
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General Setup

MAC Address: 00:11:11:22:22:02
Band Mode:
Country
; gl Level 9 bl

RF[OM/OFF] Schedule: ENETETA TN hd

General Setup

» MAC Address : The MAC address of the Wireless interface is displayed here.

» Band Mode : Select an appropriate wireless band; bands available are 801.11 b/g/n
mixed mode

»  Country : a region, the 100GX-N support region for US,ETSI and Japan

»  TXPower : You can adjust the output power of the system to get the appropriate coverage
for your wireless network. Specify digit numbers between level 1 to level 9 (the unit is %)
for your environment. If you are not sure which setting to choose, then keep the default
setting level 9 (100%)

» RF(on/off) schedule : The 100GX-N can use the schedule control WiFi on or off function.
Please refer to the Time Policy setup.

HT Physical Mode

Channel Bandwidth: @ 20 © 20040

MCS:

Shart GL @ Disable © Enable

Aggregation: @ik © Enable

Aggregation Frames:
L S

HT Physical Mode

» Channel Bandwidth : The "20/40” MHz option is usually best. The other option is
available for special circumstances.

» MCS : This parameter represents transmission rate. By default (Auto) the fastest possible
transmission rate will be selected. You have the option of selecting the speed if necessary.

» Shout Gl : Short Guard Interval, by default, it's “Enable”. it's can increase throughput.
However, it can also increase error rate in some installations, due to increased sensitivity
to radio-frequency reflections. Select the option that works best for your installation.

» Aggregation : By default, it's “Enable”. To “Disable” to deactivated Aggregation.
A part of the 802.11n standard (or draft-standard). It allows sending multiple frames per
single access to the medium by combining frames together into one larger frame. It creates
the larger frame by combining smaller frames with the same physical source and
destination end points and traffic class (i.e. QoS) into one large frame with a common MAC
header.

» Aggregation Frames : The Aggregation Frames is in the range of 2~64, default is 32. It
determines the number of frames combined on the new larger frame.
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> Aggregation Size : The Aggregation Size is in the range of 1024~65535, default is 50000.
It determines the size (in Bytes) of the larger frame.

5.5 Configure Wireless Advanced Setup

The administrator can change the Slot Time, ACK Timeout, RTS threshold and fragmentation
threshold settings for the system. Please click on Wireless -> Advanced Setup and follow the
below setting.

Advanced Setup
Slot Time: Driztance
Timeout: I3
Beacan Interval: gl
DTIM Inte
RT5 Threshlod: JEEEIS
Short Preamble: @ Enable
IGMP Shooping: @ Enable
Greenfield: @ Enable
it @ Enable

WM Qo5
Wik Parmameters of & 0int

AC Type CWmin CiV¥max AlFs TxOp Limit  ACM bit Mo ACK Policy bit
AC_BE[D) F |

AC_BK(1)

=

AC4T[2)

1504

|
3003 |
AC_YO(3) d

Wit Parmareters of Station

AC Type CWmazx AlF% ACM bit Mo ACK Policy bit

AC_BE(D) |

=

=

AC_BK[)

AC YI(2)

Ilii
)
(=]
5
=
2
=

< Please refer 3.5 Configure Wireless Advanced Setup
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5.6 Site Survey

Use this tool to scan and locate WISP Access Points and select one to associate with. Please
click on Wireless -> Site Survey. Below depicts an example for site survey.

Wireless Advance ™ ]
General Setup
Advanced Setup

Setup
._ Filter Setup

iated Clients
AP Status

Site Surwey

Please Wail

Bopiveless LCanning..

AP Site Survey List
ESSID MAC Address Signal/Moise, dBm RSSI Signal Quality, % Channel 5 i Select
Danry 00 a7:1F:d0 -40 4 -95 55 00% B select

1900 78:CD:8E:B4:00:59 7 % WPA-PSKIAES Select

ESSID : Available Extend Service Set ID of surrounding Access Points.
MAC Address : MAC addresses of surrounding Access Points.
Signal/Noise dBm : Received signal strength of all found Access Points.
RSSI : Indicate the RSSI of the respective client's association.

Signal Quality (%) : Received signal strength of all found Access Points.
Channel : Channel numbers used by all found Access Points.

Security : Security type by all found Access Points.

Select : Click “Select” to configure settings and associate with chosen AP.

YVV Y VY VYYVY

While clicking “Select” button in the Site Survey Table, the “ESSID” and “Security
Type” will apply in the Wireless General Setup. However, more settings are needed
including Security Key.

@
Notice
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5.7 Station Profile

Connection Setup

Connection Setup: ix * Cycle

General Configuration
s 0ALiA300:00:00C

Profile Mame:

ESSID:

Lock to AP kA [optional)

Security Type: JEIIEIS s

Profile List
Active #  Profile Name ESSID MAC Address Security Type Actions
[« ] 1 AP _Profilel default MOME Delete Edit

Connect

» Connection Setup : Can you choose Fix or cycle to AP Link.

» General Configuration :

MAC address : The remote AP MAC Address

Profile Name : Set different profiles for quick connection uses.

ESSID : Assign Service Set ID for the wireless system.

Lock to AP MAC : the function will lock remote AP MAC Address.

Security Type : Select an appropriate security type for association, the Security Type
can be selected in “NONE”, “OPEN”, “SHARED”, “WPA-PSK”, or “WPA2-PSK” from
drop-down list; the type needs to be the same as that associated access point.

Security Type:
M CRE
CPEM

SHARED
WP PEE
1P 2P

Usually choose to connect an AP site, If the selected AP is an encrypted, If the SSID is
selected encryption, General Configuration list will show the AP encryption mode,
Managers need to enter the correct SSID password on the password field.
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& If you only click “Connect” button and does not click “Save” button. The selected
Notice  profile would not be saved on the Profile List

Change these settings as described here and click Save button to save your changes. Click
Reboot button to activate your changes.

5.8 Remote AP Status

Show the remote bridge AP whether is link or unlinked

Refresh

Remote AP Status

ESSID MAC Address Signal/MNoise, dbm R55I Signal Quality, % TX/RX Rate Status

default 0sn 0 0% Ok SO

5.9 Repeater AP Setup

The network manager can configure related wireless settings, AP Setup, Security Settings, and
Access Control Settings.

Administrators can configure ESSID, SSID broadcasting, Maximum number of client
associations, security type settings and MAC Filter settings.

Security
Enable Fepea ® crable © Disable
Hidden 55D @ Enable © Disable

Cliert Isalation: @ Enable sable

sPe () Enable

Maximum Clig

» ESSID : Extended Service Set ID, When clients are browsing for available wireless
networks, this is the SSID that will appear in the list. ESSID will determine the service type
available to AP clients associated with the specified VAP.

» Enable Repeater AP : choose Enable or Disable Repeater AP function, the default is
Disable

» Hidden SSID : By default, it's “Disable”. Enable this option to stop the SSID broadcast in
your network. When disabled, people could easily obtain the SSID information with the site
survey software and get access to the network if security is not turned on. When enabled,
network security is enhanced. It's suggested to enable it after AP security settings are

archived and setting of AP clients could make to associate to it.
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» Client Isolation : By default, it's “Disable”. Select “Enable”, all clients will be isolated from
each other, which means they can’t reach each other.

» 1APP : Inter Access-Point Protocol is designed for the enforcement of unique association
throughout a ESS(Extended Service Set) and for secure exchange of station's security
context between current access point (AP) and new AP during hand off period.

» Maximum Clients : The default value is 32. You can enter the number of wireless clients
that can associate to a particular SSID. When the number of client is set to 5, only 5 clients
at most are allowed to connect to this VAP.

»  Security Type : Select the desired security type from the drop-down list; the options are
Disable, WEP, WPA-PSK, WPA2-PSK, WPA-Enterprise, WPA2-Enterprise and WEP
802.1X.

s The Security Type you can refer 3.7 Virtual AP General Configuration >

Security Type

5.10 Repeater AP MAC Filter Setup

Continue Virtual AP Setup section. For each Virtual AP setting, the administrator can allow or
reject clients to access each Virtual AP.

Action: kel hdl  Gave

MAT Filter List
#* MAC Address Actions # MAC Address Actions

Mo iterms in the list!

» Action: Select the desired access control type from the drop-down list; the options are
Disable, Allow or Reject.
® Only Allow List MAC: Define certain wireless clients in the list which will have granted
access to the Access Point while the access will be denied for all the remaining clients —
Action Type is set to “Only Allow List MAC”.
® Only Deny List MAC: Define certain wireless clients in the list which will have denied
access to the Access Point while the access will be granted for all the remaining clients -
Action Type is set to “Only Deny List MAC”.

N@t"» MAC Access Control is the weakest security approach. WPA or WPA2
otee security methods should be used when possible.
There are a maximum of 20 clients allowed in this “Enable” List. The MAC
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addresses of the wireless clients can be added and removed to the list
using the Add and Remove buttons.

6. WISP + AP Mode Configuration

When WISP + AP Mode is chosen, the system can be configured as an WISP + AP Mode. This
section provides detailed explanation for users to configure in the WISP + AP Mode with help of
illustrations. In the WISP + AP Mode, functions listed in the table below are also available from the

Web-based GUI interface.
6.1 Chose Your Operating Mode ( WISP + Repeater AP Mode )

The system administrator can set the desired mode via this page, and then configure the
system according to their deployment needs, Please click on System -> Operating Mode and
follow the below setting.

Operating Mode

@ clientBrid ge+FRepeaterAP Maode

© wIsp+Re peaterdP Mode

6.2 Configure CPE(WAN) Setup

It can be used as an Router AP with WDS function. In this mode, 100GX-N is a gateway enabled
with NAT and DHCP Server functions. The wireless clients connected to Internet.
There are Four connection types for the WAN port : Static IP, Dynamic IP, PPPoE and PPTP.
Please click on System -> CPE and follow the below setting.

Wireless ¥ Ay

Operating Made

Setup Wizard

Management

Time Server
LED Setup
LIPrF
SMMP
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Internet Connection Type

Mode: ¥ staticle @ Dynamicie @ prroe @ pRTP

StaticIP

IPAddress: BEESLIREEE)

255,255.255.0

vl 192.165.1.1

5 @ Mo Default DNS Server @ Specify DMS Server IP

Primary DM
Secondary DRS:

Service © Enable * Dizable

MAC Clone
© ke p Default MAC Address

& Clone MAC Address: 00:1leieciati9e:2c

@ niznual MAC Address: -: -: -: -: -: -

Internet connection Type
»  Static IP : Users can manually setup the WAN IP address with a static IP provided by
WISP.
® [P Address : The IP address of the WAN port; default IP address is 192.168.1.254
® [P Netmask : The Subnet mask of the WAN port; default Netmask is 255.255.255.0
® |P Gateway : The default gateway of the WAN port; default Gateway is 192.168.1.1

» Dynamic IP : Please consult with WISP for correct wireless settings to associate with
WISP AP before a dynamic IP, along with related IP settings including DNS can be
available from DHCP server. If IP Address is not assigned, please double check with your
wireless settings and ensure successful association. Also, you may go to “WAN
Information” in the Overview page to click Release button to release IP address and click
Renew button to renew IP address again.
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Internet Connection Type

tode: @ staticlr 8 Dynamice @ prroe @ PRTP

Cynamic IF

® Hostname : The Hostname of the WAN port

> PPPoOE : To create wireless PPPoE WAN connection to a PPPoE server in network.

Internet Connection Type

Mode: @ staticlP @ DyramiclP © prroe @ PPTP

Usernarme:

® o Demand @ Manual

Idle Tirne: -r-.-1ir'| Ltes
MATL: R

® User Name : Enter User Name for PPPoE connection

® Password : Enter Password for PPPoE connection

® Reconnect Mode :
v" Always on - A connection to Internet is always maintained.
v" On Demand - A connection to Internet is made as needed.

N«? When Time Server is enabled at the “On Demand” mode, the
otee “Reconnect Mode” will turn out “Always on”.

v" Manual - Click the “Connect” button on “WAN Information” in the Overview page to
connect to the Interne

® Idle Time : Time to last before disconnecting PPPoE session when it is idle. Enter
preferred Idle Time in minutes. Default is “0”, indicates disabled. When Idle time is
disabled, the “Reconnect Mode” will turn out “Always on”

® MTU : By default, it's 1492 bytes. MTU stands for Maximum Transmission Unit. Consult
with WISP for a correct MTU setting.t.
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»  PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the implementation
of secure multi-protocol Virtual Private Networks (VPNs) through public networks.

CPE Setup

Internet Connection Type

tode: @ staticlP @ DyramiclP @ prraE © PRTP

PPTP Zerver IP Address:

Username:

Reconnect Mode: aly * on Demand 4 Manual

tatte Time: [
WUTH 1450

bPFE Encryption: I tPPE-40 M rirPE-125

IP Address : The IP address of the WAN port
IP Netmask : The Subnet mask of the WAN port
PPTP Server IP Address : The IP address of the PPTP server
User Name : Enter User Name for PPTP connection
Password : Enter Password for PPTP connection
Reconnect Mode :
v" Always on — A connection to Internet is always maintained.
v On Demand - A connection to Internet is made as needed.

&  When Time Server is enabled at the “On Demand” mode, the
Notice ., . “ ”
Reconnect Mode” will turn out “Always on”.

v" Manual - Click the “Connect” button on “WAN Information” in the Overview page to
connect to the Interne

® Idle Time : Time to last before disconnecting PPPoE session when it is idle. Enter
preferred Idle Time in minutes. Default is “0”, indicates disabled. When Idle time is
disabled, the “Reconnect Mode” will turn out “Always on”

® MTU : By default, it's 1492 bytes. MTU stands for Maximum Transmission Unit. Consult
with WISP for a correct MTU setting.t.

® MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts data in
Point-to-Point Protocol(PPP)-based dial-up connections or Point-to-Point Tunneling
Protocol (PPTP) virtual private network (VPN) connections. 128-bit key (strong) and
40-bit key (standard) MPPE encryption schemes are supported. MPPE provides data
security for the PPTP connection that is between the VPN client and the VPN server.
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» DNS : Check “No Default DNS Server” or “Specify DNS Server IP” radial button as desired
to set up system DNS.

ons: @ Mo Default DMS Server @ Specify DMS Server IP

Primary

Secondary D5

® Primary : The IP address of the primary DNS server.
® Secondary : The IP address of the secondary DNS server.

»  NAT : The NAT support Enable and Disable Service

service @ Enable @ Disable

» MAC Clone : The MAC address is a 12-digit HEX code uniquely assigned to hardware as
identification. Some ISPs require you to register a MAC address in order to access to
Internet. If not, you could use default MAC or clone MAC from a PC.

MAC Clone

© keep Default MAC Sddress

® Keep Default MAC Address : Keep the default MAC address of WAN port on the system.

® Clone MAC Address : If you want to clone the MAC address of the PC, then click the
Clone MAC Address button. The system will automatically detect your PC's MAC
address.

NC\:[') The Clone MAC Address field will display MAC address of the PC
otce connected to system. Click “Save” button can make clone MAC
effective.

® Manual MAC Address : Enter the MAC address registered with your ISP.

Click Save button to save your changes. Click Reboot button to activate your changes
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6.3 Configure 100GX-N LAN IP Address

Here are the instructions for how to setup the local IP Address and Netmask. Please click on
System -> LAN and follow the below setting.

Wireless ™ A

Setup Wizard

CPE Setup

LED Setup
IPMP

192.168.2.254

255,255,255.0

802.1d Spanning Tree

Service: @ Enable @ Disable

LAN Setup
» IP Address : The IP address of the LAN port; default IP address is 192.168.2.254
» IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0

802.1d Spanning Tree

The spanning tree network protocol provides a loop free topology for a bridged LAN between
LAN interface and 8 WDS interfaces from wds0 to wds7. The Spanning Tree Protocol, which is
also referred to as STP, is defined in the IEEE Standard 802.1d

Gateway / Router (((

192.168.2.254 i

Remote Base Station

i -~ !n'f,z 168.2 250
' ] e
! =
I 1!
1 LOOP [ P Blocked by
\ 1 A Spanning Tree Protocel
\ 1 WDs
’
. !
¢ ﬁ
Y ~ s, "-—\\
o 'v I

&
3
5
=
-

Base Station
192.168.2.253

Remate Base Station
192.168.2.251
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6.4 Configure DDNS Setup

Dynamic DNS allows you to map domain name to dynamic IP address. Please click on System
-> DDNS Setup and follow the below setting.

CDNS

Service: L Enable o Dizable

Service Provider: _

Hosthame:

» Enabled: By default, it's “Disable”. The mapping domain hame won’t change when
dynamic IP changes. The beauty of it is no need to remember the dynamic WAP IP while
accessing to it.

»  Service Provider: Select the preferred Service Provider from the drop-down list including
dyndns, dhs, ods and tzo

» Hostname: Host Name that you register to Dynamic-DNS service and export.

» User Name & Password: User Name and Password are used to login DDNS service.

Click Save button to save your changes Click Reboot button to activate your changes

6.5 Wireless General Setup

The administrator can change the data transmission, channel and output power settings for the
system. Please click on Wireless -> General Setup and follow the below setting.

Advance ¥ (i

Station Profile
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General Setup
MASC Acddress: 00:11:11:2 n2
Band Mode:
T Poniver:
RF(OM/OFF) Schedule;

yaical Mode

Channel BandwWidth: 210 L] 20740

Shart I @ Disable © Enzble

Aggregation: @ Disable © Enable

ation Size: gl

% Please refer 3.4 Wireless General Setup Explanation

6.6 Configure Wireless Advanced Setup

The administrator can change the Slot Time, ACK Timeout, RTS threshold and fragmentation
threshold settings for the system. Please click on Wireless -> Advanced Setup and follow the
below setting.

C Filker Setup
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Advanced Setup
Slot Time: Cristance
ACK Timeout:
Beacan Inte 1an
DTIM Interval: g
RTS Threshlod: PEEES
Short Preamble: @ Enable
IGMP Snooping: @ chable
Greenfield: @ Enable
;@ Enable

Wl QoS
Wikdhd Parmameters

AC Type CWmin CWmax AIFS TxOp Limit  ACM bit Mo ACK Policy bit
&C_BE(D) d

AC_BK(1)

=

|
3008 |
d

AC YO(3) 1504

WkAhd Parmameters of Station
AC Type CWmin CWmax AlFs TxOpLimit ACM bit Mo ACK Policy bit

=

=

AC_BE(D)

% Please refer 3.5 Configure Wireless Advanced Setup Explanation

61

Tel : +{B85) 2-8867-5160 #222
Fax : +{B885) 2-8667-6555
Copyright © 2013 by Cerio Corporation. All rights reserved. S::as-:u‘iail ::Is.u}aa@wtin.m.m



CEXIO

6.7 Site Survey

Use this tool to scan and locate WISP Access Points and select one to associate with. Please
click on Wireless -> Site Survey. Below depicts an example for site survey.

Advance ¥ LIt

Advanced Setup
Repeater AP Setup
Repeater A

Station Profile

Site Sureey

Please Wait

Boireless Scanning...

AP Site Survey List

ESSID MAC Address Signal/Moise, dBm RSSI Signal Quality, % Channel Security Select
Canny
T904w

cht74179

ESSID : Available Extend Service Set ID of surrounding Access Points.
MAC Address : MAC addresses of surrounding Access Points.
Signal/Noise dBm : Received signal strength of all found Access Points.
RSSI : Indicate the RSSI of the respective client's association.

Signal Quality (%) : Received signal strength of all found Access Points.
Channel : Channel numbers used by all found Access Points.

Security : Security type by all found Access Points.

Select : Click “Select” to configure settings and associate with chosen AP.

YVV YV VYV VY

While clicking “Select” button in the Site Survey Table, the “ESSID” and “Security
Type” will apply in the Wireless General Setup. However, more settings are needed
including Security Key.

@
Notice
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6.8 Station Profile

Connection Setup

Connection Setup: ix * Cycle

General Configuration
s 0ALiA300:00:00C

Profile Mame:

ESSID:

Lock to AP kA [optional)

Security Type: JEIIEIS s

Profile List
Active #  Profile Name ESSID MAC Address Security Type Actions
[« ] 1 AP _Profilel default MOME Delete Edit

Connect

» Connection Setup : Can you choose Fix or cycle to AP Link.

» General Configuration :

MAC address : The remote AP MAC Address

Profile Name : Set different profiles for quick connection uses.

ESSID : Assign Service Set ID for the wireless system.

Lock to AP MAC : the function will lock remote AP MAC Address.

Security Type : Select an appropriate security type for association, the Security Type
can be selected in “NONE”, “OPEN”, “SHARED”, “WPA-PSK”, or “WPA2-PSK” from
drop-down list; the type needs to be the same as that associated access point.

Security Type:
M CRE
CPEM

SHARED
WP PEE
1P 2P

Usually choose to connect an AP site, If the selected AP is an encrypted, If the SSID is
selected encryption, General Configuration list will show the AP encryption mode,
Managers need to enter the correct SSID password on the password field.
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& If you only click “Connect” button and does not click “Save” button. The selected
Notice  profile would not be saved on the Profile List

6.9 Remote AP Status

Show information of bridge signal link or unlink and remote SSID name by WISP. If set multiple

connections, The GUI list will show multiple AP information on “Remote AP Status”
Refresh

Remote AP Status

ESSID MAC Address SignalfMoise, dbm Signal Quality, % TX/RX Rate Status

default osn 1 0% 0k fOkA

6.10 Repeater AP Setup

The network manager can configure related wireless settings, AP Setup, Security Settings, and
Access Control Settings.

Administrators can configure ESSID, SSID broadcasting, Maximum number of client
associations, security type settings and MAC Filter settings.

Advance ™ (i

Repeater AP MAC Filter Setup

Station Profile

Security

AN Fepeater AP

Enable Repeater &P ® chable © pisable

Hidden 55I0: @ Enable © Disable
ClientIsolation: ‘@ Enable © Cisable
PP () Enable (®) Disable

Maximum Clients:

< Please refer 5.9 Repeater AP Setup Explanation
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6.11 Repeater AP MAC Filter Setup

Continue Virtual AP Setup section. For each Virtual AP setting, the administrator can allow or
reject clients to access each Virtual AP.

>

MAC REules

Action: EEEENE| bd  Sawve

MAT Filter List
#* MAC Address Actions # MAC Address Actions

Ma items in the list!

Action: Select the desired access control type from the drop-down list; the options are
Disable, Allow or Reject.
Only Allow List MAC: Define certain wireless clients in the list which will have granted
access to the Access Point while the access will be denied for all the remaining clients —
Action Type is set to “Only Allow List MAC”.
Only Deny List MAC: Define certain wireless clients in the list which will have denied
access to the Access Point while the access will be granted for all the remaining clients -
Action Type is set to “Only Deny List MAC”.

1 MAC Access Control is the weakest security approach. WPA or WPA2 security
methods should be used when possible.

Ng:%e 2 There are a maximum of 20 clients allowed in this “Enable” List. The MAC
addresses of the wireless clients can be added and removed to the list using the Add

and Remove buttons.

7 System Management

7.

1 Configure Management

Administrator could specify geographical location of the system via instructions in this page.
Administrator could also enter new Root and Admin passwords and allow multiple login

methods.
Please click System -> Management and follow the below settings
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Wireless
Operating Made
Setup Wizard
LAM Setup
WLAM Setup
fMarnagement
Time Server
LED Setup
SMMP

Management Setup

System Infor

B00mw High Pouver 11n 150Mbps Wall Wireless AP

System Information
e Information

ern Marme: JEESsUTITEES|

R [y a Tl © 0 Oty High Poweer 110 150kbps Wall Wireless &P

Location:

» System Name : Enter a desired name or use the default one.

» Description : Provide description of the system.

» Location : Enter geographical location information of the system. It helps administrator to
locate the system easier.

Root Password : Log in as a root user and is allowed to change its own, plus admin user’s
password.

root Password

Mewy root Pas

Check roat P

Y

New Password : Enter a new password if desired
» Check New Password : Enter the same new password again to check.
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Login Methods: Only root user can enable or disable system login methods and change
services port.

Login Methods

enable HTTP: B port : ERJN
Enable HTTPS: I port: [ CURiGasRey

Enable Telnet: F'n:-r‘t:
Enable W ro: - Generatekey
Host Key Footprint

> Enable HTTP : Check to select HTTP Service.
> Enable HTTPS : Check to select HTTPS Service
» HTTPS Port : The default is 443 and the range is between 1 ~ 65535.

@& Ifyou already have an SSL Certificate, please click “Upload Key” button to
Notice  select the file and upload it.

» Enable Telnet : Check to select Telnet Service

»  Telnet Port : The default is 23 and the range is between 1 ~ 65535.

» Enable SSH : Check to select SSH Service

» SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

@@ Click “Generate Key” button to generate RSA private key. The “host key
Notice  footprint” gray blank will display content of RSA key.

Ping Watchdog : The ping watchdog sets the 100GX-N Device to continuously ping a user
defined IP address (it can be the internet gateway for example). If it is unable to ping under the
user defined constraints, the 100GX-N device will automatically reboot. This option creates a
kind of "fail-proof" mechanism.
Fing Watchdog
service: @ Enable @ Disable

Ping Interval:

Leconds

Failure Count To Reboot:

Startup Delay: - Leconds

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote

host using the Ping tool. The Ping works by sending ICMP “echo request” packets to the target

host and listening for ICMP “echo response” replies. If the defined number of replies is not

received, the tool reboots the device.

> Enable Ping Watchdog : control will enable Ping Watchdog Tool.

» IP Address To Ping : specify an IP address of the target host which will be monitored by
Ping Watchdog Tool.
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»  Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are
sent by the Ping Watchdog Tool. Default is 300 seconds.

»  Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are
sent by the Ping Watchdog Tool. The value of Startup Delay should be at least 60 seconds
as the network interface and wireless connection initialization takes considerable amount
of time if the device is rebooted. Default is 300 seconds.

»  Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the
specified number of ICMP “echo response” packets is not received continuously, the Ping
Watchdog Tool will reboot the device.

Click Save button to save your changes Click Reboot button to activate your changes

7.2 Configure System Time

System time can be configured via this page, and manual setting or via a NTP server is

supported.
Please click on System -> Time Server and follow the below setting.

Systern Wireless Al

Operating Mode

Setup Wizard

LED Setup
SRR
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Local Time

® Sctup Time Use NTP

Default NTP Server: [yl iali e oAt all(0ptional)
MTP Server:
Time Zone:

Daylight Saving Time:

© User Setup

Time: [[ENE: [GMT+ :00]

Set Time: © Set Time

Time Disp ormat

W Format: EAeerets fe g Be A b B

Format Description

The year as a decimal humber without a century [range 00 o 99)]
The year as a decimal number including the century

The manth as a decimal number [range 01 to 12

The abbreviated month name according bo the current locale
The full month name according to the current locale

The day of the month as a decimal number (range 01 to 31)
The abbreviated kday name according to the current locale
The full weekday name according bto the current locale

"ar "PM accarding to the fire value, ort responding strings for
tlocale Moon is treated as and midnight as

The hour as a decimal number using a 24-hour clock (range 00 bo 23)
The hour as a decimal humber using a 12-hour clock [range 01to 12)
The minute as a decimal number {range 00 bo 59)

The second as a decimal number [range 00 to 59]

» Local Time : Display the current system time.

»  Setup Time Use NTP : To synchronize the system time with NTP server.
® Time Zone : Select a desired time zone from the drop-down list.
® Daylight saving time : Enable or disable Daylight saving.
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@ Ifthe system time from NTP server seems incorrect, please verify your network
> d\lotme settings, like default Gateway and DNS settings

ser Setup : The management can set time by system time
® Date: Setting the date for system.
® Time : Setting the time for system.

Click "save" to save your settings. Click Reboot button to activate your changes

7.3 LED Setup

This feature can be turned on/off to control LED lights

LED: @ Enable ®0izable

7.4 Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for communication
between SNMP managers and agents. By enabling SNMP function, the administrator can
obtain the system information remotely.

Please click on System -> SNMP and follow the below setting.
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SNIMP v2¢

Enable: Il

SNMP w3

Enable: o

SNMP Trap

Enable: Il

> SNMP v2c Enable: Check to enable SNMP vZ2c.
SHMP w2c
Enable: ﬁ

ro comnunity:

Py Cammunity:
® ro community : Set a community string to authorize read-only access.
® rw community : Set a community string to authorize read/write access.

» SNMP v3 Enable: Check to enable SNMP v3. And supports the highest level SNMP
security.

SNMP v3
Enable: ﬁ

SMMP ro user:

SMRP ro

S

SMMP oy

SNMP ro user : Set a community string to authorize read-only access.
SNMP ro password : Set a password to authorize read-only access.
SNMP rw user : Set a community string to authorize read/write access.
SNMP rw password : Set a password to authorize read/write access.

» SNMP Trap : Events such as col will report to an assigned server. d start, interface up &
down, and association & disassociation
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SNKMP Trap

Enable:

Community:

IPL

IP2:

IFP3:

® Community : Set a community string required by the remote host computer that will
receive trap messages or notices send by the system.
® |P(1~4) : Enter the IP addresses of the remote hosts to receive trap messages.
Click "save" to save your settings. Click Reboot button to activate your changes

8 Configure Advance Setup

8.1 DMZ (This function must be used WISP mode)

DMZ is commonly work with the NAT functionality as an alternative of Virtual Server(Port
Forwarding) while wanting all ports of DMZ host visible to Internet users. Virtual Server rules
have precedence over the DMZ rule. In order to use a range of ports available to access to
different internal hosts Virtual Server rules are needed.

Please click on Advance -> DMZ and follow the below setting

service: @ Disable '..-'-"-.I.Jtn:nrnatin:.-"-'-.-.iﬁignrru':rut '.'E-tati-:.-'l.ﬁﬁigr'uru'nn':r'ut

»  Service : The DMZ default by “Disable”. Check Enable radial button to enable DMZ.
® Automatic Assignment : Enter Internal IP address of DMZ host and only one DMZ host is
supported.
®  Static Assignment : Enter external and internal IP address of DMZ host. The function only
external IP to Internal IP address

Click "save" to save your settings. Click Reboot button to activate your changes
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8.2 IP Filter (This function must be used WISP mode)

Allows to create deny or allow rules to filter ingress or egress packets from specific source
and/or to destination IP address on wired (LAN) or Wireless (WAN) ports. Filter rules could be
used to filter unicast or multicast packets on different protocols as shown in the IP Filter Setup.
Important to note that IP filter rules has precedence over Virtual server rules.

Source Address

Source Port

Destination Address

Destination Port:
nfout: @ in O out
Protocal: @ alLL @ 1P ®uor @crp

Lister: () ves ® ng

Palicy: L +] Drery @ rass
Interface:
Schedule: EEETETToN AT gl

» Source Address/Mask : Enter desired source IP address and netmask. i.e.
192.168.2.10/32.

Source Port : Enter a port or a range of ports as start:end. i.e. port 20:80
Destination Address/Mask : Enter desired destination IP address and netmask. i.e.
192.168.1.10/32

Destination Port : Enter a port or a range of ports as start:end. i.e. port 20:80
In/Out : Applies to Ingress or egress packets.

Protocol : Supports TCP, UDP or ICMP.

Listen : Click Yes radial button to match TCP packets only with the SYN flag.
Policy : Deny to drop and Pass to allow per filter rules

Interface : The interface that a filter rule applies

Schedule : Can choose to use rule by “Time Policy”

YV VY

VV YV VY VY

& All packets are allowed by default. Deny rules could be added to the filter list to
Notice filter out unwanted packets and leave remaining allowed.

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP Filter List.
All rules can be edited or removed from the List. Click Reboot button to activate your changes.
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When you create rules in the IP Filter List, the prior rules maintain higher priority. To allow
limited access from a subnet to a destination network manager needs to create allow rules first
and followed by deny rules. So, if you just want one IP address to access the system via telnet
from your subnet, not others, the Example 1 demonstrates it, not rules in the Example 2.

Example 1 :
Create a higher priority rule to allow IP address 192.168.2.2 Telnet access from LAN port first,
and deny Telnet access from remaining IP addresses in the same subnet.

Source Destination . . :
Rule In/Out | Protocol | Listen | Action | Side
IP/Mask Port | IP/Mask Port
192.168.2. ) 2.
’ 92.168.2.2/ 192.168.2.254/ 9 n TCP 0 Pass | LAN
32 32
192.168.2. 192.168.2.254
2 92.168.2.0/ 92.168.2.254/ 22 In TCP n Deny | LAN
24 32
Example 2 :

All Telnet access to the system from the IP addresses of subnet 192.168.2.x works with the rule
1 of Example 2. The rule 2 won’t make any difference.

Source Destination . . :
Rule In/Out | Protocol | Listen | Action | Side
IP/Mask Port | IP/Mask Port
192.168.2. ) 2.
’ 92.168.2.0/ 192.168.2.254/ 9 n TCP 0 Pass LAN
24 32
192.168.2.2 192.168.2.254
2 32 68 / 32 68 54/ 22 In TCP n Deny | LAN

8.3 MAC Filter (This function must be used WISP mode)

Allows to create MAC filter rules to allow or deny unicast or multicast packets from limited
number of MAC addresses. Important and must note. That MAC filter rules have precedence

over IP Filter rules.
Please click on Advance -> MAC Filter Setup and follow the below setting.

MAC Rules

(W Cizabled

Schedule: R TR s T]
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» MAC Filter Rule : By default, it's “Disable”. Options are Disabled, Only Deny List MAC or
Only Allow List MAC.
® Action:
v" Only Allow List MAC: The wireless clients in the MAC Filter List will be allowed to
access to Access Point; All others will be denied.
v" Only Deny List MAC : The wireless clients in the MAC Filter List will be denied to
access to Access Point; All others will be allowed.
» MAC Address :
® Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC
address should display in the MAC Filter List.
® There are a maximum of 20 clients allowed in this MAC Filter List. The MAC addresses of
the wireless clients can be added and removed to the list using the Add and Delete
buttons.
® Schedule : Can choose to use rule by “Time Policy”

Click Reboot button to activate your Setting

8.4 Virtual Server (This function must be used WISP mode)

The “Virtual Server” can also referred to as “Port Forward” as well and used interchangeably.
Resources in the network can be exposed to the Internet users in a controlled manner including
on-line gaming, video conferencing or others via Virtual Server setup. Don’t repeat ports’ usage
to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the
example), and port 80 to another (B in the example). You assign the LAN |IP addresses and the
ISP assigns the WAN IP address. The NAT network appears as a single host on the Internet.

Please click on Advance -> Virtual Server and follow the below setting.

YWirtual Server
Service: o Enable L Dizable

Description:

Private IF:

Protocol Type: ©1cr

Private Port:
Public Paort:

Schedule: X RRIT]
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Service : By Default, It's “Disable”. Check Enable radial button to enable Virtual Server.
Description : Enter appropriate message for resource sharing via Virtual Server.
Private IP : Enter corresponding IP address of internal resource to share.

Protocol Type : Select appropriate sessions, TCP or UDP, from shared host via multiple
private ports.

Private Port : A port or a range of ports may be specified as start:end; i.e. port 20:80
» Public Port : A port or a range of ports may be specified as start:end; i.e. port 20:80
The Private Port and Public Port can be different. However, total number of
ports need to be the same.

Example : Public Port is 11 to 20 and the Private Port can be a 10 ports range.

A\

@
Notice

Click “Add” button to add Virtual Server rule to List. Total of maximum 20 rules are allowed in
this List. All rules can be edited or removed from the List.

» Schedule : Can choose to use rule by “Time Policy”

Other Notes

While creating multiple Virtual Server rules, the prior rules have higher priority. The Virtual
server rules have precedence over the DMZ one while both rules exist. Example 1 and 2
demonstrate proper usage of DMZ and Virtual Server rules.

Example 1 :

All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual
Server rules have precedence over the DMZ rule all connections to TCP port 22 will be directed
to TCP port 22 of 192.168.2.10 and remaining connections to port TCP 20~80 will be
redirected to port TCP 20~80 of 192.168.2.11

Ex.
DMZ Enabled : 192.168.2.12
Rule  Protocol Private IP Private Port Public Port
1 TCP 192.168.2.10 22 22
2 TCP 192.168.2.11 20:80 20:80
Example 2 :

All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual
Server rules have precedence over the DMZ rule all other connections to TCP port 20~80 will
be redirected to port 20~80 of 192.168.2.11. The rule 2 won't take effect.

Ex.

DMZ Enabled : 192.168.2.12
Rule  Protocol Private IP Private Port Public Port
1 TCP 192.168.2.11 20:80 20:80
2 TCP 192.168.2.10 22 22

Click Reboot button to activate your changes.
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8.5 Parental Control (This function must be used WISP
mode)
Parental Control allows you to block or allow specific kinds of Internet usage and traffic, such as

Internet access, designated services, and websites.
Please click on Advance -> Parental Control and follow the below setting.

Parental Control Setup

Cormmemnt:

hASC Address: Add

- Remove

Local IP: -
Crestination IF: - -
Protocol:
Local Port:
Destination Port: -
Sk '1u|r::

Serwice: - Enable o Dizable

Rules : Control can be managed by a rule. Use the settings on this screen to establish an

access policy.

» Comment : Enter a descriptive name for this rule for identifying purposes.

» MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and
click “Add” button to add in the MAC group of each rule. Click “Remove” button can
remove MAC address in the group of each rule. There are 10 MAC address maximum
allowed in each rule.

» Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for
this rule. If you specify local IP addresses range from 192.168.1.1 to 192.168.2.254. The
matches a range of local |IP addresses include every single IP address from the first to
the last, so the example above includes everything from 192.168.1.1 to 192.168.2.254.

»  Protocol : Select Any or specify protocol(TCP, UDP, ICMP, Content Filter and Application)
from drop-down list. When you select ICMP or Layer 7 Application , the Local(LAN)/
Destination Port can not used.
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Local Part

stination Port: [t
ICMP
LR Content Filter
Application

If you want to block websites with specific URL address or using specific keywords, enter
each URL or keyworks in the “Content Filter” field and click “Add” button to add in the
Content Filter list of each rule. Click “Remove” button can remove URL or keywords.
Protocol:
Kewward;

S
weani facebook.cam

Rermowe

Local Port : Specify local port(LAN port) range required for this rule
Destination Port : Specify destination port range required for this rule
Schedule : Can choose to use rule by “Time Policy”

Service : Check Enable button to activate this rule, and Disable to deactivate.

Y V VYV V

Click “Add” button to add control rule to List. There are 10 rules maximum allowed in this
Control List. All rules can be removed or edited on the List.

Click Reboot button to activate your changes.

8.6 IP Routing (This function must be used WISP mode)

The IP Routing Settings allows you to configure routing feature in the gateway. The system
supports RIP(Routing Information Protocol ) and OSPF(Open Shortest Path First) dynamic
routing and allows you to manually configure static network routes.

Please click on Advance -> IP Routing and follow the below setting.
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CSPF Setti Static Routing
® [iszble
Destinatior

@ Interface
Distribute RIP over OSPF: ! Q5P M e

RIP Settings Save | Cleat
Static Routing List
# Status Destination Net/Mask Via 0SPF RIP Actions

Ma items in the list!

Distribute ¢

OSPF Settings :

O5PF Settings

O5PF Service: @ Enable @ Disable

SN Ty DR 192,165, 2.254 [LAN] »

Distribute RIP over O5PF: 1l

»  OSPF Service : By default, it's Disable. To Enable to activated OSPF routing service.
> Route ID : The router ID is typically derived by each router from its interface IP address.
> Distribute RIP over OSPF : Allow RIP routes will redistributed into OSPF.

RIP Settings :
RIP Settings

@ Disable

Distribute OSPF aver RIP:

Y

RIP Service : By default, it's Disable. To Enable to activated RIP routing service.
»  Side : Specify desired interface WAN, LAN for sending and receiving of RIP packets.
> Distribute OSPF over RIP : Allow OSPF routes redistributed into RIP.

Change these settings as described here and click Save button to save your changes. Click
Reboot button to activate your changes
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Static Routing Setup :
static Routing Setup

Service: @ Enable @ Disable

Destination Met/Maszk: _

@ Interface

Wial Gateway

Protocal: I ospr M rr

» Service : Click Enable to activated static routing.
» Destination Net/Mask : Specify desired destination IP network address with format of
A.B.C.D/M
» Via: Select a next hop of Gateway or Interface to the destination IP network.
® Gateway : Enter gateway IP address
® Interface : Choose the interface via LAN or WAN
via: @G atewray © Interface

Interface

Protocol |y MW rr

»  Protocol : Set static routing rule to RIP or OSPF network. Select RIP to associate specific
network on RIP routing process. Select OSPF to associate specific network with the
specified area on OSPF routing process

Click “Save” button to add Routing rule to List. There are maximum 20 rules allowed in this List.
All rules can be edited or removed on the List. Click Reboot button to activate your changes.

8.7 Time Policy

Administrator can define time policy for Service Domain, IP Filtering, MAC Filtering and Virtual
Server. There are 10 policy can be defined.
Please click on Advance - Time Policy to enter Time Policy Setup page.
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Policy 1
RellIT Policy 1 &

Schedule Rule: Q on Schedule L J Out of Schedule

Time Schedule
Day of week: I sun Mron My Wvveq iy Bri B ocat
Start From: m : m
End To: :

Time Schedule List

Time Actions
Sun Thu Sat 3 Delete

Sun Tue Thu Sat 13:30 - 17:00 Delete
£ - MMon Tue Wed Thu  Fri - og:a0- 2359 Delete

» Policy : There are 10 Policy can be selected.

»  Schedule Rule : Select desired schedule for this policy.
[

[

On Schedule : Execution is based on schedule
Out of Schedule : Execution is based outside the schedule
Click “Save Action” button to complete

Time Schedule : Day of week setting by timetable

Click “Save” button to add schedule to policy. There are 10 schedule maximum allowed in the
each time policy. All schedule can be edited or removed in the each time policy. Click Reboot
button to activate your changes.
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9 Configure Utilities Setup

9.1 Profile setting

The Function is backup current configuration, restore prior configuration or reset back to factory
default configuration can be executed via this page.
Please click on Utilities -> Profile Setting and follow the below setting

Profile Setting

Sawve Settings To PC: 7 Save

Load settings From c: | IS SUFSTeed

Reset To Factory Default: T Default

o In this page, wou can save your current configuration, restare a previouwsly saved

configuration, or restare all of the settings in the system to the factory [default] settings,

» Save Settings to PC : Click Save button to save the current configuration to a local disk.

File Download @

Do you want to save thiz hHle, or find a program online to open
it?

Mame: config.bin

Type: Unknown File Type
From: 192.168.2.254

Find ] [ Save ] [ Cancel

I [ | Wwhhile files from the Internet can be useful, zome files can potentially
Q harm your camputer. IF pou do nat truzst the zource, do nat find a
program to open thiz file or zave thiz file. What's the rizk?

» Load Settings from PC : Click Browse button to locate a configuration file to restore, and
then click Upload button to upload.

> Reset To Factory Default : Click Default button to reset back to the factory default
settings and expect Successful loading message. Then, click Reboot button to activate.
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9.2 Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to manage
real time operations. Firmware upgrades are sometimes required to include new features or
bugs fix. It takes around 2 minutes to upgrade due to complexity of firmware. To upgrade
system firmware, click Browse button to locate the new firmware, and then click Upgrade button
to upgrade.

Firmware Upgrade

Firmwware Information

Firrm

O From time ta time, the product may release new versions of the system’s firmware, ¥You can

download up-to-date firmware to upgrade system,

Upgrade Wia Local PC

Select File: FEEEE - Upgrade

Upgrade Wia TFTP Server

TFTP Server IP:
File Marne: Upgrade

Upgrade Wia HTTP LIEL

To prevent data loss during firmware upgrade, please back up current settings
IO before proceeding
Notice Do not interrupt during firmware upgrade including power on/off as this may
damage system.

»  Firmware Information :Show currently the 100GX-N of system software version and
software date

» Upgrade firmware : The upgrade firmware will support via local PC and TFTP Server and
HTTP URL to upgrade system
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9.3 Network Utility

The administrator can diagnose network connectivity via the PING or TRACEROUTE utility.
Please click on Utilities -> Network Utility and follow the below setting.

Fing

Traceroute

Destination Host: _ Max, Hn:nr:-:‘-_ Start stop

» Ping : This utility will help ping other devices on the network to verify connectivity. Ping
utility, using ICMP packets, detects connectivity and latency between two network nodes.
As result of that, packet loss and latency time are available in the Result field while running
the PING test.
® |P/Domain : Enter desired domain name, i.e. www.google.com, or IP address of the
destination, and click ping button to proceed. The ping result will be shown in the Result

field.
® Count : By default, it's 5 and the range is from 1 to 50. It indicates number of connectivity
test.
Traceroute

Allows tracing the hops from the 100GX-N device to a selected outgoing IP address. It should

be used for the finding the route taken by ICMP packets across the network to the destination

host. The test is started using the Start button, click Stop button to stopped test.

» Destination Host : Specifies the Destination Host for the finding the route taken by ICMP
packets across the network.

» MAX Hop : Specifies the maximum number of hops( max time-to-live value) trace route
will probe.

9.4 Reboot

This function allows user to restart system with existing or most current settings when changes
are made. Click Reboot button to proceed and take around three minutes to complete.
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Reboot

i ] Sometimes it may be necessary to reboot the system if it begins warking improperly, Rebooting the

systemn will not delete any of yvour configuration settings. Click reboot button o reboot the system,

Reboot

Please Wait

ﬂSy‘stem iz restarting, please wait for 44 seconds..

The System Overview page appears upon the completion of reboot.

10 Configure Status

10.1 Overview

Detailed information on System, Network can be reviewed via this page

Traffic M

Wireless

System Information : Display the information of the system.

Device Information : Display the information of the Port link.

CPU Information : Display the information of the system CPU
Memory information : Display the information of the system Memory.
Networking Information : Display the information of the network.
Wireless Clients : Display the information of the wireless user link.

YV VY V VY
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10.2 DHCP Client (This function must be used WISP mode)

The administrator can view status of all DHCP Client Users on each DHCP Server.
Please click on Status = DHCP Client to look DHCP information.

Default Gateway:

D51 IR

Daomain:

Lease Time: 86400

DHCP Client List
IP Address MAC Address Expired In

Mane

» DHCP Server Status : Display the information of the DHCP Server.
» DHCP Client List : Display the information of the DHCP Client users.

10.3 Extra Info

Users could pull out information such as Route table, ARP table, MAC table, Bridge table or
STP available in the drop-down list from system. The “Refresh” button is used to retrieve latest
table information.

Extra Information

g Wl Metstat Information w

» Netstat Information : Select “NetStatus Information” on the drop-down list, the
connection track list should show-up. NetStatus will show all connection track on the
system, the information include Protocol, Live Time, Status, Source/Destination IP
address and Port. (This function must be used WISP mode)
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Metstat Information

Protocol LiveTime Status

tep
{1
tcp
tcp
tcp

tcp

31 TIME_\WAIT
TIME_WAIT
ESTAELISHED
TIME_\WAIT

TIME eI
TIME_\WAIT

unknown

SrcPort
2506
2505
2511
192.16%5.2.22 2510
192,165,222
192.16%.2.22

192,165,2,254

DstPort

192.16%6.2.254
132,148,
192.166.2.254

il nnoa2
224.0,0.22

» Route Information : Select “Route Information” on the drop-down list to display route
table. 100GX-N could be used as a L2 or L3 device. It doesn’t support dynamic routing
protocols such as RIP or OSPF. Static routes to specific hosts, networks or default
gateway are set up automatically according to the IP configuration of system's interfaces.
When used as a L2 device, it could switch packets and, as L3 device, it's capable of being
a gateway to route packets inward and outward.

Extra Information

gl F.oute Infarmation bl

Route Information

Destination Gakewvray

192.1648.2.0 0.0.0.0

239.0.0.0 0.0.0.0

224.0.0.0 0.0.0.0

Metmask
255,255,255.0
255.0.0.0

224.0,0.0

Interface
brel
brel

brel

»  ARP Table Information : Select “ARP Table Information” on the drop-down list to display

ARP table.
ARP associates each IP address to a unique hardware address (MAC) of a device. It is
important to have a unique IP address as final destination to switch packets to.

Extra Information

s EW I AR F Table Information W

ARP Table Information

IP Address
1921

MAC Address

Goddieai02ichiec

Interface

brel

» Bridge table information : Select “Bridge Table information” on the drop-down list to
display bridge table.
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Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and its attached
interfaces, the Bridge Port should be attached to some interfaces (e.g. eth2, raO~ra7 and
wdsO~wds3).

Extra Information

Infarmation

Bridge Table Information

Bridge Port Bridge ID» 3TP Enabled Interface
LAk no ethl
ethi

» Bridge MACs Information : Select “Bridge MACs Information” on the drop-down list to
display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces, but also

remember non-local MAC addresses learned from wired or wireless interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again or added
when new MAC addresses are seen from wired or wireless interfaces as well. When time runs
out for a particular entry, it will be pruned from the table. In that situation, switching packet to
that particular MAC address will be dropped.

Extra Information

e EW I Eridge RACs Information »

Bridge MACs Information
Port MAC Address Ageing Timer
LM 00:11:33:00:00:0a 0.00
WaN 00:11:a3:00:00:0b 0.00
LAk Goddieai02ichiec .04

» Bridge STP Information : Select “Bridge STP Information” on the drop-down list to
display a list of bridge STP information.

Extra Information

Infarmation

Bridge STP Information

LAMN

STPis disabled for this interface
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10.4 Event Log

The Event log displays system events when system is up and running. Also, it becomes very
useful as a troubleshooting tool when issues are experienced in system.

Refresh Clear

System Log
Time Facility Severity Message
1970-01-01 00:00:19 Systemn Info dnsmasg: started, version 2,22 cachesize 150

1970-01-01 00:00:19 Info dnsmasq: cleared cache

1970-01-01 00:00:19 Systen Infa dnsmasq: reading fetcfresolconf

1970-01-01 00:00:52 b Info Authentication successful for root from 192.168.2.22

» Time : The date and time when the event occurred.
»  Facility : It helps users to identify source of events such “System” or “User”
»  Severity : Severity level that a specific event is associated such as “info”, “error”,

“warning”, etc.
» Message : Description of the event.

Click “Refresh” button to renew the log
Click “Clear” button to clear all the record.
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Appendix A. WEB GUI Valid Characters

Table B WEB GUI Valid Characters

IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
Primary DNS IP Format; 1-254
Secondary DNS IP Format; 1-254
Hostname Length : 32
0-9,A-Z, a-z
~1@#$% N () _+-{3:<>201/;", .=
Manual MAC Address 12 HEX chars
IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
Hostname Length : 32
0-9,A-Z, a-z
~1@#S PN () _+-{}<>2[1/50, .=
User name Length : 32
0-9,A-Z, a-z
Password ~1@#S% N () _+-{}|:<>?[1/;", .=
MTU 576 ~ 1492 for PPPoE; 1400 ~ 1460 for PPTP
Idle Time 0 ~ 60 minutes
Primary DNS IP Format; 1-254
Secondary DNS IP Format; 1-254
Hostname Length : 32
0-9,A-Z, a-z
@-_.
User Name Length : 32
0-9,A-Z, a-z
Password ~1@#S% N () _+-{}|:<>?[1/;", .=
Start IP IP Format; 1-254
End IP IP Format; 1-254
DNS1 IP IP Format; 1-254
DNS2 IP IP Format; 1-254
WINS IP IP Format; 1-254
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Domain Length : 32

0-9,A-Z, a-z

~1@#ES PN () _+-{}:<>2[1/;7, .=
Lease Time 600 ~ 99999999

Table B WEB GUI Valid Characters (continued)

System Name/ Location

Length : 32

0-9,A-Z, a-z

Space

~1@#S %N () _+-{H <>/, =

Description 32 chars
Password Length : 4 ~ 30
0-9,A-Z, a-z

~1@#S% AT () _*+-{}:<>2[1/;, .=

HTTP/ HTTPS Port

1~ 65535

Telnet/ SSH Port 1~ 65535
RO/RW community Length : 32

0-9,A-Z, a-z

~T@#ES %N () _+-{F <>, .=
RO/RW user Length : 31

0-9,A-Z, a-z

~1@#ES %N () _+-{F <>, .=
RO/RW password Length : 8 ~ 32

0-9,A-Z, a-z

~1@#S %N () _+-{}<>?[];, .=
Community Length : 32

0-9,A-Z, a-z

~1@#S %N ()_+-{} <>, .=
P IP Format; 1-254
Tx Power 1-100 %
Profile Name 32 chars
ESSID Length : 31

Space

0-9,A-Z, a-z

~1@#S %N () _+-{}:<>2[1/5, .=
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars
Pre-shared Key 8 ~ 63 ASCII chars; 64 HEX chars
Beacon Interval 20 ~ 1024
Date Beacon Rate 1~255
Fragment Threshold 256 ~ 2346
RTS Threshold 1~2347
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Table B WEB GUI Valid Characters (continued)

ESSID Length : 31

Space

0-9,A-Z, a-z

~1@#S$ %A () _+-{}:<>2[1/;", .=
Maximum Clients 1~32
VLAN ID 1 ~ 4094

WEP Key

10, 26 HEX chars or 5, 13 ASCII chars

Group Key Update Period

>=60 seconds

PMK Cache Period

> 0 minute

Pre-Shared Key

8 ~ 63 ASCII chars; 64 HEX chars

Radius Server IP

IP Format; 1-254

Radius Port

1~ 65535

Shared Secret

8 ~ 64 characters

Session Timeout

>=60 seconds; 0 is disable

WEP Key 10, 26 HEX chars or 5, 13 ASCII chars
TKIP Key 8 ~ 63 ASCII chars; 64 HEX chars
AES Key 8 ~ 63 ASCII chars; 64 HEX chars

Peer's MAC Address

12 HEX chars

Description 32 chars

Source Address IP Format; 1-254
Source Mask 0~32

Source Port 1~ 65535
Destination Address IP Format; 1-254
Destination Mask 0~32
Destination Port 1~ 65535

MAC address

MAC Format; 12 HEX chars

Description

32 chars

Private IP

IP Formate; 1-254

Private/ Public Port

1~ 65535

IP Address

IP Format; 1-254

Comment

32 chars
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MAC Address

MAC Format; 12 HEX chars

Local/ Destination IP IP Formate; 1-254

Local/ Destination Port 1~ 65535

Upload & Download 8 ~ 8192 digital number

Appendix B. MCS Data Rate

The table below shows the relationships between the variables that allow for the maximum data rate
Table C MCS Data Rate

Note :

When MCS=32, only Short Guard Interval option is supported, Channel Bandwidth=20 is not
supported. If Channel Bandwidth=40, the HT duplicate 6Mbps.
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When MCS=0~7(One Tx Stream), Guard Interval and Channel Bandwidth are supported
When MCS=8~15(Two Tx Stream), Guard Interval and Channel Bandwidth are supported

Appendix C. Specifications

Hardware Specifications

Standards Conformance

Ethernet Configuration

Telephone Configuration
LED Indicators

Wireless Specifications

Data Transfer Rate

Frequency Range

Channel Spacing
Media Access Protocol
Modulation Method

Operating Channels
Transmit Power Variation
Receiver Sensitivity

Copyright © 2013 by Cerio Corporation. All rights reserved.

IEEE 802.11 b/g/n compliant

IEEE 802.3 / IEEE 802.3u

IEEE 802.3af Power over Ethernet

IEEE 802.11i Preauth (PMKSA Cache )

IEEE 802.11d Multi country roaming

IEEE 802.1Q Tag VLAN

IEEE802.11f IAPP

IEEE802.11e WMM

10/100BASE-TX auto-negotiation Ethernet RJ-45 connector) ;
Auto MDI/MDI-X  WAN*1 , LAN*1

RJ-11 Pass Through In x1 connector , Out x1 connector
( Power / Network Access ) LED x 1,

IEEE802.11b : 1/2/5.5/ 11Mbps (auto sensing)
IEEE801.11g : 6/ 9/ 12/ 18/ 24/ 36/ 48/ 54Mbps
IEEE802.11n : 150Mbps (Tx), 150Mbps (Rx)
2.412 ~ 2.462GHz (USA)

2.412 ~ 2.484GHz (Japan)

2.412 ~ 2.472GHz (Europe ETSI)

2.457 ~ 2.462 GHz (Spain)

2.457 ~ 2.472 GHz (France)

IEEE802.11b/g/n : 20/40MHz

CSMA / CA with ACK

IEEE 802.11b: DSSS (DBPK,DQPSK,CCK)
IEEE 802.11g/n: OFDM (64-QAM, 16-QAM,QPSK,BPSK)
IEEE 802.11b/g/n:

Max : 29 £ 1 dBm

Max : -96dBm
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Environmental & Mechanical Characteristics

Operating Temperature
Storage Temperature
Operating Humidity

Storage Humidity

Antenna

Form Factor

System Power Consumption
Input Power Require
Dimensions (W xHx D)

Unit Weight
Certifications

-25°C~55°C
-25°C~65°C

5% to 90% Non-Condensing

Build in 1x 2.5dBi RF Antenna

Wall / In Wall

8 Watt Max.

803.3af 48V PoE Ethernet Interface Power In
Main Unit : 52 x 76.2 x 35mm

Faceplate Set: 70 x120x10 mm(US-Type )
Faceplate Set: 86 x 88 x10 mm(EU-Type )
72.59

CE ' FCC  NCC+BSMI ~ ROHS compliant
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