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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part 2
and 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses and can radiates radio frequency energy and, if not installed and used in accordance with the user’s
manual, may cause interference in which case user will be required to correct the interference at his own
expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user many be required to take adequate measures.
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HIEAEBEATE# - T RAZEEZEE N PHA “root”  Zigi#A “default” 7% "HEE , B/ EAE
T -

2.2 2#HEIFEAERBEEREER
>  FERZRY IPIE :192.168.2.200
> TERRMIGRERZRMEEZEE :root /default

FERRE A Mt 192.168.2.200
ZARSE root
EAR default

ERBATEREZ/ZERERAZE  SENEENENER - JURBEST N —PEERE -
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858 IP BR7E:

__________________15 T R SIS
LT =
: Dynamic :
mmi @ Static i
i te——— 4
IPAddress | [192.168.2.200 i
e L T e T T T P 4
@® Network Mask [255.255.255.0 d
LT T T R R S 4
Prefi Length
- T P P PP 4
®) primary
sub

Layer3 TERR ISR E | (F’2INREEL Layer2 A3 #i28H9" " Default Gateway
Configure"48[@ )

Add IPv4 Static Route

IP Address |

Wiask—
(O Prefix Length
Next Hop Router IP Address i [192.168.2.254 | |
Metric ~ [1 |
Apply ‘ ‘ Close l
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3.Status
3.1 %#4%

—ﬁ—v-‘-

RHERERE-LRGEN

Eifl(System Information)
EREEEETNSELEEERNRBER - CPU EHX -

WY

C:’IIO

Lrpdify s

EREMEMRKENEN

Logging Message

Status + System Information

# Port
Link Aggregation
MAC Address Table
+ MNetwork
¥ Port
— 100%
AL System Information BT | ohy
% MAC Address Table
_ Model; CS5-3008TG 80%
% Spanning Tree memmmmssmsssssssssssssssssmasem=smanae——- o
System Name : Switch 0%
% ERPS o
+ Loopback System Location  default 60;"
% Discovery System Contact | default 20
40%
¥ DHCP E— -
MAC Addres: SC4D:EADZ: EO SA G
+ Multicast = —ccccocoooooooooooooscsssosoococcod .
% IP Configuration IPv4 Address | 192163 2200 0%
¥ Security System Uptime ; 0 day, 0 hr, Omln and 30 sec A
~rCrrcerreroereeececcecoenod 0%
¥ ACL Current Time ; 2025-01-11 08 00 30 UTC+3 10:31:00  10:32:00 V83300 10:34:00
% QoS SRR
% Diagnostlics B 56755080 . 100%
» Management Loader Date ; Jan 11 2025 - 09:33:29 a0 MEM
Firmware Version : 1.0.0.26 :
S 80%
Firmware Date : Jan 11 2025 - 09 70%
5
Telnet; Disabled ELx
S0%
55H : Disabled
.......................... 40%
L 30%
HTTPS; Disabled 20%
SNMP : Disabled 10%
0%
10:31:00 10:32:00 ""¥9:33:00 10:34:00
+i 542
L F 3t
118
Model VN L ek

System Name

BARBENRRETE -

or "Switch#" )

ZBTE A

BITHICLIIAR ( "Switch>"

System Location

BARR

R EE

PX‘ service@cerio.com.tw
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System Contact

BN IR SRR B

MAC Address R R EARMACHTE
IPv4 Address H Bl 24 IPVAfLiE
IPv6 Address BRI Z4IPVefiit
System OID SNMPZ#%121D

System Uptime

BN LIFRET RG]

Current Time =YIEN ST
Loader Version KRR

Loader Date KE AR HEHA
Firmware Version = BIE)AS AR A
Firmware Date = RIE RS R A H A

Telnet BB RiTelnet AR5 5 /B RAAA B&
SSH #27~ B BISSHAR 75 78 25 /AR AR 2%
HTTP HA7R ERTHT TP AR 75 B B /BRI BAAR 2G
HTTPS R ERIHTTPSAR 75 5 B /RARA R &
SNMP F R B AISNMPAR 75 F 2 /BABA AR B&

Edit System Information

ERZEEEEIRMBREITE LR "Edit" HFEUNREERM -
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S, +(886)2-8911-6160

’X‘ service@cerio.com.tw




USER MANUAL

Edit System Information

System Name |Swnc.h|
SystemLocatlon |defau|t- |
. System Contact | |defau|t |

[ Apply ] [ Close l

> System Name: BARRMEBNRFARME - 22 TRAIFSITR CLIBI& ( "Switch>" or
"Switch#" ) -

>  System Location : B RRIREBHNUBEES -

> System Contact: BRRMENHEEH -

HZEF" Apply” NI RFRE - 28 “Close” FHFZE -

3.2 HiFME(Logging Message)

ERESEESULERILTEBHRE 24 RAM A FLASH AR%E -
Status + Logging Message

System Information Logging Message Table

= Port Viewing

Link Aggregation
MAC Address Table Showing entries Showing 110 4 of 4 &

Description
1 Jan 012025 10:52:27  notice PORT-0-LINK_UP: Interface VLAN1 link up
2 Jan 01 2025 10:52:27  notice PORT-5-LINK_UP: Interface TenGigabitEthernati link up
3 Jan01 2025 10:52:25 notice PORT-5-LINK_DOWRN: Interface VLAN1 link down

Port
VLAN
MAC Address Table

Spanning Tree
ERPS 4 Jan 01 2025 10:52:25  notice PORT-5-LINK_DOWRW: Interface TenGigabitEthermnet! link down

Loopback

Discovery Clear H Refresh

> Viewing: OIt#&HHEEE -
([ ] RAM: #ERf#EFHE RAM ERHGRHER
[ ] Flash: Z~f#E=F#E FLASH FAHEE
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R i

Log ID EETREE ST

Time Hita SRR E R
Severity Hit BN EBRERE
Description faat H 55N R

#HZE "Clear” WAL EHEEHZ#ZE "Refresh” A IWERZIZR# ZH -

3.3 3E(Port)

BB EERRNFAERENRE

IEIL“

:m—;
=1 u

331  #ETEUR(Statistics)

EREEEETLURERANE - ZAMIEA RMON MIB (BIA BB HR - NEMNZ AP
SHUSBENEESEERENRESR - RMON SRR IEBEEEREN T RMERRMA/NNE
T8 - "Clear” 165/ AIFMEEEIRN MIB 585

System Information e .
o : Port

Logging Message I
AII

¢ () Interface
Etherlike

& Port

Error Disabled
Bandwidth Utilization
Link Aggregation
MAC Address Table
Network
Port
VLAN
MAC Address Table
Spanning Tree
ERPS
Loopback
Discovery
DHCP
Multicast
IP Configuration
Security
ACL
QoS
Diagnostics

% | € &€ € | &€ K |€ «| & &€ &€ | & | «|€ «|«

Management
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E "Clear” MAIEEIEEE -
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| ederswspwstouerstooclels
> Port: EE—(EEFERERTHERAER -
> MIB Counter: #1Z MIB st &z IBRABRET R EEE -
® All: FiBstEes -
® Interface: /TEMHEAR MIB siC&l=3 -
® Etherlike : ZXAEAEREMN MIB 5t &5 -
® RMON: #HEI MIB 5t &5 -
> Refresh Rate: DIEFE “None, 5sec, 10sec, 30 sec” MEEMBIBRAE - DEVSIEEEERMET
iz o

3.3.2 #EFR{FH(Error Disabled)
NMREAEEEERT (EREANEE - BIoUETEEREN -
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Status + Port + Error Disabled

Error Disabled Table

System Information
Logging Message

& Port
Statistics
Port | Reason | Time Left (sec) |
Bandwidth Utillization [] TE1 — —
Link Aggregation 0 TEZ .
MAC Address Table
[] TE3 — __
Network -
Port (] TE4 —
VLAN [] TES — —
MAC Address Table U TEG -
Spanning Tree L TET _ o

R it
Port 77 TEI 24 3% 4 51E

#IRER DT HERERZ—#%FH
* BPDU Guard(BPDUPAE)
» UDLD(E (a1 Rl)
* Self Loop(BTEIRR)
* Broadcast Flood(E & &
Reason e Unknown Multicast Flood(R #0125 1& &)
* Unicast Flood(81&52E)
o ACL(GhREIEHIZR)
* Port Security Violation(J8Z 2 &)
* DHCP rate limit(DHCPiZZ R )
* ARP rate limit(ARPZEZ= R )

Time Left (sec) 5 R MK 18 TR BR A R (70)

3.3.3 $8 5 F) FAZ (Bandwidth Utilization)

ICE E ol AR R ZEE IR Tx/Rx BIFSAR B - (BEEEENEIRERR - RIS EEE R
BB R
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Status + Port + Bandwidth Utilization

System Information Refresh Rate sec
Logging Message
& Port
Statistics
Error Disabled

[ [1000Mbps.__Link Do}

Link Aggregation TET |
MAC Address Table

¥ Network TEG
¥ Port
¥ VLAN TE5
¥ MAC Address Table
¥ Spanning Tree TE4 |
+ ERPS
¢ Loopback TE3

¢ Discovery
¢ DHCP
¢ Multicast

¢ IP Configuration

& Security
¥ ACL 0% 20% 40% 50% 60% 70%  80% 90%  100%

¥ QoS
¥ Diagnostics
» Management

> Refresh Rate: BREVRIFHER - LUESHRRAETAE -
o 2: WMNUNEEPEE2VWEBHY - FIMBERER
® 5: MUNEEPEE2WEBH  FIMBERER
° W MUNEEPEE 2 WEH - I RER

3.4 #EEEA(Link Aggregation)

MRFEAESESRE 7 LACP Ih8s BIT LR LACP Bl - A #5712 8 [E# i B &4 (Link Aggregation
Group,LAG) - EE S0 LI A 8 & LAG -
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Status -+ Link Aggregation

System Information
Logging Message

Link Aggregation Table

& Port
Statistics R R RRRRRRRRRRRRRRRRRRRRRRE=—7""7
e LAG | Name ‘ Type | Link Status | Active Member | Inactive Member
Bandwidth Utilization LAG 1 — —
LAG 2 —
MAC Address Table AG3 = -
Network
LAG 4 —
Part
VLAN HAGS a -
MAC Address Table LAGE -
Spanning Tree =2 o o
ERPS LAG 8 -
i Rivd ik
LAG LAGHR 5%
Name LAGEZIR M
LAG#EZY
T e Static: DECAAFRELAGHRERIBHBALEREMANNE
e
yP e LACP: DR ENRELAGRIEFIB A BIREIR - LACPRE ML E 1
BZEREMBNBEIR
Link Status LAGHY5E 538 58 B AR B
Active Member LAGRIEE ERIFBRI B B 3 1E1R
Inactive Member LAGRIIERR ERIFBRI B B3 1E1R

3.5 MAC fiIiit=R(MAC Address Table)

MAC it EEERERZRE LA MAC (i BE - O EAEEBSEaRNEE MAC (= 55
BEBIIR MAC firt -

"Clear” BEMFAEEBE - "Refresh” HREBIH MAC T BRESEHE L -
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Statms + MAC Address Table

System Information MAC Address Table
Logging Message
= Port Showing [ Al w | entries
Limk Aggregation
VLAN | MACAddress | Type | Port |
¥ MNehwork 1 &C4DEAQ0ZEDSA Management CPU
# Port 1 74DAZSESSDOD Dymamic TE1
# WLAN
% MAC Address Table [ Clear ] [ Refresh
% Spanning Tree
» ERPS
% Loopback
¥ Discovery
# DHCP
% Multicast
% [P Configuration
¥ Secunty
¥ ACL
z QoS
¥ Diagnostics
% Management
Az it
VLAN MACTzII B8 E#RIVLAN ID
MAC Address FFRRE R B EIAIMACHIHE
MACIEAY$EHY
* Management: AR EIR R HFEARMACHIE
Type . StaticiREAEEREFHRAT
* Dynamic:iitRIEEE EEIER
s R

Port o CPU:ARERIHB BIECPUERE

e Other:[EEx12z3EB1EIE

HE “Clear” & EHIEEH - #% “Refresh” EFfZESH -

@ WWWw.cerio.com.tw g +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

4.Network
4.1 #HIHBEZ4H4(DNS)

DNS(#815 %2 18 2 4%) R IR i AR S 2 #E A0 1P AU AEARES AR - S5 DNS S o R EMR R 2 a8 LrUTEER DNS
fAlfRes - ERELEREE O RESRMAEERR DNS @R U R 1FS DNS BRI EFRE

AR EEHT DNS IRFBF AR E AR EENEBEMEORME LWEMZEERS - BERBHEBREE
IP izt - SR PInREBREELRIREES DNS AREE - APIEFEBRRIRRELZE DNS B EF0EIE -

Sl ERBEENTR P AL -

RO LI FEERE DNS RPRARGEREE 2R IP ARBE - REFRRMEBHENIEE S E=2HE
A ARz AR A 2 BRI U AV EE I -

RO RELEEH R ESRBAREEMR DNS Gk Bzt /FA DNS HRIRETHEM -
FRZEEREZE DNS 82 EH DNS ERz==E-H -

Network + DNS
& Status

System Information DNS$ Configuration
Logging Message
= Port
Link Aggregation
MAC Address Table
- Network

| (1 to 253 alphanumeric characters)

Hosts
System Time
Port
VLAN
MAC Address Table
Spanning Tree
ERPS ‘
Loopback
Discovery [
DHCP
Multicast
IP Configuration

DNS Server Configuration

] 1 192.168.102.200

add || Deete |

| %€ |« (&€ &« | €€ «| €| «

DNS Configuration
1 "Disable” 3¢ "Enable” {5ERIESLEEET DNS A PIRAVEIEMES
»  DNS Status:
® Disable: PHIFA2338%5 DNS &5 -
® Enable: m&Fa#Rz310 DNS A3 8853% DNS &L DNS 4= -
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> DNS Default Name : i AZE SIS DNS &8 ITEEE DNS RBig&1E -

HE Apply” #EEFEEFIZE -
DNS Server Configuration

FREEEEYLIAEE "add” A "Delete” %7€ DNS Server Setting EI2INEE -

i Rivi b
Preference BrERzEEEIER 2EEZRRBAASEENIERREZE
DNS Server BRER:REMIEESFE

>  Add: ZEfsERMeEMEIEE DNS &80 DNS EARzE - 757 DNS Server Address & DIIR#E |Pv4 F4
SEOEBA IP L - SABEE" Add" - AREELHIRE MERBFED - MRZ O LIEE/\E DNS 3
Aiss - BEIRRBRAIZNIERRE -

> Delete: ZUEE TR DNS Eiz: - HEBEBIRNEMREZHWERERE - ABHME "Delete” - Ul
REHEEE DNS ARz - BEES T EWRBRSE LA DNS GRS -

FREEEEIMEER FEE DNS Server Configuration 9 “Apply” 1 “Cancel” - Iif&® LHE
BERRBRBRBNRME -

4.2 FEt(Host)
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ZEHRAEREEEERHEE IR IP UMEN - EHEEEE R ENEmF IR K EHE
B IP U EBEEREEHMRES -

Network + Hosts
& Status
System Information DNS Host Configuration
Logging Message
2 Port
Link Aggregation
MAC Address Table Host | IPv4/IPv6 Address |
- MNetwork [] google.com 216.239.32.10

O cerin.cc 97.74.109.10

Sysiem Time [ Add ] [ Delete ]
Port
VLAN
MAC Address Table

Dynamic Host Mapping

Spanning Tree
ERPS
Loopback
Discovery

DHCP
: Clear

| Host | Total | Elapsed | Type | IPv4/IPv6 Address |

€ & (€ &« &« | & |«  «

Multicast

HE “Clear” 2 EEHEH -

DNS Host Configuration
FHEEEE0LUEE "add” M "Delete "HBAMEN AT HEIRGIRAVFFREBEREINAEEIE -

iR b
Host BROEATEEIPAIIL "host name”
IPv4/IPv6 Address B3 "host name"” #EEABEAYIPAIIE
A oSt
. |google m ] (110255 aiphanumeric characters)!

[ Apply H Close l
> Host: FRESEEE0LIERTE Host Name 8 - 15 E EMICAIFFAE T 2T -
> IPv4/IPv6 Address : @ A B2 TERANEAY IP A1Ht2U5Z "IPv4/IPv6 Address” 1 - A "Apply”
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AR BEERBRNEREmIIRP -

HEZ Apply” #FEEIIZE - 2 E “Close” KT -

Dynamic Host Mapping
EHEEEEJLIBRIIRPRMABSRERZEEE - RFEME "Clear”

Dynamic Host Mapping ZRER R #2328 20 T2 78-20-IP AIUtAEE -

1z P

Host R B TR R IPIAHOE e SRR B
Total B B A58 8 S A B b LR RS
Elapsed BER R 1 E AT B AR B B LR A I S

Type BEREN RS B AR

IPv4/IPv6 Address FAONE I # 2 A AR A B RO I Pv4 sl IPve iRl 2R

B Apply” WEFEHIEE - FE “‘Clear” EHZZEMH -

4.3 Z#5E (System Time)

OLUEREEREGRARE - EREEIEE JLUERE SNTP Server it BN E A AISE - WO IFEIR
ERMEERE -

AR - MREBIEEEIE SNTP Server RED EHEERE - AINERRAAEERN DNS B2E1EE - BRIRBZHMA
WIRRESDE#RE] SNTP Server -
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Network + System Time

¢ Staius
- MNetwork DT ITTTTTTTTTTTTTTTTTTTTTTTTTTTTToooooooooooooooomooooee-
i | @ SNTP
i Suuroei () From Computer
i e Manual Tlme
| Time Zone | UTC+BDD w
Port I, ==
VLAN
MAC Address Table
' () Hostname
Spanning Tree i “- IP'u'4
ERPS 1'— = ==s==sssssssssssssssssssssossosssssssssssssssooos
|152159 200.1 |
Luupbad{ —p= B e ——————
Discovery | |123 I
DHCP . T T T T T e
IP Configuration . Dat :
Security IS |
ACL Time |
QoS S
Diagnostics Dayllght Savlng TIIIIE

i “- ‘None

Management

i Dmarrinn

System Time
> Source: EERENIR -
® SNTP: 7t NTP ElfRzEEIL KA -
® From Computer: E2|EETHEERME -
® Manual Time: FEFRERRE -
> Time Zone: #tit@EEEEZRFR -
SNTP
> Address Type : #E#E NTP EMRFAAIIEERY - EIFENR A SNTP ISR ILINEE -
> Server Address: @i A NTP fElAzeSHY IPv4 IS F 2T - SREEACRS SNTP RV LLINEE
> IPv6 Address: i A NTP falfRgs8) NTP 18 - JEER1E® 123 - EREIAERA SNTP ISRUALEINEE -
Manual Time
> Date: MAFEHE - ENEHRRSFEREHUIINEE
>  Time: BMAFHISE - ENENRIERSFENRALINEE

Daylight Saving Time
R|BZIERELRINEE  IREHEEEEFEMA LR EE SKINGERI DI LIBALLINGE -
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Daylight Saving Time

i ® Mone
i ) Recurring
' Mon-recurring
USA
Europen

==

Type |

{0000

.

" I
i I
" I
i I
i 1
Y, | —
sr=————r}p

From: Day Week Manth Time
| To: Day Week Month Time
From:

Hm_re{:u"-ing :r-==================::::::::::::::::::::::===================================:::::::::::::::::::::::::::::::::::::::::4I
| To: E

Operational Status

| CurentTime | 2023-03-17 1433.02UTC+8 |

Apply

>  Type: EEESKEL -
® Disable: BEARAESRINGE -
® Recurring: EREBERESHER -
® Non-Recurring: FRAFERESKHER -
o USAFREEIESK  H-AMNE_EZ2HHMAK B+ —BANE—EZ2PRER -
® European: FRABMNESHR  #=-FHNHE—EZHERR AR —EEHEHER
> Offset: FEESHARAEREZE -
> Recurring From: I5EBIRESRKAERISE - E#E" Recurring” BRI AITTMEAIITOI A -
> Recurring To: IEERBIRE SRR - B2%EE" Recurring” B IEBAITOA -
> Non-recurring From : 5EFBEIRE TRKAEHRRE - E2EE" Non-Recurring” &IV ILAI 7T I
JCOIA -
> Nonrecurring To: fEEFFBIRE SHNAERIE -Z#E" Non-Recurring” B IHEAITOIA -

Operational Status

Current Time: ZE/RBRIZETHERE -

28 Apply’ BEHHETLE -
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5.Port

5.1 #IBIEERRE (Port setting)
SEABETERSEIRE AN EREERBRERTE - BEARSERAEYE "Edit" ERBRESR

Port + Port Setting
¥ Status

¥ Network Port Setting Table

Error Disabled

T ——— W |Entry | Port | Type Description | State | Link Status | Speed Duplex | Flow Control
EEE [] 1 TE1 10G Copper Enabled Up Auto (10G)  Auto (Full) Disabled [Off)
Jumbo Frame [l 2 TE2 10G Copper Enabled Down Auto Auto Dizabled

™ [] 3 TE3 10G Copper Enabled Down Auto Auto Disabled
¥ MAC Address Table 0O 4 TE4 10G Copper Enabled Down Auto Auto Disabled
% Spanning Tree ] 5 TE5 10G Copper Enabled Down Auto Auto Disabled
¥ ERPS O 6 TE6 10G Copper Enabled Down Auto Auto Disabled
¥ Loopback 0 7 TE7 106 Copper Enabled  Down  Auto Auto Disabled
- RIEENTE 0 8 TES 10G Copper Enabled Down  Auto Auto Disabled
¥ DHCP

¥ Multicast Edit

i 2

Port BRAR R 2R A IS IR AR 5%
Type CEMNEEE S i S p it
Description BRBREBIR R
BRI IREEREE
State * Enabled: #SRARREFRY

* Disabled : 48 I% ARS8 EH
H BE R SR IR A AR
Link Status o Up: EHBHEKCERE
* Down: EEIRHEIE R

Speed B R38R 18 1R [2 58 RE A B S 2R 2 AR AR
Duplex BrRrEaae e TR E M e TR
Flow Control B RT3 IR & 2R E A B R R A B ARG

EHEEEEURESEERENEE/ET/REEH -
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EEEEENERERT - RRBREBER "Apply’ RESREEZFENRE/ET/RELEH -
Edit Port Setting

Enable
| @ Auto O 100m ;
| O Auto-100M () 1000M
Speeq|  Auto-1000M () 2500M
¢ (O Auto-2500M (O 5000M
| (O Auto-5000M () 106

L (O Auto - 10G ;

. @ Auto
Duplex : ) Full

Ao
Flow Control | (0 Enable |
i (@ Disable i

| appy || close |
> Port: EEHNAKEBEES -
> Description: BE]EZBHHM -
> State: HHIRIREIRAEE -
® Enabled : fHIEIBARARFARL -
® Disabled : AIBARNEERAE
Speed : MBEIRAIRER -
® Auto: BIREPMBERE -
Auto-100M : E&1#IBIZ] 100M -
Auto-1000M : E&)#| 5% 1000M -
Auto-2500M : BEp#IAIZ] 2500M -
Auto-5000M : E&)# 52 5000M -
Auto-10G: B&¥5I2 10G -
100M : s&HIRZ% 100M -
1000M : &&= 75 1000M -
2500M : 3&H3ERZES 2500M -
5000M : s&l3EZ7%5 5000M -

® 10G: &HIZEES 10G -
> Duplex: HIEIBETER -

® Auto: BEHRIFMAETEL -

A\
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o Half: BEIBFETEL -
o Full: BEaAELTHEL -
> Flow Control : fAEIERREIEH] -
® Auto: BEHRIREEH -
® Enabled: BRREEH -
® Disabled : EFREEH -

28 Apply” BEHHEE . 3 “Close” BEXE

5.2 $&:2{=H(Error Disabled)

ZINEETJPH IE$EFR R/ - B1%F BPDU Guard(BPDU P #)/UDLD( & [q) ## % 1% 8l )/Self Loop(E 7&

Iz)/Broadcast Flood(E#% L &)/Unknown Multicast Flood(7k 0% #% 5 % )/Unicast Flood(E #&32
#)/ACL(FhRE#EHI3R)/Port Security(#2%%)/DHCP Rate Limit(DHCP & ZBRl)/ARP Rate Limit(ARP &

RPRH)F -

FREEESMALINEERE - NREZPWINEEFEER - 2AFEEENME IEHEREE - BARENVRE

BE - RBETEEEBEMMA -

Recovery Interval [300

BPDU Guard 3 Enabe
uDLD | Enable
eirioop | B
Broadcast Flood | Enable
Unknown Multicast Flood | Enable
Ao B

Port Security . Enable

DHCP Rate Limit | Enable

ARP Rate Limit | Enable

| Apply |

> Recovery Interval : 532 1F FEEHR T LIS EEMRE B 2 %E

> BPDU Guard: BR#%&E%4 BPDU Guard [REFR B &) FAEAEEIR -
*ZIREZH STP BPDU Guard #Hl5#E/T -

> UDLD: EXF#% %4 UDLD BRI E BN ERIR -

@ WWW.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

> Self Loop : BXFEE 4 Self Loop [RERF B ENREAFEREIR -

> Broadcast Flood : 2 A% 84 Broadcast Flood R B B R 18 -
*ZREAEERRRBARREARERIREISHN -

> Unknown Multicast Flood : BRI %4 Unknown Multicast Flood JR IR B &1 B E R -
*ZIRABARANSBREBBARNSERAREGREMIS KM -

> Unicast Flood : A% 84 Unicast Flood [RE 5B g FAERHR
*ZREEERREBABRARERREISHN -

> ACL: BR®ER4E ACL ERERRRRARSEERAAEEE -
*ZIRE = GILEC ACL BRI @RI IR EIEAAY -

>  Port Security : %4 Port Security Violation [RE G BB BRI ERE -
*ZRABEREFBRZERASEHA -

> DHCP rate limit: BEFH#%& %4 DHCP HZXRH|R BB A7 E RIS -
*ZIREE DHCP 3 E13R #8358 DHCP RZERHIE MY -

> ARPrate limit: A% 4 ARP RERFIRAREENBEEAEREE -
*ZIREZE ARP S EIRZFR 818 ARP R RFEAR -

B8 Apply” BEEHETRE -

5.3 ##EE S (Link Aggregation)

Link Aggregation(LA) 1785 802.3ad (LACPSERS B & BAIBE) BB ES - HEREETBEEES,
Port Aggregation TILUG S EMIEZ ABIEER — M ABEESE - HR LEEEMS - BAAPAA
ET I e

5.3.1 R S#HERTE(Group Configuration)
FRESEE Y LUEREFER MAC idks) IP-MAC it a8 & FEEE X -
KRR OILIRTE 8 8 LA A - EREESEE 0 LUEE LAG ARITILEE "Edit" =E7E LA EHREREER -
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Port + Link Aggregation + Group

------------------------------------------------------------------------------------------------

________________________________________________________________________________________________

Port Setting
Error Disabled
@ Link Aggregation

Port Setting
LACP

EEE

Jumbo Frame

VLAMN
v MAC Address Table ) LAG1 — .
Spanning Tree ) LAG2 —
¢« ERFS ) LAG3 — —
Loopback ) LAG4 —
Discovery ) LAGS _ .
PEC N | O LAG6 —
Multicast O LAGT — _
v IPConfiguraton O LAG S —

Security

e ACL Edit

> Load Balance Algorithm : LAG & & FEESE X -
® MAC Address: £ MAC fidlk -
® [P-MAC Address : 58 MAC firdlt A IP fizdlf -

52 Apply” BEEHHETLE -

iR b
LAG LAG#R5E
Name LAGZE I8 i it
LAG#E A
Type o Static: NECAARFRELAGHEFIBHAIRILE R ERAN

mE
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* LACP: DEC4AENRELAGRIERIBHDIEEIR - LACPR
E MPLEE 13218 2 58 TE R FHRV BY B 18
Link Status LAGRYZE 1338 8 S A RE

Active Member LAGHIER E RUBRI A B3 1% 1R

Inactive Member LAGRIFERR ERIFER B B E 1R

Edit Link Aggregation Group

LAG | 1 :

Name | [LAGGROUP-1 '

(@ Static

WPE ~ | acP 5

! Available Port Selected Port

| [TE1
| |TE2
| TE3
HutallllmzrE TE4
|| TES
! | TEB
' |TET :
- lres B s

| appy || close |
LAG: ETER LAGAID -
Name : LAG E# 8t -
> Type:LAG #2% -
® Static: B4R LAG WIERRARKZREMANMKE -
® LACP: HHEC4AENRE LAG RUEIZIRARIZEIR - LACP REMLEZBEREMANMRER -
» Member: EZJHEFENE LAG HNERE -

HE Apply” #FERIZE - B “Close” B E -

5.3.2 EIFBERE (Port Setting)

ICEERIR LAG ERIBH AR - WA EAZRIE LAG ERIBRTE - #1E LAG BEWHME "Edit" U
AmiE LAG EEIBRE -
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Port + Link Aggregation + Port Setting

# Siatus

System Information
Logging Message
Port

Link Aggregation

@

Port Setting Table

MAC Address Table '| LAG | Type | Description State Link Status Speed Duplex Flow Control
[] LAG1 eth10G LAGGROUP-1 Enabled Up Auto (10G) Auto (Full) Disabled (Disabled)
0 LAaG2 Enabled Down Auto Auto Disabled
Port Setting [] LAG3 Enabled Down Auto Auto Disabled
SO IEREE O LAG4 Enabled  Down  Auto Auto Disabled
& L'gkr:fgregam" [ LAGS Enabled  Down  Auto Auto Disabled
[l LAGE Enabled Down Auto Auto Disabled
LACP [ LAGT Enabled Down Auto Auto Disabled
EEE [ LAGS Enabled Down Auto Auto Disabled
Jumbo Frame
Edit
i i
LAG BRLAGERIR AR
Type BRLAGEEIRIRICHATY
Description BRBRTLAGESB M
LAG E B E AR
State * Enabled: EiRAEFIRL
* Disabled : ®2ARBEFEEA
HRILAGE IR HE IS AR AR
Link Status . BRI DB
* Down: EHFIRHEE SR
Speed HA] LAGERIRRE R EM B IRE AR
Duplex HAlZELAGERIBE T EMMIKE TAREE
Flow Control HRILAGEEER At S YRI5 & B AR AR 2 6 AR RE
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Edit Port Setting

0 Pﬂl‘l LAG1 “““““““““-""""-""""-"""""""-"----““-“-““-“““““““““1:

Desu'nllon |LAGGROUP 1 |

Enable ;

i Auto ) 10M i
(O Auto- 10M ) 100M
Speed | () Auto- 100M ) 1000M

[ ) Auto-1000M () 106G ;
10M/100M |

| ) Auto -

_________________
_________________

Flow Control || () Enable |
,i tﬁ Dlsable i

oy | ciose |
Port: EEHNAIBEEE -
Description : B&] LAG EEIBRHEM -
> State: HIBIREIHMNES -
® Enabled : ABEIERARAEFRL -
® Disabled : AIBARNZERAE
> Speed: HIBIBHIERR
® Auto: BEHRIFFARR
Auto-10M: BE1#IBIZ] 10M -
Auto-100M : BE&)#I5IZ] 100M -
Auto-1000M : E&)#|5IZI 1000M -
Auto-10M/100M : EE1#IAIZ] 10M/100M -
10M : s&HIRFES 10M -
100M : @HIEERZERES 100M -
1000M : &Hl:E=75 1000M -
® 10G: ®HIEER 10G -
> Duplex: @IEE T&E -
® Auto: BHEHRIFFIAE TEL -
e Half: BEIRF¥ETRER -
e Full: BEgAEETHEL -
> Flow Control : HBIBHREIZEH -
® Auto: BEFHRIREES -
® Enabled: BRGEEH -
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® Disabled: FBR=ZH -
HE Apply” @#FEFIEE - B “Close” HEZE -

5.3.3 LACP
RS RS ERIE(LACP) I IS 2 EMIE L XERER — B MR EERRSAE BN EEEEMS -
RERSHAEAPNAEYEEREF—IRBERERE -

EABEEBJRE LACP ZEIMERIERE - EFEEEEUMHE "Edit" HiFEEERR

Port + Link Aggregation + LACP
# Status
System Information
Logging Message
@ Port

Link Aggregation
MAC Address Table

i System Priority | [32768
Apply

LACP Port Setting Table

Port Setting
Error Disabled
# Link Aggregation

" | Entry | Port | Port Priority | Timeout |

Group m 1 TE1 1 Long

Port Setting 0 5 TE2 1 Long

EEE ] 3 TE3 1 Long
Jumbo Frame O 4 TE4 1 Long
VLAN ] 5 TES 1 Long

» MAC Address Tabe O 6 TES 1 Long
Spanning Tree ] 7 TE7 1 Long
=513 O 8 TES 1 Long

Loopback

Discovery Edit
>  System Priority: FHEZEEEETEESETT LACP W Hizs EE LACP 24 ETAAI - LACP
FERRBELARBIANZIRE MAC MR Z46 ID - HERAEMKIREHEEER - EBRE S

LACP PDU S8y Z 4R B STARBURAL -

28 Apply” EEHHETLE -
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R [ pu
Port IR AR
Port Priority ERIBHLACPESARRIE
LACP PDURYE B M E 8 4B Y
Timeout * Long: DUEEBHA(307)EZELACP PDU

* Short: DURRBEI(1#)EZELACP PDU

Edit LACP Port Setting

> Port: EERERIESE

> Port Priority : 81 AZEEI8R) LACP BoRAIEUE -
> Timeout: LACP PDU Hy:BHAEEEEE -

® Long: PUEFREHA(30 %"‘)1 #* LACP PDU -
® Short: DIURRAEA(1 #) &% LACP PDU -

HE Apply” BEEFIZE - 34 “Close” FFE
5.4 EiEEL KBS (EEE)

EIBES NABES(EEE)#S MAC A— 2SI R RINFEERENETHNERREAS - ©H IEEE 802.3az &igc LIFAFHE

% - (BINREE R R A RN RWIR JUE RS SR EFERRELEINE - LEEINRE - BRIEIEELA
LB - BRABEIIRREAAZTERNBREEPWNIE - BREEHR EEHENERIER

f -
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IR ER ST IR EIRE 2 KAI(EEE)TNBE - FFEEIEE DI BB EHIRR T EEE THEEF X SNEIRR - TERR A&
"Disable”

Port + EEE
¢ Status

¥ Network EEE Setting Table

Port Setiing

Error Disabled
22 Link Aggregation - i = -

R

Jumbo Frame | 2 TE2 Disabled
VLAN
MAC Address Table | 4 TE4 Disabled
Spanning Tree ] 5 TE5 Disabled
ERFS O 6 TEG Disabled
Loopback n 7 TE7 Disabled
Discovery 0O 8 TES Disabled

DHCP

Multicast Edit

Rz it
Port EEIRIRT

BIRIBEEEE AR
State/Operational * Enabled: EEE SRB/IEEETT
Status e Disabled: EEE BfFR/XETT

Ed|t E E E Settmg

Port| TE1TE3Z

-:J'- EEEE e e e e e

Stnle . Enable

condbomod
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> Port: BETEREFREE -

> State: iF#IE EEE SN -
® Enable: ZF EEE -
® Disable: {FF EEE -

HE Apply” #FEHIZE - B “Close” B E -

5.5 BEAX#FHE(Jumbo Frame)
FREEESTLNAELESEREEATEA/) -

Port + Jumbo Frame
% Stalus
¥ Metwork

l Enable i
it L LT EE L L L EELEE L L LR e R et e L L L L L Lttt ittt I Y|

i Jumbo Frame
; |IDDDD |

Part Setting

Error Disabled

¢ Link Aggregation
Group
Port Setting
LACP

EEE

l Apply l

» Jumbo Frame: FESEEFEXRITE - EXHERER - KRB LEF
HEREAR - BERBERIE A/ 1522 -

28 Apply” EEHHETLE -
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6.VLAN

EHREEEEVIAN) 2E—EEERREROEY BT #e BRI — MBS —HEmEN . maHE
BRI - VAN BEEE AR (LAN)EHENEY - 18 VLAN s hiss Ak —ik - BEemiEE—a
BN -

CS-3008TG %8 2 %?&Tﬁl%ﬁqﬂﬁi)E}EEEEJZ,%@(VLAN)iT% R REEANBEN B - BB R REER
R - VLAN RIREBFERE 2 BERABEAE | THEBARZ % - EREBIDRBERER  EMEHEGNE
B 22N EREER

EHEEEEJLEREER IEEE 802.1q 1R3&AJ VLAN SEREFIERN VLAN - RATRRER VLANL EEg
(PVID) -

6.1 VLAN

6.1.1 BI# VLAN(Create VLAN)

EHZEEEE o LITE Available VLAN BB hiEHEE VLAN #R5% - 52 VLAN #R5% & IEEE 802.1q 124 -

Available VLAN /B8 o] DI% % -
VLAN > VLAN - Create VLAN

¥ Status

% Nework | | Available VLAN Created VLAN
& Port "

| VLANS VLAN 1

FEUFHI [ |VLAN 6 VLAN 2
Error Disabled b VLANT VLAN 3
@ Link Aggregation VLAN: |vian s VLAN 4
EEE [ [VLAN @ VLAN 4088
i
e — | |vLAN 10 VLAN 4089
: | VLAN 11 VLAN 4093
= Gl ; ¢ lvian12 - VLAN 4094
& VLAN e —
Appl
VLAN Configuration w]
Membership
Fort Setting VLAN Table
2 Voice VLAN
= Protocol VLAN Showing entries Showing 1 to & of 8 entries
% MAC VLAN
= Surveillance VLAN ] | VLAN | Name | Type | VLAN Interface State |
@ GVRP 1 default Default Enabled
¥ MAC Address Table 2 VLANDOOZ  Static Disabled
AL LS 0 3 VLANOOO3  Static Disabled
BAERES 0 4 VLANODD4  Static Disabled
¥ Loopback - . .
[] 4088  VLAN4038  Static Disabled
¥ Discovery i X
[] 4089  VLAN4089  Static Disabled
% DHCP
s [] 4093  VLAN4093  Stafic Disabled
% Multicast
4094  VLAN4094  Stati Disabled
» |P Configuration ! atic 5able
¥ Securty
Egt || Delste

# ACL
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> VLAN: EHEEESEE7 " "Available VLAN"R 3 #1E VLAN #R5% - &) 2"Created VLAN"E - &1
#5eR 7 802.1q VLAN -

52 Apply” BEHKETLE -

VLAN Table : EHZEREE oI 2EZARELMERA VLAN - HIREPLEE"EJit" - AIEREEES

ol DIFEE iz VLAN B2 Rt -
Edit VLAN Name

Name | [VLAN4094

Apply | ‘ Close

HEZE"Apply "# 7 EHIZEE - B "Close" i E -

6.1.2 VLAN %% (VLAN Configuration)

EHEEEE o LUEREEERIEN LAG R EERRPEE Excluded / Forbidden / Tagged / Untagged
THEE -

VLAN Configuration Table
VLAN

VLAN
Sl i, Entry | Port | Mode | Membership | PVID | Forbidden |
Membership 1 TE1  Trunk -i_.'.' Excluded Tagged ® Untagged ]

Port Setting 2 TE2  Trunk O Excluded U Tagged @ Untagged O
@ Voice VLAN 3 TE3  Trunk ® Excluded O Tagged ) Untagged ]
@ Protocol VLAN 4 TE4  Trunk ® Excluded ) Tagged O Untagged 0
9 MAC VLAN 5 TE5  Trunk ) Excluded @ Tagged O Untagged O]
= Surveillance VLAN —
© GVRP 6 TE6 Trunk () Excluded '® Tagged . Untagged O
MAC Address Table © Excluded  Tagged ' Untagged
T —— 8 TES Tunk @ Excluded O Tagged O Untagged
ERPS ® Excluded  Tagged ' Untagged
s Loopback 10 LAG2Z Trunk  ® Excluded O Tagged O Untagged O
Discovery 11 LAG2 Trunk ® Excluded () Tagged O Untagged ]
DHCP 12 LAG4 Trunk  ® Excluded O Tagged O Untagged O
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Rz F it

VLAN #EIFIEEM VLAN ID 82 F VLAN
Port BRERRBEME

Mode FENERIR VLAN 2T E

BZGEEIBEEIRTE VLAN ID R EEE
e Excluded: {5EEZHIBE VLAN PIEHER

Membership . L

* Tagged: faE&E#IE#E VLAN B2 tagged AL &

* Untagged: f8E&E#E7E VLAN 2 untagged A&
PVID BRMTHEZER PVID
Forbidden BEhRRISETEERRE VLAN PREE

> VLAN: HZEEEE ol DIBE MIESERE VIAN IETRE -
® Excluded: Z/THEHERIAZ VLAN WK E - EEFAEFEMN LAG ROTERE -
Tagged : %7 E=Z VLAN B tagged (& -
Untagged : #Z7TE=E VLAN Y untagged A& - VLAN B EAINRBHEBLZAZTE VLAN
PVID : A&7 THE PVID &2 E % VLAN 8 VID - PVID 22 B EERRRERN -
Forbidden : EZEZRIEEERIE -

6.1.3 X E & 1&(Membership)

BNFTAERIERESH - EHEEHEE L AEEREETIAE "Edit" B2 VLAN 88 - (Note:
Number=VLAN number, F=Forbidden, T=Tagged, U=Untagged, P=PVID)

SRILERIBANTER VLAN B - ZERIBU AR AT EM VLAN KAE - BRZERBDENA
20 VID 4095 - MR e a2t =~ IRV :E IR EE (A VLAN EXME untagged HE - BIM{E R s 2 BpiEER
ERPVID MZAEAE - BRI - REDJBESE—ME VLAN EJR2I5—1E VLAN -
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VLAN —+ VLAN -+ Membership

¥ Siaius
¥ Network Membership Table
¥ Port
ik | Port | Mode | Administrative VLAN | Operational VLAN
Create VLAN =
VLAN Configuration 1 TE1  Trunk 1UP 1UP
2 TEZ Trunk 1UP 1UP
Port Setting (@]
= Voice VLAN 4 TE4  Trunk 1UP 1UF
2 Protocol VLAN
@ T 5 TES  Trunk 1UP 1UP
o Surveillance VLAN 6§ TE6  Trunk 1UP 1UP
= GVRP 7 TE7  Trunk 1UP 1UP
¥ MAC Address Table & TES Trunk 1UP 1UP
% Spanning Tree 9 LAG1 Trunk 1UP 1UP
iR 3k
Port NEEIBBENH
Mode FANEEIE VLAN 2 E
Administrative VLAN FANZIEEIER VLAN E318%)FE

BRRZERIRAY VLAN #1753 - Operational VLAN 2feEHELE

Operational VLAN N .
1789 VLAN 7R2E - oJgEBEIE VLAN A[E)

Edit Port Setting

1UP

4088

4089
4093

|| 4084
Membership l

| ) Forbidden

| () Tagged
|| @ Untagged

Apply ” Close

@ WWWw.cerio.com.tw g +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

> Port: BERPTERERIBART -

> Mode: BRENERERH EPTERNEREE VLAN £ -

> Membership : BHEFTEELHIT VLAN ID R RIFIZRBZERIFIER - 1R FEs2 VLAN 2 tagged - Al
gt HIREARISIRS - BEEED -

HZE"Apply "# 7 EHIEZE - B "Close" i E -

6.14 HIEIREEE (Port setting)

FHZEEEE O LIERE VLAN #1I{ Access / Trunk / Hybrid -

VYLAN —+ VLAN -~ Port Setting
¥ Status

% Network Port Setting Table
¥ Port

e W | Entry | Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
Create VLAN . -
VLAN Configuration [] 1 TE1 Trunk 1 Al Enabled Disabled 0x8100
Membership O 2 TE2 Trunk 1 Al Enabled Disabled 0x8100
(] 3 TE3 Trunk 1 Al Enabled Disabled 0x3100
2 \oice VLAN
2 Protocol VLAN
% MAC VLAN
= Surveillance VLAN & TEG Trunk 1 Al Enabled Disabled 0x3100
@ GVRP
% MAC Address Table 8 TE3 Trunk 1 Al Enabled Disabled 0x3100
¥ Spanning Tree
R i
Port BRTH
Mode FrERR VLAN 30 Hybrid/Access/Trunk/Tunnel
PVID BANEIERY PVID
Accept Frame Type RN BB eI R
Ingress Filtering BNEFIBAOBERAEE
Uplink BN _E1THERRAR AR
TPID HRTHEERN TPID
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Edit Port Setting

__“_“_l_:'_l;ljﬂi TE4 TEE- LF’LG1 LP.GE-"""““““““““““““““""-"-"""""““““—““15
S @ Hybrid
i () Access

) Trunk :
Tunnel :

PVID |
Accept Frame Type | () Tag Only |
b O Untag C)nl*,.r E

[ Apply H Close ]

> Hybrid: IETETUE—E5ZE VLAN #J tagged 3% untagged i & -
Access: IIE7TEZE— VLAN 89 untagged A 8 - LUSEBEINREREEBEWE A FIUERR -

> Trunk: T EZ&HZ—E VLAN 89 untagged A8 - B E2Z @%@ VLAN B tagged AL & - TELIL
B TR ENEFRESPESR -

> Tunnel: EREEEREBUUERHEHEBPERBESLHH VLAN (PVID) -

> PVID: & A VLAN §J:E%2E VLAN ID(PVID) - 8 A untagged FAAEA] priority tagged FHAEER A%
VLAN -

> Accept Frame Type : EENHEAFBERVAERE - ABRRERUNWAESTEAOEREE - 5L
BRI EEEREIN Mo A - PR -
o All: ENEEZFAABERMGIE : untagged FAE - tagged FAER] priority tagged FAE -
® TagOnly: TER#EU tagged KIFAAE -
® Untag Only: T ER# untagged 1 priority tagged FIFHAE -

> Ingress Filtering : EEAZEEETLUER "Enable” DIBIAALO®BIE - ENERMABALBER - ZN
HREZZMBLERABRNTEMNE VLAN HEAE - —fEFRaFRSBMAALBIE - EFHE
RN ch SRR AR RAN -

> Uplink: FREEEE0DIETD" Enable” BN HERER LITHEEREER -

> TPID: MR Uplink ERA - BT EERENNERZHERBIR(TPID)E -

HE " Apply "#EZEFIEE - B "Close" Bl E
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6.2 5T VLAN(Voice VLAN)

sa = VLAN olE AR EEFIBEREHmRBESE VLAN L IP B IP EERE  EmiER VolP ik#%-VolP
MEBERR MAC UILEFEBRLRER OUl Ik - EAEEEE LI 154094 $EARE VLANID -

6.2.1 Property

VLAN - Voice VLAN - Property
¥ Status

% MNetwork

Create VLAN
VLAN Configuration
Membership
Port Setting

& Voice VLAN

Voice OUI
Protocol VLAN
MAC VLAN
Surveillance VLAN
GVRP
¥ MAC Address Table

Port Setting Table

L

W |Entry | Port | State | Mode | QoS Policy |

% Spanning Tree ] 1 TE1 Disabled Auto  Voice Packet
# ERPS O 2 TEZ2 Disabled Auto  Voice Packet
% Loopback ] 2 TE3 Disabled  Auto  Voice Packet
w Discovery [ 4 TE4 Disabled  Auto  Voice Packet
¢ DHCP [ 5 TE5 Disabled Auto Vbice Packet
¥ Multicast r R TFA Nicahlad  Autn Vnire Parkat

State: FREEESILEEE "Enable” 3§ "Disable” ZINEE -

VLAN : EREEIEEHE59EE VLAN -

CoS /802.1P Remarking : fEFHZEERETILIA VLAN 82 E CoS 802.1p BITARAl -
Port Aging Time : FREEEE O DIRELRBEERRE -

Y V V V

B Apply AR THE -

iR g
Port BANEIRIBEE
State AR ET] F/RARAAK BE
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Mode AT RS VLANE T

QoS Policy R EVLANE QoS fiE F%kE

ox

Edit Port Setting

] Enable ;
L P\um
i Manual

10 Vmce F'acket :
L O Al :

Port: BREREIEREE -

State : 77 E]F/RARAAES -

Mode : E1EZ S VLAN 2R -

Qos Policy : #1#Z:EE VLAN &&E QoS AR -

Y V V V

HE " Apply "l#FEHIZE - B "Close"#F:Z E -

6.2.2 sa= OUl(Voice OUI)
ABE—ZF T (OUNZE MAC AIIEMBI =B =8 - MmE=EFeaE=2BIFHIL ID - FRESEEYLUA
@ OUI FBiF eSS - i OUl & 725 VLAN EERESIER OUI 5 7E IP EREEWRINFIBERE
#HEEES VLAN L£##EiX - BRIBER OUl iR EREIER OUl B AE - BEIFEE VLAN &Ik
BEESERIBRIERBEREANINEZEE VLAN - TR BREEBERE L 8 Eixmitil
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VLAN -+ Voice VLAN -+ Voice OUI
¥ Status Voice OUI Table

¥ Network o
¥ Port Showing | All v |entries
RO | oul | Description
s VLAN
Create VLAN
VLAN Configuration 00:03:68 Cisco
Membership ) 00:E0:75 Veritel
Port Setting . 00:DO:1E Pingtel
& Voice VLAN o 00:01:E3 Siemens
Property e
| 00:60:B9 NEC/Philips
> Protocol VLAN —] 00:0F:E2 H3C
& MAC VLAN ] 00:09:6E Avaya
@ Surveillance VLAN
© GVRP Add ‘ ‘ Edit ‘ | Delete
R Ha 3t
Oul #RQUI MACAHIE
description BROUISE#L -
Edit Voice OUI
s 000368 0

| Description

Aoy J[ Close |

FREEEEYMAIENN OUl siigiaaMFRzZR+ I OUl
BHE "add” MMABIZFR OUI -

BHE "Edit” Bz OUI BH -

E "Delete” fHIPR OUI &Rl -

HE " Apply "#ZEFIEE - B "Close" BB E -
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6.3 1#*E VLAN(Protocol VLAN)

6.3.1 % E & 4H (Protocol Group)
FREEEEDEIIEEREF L FERE VLAN B H - W8 E “add” - “Edit” ] “Delete”

INREETEE -
VLAN -+ Protocol VLAN -+ Protocol Group

Protocol Group Table

Showing | All v |entries Showing 1 to 2 of 2 entries

& VLAN | | l Group ID | Frame Type | Protocol Value |
Greale VEAN 0 1 RFC_1042 0x0600
VLAN Configuration — = e
Membership 2 |EEES802.3_LLC_Other 0x0601
Port Setting | ‘ ] ) | |
4 Voice VLAN Add _ Edit Delete
Property
Voice OUI
4y Protocol VLAN
Group Binding
v MAC VLAN
% Surveillance VLAN
2 GVRP
Rz F it
Group ID BRBEREAEID
Frame Type BRNEENTE R
Protocol Value BREENHERE

Add Protocol Group

------------------------------------------------------------------------------------------------------------------------------------------------------

szzs=zszszsszssszszzsszzszsssssssssssszzssszszsssssssssssszzsszzszssssssssssssssssszszsssssssssszszzsszzszzsszszszzszd

ssszsszsszzsissssisssssssssssssssssszssssisSissEEsssssssssssssssszzzzzzzsszsazsad

| [IEEES02.3_LLC_Other |
*1 RFC_1042 b

> GroupID: EEFEFEREHEID - £ERKE1F 8-
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> Frame Type: ZBRBENEIREPH)\MTARZIFEERBBMN B EHEE - BEERTOMRHAIBE
EEN VLAN B ERAELER -
® Ethernet_Il: HEI5E8Z Ethernet_ll
® |EEE802.3_LLC_Other: :8145AIE 802.3 16 - %A LLC HMh3RE -
® RFC_1042: HEIFEILZE rfc 1042 HE
> Protocol Value: @A BRBENHEE - FEHEENHEE D EEIEERN VLANID -

HE " Apply "E 7 EAIEE - 3 "Close" I E -

6.3.2  ###HHIE(Group Binding)
FREEEEULURESEERERERA VLAN ID WHERBE VLAN ##48 - WEE “add” - "Edit”
N “Delete” INREEITEIR -

VLAN -+ Protocol VLAN —+ Group Binding

¥ Status

s Network Group Binding Table
% Port

Showing entries Showing 110 2

AL W | Port | GroupID | VLAN |
Create VLAN
VLAN Configuration L TE s ke
Membership ] TE2 2 4094
Port Setting )
& Voice VLAN [ Add H Edit H Delete ]
Property
Voice OUI
¢ Protocol VLAN
Protocol Group
1 {11 F 3kt
Port R B 175 R A B R TR AR 5
Group ID BREEIRHIERRAID
VLAN RO EARTERERANESHIVLAN ID
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Add Group Binding

!\ Available Port Selected Port

. [TE3 TE1
| |TE4 TE2
Port |
:
D

[ Apply ] [ Close ]

> Port: EERIEPEZERE AREBIEAARBEANE - WEGREPEEFERER - R
BRZARRABEENAE - REEBEEERRES VLAN BN E L B FHER AN E - EE
AR "Add” HEEED -

Group ID: EZEESEIBHEEMANEA ID - EEAR "Add" HHEE -
VLAN : A D B4 S mERAHRE &/ VLANID -

HE Apply "#ZEFIEE - B "Close" BB E -

6.4 MACVLAN

6.4.1 MAC ###(MAC Group)
MAC VLAN IhgER T iHE AR untagged S B2 ELE] VLAN - IEMARE T S2/92RRE MAC AL EREETTH
#8 - MO LUE B E MAC 2] VLAN RPRBERTER MAC 2] VLAN RIBRET - 5 AME MAC UHEFE S
B VLAN ID oliEEBE - REVMBEEREELA MAC 2| VLAN RE (B E—EZ &%k - HPE= MAC
A3t VLAN ID A9RRET ) -

& untagged 5§, priority tagged M E1Z2ERMZEH MAC 2 VLAN RPEEFER - BESHIHBIHR
B MAC firtlt - t1RILKEEE - RIFFHHER VLAN ID 15k 6 - IR EEA priority tagged - B R
FzE; 8 BEARKRESR 0(B) - 15K VLAN ID #&1R1E VLAN FETHRE - 1R VLAN B34 8l
MBHHOETAORE, BRI BEEHE - BERWE IR E MAC AR5 2 247 L 5 R BIZA VLAN -
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WE&E “add” - “Edit” A "Delete” INEEETERE -

MAC Group Table

Showing| All v |entries Showing 1 to 1 of 1 entries

W |GroupID | MACAddress | Mask |

Create VLAN -
(] 215 8C:4D:EAFE.CC.AE 24

VLAN Configuration
Membership
Port Setting

% Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

% MAC VLAN

Add || edt || Detete |

R A

Group ID HNBERIRFAEID

MAC Address s BRIMACHAILE

Mask BB ENMACAIHEE

Add MAC Group

 MAC Address | |8(3 4D'EAFE-CCAE | §

Hask i |24 |

[ Apply l l Close l

> Group ID: #IEEAH ID SRAS
> MAC Address : A MAC fiit -
> Mask: BA DT E0 MAC 7 HEEE
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HE"Apply "# 7 EHIZEE - B "Close"FFi E -

6.4.2  B#HHTE(Group Binding)
Group Binding IhaEDEFEAZE R MAC VLAN Zf/HEAE(EE#IBAT VLAN ID #1€ - WARE "add”
“Edit” # “Delete” INEEETEIE -

VLAN +» MAC VLAN - Group Binding

Group Binding Table
Showing entries Showir
W | Port | GroupID | VLAN |

‘ [ TE4 215 4094

Create VLAN

VLAN Configuration
Membership )
Bort Seting | add || Est || Delete |
2 Voice VLAN
2 Protocol VLAN
% MAC VLAN
MAC Group
Az i 3t
Port BTEGERHASEMNENERR ID
Group ID BiEEIRHIENEAE ID
VLAN BRNEATERERHATEM VLAN ID
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USER MANUAL

Add Group Binding

Il Available Port Selected Fort

| [TET TE4
| |TE2
' |TE3

Port |

Group ID

> Port: EEARMEREZEERE  REBIANE MAC HHE - SAEARMEDEESEE  REB3
ERIBERE MAC ERIHIE - RecBEEFEERRES VLAN E20r077 E 1L 2 7 E B A48 E -

> Group ID: EEREFIBHEMARAEID -

> VLAN: BADBC#ATE MAC Z4ENFER VLANID -

BB Apply " HEE . 8" Close" BB E -

6.5 B5#E VLAN(Surveillance VLAN)

6.5.1  {B5k4KElI(Property)
FREEEES O IEEREEHAKKRE Surveillance VLAN I MEE T EAEE -
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VLAN —+ Surveillance VLAN -+ Property
¥ Stalus

# Network
% Port

@ WLAN
Create VLAN
VLAN Configuration
Membership
Port Setting
Voice VLAN
Protocol VLAN
MAC VLAN
MAC Group
Group Binding
Surveillance VLAN

3 @3

Z

Port Setting Table

2

Surveillance CUI

= GVRP
% MAC Address Table
¥ Spanning Tree

W | Entry | Port | State | Mode | QoS Policy |

] 1 TE1 Disabled Auto  Video Packet
[ 2 TEZ2 Disabled Auto  Video Packet
] 3 TE3 Disabled Auto  Video Packet

State : ZEEEEDIRIASFH Surveillance VLAN IfHE -

VLAN : #3Z Surveillance VLAN ID - Surveillance VLAN ID ~8E2F85% VLAN -

Cos/802.1p: #+F VPT B - ERUHMNEEFEAUL VPT BIERREELRHA -

Remarking : s EEEELIRAHSERZER - IR - RGNS HILEETSERC
Aging Time : B AIEEREIE - FERER 1440 HiE - RSB E AT EEA - FH&f VLAN FESE
U EB BB -

>
>
>
>
>

B8 Apply "R B ERE -
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USER MANUAL C:?lo

Lrpdify s

Port Setting Table

| Port | State | Mode | Qo Policy |

] 1 TE1 Disabled Aufo Video Packet
1 2 TE2 Disabled Auto Video Packet
] 3 TE3 Disabled Auto Video Packet
] 4 TE4 Disabled Auto Video Packet
n 5 TE5 Disabled Auto Video Packet
O 6 TE6 Disabled Auto Video Packet
] 7 TET Disabled Auto Video Packet
O & TES Disabled Auto Video Packet
n 9 LAG1 Disabled Auto Video Packet
O 10 LAG2 Disabled Auto Video Packet
[ 11 LAG3 Disabled Auto Video Packet
O 12 LAGY Disabled Auto Video Packet
[ 13  LAGS Disabled Auto Video Packet
O 14 LAGE Disabled Auto Video Packet
[ 15 LAGT Disabled Auto Video Packet
O 16 LAGS Disabled Auto Video Packet

Rz Fa 3t

Port BNERREE

State BRI EIRY RR A/ 1F AR S

Mode BREEVLIANET

QoS Policy #RSurveillance VLAN RS E L ZMER &

Edit Port Setting

.. :-n Video Packet
Qos Pnln:gr §

> Port: BIRNEENERENERE -
> State: AEEEELIRIAZFER7TEAR Surveillance VLAN IHEE -
> Mode: #i1Z&##1E Surveillance VLAN &1 -
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® Auto: i85 VLAN EEH@AIRKS OUl RINHE - WiFEWRERIRITIE R 81 VLAN ID
tagged W E -
® Manual: FREFZFHFETEMER VLAN ID taggged B8 -
> QoS Policy : #1ZE#IBH QoS Policy & -
® Video Packet: 1R E : Qos BHEARIKIE MAC filithE1E OUl 1 El
® All:Qos BH#EANR D $EZ| Surveillance VLAN HIEIE

HE " Apply "E 7 EAIEE - 3 "Close" I E -

6.5.2 BZ#E OUI(Surveillance OUI)

EAEEEEULIEBREMLBEEMIE - FwEME OUI MAC Al - 52E"add" - "Edit"#1"Delete"1f)

BEEEITEIR -
VLAN -+ Surveillance VLAN -+ Surveillance OUI

Surveillance OUI Table

I e

L v'?” . W | Oul | Description |
reate =
VLAN Configuration LIE U e
Membership
Port Setting

4 Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

& MAC VLAN
MAC Group
Group Binding

% Surveillance VLAN
Property

First | | Previous | 1

| add || Edt || Delete
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R pu
Oul FEROUI MACzE
Description BROUNE Byt

Add Surveillance OUI

Apply H Close l

>  OUIl: @A OUI MAC fizilt - BIETE fRIBEIFEEDAREE -
> Description: #AEE MAC it i %t 2] Surveillance VLAN OUI & -

HE"Apply "# 7 EHIZEE - B "Close" i E -

6.6 GVRP

GVRP(EHR VLAN &t E) 7 IEEE 802.1p IRE R #ETH ; ©E2—EFF 5 IEEE 802.1Q FEMITE - AR
e B EN(ENR5)VLAN R EEERE GVRP ZER R 0] IRt GVRP 2R R VLAN sEEA

RIERBHEMAEER AT LURE#TILIA VLAN - ZER5FKMAEE VLAN 5 - GVRP 2 EEZ

ERGER GVRP X IERX MR ZEREEMEE - WHEZEN -

GVRP #E#RBEE Rt VLAN ID(VID)EZ2E AR — M0 VLAN RRE P iarr & EK=R - ILHh - Mo
RIFZRRERIFFE VLAN L, GVRP BIRERAERBMEER - —B GVRP B2 VLAN - EdJLURD
ABNERREMNERZRE -

6.6.1 [EM4(Property)
EHEEEEJLIRIA GVRP el E GVRP LB EEEIEAVEEM -
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VLAN » GVRP - Property
¥ Sialus

Network et
b ; State | 3 Enable
Operational Timeout
VLAN i s T
| Join ¢ 0
VLAN Configuration | Leave | [o |
Membership | eees—————————
Port Setting | LeaveAll |1OUU |
& Voice VLAN — e ——
Property [ . l
Voice OUI Apply
¢ Protocol VLAN

Protocol Group

Port Setting Table

Group Binding
# MAC VLAN

MAC Group

Group Binding W |Entry | Port | State | VLAN Creation | Registration |
@ Surveillance VLAN (] 1 TE1 Disabled Enabled Normal

Property - .

Surveillance OUI ] 2 TE2 Disabled Enabled Normal
& GVRP [] 3 TE3 Disabled Enabled Normal

O 4 TE4 Digabled Enabled MNormal

> State: R GVRP INEERIRIAAREE -
® Enable: MRZZERIRA GVRP - BRISFH GVRP -

> Operational Timeout : Join/Leave/LeaveAll ERFgE - 2K Join/Leave/LeaveAll JHE 353X -
® Join:GVRP NA#EH -
® Leave:GVRP {REBBR -

B8 Apply R B ELE -

L it

Port IR ETE

State BARIEEIBGVRPAR RS

VLAN Creation FANEEIBGVRPEIZEVLANAR SR
Registration B IERIBGVRPEHET
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Edit Port Setting

E TE2 TE4 ““““-““-1'

Registration @ Fixed |
i I (O Forbidden :

| Appiy ][ Close |

Port: BEREFEIRLRE
> State: BR/THEH LMW GVRP 2RAERZEEA -
> VLAN Creation: #/R7TEH _EREIRE VLAN B2 ZRIAREFRA - NRFH - GVRP olLUETT - B
AZRIEF VLAN -
> Registration: #/R/THE LA VLAN GRS -
® Normal: IEE# - FFEIE& VLAN fE:E5EH8 A - ERFEEXENREFAF AR VLAN Eifl -
SEFENRFNERAR VLAN HE
® Fixed: A/FFEIRE VLAN TEEHIRE LREfl - ROMPaae 38X AR VLAN Bl e st
VLAN HEEE
® Forbidden: AFFEhRE VLAN 7EiE#IE ERH N R/mEF 78R8 VLAN &

HE"Apply "# 7 HIZE - B "Close" i E -

6.6.2 MEEE(Member ship)
RYFE GVRP IWeE M IE A IR E 4 GVRP AR - HEEIEEIEE GVRP HEEH -
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GVRP -+ Membership

Membership Table

Showing| Al v |entries Showing 0to O of O entries () |

- VLAN | Member namic Member | Ty
¥ Voice VLAN | ‘ Dy ‘ Ll f
& Protocol VLAN 0 results found.
» MAC VLAN First || Previous
& Surveillance VLAN
% GVRP
Property
Statistics
i i 3t
VLAN VLAN#R 3R
Member VLANRERIE N E BEFRENEMEEKE
Dynamic Ports GVRPEEMAY &) RE 48 S 12
Type VLAN$REL ) S RF RSl BN A8

6.6.3 #iEtEHZ (Statistics)

RIFAEE E GVRP IheElHs - EHESIEE 0 IEE GVRP hEEEEFIBNE - 8135 Receive ~ Transmit
#1 Error °
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Lemplify yeusr Wirg

VLAN » GVRP —+ Statistics
¢ Siatus

# Metwork
% Port

) Receive
b i () Transmit
Voice VLAN )

Protocol VLAN
MAC VLAN
Surveillance VLAN
GVRP
Property
Membership

® 10sec
() 30sec

L e

B & & & ¢ €

Clear
¥ MAC Address Table
— =

¢ ERPS

i
"
i
"
i)
i
i
"
i
"
"
"
"
"
"
"

ar
n
n
n
n
n
n
"
"
"
i
"
"
"
"
"
"
1
"
n
n
n
n
n
n
n
n
n
n
n
"
n
"
"
i
"
n
n
n
"
n
n
n
n

1
1
1
1
I
1
i
|
|
|
|
|
|
I
1
I

ar
n
n
n
n
n
n
n
n
n
i
"
"
"
"
"
"
"
"
n
n
n
n
n
n
n
n
"
n
"
n
"
"
"
i
"
n
"
n
"
n
"
n
n

[T = T = B LI == B = B =

i
"
i
"
i)
i
i
"
i
"
"
"
"
"
"
"

ar
n
n
n
n
n
n
"
"
"
i
"
"
"
"
"
"
1
"
n
n
n
n
n
n
n
n
n
n
n
"
n
"
"
i
"
n
n
n
"
n
n
n
n

-
|

|

|

|

-

|

|

|

|

-

|

|

|
e
—
|

|

|

|

-

|

|

|

|

-

|

|

|

L

L. o o o o e e e e e e
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11 fat

Join empty EULsLE#E)oin Empty B ERE =
Empty B EREMpty EENEE
Leave Empty EUg sk E#ELeave Empty BEHNEE
Join In BEWEEEloin INEENEE
Leave In B EHiLeave INEEWEE
Leave All B E#iLeave AICEEEIZE

Invalid Protocol ID BEWEMIBEIDNE =

Invalid Attribute
Type

BEN Ty et B B

Invalid Attribute B mYValuel &2

Value

Invalid Attribute B LengthiBIE

Length

Invalid Event EWEWEventEI 2
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7.MAC Address Table
7.1 &hEsfiit(Dynamic Address)

ICE IR EER BN MAC i - EREEES DR EEFEBRIEER

MAC Address Table + Dynamic Address

MAC Address Table Apply

Stafic Address Dynamic Address Table

Filtering Address
Showing entries

Port Security Address
Spanning Tree
ERPS ‘
Loopback

[

. Aging r-ne |300

Showing 1 o -

W | VLAN | MACAddress | Port |

[] 1 74DA3SESSD00 TET

Discovery

DHCP [ Refresh l [ Add Static Address ]

Multicast
IP Configuration
Security

L
L
L
L
L
¥
L
¥

> Aging Time : —EEE a7 MAC fililt &= P IRBHRERE) - BREES 10 E 6307 -

B/ 300% -

BEApply FE AN ETLE -

L i

MAC Address AW RERAMACATIIE

VLAN REZBRIBERMACEERVLAN
Port TTE B RIE R

EREEEERE MAC IILREEEZAEEE "Add Static Address” 15 - ZEhH) MAC (I3RS

Z "Static Address” IfgED -

R, +(886) 2-8911-6160
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7.2 EFREiILE(Static Address)

MREAESESEEFEDPEE ¥ MAC it - BIEgHE MAC IRAEEZERED - IRREE

BRI EMERR S EAENE - PRIFERIIEERER - 82E "add" -
MAC Address Table + Static Address

Static Address Table
Showing entries

MAC Address Table
Dynamic Address

W | VLAN | MACAddress | Port |
‘ (] 4094 S8C:4D:EA00:00:01 TE2

“Edit" A" Delete" NAEHETEE -

Sh

Filtering Address

| add || Edt || Deete

Fort Security Address

R i

MAC Address HEWEFREENIMACILE
VLAN EEZBRIERMACSEERVLAN
Port T H SRR

Add Static Address

mu |4n94

Pﬂl‘t

e e eSS

|
.

[ Apply H Close ]

> MAC Address : @i A B # S AE BE3EX AT MAC it -
> VLAN: #@ A& MAC FilE VLAN ID -
> Port: BEE—ENHEHIIERRE -

B Apply " IR E - 2 Close"EEE -

MAC Addmss |ac 4DEA00:00:01

’X‘ service@cerio.com.tw
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7.3 iBiEfiilt(Filtering Address)

(B FIE &8 B AL MAC FPEBEBIEH MAC I 75Ht - IR PR MAC- 3% MAC #8LE -
sa%E"add" « "Edit"A"Delete" HESHEATETE -

MAC Address Table + Filtering Address

Status
Network Filtering Address Table
Port

VLAN Showing | All v | entries Showing 1 to 1 of 1 entries Q I

— MAC Address Tabl ———
— ’ W | VLAN | MACAddress |
LTI LIRS () 4094 8C:4D:EA-00:00:0E

Static Address
First || Previous
Port Security Address | Add | | Edit ‘ | Delete |
i i 3t
MAC Address EEEEAENEPHEEMACAILE
VLAN IEEFFREMACHTEVLAN ID

Add Filtering Address

. [pcapEA D 00:0E

o

[ Apply l [ Close ]

» MACAddress : BIAEEZEZITEPRIERE MAC il -
» VLAN: BAfEEFR MAC Ff/E VLANID -

BB Apply "FE S E . 8" Close"BLE -
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7.4 BZZA1it(Port Security Address)

EREEIEE0LIEE Port Security Address I8t - a2 E "add” ~ "Edit"#1"Delete"IhAEETEIE -

MAC Address Table » Port Security Address

Port Security Address Table
Showing entries Showing 1 to

W | VLAN | MACAddress | Type | Port |
[ 4094 8C4D:EA00:08:0A SecureConfigured TE5

MAC Address Table

Dynamic Address
Static Address

LET LIS | add || Edsit || Deete |
ki g
VLAN EEZRNBLZEMVLAN
MAC Address MIBZZIEEMACALII
Type RIBLRIETEHE
Port NS EEIR R

Add Port Security Address

L. ar

MAC Address | [sc-4D:EA-00:08:0A |

VAN | (4094

> MAC Address : i ABZEH MAC fitl -
» VLAN: @ A MAC firtitFrE VLAN ID -
> Port: NMHEEIEIERE -

HE"Apply "# 7 /AHIZE - B "Close" B E -
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8.Spanning Tree

EREIINBER A EMEREERE ZBESRE —RE—NRERMARER (SJLLEERE ) BE
RIBIR AN R U S HRIBEIFRERE - MIREMGAMARERE  IEBBERFANE  EREE &
SAGEMREEMGIE - URB EABEEREIERE - MR RBENE - MinEE o ERR £
W WMER LAN ERSERERE -

8.1 E(Property)

Spanning Tree + Property
Slatus

Network [ ey e
e | State ; [ | Enahle [

Pﬂrt :|-------------------------------1------ -----............................................................|I
VLAN : f - sTP
- | | Operation Mode ; '® RSTFP
MAC Address Table | i () MSTP
Spanning]—ree =|-------------------------------?-T;T-;_:]-I:g------------........................................................1
| » —
| PaﬂlCust= 1 Short

Port Setfing i""""'"""""“"““““'1".'_“-;:-”-t;;i-n-g------------------------------....................._______________‘

MST Instance i BPDU Handling !

MST Port Setting _—

Statistics

ERPS RIS

Loopback i I-IeIIone. |2
[

|
mmmw ----------------------L---------------------------------------------
Discovery i Ihr.Age |20 |
|
|

: Flooding !

&

&«

&

DHCP S ——
Mullicast E Forward Dehy |1 5

o .|.

&

&«

IP Configuration . Tx Hold Count | |ﬁ
¥ Security e 1
ACL . Hﬂglun Name |8£3 4D:EA:02 E0:8A | :
QoS Ip........----------- .|. ......................................................q‘
Diagnosfics ! Revision : |IJ |

pessssssmmmmm + T |

* | & | %

&«

&

Management

&

Max Hup |20 |

Operational Status

Idmtiﬁlﬂ' E 32?68 EC 4D EA 02 EI} BA

.
ip. Dﬂqmmmm S e
.

! Lasl Tnpolng]r channe 3 quHromms !

State: EREEEE I DUEERASFRZINGE -
Operation Mode : EREEIEE 0] DUEE 3 @EMBET | E£MEI(STP) » HRIRE pE (RSTP)L
LA (MSTP) -

> Path Cost: ERHEEIEE O]DUERE STP HIERIEAAS Long 2 Short -
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® long: FEETRREFHBREEAAELINEEER : 1-200000000 -
® Short: IHEFERIEFRREHAEL T EER : 1-65535 -

> BPDU Handling: EX#2z: UL BPDU FUER - FREEES0LIERE BPDU BEERR
Filtering (% Flooding - 5% STP BARAMSHY BPDU #iX75 1 -
® Filtering : STP FAEAR: A8 BPDU -
® Flooding :STPRARAREZEBPDU -

> Priority: FHEEEEULIREBERILRA - RERES 32768 - HE(RBEELAS)RENZE
root bridge - {5 ERBEELRA - BUEBES 0 £ 61440 - WHIEESR 4096 HIEH - (ARt 16
EE AR OE) - EERARBRBWEDREBHOBRER  QRBIOE/) - BETSHRELSIE root
bridge -

Priority=4096 ___ Its root Bridge

Priority=32768 Priority=32768

> Hello Time: shfESS5EEEEHER XS ERBERGZEIE (BPDU ) ZENERERE - RETRR
& 2%W(sec)  FREEEEUBFHERAEE1IEL0M -

> Max. Age / Forward delay : 2*({EE# 55 -1s) > =R NIEERFE > = 2*GHEREE +1s) - RIRRE
HREENMAEAENREECHRHBRBRUM EEN) - BEE 6-40 & -

> Forward Delay : 57 STP #REE - SR ERIBEEABERE 7RIS REMBBREAE
& - BUELEE 4-30 Z[F -

> TXhold Count: fEE & LREHEARKRHSVERANTEHE - BUEES 1210 -

> Region Name: MSTP EfIEM - RARER 32 [@F7T - FERER/R MM MAC it -

> Revision: FHEEEEFREE MST 8E - BIEM"RevisionEEM 1 - 5= MSTP 185758 -
BXEES 0 £ 65535 -

> Max. Hop: BRERBEMERABE - 15 BPDU $HEZERIE MSTP HhOBkE - BNEES 1
£/ 40 -

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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8.2 EREIEFRTE(Port Setting)

Spanning Tree + Port Setting

¥ Status

% Network

¥ Port

¥ VLAN

¥ MAC Address Table
— Spanning Tree

Property

Port Setting Table

W | Entry | Port | State

1 TE1 Disabled 2000

MST Instance
MST Port Setting
Statistics

4 TE4 Disabled 2000

<Isf <[ </

Port Role | Port State

Operational Point-to-Point

Designated Bridge

Path Cost | Priority | BPDU Filter | BPDU Guard | Operational Edge

128 Disabled Disabled Disabled

128 Disabled Disabled Disabled

Designated Port ID | Designated Cost

Disabled Disabled  Disabled  0-00:00:00:00:00-00 128-1 2000
Disabled Disabled  Disabled  0-00-00:00:00:00-00 1284 2000

1R [pan

Port EENEIDHE N EIDIIE

State IEEIRAIEITIRER

Path Cost 5EIBAISTPEEE A A

Priority EERWSTPESLEAR A

BPDU Filter 15 IBAUBPDUB B AR BE

BPDU Guard 15 IBAUBPDUBH R B8

Operational IR B TR

Edge

Operational

IEE IR B EI RO E T AREE
Point-to-Point

EEIENERIEBE - 0lassH .
Port Role

"BAER" , "EIR" , "IRIB" |, "IREIR" | "TAFE"

M R

R, +(886) 2-8911-6160
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BBV B BIARES - CIRER -

Port State BAER | EZRET | CEEMRES A EERRAS
Designated

= g5 KB A 4R A
Bridge %E/:EmH*lEJE/JmH*E!ID

Designated Port
ID

REE LROTEEIRID

Designated Cost  &i#z8 FIEEIRAVEIEAA

Edit Port Setting

i ® Auto
i Edge Port| () Enable
i ) Disable

> State: EFEEEE IR ERAIEE -

»  Path Cost: SR ZN(1-200000000):22 B ANRER B ZERIRERE - EIE - BRHRENE
DEABESRRENE  BSNED KA SERRRFERNE - (BERKBIERERTRA) F
AR EBREMTREINRESR short 5 - AL AER 65535 #E : 1-200000000(:2E1E 0=
B - BRERO) -

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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>  Priority : MR CFAAENBEEHANER - AIBERSEIERAEIREE)NERS KR ES
R PRI E R RIS - MR ZEIR W D e E S B R RIBSREEERS/FIIERZRER-
gE : 0-240 - FERR1ER 128 -
> Edge Port: IEEEREL -
® Enable: EAERMREB(FATHES) -
® Disable: EARBIRE(TERBIEERE) -
ZEREENT  BEERBEZFEBUAEAEIGARE - MREEAZRENT B EWBPDUsH - Al
OJREEESTPIR AR ATV AR s B AT A B -
> BPDU Filter : BPDU 8858 7 O] % T 1t 15 & i ¥ 1R U /182% BPDU -
® Enable: $JF BPDU &IEINEE
® Disable: EAFABPDUAEINEE
> BPDU Guard: BPDU FiER E B #AEZEIWA BPDU -
® Enable: #J5 BPDU Br:EINAE -
® Disable: EPIBPDURIEINAE -
>  Point-to-Point: 15E R EIFIBE ¢
® Auto: ZRBERENETRE
® Enable: EARBAIREE -
® Disable: EARERE -
Port State : I8 ERMERIMARE - TIRER : "R , "BFEMRE" , "BEIRE" M "HFERRE"
Designated Bridge : {5 E#315094315 ID -
Designated Port ID : Xiigs FRIIEER ID -
Designated Cost: &z FIEE BRI BEEHA -
Operational Edge : /R "False” 3¢ "True” 7R%E -

vV V V V V VY

Operational Point-to-Point: #/R "False” 5t "True” 7kE& -

HZE"Apply "E 7 HIZE - B "Close"FFi E

8.3 MST EfI(MST Instance)

MST dJAB %4 STP B - SEBEAIIBIIF N EREEE - WHEEES BB CH VLAN MZE IR
& OB R ESEEEERNEITRA -
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Siatus

Network

Port

VLAN

MAC Address Table

® &€ &« @« @«

Spanning Tree

Property
Port Setting

MST Port Setting
Stafistics

ERFPS

Loopback

Discovery
DHCP

Mutticast

IP Configuration
Security

€« & & | «]|e|e|a

Spanning Tree + MST Instance

MST Instance Table

| msT | priority |
- 32768 32768-8C:4D:EA:02:EDSA
32768  32768-8C:4AD:EA02:EDBA
32768 32765-8C:4D:EA02EDSA
32766  32766-6C-4D:EA0Z:EDBA

Bridge ldentifiter

=

32768 32765-8C4D:EADZ:E0BA
32768 32765-GC4D:EA-02:E0:BA
32768 32765-6C-4D:EA-D2:E0BA
32768 32768-8C4DEA02:EDBA
32768 32765-8C4D:EA-02:EDBA
32768 32765-8C4DEA02:EQBA
10 32768 32765-8C4D:EADZ:E0:EA
1 32768 32765-8C 4D EADZ:EDEA

o = & th B oW A=

csaf'iq

Arpiify your Wire

Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |

0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00.00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00

MIA
MIA
MIA
MIA
MIA
MIA
MIA
MIA
MIA
MIA
MIA
MIA

=

0 1-4094

=]

o e o 8 o o o o o o
o a o a g o o o o a

1R (i1

g

MSTI

MSTE4HIID

Priority

IEEMSTI LRVBIEE STAR A

Bridge Identifier

1EEMSTI ERIBIEIRERT

Designated Root
Bridge

EEMSTI ERVIEER B R8T Al

Root Port

EEMSTI ERiEERIE

Root Path Cost

EEMSTI ERIEERBEERA

Remaining Hop

EEMSTI_ERFIERBE R E

VLAN

BEEMSTI_ ERVLANER E

service@cerio.com.tw

@ wWww.cerio.com.tw
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Edit MST Instance Setting

| Available VLAN Selected VLAN §

1
5

e
u
= 0 00 =] 02 e L R

0 -

Priority | [22765

Bridge Identifiter | 32768-8C:4D:EA:30:DD:53 |

Designated Root Bridge (0-00:00:00-00:00:00

Root Port | 5

| Apply || Close |

VLAN : #EZ{EE MSTI 89 VLAN 3L -

Priority : 87 MSTI ERBEELAR - BUEER 0 £ 61440 - W HERES 4096 NEE - (A
16 [ESROE) - EEREERBSMELRBREIR  KTBENER/) - BB EREDIEE root
bridge -

Bridge Identifier : #2/RPFE MST BHAIIRERVESTARRIF] MAC it -

Root Port: BE/RFE MST EAIRIIRIE -

Root Path Cost : Z/RFfE MST BHAIRVIREEE A

Remaining Hops : Z&/REI'N —BERVIMAORIERBEEL -

YV V V V

BB Apply " F LS E . 8" Close"BEE - .

8.4 MST 5B E(MST Port Setting)

MST (2545 A i) 2 RST(BRIEAE BUR)ROIRE - MST — 5895 7 VLAN SO - MST A5 VLAN
BB —EEBAE A - 1S B AR A LB — I BT AR R PR A Y MO TS IR - B4
BB BIMSTI)E S AIRFIBA R - LIS R S MBI = Al VLAN M3 E -
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MAC Address Table
Spanning Tree

Property
Port Setting
MST Instance

Stalistics

Loopback

Discovery
DHCP

Multicast

IP Configuration
Security

ACL

MST Port Setting FAIREE

Spanning Tree + MST Port Setting

MST Port Setting Table
MSTI

™ | Entry \ Port \ Path Cost | Priority | Port Role | Port State | Mode \ Type

[] 1 TE1 2000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00
O 2 TE2 2000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00
] 3 TE3 2000 128 Disabled  Disabled RSTP Boundary 0-00:00:00:00:00:00
O 4 TE4 2000 128 Disabled Disabled RSTP Boundary 0-00-00-00-00-00-00
| 5 TE5 2000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00
O 6 TEG 2000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00
] T TET 20000 128 Disabled Forwarding RSTP Boundary 0-00:00:00:00:00:00
O 3 TE& 2000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00
| 9 LAG1T 20000 128 Disabled  Disabled RSTP Boundary 0-00:00:00:00:00:00
] 10 LAG2 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00
| 11 LAG3 20000 128 Disabled  Disabled RSTP Boundary 0-00:00:00:00:00:00
( 12 LAG4 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00

=@ MST EAIRVEEZIE MSTP &€ °

128-1
128-2
128-3
128-4
128-5
128-6
128-7
128-8
128-9
128-10
126-11
128-12

AREE L ES

C:’IIO

Lmnpdify your

SENTR

Designated Bridge | Designated PortID | Designated Cost ‘ Remaining Hop |

=

20
20
20
20
20
20
20
20
20
20
20
20

o e o 8 o o o 8 o o o

FNIEC RN

al B e

1R

b:pug

MSTI 157E MSTI ERVERIBRRE

Port {EE/TE ID 57 HE ID 3)FE

Path Cost $5E MSTI EROERIBIRE A

Priority HBE MSTI ERyEERE TR R
IEEERNERIEAE - OJgER

Port Role
"BEER", R RIB IEER " FRE R HHE"
IR B RIIREE - OJBER

Port State
"RARR","EEARR" B AR TN AR AR

Mode 1EEEHIR FETR STP B
EEIREAIOEES

Type e Boundary: #§ MST #t5&E R EE—EIEAT LAN RUEEIE

e Internal: #& MST #1&:&E#Z2[E— &I LAN

Y&

3

Designated Bridge 15

TEATBRVAEHE ID

@ wWww.cerio.com.tw

R, +(886) 2-8911-6160

’X‘ service@cerio.com.tw
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Designated Port ID Rz FRTEEERR ID

Designated Cost Rifigg B ERIEEMA

Remaining Hop EER_ERIFIERBEE

Edit MST Port Setting

MSTII U ““““____““'

i I3'\\‘.ll't1i'r TEG TET _““____““'

le| Disabed
Dlsabled
:TRSTP
JLU DD:DD:DD:UD:UD:UD ----““J

77 17 —
1 1 1 i 1 1 1

Remaining Hup 1 2[] |

Apply ] [ Close ]

MTSI : 157 MSTI ERIEEEFIBKTE -
Port: }§&/TE ID S/ E ID 5% -

> Path Cost: #5%E MSTI £# STP EEIREEEMA - BEMATERER 0(BE) - BURIRKRIRR B
MR AEE - MST EEENEEAEXIREREEA cost B - FREEESDIAEEE
FEZNNEIEREN cost @ - RVEFREENNEPERSHW cost & - WRMANTEN
cost EAEE - BRI MST BT EGAR /WM EENRNEEARRE - WHEEEM EHE -

>  Priority : 187 MSTI £R) STP EEHRELEARA - FAEEEEILRTE MTP BEAA - ERIA
2 2 A U BEMERRERIRES -

> PortRole: BRBEESNEEE - BB MSTP E& A7 STP B8 - Ol & ¢
“Disabled(FBA)" , “Master(E38)" , “Root(iRE)" , “Designated(&7E
])” , "Alternative(J&f&18)” 1 “Backup(f&{ni&)”
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> Port State: 1EEENERIMRE - O% :
“Disabled(BBA)” , “Discarding(EZFEAKER)" , “Learning(BHARER)" A "Forwarding (3§
AR AE)"
> Mode: EEE LK STP ETEL -
® RSTP: :#E#IBRYAH RSTP -
® STP: EEIRRYFACE STP -
® MSTP: EEIBRIF MSTP -
> Type: BRERIRR MSTP 28! - EEIRERICIER .
® Boundary: & MST #t5& 2 A ER—&RI1EAT LAN REEHE -
® Internal: #§ MST @#EEERE— &I LAN FOEEIR -
Designated Bridge : ZE/RAS 82 EEE0H A LAN 3E# 2 root K4S ID S545 -
Designated Port ID : BERiF RS F LAN E1#Z root IS EBIBRESTARRIFIE ID -
> Designated Cost: Z/RSEA STP I ELRVIEIHIB A - WNR STP i AIR3EE - B AEEREEIR
WIHZER O] BE /) -
» Remaining Hops : B&/REIT—H At AORIERBEEL -

HE " Apply "#EFEHIZE - B "Close" A%

8.5 R T EIZ (Statistics)

ZEHEIEE STP A Receive / Transmit BPDU &Exfl -

Spanning Tree + Statistics

Status

Network Statistics Table

Port

VLAN Refresh Rate sec

MAC Address Table

Spanning Tree |  ReceiveBPDU |  Transmit BPDU
Erortpgrt:r W | Entry | Port | Config | TCN | MSTP | Config | TCN | MSTP
Mt:JT I:stI:ﬁce - T 0 0 0 0 0 ¢
MST Port Setting 0 2 TE2 0 0 0 0 0 0

0 3 TE3 0 0 0 0 0 0

ERPS O 4 TE4 0 0 0 0 0 0

Loopback [] 5 TES5 0 0 0 0 0 0

Discovery [l 6 TES 0 0 0 0 0 0

DHCP 0 7 TET 0 0 0 0 0 0

Mutticast M 8 TES 0 0 0 0 0 0
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R it

Refresh Rate BE R A TEIBERNEIR

Receive BPDU
(Config)

U EIRICONFIG BPDUET#

Receive BPDU
(TCN)

EUWEIRITCN BPDURH &

Receive BPDU
ZE W EIRMSTP BPDUET#L

(MSTP)

Transmit BPDU
(Config)

EiZRCONFIG BPDUEH &

Transmit BPDU
(TCN)

{H3X/TCN BPDURH#

Transmit BPDU
(MSTP)

HIXRIMSTP BPDURH &

Clear BERFTEN ERIATATBUE

View BETHERSETEIE

STP Port Statistic

Pert!| TE4 :

i (@ MNone
O

Refresh Rate - 2 5%
i () 10sec :
i () 30sec i

Receive BPDU

—

| Config ! 0 '
| 1 ;
i

| K |
Transmit BPDU

B Config | 0

MSTP | 0 S 1:

> Refresh Rate: BEIRIF AT EUERVEIS
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HRF 4RI - None, 5 sec, 10 sec, 30sec -
> Clear: BRFTENENMATEIE

9.ERPS

ERPS (ZXIRMPIRER) ERBF L AMBERIBBED - BE RS EHRIBREARHERE DL
MR oIsEN - BR - EHAZSHRERIEIEMMEELEE - SIRERRRLEH MAC (IIERARZE -
EMmERENME NE - EERARF Pl -

STP (%Rt ti7a%), RSTP (IRERA At 177 %), A1 MSTP (24 A7) th A M 2 ARSI e sk - (BIX
MERERE  AFETEREEK -

F—ELEFELRKBZERAE(TU-T G.8032) - AREREED - ROWBEIEY SXHEBRFEE
tREY ERPS THEEIRFER iR 2% - BT STP A0 & RIZWRIAVEK - ERPS Z R LR A BRI ITU-T
REEWZE - BRI MITRIRIS - ERPS RFFIRMA_EPTAS IR ERPS MR EETTE -

MEBI 1R => HEEFAEE

Network

User
network

@ RPL owner
@ RPL neighbour

[El 51 ERPS HEFS1E=R
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ERPS 2HAINZ AMBE B BOREIBMHE - L ERPS BAEARL - SE_BRRDE L RS
mI{EE 38 A B —{8 ERPS 38 - # ERPS I8 - BT R5ILEE - TILIRE RIS - B2 RPL owner
5 - BIRM CREMISHIER 81T ERPS SN R BT LIRE NI EERE - TR R

% -
NEF 2 FRror => SEIRIER

User
network

@® Blocked Interface
---» Data Flow

[El 5 ERPS $E381EE

B Switch A~Switch E AR RVIR EFRAR B9 IERE B -
S TBRLEERE - ERPS E55PHZE RPL owner 38 - MR TE 1 RPL neighbor 18 - RIFZEEIRE T EWE
E  HinERoDIFEERERRE -
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WNE B 3 FroR => SEIRALFE

p

User

network
X Failed Link

@ Blocked Interface
---#= Data Flow

[l 5l ERPS 3% &4 =

& Switch D 1 Switch E Z BB B8 28 5% - ERPS RUF{RERIREH] - [HEM IR S Minp0ERIE -
I8 RPL owner 18 - EFTIXEFERZREMZEWNEE - WEMRE LREADE -
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9.1 i"ti(Propety)

TEIE1T ERPS IR HERE S - RE—aRXBBRKIEESR "owner” - BEPHZE RPL PRIRE - U
#eiEE - B2 RPL owner EMAIRRIRAZRTE S RPL "neighbor” &% - EIER BN FEEMEZEH RPL
Kif - IRHPEL RPL owner 5 RPL neighbor M#Ip) Hth £ Bz i858 B % R B B85 RPL next-
neighbor B0k - B EXEURS -
ERPS B2 STP —1% - BB E AWM EMAIMIE - RIZHEEEHEIS - EWIERLER  ERPS BBESR
FRENRABE LBRERECNIR S0ms)RETEREE - WHERKEEXRE - BRNIXAERNIER
RS - REERERZEEEN LIRS -

Kia?ﬂﬁnxt)]?ﬁ(ERPS) —ERBIRARERS - ARBILETE LAN £REAERE - {tMmEttEERR

I8 - Bk e el (R IR =20k RPL 2N BRI DRE - & R B et - ITU-T
G.8032 % 1 ERPS =1&@EEHEAE - 7hIZE "RPLOwner Node” , “RPL Nelghbor Node" #1
“None Node”

EREEEELERE "ERPS" LIEUA/FH ERPS It -

Notwork © Db T
Port BRSNS - e
VAN
MAC Address Table | Apply |
Spanning Tree

- ERPS

ERPS Instance

BB Apply FE B ELE -
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Arpiify your Wire

9.2 ERPS EfIz&%E(ERPS Instance Setting)

h - FRBIARERENE "Ins” RE -

FERESEEOPIEEE "ERPS Instance” BI=MREHIZEEINEE

o

ERPS -+ ERPS Instance
Status

Erps Instance |2

VLAN | Appiy |
MAC Address Table

¥
®
¥
¥
¥
¥ _Spanning Tree ERPS Instance Setting

] | Instance | Ring Status | Mel | Control Vlan WTR Time Guard Time Work Mode Ring ID Ring Type

Loopback
Discovery ] InsD Disabled 0 0 5 500 revertive 1 0
DHCP [ Ins1 Disabled 0 0 5 500 revertive 1 0
[ Ins2 — —

ERPS -+ ERPS Instance

¥ Status

¥ Erps Instancei |2

v |

¥ VLAN | Aoy |

¥ MAC Address Table

¥

Spanning Tree ERPS Instance Setting

] | Instance | Ring Status | Mel | Control Vian WTR Time Guard Time Work Mode Ring ID Ring Type

Loopback

Discovery [ InsO Disabled 0 0 5 500 revertive 1 0
DHCP [ Inst Disabled 0 0 5 500 revertive 1 0
Multicast [ Ins2 — -

> ERPS Instance: ERPS /T ER ID °

BB Apply BB TRE -
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ERPS Instance Setting

[ ] | Instance | Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID | Ring Type

Ins1 Disabled 0 0 5 500 non_revertive 1 0

O
[] Ins2
] Ins3

Protected Instance ‘ Port0 ‘ Port Role | Port Status ‘ Port1 ‘ Port Role ‘ Port Status ‘ Node Status |

gil rpl disabled gil rpl disabled init
L L:puL
R|ng Status E‘E%EQ%E‘ZEQ%E%%%
Mel BRIRMAIMEL(EAIEEZR)E

Control VLAN Z~1Z%IVLAN 1D

F15 %8 (Wait To Restore, WTR) E 5 23 B FH R 1k 18 3112

WTR Time IBIESTLIEEWTR Time B 2 A5 E 125 8 2 MLl ER S - e
B55iE

PhieE R E AR IR AN E WA HIR-APSEL 2
o] U EGuard TimeE 5 2a B 1002 22000 (2%) Z B IU100=E M %
Bl - FERERS00=EW
BR[O /FREITIAR T
* In Revertive mode : ERRERENIEHFFIRE  HEBRBERER TIF
Work Mode HmEsS - BIHZE RPL $#5

* In Non-Revertive mode : ER{REREIIRGFBERE - WRKRFEEW

b& - AlREWBEAEEFF RPL 528

Guard Time
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Ring ID BRIRAEID

Ring Type BRBEER 0BTE "1 BTE
Protected ERPSIB4EE fl R E = A

Instance

Proto BRI IE0 (RN F— s EE)
Port Role S AE RS0 B iR A

Port Status BB B0M B BB R A

Portl BRI (RN S~ FsEe)
Port Role S AE RIS 1A R A

Port Status ETE S OB BB R A

FARLUNERPSHRES

Init : ERPSIRAERIENE B2 R E IR ARG

Idle : MRIRPAPTBEIREEER ZAEE - QIR NIREAPTEEEEERIE
BEITE - IRBERIEIE - ZIRERF TR Eprotectionsik A&
Protection : MIRAENFER UGARAE - AIZR/R R LSRR IS
WMRFAAHIEEEKIE - IR TR idledh &

Node Status
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Ring Instane Config

®

Disable '
) Enable

' Protected Instance

|{Va||d range is D 15) I

Control Vlan = [0

|{Va||d range is 1 239}

Ponn '

U ) neihbour

Port1

Port1 Role

[ Apply l I Close l

|{[] master rlng 1-sub r|ng}

) next-neighbour

) next-neighbour

|{Valid range i is o-?) i

|{Va||d range is is 1- 4094)
|{Va||d range is 1 12 Mln Default is 5 I'I.I'I|n) 1

|{ Valld range is 1{:0 2000 ms. Default is 50[] ms) I

> Ring Status : IRAEMREREA/ZE

® Disable: 2

ZRHEBAIR ERPS & -

® Enable: RIBERIR ERPS 5 -

> Mel: 5%

EIRABRVIESI MEL - BRERO0E 7 - FERERO -

C:’IIO

Lpiify your W

service@cerio.com.tw
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> Protected Instance : BE:0-15-{REEBIRTE - FANTE ERPS IR PR TE L KB IRIRZE(ERP)
E4l -

> Control VLAN : E4Ir0#EHI VLAN FEEHEESI VLAN N9 ERPS #:4 VLAN ID 48[E - #E%E 1 2
4094 - =2 8% ERPS PDU 89 VLANID -

> WTRTime: RERMAN WTR time g - BRELE 1 £ 12K ERENMN) 2B - FERER S
DiE -

> Guard Time: REEREAN Guard time 28 - BETE 100 £ 2000(U=EM BEM) 2B - 8%
B% 500 =7 -

> Work Mode : EZ[EJENIFEER -
® Revertive : EZREIJRZ WA -

® Non_revertive : EEZEWRIAIELCI)EL -

Ring ID: 35 ERPS 1848 ID - BXEN 1 F 239 - FIRE S AR IBADIA LT -
Ring Type : 2EBABAME0"SETE  "1"5FE  BRESBO -

Vi.1a @ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw
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> Port0: ERPS IR48:EHIE 0 - oIS EIBR R EEIE 1(GEL)-EHEIE 24(GE24) -

> PortORole: 7 ERPS i&#:82 0 B85 "Normal” - “Owner” - “Neighbour” =
"Next-Neighbour”
® Normal: BR “"Owner” A “Neighbour” E1%i%h - HERETRAERS "Normal” &igh -
® Owner: &5PHZE RPL #EN—A - BiFHELEHONERZEERERT -
® Neighbour: &5FHZE RPL #EMNS—A - B EWHAREERREL -
® Next-Neighbour: 2 =HZET—1E RPL #iEMW S —Al - ©RMEINEOWEEEEERE

€ oo

> Portl:ERPS IRAEEIE 1 - oIS EIER IR EEIE 1(GEL)-E IR 24(GE24) -

> PortlRole: 37 ERPS &8 1 A% "Normal” - "Owner” - “Neighbour”
“Next-Neighbour”
® Normal: Bk "Owner” A “Neighbour” &i%i9h - HEREIREERS "Normal” &igh -
® Owner: &5PHZE RPL #EN—A - BiFHEEHEONEBZERRRDT -
® Neighbour: 2 &HEZE RPL #ES—M - BEME LS HEPREZEBEFERL -
® Next-Neighbour: &8 &5HZET—E RPL #EKH5— - B IEHEIWHE SRR
T

HE"Apply "# 7 HIZE - B "Close"FFi &
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10. Loopback

MEPHEEZENRRERREEZRMIER - & VAN RIRABPNER - BeWREERE
HEREFE EHBEBRHEENAFREZERGEZ %E’Jﬁ#ﬁA/EJ}S‘Zilﬁi(Loopback)vﬁ%@ﬂ%ﬂlﬂﬂjﬁ?@
B AR AP RERBERNECE RN - WK EEEN T HEREERIENRE -

Loopback Detection IE2E MG R - BEEBURNTEBRAMEZEENTE  EZTEEERE
ClERRE  EMAEZARRE AE2RENERNREEEEE - £ RREEEZ DR AELRS

FERMEHRER  WAERBERESENREENMTEETERE (HIUNTERNWERERENE ) - &
NHEERZIEAREE - W/ ERSAREDERERBNTE -

10.1 [EZZE#EIERE (Loopback Config)

FRESEEYLIE "Apply” " loopback Config" EERABEIZEABIINEE -

Loopback + Loopback Config
¥ Stalus

Network [ =TT sooooo—ooooo—eeoo—oooooooooo-
v e ; State | 7 Enable
Port I:::::: 1 =EEEEEE B
 VIAN i\ All Control Vlan ; Enable

MAC Address Table I resume check [7) Enable

___________________________________________________________________

___________________________________________________________________

Spanning Tree | Detection Time | 5 |
ERPS It===== H EEEEEEE] Zzzzzzzzszsssssssssssssssssssoosoooososszssosoooooooos

; = | ResumeTime [0 | |(10- 65535, default 30)
I |

¥ Discovery Apply

¥ DHCP

% Multicast loopback port setting table

+ IP Configuration

% Security

R W | Entry | Port | | state |

¥ QoS ] 1 TE1 Automation Disabled

aliamostics O 2 TE2 Automation Disabled

# Management a 3 TE3 Automation Disabled
O 4 TE4 Automation Disabled
[ ] 5 TE5 Automation Disabled
O 6 TE6 Automation Disabled
(] 7 TET Automation Disabled
B & TES Automation Disabled

L Edit|

State: FFAEEEELUEEE "Enable” 3§ "Disable” sZINEE -

All Control Vlan : EEZEZEHACSEIZEMN VLAN BUREERITIEE

Resume check : & & RMAXERRIINGE

Detection Time : &% 7E 33X EIEEAIH EIMSEREMR - $8E 1-32767 - ERS5 -

YV V VYV V
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> Resume Tmie: EEFIBNE KEIAKEIETLZRAPRBNEEENIXERRE - &£ E 10-65535 -
¥aee 4 30 -

BB Apply BB FRE -

v g

Entry s &

Port BERIRARE

Mode ZEHREZENELEI | ManualsiAutomation
State BRI RR B 25 A0RI B0 R R AR 2%

loopback port setting table

{ E——
[ () Manual

< i f’._) Autumatmn
nmumequkkwi J mem
I Apply ] [ Close ]

> Port: BEREZENZRENEEE -

> State: FEEBRELRASFERTEAEERAINEE

> Mode: BEZEERRAZIEEZAEEENF
® Manual: FTHER - WHILIREER - £ EE - BEERERER  EREREE
EEiE -
® Automation: BEIRI - IAILIREENR - £ ER - NETHEHUEE

> Resume quickly : BUFREEHRRVRERKEINEE - 27 manual B

-

HZE"Apply "E 7 HIZE - B "Close"FFi E
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11. Discovery(LLDP)

1% [E 23R 177 5% (Link Layer Discovery Protocol - LLDP)@—1& 2 KB ZE A P A & 17 #E B8 B 177
% FARAABEETE IEEE 802.1ab BEIRK(EEBAR LKA LBEHEHG D - TEEFMIRE -
LLDP sAE R E UL XAFENT N - REEEREESENERE - SEFMEEE2—(E LLDP &
¥ E0(LLDPDU) - &1{E LLDPDU #2— &£ %8284 (Tag)- K E (Length)-1E(Value) & & (TLV)H 3 -

11.1 Bt (Property)

Discovery + LLDP -+ Property

¥ Status

% Network LLDP

g tot State Enable

# VLAN
¥ MAC Address Table

¥ Spanning Tree

v ERPS -
TLV Advertise Interval | [30 |
¥ Loopback =
T e—— Hold Multiplier | [4 |
& LLDF Reinitializing Delay | [2 |
Port Setting Transmit Delay |2 I
MED Network Policy Lo e
MED Port Setting
Packet View B e s
Local Information ; Fast Start REPeﬂl Count |3 I
Neighbor -
Statistics I Apply l
> State: FAREEIEE T LUEEFREEIER LLDP IH5E

> LLDP Handing: MIREUEE®EME  AlEAESIEE 0 LUEE LLDP X EB 5 R Filtering(3BIE) /
Bridging(#%) / Flooding(CEi&) - LLDP @IS Ak - #IEEIBIE - 85552 %a LLDP PDU
RIRIRIE -
* Filtering : flIFRIIE
* Bridging : (VLAN-aware &) 1 188 28 45 PR AVLANRLE -
* Flooding: ¥ B84 PRAERIR -
> TLV Advertise Interval : 2123 G1E &RV E M (FEE 5-32760 ) - 852 30 #) -
> Hold Multiplier: % Hold B(& & 2-10- B 4)- ERAEEE S ] LURBKE Hold SfiEME -
SRIEHI IR _ AR ROEERE - TTL(7ZFF/E)=Hold multiplier(Z X EEIFERE)* TLV
Advertise Interval(ZZ#4) -
> Reinitializing Delay : ZEEZSH#)R{CAIMIEERE (HE 1-10% - Bz 2 /) -
> Transmit Delay : EZE% LLDP S EBHEERE(S5E 1-8191 % - A8 2 ) -
> Fast Start Repeat Count : EEHBHEEIFAVRERMENEERE(EE 1-10 - 7B 3) -
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Arpiify your Wire

BB Apply B FRE -

11.2 EEIEFRE(Port Setting)

FREESEE LR EEEEEE LLDPDU 89 Transmit(:R %) / Receive(RU) / Normal (U 22) 3y,

Disable(BARA)&E T - W1 "Optional TLV"FIZRIEE L IXFEIBA TLV £ -
Discovery + LLDP —+ Port Setting

¥ Status
¥ Network Port Setting Table
¥ Port
+ VLAN
e ekl W | Enty | Port | Mode | Selected TLV
¥ Spanning Tree = B = 5 5 P 2
[ ] 1 TE1 Receive Port Description, 802.3 MAC-PHY , 802.3 Link Aggregation , 802.3 Maximum Frame Size , 802.1 PVID
ERPS
¥ O 2 TE2 Receive Port Description, 802.3 MAC-PHY , 8023 Link Aggregation , 802.3 Maximum Frame Size , 802.1 PVID
¥ Loopback
> ) 3 TE3 Normal 8023 Link Aggregation , 8023 Maximum Frame Size , Management IP Address , 802.1 PVID , 802.1 VLAN Name
5o 0 4 TE4 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size . Management IP Address , 802.1 PVID , 802.1 VLAN Name
- ] 5 TE5 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID , 802.1 VLAN Name
Property
0 6 TE6 Transmit Port Description , System Name , 802.3 MAC-PHY , 802.1 PVID
MED Network Policy [) 7 TE7 Transmit Port Description , System Name , 802.3 MAC-PHY , 802.1 PVID
MED Port Setting 0O 8 TES Normal 8021 PVID
Packet View
Local Information Edit
Neighbor
Statistics
+i 51>
R [ pu
=2 — > S PN
Port REERIRLLDPAR R
=T — . . .
Mode F87RTransmit (;R35),Receive (R UX),Normal (U 35),Disable(E8FA)

Selected TLV BREETLVER - VLANER
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Edit Port Setting

1 Transmit
Mod. () Receive
| @ MNormal

() Disable ;
| Available TLV Selected TLV
Port Description 802.3 Link Aggregation
Optional TLV || [System Name 802.3 Maximum Frame Size
System Description Management IP Address
i [System Capabilities 802.1 PVID !
| [802.3 MAC-PHY :
Available VLAN Selected VLAN
VLAN 1
802.1 VLAN Name |

[ Apply l [ Close l

> Mode: FREEEE 0 LEERE Transmit (R 35),Receive (RUX),Normal (U 2&),Disable(FEE) - @
RIEBERARRAZE M AR LLDPDU -

Transmit (TX Only) : X3 LLDP PDU -

Receive (RX Only) : KUZLLDP PDU -

Normal (TX And RX) : BfEszE 1743 U4 LLDP PDU -

Disable : ZF LLDP PDU ROf& -

> Optional TLV: EREEBEHTLIEREEN D AR TLV - HEM LLDPDU i EiX485#0T 52
# -

System Name(Z #&71E)
Port Description(ZE# 18 #it)
System Description(Z # i)
System Capability(Z#LIEE)
802.3 MAC-PHY

802.3 Link Aggregation(##EEE5)

802.3 Maximum Frame Size(& K F B1K/)\)
Management Address(E 31t i)

802.1 PVID

» 8021 VLAN Name: EEZEZEHHI VLAN ID 2 (RFFZE) -

,_

B8 Apply " FEAHIEE . 8 Close"BERE
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11.3 1RES# IR IR MR SREE(MED Network Policy)

EREEES0LESR LLDP MED AR REERE - W E "add" » "Edit" " Delete"IHAEETEIE -

Discovery + LLDP + MED Network Policy
Status

Network MED Network Policy Table
Port
VLAN Showing entries Showing 1 to 2 of 2 entries

MAC Address Table

W | Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |

Spanning Tree

] 1 \Voice 4094 Tagged 5 63
ERPS . .
] 5 Guest Voice 4094 Tagged 2 11
Loopback
= Discovery [ Add H Edit H Delete
& LLDP
Property
Port Setting

MED Port Setting

LR i

Policy ID FERRESID
Application BN IE RS SR
VLAN #2/RVLAN ID
VLAN Tag BRVLANIZ S AR RE
Priority BRL2B SRRl
DSCP #/~DSCP{E
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Add MED Network Policy

Policy ID

Application | |Voice v |

VLAN 4094 |

o . @ Tagged
NTag| () Untagged

Priority
DSCP

|: Apply :| |: Close :\

> Policy ID: BERTENAERE ID ETRE -
> Application : EZHIE KM EALEL -
Voice(FEE)

Voice Signaling(EE&1E %)

Guest Voice(h & E)

Guest Voice SignalingGh &= E<)
Softphone Voice(#r 58 E:EEE)

Video Conferencing({R 1l &%)

App Streaming Video(#i5 R)

VideoSignaling(® R 15%)
> VLAN: 5%7& VLANID - & 1 £ 4094 -
> VLANTag: &% VLAN ZEAREE -
® Tagged: RE% tagged -
® Untagged: /iiZ7% untagged °
Priority : 7% L2 BC#ARAl - EEI0OE 7 -
DSCP: & DSCP & - #8EI 0 £ 63 -

B8 Apply " (FEAHIEE | 8 Close" R E
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11.4 $FRS4% IR 353RIEE8 E (MED Port Setting)

EREEES0EE LLDP MED 1852 7E -

Discovery » LLDP + MED Port Setting
Status

Network MED Port Setting Table
Port
VLAN
MAC Address Table | Network Policy
Spanning Tree Port ‘ State | R | Application Location | Inventory ‘
ERPS
—— ] 1 TE1 Enabled Yes Voice No Yes
oopbac]
D P ) 2 TE2 Enabled Yes  Voice No Yes
= Discove
LLDP v ] 3 TE3 Enabled Yes Voice No Yes
o
- 0 4 TE4 Enabled Yes No No
Property
Port Setting (] 5 TE5 Enabled Yes Mo No
MED Netwark Policy O 6 TE6 Enabled Yes Mo No
] 7 TET7 Enabled Yes No No
Packet Vi —
acket view n 8 TES Enabled Yes No No

Local Information

Neighbor [ Edit
Statistics

R F 3t

Port ZERLLDP MEDIsE &R

State #ERLLDP MED#REE

Optional TLV ZE~LLDP MEDTJ#ETLV

Network Policy HERLLDP MEDAS RS SR ig ActiverA B3 AN FE A 4R AL D
Location BRIENEE

Inventory FlyesEinof/~n5 &
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Edit MED Port Setting

~Pemt| TETTEZ

nable ;

Available TLV Selected TLV

Location Network Policy
Optional TLV | Inventary

...................................................................................................................................................
---------------------------------------------------------------------------------------------------------------------------------------------------

| Available Policy Selected Policy

' (5 (Guest Voice) 1 (Voice)
Network policy

Location

Coordinate !

Civic

Apply ] l Close ]

Port: EZFIETEIRNMBEIEREE LLDP MED -
State : #ti% LLDP MED R{FBAEE -

> Optional TLV : 3£ LLDP MED TJ3& TLV (RFFZE) -
® Network Policy(#3 5 1K)
® |ocation(fizil)
® Inventory((BE)

> Network Policy : ZEEZEZEEFIBHTERIAIERE ID - fE55E MED Network Policy EE P EIZ
AR -

» Location:
® Coordinate: FREMRMAE -
® Civic: sREDLML -
® ECSELIN: REZRZMWIUMRTE R ETHEE -

BB Apply "FE S E . 8" Close"BLE -
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11.5 FEI&E#R(Packet View)

EHREEESULUEEZEEERNERER - REBIEB Detail"EEFTEERIR FRY LLDP HEER

Discovery + LLDP + Packet View
Slatus

¥
% Metwork Packet View Table
% Port
¥ VLAN
¥ MAC Address Tabl
¥ ress fabie | Entry | Port | In-Use (Bytes) | Available (Bytes) | Operational Status
% Spanning Tree -
1 TE1 141 1347 Mot Overloading
¥ ERPS
2 TEZ2 141 1347 Mot Overloading
% Loopback
3 TE3 141 1347 Mot Overloading
4 TE4 151 1337 Mot Overloading
# LLDP
Propedy 5 TES 151 1337 Mot Overloading
Port Setting 6 TEGB 33 1450 Mot Overloading
MED Network Policy 7 TET7 33 1450 Mot Overloading
s SLe 3 TES 38 1450  Not Overloading
Local Information [ Detail
kv it
Port EHIRARTR
= =
In-Use (Bytes) BEHSPLLDPEMNNITTAAEE

Available (Bytes) BEH IR B4AMNLLDPE A o] AL TAHBE

Operational Status ZE&EH

Packet View Detail

et 5 1
Mandatory TLVs
EEE[EytHl: 21 i
............................................................................................................ 4
Operational M:h Transmitted |
MED Capabilities
EiEIIBrtHlE 9 i
Operational Ehlh:- Transmitted i
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Umplify yowr Wirekeer Selwork

Optional TLVs

- L

40

U |
e L e e e e e e e e e e = el el

#E “Close” #1277 EEH -

1R [ pu
Port ERIBARGR

BB TLVPAER AL TR

Mandatory TLVs W BE R BB TR
MEDIhEES B Ut AR A/
MED Capabilities

AR AR E]
MEDfuE 3 B U TR A/
ARG RS B IR BB Y

MED Location
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MED Network MED #98 SR IS 31 B3 o AH 42 K /)
Policy NV LS RO
D EFAITAELE RN

MED Inventory W BE S Y B E]
MED Extended BB MDI HEMIcA AN LLDP MED IBEESRAE
Power via MDI AREE R 88X T B 5

MED 802.35f B2 sc4E 48 K/
802.3 TLVs b m L e B

lIL, MED__HETLVS:tj 'TﬂTDZHj(/J\
Optional TLVs U B R B R

MED 802.1xF &I Jo4H4R K/
802.1 TLVs O
Total SEFBPLLDPENMMI TAHBE

11.6 AihE: (Local Information)

BN MR MENSEEZIER LLDP iRRE - FREEHEE JLEEEEENERE R EME detail"
BERUMRENEMNURFTEERIER LLDP BHE -

Discovery + LLDP + Local Information

Status

Network Device Summary
Port

VLAN Chnmsll) Suhtme MACaddres-s
e fmsmssmsssmmeanas smamemmamasaramamesmssssssssssssssssssssssssssssssssasasd
AL S Rk Chassis m sc 4D E.b. 02 Eo SA :
Spﬂl'll'lingTr&e == "'5- S\I‘I'Ch -----------------------------------------------------...*
ERPS e - + 4
-_ SyslemDenumhon CS—SDD&TG
Loopback srssmsmsssmmmmmEn J
Slworln[l(:apilihu Bndge Ruuter
------ - q
Ennhlnd(:apﬂlihui Brldge Ruuter
 WDP W | Feeeeeeeeeeeeeaaas .|. |
Property Ec_u_'!_ll) Sl.ll:rl:j'p-l:l Lu-l:al
Port Setting
MED Metwork Policy
MED Port Setfing Port Status Table
Packet View
Meighbor B ————
Statstics | Entry | Port | LLDP State | LLDP-MED State |
DHCP ) 1 TE1 Mormal Enabled
% Multicast 2 TE2 HMormal Enabled
3 TE3 HNormal Enabled

% |IP Configuration
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Device Summary

1R g

Chassis ID Subtype ##8IDRYFREL - AIMACAILE

Chassis ID HFREH RIS - MREFIDFRILZEMACHIUL - BIBERIRZRAIMACHILE
System Name Rk AMEHE
System 3 ISR S
Description
Supported . - : ‘
. BB EZINEE - WBridge ~ WLAN APSLRouter
Capabilities

Enabled Capabilities &&ECERUAREZINAE

PortIDSubtype e rsmimimmay moymm

Port Status Table

iERivi g
Port BIFIBE AR
LLDP Status LLDP 2% 2= AN UT Ak B8

LLDP Med Status LLDP MEDRZFAA2&

B detall " EETEEZIZHFAME
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Local Information Detail

"""""""""""""" Chassis ID Subtype : MAC address
"""""""""""""""""""""" ChassisiD: SCADEAOZEOSA
""""""""""""""""""" System Name Swicn T
CsembDesenpion’ Csooste
"""""""""""" Supporied Capabiliies| Broge Router
~ EnabledCapabilities | 6ridge Router T
""""""""""""""""""""""""" R
T et subtype | Local T
"""""""""""""""""" PortDescription |

Management Address Table

Address Subiype | Address | Interface Subiype | Interface Number |

0 resuliz found.

Management Address Table

1R g

Address Subtype I IB 4R SE KA A

Address FENEIB|IPAIHEFERY

Interface Subtype  SESERFEANGERAL - BEEHE3EB MU

Interface number £

N

il

SRRV E T H

MAC/PHY Details

MAC/PHY Detail
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1R (i1

LTy

I+

=4

?-l-

Auto-Negotiati
on Supported

BRIBRERB WA R

Auto-Negotiation
Enabled

IR R B R RS

Auto-Negotiation

EFIBREBHEINEE - HI¥1000BASE-THE T1E1( - 100BASE-TXZ

Advertised TR

Capabilities

Operational NEEZEITT(MAU)ERE - MAUFITEREINEE - 81O KA THER
MAU Type WE R R T E AR PETEUER E - AIYN100BASE-TXZE

TH&EL -

802.3 Detail

8[]2 3 Detall

SI]I.‘.’rllaxlrnum Frame Size 1522

______________

1R

g

802.3 Maximum

Frame Size

S RV B AIEEE 802.3FHAE A /).

802.3 Link Aggregation

BUZ 3 Llnk Aggregatlon

.....

Aggregﬂlmn Eq:d:lily NIA

.....

_____

_____

.....

i et
Aggregation FRITHEZESINEE
Capability

Aggregation Status FRTTEE SRR

@ wWww.cerio.com.tw
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Aggregation MRS NEID
Port ID

MED Detail

MED Detail
Capabiliies , Network policy | Inventory :
............................................................ ]
Capabiliies | Network policy | Inventory :
............................................................ 4
Network Connectivity i
............................................................ q
M/A, i
------------------------------------------------------------ 1
MiA i
............................................................ 4
M/A ;
............................................................ q
M/A, i
------------------------------------------------------------ 1
herver i
............................................................ 4
3.6.7.55090 !
............................................................ q
1.0.0.26 i
............................................................ 4
202412200001 ;
............................................................ 4
Realtek i
............................................................ q
G59302-5 i
............................................................ 4

1R i [ pu

Capabilities EEIRIERIMEDINEE
Supported

Current IR R FHAIMEDINREE
Capabilities

Device Class LLDP MEDI% 4 58 # $5 Al

PoE Device Type EFIEPOERA - BIUNHLE (2 EPOEZALSR)

PoE Power EFIBRER(EEPOEALSR)
Source

PoE Power EFIBHEBLR(EZIEPOEESR)
Priority
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PoE Power

Value

BERIBINRE(ESEPOERLS)

Hardware

Revision

ST

Firmware

Revision

A2 AR

Software

Revision

Serial Number

R F5IER

Manufacturer

Name

mERAAEICREE R

Model Name

iRk AICESR 2

Asset ID

1
N

s 2Z=ID

i

Location Information

—

Location Information

Civic | N/A 5

______________
______________

Coordinate | N/A

ECSELIN! N/A 5

..............

1R g

Coordinate REMENEF

Civic ERE T OAIHE

ECS ELIN AR E B IT AR B2 A E IR SR

’X‘ service@cerio.com.tw
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Network Policy Table

Network Policy Table

| Network Policy Table
Application Type | VLAN | VLAN Type | Priority | DSCP |

Voice 4094 Tagged 5 63

Close

1R g
7 /_\2‘“ R S5l E fFHEY -
Application /\-\ETIIHED%HD}@% E .
® \oice GEE)
® \Voice Slgnallng(.ﬁizI =<
® Guest VoicefiEREE)
® Guest Voice Signaling G EEE1EZ)
® Softphone Voice(# i EFEZES)
® Video Conferencing({Rll &)
® App Streaming Video(it52 F)
® VideoSignaling(]) RE%)
VLAN #8/RVLAN ID
VLAN Type VLANIZE IR RS - BN RIEEARERAZE "tagged” = "untagged”
Priority BRL2B ARkl
DSCP #a.~DSCP1E

#E “Close” B ENEH -
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=114

11.7 #B3rE%{E&(Neighbor)

ZEHEFENER LLDP it i RN EN - B R EMZMRER GBI EZEVEINEFTLV
REME - EUCERBAREH IR EEWRET LLDP PDU) « Wi E"add" ~ "Edit"A"Delete"NEEETE
-

Discovery + LLDP + Neighbor

% Status

% Network Neighbor Table

% Port

© VLAN Showing [All_w | entries Showing 11o 1 of 1 entries
¥ MACAddress Table
% Spanning Tree

% ERPS

% Loopback [

‘ n | Local Port | Chassis ID Subtype | Chassiz ID Port ID Subtype Port ID
] TE1 MAC address T4:DA38:ER5D:00 MAC address 74:DA:38:E8:5D:00

First || Previous | B8 | Next || Last
Clear ” Refresh ” Detail ]

s LLDP
Property
Port Setting
MED Metwork Policy
MED Port Seiting
Packet View
Local Information

Statisfics

1R i

Local Port BT R R BB A IR AR 5

Chassis ID Subtype #%#8IDRVERE(MNIMACALIL)

Chassis ID 802 LANHT T 5% 15 1 Fa AV 35 A1 A5

Port ID Subtype CEMNEES R e A it

Port ID EEIRIIRER
System Name R 2
Time to Live IR MIER L AR a2 4 B ARV IS B B R (7))

B ‘detall” BEETEGLR GHIFAE -
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Meighbor Information Detail

Basic Detail

Management Address Table
Address Subtype | Address | Interface Subtype | Interface Number

0 results found.

MACI/PHY Detail
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802.3 Detail

MNIA |

]
_________________________________________________________________ a
4
]

MED Detail

- = - - - - -

Location Information

=4
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
Al

Network Policy Table
| Application Type | VLAN | VLAN Type | Priority | DSCP |

0 results found.

i Close

H2E “Close” BHEHEH -
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11.8 %ﬁ%’r%ﬁf%(Statistics)

IWE B NEEZEZEERN LLDP St &R - #E IR (LLDP)Y Statistics EEERR B8 H1EZE
AMFWH LLDP FERNEEMEEEFIEEN -

Discovery + LLDP + Statistics

Global statistics

| Deletions : 2 !
- e "1
| Drops ; 0 |
- -1
[ Clear H Refresh

Property

Port Setting Statistics Table

MED Metwork Policy
MED Port Sefting
Packet View

Local Information | Transmit Frame | Receive Frame | Receive TLV Neighbor
Neighbor B |  Tota | Total | Discard | Error | Discard | Unrecognized | Timeout
] 1 TE1 0 0 0 0 0 0 0
A e S e o
0 4 TE4 0 0 0 0 0 0 0
] 5 TES 0 0 0 0 0 0 0
r———— S R R A
Global Statistics
L Ht
) A EMACHRFE FHURE (MSAP) 28 i iy Se B 5 5l &2 1l A B B3R I
Insertions
ZMBEABPRPIIRE
Deletions BT R AR P MR MSAP S 6 1y se B A £ 5RO R B
Droos HRERA R AMMSAPR M TEE N E WA R RN R4
P MR D RORE
AREMEFYER B - HEERZ AR PHBRMSAP
Age Outs

MR STREEMERRIREL

22 “Clear” ZEEHZ "Refresh” E#ZEEH -
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Statistics Table

L g
Port 7T E B IR AR R

Transmit Frame
Total

HREFIREZELLDPIER

® Total: LLDP fGIERUARS - 7% LLDP {CIRE ¥ B E IR EUE
#9 LLDP FHAEE]
® Discarded : ¥ffE:EEHE L LLDP fUERIZEREEEN
Receive Frame LLDP SAES
® Errors: LLDP fCIZRIFERS, LLDP IB7E ¥ RS IR UL RN
|2 LLDP sHAEE
® Discarded : #EERIE 1Y LLDP IERSBRAEZEN

LLDP FAAERY TLV 812

Receive TLV ® Unrecognized : LLDP {t¥2EIF - 525 LLDP FAER) TLV
B

Neighbor Timeout BRI LLDPFHAE 2]

12. DHCP

ZEERPIn-EARFEE EET - 2 DHCP APIn@ZARER - M REEESHE - & DHCP
fAlRzR B KMV ERE - DHCP FR=2EE IP (Ui SEE AR E &R - WREPMUWRIZE DHCP
FisEM - MEESREMoR—E IP UFERSH -
FREEHRE W EDHCP)Z—ERECHEWHE - BEEBBHE(P)REPAREESERBERES
2 - Plgn - ol blE DHCP fEARs: AR T E/ IP il - 8 DHCP ZoJ LU/ VR EAEEEE
EREFIRENEE -

12.1 Bt (Property)

FREEEETERE "DHCP port Setting Table” ZRELAE/{=H DHCP GRS INAE -
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————————————————————————————————————————————————————————————————————————————————

& | % | & | &

________________________________________________________________________________

MAC Address Table

Spanning Tree

ERPS

Loopback DHCP Port Setting Table

Discovery

M | Entry | Port | State |

IP Pool Setting ; ] 1 TE1 Disabled

;LI::: 'L'i:;ddm“ Group Setiing IEI 2 TE? Disabled

Glient Static Binding Table L 3 TE3  Disabled

Client Static Port Binding Table LJ 4 TE4 Disabled

(] 5 TES Disabled

IP Configuration [ 6 TE& Disabled
Security ] 7 TE7  Disabled

AR BUA R i gs ERITHEE - 3= o] LI IE"Static Binding First"IhaE - 2% “"enable” #E1THE -

BB Apply AR FLE -

L [ pu
Port BN DHCP i8R 58
State #27~ DHCP RiAsr DHCP f# Mk A&

Edit Port Setting :

OJPUREZRENEZEEF T GEL - GE28 (EiEIB)H LAG1~LAGS (B#48) - A BhE"Edit"4REE DHCP
EIFIE - A)E "enable” ETERE °

Edit Port Setting

State | Enable. 5

D e

[ Apply ] [ Close ]

B Apply "EFEHIZE - B "Close" R E
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12.2 IP gEEFZE(IP Pool Setting)

FEREEEEOLIETE IP Pool Table Setting » Wz%E"add" - "Edit"1"Delete"IhAcETEIE -
DHCP -+ IP Pool Setting
¥ Siatus
% MNetwork IP Pool Table
¥ Port
s VLAN Showing entries
¥ MAC Address Tabl
¥ ress Table | Section
% Spanning Tree Pool Gateway Mask
—ps | Section | Start Address | End Address

L ——— (] 1 1 192.165.2.10 1921686220 192168 2200 255255255
¥ Loopback -

_ ] 2 1 192.165.1.10 192.165.1.20 192.168.1.200 255255255
% Discovery —

add || Edit || Delete

Property

VLAM IF Address Group Setfing

Client List

Client Static Binding Table
IP Pool Table
Showing entries Showing 1 to 2 of 2 enfries

| Section | option 43
Pool - Gateway Mask Router ip | DNS Primary Server | DNS Second Server Lease time
| section | Start Address | End Address | Address | Format

1 1 192168210 192165220 1921682200 2552552550 0000 5888 168.95.1.1 ascii 1:0:0
- 2 1 192.165.1.10 192.165.1.20 192.168.1.200 2552552550 0.0.0.0 0.0.0.0 0.0.0.0 ascii 1:0:0
| add || Ea || Detete
Az Ha 3t
Pool B E R

» Section: B E
 Start Address : #"iZDHCPEIAREE B HIEE E I IPAIHLEE E]
Section HIEELRIP AL
* End Address: B RiZDHCPEIARER B BIER ERIIPAIHLE E R
E1&IPAIt

Gateway BRItz DHCP falfRzs B A XA AP InE R B E
Mask FARtsz DHCP fAfR=2 B AR X2 H PR FARGIESE
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DNS Primary Server FER1s% DHCP fAlfkzs B 4132 22 B Py =2 DNS Eik=:18

DNS Second Server BERN1Es% DHCP A fRzs B 42 22 PinIRZE DNS Fik=:18

* Address : Eroption 4371l

Option43 — .
* Format: Z&7moption 4318 $H4Y

Lease time ZMENIEETR P A3 AR E

IP Pool Table

£

-|-" -|--1
g

GItemy

Mask : |255 2552550 |

|192 168.2.200 |

.
n n 1
n n 1

i Ruuter'qlE ("] Enable

r" """"""""""'""""""""""::::::::::::::::::::::::::::::::::::'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_T,",
i Section A v |

: ] e 1
i IP Address Section:  Start Address |1EI-2.1EE.2.1IJ |

i ] ey i
; End Address | [192.168.2.20 |

:|... P .|. '""::::::::::::::::::::::::::::::::.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.':4'
i uusprmmm' . Enable{EEEE |

[T T T T T T T —— .|. e TTTrTTTTTTTTT|
. DNS Second Server : l Enablehﬁg 95.1.1 | !
IF-- Ll T -----------------------------....-------------------------1
| ] I ascii |
| astonss 7 | |
r.. asssmssssmssssEsEEEEE .|. ..................................................................................|I
i Lﬁuet-leE Day 00 v | Hour [00 | Minute .

[ Apply l [ Close ]

> Pool: EEZEIIZHE WA DHCP SE=ZH -

> Gateway: @ ARE IP it FEBEMNEZT LAN LIFRPEMMAELD LAN RENEHERER/E
¥ EPREEN —a ol g A F R EA 2 B AR (10 WAN)RIES S -
Mask : 73Fc IP il F ARSI E
Routerip: oJ%& DHCP EFnm T BHBEREBENL - FMEZERERAEEEE gateway IP &8
EAEME -

» IP Address Section:
® Section: EEZEBMRR -
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® Start Address: #i A DHCP fElfRz: B iE RN B D EC IP AIULAIFELRRE IP -
® End Address: #iA DHCP faliRzs R EZERNRE DA IP UIRVAERE P -

> DNS Primary Server: #E## "enable” 3% F2 DNS IP fizilf -

> DNS Second Server: #E#£ “enable” IEFERZE DNS IP firtt -

> Option43: 7£ IP DHCP & E&IL T - LI "ASCII" BE&E Option 43 & - B "HEX" 1835
7 Option 43 F & -

> Lease time : DHCP EIARZEEIUX IP RO DI EHIRS IR - BIZREH//NR/HiE  REEREE -

HZE"Apply "# 7 HIZE - B "Close" BB E - .

12.3 VLAN IF Address Group Setting

FERESEIE ST LAE"VLAN Interface Address Pool Table" 38 E 1= "VLAN Interface"#1"DHCP
server group"fy MHBEE -

DHCP + VLAN IF Address Group Setting
Status

Network Vlan Interface Address Pool Table
Port

VLAN Interface NITTE v

. F
MAC Address Table DHCP Server Group |

SpanningTree |

ERPS [ aoety |

Loopback
Discovery DHCP Server Group Table
Property
I Pool Setting | Group ID | Group IP Address | Bind VLAN Interface |
Cliant List _ 1 192.168.2.200 vian 1
Client Static Binding Table i 2 192.168.1.200 vlam 2
Client Static Port Binding Table
[ Add | [ Edit ] [ Delete |

[WILELMC o =

> Interface: #E#—f& VLAN /TH -
> DHCP Sever Group : #1ZE—{& DHCP fElfikzs2$4 -

BB Apply BB TLE -

FREEEE LR E"DHCP Server Group Table"&EH - & "add" - "Edit"#1"Delete"IIaE#EITE
-
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R 1L g

Group ID FA’~ DHCP falfiR=a%%4 ID
Group IP Address FAR DHCP falfR=a8$48 IP ik
Bind VLAN Interface DHCP fafk=:#8E VLAN /T H

DHCP Server Group Table

~ Group IP Address | | |

[ Apply ][ Close l

> DHCP Server Group : EHEEEE0LITE MBEEPEE "DHCP Server Group” - 2AEMEE
BRTEN D HEINEE -

> Group IP Address : EREEIESEREAH IP il -

HZE"Apply "7 A HIZE - B "Close"FFAZE -

124 HAFiIR513R(Client List)

ZHEME "DHCP Client List” - #;~ "MAC Address Table” - "IPv4 Address” - “VLAN" #]

"Hostname” E3:fl °

DHCP —+ Client List

% Siatus
% MNetwork DHCP Client List
% Port
« VLAN Showing entries Showing 0 to 0 of 0 entries
s MAC Address Table P T B T T
¥ M | MAC Address Table | IPv4 Address | VLAN | Hostname |
% Spanning Tree
0 resuliz found.

% ERPS
% Loopback

| Refresh |
L3

Discovery

Property
IP Pool Setting
VLAM IF Address Group Setfing

Client Static Binding Table
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R 1L g

MAC Address Table BENH PinseERY MAC it
IPv4 Address BRI APInR AR IP At
VLAN #a~ DHCP HPImi VLAN ID
Hostname FA/R DHCP AR W ETHE

HE ‘Refresh” E#ZIE “Client List” HI#51 8% -

12.5 FFinFERESIER (Client Static Binding Table)

ERZEEEE oI "Static Binding Table” s27E"add" ~ "Edit"#"Delete"IhAEETEIE - ZEH
“Static Binding Table” - #r "MAC Address Table” , “IPv4 Address” , “VLAN" #1 “User

"o ==

Name" &l -

DHCP —+ Client Static Binding Table
Status

Network Static Binding Table
Port
= Showing entries Showing 1 to 2 of 2 entries
MAC Address Table B | MAC Address Table | IPv4 Address | VLAN | User Name |
Spanning Tree -
R (| 74DA3SESSDO0 192168217 1 root
= [ 74DA38ESSD00  192.168.1.18 2 admin
Loopback
Discovery [ Add ] [ Delefe ]
Froperty
IF Pool Setting
VLAM IF Address Group Sefting
Client List
Rl F 3t
MAC Address Table B ER MAC fizit
IPv4 Address FENEAR B PInERERY IP (Uit
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VLAN Z8;~ DHCP HFEImry VLAN ID
Users Name Z8;~ DHCP AP InME A& &2

Static Binding Table Add

e

MAC Address | |?4DA38E85DDCI

.

vLAH.|1

A —— .|.

|
m-m- . |
IMAﬂnim' |1921ssz1? |

A —— .|.

Y S eSS SuEEESS

User Name ! FUU' S

[ Apply H Close ]

MAC Address : HIZ#IERIEHER MAC izl -

VLAN : HHEEEE0DIERE DHCP VLANID -

IPv4 Address : 7Ec IP fizilt - %8 BB HE MAC IR E -
User Name : BizMERAEKEREZHE -

YV V VYV V

B8 Apply B LHIEE B Close" BB

12.6 FFInFEFRIEHIETR(Client Static Port Binding
Table)

FAESEIEE0TE "Static Port Adrerss Configuration Table” %7 "Edit"IIEE#ITEIR - ZEH#
7~ "Entry” , "Port” , "State” #1 "DHCP Client IP Address” Ej:fl -
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DHCP + Client Static Port Binding Table
Status

Arpiify your Wire

% Network Static Port Address Configuration Table
% Port
% WLAN
A Sl | Entry | Port | State | DHCP Client 1P Address |
% Spanning Tree =
1 TE1 Enabled 192168218
¥ ERPS
2 TE2 Enabled 192.168.1.19
% Loopback
. 3 TE3 Disabled WA
% Discovery
4 TE4 Disabled WA
Property 5 TE5 Disabled WA
IP Pool Sel‘ting G TEG Disabled NI&
VLAN IF Address Group Setting 7 TET7T Disabled MN/A
Client List & TE& Disabled N/A
Client Stalic Binding Table
Edit
i Fi 3kt
Entry BN MmO S B
Port B ERIR AR R
State #87~ DHCP FFRRIR G0 E IR RL AR B
DHCP Client IP o e o
787~ DHCP FFEIR 40 ERY IP Az it
Address

Edit Port Setting

i Port: TEZ '
r-----------------------------t----------------------.-....-..-....-....-..-....-..-.------------------------1
! State Enable i
r-----------------------------T----------------------.-....-..-....-....-..-....-..-.------------------------1
! [II-ICP{IentI’AmE 192168118 .

[ Apply ] [ Close ]

> Port: EEFEAENERE -
> State: BEEZERIHZEZEIER DHCP FFREAIEINCE -
» DHCP Client IP Address : s&2EFFEHIERRN DHCP = Flm P ik -

HZE"Apply "# 7 HIZE - B "Close" B E -
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13. Multicast

ZREE KA RE (Gateway) S EEHE— IPV4 ZIEHEE -

13.1 ##BH(General)

13.1.1 FEt£(Property)

ZEHIJURERMSERIF - £HEEEEJER DMAC =k DIP s EE T - ZINAE AR
BPERBIZHMNSUEER G - EMEERERSH -

Multicast + General + Property
Slatus
Network T e e

| _ : ® Flood
Port | Unknown Multicast: - 0
i Action: PP
VLAN | ¢+ () Forward fo Router Port

___________________________________________________________________________________________

MAC Address Table

_ Multicast Forward Method
Spanning Tree

ERPS ! |P¥4E - DMAC-VID

po = | i »

Loopback e B S RS
_ | i @ DMAC-VID

Discovery i IME ) DIP-VID
.-

# General

Group Address
Router Port
Forward All
Throttling
Filtering Profile
Filtering Binding
#  I1GMP Snooping
2 MLD Snooping
2= MVR
» Unknown Multicast Action : ;8 ERFNZIBERIE -
® Drop: EEZRNZEER -
® Flood: JBERMZFBER -
® Router port: RARMZIEE R B EERAFERR -
> Multicast Forward Method : 2Fc IP IR FRRIES -
> |IPV4: 28 E IPv4 2iEER 5T -
® MAC-VID: &&= dmac+vid °
® DIP-VID: #2751 dip+vid -
> |IPV6: 381 IPv6 ZiEEEE 5T, -
® MAC-VID: &&= dmac+vid °
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® DIP-VID: #& 753 dip+vid(dip % ipv6 18 32 1) -

B Apply "B TR -

13.1.2 #4HMIit(Group Address)

ZHEUILSEE S 224.0.0.0 £ 239.255.255.255 « 2Rk D $R6E - zsEEIARS I 1110 IR 28 fi17c%
TERFAH ID AL - BLE D BUNAFEERTS - SREAIUE—EXADENNML - ollIZ
Bl - € "Add” - "Edit” - "Delete” A "“Refresh” INgE&ETTEIE -

Multicast + General + Group Address
Stalus

# MNetwork Group Address Table
% Port
—rT IP Version
Rl e e Showing entries Showing 0 to 0 of 0 entries
¥ Spanning Tree R RRRRRRRRRRRRRRRRRRRRRRRRRRRR
= ‘ M | VLAN | Group Address | Member | Type | Life (Sec) |
% Loopback 0 resulis found.
% Discovery
s DHCP [ agd || Edt || oDeete || mewesn |
= Multicast
& General
Property
Router Port
Forward All

> IP Version: i IP JRA -
® |IPv4:ipvd ZiERFA -
® |Pv6:ipv6 ZiEEFA -

i et

VLAN £2##4HVLAN ID

Group Address B ABIPAILE

Member BHAENKER

Type B#H#ETY | StaticE8tDynamic
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Life(Sec) A

CMD

CRHAHN EFRE

Add Group Address

VLAN | i
prssssssssssss s EEEEEEEEEEEEEEEEEEEEEEEEEEE SRS EISSESESSESESSSEEEEsssssmsmey
i lurmmni IF1.'4 W |
hrsssssssss s .|. B T T T LI LT

1I;n|:1|.||'.\.II;I:HH:*:!«!-l |

B e R RS ES SN EESESSESESSESSESESSSSsSSsEsEssEsssEEsss

] Available Port Selected Port
TE1
TE2
s | TE3
Hemh-er: TE4
TES
TEEG
TE7
. |TES i

[ Apply ] [ Close ]

> VLAN: 2##H VLANID
» IP Version:
® IPv4:ipvd ZiEEEA -
® |Pv6:ipvb ZiEEFA -
Group Address : &4 IP firit -
Member : B£HERILEIE -
® Available Port: oJ#
® Selected Port: 2%

FIEME -
BIBAE -

G

BB Apply " E - 8 "Close" E%

13.1.3 E&HEa3E IR (Router Port)

1B (MRouten) EFIR 2B H T Z B I AR ERIE -

IS 2 &8 MRouter BB - B2/ ( EMAKEHRER

AR - E “add” - “Edit” # “Delete” INEEEITEIE -

DIII’

R, +(886) 2-8911-6160

@ wWww.cerio.com.tw
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Multicast + General + Router Port
Status

Metwork Router Port Table

Port
i w
= IF Version

MAC Address Table Showing entries Showing 1 to 1 of 1 entries
Spanning Tree

ERPS

%% &

%8 % | ®

M | VLAN | Member | Static Port | Forbidden Port | Life (Sec)
Loopback [ 1 TE3 TE3

Discovery
DHCP | add || Edt || Refresh |

%% | &

Multicast

# General
Property
Group Address

Forward All

> IPVersion: #3E P jRA -
® |Pv4:ipv4 ZIEREAER -
® |Pv6:ipv6 ZiEH=ER -

R [ pu

VLAN g8 S EVLAN ID

Member BHREFERE(OEFENEBNERENS)
Static Port PRI ERIENE

Forbidden Port RIERRHSREEENE

Life(Sec) EHEENEIHRSE
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Add Router Port

o it e ]

] Available VLAN Selected VLAN
2 1

VLAN :

¥
IP Version :
e e 4
i i (@ Static i
| ' [ Forbidden i
e B e e e R R R R mmmRRRmmmmnnmmnnnnm e b

Available Port Selected Port

TE1
TE2
TE3
TE4
TES
TE6
i
= M

..............................................................................................................

> VLAN: 249 VLANID -
® Available VLAN : o[ VLAN B8 -
® Selected VLAN: E#8 VLAN B & -
> IP Version:
® |Pv4:ipv4 ZIEREAER
® |Pv6:ipv6 ZiEHHzER -
Type : IBRsEZFRER
® Static: FFRRIEHREER -
® Forbidden: ZIFRIIREREREIE - HAEBEEISHREEENE -
> Port: BEHZEENKEIR -
® Available Port: TIEMKHREFRERE -
® Selected Port: EENEHIEFERKE -

HZE"Apply "# 7 HIZE - B "Close"FiFIi E -
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13.1.4 #&E32ZEB(Forward All)

BB LAG DIEWARERFE VLAN NZIER - MREEDZEFERE AR IGMP 5
MLD - EHEEEE oD ERIRFRRE S "Forward All" - T E"add" ~ "Edit"#]"Delete"
INBEETEE -

Mnulticast + General + Forward All
Status

Metwork Forward All Table
Port
IP Version

& | | %

% MAC Address Table Showing [All | entries Showing 11
% Spanning Tree e —————————————————————————————————————
— ‘ W | VLAN | Static Port | Forbidden Port |
% Loopback [ 1 TE1
AL | aga || Edt || Deete |
¥ DHCP
= Multicast
z General
Property
Group Address
Router Port
> IP Version: &1 IP jg& -
® |Pv4:IPv4 ZiBEETH -
® |Pv6:IPv6 ZIEEEETH] -
kv i e
VLAN EE P EUSERMVLAN ID
Static Port PN ZEFHARERREIGERIBENE
Forbidden Port PN ZRFHBRACEIEFIENE
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Add Forward All

--------------------------------------------------------------------------------------------------------------

] Available WLAN Selected VILAN
2 1

VLAN !

® Static
") Forbidden

E Available Port Selected Pord

TE2 TET
TE3
TE4
TES
TEG
TET
. |TEB
E |LAGH v

s — — - - - ------------mmmmemmemmeemmeeCremmmmmemmmmmmmmmmmmmmmmmmmmmmmmmmmemmm———————————————

| apoly || close |

> VLAN: &3 2EEER VLANID -
® Available VLAN : o/ VLAN B8 -
® Selected VLAN: E#/ VLAN B & -
> IP Version:
® |Pv4:|Pv4 ZIEERE I -
® |Pv6:IPv6 ZIEWE AL -
>  Type: BT EEFIRIEAR -
® Static: FRERNERTHNEER - IHEREFERTEADIEBHIEER -
® Forbidden: ZIFRVEXZERVEREIR - BIME LSRR RN IGMP 2 MLD &35 - th AE#RIE
ERBRNTEADRIBHSERE -
> Port: BETIHHWHER -
® Available Port: OJ¥EMEEHRERIBRE -
® Selected Port: EBENBHzEFRKE -

BB Apply "FE S E . 8" Close"BLE -
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13.1.5 Ehifi(Throttling)

ZEEAHEREREEFEEVEBHNEARAI - UKRESEBEEAFHEBERE -

Multicast + General + Throtiling
Status

Network Throttling Table
% Port

. IP Version
# MAC Address Table

Spanning Tree

ERPS | | | Entry | Port | Max Group | Exceed Action |

# Loopback [ TE1 256 Deny
TE2 256 Deny
TE3 258 Deny

» [Discovery I
DHCP

1
2
B 3
Multicast 0 4 TE4 256 Deny
% General (] 5 TES 256 Deny
Property O & TE& 256 Deny
g"i:"iddr:m (] 7 TET 258 Deny
F;w:'rdzll ] 3 TES 256 Deny
[] 9 LAGH 258 Deny
> IP Version: & IP JRA -
® IPv4:IPv4 AKX IGMP BEE&Emm -
® |Pv6:IPv6 AKX MLD BREBERR -
Rz F 3t
Port BARIEBIRAR TR
Max Group BRNERBNR AR HER
Exceed Action BRERREBMHARBE AR AREF
e —
I —
i IP Version | Pv4 |
B e - - oo oo sEssSe s sEeEESmESssSsemsessssss=ms=ssssssas 4

L PN |
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Port: BE/RPREEIFIRD|ZE -

IP Version : B&7RFT#E IP AR -

Max Group : EEIRRERABAZ -

Exceed Action : EFIREEZE BB R ARFHBAVERE -
® Deny: FILEZBEA -

® Replace: BE#HEIL—([EFEEHH -

vV V VY V

HE " Apply "l EHIZE - B "Close" X E -

13.1.6 iBIEEXEHE (Filtering Profile)

SNMAFHEBRERERE P AHASEMRILER - BRREE T NEEB—RIZEFENDE R
E"add" ~ "Edit"M"Delete"INEEETEIR -
Multicast + General + Filtering Profile

¥ Siatus
¥ Network Filtering Profile Table
¥ Port
i w

s VLAN IP Version
¥ MAC Address Tabie Showing entries Showing 0 to 0 of 0 entries
¥ Spanning Tree e
r— ‘ M | Profile ID | Start Address | End Address | Action |
¥ Loopback 0 results found.
¥ Discovel
. ¥ | asa || et || Deete |
¥ DHCP
= Multicast
& General

Property

Group Address

Router Port

Forward All

Throttling

> IPV4 Version : 312 |P R -
® |Pv4:IPv4 AR IGMP BEEEZ0 RS »
® |Pv6:IPv6 ARX MLD ESEBESEHE -
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R 1L g

Profile ID BN ENRE ID
Start Address A2 E TSR AF AR UL
End Address Y TE 18 B AR RFAR UL

Action BANER EAEIRIE

Add Profile

Allow i
Deny

apply || Close

> ProfileID: s&E ID -

> IP Version: BE7RFTEE IP hRA -
® IPv4:IGMP ESEERRTERE -
® [Pv6:MLD E5EBRREAE -

> Start Address: R EEFEIREFAH ML
End Address : 52 E &AL RFAH AT
Action : FRERRIERIE
® Allow: nFFBELEREEIFE -
® Deny: EBFALRKRERENIIE -

HE"Apply " FEFIEE - 20 "Close" i E -

13.1.7 #BIEHIE(Filtering Binding)

TR ERERER  FHESEEULIBEERERREBRAE -
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Multicast + General + Filtering Binding
Slatus

Network Filtering Binding Table
Port

VLAN IP \ersion

MAC Address Table
Spanning Tree

% | % | %

% % | % | &

n | Entry | Port | Profile ID |

Loopback ]

ERPS

Discovery -
CHCP
= Multicast

% | & | &=

L1= N = I B =N s R R 4 R (%
i

s General [
Property ] TER
Group Address m TET
Router Pori -
Forward All = TES
Throttling [ ] LAGA
Filtering Profile [l 10 LAGZ
] 11 LAG3

> IPV4 Version : #3Z [P R4 »
® |Pv4:IPv4 AR IGMP EZEZETR -
® |Pv6:IPv6 AR MLD EZEZETR -

i 1

Entry Am s BB

Port BIRIBARR

Profile ID BEOREHIERERE ID

S ——
R
| IPVersion } IPvd 5
| R
i p [v]

..............................................................................................................

> Port: PTEREEIESIFK -

> IP Version: BR/RFTEEERHRBIEAY IP AR -

> ProfileID: MIR¥ED "Enable” cJPIEESNZBRER ID GAIBMERERIRBBREEME .
B Apply "# 7 ERIZZE - B "Close"[#5:% E
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13.2 IGMP EE¥E(IGMP Snooping)

IGMP B2 EERMRAEAEIEHE(IGMP)BIRERNBRE - ;ZNBENFT B RIRREE T HAMEH
Z2 2B IGMP 5 - BB EBRBLEHRE Rt olDUEERE  BRMILEREETEMLE P ZERE -
LB RIEAFTESENEE - EMEHMLEERERIWEESEMRE © IGMP B E v2 M v3 - &
AEZEEEZYUBZEAEZERNZERE -

13.2.1 FEt4(Property)

fE2EE VLAN R IGMP B 58Fs - FrA IGMP 8288 iX3 CPU - CPU AP EEENAY & 12
IBEARBEKMA VLAN ERZER A ES IGMP S8R EHES - = PIM/OSFP/DVMRP/

IGMP &M HEBEANEE -

Multicast + IGMP Snooping + Property
¥ Status

¥ Network

% Port

¥ VLAN

% MAC Address Table

% Spanning Tree

v ERPS
— Apply

% Loopback

% Discovery

¥ DHCP VLAN Setting Table
= Muilticast

=2 General

& |GMP Snooping Router Port Query
Operational Status
Auto Learn Robustness
Querer Disabled Enabled 2
Statistics S nabe
=2 MLD Snooping
2 MVR

> State: FRAEEE S LUEESIEUE Enable - k& E IGMP Snooping IHEERIRIFAARES -
® Enable: MIREDRIEA IGMP &2i2 - BRIGFH IGMP &z -
> Version: #3Z IGMPv2 5 IGMPv3 - & 7E IGMP EZEEhR K -
® IGMPv2: EXIEEIE IGMP v2 €] -
® IGMPv3: X1E v3 fRAA V2 -
> Report Suppression : RUFHELEH IGMP #EHIH - MMREREBEIREEZFFHILINEE - IGMP
ERFARSEEIZIERRR - T IGMP v2 SREHNHIRIRIBAREE -
® Enable: MREDPAIEA IGMP 8552 v2 HiEHH - SREAMSHIHITNAEE -
HE"Apply BRI EE L E -
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VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
W | VLAN | Operational Status Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval Immediate Leave
|:I 1 Disabled Enabled 2 125 10 2 1 Disabled
Edit
i Rivd ok
VLAN IGMP;EERIVLAN ID
Operation Status IGMPEZEEVLANINBERI BRI AR AK BE
Router Port Auto Learn |IGMPESIZIRHHzSEZIEEFEEWRAREE
Query Robustness SRR DA FHEBNTRTEERX
Query Interval B R A BHEANSERR
Query Max Response ERERGEARNEDT 15EMUL/10M A BN ZE LI ERS AN R

Interval

ARREFRE

Last Member Query

count

Querier- XA R B BB R BN B
&

RS AR E A HERRET

Last Member Query

Interval

Querier-RX 23 W R BF A RO BEBD B A AT B IS S A B E B A ERIRVIG

BlElE

Immediate leave

EIRNBERRAREE N - EiE
EMIBREZEZE

SRR RWIGMPEEF 285 - MAIEERE
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Edit VLAN Setting

Oueryﬂaxﬂesponsehterwl i |‘1D |

Last Member Que:y Counter ; B |

Lasmnmnermmmmnm; i |

i Queryuunesponse Iltnnml
Lasllleni:etouely Cwnter

| Appy ][ Close |

VLAN : IGMP E552#9 VLAN ID -
State: &R7E IGMP EZ5E VLAN THBERO RN ARARER °
® Enable: MIREFRIRIFE IGMP B2 VLAN - FRIF=H IGMP B ¥ VLAN -
> Router Port Auto Learn: & IGMP SiEi8HzsE IR BB 2B RUHMEARS
® Enable: MRETAIRAEBEN - PIM F1 DVRMP 2B KAz ERR  SRIBERESEK
FHeR g -
> Immediate leave : EEEIEEI IGMP BEFENERE - 1B E B EMIPRZERER -
® Enable: MIREDPAIRAIIBIBR - SRIFFHIZENBER -
» Query Robustness: EEEHREM AFE FRBNRPTIEIERETHRE -
Query Interval : EBEHRR X BHEINBEE[RE -
Query Max Response Interval : EEEHRAR|EER - £/ EBGEMHEP - F5EL 1/10
Mo BRI R SRS AET ISR -
> Last Member Query Counter : &% Querier-Ri# g3 EI B BB B AN SIS R XS E A A
THNRENEEHETE -
> Last Member Query Interval : 32 Querier-R 122U B AR B AN B R XS EHAS
MANREKESHNERER -
> Opertional Status : &7 IGMP BZIZFEARERE IR BRI EAREE -
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® Status: E1T IGMP EBEIEREE - MWERRKEA IGMP BREE2 A IGMP BiE - A4 E R
Enable -

® Query Robustness : BiTEME@EY -

® Query Interval : ETEHRFEER -

® Query Max Response Interval : EfT&E& AL ERERERE -

® Last Member Query Counter: ETREMEEHTE -

® Last Member Query Interval : EfTHEKEEHSEER -

HE"Apply "# 7 EHIEE - B "Close" % E -

13.2.2 &&73(Querier)

EAZEEEE JLUEZRIZR VLAN VAR IGMP iR &=/ TN - BB FEEEL A "Edit"
ISR E IGMP EHSARAS - UGTNBEDILAGE IGMP B ERE505% 15 & B 00 253 48 B Y P /3 E R0 S F
225525 IGMP RIS RAENHE - REBDRRPOZEHEANE -

Multicast + IGMP Snooping + Querier
Status

Network Querier Table
Port
VLAN
MAC Address Table

Spanning Tree
ERPS

Loopback
- Edit
Discovery

DHCP

‘ ] | VLAN | State | Operational Status | Version | Querier Address

[] 1 Disabled Disabled

- Multicast

2 General
# 1GMP Snooping
Property

Statistics
MLD Snooping
MVR

&

&

R i

VLAN IGMPE: iR &E RG22 5 ERIVLAN ID

State IGMPESIE & 22 S IR AN AL
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Operational Status IGMPEL IR B0z E1TARER
Querier Version IGMPESIEE RO EThRA
Querier IP VLAN EZE TR &R IPAILE
Edit Querier

[ Apply H Close ]

VLAN : PFTEZE4REIEAN IGMP B5iEE:088 VLAN 315K -

State : FREFTEE VLAN L IGMP &3 RIBNFEAREE -

® Enabled: MIRETARA IGMP B8 - TRIZH IGMP &7)3%
> Version: :REFTE VLAN L IGMP B3 WEHMAK -

® IGMPv2: BB A V2

® IGMPv3: &85k v3 (IGMP BEEERRAKFER IGMPV3) -

HE"Apply "# 7 AHIZE - B "Close" A T

13.2.3 #HEHEIHE(Statistics)

MBFEHESIEERA IGMP B52 . EEEEER IGMP E552/9 Receive Packet/Transmit Packet &
-
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Multicast + IGMP Snooping —+ Statistics
Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERFS

Loopback
Discovery

DHCP

— Multicast

| & & | &€ &£ &£ | € & | €& &«

2 General

¢ |GMP Snooping
Property
Querier

Transmlt Packet
MLD Snooping |- '
MVR

B
IP Configuration :
i

@ @

Security
ACL
QoS
3?3:;:::; Clear || Refresh
R g
® Total: #UW IGMP S E142% - B1#E3 %3 CPURM ipv4d %
EEIE
® Valid: B IGMP &EIEERRHE
® InValid: #X IGMP BiSERETE
® Other: ICMP HBIAZ 2 T AZ ipv4 SREEHNE
Receive Packet ® Leave:IGMP B3I €
® Report: IGMP ARSI E
® General Query: IGMP BR&EHIE
® Special Group Query : IGMP 5 E#HERAEHE
® Source-specific Group Query : IGMP #ERIRFNEf 458
REHHE
® Leave:IGMP BRI &
Transmit Packet ® Report: IGMP ARSI E

LI&I’
‘-
@
o
o
I}
&II—
B8
At
B
il

® General Query:IGMP BH&
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AEHEE

® Special Group Query : IGMP 5 E#AEHIIE - BIFFE
M BRI EEN TS

® Source-specific Group Query : IGMP fERIRFE 48
i ERIEa)

22" "Clear" &2 5 H - 2t "Refresh"E#H ZHE S H -

13.3 MLD EE¥E(MLD Snooping)

LEINBESZ IR IE M 21 #E 25 (IPv6) - MLD(Multicast Listener Discovery - Z#& B I2f2 0 8838) Snooping
YA AT IS EEEE VLAN - IERIEE T IRAFARAIENAE VLAN /9 MLD E282 - F &R MLD
HERSHSHIBEEFNEL  RIRR[FEHA MLD BERAIEZENESE - FAELEEE  K2E
HEREEIBENSBHARE T RN RMRIEREER - [IEEAZE MLD &34 -

13.3.1 [Et(Property)

EHZEEEEMA MLD ERRIDSAFERELSERA TEBRNFEREM MLD EI8E) &%
BRZEHANERENEERNME - B2 - EXBRBEMREE - EREFERTE

Multicast - MLD Snooping —» Property

¥ MAC Address Table
¥ Spanning Tree

¥ ERPS

¥ Loopback

% Discovery

VLAN Setting Table

2 General
© |GMP Snooping Router Port Query Query Query Max Last Mem|
& MLD Snooping B | VLAN | Operational Status
Auto Leamn | Robustness | Interval | Response Interval | Query Co
Statistics ] 1 Disabled Enabled 2 125 10
= MVR

% |P Configuration

> State: EFESES o LUEERMNEVERA - REEE MLD EIETIRERIRUAMAE -
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® Enable: MMREDRIEA MLD B
#1Z MLDv1 = MLDv2 -

> \Version:

éﬂj?ﬁﬁﬁ MLD E/_ EE °
R XE MLD EEiZhR A -

® MLDvl: ExXEEE MLDv1 € -

® MLDv2: & v2 AR V1 -

% E MLDV1 i EHHII R FEAREE -

& A 22 R S0 T AE

» Report Suppression :

® Enable: MIREPRIRIA MLD E558 v1 S5 -

BEApply S T

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
[ ] 1 Disabled Enabled 2 125 10 2 1 Dizabled
Edit
Rz f 3t
VLAN MLD;EERVLAN ID

Operation Status

MLDEZHEVLANINEERI R A AR 28

Router Port Auto Learn MLDE ISRz EF IR B EN 2 B RIRIAHIRRE
Query Robustness R RUDFRAEFRBNERSEIEX
Query Interval B R X RREANRERR
Query Max Response EREBGERNRF - EEMUL/10M R EA XL BH SR
Interval RICFHISE
Query Max Response Querier-R Mz W R B ARV BEF R AHA RIS R X R E AT A0
Interval £
Last Member Query Querier-R IR R B AHN BB EN B R AT EHHEHNR
Interval &1 & b

EUEIBERRAE S - SEERBRMLDEERARMR - B ERS

Immediate leave

EMBRZERIR
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FHREEEEDEEEEDERE VLAN - WEE "Edit" 327E MLD &5 -

Router Port Auto Learn | Enable

Imrmtintelemm- | | Enable

Query Robustness i |2 |

Query Interval ’ |125 |

—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

I
I
i
—

i Lastllenberﬂuerytwnter 2

Lnstﬁml_le_r_ﬂll!lj'lmﬂwl 'I[Sel:] ---------------——-————————-————-————-——---------------———-—-——-—-—15

> VLAN:MLD B2 VLANID -

> State: 5%7E MLD B55E VLAN IHEERIRIFEAREE -
® Enable: MIREDAIEA MLD E52 VLAN - FHIZZFA MLD 252 VLAN -

> Router Port Auto Learn: 57& MLD EIES Az EEIE BB BN AMEE
® Enable: MIRETAIRAEMBE - PIM f] DVRMP 2B EHzREER - FRIFFEHAEZK

FHER IR -

> Immediate leave : SEEIREIW MLD B SR - BN E S EMIPRZEREIE -
® Enable: MREDPAIEAIIBIBR - SRIFFAIIENEER -

> Query Robustness : EREHREM D FRBNOFARNEIERETHE -

> Query Interval : €& R X BHAESHANSEER -

> Query Max Response Interval : E32EHRALIERDR - £RERGEHNEF - 5EL 1/10
Mo BRI B SR ANEAET ISR -

> Last Member Query Counter: &2 Querier-RI2 g3 U EI B BB B AHN SIS R XS E R A
EHNERENEEHETE -

> Last Member Query Interval : &2 Querier-R12 U B AR B R AN B R XS EHAS
ANRENEESHFERER -

> Operational Status : 3 MLD EEiZiRFHEIRE BB
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® Status: E1T MLD BRI - MWARRBIREA IGMP &RE25A IGMP &BiE - IREZT 22
Enable -
Query Robustness : E{TEHEMRMY -
Query Interval : ETEHREREMR -
Query Max Response Interval : BTEHASFALEEERER -

Last Member Query Counter : E{TRENEEHTE -
Last Member Query Interval : E{THRE K EEHREERE -

13.3.2 #R&EHEHE (Statistics)

MRFEHEESIEESR/AE MLD B35 - EE=E 2~ MLD B2§2r9 Receive Packet/Transmit Packet &
& e

Multicast - MLD Snooping + Statistics

Recewe Packet

MAC Address Table
Spanning Tree
ERFPS

Loopback
Discovery

= Multicast

+ General

: |GMP Snooping
MLD Snooping
Property

: MVR
IP Configuration
Security

Diagnostics
i Clear H Refresh
Az i 3t
® Total: #U MLD HH 81422 - B33 CPU B ipvd
ISR

Receive Packet )
e Valid: B MLD B2 6

® InValid: #EX MLD EZFZERZTE)
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® Other:ICMP HB#EAZ MLD - A2 ipv6 ZHEE
BHe - AR ipv6 BHESHE

Leave : MLD BEfzI &

Report : MLD MAF#H S

General Query : MLD BA&EHE €

Special Group Query : MLD R EBHBAEHIE
Source-specific Group Query : MLD £ ERIREEE4H
BERAEHHE

Leave : MLD Bz &

Report : MLD MMA MR =36

General Query : MLD BAEHE

Special Group Query : MLD R HBAEHE
Source-specific Group Query : MLD £ ERIREFEF4E
BERAEHHE

Transmit Packet

HEZ"Clear" /%25 H - 30 "Refresh"E# ZHZ 5 F -

13.4 Z#%& VLAN iEft(MVR)

MVR(Z#& VLAN G EREER S KBEIRNRBHRREER EARRHE S ERRENRAMER

gJr(1757|J§ZD ERBEEDEE LEESESRERIRE) - MVR natEER FNERETRMEUEET R E
Zi& VLAN ERZIER -

BRFFEMABPHAE—ZE VLAN - ERZERREEEEN VLAN & - MVR 28 7 #EZE VLAN

PIRERESEMAAES) - BERBRENZZRARRELAERZE VLAN &5 -
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13.41 [Et(Property)

Multicast + MVR -+ Property

---------------------------------------------------------------------------------------------------

| Enable

MAC Address Table
Spanning Tree
ERPS

Loopback

| () Dynamic

Discovery

General Operational Group

IGMP Snooping B Maxmumy 128 T
MLD Snooping e
MVR

®

& @

b3

Port Setting
> State: FHEEESLUEEZERMASEUERMA - REE MVR IHEERIRUAAMES -
® Enable: #N15R#ZEFRI MVR BRIARE - &EI MVR SZEFIIAER -
> VLAN: E#ZE MVR# VLANID -
> Mode: &E MVR &3 -
® Compatible: A& -
® Dynamic: EIRED - REBRIRERZR CAOBAENE -
> Group Start: FAEEESLIERTE MVR BHHESELRE - #E S 224000 2
239.255.255.255 -
> Group Count: MVR BB R - HRHFTEZSERTEE—Z580 MVR BEMUILGHEESHER
1 £ 1287ExES]) -
> Query Time: MVR BB A EIE MVR B MVR ## A8 - EHEEEEBLUREKRS
BHANEERBRERRA - BUCERIRES IGMP 5 EERNEREE - 2BV SHE
il #HEH1IZ10 BRERLIW -
» Operational Group :
® Maximum: MVR BE#HEERBENEAE -
® Current: SRICSZ28/Y MVR BFHE -

B Apply AR TLE -
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13.4.2 EREIRERTE (Port Setting)

EAEEHEE I LUEEERIBRKE MVR (AR FIZENEHR -
Multicast - MVR - Port Setting

Status
Network Port Setting Table
Port
VLAN
MAC Address Table S O
B | Entry | Port ‘ Role | Immediate Leave ‘
5 ing T
RIS [ ] 1 TE1 Mone Disabled
ERPS —
0 2 TE2 Mone Disabled
Loopback
. [ ] 3 TE3 Mone Disabled
Discovery - :
DHCP— ] 4 TE4 Mone Disabled
Multicast [ ] 5 TE& Mone Disabled
] 6 TE& Mone Disabled
2 General
= |1GMP Snooping [] 7 TET Mone Disabled
2 MLD Snooping ] 2 TES Mone  Disabled
@ MVR ] 9 LAG! None Disabled
Property (] 10 LAG2 None Disabled
Group Address [] 11 LAG3 Mone Disabled
i i 3t
Port ERIRAR
Rol MVRAVEZIEAE - FEEIENone(f&)/Receiver(E=18)/Source (BRJR
ole
1B)
Immediate Leave 17 BBERARVAR BR
Edit Filtering Binding
I o e e e e S m R msmmmmmRmmsmmssnmmsnsmsnnmsses i
| IP Version ; IFv4
fesssssssmsnnnan e = == e NN NN E S RN NS EEE NN A EEE S S AN NS EEAAEESSEAAEESEEEASSsEEESEEsEEEEEssEEEEEas ]
i 1 Enable
B PRORHE D - - === - - - m e e oo e e e e e s ea s e 4
: ¢ [v]

L |

> Port: BEEREENEREBIE -
> Role:MVR EEEEE -
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None: EHERGBRME -

® Receiver: NREFEZFHAEERRTHRERNZEYE  AIREERESBIEER
18 - FRIEBAFF AR FE A IGMP BERANMANER RS EHANKE - RIS EWEE -
BUUERIR A BB AHIE VLAN -

® Source: BEWNEZXZEYEN LTERBERTERKIRIE - EAEFEERERRIE -
Riags FRATARIFIREE— B2 VLAN -

> Immediate Leave : MVR E#ZIETTENEERT -
® Enable: MFEMNRIRIFAIIBIELF - SRVEAIIENBER - WWINEEEEERE —BUNGERENE
WEREIE FRIA - FERRIB L FE2Z A Immediate Leave IUEE °

HZE" Apply "tEFERIEE - 51 "Close" R E

13.4.3 Ef#A{Iit(Group Address)

& E"add" ~ "Edit" ~ "Delete"#]"Refresh"IhEEEITEIE
Multicast + MVR —+ Group Address

Group Address Table

Showing entries Showing 0 to 0 of 0 entries

] | VLAN | Group Address | Member | Type | Life {Sec) |

MAC Address Table
‘ 0 results found.

Spanning Tree
ERFS
Loopback

| add || Edt || Deete || Remesn |

Discovery

= Multicast

General
IGMP Snooping
MLD Snooping
MVR

Property

Port Setting

B @ @@
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R g

VLAN MVRE£HRIVLAN ID
Group Address MVRE$4HIPfizik

Member MVRE$ BRI ol B 38318
Type MVREF 4 HAZY | AFRREVENRS
Life(Sec) EREMVREF AN FERE

Add Group Address

------------------------------------------------------------------------------------------------------------------------

I . . — - - - — - ————-===-=-===--===-====S==S=--====-=======S====S====S===================================d
N & = = S S SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSESSEssssg

Group Address |

________________________________________________________________________________________________
-------------------------------------------------------------------------------------------------

Available Port Selected Port

Member |

________________________________________________________________________________________________________________________

> VLAN:MVR 25/ VLAN ID -

>  Group Address : MVR ##4H IP il - FERESEE O IEREES FRE MVR ZIERFAAIHE(Ar1E
& 4 224.0.0.0 £ 239.255.255.255) -
> Member: #iE MVR BHHERVERIE -
® Available Port: TEMERIERE - 8 MVR EXRERRERRIGERE  EEARBE
R EERIRIR -
® Selected Port: SEREEIENE -

HZE"Apply "# 7 HIZE - B "Close"FFi E -
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14. IP Configuration

BRRIER N - FhAERREERE—E VLAN  RMERHME 2 BINEE - AEHEENRBRETOR -
BAAEEBEUNAEBEREHENERRERRE VLAN REBRE—EAENMAEREDAEL VLAN -
A5 E VLAN 2 —1E IP 71 - ZRSAEE 2 HARA VLAN - ol UG E S 2 HESS 2 BERRRI 748
B - B—FHEBANBRRENERS 2 BETRE - VLAN IREYL(IRIBEFK) RS 3 B M -

=@ VLAN UR—E% 3 BERTE - RFASREERTEREBEAL - ARNEFHEE ZBRE
RBBE 3 BRIREITER -

14.1 IPv4 EEM T E(IPv4 Management and Interfaces)

RENMBIMOERE IP TEUEBEBHERSIEN BB - M IE IPv4 1 IPv6 - ILIEIREEES
E—REAIEERY - WO AF R ERERN IPv4 28 IPV6 - D] PUER R s BOOTP 8¢ DHCP fafk=s
EEY IPv4 AUk - IPv6 it REEFENRRRE °

IPv4 5RTE- ERREEHBN IPv4 A3l

IPv4 AIHEFERZ IP & '192.168.2.200" EEREFEMITI - MRER BB TRRREEERAI
MWEBEENE - CUEEFEERESR NS —ERR EWER T (FIs 2 EZ U FERMAE(WRARA
EBEHRE)

ol is R & i BOOTP = DHCP falfR=s ALt - ol AF B EFFAR IP AIdl - BAY IP Ak
TOfE+#FIZ=(0 £ 2554 - WL DF IR - AEZBRIE 2N EEE -

14.1.1 IPv4 NTE&FE:R IP 8% %E (IPv4 Interface & Default IP Configure)

FRESEESUMREZ NMIBERIGEEE IPv4 HE@EBAY IPv4 N HERI VLAN ID 4R5% - ks
1% VLAN 7T E#82UA] Loopback 7T E#EEL - 2 E "add” ~ "Edit"#]"Delete"INEEEITER -
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IP Configuration + IPv4 Management and Routing + TPv4 Interface
Status

Discovery
DHCF
Multicast

¥

¥ Network IPv4 Interface Table

% Port

¥ VLAN

¥ MAC Address Table
* Spanning Tree ‘ [] VLAN1  Static 1921682200 2552552550 Valid  primary
¥ ERPS

« Loopback e A0l Elit sl s DEIEE ]

L ]

¥

L

= IP Configuration

¢ |Pv4 Management and Routing
IPv4 Routes

ARP
22 |Pvé Management and Routing

IPv4 Interface Table

W | Interface | IP Address Type | IP Address | Mask | Status | Roles |

| Add Edt_ || Delete |

R8I POE 2222852 € VLANI (F85% VLAN) IP i3t 3] ‘#%3E1T
a2 E fit 7 2 RXENRR TE

Edit IPv4 Interface

i Interface | ‘-."LHNI |
k= e — .|.. - [ —— T
| § () Dfnamu:. ;
i Aﬂliess'l’ype. ® Qtatu:. E
r. [ — .|.. T T rp— ..1
i IP Address | (192.165.2.200 | i
r - - T- T T T T T --1
; | ® Network Mask |”55.255.255.D ;
| Mask ---- ey ey ==
| : Prefix Lenglh ;
k N - T
' Roles | 'f_ “primary
| ¢y () sub i
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» Address Type:

® Dynamic: EEHRTER"Dynamic"&a! -
®  Static: EERTES"Static" @A -

> IP Address : VLAN 9 IP firdlt - B3RY IP (1R IUEEF(0 £ 255)4A6 - Wl agsfE - (78
% IP % :192.168.2.200)
> Mask:
® Network Mask: ZESZMEE 7 AR EEIREE FRABNEHAIMIT - (FRRABIE
E7% :255.255.255.0)
® Prefix Length: ERIKEERA, BEEH IPVA TEHNARRE -
> Roles:
® Primary: EXZBWNUEERERTIZABKE -
® Sub: ERERFM, BEERTAREAECRTE

HZE"Apply "# 7 HIZE - B "Close"FFi E -

BT EREFRIREERE

Save Logout Reboot

IP Configuration + IPv4 Management and Routing + IPv4 Interface
¥ Status

¥ Network [Pv4 Interface Table
3 Port

¥ VLAN Q|
% MAC Address Table

‘ [ ] ‘ Interface ‘ IP Address Type | IP Address ‘ Mask | Status ‘ Roles ‘
¥ Spanning Tree

[] VLAN1  Static 192.168.2200 255.255.255.0 Valid  primary
¥ ERPS

M | :o0 || et || Deke |

FXINEEELH IP % - #147"Save running configuration to startup configuration”; & POE 3123
HHY IP SREEB R ENRFEM -
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Save running configuration to startup
configuration Do you want to continue?

HE "ok” LIR7E ‘Save running configuration to startup configuration’ ZE -

£ ‘Loopback’ Frig VLAN IP fiIitz&%E

Add IPv4 Interface

Interface I

Address Type i )

i IP Address

0

|
T |
R e
| I

|

a

4

1

'

Mask
Roles

Apply ] [ Close ]

Address Type : Loopback 7T E Rig 58 E"static" 84 -
IP Address : 7£ IP it - HEERH IPv4 N E IP it -
> Mask:
® Network Mask : TEARFIESHEA - MEH IPv4 MTHENFRRIES -
Prefix Length : RIS REMRA - BEKH IPv4 NHMAIREE -
Roles :
® Primary: EX 2N, EEREATZEABRTE -
® Sub: EREMR, EERTEHAREBERTE -

HZE"Apply "# 7 HIZE - B "Close"FFi E -
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14.1.2 |IPv4 BEHTERIEHERTE (IPv4 Routes & Default Route

Configure)

IZOILUER IP > Static Routes (Add) B EIE B R P AFF R - 0 fcFH 2 15 A7 AR IS A 2R
ERTHEBNRSERH @ PFRERAZBEEBAEEBNZEMBEREE  HERFLKEVER
EREARAN O EARAEAIRE -

Default Route (Gateway) IP
192.168.2.254

MNetwork node L3 POE Switch IP: Site-3
192.168.2.200 AR et
(CS-3008TG)

Site-2

RifzgEBEFERAERFEER LAN BN HILR S M AEIARAR - £ AR - IRHESREBEW
AERPVENMUTIHEERENRE - UEERNEXE T —ERDE - BEPHNEE—EIRHRa
EFOEEIENEE -

Blan - #i€ "Network node” FiBRIIRzIRITEL IS H (TR EE) (Site-3) B RRABIEHIMRE - RTIL
Bl — 1R AR R HR R iE R B R 88 (Site-2) & 75 ISP 1R HLRVARTS -

Bl 5 — KA AR B R AR Bl i i B X M gR IV S FR 88 (Site- 1) B A B 1 IS ETHE -

FREEEEYLIEE "IPv4 Routing Table” EHE - 1iz2E"add" + "Edit"1"Delete" WA ETE
-
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IP Configuration +» IPv4 Management and Routing + TPv4 Routes
¥ Status

s Network IPv4 Routing Table
¥ Port
% VLAN
¥ MAC Address Table ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address |
5 ing Ti
% Spanning Iree [ 0.0.00 0 Default 192.168.2.254
% ERPS
192.168.2.0 24 Directly Connected
» Loopback
« Discovery | aga || Eat || Dewe |

% DHCP
# Multicast

= IP Configuration

% |IPv4 Management and Routing
IPv4 Interface

ARP
= IPv6 Management and Routing

# "Default Route" PR ERIE |P 5335 &Ry N —1{E EHRYESH - LUfE
2 EFFZIRNENRRE’

b

LAN ExfBrnfE 48 BRARES - A0 "I EETT

THRPHERBHTEESHEAIAREE - HRREEEEE B RERE - AId NAT BERERs - X
e R E AREs

"TERRIEH"EE IP HE PN BT AR EMIR BB AR - BAREENER - Bt A ERER
RIEARPRFAAT EERERRRER - ZBHBEEODS —ETEES ERIEAZ | IREBZFH
BENUEBRIE EMERE BRI CHNER, §R HESERRRER - AT > —EEmEs -
BREZ - BREZEIMN—PRIERE -

TCP/ IP B PRITERR ISR ES SR A EHEVER IP BREAER —FHER NUE%HE
MBRIENE B A - EHAFRERREREEZREES N —BRIREE P Uit -
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AR POE R1#RAY" ez ISH" (FE IP) - F2ELUTAR -

TRER s (F%E IP)RE B

Add IPv4 Static Route

IP Address | 0000

Mask j;:::::::::::::::::::::::::.—.— -

ZEZZIZIIEIZISISISISSISISISISIIISISISIIIICIfTIIIEIISISIIIIIIIIIISISIIIIIIIIIIIIZEIsIsIzIzszzzzzzzzszzzzd

Next Hop Router IP Address| [192.168.2.254 |

| Apply || Close |

fasRiE AR R ERGIER IP UTUAIES IP It “0.0.0.0" (HRIEE IP) - FEIEHESR IP (Iit%
“192.168.2.254" - EE%/ "1" -

IP Address / Destination IP : £ H/Y IP #fi17T, F&E B IP ol -
Mask :
Network Mask : 157 EZMAEAFHISES -
Prefix Length : 7 IPv4 s EE BT, IEEHM IPV4 BIREE -
> Next Hop Router IP Address : £ F—Bkis s IP A1 - IEE R EE & 2 HAOM K
FR N —EBRRNRAB)RAAERNEL AR Pt -
> Metric: FFEBMEEZARKEHEENNERRAR(BEE) -

BB Apply " FE S E . 8" Close"BLE -
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Lpiify your W

a3

!

BT EREFRIREERE

e
rN
I
b1l
)4?-"

IP Configuration + IPv4 Management and Routing + IPv4 Routes

IPvd Routing Table

MAC Address Table

: W | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address |
Spanning Tree (] 0000(AnyIP) 0 Default 192.168.2.254 ( Gateway IP )
Ez:)sbad( 192.168.2.0 24  Directly Connected
Discovery | add || et || Deee |

DHCP
Multicast

= |IP Configuration

& |Pv4 Management and Routing
IPv4 Interface

ARP

FXINEECLH IP # - #1917 "Save running configuration to startup configuration”;{& POE
IR IP REEBRRAEMSGEY -

Save running configuration to startup
configuration Do you want to continue?

HE "ok” LIR7E ‘Save running configuration to startup configuration’ ZE -
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AP AR IR FHER E N A:

Add IPv4 Static Route

|PAddumsﬁ 162.159.200 1 |

| @ Network Mask ‘255 2552550
MaSk ii':' =====================::===========:::::::::::::::1‘
(:3 Prefix Length

Next Hop Router IP Address 1

— o
—
1

1 |
1

_ [

Metric

\192163101254 ””””““Wnnnunnh"""""""""""“““-"““““"_

Apply ] I Close ]

FFARER ARG IP {7 162.159.200.1
FAEIREZI R IP {iIit% 192.168.101.254

> IP Address / Destination IP: TE B/ IP 187z, 35 B a9t [P fzdl -

> Mask:

® Network Mask: fEEEEMARHN FRKIES

® Prefix Length: £ IPv4 BIREE R, T8E B IPv4 BIREE -

> Next Hop Router IP Address : £ T —Bki&EH =3 IP (BN IS ERIREE 3 2 HAMEEE £
AT —1E B HeR (MR A) R P AR B LS B s P Al -
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Lpiify your W

> Metric: FERCEERRERBNNEE KRR -

B8 Apply "BEEHEEE . 2" Close"BBLE -

Diagnostics + Ping
Status

Network B T mmsemmsmmsemsseooeeso—esososooees
T ES—— i i () Hostname
Port i Address Type | @ IPv4

VLAN

MAC Address Table | ServerAddress | [162.150200 |
Spanning Tree :;======================= e
ERPS i Count | |10 |

Loopback

Discovery Fing

DHCP
M  Ping Result
IP Configuration
Security
ACL
Qos
- Diagnostics

Status @ S

- e[
_ = (e

Transm t Packet . 1

¢ Logging
Property
Remote Server
Mirroring

Rnund Trip Time

________________________ T

FFARIRAR/RAI IP fit® A “ 162.159.200.1" IR EMKIN - BITILIER "Diagnostics> Ping tool”

N

EIT RIS ERE -
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IPv4 Routing Table

[ | | Destination IP Prefix | Prefix Length | Route Type MNext Hop Router IP Address | Metric | Administrative Distance | QOutgoing Interface
[ 162.159.200.0 24 Static 192.168.101.254 2 1  WLAN 1*
192.168.101.0 24 Directly Connected VLAN 1*

| age || Eat || Deete |

Az f 3t

Destination IP Prefix B IPRTAR

Prefix Length ERNIBRE

Router Type FEERA . FREAR - BURREBARAMA

ROMEEZE QMR LR N —EEESE MR KA ERNE L

Next Hop Router IP .
FHE&IPAzIL - ' —{E SRS (B0 - AYRIE L REIPAIIE) 43 2 AH #0540 1 52

Address \
7 —S B B EEREE A 7 P
RENT—HRNESE

Metric

EEEE(BRHEAEEERM)  E—EIE1Z225528E

Administrative Distance ERERHNEHEIEREH
Outgoing Interface SRRV E S EE R R ERUAIRY S IERR B R AVAR B8
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14.1.3 {I3LEEHr 17 E (ARP)

ARP(Address Resolution Protocol - i it #4715 ) & IP ALt #RT 48 0 KA MAC Uit (EE R

MHE - EESAET - E—aEHAEMBEREETENEZBEZ aERARER B
WRMBH FNABEN P A7t - (BEA IP UIEAS - AL IP ERNWERENHEZBERE

FEEEE - FTDAB RN ENBEABEWILE RS - FRII T ZX IP BRI E 52Ul - ARP T2
EIREREINEENHE

ARP table (ARP 27z 5 H)
®EEE ARP #iTH B MAC iIscitE - SEBE SR ARP RPFIE—1E IP Uit 2 MAC fuitRy
MENSE  MFERESREZZEMEBEH - ARPERDE "85 ARP X" A "##8 ARP X"

f£F ARP table (ARP ZFEH)EEXRPHBE - BEZXMABROCHINEHERIEK -
IP Configuration + IPv4 Management and Routing + ARP

..........................................................................................

AnPEnnyAgeml b [1200

_______________________________________________________________________________________
.......................................................................................

All

MAC Address Table | Clear ARP Table Entries | gfaqfcmic

Spanning Tree : ! @ Normal Age Out ;
— B o

Loopback [ Apply H Cancel
Discovery
DHCP
_ ARP Table
Multicast
= |IP Configuration Q :

¢ IPv4 Management and Routing
IPv4 Interface |

W | Interface | IPAddress | MACAddress | Status |
[ VLAN1  192.168.101.254 6Cf0:49:04:10:ac  Dynamic

IPv4 Routes

&

IPv6 Management and Routing [ Add ][ Edit ][ Delete ]
Rip Routes Management

&

2 Ospf Routes Management
=z VRRP Management
>  ARP Entry Age Out : ARP JEERSRI TR EX 15 7 21600 7 - 83874 1200 7 -

> Clear ARP Table Entries: FREEIESOJLIER "All(ZE)" - ”Dynamic(iﬂﬂb\)"
“Static(8#88)" AKX "Normal Age Out(IEBIEE)" (ARP IEER ERE)EERE ARP &RH
“Clean ARP Table Entries”
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HZE"Apply "EFERIZE - B “Cancel” HUHEE -

ARP Table

EREEEEJLRE "ARP" BE - WikE"add" ~ "Edit"#"Delete" TN ETEE -

L s
Interface EAARPIS EE R RFRVES FR T
IP Address BNERDIRRERIEAIEEN ERRE (A _L)RIPAL

BN EERBENEEMACHAILLE - fit2AE R RN EmAI+/53E
Hlg - FE - 40:b0:34:54:97:82
ARPSEE - OlgEEW T ¢
* Local: BERMBEHETEN—EMACHIUHEEAIARPEE
Status * Gateway: —fEZIREARPEE - HIPAIH 2 AaAVIPAIE
e Static: ARPEEZFEIFRTEMN

* Dynamic: IBHz2EARPEE

MAC Address
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Add ARP

IPAddress: \192 168.101.100 |

| MACAddress \8(: 4D-EAFE 05 BE | i

[ Apply l [ Close l

> Interface: FAHEEIES 0 LUERE VLAN NHE -
> IP Address : i AFri2 ARP &8 IPv4 firdlt -
> MAC Address : @ A#TIZ ARP RA MAC fizilt -

BB Apply "E LS E . 8" Close" BB

14.2 IPv6 EERM T E(IPv6 Management and Interfaces)

RENBNOKRE IP T ENUEBBEESENBRBES - REEE IPv4 M IPv6 - oIIEREEES
E—EAIEERY - WO AF R ERERN IPv4 28 IPV6 - D] PUER R a1t BOOTP 5 DHCP fE/k=s
JEEY IPv4 AU - IPv6 It REEFENFRTE -

IPv6 52 E—- 2 & HREEEN[ERY IPvo it

14.2.1 IPv6 7T E(IPv6 Interface)

EREEEETLIEEE "IPv6 Interface Table” BEME - W& E"add"  "Edit"H"Delete"INEE#ETT
=i .
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Lpiify your W

IP Configuration + IPv6 Management and Routing + IPv6 Interface
Status

Network I 2 PR
o | IPv6 Unicast Routing | 4 Enable
Port
mi [ Apply ][ Cancel ]
MAC Address Table
Spanning Tree
ERPS IPv6 Interface Table
Loopback
Discovery
DHCP | DHCPv6 Client
Multicast B | Interface e Information | Minimum Information | Auto Configuration | DAD Attempts
eless
= IP Configuration Refresh Time Refresh Time
= |Pv4 Management and Routing [] WLAN1 Disabled 86400 600 Enabled 1
2 |PvG Management and Routing
| add || Est || Deee |
IPvE Addresses
IPvE Routes

IPvG MNeighbors
Rip Routes Management
Ospf Routes Management
VRRP Management

IPv6 Unicast Routing : SEAEEEETLIERE "Enable” #% IPv6 BEEFEHTINEE -

@ @ @

B Apply " FERIEE - B “Cancel” HUERE

EIZEES IPve S E1EIBAY IPV6 NEEEE -
Riga 7 VLAN 7T EFEEUA] Loopback /TEIFREY -

# “VLAN “EZE “Interface”

Add IPv6 Interface

| ' vian 5
: --:------ ........-----------------................--------1
| 9 Lnopback i
Ry Syp———— S ————— |
| Auto Configuration ! [ Enable ;
T R —————— |
; DAD Attempts | |1 | ;

DHCPv6 Client

Stateless | | Enable

—ccccccoooponooooo oo e ceccecood

cocodhooood bm—e

[ Apply H Close
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> Auto Configuration : IPv6 It BEIR EE BB A4 TR ISHMBIZ IPv6 /TH - 15
TE 7 BC IPv6 A -

> DAD Attempts : 2 E T E ERERBAIEHTEE MR (Duplicate Address Detect,
DAD)S 2B XM B KRB - IEE<H no BN ERREERERTERE -

DHCP6 Client :

> Stateless: IPv6 FiRAR AL 5 E)E% E (StateLess Address Auto Configuration,SLAAC)THEE -

> Information Refresh Time : 5% EHAKRE DHCPv6 75 I 2 EL 42 & F lm BYE% I8 51 5 A ol i BRE ]
Fas % 86400s -

>  Minimum Information Refresh Time : ¥85%7% 600s -

BB Apply "FE S E . 8" Close"BLE -

& “Loopback “LFE ‘Interface” :

Add IPv6 Interface

Loopback : &i%5a]fE A loopback fuitmE B 5554 IPve HE -

loopback it A E N ECAAE RS EHTH

HZE"Apply "# 7 HIZE - B "Close"FFIiE -
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14.2.2

EREEEEYLRE "

IP Configuration + IPv6 Management and Routing » IPv6 Addresses

Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERPS

Loopback

Discovery
DHCP
Multicast
~ IP Configuration

< |Pv4 Management and Routing
< |Pv6 Management and Routing
IPvG Interface

IPv6 Routes

IPvG Neighbors
Rip Routes Management
Ospf Routes Management
VRRF Management

& B @

IPv6 Address Table

> Interface: ERAZEESESJLUE T EEEEZFRARER "IPv6 MHEEE" EEAY VLAN -

IPv6 firilt (IPv6 Addresses)

IPv6 Address Table” EHE - Wi:2E " "add"f1"Delete" HEEEITEIE -

IPv6 Address Table
Interface

W | IPv6 Address Type | IPv6Address | IPv6 Prefix Length | DAD Status |
Link Local fed0:7ads-fifedl:clec 64 Active
Multicast fi02::1:ff31:cBec
Multicast f02::1
Mutticast 01::1

add || Delete

allk
!

BEETHER IPv6 THRER °

iRl it
IPv6 Address Type IPVOIHEERRYYN : Multicast(Z48&) - Anycast(fE#&)slUnicast(E1F)
IPv6 Address B 89t Ay IPve it

IPv6 Prefix Length

R AE RUFRVES RV AT AR R 2

DAD status

FERIPVOAIHUERIARES - DI LIZ YN MARES
o Tent: B "SEHEAUIFA" (DAD)IREE - BEEWFRAIAIHULA
#E/EF
* Active : IPvofiIiit B AR E R AIAREE
* Preferred: EEEIPvoit2ME— - BB TERAR

T

@ wWww.cerio.com.tw

’X‘ service@cerio.com.tw

R, +(886) 2-8911-6160



USER MANUAL

EIEFEA IPvo 18TURY IPv6 i REY -
Rz T 1E Global(Z =) A0 Link Local(##E& A ih) 82 -

7 “Global” _L&E “IPv6 Address Type” -

Add IPvE Interface

Interface | vLANT

{ O Link Local

IPv6 Address | [i=20-8e4d eaff fe30 dds55 i

Prefix Length | 32

EUI64 | Enable |

[ Apply ] [ Close l

> IPv6 Address Type :
® Global: E IPv6 ZIHEEAIL - FTTERM IPv6 izt - EIEREEATAM AT - &
EHR—EERAT - DURTEUE - HEMERRIUER AR EENITE -
® Link Local: &% IPv6 SEREZAIMIAILLE - i BIAREEE /A7 FESO £ FEBF 2@ - 1t HE1E
T E RBERR E — (B HE B AN st U 31k (F8 2 RO AT HEAS B A 7 8] B3 B0 A A RO S B A S AT ) -
> IPv6 Address: B ASEEEN IPv6 firdlk - IPv6 B A48 E E 7RI : 2001 : 8E4D : EAFF : FEOL :
0000 : 0000 : 0000 : 0002 ~ FFFF : FFFF : FFFF : FFFE (0SS %EEY IPv6 IP - S B ZRREY ISP /&
&) -
> Prefix Length : X823 IPv6 fIIRIRRE -
> EUI-64: L5 BIRLA EUI-64 8= IP6v 52 € - i 1R 64 I7tHY EUI-64 NE ID BN E
R IPv6 fizdlk -

BB Apply "(E S E . 8" Close"BIFLE -
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£ “Link Local” _EZE “IPv6 Address Type” :

Add IPvE Interface

i ."-‘. Global
IPv6 Add Type : Llnk Lou:al

IPvEA{Idress FESU BE4D EAFF FEI.']5 3406

[ Apply ] [ Close ]

> IPv6 Addrress : AREGfERER IPv6 BRIV TT It R (F AR $B AR 25K AU 3th 380 51 45 77 [ RO 25 3t S8 7%
fuik - fign "FESO::8E4D:EAFF:FE05:3406"

B8 Apply B LHIEE 8 Close" BT

14.2.3  IPv6 B&H(IPv6 Routes)

ROl DUER IP > Static Routes (Add)EEIEAR T @A FERA - R 2 RS RAN AT
ERTHABNESEEER SRR ZBERARMEEENE EMmEEEE  BEREREVEE
ERHBI o RAERINIEE -

ZEHZ A O LIFER IPv6 BEHIFRAY Destination IP Prefix(B /Y IP BI#4R) / Prefix Length(RISR R E) /
Route Type(B8H%5E2EY) / Next Hop Router IP Address(~ —BkE&EH2E8 IP fizdit) / Metric (E£) /

Administrative Distance(Z32b#f) / Outgoing Interface(EL 7T E) EEH -

ERZEEEEOLIERE "IPv6 Routing Table” EHE - #1"add" ~ "Edit"#"Delete"INEEETEIR -
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IP Configuration + IPv6 Management and Routing + IPv6 Routes
Status

Network IPv6 Routing Table
Port

VLAN

MAC Address Table
Spanning Tree
ERPS

Loopback | age || et || Delete |
Discovery
DHCP
Multicast

‘ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric | Administrative Distancd
0 results found.

= IP Configuration

2 |Pv4 Management and Routing
2 |Pv6 Management and Routing
IPv6G Interface
IPvG Addresses

IPvG Neighbors
Rip Routes Management
Ospf Routes Management
VRRFP Management

@ B o

IPv6 Routing Table

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface

0 results found.

| aAdd || Edt || Delete |
e R b pan
Destination IP Prefix B r9th PRI 4%
Prefix Length A E R ARV EERRAIR R E

A% TE R FR B9 I FR A 177 E $R AL
« Static(F2R5).IEEHZ FENEERY
Route Type
« ND (#B3rse A 383R). I BIEBNDIH E 3R

« Connected(E2#&##). BHREB R FEREIPvOrit

Next Hop Router IP
Address

AR E RUFHRVES B9 N —BkIPve iz it

RENTFT—HNEZE
Metric
IEEEEEREAEEE)  2—EUTE1R2255MEEE
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Administrative Distance CiRERANEAEIEEE

Outgoing Interface P4 ERAY 8 7Y B A 20 T R P A S SRR SR R PR O SR

Add IPv6 Static Route

____________________________________________________________________________________________________________

frmsemsermsnsss s - e e e e 4
| IPVE Prefix Length | | |

frmssmserssssssss s SITTCTTT T e r e e e e LR e e R L ELCEEEECEEEELEECEEREEEEEED 4
Next Hop Router IP Address | | |

frmssmsersenssssm s B eememeemeeeeEeaEsEEEEEEEESEsEEESESEESEsEEEEEsEsEEsEssEsEEsEsEssEsmE=es 4
et |

............................................................................................................

> IPv6 Prefix : 7 IPv6 BRI ML 15 E B AV IPv6 ABESATAR -

> IPv6 Prefix Length : 7 IPv6 RIS EERNI, f&E B IPv6 BIREE -

> Next Hop Router IP Address : 7= ~—Bk IPv6 It f5EF R EE R E B MK LR
N —ERERNRB)RAEANELISEER P 7l -

» Metric: FERMEERARERBNEEH AR -

HZE"Apply "# 7 HIZE - B "Close" i E

14.2.4 IPv6 #paE%#(IPv6 Neighbors)

FEREEEEYLERE "IPv6 Neighbor Table” BEE - & "add" - "Edit"#1"Delete"IhEEETE
1 .
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Arpiify your Wire

IP Configoration + IPv6 Management and Routing + IPv6 Neighbors
Status

MNetwork e
s POt |

VLAN

MAC Address Table

Spanning Tree

ERPS Apply

Loopback

Discovery IPvé Neighbor Table

DHCP

Multicast

Clear Neighbor Table

l [ Cancel

IP Configuration

] | Interface | IPv6 Address | MAC Address | Status | Router |

= IPv4 Management and Routing ‘ 0 results found.

¢ IPw6 Management and Routing

IPVG Interface | Ade || Edt || Deete |
IPv6 Addresses

IPv6 Routes

Rip Routes Management
Ospf Routes Management
VRERF Management

@& B &

O Dynamic
) Static

[ Apply l [ Cancel

IPv6 Neighbor Table

Interface IPv6 Address MAC Address | Status | Router |
[] VLANA1 fe80::8edd.eaaafel5:3408 Bcddeafe:l5be Static N/A
[ VLANA1 fe80::8edd eaffee0%: 3589 Bcoddeafeccee Static  N/A
[] VLANA1 fedl::8edd eaff-fe05:3406 gc:ddeafer05:06 Siatic N/A

Add || Edt || Delete

Clear Neighbor Table

FRESEEELUEZREARREE - 65 "Al(E3ED)” - "Dynamic(B188)" - "Static(FFRE)"
‘N/ACRTEER)" DURERZEZRLEEBR"IPv6 Neighbor Table" -
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Use the "Search” menu to consult the list

ERESREMMIIE "BRT ETEE - 6N '8c - ARKE 2B BT - MBAUEE
BIEETR A S

L it

EARBTTEAERENTE
Interface
I ZEREIE 7 IPveilt - st o] IR ZEH#A R ERIIPVe T EIDAR S

IPv6 Address BT ER S T ERYIPVOIiLL

MAC Address ZBNU R EIPVONIIALAIIPVE T EIRIMACAI I 34 583 28 s BOMACAT HE
T BB TR ERIIAER - IPVORla e 2 IREFPARRES " "Dynamic"sk
"Static"

Status

Router % TE RUARV S FHRV BT R 15

Add Neighbor

Apply ] [ Close ]

> Interface: #=#ZEAM VLAN ID 280 IPv6 /T EEHR -
> IP Addrress : 15 0B BZ N ERZERIFIORER IPv6 {7t -
> MAC Addrerss : 1503 @477 ERZERHITERER MAC it -

HZE"Apply "E 7 EHIZE - B "Close"FFi E
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14.3 RIP EEEAEHE(RIP Routes Management)

B33 2% IPv4 BEEISC 3% RIPV2 R 7K - RIPV2 BELIZ B H N BX M EMIBEAER - IWEEM (RIP)ﬁH
REEBE AR EEESAENERESAR)PEHEN - £H RIP - FBEERHKE 30 WEZE
REBRARONEHES - REZBHF R EBRRNASBATEMEER

RIP RER/NEAEEE - EERAAE 30 WEH —RERBEREAMBHRRANAERS - MERIP
RAVPERBREIA 15 Bt - HIL - WRAEFEE KR OSPF 2B HHEBERTSE -

14.3.1 Rip iBHRE (Rip Routes Setting)

FREEEELUEERASEFR - # "Rip Routes status” ETEIE -
IP Configuration + Rip Routes Management + Rip Routes Setting
Status

ML  Rip Routes Info
Port

“«

.........................................................................................................

VLAN i Rip Routes status i Enable
MAC Address Table
Spanning Tree Apply
ERPS

Loopback Network Setting table

Discovery
DHCP Showing entries Showing 1 to 1 of 1 entries

€ |« |« &« &€ &« & | € « | &

Multicast

e

= IP Configuration ‘

2 IPv4 Management and Routing []192.168.101.254 255.255.255.0
2 IPvé Management and Routing First
¢ Rip Routes Management [ add H Delele l
22 Ospf Routes Management
= VRRP Management
FHEEEETLIERE "Rip Routes Info" BEE - Wz E "add"M"Delete"IhEEEITEIE -
kv it
Network IPv4
BRI E 2R ERIPERBEPRIIPVA IPAIE
Address
Network Mask BRHMIEZEERERIPEABETHWEBAES
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Network Setting table

| Networkipv4Adaress| [1s2 163101254 |
NetworkMask [55255.2550 |
Apply H Close ]

> Network IPv4 Address : EE5Z @ EFH RIPv2 BB ER IPv4 [P il -
> Network Mask: EEZBEFH RIPV2 BHABEHWERES -

HZE"Apply "# 7 HIZE - B "Close"FFi E -

144 OSPF iEEHEIE(OSPF Routes Management)

EBRHIRE L - Dl xxxx RIEVHMIBEREAES - ZABE—EEN—72 - ESEEMOREDRE
RAIZEST - OSPF BB EthIEARIVS B - WEBREMNEES(LSA) O EMEHR X HIEHES
REFORTERH - MARREBREEZE BT ZERVERNMI - I MUEEHSHUNEERR - REE
BHSTESE—ERE - EXAABRIN IR T EAZEWV LSA BN EETRAR - EERH
RENBERREERS -

D ERIMARIREILABEREBHE LUK LSA - X OSPF ENREEEASRHENS - Bt
AR NIRCIEASRIESKEE RIP B 5 -

14.4.1 Ospf i8HERE (Ospf Routes Setting)

FEHEEIEES 0 DUEERAZE A - ¥“OSPF Routes status “ETEIE -
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Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERPS

Loopback

Discovery
DHCP
Multicast
= IP Configuration

2

b

Rip Routes Setting

b3

& VRRP Management

EREEEEYLRE "

[Pv4 Management and Routing
IPv6 Management and Routing [
Rip Routes Management

Ospf Routes Management

IP Configuration + Ospf Routes Management + Ospf Routes Setting

OS5PF Routes Info

Apply

Area Network Setting table
Showing entries

Showing 1 to 1 of 1 entries

Area Id | Network Ipv4 Address | Network Mask |

‘ [ 192.168.101.223 192.168.101.254 255.255.255.0

add || Delete |

OSPF Routes Info” BH - iz E "add"M"Delete"TEEETER

I Hhk
BHIZ 2 E B EOSPRFV2EE AR ERA,B C DEEARE - £ EIEIZEE
Area Id I Pl xxxxBEAFIEERE LR - 26— EEASEHTRE Y
BESEER
Network o \
FATNETIE 2 EIBEOSPRV2EE 7 ERIIPVA P 1E
IPv4 Address
Network Mask BNTIE 2 2B EOSPRV2EE A E RS RIE S
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Area Network Setting table

E’“' N ml‘Mdmss-: I Z===zzzz===z=zz=zz===zzz===z== I e m e m e mmmm e mmmm——s—m———oo I
uemuask | |
Apply H Close ]

> Aredld: EE5ZEEESEE OSPFv2 BBHEHEM A,B,C,D BiE4R5E -
>  Network IPv4 Address : E5EEES7ZE OSPFv2 BHEIHEN IPv4 IP il -
> Network Mask: E&5ZEEEFE OSPFv2 BB EMNISHIES

HZE"Apply "E 7 AHIEZE - B "Close"FFi E

14.5 VRRP ZI#(VRRP Management)

VRRP 17— EEHIEHEE - ARSTERESE  EXREARBELERASHREEHSE - FTRHSE
MRS - AERARERELBEEMRE T IREENREE - MRFEHRBEEHE - AELEAES
B EEHSER AT EEHES -

E SR E R E VRRPv2(Virtual Router Redundancy Protocol v2) @— @RI IHE - SRR ER
BT FAR T BEERTER SRS ARG M E ol B Aol S - 2R E BB R L E B IS H R8T
EREHRESHZEABRBELS—EAFANHSRET - ZHECFETOEIHBERECHE —TERE
B -

EEESBERNERKRBRERRSTRE  WERZOXIEHEESE P UM E - HBRREE
REBEARE EXRARGERAEE AL ERERREEGEEBBERRRIZRAIROEY -

H}

14.5.1 VRRP 7T H:&&E(VRRP Interfaces Setting)

FREEEELIERE "VRRP Interface Setting” BEE - W% E "add"f"Delete" A ETEIR -

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

IP Configuration + VRRP Management + VRRP Interfaces Setting
Status

Network VRRP Interface Setting table
Port
VLAN |
MAGC Address Table W |RouteriD | VirtualIP | State | Priority | Advertise | Preempt | Delay |
Spanning Tree ‘ ] 2 192.168.101.100 init 1 1 Enabled 0
ERPS
Loopback | add || Delete |
Discovery
DHCP
Multicast
IP Configuration
2 |Pv4 Management and Routing
22 |Pvé Management and Routing
& Rip Routes Management
Rip Routes Setting
= Ospf Routes Management
& VRRP Management
i i 3t
Router Id BN EH ISR I D4R K
Virtual IP FANEAE B IS AR eS R AU I P AN IPES R I
FARE B 2R AR RR

Stat ® Master: R E T IEHER

ate = oo

® Backup: ZRMBRAEHRERBER
® Init: ZXIREEIETERIE) VRRP HE DN 1T AR R BN Bl P&

Priority FBNEENRIEEEVRRPELAR(1-255)
Advertise AR 22 VRRPRY B S PR
Preempt BARR 22 VRRPIB LR TV B R ST R A 8%
Delay BARR =2 VRRPIE LR N IR 15 IE B IS E
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Add IPv4 VRRP Interface

Ilrl:erfal:‘e}i 1|."L;’-'1N - ““-““--““15

I |2

[ |1921531n11ﬂu |

.
e e —
— S ——
| .
= —
S ——

Interface: ## VLAN 7TH -
Router ID: ##Z17A9 VRRP BEEIZE R IEHZZRIT(L-5) -
— (AR ERZ O LI E 5 EEFRKEES -
> Virtual IP: & AEH KBS IP AL -
>  Priority : BIAZIF(1-254) KRB EESLR - HFHA - BIEAHS - FERES 100 -

> Advertise: IREBESHBH ZERBRVE - BRER 1
/R AR BESER -

\\M

B ER ISR A RAER

> Preempt: EfZEIBORARGED -
> Delay: @ AZEERRE(1-255) -

HE"Apply "1#FEHIEZE - 2 "Close " &
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15. Security
15.1 EirfEAERAMRER(RADIUS)

BB 2R O] DU T = I fE B & 83 A B2 38 AR 75 (RADIUS,Remote Authentication Dial In User Service)fd
k2R - REMBARERHEET R 802.1X FHEM MAC HWAREARIZES - ILRIRERILUFTE RADIUS &
Fl - £ RADIUS ARz kM EFT N L e M - RIEURERES WS -

EREEE S0 DE RADIUS ARz ERRRAIIRS - 7 RADIUS BEEE RADIUS fEIRZEAK
HE2H -

Security + RADIUS
Status

Port i’""""""'""‘.:’""""""""""""'"""""'""""“'"“““““'"““""""""'"""“““'"“““““:
VLAN E
MAC Address Table
Spanning Tree
ERPS

Loopback

Discovery
DHCP

&« &« 4« |« « -« « -« &« &« « &«

¢ Mufticast RADIUS Table
IP Configuration

Showing entries Showing 1 to 1 of 1 entries Q I:

l
TACACS+ —

o AAA [] 192168299 1812 1 3 3 Al

= Management Access [ Add H Edit ” Delete ] First | | Previous | |

2 Authentication Manager

> Use Default Parameters :
® Retry: REFAREARE  WAERSBEME 2R - 0@ RADIUS EIARES B ERVEZEFK
R - FARER3 -
® Timeout: RERRBIE  WMARBRREEASTHNRE N —EEREZA - 5
RADIUS fEfizz BRI E - FRERERS 3 -
® Key String: FEFEM RADIUS BigF & - B iRF B RNz RADIUS fEhkzs 2
%38 MD5 EITLZ B - ZZBi|n/AE RADIUS Afikss LR ENZE B — - IRLENE
ME@wFE (REEMEE ) SLUBARNMEZANRRFS -

BB Apply EE LB ELE -
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L

fit

Server Address

RADIUSfa AR ==zl

Server Port

RADIUSa Ak &3 2 #2318

Priority

RADIUSfEl Az g3 18 o R (B VB e R Al S) - RADIUS E 7E i E 7l £

BEARSEILHRAINGEMREFIETE -
B8 S EITERERER

MRERHY - ©REHERE N —

Retry

RADIUSfElfRzs &£ 1E - MREEARRFKN - CRHEEER - BFE

A REUEBBRRLE

Timeout

RADIUSE k2= 8IS 1E - EETIHBEI T —

fal iR =% O] B ROFDEY

fE =R ARE: Z Al

FRADIUS

Usage

RADIUSfEl Az &= 1E AR AL
* Login: HRE##5:E
e 802.1x: AHMR802.1xE 11§ E
o All: ARPTEHEE

Add RADIUS Server

i AddmssType: -
Server Address |
SenrerPort
Pnuntr' i i

Kwsmngi

] I e S T

Tlmenuti

_—

Usaue:

e

| IPv4
IF"u'Ei

- Hostname :

|192 168.2.99 |
| |1 | '

] UseDefaut

Use Default

) 802.1X

': Use Default

(. Lugin

@ Al |

Apply ] [ Close
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> Address Type: TJ#1E |Pv4/IPv6 SR HEH - £ "Add" HFEED - FHERZERERARSRN
TOHEEREY -
® Hostname: FRAMABZEFRERSNIL -
® IPv4: £ IPv4 fEREMREINIL -
® IPv6: f£F IPv6 fEREMRERMIL -

> Server Address : B# A RADIUS EARE:MY IP (IS FHZTE - £ "Add” HFEED  FHES
ZIRBAITU R I A GRS AL - £ "Edit” $FEED - BB REGRS A -

> Server Port: %7 RADIUS EiRZRHVERR -

>  Priority : FREEES 0D AGRSWESLRR - BERRER R EM BB EARE LR
ERESDNIER - KiRRFEXLEBERAIESNEARRFT - 0 RESEER - 2E RADIUS
Bk =R B AR A (EH/NESERS) RADIUS R EREEE RSB ERAINERERERIL-
MREY - EREAEEI N —EESEBLENERES -

> Key String : EAESEEE0]LUERE User Defined WBIANZ B RBFEH N - ARBERIA
#241 RADIUS fEl iR zs 2 ERENET B M EREBEMMNE - 2N /AB RADIUS Bk L ENE
AR - MRFEAEEEEERE Use Default CETEEE)RERAERZRRBTS -

> Retry: 212 User Defined DI ATER A3 EIE 2 AT - Ol[@ RADIUS AR S 33X AIE K RE -
5 #E1F Use Default DUERTERRE -

> Timeout: #1F User Defined MBI AR 2z E Bl B VIR E T — B @RS 281 - &
RADIUS fElARzs FEERIFVEY - 303EHE Use Default IR E -

> Usage: #1Z RADIUS EiRzR 5585 0E -
® Login:RADIUS iz IR R EEB I MR EREETS DS -
® 802.1X:RADIUS fEfR=8 A/ 802.1X shf#EHI P AIRE
® All:RADIUS ARz AREBEEERIMBENEREBETS MRS - WAR 802.1X FrfE#E

HPH S0 5EE -

B Apply "#FEEIZZE - B "Close" 5% E
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15.2 #RImsnEiEdl2REnEESl 248 MN(TACACS+)

EREEEE IR E TACACS + 2 5E# TACACS +AR=: - BAMPRIFT AR BIR U S D EREMIEE -
ICEMEBFFEREMIL - wELMER TACACS+EMRERRE - MIRIE TACACS+ERERRITERSH -
Security + TACACS+

¥ Status
| Use Defaull Pammeter
¥ Port —
|
¥ MAC Address Table Ke,, sm,.,g | |
& Spanning Tree — i
e Apply
¢ Loopback
o TACACS+ Tabl
+
¢ DHCP —
¥ Mufticast Showing entries Showing 1to 1 of 1 antries
¢ IP Configuration
‘ ] | Server Address | Server Port | Priority | Timeout |
RADIUS [] 1921682101 43 2 5

¢ AAA | add || Egt || Deete |

> Use Default Parameters :
® Timeout: B ARMzEEL TACACS+falfiRes 2 BRI EE ISR BB (UM KEN) - IR
BERE—ARSWMAE - BIRZBATEE - BRERS -
® Key String: BIAMBSANXEANTERBBFE - FHRERA TACACS+EMR= 8 -

BB Apply S FRE -

i Rivd ek
Server Address TACACS+1alfras fir it
Server Port TACACS+1alpfRzsiE %18
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TACACS + 1355 2218 4 48 Bl (B 40/ MBS0 4B B S) - TACACS + B 545
Priority ERnEERSEERARNERRRIIEE - IBLY  CHER
BT — AT S E L EN RS

TACACS +faliR=RiBIG B - MNREEFRBAM - BRFT - BB
R EAA R

Timeout

Add TACACS+ Server

: -'j:j:- Hostname E
Address Type | .i @ IPvd

; -:j:j:- IF"u'Ei

o m

Server Address | |19216321D1 |
SemarPDrté |49 |
Priority | |2 |

Use Default

S alr s e

Use Default

g

Apply H Close ]

> Address Type : OJ¥E# IPv4/IPv6 sl =121 - £ "Add" HFEED - EREFEEEEMREN
ToiEEEEY
® Hostname: ERAEZEESEREML -
® IPv4: & IPv4 1ER[IARZRNILL -
® IPv6: fEF IPv6 1ER[EIAREIMILL -

> Server Address: 7£ "Add" #FEED - FRERFESRBATIERGE A GRSEML - 7 "Edit”
HEEED - BB R RER RIS -

> Server Port: %7 TACACS+fERERAVEREIR -

> Priority: FREEESLMAGRKFWELRS - BERIRERRFBEXHBEARBLIRE
FERESNNIER - RRBE XL EBLERFIRSNERERIK -0 HESELERA - 32 E TACACS+
AR EEAHRFI(ERVELENS) - TACACS+EREBEHEEARSEBILRRNARBRER
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I - IRKY - BREMEEE N —EESETLENEGRS -

> KeyString: EREEEEIJNUEZECEAZERNWANENPXRR/F S - ARERIRRA
TACACS +E feez 2 BRVBANETT SR MMNE - LR IRN AR TACACS+EAMREE LRREN R IR
MR - WREREEIEEERE Use Default(EPERIEZEE) B FEHERBIRTS -

» Timeout: :E TACACS+f@ikz3BE - IREZAMRIAM - BREBEH - BEIBREBE
= .

HZE"Apply "# 7 HIZE - B "Close"FFIi E -

15.3 AAA

15.3.1 7&iAE5IFR(Method List)

FHEEEELRE AAA L2 H BB 4 B7EA%F  BEF ALK 6 AR PEEZE—1E .
Hp81& Empty / None /Local/ Enable/ RADIUS/TACACS + -

ICBE o AEIE - AREESMIFRE 858 5RRE( "default” FIRFEMER) - HSRULTTH
IR EBINRPHFZH ST REAZETENRE - MRF—1EHERW - BREAERATN—E
BEREREBEREEE - B0 RADIUS 1 TACACS+57% - KRR EREEIARER LR - ¥4 Local
FE - REERMEAME R EPHARZERE -
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Security + AAA + Method List
Status

MNetwork Method List Table
Port

VLAN Showing entries Showing 1 to 1 of 1 entries

MAC Address Table S N [
] | Name | Sequence |

Spanning Tree
P g ‘[‘, default (1) Local
ERFPS

v Looppack [ I e

Discovery
DHCP

Multicast

IP Configuration
Security

RADIUS
TACACS+

Login Authentication

1R fit
Name TixbaradREHE ZRWEEHEMIRAIIRZEAREEE

B ERERRE 77 ARV B ST AR A
* None: EJiET &R BERE
* Local: ERZXIIRFERIEETTSNERE
e TACACS+: EHEETACACS +fElfRz3 1T B 1 05&
* RADIUS : EA=EERADIUSERERETTS D&
* Enable: SERMMAZEEETSMHRE

Sequence
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Edit Method List

default

Empy |
Mone H
Local

Enahle

RADIUS !
TACACS+ i

Empty

Mone

Local

Enable

RADIUS !
TACACS+ :

RADIUS ;
TACACS+ ;

Enable
RADIUS :
Il () TACACS+ :

[ Apply H Close ]

Name: B85 REH - 22WREEMIRBIRZHEAEERE -
Method 1/2/3/4 : BEEE 8RB AN EB AR -

® None: {HfAEh ML BRE -

Local : FERAMIRFEREETSMRE -

TACACS+ fE 2% TACACS+AfR=zzETT B R -

RADIUS : &% RADIUS ER=RETENE

Enable: ERZAMEYRBHEITHMERE -

BB Apply "FE NS E . 8" Close"BLE -

15.3.2 E #3358 (Login Authentication)

SEHEEHEERE"AAADMethod List" 21 F 22 HAR ERHESESJUERF EFEPEE
AENZEEFA -
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Security + AAA —+ Login Authentication
Status

Network
Port

Console | | defaultv [1]Local

[1] Local

¥
L]
%
¥ VLAN |
- | | Tehet t 2) RADIUS
% MAC Address Table : .i E E3;TﬂCﬂCS+
L SpannirlgTree E“::::::::;:s:::# -defaultv [1]LUCE|| e
% ERPS e
¢ Loopback T
# Discovery | [1]Loca|
I | HTTPS | -est (2) RADIUS
¥ DHCP ! 5; [3]TACﬂCS+
% Multicast
¥ |IP Configuration Apply
RADIUS
TACACS+
& AAA
Method List
Az Fi 3t
Console EEEH e EFREIIFRMAEAS
Telnet HEETelnetl & xR IIFRMA S
SSH IEESSHN B #E &5 F=RAS
HTTPS IEEHTTPSH B fRedse 5344

BB Apply BB TRE -

15.4 EMHiHRB(Management Access)

154.1 E3EiR#FF(Management Service)

EREEEE 0 DUEERA Telnet / SSH /HTTP / HTTPS / SNMP S A G ERN & #7 Ak 75 - WA E
iR PRI A G SRR | REBRE -
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Security + Management Access + Management Service

Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERPS
Loopback
Discovery
DHCP

Multicast

IP Configuration

® | & &« | & %« € & & | & & | & «

RADIUS
TACACS+
AAA

Method List

Login Authentication
Management Access

e

Management ACL
Management ACE
: Authentication Manager
Paort Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCF Snooping
IP Source Guard
ACL
QoS
Diagnostics

L]

@ @ B G

Management

Telnet:
SSH :

HTTP:
HTTPS:
SNMP:

Session Timeout : %

=8

%38 SNMP

Console : 2 EZEH

==

ax A&
SSH =2

8 HTTP &

Ea—

A% AE

Telnet : Telnet &
SSH :
HTTP:

HTTPS :

Eat—

ax AE

@ wWww.cerio.com.tw

EEAESEERETENE
EEEEZ ERENHBERNR:R

PAN o
— =]

2 m 8RS 0~65535 7

HTTPS &

Mnn agement Senﬂce

Console i

" Telnet|

SSH |

HTTPS i

Password Retry Cnunt

Console | | i
""LLLILQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQLQQQQQQQQQQQQQQLLQQQQQQLQQI

| :
Console g |

——--==============:::::::::::::::::::::::::::====:===============================1
=zzzzzzzzzzzzzzzzzzsszzssszssssssssssssssssIzsssTsIsssssssssssIssszszszzzzszozd
| :

" Telnet|

SSH i

" Telnet|

SSH |

Apply

Management Service : ERRFHBAVEIEANAE -
%18 telnet BR#5EHR CLI -

238 SSH BR#sanf CLI -

HTTP AR#55nf WEBUI -

38 HTTPS Ar#%sn WEBUI -

RIEE BRI

A tB B R - 0 D EERRAKAERE -
Tt AR ERER - ERESE BB -
AmtBHF 0~65535 78 -

TEE

BixE

= E=2dh
Hm=

ZhEEHF 0~65535
78E o
shBHF 0~65535 iE -

amiBfs 0~65535 & -

R, +(886) 2-8911-6160

service@cerio.com.tw



USER MANUAL

> Password Retry Count: EFXREZE CLI ZFHATHEREY - WABRRGBBIREE - CL
HIEFREERRE  UIRSHRERREEIREE  EREESHKEL  CHEEEERZEEN
FIREHRER -
® Console: REZEFSEHEHRE 0~120 R -
® Telnet: :E Telnet BB EFHRE 0~120 K -
® SSH: 57T SSH ZiFEHRE 0~120 K -

> Silent Time : IBEFACS "Password Retry Count"IhgE - MRS HRIERREFNERTE - BITER
ENHRHEASEIENTRERERD BAREREER BAERBHEEBRBEIREE
CLI S FF AR B R4S -
® Console: FREZEHISFFFR™E 0~65535 & -
® Telnet: &7 Telnet FFEAAFE 0~65535 & -

® SSH: 57 SSH 5#E ISR 0~65535 & -

15.4.2 EEFHEEHEIZR(Management ACL)

FREEEE T DIAIZRIZEEIZR (Access Control List -+ ACL)WZz8 E R BRI RN A2 -
MREAEEESHRTE "Active" - BIEFER"Management ACE"#Z 8l - ACL O] I8 E WPLEE 118 7
TR BRI EIE N E AL RS -
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Security + Management Access + Management ACL

MAC Address Table Apply

Spanning Tree

ERPS Management ACL Table
Loopback
Discovery Showing entries Showing 0 to 0 of 0 entries
8 ‘ W | ACL Name | State | Rule |
Iz 0 results found.
IP Configuration
[ Active l [ Deactive ] [ Delete l
RADIUS
TACACS+
& AAA
Method List

Login Authentication
& Management Access
Management Service

Management ACE

> ACL Name: # A MAC ACL &7 -

BB Apply " (BB ELE -

1R (I g

ACL Name FNEIEACLEHE

State BARESEACLESRA

Rule BERACLRVEIREACESR A 4R 5%

& E"Active” - "Deactive"#]"Delete"#/ I Z&7TEE -

15.4.3 EEFHEESIFE (Management ACE)

IEEIE ACE EEAHRAIE ACL RERERR - EHEEESLUEECEIZR ACL RERKRER
EHA - NRRE ACE RBEEFA Telnet E—RAI - #RE - ZRAFEAR ACLRERE -

FHEEEELUEA "management ACL" EEWFAEE "Active” REVHMRAI - RIAREAIE - IE
BEEER AR REFEA Telnet BEETEIE - 82T "add” - “Edit” A "Delete” IJAE

TR -

I

fi
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Arpiify your Wire

Security + Management Access + Management ACE
Status

L L  Management ACE Table
Port

=== ACL Name

MAC Address Table Showing entries Showing 0 to 0 of 0 entries
Spanning Tree

ERPS

‘ W | Priority | Action | Service | Port | Address / Mask

Loopback 0 results found.

Discovery First
DHCP

Multicast

IP Configuration

RADIUS
TACACS+
2 AAA
& Management Access
Management Service
Management ACL

» ACLName: ZEEZEZZHE ACE B ACL 27 -

R 1L fpu

Priority FERACEBFTAREE R
Action FRACE#ZE
Service B RACERR 7

Port BRACEERIRSIF

Address / Mask ZANACERIZRIPAIHE AR =
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USER MANUAL

Add Managemet ACE

A

_ Hitp
il () Hitps
Snmp
S5H

ON

-;f:- Telnet
) Permit

) e SIS
Y, (] o
EEEE S ESS ITEEe

@ Deny E

Available Port Selected Port

TET TE2
TE4 TE3
TES

TE6

TE7

TES

LAGT

| |LaGZ -

Port

IP Version | @ IPv4 ’
i (O IPvE

Pva [ioziee2r  |ipsossemes |

-
|
|
|

-—
|
|
|
|

IPV6 |

! (1-128) |

[ Apply H Close ]

ACL Name : BERZHTIE ACE 9 ACL ZH -
Priority : sEUREELLAKR - F5E ACE WEBERA - IEFRSH ACE BEEIE(L 2
RAl) - EEAR "Add” HEEE -

> Service: BEERRIVRIEEL -

All: FREARTS -

HTTP: £ HTTP AR#% -

HTTPs: & HTTPS AR#% -

SNMP : {& SNMP BR#% -

SSH : 12 SSH RR#% -

Telnet : & Telnet AR7% -

> Action: #1E ACE ILECH BIERIRIE -

pall
il
i)
cff
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Lmnpdify your

® Permit: BIKE ACE RENHE
® Deny: EERKS ACE BEHHE
> Port: EEZEZVIEHERR -
> IP Version: ZE#EZR IP Arit$EE -
e All: FiB& IP iIHtt9 oI55 -
® |Pv4: {57 IPv4 Uit oIEAR -
® IPv6: 157E IPv4 i A]EHR -
> IPv4: B AZULECRIZOR IPvA IHENES -
> IPv6: B AZULECAIZRR IPv6 HENIES -

HE " Apply "l#FEHIZE - B "Close" % E -

'_

15.5 B{»REEE2E(Authentication Manager)

15.5.1 Bt (Property)

IEEEFEREEEERESNREZIREN — LEFEEIANRE -

Security + Authentication Manager + Property
Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERFS

Loopback

Authentication Type ||

Guest VLAN

_ MAC-Based User ID Format |  JX00CCO0000000
Discovery H -
DHCP
Mulbcast [ aonty |
IP Configuration
Port Mode Table
RADIUS
TACACS+
7 AAA
\ Authentication Type :
2 Management Access Port Order | Method | GuestVLAN | VLAN Assign Mode
4 Authentication Manager ‘ 802.1x |""AC‘B"S"‘l WEB-Based
Port Setting || 2 TE2 Disabled Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
MAC-Based Local Account 0 3 TE3 Disabled Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
'WEE-Based Local Account
SrEETiE ] 4 TE4 Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
Port Security
Protected Port a 6 TE6 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
f,“’s"“ Euni 0 7 TE7 Disabled Disabled Disabled  Multiple Authentication 8021x RADIUS  Disabled Static
= Do
_ . O 8 TES Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
s Dynamic ARP Inspection
g DHCP Snooping [ Edit
2 IP Source Guard

>  Authentication Type : BEREZEEDRA/FRUNBMHREEE
® 802.1x: f£H IEEE 802.1x #EITH M EEE -
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® MAC-Based: £ MAC fiIitETHERE -
® \WEB-Based: RARRDEME - HIEAEZETRE -

> Guest VLAN : BREEEEDRA/FAFE VLAN - IREAZE VLAN - AIFEZEE—EO

FI#9 VLAN ID fE®E5%E VID -
> MAC-Based User ID Format : EZE N mac WS 7 EE RADIUS FHE &TE/245 ID 15

-
XXXXXXXXXXXX
XXXXXXXXXXXX
XX XX XX XX XX XX
XX 2 XX T XX D XX XX D XX
XX-XX-XX-XX-XX-XX
XX-XX-XX-XX-XX-XX
XX XX XX XX XX XX
XX XX XX XX XX XX
XXXX o XXXX - XXXX
XXXX & XXXX & XXXX
XXXX-XXXX-XXXX
XXXX - XXXX-XXXX
XXXXXXXX XXXX
XXXX.XXXX.XXXX
XXXXXX - XXXXXX
XXXXXX - XXXXXX
XXXXXX-XXXXX

XXXXXX=XXXXXX

BB Apply R EELT -
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Port Mode Table

Port |

Authentication Type

Order | Method | Guest VLAN | VLAN Assign Mode
| 802.1x | MAC-Based | WEB-Based
O 2 TE2 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
] 3 TE3 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
O 4 TE4 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
[ G TE6 Disahled Disabled Disabled Multiple Authentication 802.1x RADIUS Dizabled Static
[] 7 TE7 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
O & TES Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
4t 54
H {2 it
7 Y]
Port FIR AT

Authentication Type
(802.1X)

802.1XFB B AR EE
e Enabled: 802.1X2 R
e Disabled: 802.1X22H

Authentication Type
(MAC-Based)

ERMACB 1hEaa FARIARRE
e Enabled: EIRNMACE M EFECEUH
e Disabled: ERXMACE M as 222

Authentication Type
(WEB-Based)

BERBEES MR BRINE
* Enabled : EREES M EREERA
* Disabled : ERNHEESHERECEH

Host Mode

FaaE F R

* Multiple Authentication: @& T BEXFlnEE
ZEBRRASNEEER

e Multiple Hosts : £ EREEN N RE—EEFPIHEZRETS
fahesg - it A PIn S B S HENEEER - EIbE FEE
Y FAWeb s

. Single Host: £EBEIN T - Raff—aXHETRE - B

ZESMREAENHEE  EATHIERERL
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EUTRERRIRFAS - FESDRERNEEEE —TBEE
R BERIFAEREY A BRrE R R - BRd SRR N —EHE
* 802.1x

* MAC-Based
* WEB-Based
Order e 802.1x MAC-Based
e 802.1x WEB-Based
e MAC-Based 802.1x
* WEB-Based 802.1x
* 802.1x MAC-Based WEB-Based
e 802.1x WEB-Based MAC-Based
ZEUTRBRAEFAS - BEMLEREARERMACHS R R
Method A MERWEBHN S 1788 - 802.1xEXZ#ERADIUSTH A
* Local: EADUTH A E K} EEITRE
* Radius: FAEIKRADIUSEAREEETTS MRS
EHIRIEVLANRIFEARES
Guest VLAN * Enabled: EEIEMEEVLANE A

 Disabled : EFERFHEVLANEEFH

VLAN Assign Mode

SEMMVLANDECED, - EERRASRADIUSHE A
 Disable: RBESVLANEEAER - (REEZH/REBVLAN
* Reject: MRESVLANE®ENZ - RIEZEER - BORRLE
VLANZAER - AEEZER - EENARRENEX
* Static: MIRAVSVLANEEMR  RIEEER - WRLBVLAN
BRENE - RIREBERREBAIVLAN
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Edit Port Mode

_802 1x "-""""-""-““_“““““““““““""-"""""""““““““1:
1 MRC Elased i
'‘'m WEE Based -""-""-“““““““““““““—""-"""""""““““““1:

w-:___MultlpleAuthentlcatlﬂn
| () Multiple Hosts :
Single Host i

" Available Type Select Type
| [MAC Based

' Available Method Select Method

| [Local RADIUS
Method |

i VLAN Assign Mode | () Reject :
' | @ Static i

| appy || Close |
Port: BEREIZRVIERIBAR -
Authentication Type : BHEEEARRF/ZARERE -
® 802.1x: f£FF IEEE 802.1x ETB D ER:E -
® MAC-Based: £ MAC fiIitETS05EE -
® \WEB-Based: RRBEME - HIEHEETRE -
> Host Mode : EZfHEFHIEL -
® Multiple Authentication: £ EEEN T - BEEFHEIFEEFEBESHRES
A
® Multiple Hosts: fEiEREEI N RE—REAEFInHEZETE MRS - HtAFPHEE
SHEEREER - EURET N EARMA Web Bg&E -
® Single Host: TEEREEN T Rt —aXHETRE BHEIESHREBENAEE -
BATHERERS] -
> Order: XBELTIIXFRVIEFAHS - @B MHRERRKERE—EHI - MERERRER
RS ERRE SRR - SRR B IR R T — (B4R -
® 802.1x
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MAC-Based
WEB-Based
802.1x MAC-Based
802.1x WEB-Based
MAC-Based 802.1x
WEB-Based 802.1x
802.1x MAC-Based WEB-Based
® 802.1x WEB-Based MAC-Based
> Method: XEEUTNREALEIERAS - LML EBARER MAC B REMER WEB
KSR - 802.1x 13718 RADIUS 5% -
® Local: A DUT AN E R BT R
® Radius: #AEIR RADIUS EREFETEMRE -
> Guest VLAN : BhEEEEREA/ZAGHE VLAN -
» VLAN Assign Mode : XL VLAN 2 BT - EE2RKIR% RADIUS IBEH -
® Disable: &I VLAN #£#E&ER - REBEWHIRYEE VLAN -
® Reject: MIRHUS VLAN =S - AIEEER - BURLHE VLAN ZH#H 2 - A1k
B RERSRIEEN TR -
® Static: MRHES VLAN F#EE - BIEHEER - REHE VLAN BEEAR R - BIRE
4889 VLAN -

HZE"Apply "# 7 HIZE - B "Close" i E

15.5.2 EHEHRERE (Port Setting)

EHZEEESUNUHREEERERERCE  WEANHEHEEEEHTNEEERERRRE -
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Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERFPS
Loopback
Discovery
DHCP

Multicast

IP Configuration
Security

RADIUS

TACACS+

AAA

Management Access

Authentication Manager
Property

o oB a

Port Setting Table

Entry | Port | Port Control

Reauthentication

C:’IIO

Lpiify your W

Security -+ Authentication Manager -+ Port Setting

Port Setting Table

| Common Timer |
Max Hosts

Port | Port Control | Reauthentication

| Reauthentication | Inactive | Quiet | TX Period
(] 2 TE2 Disabled Disabled 256 3600 60 60 30
] 3 TE3 Disabled Disabled 256 3600 60 60 30
(] 4 TE4 Disabled Disabled 256 3600 60 60 30
(] 6 TE6 Disabled Disabled 256 3600 60 60 30
V|
(] 8 TES Disabled Disabled 256 3600 60 60 30

Edit

Common Timer | 202.1x Parameters | Web-Based Parameters

Max Hosts |

| Reauthentication | Inactive | Quiet | TX Period | Supplicant Timeout | Server Timeout | Max Request | Max Login
O 2 TE2 Disabled Disabled 256 3600 60 60 30 30 30 2 3
[] 3 TE3 Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 4 TE4 Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 6 TE6 Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 8 TE8 Disabled Disabled 256 3600 60 60 30 30 30 2 3
i Fi 3t
Port FIRHTE
S ELUN SRR E e I R EY
 Disable: FHREINEEN B PA R P InEbo] LIEh AN
* Force Authorized : E#E:8 & HI% %W B FrA R B inEl ol 55 7
Port Control HE I
* Force Unauthorized : E#HE @SR IREN B B B P in ABEsh
Fﬁmﬂf‘tﬂ
e Auto: FRRBEMEEBENEZE - FAPInZ BcahBARE
o EHRER
Reauthentication

* Enabled : EMEREHRER - ERFEEME

A 7%
T‘I AR A
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* Disabled: Efffaa iR BE - THAFTEEMETRE

Max Hosts ESERBERT  THANTEBERAEHREY

» Reauthentication : Ef0:&ARIBE - G KERIWIEARES -
REBRBARRBRE

* Inactive: MNRZARBLBERHFNFHOEIE - RISERERMANET
RIERig 1800 - SFRERMANBRE - EHIWRE/KRERE - 1HEN
AR MER - EZEHERNT - HEIRFERETR - MASTAE
%8 FRFTATE

* Quiet: SBEERIRRERMEBENR LockediRERRT - FHEF 4K 5
EEFME - BHRBEE A EIHBRETENRE

* TX Period : HEEEMNIEIEF KA S A KE (B P In)E] FE o] ZE 1=
B RE B E (EAP)E K/ B BT &L

* Supplicant Timeout : [EIFEKE EH/EEXEAPHEKBIA BRI E

» Server Timeout : XRS5 R0 58 6 R8s E 5/ KAIAEH
ML

e Max Request : A TIDUBEZERERAEAPHEKE - IR RRZEHRTE
BIBS B (supplicant timeout) &2 B #E W RIEIFE - BIEME S 1705
Bk e

Common Timer

802.1X Params

Web-Based Param #nFFEMAEERAMPIRE - EHAMREGEBRRE - TRF/EAFHENRE -
(Max Login) ERBASMBE T BEETE M ERE
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Edit Port Setting

_______________________________________________________________________________________________

TE1-TEZ

______________________________________________________________________________________
______________________________________________________________________________________

) Disabled

{ () Force Authorized

i (O Force Unauthorized
i @ Auto

[ Apply H Close ]

> Port: BEREZRERIBART -
Port Control : XL TR EEIREHIEE -
® Disable: FARZEINEEWL BB B FIHE O LIEER AR -
® Force Authorized : EHIRRE|IR T B A F P in &S ol a0 B AR -
® Force Unauthorized : EEIRRFIRIZHE B AR PIn AScah AR -
® Auto: FERBENRBARENEE - APIKA BN -
> Reauthentication : FREEEERMA/IFREMDEME -
» MaxHosts: EZERBHEAT - FHAHAEBBEATHE -

» Common Timer:

Y

® Reauthentication: EXREHIRER - ERR/MERWRIRE  FEBRBBRE

® Inactive: MRLARBZRBRIBREHNITE - AIFFRERMARETR[[FEZEM - Ik
REMMAVEBIE - ERBERA/AREE  BEROIEBEBER - EZEHEXT - HE8R
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ETEREEH - AT AZERE LRFRAESE -
® Quiet: EEFHEBEZIRIWHERMEEN Locked IRRERT - TSI SHERFRAER - A
HB® NI ERBRETSMNERE -

» 802.1X Params:
® TXPeriod: SRBEEMRIEFB KA S KE (F Plim) Bl & o] i 6 5 1) 52 g Bl i E
(EAP)EK/ B 1A IERIFDEL -
® Supplicant Timeout : [EFEKZEEH 38X EAP AR BIMWE -
® Server Timeout: RiRzM0F 17058 Bk BT EIAF KAIABRE -
® Max Request: BATIDUEZENERA EAP 355K E - MR IRz 1R E RIS
(supplicant timeout)&2 A E W RO E - RIS S 7 MERERE -

® Maxlogin: BREEEENFEAEBERARBMRRNIBEEABZHERE -

HZ"Apply "#7ERHIZE - 2 "Close"BFZ E -

15.5.3 Ei) MAC g9&itig A (MAC-Based Local Account)

FEREESIEESEE R IIE/FiE/MRER MACHBHEEEARIES W& E" "add"  "Edit"
F"Delete"INEEEITEIR -

Security + Authentication Manager + MAC-Based Local Account
Status

Network MAC-Based Local Account Table
Port

VLAN Showing entries Showing 1 fo 1 of 1 entries Q I:
MAC Address Table e TR
Spanning Tree
ERPS

Timeout {Sec)
| Reauthentication | Inactive
[ BC:FO-49:0410:AC  Force Unauthorized 1 3600 60

‘ ] ‘ MAC Address ‘ Control VLAN |

Loopback
Discovery [ add || Edt || Deete |

First | | Previous

DHCP
Multicast
IP Configuration

# | ® & | &€ &€ | € &£ £ | € &« | € «

RADIUS
TACACS+
AAA
Management Access
Authentication Manager
Property
Port Setting

& 4

D
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kv g

EENEEMACHL - EEMACEAMERETDREES—E
MAC Address -

BEE

sl i
Control * Force Authorized : TS558 H =%

e Force Unauthorized : 3= #% 4 ss mll RIS 1

VLAN HEBENEESECAVLAN ID

e Reauthentication: BEfEEN F I ENEN RS HA

Timeout BR -
* |Inactive: AERENEIEEIFRER AR

Add MAC-Based Local Account

.........................................................................................................................

.........................................................................................................................
————————————————————————————————————————————————————————————————————————————————————————————————

' () Force Authorized
| @ Force Unauthorized

_________________________________________________________________________________________________________________________
.........................................................................................................................

................................................................................................

................................................................................................

...........................................................................................................................
...........................................................................................................................

_______________________________________________________________________________________________
________________________________________________________________________________________________

___________________________________________________________________________________________________________________________

> MACAddress: EEgENER MAC il - B8 MAC EAKERETREE—EBSE -
> Port Control : X#IELI TR ERIELEHIHEE -
® Force Authorized : E#EHRFIIRKE -
® Force Authorized : 5 #sRHIRIZHE -
> VLAN: BeEEEmNFE# 2R VLANID -
» Assigned Timer:
® Timeout (Reauthentication) : BEMRENEHIEEEFHEREHAR -
® Timeout (Inactive) : BERENEHIEEIFRERAER -

HZE"Apply "# 7 HIZE - B "Close"FFi E -
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15.5.4 E5 WEB B9tk 5 (WEB-Based Local Account)

FEREEIEESEE IR IIE/Fig/MRER WEB WEDEEARMIES W& E "add" - "Edit"
F"Delete"INEEETEIR -

Security + Authentication Manager + WEB-Based Local Account
Status

Network WEB-Based Local Account Table
Port

VLAN Showing entries Showing 1 to 1 of 1 entries
MAC Address Table
Spanning Tree
ERFS

| Timeout (Sec)
Username | VLAN
| Reauthentication | Inactive

[] test 1 3600 60

Loopback
Discovery | ad || Egt || Dewie |

DHCP
Multicast
IP Configuration

| &€ & | &€ & | & & & | &€ &« | & | &

RADIUS

TACACS+

2 AAA

2 Management Access

¢ Authentication Manager
Property
Port Setting
MAC-Based Local Account

LR g

Username BERPNERERHE

VLAN AERFBENEEAAVLAN ID
¢ Reauthentication: BB EHIEERNEFREHIRE
* |nactive: BB BN IS EIFRERUAERS

Timeout(Sec)
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Add WEB-Based Local Account

User[lefned
VLAN = e R e s

I | |

A55|g ned Tlmer

User[]efned

bﬁﬂlﬂ "'"""'l"""""'"'"'"'"'"'"'"""""""'""""""""‘;

> Username: E:EIREHEREZME -

> Password: BEEIRFRZEE -

>  Confirm Password : TR EE RS -

> VLAN: BEBENE#SECH VLANID

> Assigned Timer:
® Timeout (Reauthentication) : BEREN EHIEENE R BREHIR
® Timeout (Inactive) : BE5RFEN T HISTEIFRER BB

HE"Apply "# I HIEZE - B "Close" 5K E -

15.5.5 E&&(Sessions)

EREEEEIUIRESNRE RN AFMAEN Wt tRAEEBRHE "Clear” BIREEN

j:r—‘ﬂA;
=
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Arpiify your Wire

Security + Authentication Manager + Sessions
Status

Network Sessions Table

Port

VLAN Showing entries Showing 0 to 0 of 0 entries
MAC Address Table
Spanning Tree
ERPS

Loopback

| Operational Information |

B | Session ID | Port | MAC Address | Current Type | Status N Session | Inactived | Quiet

Time Time Time

0 results found.

Discovery
DHCP [

Fi
Clear ][ Refresh ]

Multicast
IP Configuration

RADIUS
TACACS+
AAA
Management Access
Authentication Manager
Property
Port Setting
MAC-Based Local Account
WEB-Based Local Account

& @ @

Sessions Table

Showing entries Showing 0 to 0 of 0 entries » I

| Operational Information | Authorized Information

W | Session|D | Port | MAC Address | Current Type | Status - Session | Inactived | Quiet - Reauthentication | Inactive
Time Time Time Period Timeout

0 results found.

First | | Previous | B8 | Next | | Last
Clear ][ Refresh

R i

Session ID HE=ZzERSession IDIE—

Port FHTEERIRETE

MAC Address FHEMACHIHE
HRERSiRE R
e 802.1x: fEFAIEEE 802.1XETTE M ERE
* MAC-Based: FERAMACETE M EEE
* WEB-Based : FRMAEETEMRE

Current Type
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BN TR AR
* Disable: & EHEFMER
* Running: S BREFEET
Status  Authorized : &5 S8 H ol s AR
* UnAuthorized : 5885 K88 B S50 A K
* Locked: FHIiE - BRIFBMAE RS BEETEMEE
* Guest: FHEERTMZEVLANE.
e VLAN: BERFHIETTVLAN ID

e Session Time: &R "Authorized” #REE - BIEERISHER

) 48 s S
Operationl * Inactived: &R “Authorized” R£&, BAREIHZRER

BRBREHE

e Quiet Time: &M "Locked” #REE BE/RET#HERIAR SR

* Locked: FH## i - HRIFMPERSBEETEMRE

e VLAN: BERERERIVEMHNVLANID

* Reauthentication Period : B/RIE#EREN4ALHAVETR
Authorized wit AR IR

* Inactive Timeouts : BE/RIEERZ VAR HAVFFERE RUARY

B

HE"Clear" 552 FH - 5t "Refresh" E#ZHEE [ -

15.6 EFIELF(Port Security)

ERBL2ERELZIBEWRIMAERE - URRIER LRI A REMN MAC 13 - FRERAERER
& ERARERTRERERBEIEALZEIR EMER V2R JBEE CPU RFBRSAITAEY

HERBRLZEEREENENTE - RAEARE MAC LR ERE 7 BEh B HEREEIE « %
BEHAFEAEZEABENEREERELEZRTE - &M H LRAEREZEZR - —B MAC ILEE
BB NITERE -
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Security + Port Security

C:’IIO

Lpiify your W

% Status
Rallctuorc State| F Enable
¥ Port :
v VLAN Rate Limit |
# MAC Address Table
% Spanning Tree Apply
# ERPS
e Port Security Table
% Discovery
% DHCP
% Multicast — - - — -
- | Port | State | Address Limit | Total | Configured | Violate Number | Violate Action Sticky
% |P Configuration
] 1 TE1 Enabled 20 o 0 0 Protect Enabled
O 2 TE2 Enabled 20 0 0 0 Protect Enabled
RADIUS
TACACS+ ] 3 TE2 Enabled 1 1 0 0 Protect Enabled
= AAA O 4 TE4 Enabled 1 0 0 0 Protect Enabled
@ Management Access ] 5 TE5 Enabled 1 0 0 0 Protect Enabled
& GEIEIED (e =) 6 TE6 Enabled 1 0 0 0 Protect Enabled
FREEL) ] 7 TE7 Enabled 1 0 1] 0 Protect Enabled
Port Setting ] nable rote nable
MAC-Based Local Account || & TE& Enabled 1 0 0 0 Protect Enabled
WEB-Based Local Account 3
Sessions |_ea |
. SBE 5 awd [T PaN NN
> State: BEEBBRLZETRIRBIAME -

® Disable: FREZELZZINEE -
® Enable: RIFERBLZZINAE -

> Rate Limit: &2EZERKRHIHZH 1-600 €

BB Apply "B FHE -

=

R [

Port BERIBLERERIBEHE
State BNERIREZ TRIRAE B

Addres Limie BRIB PO RENSEREFEZEMACAIUE

Total RNEIRIR LA ERIR L EMACIIILAB R

’X‘ service@cerio.com.tw
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Configured BUREEIR FRENMAEREZEMACILEE

BTANHEERARIEZEHEENENIEERME
* Protect(fR7&)
» Restrict(PRHl)
e Shutdown(EgEA)

Sticky BNEERZ T RASER

Violate Action

Edit Port Security

B Port TE1 TEB :

|
|
—_—
|
|

Address IJmlt | |1

Stale Enable !

: :i ":_,J Protect i
i Violate Action | () Restrict
i :. -; )| Shuldnwn

i Sllclq Enable

[ Apply H Close ]

Port: BEREZRERIRIART -
State: RIASIFRERERLE

> Address Limit: REEFERLERN @ KBRRBOULUBRENEZE MAC IR AREE - L2 IRER
# 1 @8 MAC fidlt - FERBETIENR S 1 8 256 2 BME[ME - 256 A _EROJ{R 5 B{EEZFIREAD
E—1{& MAC il -

> Violate Action: E2&%| mac filll - RN ERESEE - FEZRARIEHEEMT BN E
FUHRTE -
® Protect: ZEEAHEN MAC IUAIFE] -
® Restrict: ZE2EAFREY MAC It EWRHFEHHR -
® Shutdown: EEEAEM MAC (it E) - BEARERERENE - WikkSHHET -

B8 Apply B LHIEE B Close" BB
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15.7 {ReEEIEIE (Protected Port)

LB E R ERAEREREERIBNERTE - UBFLEFMEERSHE RN - REZRBR A RER
ZIREA - ROFERR - REEREARFAS —EIREEZREM -

MREAESESEDRA  RITEREFRAREEEE - REZFETHEAER VLAN 2R - BE
HAB—-EFEESVLAN)WN (O XBREEFRMER RS EA) 2 BIRHES 2 ElwkE - BB REERR
% REERRRWNHERERRAIFRELOERE - HAR VLAN BRERIRE -

Security + Protected Port

¥ Status
# Network Protected Port Table
B
L
MAC Address Table
¥ m |Entry | Port | state |
5 ing T
panning free [ ] 1 TE1 Protected
ERPS -
] 2 TE2 Protected
Loopback
. [ ] 3 TE3 Unprotected
Discovery =
DHCP ] 4 TE4 Unprotected
Multicast [ E TEh Unprotected
IP Configuration ] 6 TEG Unprotected
[] 7 TE7 Unprotected
RADIUS M 8 TES8 Unprotected
TACACS+ [] 9 LAG1 Unprotected
& AAA ] 10 LAGZ2 Unprotected
22 Management Access n 11 LAG3 Unprotected
¢ Authentication Manager [ 12 LAGE U ected
Property nprotecte
Port Setting (] 13 LAG5 Unprotected
MAC-Based Local Account R 14 LAG6 Unprotected
WEEB-Based Local Account ] 15 LAGT7 Unprotected
Sessmns. ] 16 LAGS Unprotected
Paort Security

Edit

e R b
Port EBIFIE R
FIZIBRESEIRE
State * Protected : EIZEARRE

* Unprotected : EHEIERIEIRE
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Arpiify your Wire

Edit Protected Port

eert| TetTe2
| State ! Protected

Apply H Close ]

Port: BERPTEREREIELR -

State : EEIB{RESIEMEE -

® Protected : RUFIREINEE -

® Unprotected (deselect) : 1FFR{REINEE

HZE"Apply "# 7 HIZE - B "Close"FFIiE -

15.8 [EFE#ZH(Storm Control)

& ERE/ AN ENARMEBNAENERSRERBZEEZNRGER - LLINEE o DIRHIZE A R IR 2R/
AMERIE W EFR AT ALLPRBIRVFTUELRE - HUWRIRVE L IRH ERVIES W E RN T HERAR -

Security + Storm Control

Status
R — | O Packet/Sec
ok Mode | 5 ybite / sec ;
mi @ Exclude
MAC Address Table B O include

ERPS Apply

Loopback
Discovery
DHCP
Multicast

Port Setting Table

¥
¥
¥
¥
¥
% Spanning Tree
¥
¥
¥
¥
¥
¥

IP Configuration

| Broadcast | Unknown Multicast | Unknown Unicast
W | Entry | Port State
EATIS | state | Rate(Kbps) | State | Rate(Kbps) | State | Rate (Kbps)
TACACS+ | 1 TE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
2 AAA
L SR ENET LA [] 3 TE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
“ Aﬁf;;:ﬁ:m" LS 0 4 TE4 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
Port Setting 0 5 TE5 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
MAC-Based Local Account O 6 TE6 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
WEB-Based Local Account m 7 TE7 Disabled Disabled 10000  Disabled 10000 Disabled 10000  Drop
TEETE O 8 TES Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
Port Security
Protected Port Edit

> Mode: BEZEEFTHRETL -
® Packets/sec: EZRX[EHIEIE/F -
® Kbits/sec: EEFEREXREFHET LT/ -
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> IFG: BER/RBREHH IFG(20 NIcA)RERETE -

® Excluded: STEAOREFRZEFRIRFBASEAENHM IFG(20 fuc#H) -
® Include: SFEAOEREHRFEIERIEHEM IFG(20 fI7cA) -

BB Apply EE LB LT -

i R g
Port FHPTTERERIE AT
State FRRRIFAE = R R ST HIThEE
BRERIENEZEES
Broadcast e State: BRI A FEHEEI BN ERET
* Rate(Kpps): BREREIIEINEERGIERE
BRANZIEHN BN ERIZEH
Unknown _ e
] e State: B RRIAIERAKRMNZIET B EZEG
Multicast

* Rate(Kpps) : BERAHMZ EHEHBERIRGEIEERR

Unknown Unicast

BAARHNE RSN ERZEH
e State: FA/RRUAELF AR E R GIR0E R IZH]
* Rate(Kpps) : BRAMEZFHEHRRRFERR

Action

* Drop: #HWRIRIBLIRFIERH EFNER - FEBBRERES
BRI ER

 Shutdown: ZEUWRIRVBLIRGERVE SFREMAEEE HEEBES
JE| R 122 ) 3R 2Ry 3 B8 4SS T A
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Edit Port Setting

Enable |

: Enable '
Broadcast ;,-===================::::::::::: 4

unk"m "“m ; ;::::::::::::::::::::::::::::=:=:=::::::::::::::::::::::::::::::::::::::::::::::::::::::.4:

Unknown Unicast :;===============::::::::::::::::==============================::::::::::::::::::::::::::::::4

. @ Drop
ACHONE o idown :

| Apply || cClose |
Port : BE/RPREEEEIRARSS °
State : EIERTEME
® Enable: FUFARESFZEHITNEE -
> Broadcast: MIRHERREMARRELES - AEREBEREST AERIRGIE -
® Enable: FIAEEHEINERZEFIINGE - BRZEHINERZEE - BNt : Kbps (FItE® -
FE[E 16 - 1000000)BURR ZIHE VR E °
> Unknown Multicast : IR RMZIEMARRES - BISRRMZERES AEERFIE -
® Enable: RUAARMZRETEINERIEFIINGE - BAREESINIZERE - BNt : Kbps (FhIcE
# - #EE 16 - L000000)BURMR EIHENEE -
> Unknown Unicast : S1R¥ARMEFRMARREZES - BISHERMEFBRES AIEERFIE -
® Enable: RIARMZBZECINRARIEFIINGE - EREESINIZERE - ENMJT : Kbps (FhItE
- #EE 16 - L000000)BURMR EIHENEE -
> Action: EERB/RANSEIARMNBRENESNERZEEENIRGE - FHAEEEEILUEER
=]
® Drop: EWEINBLHRFENHEFKER  HEBARREFIRRBHEESE -
® Shutdown : EILEIREB L IRFIMEN I EIR AR ERIE - T EBA R RIERIERRIFERIER
BARA -

BB Apply "FE S E . 8" Close"BLE -
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15.9 DoS

DoS WE(FHETRTS) 2 — M KE - WEBEHE BB TR ERY DU ERI PRI EMRIRT - &
HERERERACHAKSIEBEER HERBREE2BNERRRAERBZEAESHRFKNKE
By - BROZERBERPENFL  SREIERERERIADME -

15.9.1 Bt (Property)
LEFERERUAPRA DoS fREINEER SYN-FIN/SYN-RST R - B2 PRHIEZEH 60 & SYN HEl -
EEREREREERS 60 -

| Netmask

.....................

R, +(886) 2-8911-6160 service@cerio.com.tw
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> POD:
® Enable: RYAINGE - BHRIET 2 ping B Dos E -
> Land:
® Enable: RYATNRE - WWRZEHIR IP At Z 5 B2 IP it B Dos WE - miAEES
a -
> UDP Blat:
® Enable: RIAINEE - WIRZE| UDP ARERHIRZE R UDP B1REHIERK Dos WE - mEE
HE -
> TCPBlat:

® Enable: RIAINAE MMRZH TCP AREHEE N TCP B1FEEIEM Dos WE - MEEIE -
> DMAC =SMAC:
® Enable: FUAEINEE IRZEIBZE MAC It ZE 2R MAC A7 Dos IZ - R A FEH € -
»  Null Scan Attach :
® Enable: RUAINEE - =% NULL #F## Dos IWBMAEZETIE -
» X-Mas Scan Attack :
® Enable: BN WIRZEIFAISES 0- B FIN-URG # PSH I tEREER Dos WE -
MERHE -
> TCP SYN-FIN Attack:
® Enable: RUAINAE - WRZ2ZE SYN 7 FIN Ao ER) Dos WE - BEEIE -
> TCP SYN-RST Attack:
® Enable: RUAHINEE - WIRZZ2ZE SYN # RST futa2 EM Dos WE - mERIE -
» ICMP Fragment:
® Enable: FEUAINEE - =22 Dos WEMEE ICMP D EHE -
> TCP- SYN (SPORT<1024):
® Enable: RUAINAEE - 2| Dos WERMAEZE sport /\i% 1024 7 SYN €] -
» TCP Fragment (Offset = 1) :
® Enable: RUFTNEE - =2l Dos WERMEE offset 18 1 W TCP D ERITIEl -
» Ping Max Size:
® Enable: RYFINEE - 38E ICMPV4/v6 ping HEIFEA X/ Dos WE - BYEER 0 &
65535 first - FERR1EM 512 AT -
» IPv4 Ping Max Size :
® Enable: E{FITNEE - 2% Dos WEBME&RA ICMP ping HE8IA/N - WEBRREAFTIE KX
INROEE]
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» IPv6 Ping Max Size :
® Enable: BIAINEE - X% Dos WEMEERA ICMPV6 ping T EA/N  TEAEARRATE
RN ED -
» TCP Min Hdr Size:
® Enable: RYAINEE - 27| Dos WEMmE SR/ TCP RiE - WER/NR&/NFRBEA/NG TCP 3t
8- REFEEZ 0 £ 31 it - FBRKEE 20 it -
»  IPv6 Min Flagment :
® Enable: RUAINEE - 2% Dos WEME R/ IPv6 DA/ - WEE/NRE/NAK/NIHE -
BUEBES 0 & 65535 fiit - FEsfE4 1240 At -
>  Smurf Attack:
® Enable: RUAINEE B %R ZE] smurf INEH Dos WE - FHREERESHES 0 £ 323 i1yt -
BRERER 0 AT -

BB Apply "B FHE -

15.9.2 EEIRRTE (Port Setting)

EREEEE IR EREEEE -
Security + DoS + Port Setting

Port Setting Table

MAC Address Table

Spanning Tree —
p g
ERPS
2 TE2 Disabled
Loopback
. [ ] 3 TE3 Disabled
Discovery :
DHCP [l 4 TE4 Disabled
Multicast [] 5 TE5 Disabled
IP Configuration U 6 TE6  Disabled
(] 7 TE7 Disabled
RADIUS O 8 TES8 Disabled
TACACS+ (] 9 LAG1 Disabled
& AAA ] 10 LAG2 Disabled
2 Management Access ] 11 LAG3 Disabled
2 Authentication Manager [ 12 LAG4 Disabled
Port Security ! Isable
Protected Port ] 13 LAGS Disabled
Storm Control O 14 LAGG Disabled
@ DoS 0 15 LAG7 Disabled
Property O 16 LAGS Disabled
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1R B

Port IR AR

State Z8REnable/Disables/TE _FHIDosIRE

Edit Port Setting

1!: TE‘1 TEZ -----------------------------------------------------------------------------------------------1:
i . Enable E

Apply ] [ Close ]

> Port: BARNEENBEZIBRETE -
> State: EEXTHIAREE -
® Enable: EYA Dos fREINEE

HZE " Apply " #7ERHIEE - 2 "Close" i E -

15.10 #h8% ARP ##8l(Dynamic ARP Inspection)

BRI ANTIRE (ARP) 22— TCP/ IP #7:% - AR IP AIEERRA MAC fizdlt - fEFHEIRE ARP 128
HHEYE A ARP MR E -

[MI?

15.10.1 FEEt4(Property)

ZEE D EREREZHMNEE T EAVENR ARP 2RI E
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Security + Dynamic ARP Inspection » Property
¥ Stalus

e State | [ Enable
% Port 3 e ——
« VLAN Available VLAN Selected VLAN

' MACAddressTable VLAN 1

% Spanning Tree i
v ERPS VLAN |
% Loopback

¥ Discovery
% DHCP

% Multicast

¢ IP Configuration Apply

RADIUS Port Setting Table
TACACS+

@ AAA
22 Management Access
@ Authentication Manager W | Entry | Port | Trust | Source MAC Address | Destination MAC Address | IP Address | Rate Limit |
Port Security
Protected Port
Storm Control
2 DoS
¢ Dynamic ARF Inspection

2 TEZ Disabled Disabled Disabled Disabled Unlimited

4 TE4 Disabled Disabled Disabled Disabled Unlimited
5 TE5 Disabled Disabled Disabled Disabled Unlimited

mE] < J<) <

> State: EFAEEEEJLIRASEAEE ARP A - EPEERERRA/ZHEE ARP &5
TNBE

> VLAN: ZERFE VLAN £ - EHERSRBAN VLAN DECEFRE ARP RI5I5K - 2618
RUA Y ARP #AIRAREENEE - KRB/ ATIRE - £ L AIEPEE VLAN - KREBEZAA
DARUFRENRE ARP #2081 ; SR AIEDERE VLAN - REBZZEZAILUF HEIA ARP 1208 -

o

B8 Apply B FE

LR it

[

Port ERIRID

Trust B B/ZRTEHNEEEN
Source MAC
Address

B/ 2 AT EHGRmachiz it B EE Bt

Destination MAC

ZARNEN /2 AT E B Bmacfi it BRRE B4
Address

IP Address BRI/ ZRNTEMNIPAINEE B - 05:7~0.0.0.01Pfzilt

Rate Limit BT ENERIREE
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Edit Port Setting

_____

port| tettes

| appy || close |

> Port: BE/RPTEREFIRART -

»  Trust: MREA - RBIFZEEERS LAG 2ul5ENHE - WHASHEXIZ M ENMEZTEE
10 ARP 553K BI1E #1T ARP #2fl - MNSREUVERIA - BlRZERESl LAG A2 EEN E -
0 B 88 X BN E S RZ N E 3209 ARP 3BE°KSLEIEH1T ARP #08 - FERR B R

» Source MAC Address : ZEHUEIF LB ARP 35 KA Z P RIRIRE MAC it - EHEEEL
R EAMTENRIE MAC il igsE - REARIE MAC fiIitigsE - i$1aEFTA ARP HE
RI383x 7 mac BEHE L KRB FRIEFRIAIR mac HE - TR AR -

> Destination MAC Address : ZHRIALIERFE ARP [217Z - EPEEEDRASEFERATENE
B9 MAC fiIrcitERss - MREA B8 MAC Aol iReE - i EFTA ARP B ERE mac 2
HE L KPEREPHEN mac BE - FERBER -

> IP Address: EDPEEELRIASVERTERN IP AIitEE:E - BUAE®EFTA ARP S 88 IP fi
HZE &% 0.0.0.0 ~ 255.255.255.255 S 2B -
® Allow all-zeros IP: #15R IP fizdlt 525 2/A - EFAIEF 0.0.0.0 89 IP fizdlk -

» Rate Limit: MATEDFFHNERARRE - #ES 1 £ S0pps - EREH® O(FERH) -

BB Apply "(E T A0EE . 8 Close"BEEE

15.10.2 #R&EHEHE (Statistics)

MEtEEEER ARP BRI AR 5T 8% -
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Arpiify your Wire

Security + Dynamic ARP Inspection + Statistics
Stalus

¥
¥ Network Statistics Table
¥ Port
¥ VLAN
alACAddess Dl Entry | Port | Forwarg | S°UC® MAC | Destination MAC Source IP Destination IP IPMAC
n 'Ol orwari
SN » Failure Failure Validation Failure | Validation Failure | Mismatch Failure
CHE) 0 1 TE1 0 0 0 0 0 0
PRLELETS -
0 2 TE2 0 0 0 0 0 0
# Discovery
0 3 TE3 0 0 0 0 0 9
s DHCP
0 4 TE4 0 0 0 0 0 0
# Multicast
m| 5 TES 0 0 0 0 0 0
% |P Configuration Ll
0 6 TE6 0 0 0 0 0 0
RADIUS 0 7 TET 0 0 0 0 0 0
TACACS+ O s TES 0 0 0 0 0 0
£ AAA ] 9 LAGT 0 0 0 0 0 0
< Management Access O 10 LAG2 0 0 0 0 0 0
< Authentication Manager . 1 LAG3 0 0 0 0 0 0
Port Security -
EN—— 0 12 LAG4 0 0 0 0 0 0
Storm Control ] 13 LAGS 0 0 0 0 0 0
© DoS 0 14 LAG6 0 0 0 0 0 0
¢ Dynamic ARP Inspection m 15 LAGT 0 0 0 0 0 0
Property _
[ 16 LAGS 0 0 0 0 0 0
+d 54>
Az F 3t
SEs sz Ok AL
Port EEFIRRTI TE
[ = I m— L4 £3 =+- =
Forward BREREENTEHE
Source MAC . s s -
_ BRRBEMACRREEZZNTEEHE
Failure

Destination MAC _ e _
. BRENMACRERZZENTEHE
Failure

Source IP Address

Validation Failures

BRRIPERE ZEZRH B HE

Destination IP

Address BERENIPREZZENIEIEHE
Validation Failures

IP-MAC Mismatch

Failures

BRIP-MACEIPRFREMERA LR MEZNITEHE
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15.11 DHCP E55E(DHCP Snooping)

EREEHEEJLUER DHCP EISRiIBE E R HETRF N E SN B ZRARERENERER DHCP
AR 2R - ABOPEE LHEM DHCP BRHRHEMNNREERMERN - MARHKE
fih a2 a8 iE I8 FURIRY DHCP HEIEAZAIZITETIRE - RKEAREERENHERBHERE -

15.11.1 Et(Property)

ZEHDHERERE DHCP B2 EMEE T ENRE -

Security + DHCP Snooping + Property

Status

Network

Port

VLAN . j

‘v MAC Address Table VLAN 1
| I

i—_“ Staie" [ Eﬂable I

 Avalable VLAN  Selected VLAN

Spanning Tree | H
ERPS | VLAN

Loopback

Discovery
DHCP

Multicast

|IP Configuration Apply

%« | ® % | x & | & & & | & €|« «

S Port Setting Table
TACACS+
2 AAA
= Management Access
@ Authentication Manager W |Entry | Port | Trust | Verify Chaddr | Rate Limit
FriERRY . 1 TE1 Disabled  Disabled Unlimited
Protected Port a| 2 TE2 Disabled Disabled Unlimited
Storm Control ] Isabie Isable nlmie
& DoS [] 3 TE3 Disabled Disabled Unlimited
2 Dynamic ARP Inspection O 4 TE4 Disabled Disabled Unlimited
¢ DHCP Snooping 0] 5 TE5 Disabled Disabled Unlimited
M 6 TEG Disabled Disabled Unlimited

State : EFHZEEEE LIRS EUH R DHCP &8 EREEELIRIA/FH DHCP B8 ThEE
VLAN : FEREEES LI VLAN LRI DHCP &58 - &R DHCP SR iEE Xz FE R R -
EAAMEDERE VLAN - REBZHAILIRAE DHCP B2 - sk A AIMEDRERE VLAN - REBE
ERAILUFH DHCP &8 -

BB Apply "R RIS BRE -
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L B

Port ERIBARSL T H

Trust B/ FRTENEEEY
Verify Chaddr FRRA/IF AT ER chaddrigig B it
Rate Limit BRT ERERRPREE

Edit Port Setting

l-"\\‘.ll'lI TE1 TE3 S |

Trustl Enable |

\Fenfr(:lmldr . Enable

Rateumrt 5

[ Apply ][ Close ]

> Port: BERPTERERHRIARTS

> Trust: WSERRA - SiFEFFA DHCP AfRm i Bt R BB N RS FR U EEE - BhE
EREDRA/FRNTENGEE - MREAEE - A DHCP e ERE - TRRAZRHA -

»  Verify Chaddr: EPEERERAZERTELN chaddr 5258 - MNREAH chaddr 825 - BigE
FB DHCP eI FIRtERE mac Uit @& B KPZFRERIARIR mac HE - TR AR -

> Rate Limit: BATTEDFHNEAERR - #8E% 1 £ 300pps @ FERE® O(FERH)) -

HZE " Apply "l# 7 EHIEE - B "Close "5 E

15.11.2 ##&EHEHE (Statistics)

ZEE B ERERE DHCP BRIEThEE P AR T 8UE -

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL ceElio

Arpiify your Wire

Security » DHCP Snooping —+ Stafistics
Status

Network Statistics Table
Port
VLAN
— A-ddmss = Chaddr Check | UntrustPort | TSt POt | o valid
S LTS Port | Forward | I]rro il D:: O™ | with Options2 ':r:'
ERPS p p T p
L'_’”"bad‘ 0 1 TE1 0 0 0 0 0
Discovery 0 2 TE2 0 0 0 0 0
DHCP —
O 3 TE3 0 0 0 0 0
Multicast -
- 0 4 TE4 0 0 0 0 0
IP Configuration —
] 5 TE5 0 0 0 0 0
0 6§ TES 0 0 0 0 0
RADIUS —
. ] 7 TEY7 0 0 0 0 0
w AAA O g8 TES 0 0 0 0 0
= Management Access [] 9 LAG1 0 0 0 0 0
22 Authentication Manager 0 10 LAGZ 0 0 0 0 0
Port Security -
Protected Port tJ i oiE L 0 0 0 0
Storm Contral [ 12 LAG4 0 0 0 V] V]
= DoS O 13 LAGS 0 0 0 0 0
= Dynamic ARF Inspection 0 14 LAGE 0 0 0 0 0
# DHCP Snooping 0] 15 LAGT 0 0 0 0 0
Property
O 16 LAGS 0 0 0 0 0
kv i 3t
Port EEBRRIR TE
Forward BREREZENINEHE
Chaddr Check o ey s =
FAnchaddrigiEs ZE2MHEE =
Drop
Untrusted Port o . s _
BRAMEEEREEZENDHCPERRA T BEE
Drop
Untrusted Port
with Option82 BB Boption2EEMEAEEEREEZENTEEE
Drop
Invalid Drop BAREENmEMEAZENTEEE
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15.11.3 Option82 EIEE 4 (Option82 Property)

IEEEBFFFERAERE DHCP option82 EIF&IH ID MFE - IREAEIR - RIZFHEMME
option82 EI&H -
Security + DHCP Snooping + Option82 Property

[ User Defined

Remote 1D

T
v v

Operational Status

| Remote ID E Bc:4d-ea:02:e0:8a (Switch Mac in Byte Order)

l Apply l

Port Setting Table

LR S I S

~

RADIUS W | Entry | Port | State | Allow Untrust |

Ceend (] 1 TE1 Disabled Drop
o AAA —

e e I 2 TE2 Disabled Drop
# Authentication Manager Ll 3 TE3  Disabled Drop
Port Security O 4 TE4 Dizabled Drop
Frotected Fort n 5 TES5 Disabled Drop
. 3:’;"" Central O & TES Disabled Drop
#  Dynamic ARP Inspection - TTET Disabled Drop
# DHCP Snooping | 8 TES Disabled Drop
Property ] 9 LAG1 Disabled Drop
sonlE 0 10 LAGZ Disabled Drop
1 11 1AG3 Nizahlad Nron

> Remote ID: IR T Option82 EI& - #Eh "User Defined” MAFEN#I ARG ID 8 -
EPEEEDRMACEREEENER ID - BRERT - &k ID KILATAIERHSI A #aR
mac -
WAEREERNER ID - EERMAFEREESRE ID KoM -

R i utt
Operational

ZBnEInIDER
Status

BB Apply S FHE -
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R i

Port IR AR TH

State EPEEEDRA/FERTENoption82EEIRINEE

Allow untrusted B AMEENERRIE

Edit Port Setting

Enable

| S
i

| () Keep
@ Drop |
i () Replace i

=
2
=
: E |
2

Apply ] [ Close ]

> Port: BEREZRERIBART -

> State: EPRIASEUERIA - BA7R/TE option82 EIBMI R/ T FIARAE -

> Allow untrusted : EEZAEEEFRIZEITA option82 EIEHEIA DHCP HEISFHITH
BIF - MRAEE -
® Keep: R¥FRYIA option82 EIERA -
® Drop: ZZEHHA option82 EIEHIFE -

® Replace: ARRZRBEE R option82 BEIEAR -

HZE " Apply " #7ERHIEE - 2 "Close" i E -
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15.11.4 Option82 EIEEEE ID(Option82 Circuit ID)

EREEEEYJLUER Option82 18 CID BEEAR:E Option 82 {UIEEE ID- W&z E"add" - "Edit"
M"Delete"TWEEETEIE - LLEERFFFEAERTE DHCP option82 fIEER ID WFEH - IRIEA
#IE - BIZFEEMNE option82 EIES -

Security + DHCP Snooping + Option82 Circuit ID
Status

AL I  Cption82 Circuit ID Table
Port

VLAN Showing entries Showing 0 to 0 of 0 entries

MAC Address Table

Spanning Tree ‘ 0 results found.
ERPS

Loopback | add || Edt || Deee |
Discovery
DHCP
Multicast
IP Configuration
Security

RADIUS
TACACS+
AAA
Management Access
Authentication Manager
Port Security
Protected Port
Storm Control
DoS
Dynamic ARP Inspection
DHCF Snooping
Property
Statistics
Option32 Property

¥ |® ¥ |« €| € € €| € €| € &

& @

@

& &

Br

L B

Port BRNEEIBIDEE

VLAN BB ERBVLAN

Circuit ID BTNBENRIEERIDFE
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Add Option82 Circuit ID

1

1

1

[T -

: 1 !

T ;

| ———— -
CircuitID | |

Port: E5IREEZEH CID BERMBAVERE - EEAR "Add" HEEIE -
VLAN : & A B CID 5ERIHR VLAN ID - VLAN ID A2 ETE - BEAR "Add” HEE1E -
Dircuit ID: 81 AFSB1ES CID - 538 ERN VLAN pUF A CID -

HZ"Apply "#FEHIEE - 2" "Close"FFIiE -

15.12 IP RiREF5FE(IP Source Guard)

IP SRR FE(IPSG) ol A B IP R EBRHIE IP AR EE R EPRERNR IP At - T2ARMLE
EREEREDTLEFERE IP Sl HEMIRE IP ARG EER -

15.12.1 EiFERTE(Port Setting)

IEEE AR EREHEREERERN P RRMEETRE
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Arpiify your Wire

Security + IP Source Guard —+ Port Setting
Status

Network Port Setting Table
Port
VLAN
MAC Address Tabl S e e e e B
ceress a0 W | Entry | Port | State | Verily Source | CurrentEntry | Max Entry |
Spanning Tree ] 1 TE1  Disabled IP 0  Uniimited
ERPS =
O 2 TE2  Enabled IP-MAC 0 2
Loopback
- ] 3 TE3  Enabled IP-MAC 0 2
Discovery - _ -
—r——————— O 4 TE4  Disabled IP 0 Unlimited
Multicast [ ] 5 TE5 Disabled IP 0 Unlimited
IP Configuration ] 6 TEG Disabled IP 0 Unlimited
Security ] 7 TE7  Disabled IP 0  Unlimited
RADIUS 0 & TE®  Disabled IP 0 Unlimited
TACACS+ [] 9 LAG1 Disabled IP 0 Unlimited
2 AAA 0 10 LAG2 Disabled IP 0  Unlimited
& Management Access ] 11 LAG3 Disabled P 0 Unlimited
22 Authentication Manager 12 LAG4 Disabled P 0 Unlimited
Port Security ! Isable mimite
Protacted Port ] 13 LAGS Disabled IP 0  Uniimited
Storm Control O 14 LAGS Disabled IP 0 Unlimited
@ DoS ] 15 LAGT Disabled P 0  Unlimited
e D O 16 LAGE Disabled P 0  Unlimited
2 DHCP Snooping
@ |P Source Guard Edit

i b pu

Port ERIBRRT A E

State R EMIPAR R enable/disabledk 2&
Verify Source FEURIPAGR M &R g RO E T

Current Binding o e e
RN E B RIRAIE B B
Entry

Max Binding Entry BERTEHNEAACEEHE
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Edit Port Setting

. eew| TE2TEZ
i State | Enable |
vnﬂ.u.riﬂ.r:r..uun:azii O 1P

; | ® IP-MAC

Port: BAREEZERERIERS -
State : ERYAHUBRIAEZ IP 2RI - T2RA PR P REREIESHRERNRIR IP I
ik - #h "Enable” TIETEEA IP RIRFE - EAEEEE LIS HILINEE - R AEFER -
>  Verify Source : EHEEIEE0DUEEZRE P 3t MAC-IP BENR RS ETRE -
o |P: EREFEHENIRIP AL -
® |P-MAC: EEHERRIR IP AIFAGR MAC il -
> MaxEntry: FREEEEFZHA IP RKEHERAEAEE - EES 0 £ 50(0 ZER
i) -

HZ"Apply "#FEHIZE - 2" "Close" i E -

15.12.2 IMPV Binding

[ IMPV Binding IISHNSE P FORIERHEPRISOIREMBOMLNS - LEES
SHEREHILIE 1P IORMEHE  WNEEE DHCP EES BRI EMEHER I IP
AORBENE - 5 add” « "Edit"A0" Delete" MAEETEIE -
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Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERPS

Loopback
Discovery
DHCP

Multicast

IP Configuration

|« | «|e|e|e | «|e|«|e|«

RADIUS
TACACS+
AAA
Management Access
Authentication Manager
Port Security
Protected Port
Storm Control
DoS
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
Port Setting

& B &

G @ @

3

cElio

Lpiify your W

Security + IP Source Guard + IMPV Binding

IP-MAC-Port-VLAN Binding Table
Showing entries

N | MACAddress | IP Address Binding | Tvpe | Lease Time |
[] TE1 4094 BCFO4G:04:10:AC 192.168.101.99/255255.256.255 |P-MAC-Port-VLAN Static N/A

Showing 1 to 1 of 1 enfries

[ Add H Edit H Delete ] First || Previous | B8 | Nex

R

=
I+
\O
i:l:

Port BB ENEREID
VLAN FATNBERVLAN ID
MAC Address BB ENMACHIIL - EEARIP-MACH E B

BB EMIPAIIL - IP-MACHE BB RS 1548 %255.255.255.25
IP Address

5 |IPHIE B ERRAERER A
Binding BRBENFIERE

IRBEHE BB
Status e Static: BFEHFEREFEREMNM

* Dynamic: BEREBDHCPRIZEEER
. DHCPEZIEE X RN BEENHBRE - HERE BB EES WM -

Lease Time

EEAREESE
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USER MANUAL

Add IP-MAC-Port-VLAN Binding

ULAHI |4ng4 |

iE @ IP-MAC-POrtVLAN ;
| O IP-Port-VLAN ;

i ) )
|

_ uncnnuresm-j |ECFD4BU41DA{3 |

S
|

|Panureas |1921531n1 99 |7 .

[ Apply ][ Close ]

> Port: EREEEESDINHESEINRPEIZERE -

> VLAN: f5E#E 58/ VLANID -

> Binding: FRESEEEUDIEERTEENICRER -
® |P-MAC-Port-VLAN : &I ZEVLED IP il ~ MAC fizdit - #5385 VLAN ID -
® |P-Port-VLAN : 8 ZEVCE IP fIiisy 748 =S - @38 R VLANID -

> MAC Address : #iA MAC fiflt - E#&AR IP-MAC-Port-VLAN &3 -

> IP Address: @A IP IR E - FHEEBAR IP-MAC-Port 13 -

BB Apply "2 A0EE - 8" Close" BEEE

15.12.3 {REFERE(Save Databases)

ICEE AR ERERE DHCP BERERE - ZEREYUENMERENRE DHCP BEIREE -
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USER MANUAL

Security + IP Source Guard + Save Database
Status

Network
. () Mone
Port Type | @ Flash
VLAN | O TFTP
‘v MAC Address Table N T T

Filename

Spanning Tree —

ERPS Address Type

Loopback s :;===========================:::::::::::::::::::::::::::::::::::::::::::::::::::::::::
Server Address E

Discovery
DHCP

Multicast kesssssss=s D
IP Configuration | T"‘W"t |300 |

RADIUS Apply
TACACS+
AAA
Management Access
Authentication Manager
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCFP Snooping
IP Source Guard

Port Setting

IMPV Binding

| & | &€ &€ &€ & &€ | & |« |«  «

I

Lo

b

>  Type: REEEE0LUEEER ERERA -
® None: ZAERBERERT -
® Flash: #& DHCP EW&#E B EHTFEIREICER -
® TFTP: #& DHCP #E&HEEERFEER TFTP GAMKES -
> Filename: 2 7E TFTP AMRsERE - WABNEZNERZHE - EEEE "Flash” A
"TFTP" #RZYRFTIA -
> Address Type : EZEFEHAT LML IP ArE2ERE TFTP @RS
® Hostname: TFTP AR A F 2 -
® |Pv4:TFTP AR AL %S IPv4 ALt -
> Server Address: B Aizlm TFTP Elfkss 2L IP At - EEEIZE "TFTP" HANS Ol
i
>  Write Delay : 8 AEERTSeS - AMNEREEERETHD - BRES 300 -
> Timeout: BAREDKMMER I - FERES 300 7 -

HE"Apply "1# FIERIE E R E
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USER MANUAL

16. EhREIFERIZR(ACL)

ACL(.:EFﬁP“%U%E)ZELF’\*E%DHT’EE’J?EEWU% BEDBREEFRAESHEZESISE(ACE) - S18 ACE
&7 R ERANBEMBRIENBIRREA - E— ACL oliE 82 —{E= {8 ACE - EL ACE BB ARENA
BETULR - HRABEBRRICRHEE - SRADFFEIEBRIIRF -

16.1 MACACL

ICEEEZEAZE MACACL & - MACACL ERE MAC ACE EE EEZRR Layer 2 BNIBRAR

=

E °

ICEE R ERE G MR ACL BRI - 1R AR EARE R FOAMIER -

ACL + MACACL
Status

Metwork

Port

VLAN

v macAddes e LN
Spanning Tree

ERPS ACL Table

Loopback
Discovery Showing entries Showing 1 to 1 of 1 enfries

HIE S W | ACL Name | Rule | Port |

R ‘r; testACL 0
IP Configuration

S .
ecurity Delete

1 &« & | &€ &« | & &« | &€ &« &« | &€ «|€ &«

MAC ACE
IPv4 ACL
IPv4 ACE
IPvE ACL
IPvE ACE
ACL Binding
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USER MANUAL

> ACLName: EIZ ACL &75 -

BB Apply " B FHE -

1R it

ACL Name B RMAC ACLETE

Rule BRACLWACERRIZ =
Port AR ERZACLIY BB

22 “Delete” Mk ACL /7 -

16.2 MACACE

MAC ACE #@ERAEZEILE - 52E"add” » "Edit"#]"Delete"INaEETER - R E /UFTEEA
EHIE - #REESUMIER ACE ARRI - 1R ACL BIRHIEES - RIFARTIE - #REEaUMIBR ACE /RAI -

ACL +» MACACE

¥ Status
¥ Network ACE Table
¢ Port
« VLAN ACL Name |testACL
¥ MAC Address Table Showing entries Showing 1 to 1 of 1 enfries Q I:
¥ Spanning Tree
ERPS Source MAC Destination MAC 202.1p
h Sequence | Action | | Ethertype | VLAN |
¥ Loopback | Address | Mask | Address | Mask | Value | Mask
¥ Discovery ] 2  Permit  Any Any Any Any Any Any Any Any
¥ DHCP First | | Previous | &
add || Eat || Deete |

% Multicast [
¢ |P Configuration

MAC ACL

IPv4 ACL

> ACL Name: ZEIZZH18 ACE B9 ACL & -

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

R it

Sequence BRACER3

Action ZARACERVIRIE

Source MAC ZERACERIHEMACHIHE IR S

Destination MAC ZANACER BRIMACHIIEFIE S

Ethertype BURNACER O K A s AT 4R A

VLAN ID FERACERIVLAN ID

802.1p Value FARACERY802.1pfE

802.1p Mask RERACERY802.1p#EE

Add ACE

I ACLName| testacL

) Deny |
i () Shutdown !

Any :
BN - - - - - = = =========sssssssssssssssssssssissssssssssssssssssssizssssssssssssssssssssssssssssssssssazaasy

|
|
|
| @ Permit '
= .
|
|
|

-_—

Any !
msﬁnaﬁm mc :'r-==========:==:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4|

-_—

Any E

0

-_—

Any |
WILAN |F==::5=========3ssssssssssssssssssssssss s s s s s sassasmsssss s ssssssss s s s s s ssssssss s s 22 =

-_—r

| @ Any 5

[ Apply ][ Close ]

> ACL Name: ZEREHFIE ACE 89 ACL &7 -
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USER MANUAL

Sequence : BEEERIIESH ACE(L RESESLMR) - EEAR "Add" HEE -
Action : EAREEEE 0 DUEE ACE ILECH BIBAVIRIE -
® Permit: UL ACE REIMNIIE -
® Deny: EZEUE ACE REIRFE -
® Shutdown: EZEULH ACE FRRIRIIE - WF HEWF EI80EEIR - o] LIE "Port Settings”
HEE MBI SRR -
> Source MAC: EEZRR MAC fiIitpy$EE -
® Any: FRERIRMIUIFOIEES -
® User Defined : @2 FEHAETERNIFEAUSIREAIHEE - 5 A ZLERAIKE MAC I
HEFNIEE -
> Destination MAC : ##ZH/ MAC 7oty $EEY -
® Any: FTAEMMITHHT O -
® User Defined : E#EZERAEERNENATUSEROAITUEE - 80 A ZUTECAI B A MAC
ITCHE RIS -

> Ethertype: B KHEBNERE -
® Any: FRTALKAIMEREIGO % -
® User Defined : EEZFEREERNSKBENE - 89 AZLECH S KAHEEAE -
> VLANID: #31Z VLAN ID 28! -
® Any: FiA VLAN ID $90]#% -
® User Defined : EEXEREERA VLAN ID - 81 AZULECA VLANID -
> 802.1p: #E 802.1p EEE -
® Any: FiA 802.1p EIFO#ES -
® User Defined : E#EZFERAETEERMN 802.1p &3 802.1p EEE -4 AZ VLA 802.1p & -

HZE"Apply " # 7 ERIZE - 2 "Close" i E -
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USER MANUAL

16.3 IPv4 ACL

FTZAIZ IPv4 ACL SEE ° IPv4 ACL AR E IPv4 8 - IEEE A EREFIEME IPv4 ACL
RA - MRRRERGPEAEE - BIFOXMIBR -

ACL -+ IPv4 ACL

¥ Stalus
¥ Network B " et
ACL Name | |
¥ L e
L
¥ MAC Address Table Apply
% Spanning Tree
# ERPS ACL Table
¢ Loopback
« Discovery Showing entries Showing 1 to 1 of 1 entries
# DHCF ‘ m | ACL Name | Rule | Port |
» Multicast 0] test 0
% IP Configuration =
irs
=
s Security Delete
MAC ACL
MAC ACE

> ACLName: EIZ ACL 75 -

BB Apply B FHE -

v it

ACL Name FERIPv4 ACLETE

Rule B RACLIWACERRIZ =

Port B IEACLATE R IR B3R

HE “Delete” ZELHIMIFSZ -
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USER MANUAL

16.4 IPv4 ACE

IS EE S IR - AREE RIS ACE AU - N ACL BAAIEMAS - USRS - MmEE LIS ACE
$8) - 87 add" - "Edit"A" Delete TAE#ETTEIE -

ACL -+ IPv4 ACE
Status

Network ACE Table
Port

= ACL Name

MAC Address Table Showing entries Showing 0 to 0 of 0 entri
Spanning Tree ——————————————————————————————————————————————————————

ERPS
Loopback
Discovery
DHCP
Multicast [
% IP Configuration
Security

m | sequence | Action prm'ml| Source [P | Destination IP

| Address | Mask | Address | Mask

add || Edt || Deete |

MAC ACL
MAC ACE
IPv4 ACL

IPvé ACL
IPv ACE
ACL Binding

> ACLName: ZEEZEZZF2 ACE B ACL &7 -

ACE Table

ACL Name
Showing entries Showing 0 to 0 of 0 entries

o | TvpeofService | icwp
Source Port | Destination Port | TCP Flags

Source IP Destination IP
Il | Sequence | Action | Protocol | |
| DSCP | IP Precedence | Type | Code

| Address | Mask | Address | Mask

0 results found.

| A || Edt || Desie |

R f 3t

Sequence #RACER3
Action BARACERVERTE
Protocol BRACEM R E
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USER MANUAL

B RACERIZEMACAIHE RN S
Source IP * Address: & RIPv4 IPAI3LE
e Mask: B/RIES AU
B RACER EIMACHITTHEFNIES:
Destination IP * Address: E&/RIPv4 [Pt
* Mask: B/RES I

BNACERVE —RRERIB — RINRER IR - 2 E HERTCPUDPH o]
i

Source Port

BNACERE—HREEIBN — RS BREEE - EE R E S TCPEUDPE T/
i

Destination Port

TCP Flags BURNACERTCPIEIRE - EEHERTCPI I

Type of Service B RACEMTostE - oJLIZDSCPELIPEIEAR

ICMP BRACERICMPERALFIMNES - E2ZEHERICMPR o] A

Add ACE

ACL Name | test

|

() Deny i
() Shutdown ;

i | (R,
EESEEEESS e

S

—

| @ Any |

] S A

IP Precedence
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USER MANUAL

ACL Name : BERZH718 ACE 19 ACL &7 -
Sequence: 15 ACE W3l - BEEERIIRSH ACE(L RESEER) - EEAR "Add" ¥
FAAE -
> Action: REEEEIDUEEL B RAVERE -
® Permit: BV ACE FRRIAVEE -
® Deny: EZEULF ACE FHAIRHE -
® Shutdown: EERS ACE RAINH 6 - W15 AT EIR0ERHE - o] AfE "Port Settings”
HESEMME ISR -
> Protocol : EAREEIRS0DUEZEILECHIRE R -
® Any(IP): FRiE IP HEI TR -
® Select from list: it FHEESPEEZD MEEZ— -
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: #AHE ID -
> Source IP: EERR IP AILAVERE -
® Any: FRANIRMIIGO R -
® User Defined : EEZFERAETERNIREAIHU AR NIEEE - @A ZLRARR IP AiHE
TS -
> Destination IP: ZEZEH/ IP UTitRIFEE -
® Any: FIBBRIANITHITO % -
® User Defined : EE=2FEREERNENAITUEBEAITUEE - @A ZITERA B/ IP fiI
TCIHMENIESE -
> Type of Service : EEZVLRCHARTFLAL -
® Any: FIARZEEIGOES -
® DSCP to match: @ AZULECHIZE 7 IRFE RS RE(DSCP) -
® |P Precedence to match: B AZUTAH IP ESELRA -
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USER MANUAL

Any
Source Port Single
Fange

Destination Port |  Single |

TCP Flags i}:::::::::::::::::::::::::::::::::::================================:::::::::::::::====================4'

i | Any !
| [ — Fl
ICMP Type | Select i

| t Define
Any 5
| f Define

l Apply ][ Close ]

> Source Port: BEEZELRNIHERL - EEHE4 TCP 5L UDP o/ -
o Any: FiANRRERIBIIOER -
® Single: @AV EIREEE TCP/UDP 2KIRIE -
® Range: EZEULECH G TCP/UDP KIRIBEEE - ol IRRE) (B R EI R ERR &6 B (TR 2R E
FIBF B pERNR 2 ) - TCP A1 UDP BER A/ \([BERIREHE -
> Destination Port : ZEZVLE R ERL - BERHES TCP 3 UDP ol -
® Any: FTEERERRIIOES -
® Single: W AR EIRVEE TCP/UDP BRIIR -
® Range: EEZEULfcH /Y TCP/UDP BRVIREEE - o IRRE ) (B A EIRERHR &6 B (TR 20RE
ZIEMERERRE ZEHA) - TCP # UDP BEE A/ \EERIREE -
> TCPFlags: EE—ExZEANBRIEN TCPER - BEENIOZEARKESR  ZRIREE -
B8 TCP 5@ R el 0 8Os - EMRSMAKEE Y - EEHEsS TCP KoM -
Set: ¥R TCP #5124 SET - RIULHC -

°
® Unset: X TCP #5%& 4 NOT SET - AIVTHL -
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USER MANUAL

® Don’ tcare: Rl TCP #51% -
> ICMP Type: B EEMNSHLSNMANSRIET - EEHBESR ICMP KoM -
® Any: FIAMEHEI TS -
® Select from list: BB ZEEEZFFSEE -
® Protocol ID to match : @AGSBELRR -
> ICMP Code: #3Z ICMP {5488 - EEHES ICMP oA -
® Any: FrANRIEI9OI#R -
® User Defined : @ AZULERY ICMP 55 -

BB Apply " (2T A0EE . 8 Close "BIEFRE -

16.5 [IPve ACL

FZEIZ IPv6 ACL :EHE - IPv6 ACL ARt E IPve 8 - ILEE A EREIEMIER IPve ACL
MRA - MRRRERFEARRE - BIFOEMIBR -

ACL -+ IPv6 ACL

¥ Status
% Metwork e
# VLAN
Y wacAdres e [REECIEE
% Spanning Tree
s ERPS ACL Table
» Loopback
+ Discovery Shuwingentlies Showing 0 to 0 of 0 entries
albiCh @ | ACL Name | Rule | Port |
% ‘ 0 results found.
¥ [P Configuration
+ Security Delete
MAC ACL
MAC ACE
IPvd ACL
IPv4 ACE
IPvE ACE

> ACL Name: EIZ ACL &%5 -

BB Apply " B FHE -
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USER MANUAL

R 1L g

ACL Name FERIPv6 ACLEZTE

Rule B RACLIWACERRIZ =

Port B EZACLAI E R RIR D3R

22 "Delete” MfFELFIS7 -

16.6 IPv6 ACE

WEE ARSI  HIEMIR ACE JRRI - MR ACL ERELEIE - AIFEHIE - ARIESMIIR ACE
1881 - 3972 add" - "Edit" " Delete" IAEETEE -

ACL —+ IPvb ACE
Status

Network ACE Table
Port

== ACL Name

MAC Address Table Showing entries Showing 0 to 0 of 0 enfries
Spanning Tree

ERPS
Loopback
Discovery
DHCP

Multicast

IP Configuration
Securty

| Source IP | Destination IP

B | Sequence | Action | Protocol Source Port

| Address | Prefix | Address | Prefix

0 results found.

L A N B N B N B N A N

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE
IPvG ACL

» ACL Name: ZEEZFIE ACE By ACL &7 -
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USER MANUAL

ACE Tahle
ACL Name
Showing entries

W | Sequence | Action | Protocol | Address | Prefix | Address | Prefix

Showing 0 to 0 of 0 entries

Ql___

|  Typeofsenviee | KcMP
| Dsce | 1P precedence | Type | Code

SourceIP | Destination IP

Source Port | Destination Port | TCP Flags

0 resulis found.

First | | Previous

Az f 3t

Sequence BRACERR3

Action B RACERYIRE

Protocol B RACERI A
BRACERIZEMACHIHE IR S

Source IP e Address: #/RIPv6 [Pt

e Mask: BRESNIE

Destination IP

ZERACERI BAIMACHITTHERIE =
e Address: ZE/R~IPv6 IPfiz3lt
e Mask: ZARES AU

Source Port

BNACERVE —RRERIBE — RIAREZIE 2 S HERTCPUDPR o]
i

Destination Port

BRNACERE —HRERIEN — R BRERERE - EE M E S TCPEUDP T/
i

TCP Flags BERACE WITCPIEIRE - BEWHESRTCPIS O A
Type of Service BRACEMTostE - ol IZDSCPELIPE AR
ICMP B RACERIICMPEERIANES - EEWHE AICMPR O] H
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USER MANUAL

Add ACE

ol sttt22

: Permit :
f () Deny i
Shutdown ;

B S IS TS|
1

e

| O Select §

\ () Define

| M Any Z

S o

' @ Any

| S

DsCP i

! () IP Precedence

ACL Name: BB/~E2H18 ACE 19 ACL &1 -
Sequence: 5 ACE WR5l - BEREEEFIIRSH ACE(l BERSERAR) - EEAR "Add" ¥
FAAE
> Action: EHEEEB O DUEREVIEC I BB RVIERIE -
® Permit: #E3ULE ACE RRIKHE -
® Deny: EZEULE ACE RRIFHEL -
® Shutdown: ZERE ACE RREIKH €1 11 {F AR BR0ERHR - O] IAE "Port Settings”
HE S MBI ER -
> Protocol : FFHEEESLUEZEILRNHERE -
e Any(P): Fi5 IP BEgal S -
® Select from list: e TNHIEEPEZD MHEZ— -
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: @AHE ID -
> Source IP: ZEER IP AI3LAVEREL -
® Any: FRiBERIRMIUIGOIEES -
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USER MANUAL

® User Defined : @2 FERAETEHNRFRAIUS IR EE - #9 A ZITRAIRIR IP AitE
FI|E -
> Destination IP: EZEH/ IP iIyoitpER -
® Any: FiEBEMMTII9O#% -
® User Defined : EEZFEREEEMNE AT BROAITHEERE - @ AZUTECA B/ IP fi
TCHHEAES -
> Type of Service : EEZVLFCHRIFLRL -
® Any: FTARKEIITO[EZ -
® DSCP to match: B AZEULECHIZE 7 IRFE R AERE(DSCP) -
® |P Precedence to match : @ AZULACH IP ESLARA] -

Any

Any
Desiinaﬁmpu‘tii Single
Mk
PSh
e T L e s e e e e e e e e ELEEEEELEEELELEEELE
i Rst |

Syn:

| Define i

ICMP Code
! Define :

[ Apply H Close l

> Source Port: EZFLENHEHRE - EZWHES TCP s UDP iFaJA -
® Any: FiAKREREEIIOE#R -
® Single: #AVLEC I EIRYEE(E TCP/UDP 2KRIRIE
® Range: EEVLE BRI TCP/UDP RIFIREEE - T IRRE )\ B A B2 1218 &6 El (TR 2R R &
ZIBMERERIB ZRBHMA) - TCP A1 UDP HER B/ \[EERZRHE -
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USER MANUAL

> Destination Port : EZEVLEHHERE - EEHE S TCP ¢ UDP FKsolA -

Any: FREBRERIBIO[ER -

Single : #IAVLtECF EIRYEEE TCP/UDP BERYIE -

Range: EZULECIEIAY TCP/UDP HRYIREEE - o] LIRRTE ) (B A BIRVE £ IR &6 B (TE AR E
ZIBEFBRERIR ZBHH) - TCP A UDP HESA/ \EEEEE -

» TCPFlags: EZ—E=ZEARNBRIIEN TCP EZF - BRENITEZAIRKELR  ZRIWESE -
2@ TCP 1HRE R e 0 R aEsH  EMRSABLZEE - EEHmEsS TCP KU -

Set: #15 TCP #51&% SET - RIVCAC -
Unset: #%R TCP #5124 NOT SET + RJVTHE -

Don’ tcare: B TCP 1512 -

> ICMP Type: 2B MR NWANREE RS - EE2HES ICMP KA -

Any: FREMBEEIIGTOES -
Select from list : BB AMEEENSHL -

Protocol ID to match : @A EEEARE

> ICMP Code: #iZ ICMP {UHS5E - EEWHER ICMP KA -

Any: FRAEREBISOES -
User Defined : & AZULE A9 ICMP 1545 -

BB Apply " (Z A0S E . 8" Close"BIERE -

16.7 ACL #=E (ACL Binding)

ICEmRRFERER ACL RABER T ERETEEUSHE - 1Pv4 ACL 1 Ipve ACL RBERIFFAHIE
AR —EEEE  EHEEEE LI ACL MIERPEEEREE-E ACL #IERTER - B ACE /8
RIFSEAREIZEZNENITE - B ACL T ACE HALRITEFILETRRRR - FAREFEES
ZALECRHE -
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USER MANUAL

ACL + ACL Binding

Status
Network ACL Binding Table
Port
VLAN
MAC Address Tabe
Spanning Tree ] 1 TE1  testACL
ERPS _
0 2 TE2 testACL
Loopback
. (] 3 TE3
DIS[‘.D'.I'E[:.‘ -
DHCP 1-, 4 TE4
Multicast l i 1=
IP Configuration L 6 TE6
Security ] 7 TET
0 & TES
MAC ACL L] 9 LAG1
MAC ACE O 10 LAG2
IPv4 ACL (] 11 LAG3
IPv4 ACE [ 12 LAG4
IPv6 ACL —
IPv6 ACE l Li [LAEE
O 14  LAGH
e R it
Port FRNEEIBBEID
MAC ACL AR EHHENWMAC ACLETE - ZRTOLBHRAIGE
IPv4 ACL FRITEHHENIPvA ACLEM - ZRINEBERALE
IPv6 ACL AR HHERIPV6 ACLEHE - ZRNEERALE
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USER MANUAL

Add ACL Binding

i i TE1-TE3 i
i Port i:r'===============::::::::::::::::::::===========:::::::::::::::::===::;::;:::::::::;;;;;;================_J|
| 1

m”ltesmmv
Apply ] [ Close ]
Port: BE/RFTERVEEIRARS -
MACACL: 2T EMN MACACL - (3R TEZEZHEN MAC ACL & -
IPv4 ACL: #ERNEHRY IPv4 ACL - (EFERDPEZZHER IPv4 ACL B7E -
IPv6 ACL : #IEZITER IPv6 ACL - 3R PEZFZHEM IPv6 ACL BiE - .

vV V VY V

BB Apply B AEE - 8" Close" BIEFHE -

17. QoS

k#mE (QoS) BN EEMRGE LIEFREBARERBAFBZELETELIHSR  LHEBXEEMER

oo

il

17.1 Bt (Property)

QoS MEERMRBIEAREEIEE - £ QoS BREEETERRE
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USER MANUAL

QoS + General —+
Status

Network D

e
| State Enable
¥ Port Loczzzssssszzzz== ===z szzszsssszssssssssssssssssssossssssossssssssssssssssssssssssssos
i i O cos
e | ' () DSCP
¥ MAC Address Table i [TustMode: o - o hscp
¥ Spanning Tree ________________ii J'PPTECEUEHCE
s ERPS
« Loopback Apply
# Discovery
¥ DHCP Port Setting Table
% Multicast
% |P Configuration
Securi
¢ rity | Remarking
# ACL Port | CoS Trust
| cos DSCP | IP Precedence
- | [] 1 TE1 0 Enabled Disabled Disabled Disabled
= (BGenera
| 2 TEZ 0 Enabled Disabled Disabled Disabled
Queue Scheduling [ ] 3 TE3 0 Enabled Disabled Disabled Disabled
CoS Mapping [l 4 TE4 0 Enabled Disabled Disabled Disabled
DSCP Mapping 0] 5 TES 0 Enabled Disabled Disabled Disabled
IP Precedence Mappin
. i | 6 TEG 0 Enabled Disabled Disabled Disahled
2 Rate Limit —

> State: FRHAEEEERANEUERIA Qos I8E
> Trust Mode : FREEEE0]LIEIE CoS / DSCP / CoS-DSCP / IP Precedence &3 -
® CoS: MEEMRE VLAN ZiL 9 CoS At BEEREIRTER Cos BHIREBEATENL
VLAN 125C) ST ET 3l - CoS ENTHIN BRI N o R E F IR B EEEPRE -
® DSCP: Fi& IP REERIE IP REEPAHY DSCP BRI F(TH! - DSCP FTHIHI S FRIR 5 T
DIfE DSCP #MEHE LT - MRREAZ IPARE - AIBEBREEIRETS] -
® CoS-DSCP: ZEiEHIE IP REFEAEE CoS =R - ¥ IP REFEAEE DSCP L -
IP Precedence : ii£1R1E IP BTARBIME EITS - IP BITARRIZNT SR E BRE FERR SOl 1)
£ IP BRI ER LRE -

BB Apply EEAHE LT -

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

e R it
Port EHIBEEE
CoS P B FIEmTEaR CoSIB AR BIE
EIFIBMOEER:
Trust * Enabled: RERZBEEHFRETHOEET

* Disabled : MERBZRBRENREER
EFIRCOSEMEE M
Remarking (CoS) * Enabled : CoSEMFCBEHA
* Disabled : CoSE#HEr S
EFIEDSCPEMZL EIRAREAE
Remarking (DSCP) * Enabled : DSCPEFMEE 2 EHA
* Disabled : DSCPE#FRERFH

Edit Port Setting

---------------------------------------------------------------------------------------------------------------------------

___________________________________________________________________________________________________________________________
---------------------------------------------------------------------------------------------------------------------------

___________________________________________________________________________________________________________________________
---------------------------------------------------------------------------------------------------------------------------

___________________________________________________________________________________________________________________________

---------------------------------------------------------------------------------------------------------------------------

___________________________________________________________________________________________________________________________
---------------------------------------------------------------------------------------------------------------------------

___________________________________________________________________________________________________________________________

---------------------------------------------------------------------------------------------------------------------------

___________________________________________________________________________________________________________________________

Port: B/RPREEERIRIRS °
CoS: MEPTEERFIENTR CoS/802.1p BIERAE  RERBATEI(LE VLAN 1Fa0) D
RFEEE CoS B - EEZE 0 & 7 -
> Trust: EREEEDRA/FREZEENTEAEE -
» Remarking:
® CoS: EREEMEDRA/FREEE CoS EMZai  MEMRE VLAN ZF50 a7 VPT sk
RIBEEERIRTERR CoS BMNIREBADE ERA VLAN Z:0)ME 2T VPT 2T E
BRRREY O/ UTE “CoS to Queue” EEHLERE -
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® DSCP: RTEEEMELIRA/FHERIRE DSCP EMER - FIA IP REERIE IP RIBEFH
DSCP t@MALgt 273 - DSCP EMTEIMERR LG 0] U7E "DSCP to Queue” BEEERTE -
MRREAZ IP RE - RIBFHMBHNARKETS -

® |P Precedence: EFEEEDIRMA/FRAEERER IP BEARBENZL - MERE IP BEE
RUBRSTET B - IP BITARBIZNTIIRERRRS O] LIEE "IP Precedence to Queue” BEH L&

=

/ZE o

B Apply " FERIZE - B "Close"[FF% E -

17.2 {75 E (Queue Scheduling)

R|BFEENTEE 8 @ITH - 75 8 E&SBILMRATS - 75 1 EREELRRBITS] - RET
SIRERESIRTAAME | BRIBETARR (SP) ANN#EH (WRR) -

«  ERBELHRR (SP—ELBRRESRSELHARTINLEORE REBREBTINWAEEERS

TIBETRERTNER  ERFRESNTIRR VRSB LHRAIAE -

«  IN#EEEY (WRR)—E WRR EIU N - ETHREMNTEHEATINEEMIELL(EENS - 3
ZRIFNAERZ) -

X

1?§UT§_CEL\M-EQueueEﬁt?ﬁ%?E?T?EUTEEW%E—H%@?E%&EUH%’1%5%%&%22&%1?5']5’\]5%%]“%}3? '

it queue 8 (RBETAR)FEE - BEITIHIRFEER T —ERIBENIT -
2THREARNERSE - THRRFEZEEEERT - REBREBS—EITS) - oL — 45!
BREMNITI 2 B4 WRR - BRHF—ERBRSRTIIREREEETRA - £®ERER T - SPT5!
RRERAE WRR TAIRRE Z AL - SP (TAIBZER - iBEZX WRR TS RRUME - (B8 WRR
T BIER D BURIR B E) -
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QoS + General + Queune Scheduling
Status

¥
# Network Queue Scheduling Table
¥ Port
Method
v VLAN Queue |
+ MAC Address Table | Strict Priority | WRR | Weight | WRR Bandwidth (%)
¢ Spanning Tree 1 O O} 1 16.67%
% ERPS 2 ()] 2 33.33%
» Loopback 3 O )] 3 50%
% Discovery 4 @ O
¥ DHCF 5 @ J
% Multicast 6 @ O
# |P Configuration 7T @ ()
% Securty 2 @ ~
% ACL
| Aoy |
2 General
Froperty
i g
Queue ZRTENTSIID
Strict Priority RETIRBRBELRAIERE
WRR RETI AR R
Weight WMRITHFEEZWRR - BRI E(TIIRTIHESE

WRR Bandwidth WRRITF3EE B 73EE

B8 Apply "R E TRE -

17.3 Cos #254(CoS Mapping)

"CoS to Queue” FEARME VLAN 20 802.1p BEMKARAEBEA T BN TS - HREAR
untagged i €1-802.1p B4R BIZE n Bo4s A IRAIFERE CoS/802.1p B4k Al - A "Queues to CoS”
KAEBETHPHEOREFE CoS/802.1p BIRRAI -
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QoS5 + General + CoS Mapping
Status

Network CoS to Queue Mapping
Port

A [cos laune | ]

v MAC Address Table 0
Spanning Tree
ERPS
Loopback
Discovery
DHCP
Multicast
IP Configuration

~ @ ! o W
- wn L= fra
£ £ €] €

Security

ACL Apply

General

Property
Cueue Scheduling

Queue to CoS Mapping

1 1
DSCP Mapping

IP Precedence Mapping
22 Rate Limit

¥ Diagnostics

¢ Management

o = o o B W ha
| += Ll || P2
£ €] <€ <

[awone [ cos ]

Apply

CoS to Queue Mapping
> CoS:CoS1E -
> Queue: #¥ZE Cos BT ID -

HZE"Apply "7 ZE BT -
Queue to CoS Mapping
> Queue: 751D -

> Cos: EEFTH DB Cos & -

BB Apply BB ELE -
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CoS(0to7) Queue(l to 8)
7 HEwANE 8 mEa BRI

BASRFER] LSV &5F SIP
R

7% Cisco IP EFETERE
B i@i%H| LSV E&E RTP
AR

N oo b~ jw (N
0 (N o v D jw RN

17.4 DSCP 51 (DSCP Mapping)

“DSCP to Queue” FIBEMA IP 2540 DSCP EREE LTS - HELEH VLAN BERT
B2 (VPT) RS -

DSCP ERVEER 0 £ 63 - MAREREBELRANEER 1 £ 8 - L ERAVE DSCP EEZ RS
FIHBRNELEF B TARBE - HhEE CSERERER) - AFRERE )M EF(IN=#5E) - AW - DSCP
FEER L WHEAU N ERSELTS -

£ "Queues to CoS" BEEAEETHIFAIELRER DSCP & -
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Arpiify your Wire

QoS + General + DSCP Mapping
Status

Network DSCP to Queue Mapping
Port I EEEEEEEEE————————————————————
VLAN DSCP |Queue| DSCP |Queue| DSCP |Queue| DSCP |Queue|
MAC Address Table B 0(cso] 16[CS2] 2icsd] [5v] 48[Cs6]
Spanning Tree 1 1w 33 [5v] 49
ERPS 2 18 [AF21] 34 [AF41] 50
Loopback 3 19 35 51
Discovery 4 20 [AF22] 36 [AF42] 52
DHCP 5 21 37 [5v] 53
Multicast 6 22 [AF23] 38[AF43] [5v| 54
IP Configuration 7 23 39 EI 55
Security 2[Cs1] 24 [CS3] 40 [CS5] 56 [CST]
9 25 s 57
10 [AF11] 26 [AF31] 42 58
o cenenal 1 27 @ 59
rope
Queue Scheduling L2 P AR - 60
CoS Mapping 13 29 45 61
14 [AF13] 30 [AF33] 46 [EF] 62
IP Precedence Mapping 15 1 47 63
= Rate Limit
DSCP to Queue Mapping
DSCP to Queue Mapping
DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
0 [CS0] 16 [CS2] 32[Cs4] 48 [CS6]
| 17 2 .
2 18 [AF21] 34 [AF41] 50
3 19 35 51
4 20 [AF22] 36 [AF42] 52
: 21 a7 52
: 22 (AF23] 38 (AR 54
7 2 39 55
8 [CS1] 24[CS3] 40 [CS5] 56 [CS7]
: 25 # 57
10 [AF11] 26 [AF31] 42 58
1 27 e 5
12 [AF12] 28 [AF32] 44 60
13 20 5 61
14 [AF13] 30 [AF33] 46 [EF] 62
15 31 47 63

Apply

> DSCP:DSCP1& -
> Queue: #3E DSCP BEWTHI ID -
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BB Apply BB ELE -

Queue to DSCP Mapping

Queue to DSCP Mapping

Queue |  DSCP

1 [o[cso] w
g[C3] v
16[C52] w
24[CS3] v
32[CS4] v
40[CS5] v
43 [CSA] v
56 [CST] v

Apply |

> Queue: 175 ID -
> DSCP: #31Z{75! ID #9 DSCP 1& -

[T R = T % | R S 5 N 8 |

BB Apply FEAH B ELE -

17.5 IP BF4RRIZ{T5IIRES (IP Precedence to Queue
Mapping)

WEEAFERERE IP BERBIISFIRG MR FFIZ 1P BSRBIMG 1P EERBIEEER ToS
fITEAEAT 3 MFABEEE K 8 EELRR H3H 0-7 B 0 AREELRR 7 RSEERT -
FER IP B4EARBIA ToS 5 ToS 17T R AT ISR B ELARR - RIEBMIMEERE
—$8FET AEFHE -
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QoS + General + IP Precedence Mapping
Status

® Netwok IP Precedence to Queue Mapping
Port
VLAN

¢ MAC Address Table 0

Spanning Tree
ERFPS
Loopback
Discovery
DHCP

Multicast

IP Configuration

=~ W b
ool =af e[| ||| ]|~
ClC]| €] €| €] €€ %€

[ipprocedonce aune |

Security

ACL Apply

@ General Queue to IP Precedence Mapping
Property

Queue Scheduling
CoS Mapping
DSCP Mapping

1

2 Rate Limit

¥ Diagnostics

¢ Management

=l || ||| & |w|a]]|=lo
ClIL|[ €| €[ €]/ €]<]||%€

e =l o N ok L R

[auene pprocosence |

IP Precedence to Queue mapping
> IP Precedence: IP BFARAIE -
> Queue: P BEAKAIBLFRITIIE -

HE "Apply "l FEHIE B E -
Queue to IP Precedence mapping
> Queue: T3E -

> IP Precedence: fT5IEEYRY IP BEARAIE -

BB Apply BB ELE -
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17.6 ZEZERFI(Rate Limit)

ICEE AR ERAEREA IRERRIREIF L R ERIRE] - ADZRKRRHEHZZVIUREA DN EZRH
T - EBBIRFINZERIARFNERE -

17.6.1 A O/&OF(Ingress / Egress Port)

RER PRI TN BE O] LIRS E 45 E 7 E _E RV B A /B R 2 PR -
EAEEEEUREEFEENAL/LOEERRSE - €£AEES 16 £ 10000000Kbps -

QoS —+ Rate Limit + Ingress / Egress Port
Status

¥
¥ Network Ingress / Egress Port Table
¢ Port
s VLAN
¢ MAC Address Table
- Entry Port| Ingress | Egress
: E;‘::""g Tree — | state | Rate(Kbps) | State | Rate (Kbps)
. [] 1 TE1 Enabled 10000000 Enabled 10000000
¢ Loopback
. [l 2 TE2 Enabled 10000000  Enabled 10000000

& Discovery - ; .
¢ DHCP [] 3 TE3 D!sahled Dfsabled
¢ Multicast [l 4 TE4 Dfsabled Dfsabled
+ IP Configuration ] 5 TE5 Disabled Dizsabled
¥ Security (] 6 TEG Disabled Disabled
¢ ACL (] 7 TET7 Disabled Disabled
- O 8 TE& Disabled Disabled
= General [ Edit ]
¢ Rate Limit
i it
Port EFIE R

EEIR ALIRKREIAES
Trust e Enabled: EIZQ)EHAD%/—_OE—(BE%UIH%\E

* Disabled: =B AORERHIIIEE

Ingress (Rate) BREEIR AR RGIE

ERE L R RREAALR
Trust

e Enabled: BYA L O ERZEPEFHIAREE
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* Disabled : %Mt &R R RS

Egress (Rate) BonEEBR Y ORERHE

Edit Ingress / Egress Port

[ Apply ][ Close l

Port: HERIBIIREDRIEEE -
Ingress : EFEEEURMA/FERAORRIRSE - WREAH 7 ADERRRE] - AIFEREERRE
5 - ZH#EES "16-10000000 Kbps”

> Egress: BEREEELIRA/FREDERERRS - REA 7 HOERKRE - RIFEEEEXRE
B - #ZHI5EE%S "16-10000000 Kbps”

BB Apply "EEHEEE . 8" Close" BB

17.6.2 HA{T5I(Egress Queue)

H OMFBITHEE I A QoS BREBEARRITS - EORKRHI 2B BABH LB REIRN - £
EEEELUBBIRE Qos s EALTH - FRAZEES 16 £ 1000000 Kbps - sERHE"Edit"#miE
RE L T E IR EE -
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Arpiify your Wire

QoS + Rate Limit + Egress Quene
Status

Network Egress Queue Table
Port
VLAN
MAC Addi Tabh
ress lable Entry | Port | Queue 1 | Queue 2 | Queue 3 | Queue 4 |
5 ing Ti n 0
SRS | state |CR(kbps) | State |CIR(Kbps) | State |CIR(Kbps) | State | CIR(Kbps) | s
ERFS
T ] 1 TE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Dis:
oopback
- O 2 TE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Dis:
Discovery . _ . . . :
DHCP [] 3 TE3 Disabled Disabled Disabled Disabled Dis¢
X [l 4 TE4 Disabled Disabled Dizabled Disabled Dis¢
Multicast
W ] 5 TE5 Disabled Disabled Disabled Disabled Dist
Security O G TES Enabled 51200 Enabled 51200 Enabled 62496 Disabled Dis:
[] 7 TE7 Disabled Disabled Disabled Disabled Dis¢
O % TE& Enabled 51200 Enabled 51200 Enabled 62496 Disabled Dis:

= General [ Edit ]

¢ Rate Limit
Ingress / Egress Port

Egress Queue Table

Port ‘ Queue 1 ‘ Queue 2 | Queue 3 ‘ Queue 4 | Queue 5 ‘ Queue 6 | Queue 7 | Queue 8
| state |CIR(Kbps) | state |CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State |CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)
] 1 TE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled
O 2 TE2Z Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled
1 3 TE3 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
| 4 TE4 Disabled Disabled Dizsahled Disabled Disabled Disabled Dizabled Disabled
| 5 TE5 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
(] 6 TEG6 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled
[] 7 TE7 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
| & TEE& Enabled 51200 Enabled 51200 Enabled 62498 Disabled Disabled Disabled Disabled Disabled

R it

Port ERRRETTE
EEREIR [T A LR R PRAIAR RS
* Enabled: R{A T OT3IRZERIRE
* Disabled : 1A% T 53R RE

Queue 1 (State)

Queue 1 (CIR) TH1H ORBEERAR

EIEIR Y T2 R EHI AR RE
* Enabled: BRI L DT ZERRH]
* Disabled: FAEOFHEREES]

Queue 2 (State)

I

Queue 2 (CIR) T52H8 OB REFANR

EIEIR Y T3 EEHI AR RE
* Enabled: BRI L DT ZERRH]
* Disabled: EAEOFHERERES]

Queue 3 (State)

N
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Queue 3 (CIR) T3 ORBAEERAR
e T A 3 g
Queue 4 (State) EEIB Y OTH4RZKRHIARRE
e Enabled: RIFEOMT3RZERH]
* Disabled : FRE TR RE
Queue 4 (CIR) THAL ORBEERAR

EIFIR I (T3 53R R PR Hl AR BE
* Enabled: EYEH O{T5IRZERH]
* Disabled: EALOFHERZEES]

Queue 5 (State)

Queue 5 (CIR) T35 OB REFANR

I8 ) T A6 2R =R IR AR AR
* Enabled : R{A L T353R KR
* Disabled : 5 F % 01753 KR

Queue 6 (State)

Queue 6 (CIR) frHl6H D RAA R EAE

IR I 7 17 2R 2R IR AR AR
* Enabled : RUAL T3 KRE
* Disabled : 5 F % 1753 KR

Queue 7 (State)

Queue 7 (CIR) 757 & O BB R RS

IR ) T A8 R =R IR AR AR
* Enabled : RUAL T3 KRE
* Disabled : 5 F % 017 53E KR

Queue 8 (State)

Queue 8 (CIR) I8 O AR RS
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Edit Egress Queue

_____
—————

__________________________
__________________________

i . Enable
q"m3 :,:: B
| |112auno

.....
—————

O Enable
Queue 4 ;,;==================================::::::::::::::::::::::::::::::::::::::================================.4|

| O Enable :

Queue 5 |~

__________________________
..........................

' O Enabe
Queue 6 Ee================================================

__________________________
__________________________

_____
—————

| [ Enable ]
Queue 7 ;,:===================================::::::::::::::::====::::::=====:::::=================================.1

Queue 8

| appy || close |

EPEEEDRA/ FREOBERATH 1 AT5] 8 F4R - EREEBES "16-1000000 Kbps”

> Port: EE—(EZEEERETRE -
> Queue l: EEEEMMA/FALOTI 1 RERS -

® Enable: MREALOEREIRSE - BIFEHEERERFIE -
> Queue 2: EDEEEDA/{ FREDOTS 2 BEEH -

® Enable: MRMALOERERS - BIFESIEERFE -
> Queue 3: EPEEEDRA/FRLOTS 3 ERZERE -

® Enable: MRALOEREIRSE - RIS EERFIE -
> Queue 4: EDEEEDMA//FALOTI 4 FRERS -

® Enable: MREALOEREIRSE - BIFHEERERFIE -
> Queue 5: EDPEEEMRA/FREOTS 5 REREH -

® Enable: MREALOERERS - BIFHBCRZERGIE -
> Queue 6: EPEEEDIRA/FRALOTI 6 ERZERE -

® Enable: MRAHOERERS - BIFEHEEERFIE -
> Queue 7: EPEEEDMA/FALOT 7 RERS -

® Enable: MREALOEREIRSE - RIFEHERERFIE -
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> Queue 8: EPEEELRA/FHALOMTY 8 FERIRH -
® Enable: MIRRALOERRS - BIFEEXIREE -

BB Apply " FEHAEE . 8" Close"BEE

18. Diagnostics
18.1 Hi#(Logging)

18.1.1 FEt4(Property)

IEThEES 1% Hatal 2 83 Console / RAM / Flash Fll 2 8 X 2z in His A RS - EAEEEET
VIRUAELE AL TRE - AR ETE BRI ERIREZETNBENRIFZEHEREL -
Diagnostiecs + Logging + Property

VLAN

MAC Address Table
Spanning Tree
ERPS

Loopback onsole

Enable

| Aggregation i Enable

~ AgingTime |éE.'o ]

Discovery
DHCP

Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

Motice v .
i 1
|

¢ Logging

Remote Server
Mirraring
Ping
Traceroute
Copper Test
2 UDLD
» Management

> State: MAHFERSE - JUEBRESEBFRANBREE - IRERABGERSE - RAEE
BLERMEEREMAS -
® Enable: FA/FREEHFR -
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> Aggregation:

Enable : BIAR/FAREER -
Aging : EEREANEE 15~3600 ) - 78874 300 7 -

» Console Logging :

State: RUAR/IFRAEHIEHRERE -

Minimum Severity : 2168 HEWRERERA - €11 Emergency(E2), Alert(Z#),
Critical(B2 &), Error($55%), Warning(Z%), Notice(#B%1), Information(&#fl), Debug(it)
LEHRERE -

> RAM Loggong:

State : Ri{A//FFH RAM HEEARF -

Minimum Severity : 23X RAM HiEWRERERA - B4 Emergency(ES), Alert(ZH),
Critical(E&Z), Error(#572), Warning(¥%), Notice(##), Information(&:fl), Debug (@)
LEHEE -

» Flash Loggong:

State : BUFE/IFRRAEHGER -

Minimum Severity : 8%P97F HFFNRBERERF - B35 Emergency(B5), Alert(Z1R),
Critical(&Z), Error(§58%), Warning(&%5), Notice(###0), Information(Z5fl), Debug(##t)
EEMERE -

BB Apply "E B ERLE -
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18.1.2

£ "Remote Log Servers” HE[H 0] E# 8%
#E) - HREERKES -

INBEETEE -

Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERFS
Loopback
Discovery
DHCFP

Multicast

IP Configuration
Security

ACL

Qo3

- Diagnostics

¢ Logging
Property

2% @ iR 28 (Remote Server)

aoan S B0EIE SYSLOG faBkss (£ SYSLOG
oI EEZWRNERERERR - Wi E"add" » "Edit"F1"Delete”

Diagnostics + Logging + Remote Server

Remote Server Table

Minimum
Severity
Alert

Server Address | Server Port

Entry

Facility

[ ] 1 192.1658.2.99

Il

514 Local ¥

Edit

Il

| Add Delete |

1R

g

Server Address

%=1l H 55 2 AR &3 A9 IPA 31

Server Ports

=10 H 55 o) BR a3 RO HE IR AR 5%

Facility

AN ENEEITE - o IZINEZ— : local 0 ~ local 7

Minimum Severity

HEBRERA
* Emergency(&R): 2#EEAEH
o Alert(B#) : FZREUTEH
 Critical(BE) : AFEREENEE
* Error($8:8) : 2R EN RIS
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Warning(2%): 8L HRZES

Notice(BAN) : 2#EITIER - (BHIRAMABEH
Informational (&) : EEN

Debug(FR&) : BHESHHFANE

Add Remote Server

| (O Hostname
IPv4 !
IPv6 :

f Local ? ~ i
Narnmg 4 ;

Minimum ;| i
f

 Faaiiy

[ Apply H Close l

Address Type : £REEEEOIDUBZETHZ T IPv4/6 EiFEIR B E MRS
Server Address : & AfalARgsAY IP Azl -

Server Port : B AZXHFHNROEMREEE

Facility : EZOEhARFZZZAHTNLE - —aAkazRESE—ELE -
Minimum Severity : EZREREZZRAHANRNREREZERA -
Emergency : 2#HA(EA -

Alert: FZ17BIERENITE -

Critical : AFHENRBEMES -

Error: ZFENREERANEE -

Warning : &HAKES

Notice : A#EITIER - BHIRZAMBAN -

Informational : EER

Debug: BHSBHFANE -

YV V V V V

HZE"Apply "# 7 HIZE - B "Close"FFIiE -
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18.2 #&{&(Mirroring)

REINBED LUREG ReE@A)/Tx(E@ L) RE - SREH BRI BNEREBLETON -

Diagnostics + Mirroring

¢ Status
& Network Mirroring Table
¥ Port
¥ VLAN Q |
MLLE .Pltddress Table | Session 1D | State | Monitor Port | Ingress Port | Egress Port |
¥ Spanning Tree O 1 Disabled - = .
¥ ERPS
- 2 Enabled TE3{Normal*) TES TEG
¢ Loopback
" ) 3 Disabled -- - -
¥ Discovery :
#DHCP— ) 4 Disabled - - -
% Multicast Edit
% IP Configuration
% Security e ooy
v ACL S Allaw the monilor port fo send or recefve normal packets |
¢ QoS
- Diagnostics
@ Logging
Property
Remote Server
Az et
Session ID EERGEEID
EERBRIENRE | ERBRBEGMANE
State e Enabled: RIFEEHIRIRE

* Disabled: ZRiHE &
HRIERGEENEITERE  WEEETEREBES O DB A BENIERSE

Monitor Port

al
Ingress port EEREIREA () RIRIE
Egress ports BRI R L () KRB

HE Edit” AREERHIRE
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Edit Mirroring

| Session ID

Receive Normal Packet

| Available Port Selected Port
i TES

| [TE2
TE4

Ingress Port ! TE6

| |TET
| |TES

B .. _.-i-ccissscicssss==sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzzssza:

Awvailable Port Selected Port

i [TEA TES
| |TE2
. [TE3
Egresspmi TE7
| |TEs
| |LAG1
! |LaG2
| |LAG3 M

Apply ] [ Close

Session ID : BEARFTERRESZE D -
State :
® Enable: RUAH/FRIREINEE -

> Mirroring Port: & EEE 0 BE—ERGERR(HIER) -
Ingress Port: FREEIEE 0 EIERIHGEI 0 AEREER -
Egress Port : fFFZEEIEE 0 EEWRIREE LERR -

HZE"Apply "# 7 HIZE - B "Close"FiFIi E -

18.3 Ping

Ping fe< Al s EHEE I UMMAE - WAEWRE R BERBENTEERIE -

Ping WEFREL R BRE MR X —ERRAERZEG RS HE(CMP)HNEIEFKHTE - WER ICMP
[CfE - BR#ES pong - BRIERRBBLACHEMHVEN  EAESESJLIER ping TEERE
EERNRBESEERRRERMBIIARE - % ping THEEXIE IPv4 1 IPv6 #E -
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Diagnostics + Ping

Status

e H “ Hostname
Port Address Type | @ IPv4
VLAN ; .('_'_: IPV6
MAC Address Table Server Address | |1 52.168.101.254 | §
Spanning Tree h
ERPS Count | |4 | !

Discovery Ping

DHCP

Multicast Ping Result
IP Configuration
Security

ACL

QoS
Diagnostics TmnsmltPaclmt | 4

¥
¥
¥
L
L4
¥
¥
¥ Loopback
L4
¥
L
¥
L4
L4
L

& Logging Rneoewe Packet| 4
Property
Remote Server

Mirroring

packeuost; 0%

Round Trip Time
Traceroute i |

Copper Test - Max |
& UDLD =
¥ Management

> Address Type : RMIERAEIEES "Hostname” - "IPv6” = “IPv4”
>  Server Address : 15 &IH H R 2800 F 1% =18/ I1Pv4/IPv6 il -
> Count: EESE ping B ICMP FKE = -

HE "Ping” T ping FI43 R

Rz bR
BRping IS ping K B
» Status: B/RpingBU%AESR “ Success” B¢ “Ping failed (timeout)”
Packet Status * Transmit Packet : pingZZMTIEIEE

* Receive Packet: ping#EWHH BHE

* Packet Lost: pingi@RZthigk S BB D Eh(EEIXR)
B Rping RV IR IS

* Min: FEIR[OIH &S E

* Max: HERENHFREHE

* Average: HEIREINFIGRE

Round Trip Time
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18.4 Traceroute

Traceroute 2iBi% 1P FEIRAT BEETHIIROIZRES - ERIRE BB HEERY P A1 -
Traceroute EEFBMR KT BIRER ZBNE— I KB E—BVERER -

Diagnostics + Traceroute

Status

Network ] I
Port : Address Type :'

(g; Hostname
) IPv4

VLAN
MAC Address Table

Server Address i |168.159.2UD.‘1

User-lfl-e-ﬂned

Spanning Tree
ERPS

¥
L4
¥
L
L4
L
L
v Loopback
L
¥
L4
¥
L
L4
L

Discovery Apply

DHCP
Multicast Traceroute Result
IP Configuration

Security traceroute to 168.159.200.1 (168.159.200.1), 30 hops max, 38 byte packets
ACL 1 192.168.101.89 (192.168.101.89) 5000.000 ms IH 5000.000 ms !H 5000.000 ms 'H
Trace complete

QoS
Diagnostics

¢ Logging
Property
Remote Server
Mirroring
Ping

Copper Test
= UDLD
% Management

> Address Type : RUIAFRAIEESR "Hostname” 2 “IPv4”

> Server Address : 1EE&IHH AR E 2/ IPv4 il -

> Timeto Live: & A Traceroute SFFMIERAIRRLEE - AMFI LE3XMFAERR A BIREIR - 225
HRth st ERZERS - Traceroute fE< &1L - HREATARIE30) - FEE "Use Default”

HZ"Apply "B O] #T Traceroute #35F -
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18.5 #fl#E Rzl (Copper Test)

EREEESUEAZINAEREEREERERILESR - WIRIEBRIER -

Diagnostics + Copper Test

¥ Status

¥ Network : oo
¥ Port I L e—

» VLAN
D o ] Copper Test
# MAC Address Table

»# Spanning Tree

« ERPS Copper Test Result

» Loopback

u[)lsmveryi Cable Status

¥ DHCP
Port: TE1 :

% Multicast =

% IP Configuration Result | Open Cable

¥ Security Length | 164 M
# ACL
% QoS

- Diagnostics

< Logging
Property
Remote Server
Mirroring
Ping
Traceroute

R s

Port e e 8RR T E

HZ “Copper Test” Al fliAaR

Cable Status

R i

Port 4R AT E

AR AR RS - BIFE:

o OK: IEtimEELRE

* Short Cable: B4

e Open Cable: FANEER - HERFER

* Impedance Mismatch : ZixfERAESEZHBEN
* Line Drive : #RI&EEE)

Length WEIRREIR BN EE LR ERIEERE

Result
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Em#Eigfl (UDLD) ERmiE e B 2BV - IRMERE 2BRVESRHERER - A ERERE
mlm RS R B - 5 UDLD EE#17 UDLD ThEERE -

18.6.1 [El(Property)

ZEE R ERERE UDLD WEEMESETENRE -

Diagnostics » UDLD -+ Property
Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERFS

Loopback

Discovery
DHCP
Multicast

| Port | Mode | Bidirectional State | Operational Status | Neighbor |

& | & | & | ¥ | & &« & & | &€ & & | & & & &

B (] 1 TE1 Disabled Unknown 0
IP’ Configuration 0 2 TE2 Disabled Unknown 0
Security . )

s [ ] 3 TE3 Disabled Unknown 0
ACL o

(| 4 TE4 Disabled Unknown 0
QoS
- - [] 5 TE5 Disabled Unknown 0
= Diagnostics
- O 6 TE6 Disabled Unknown 0
2 Logging : -
Mirroring [ ] 7 TE7 Disabled Unknown 1]
Ping O & TE& Disabled Unknown 0
Traceroute
Copper Test Edit

z UDLD
Meighbor

> Message Time: EZ2{EH UDLD i - MWEAHFAEENRIBEMNTEETRE - RE [
UDLD MIRMBEMEMARAFEZIE "hello” HE(UDLD BE) - WIRHATEIEENRERBEA
El—1E "hello” HEIFERRIFRER 15 7i8) - IR EHWE - UDLD BERAEEIENTE -

HE"Apply "I E B E -
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tR 1 it

Port BNBEERERID
Mode BTN ENUDLDE TR
Bidirectional State BRTE R E @RS
Operational Status BT ERVETIRE
Neighbor BN ENIRENEE

Edit Port Setting

Er““ Pnrt TE1 TEZ T

:: '.2 Dlsabled
Hodei @ Mormal
i () Aggressive

[ Apply l [ Close l

> Port: EE—(ENZEERTEERER -
> Mode: EZ/EAW UDLD TR -
® Disabled: =M UDLD Ih#E -
® Normal: DUEE#EIVETE - BREBEERE AR EBREEAEDEERE
® Aggressive: LUBERT NETE - EFEERE —([E#MIFEBREEASTHEUMEE -

D+

HZE" Apply "tEFERIEE - 51 "Close" R E

18.6.2 #iAER{E(Neighbor)

FE=ES UDLD MR ERIBRH ZRM UDLD mEHE P el ARERBNRBIERE
8 ID Bl - WHERBNERAMMNAREEERNMIRBRBENERE ID &l -
ELE - MRIBEZEORY - ERRRZIEEHMORBEEWBCHRENEZE ID Bl - IREE
IBRBEMIREWRIBRECREIEEER ID WEM - AIRSZBEEIEDN -

SHWEREMIRE CRE - B IR AREWE BT - 30L IR AR SR B BB A R M R UL AR AR B 1 2 SR RS
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Arpiify your Wire

IRREEIRE - MERESEE -
Diagnostics » UDLD —+ Neighbor

Status
AL e  Neighbor Table

Port

VLAN

MAC Address Table

Spanning Tree

ERPS

Loopback

Discovery

T ————— Refresh
DHCP
Multicast
|P Configuration
Security
ACL
QoS

= Diagnostics

Entry ) Cumrent Neighbor State | Device ID | Device Name | Port ID
Time Interval Interval

Expiration Message | Timeout ‘

0 results found.

2 Logging
Mirroring
Ping
Traceroute
Copper Test

@ UDLD

Property

¥ Management

I Fa 3t
Entry VN =]
Expiration Time ?‘E%EH%EE@'T%?%E%F&

Current Neighbor State BRI R B ERTIRAS

Device ID BRANOREID

Device Name BRI m R

Port ID BB R R ERHRID
Message Interval B ENEEEER
Timeout Interval BRID IR R B IS PR
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19. E(Management)
19.1 fERAFEKRE(User Account)

TRRR R FHE R/ Z M Z root/default - EHZEEEE T LUENBE A BB BNV EHRE 2/ B
EEMER - Wi E"add” ~ "Edit"M"Delete"HEEETEIE -

Management + User Account

User Account
Port
VLAN Showing entries Showing 1 fo 3 of 3 entries Q | |
MAC Address Table
_
Spanning Tree [ ] root Admin
ERPS — 3 )
1 mis Admin
Loopback
- [ 1 number User
Discovery - - -
DHCP Add H Edit H Delete First | | Previous | B8 | Next || Last
Multicast
IP Configuration
Security
ACL
QoS
Diagnostics
Management
<2 Firmware
< Configuration
= SNMP
= RMON
Rz Fa 2t
Username REMEREZE
BRHTIR PROEPR AR A1
Privilege e Admin: BFRFEERRERE - EIREFNILS
o User: REBERMGBRTE - FAOFTEE - EIRARFR]

Add User Account

Apply || close
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Username : IEEHERE BT -
Password : s&EIRFHZES -

vV V VY V

Privilege : EIZEMIEPHEREAR -
® Admin: RFFEERMERRT - #IREZRK 15 -

® User: RFEBERRERRE - FAFFEE - HIRAAEFR1 -

HZE"Apply "# 7 HIZE - B "Close"FFIi E -

19.2 &FIg=(Firmware)

19.2.1 AR/ @ (Upgrade / Backup)

EABEBEEE A RENENEE - AT LIEE-ER TFTP 3 HTTP #2E

ZEHENEZEZHEMHFREREGEE -

Management + Firmware + Upgrade / Backup
Status

Metwork I "‘
Part i Action

VLAN

MAC Address Table

Spanning Tree

ERPS I
Loopback

DHCP

Multicast

IP Configuration

Security

ACL

QoS

Diagnostics

@ HTTP

-« « L I “« « “« « <« -« « L I “« « “«

- Management
User Account
< Firmware

Active Image

> Action: FNESERIE -

® Upgrade: ftiEIRF# Mm@ DUT FHARENRE -

® Backup: 7t DUT miEln = E 7 ENASIREY -
> Method: BNEEAR/ BN E -

R, +(886) 2-8911-6160

@ wWww.cerio.com.tw

Confirm Password : :87FE "Password” t#EMIHBEIMIREZEE - .

- WREEFEFD - AIER

| @ Upgrade

[ EEEx | xescmes
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® TFTP: f&F TFTP ZKFH#R/ B EEE -
® HTTP: =/ WEB BIE a3/ H1nFEe -
> Filename: ABIERARIE  MEEZEIHE CAOFREREES -

BB Apply S FHE -

I () Upgrade
I Backup |
TFTP i
HTTP i
Image

Hostname
IPv4 |
IPvé !

> Action: FNESERIE
® Upgrade: ftiEIRF Mm@ DUT FHARENEE -
® Backup: 7t DUT miEln T E DN IREAR -
> Method: BNEBFAAR/ BNTE -
® TFTP: A TFTP KA 4R/ B1HENES -
® HTTP: fF WEB 2| E 2 R4/ H 10 E)5E -
Firmware : 852377 PROFNASAREAE
Address Type : 157 TFTP B ARZR I UL EREY -
® Hostname: &R ZEIELEMRENIUL -
® IPv4: £F IPv4 {EREAREE AU -
® |IPv6: #H IPv6 fERREIAREEMLIL -
> Server Address : &7 TFTP falARzz it
> Filename: =in TFTP fEike: RVBNESIRGTIEZRES

BB Apply BB FLE -
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19.2.2

£ % R A BORA 4 (Active Image)

ICEE AR EREE NREESEETERRERE  TBIMEREFSENIEMI - NIRRT
2P LEZEE - ERESESJLIEE-EIRETRARIELND -

Management + Firmware » Active Image
¥ Status

¥ Network
¥ Port
¥ VLAN

Active Image -

| @ Imaged

) Image1

¥ MAC Address Table
¥ Spanning Tree
¥ ERPS

Firmware | Image(*
% Loopback 5 F
Version | 1.0.0.26
» Discovery
¥ DHCP o
« Multicast Size : 9186221 Bytes
% |P Configuration Created 2025-01-11 09:3 |
¥ Security
¥ ACL
 0Q0S Firmware | Image1
% Diagnostics Version @ 1.0.0.26
- Management Name
JErGIEE Size | 9186221 Bytes
¢ Firmware -
o B Created | 2025-01-11 09:33:47

<2 Configuration

> Active Image : EE M REEGEROREREE -
® Image0: EEEFNE 0 AR EREO
® Imagel: EEZER{ESE 1 BAFEHREREL -

(I

e  Firmware: F5EN&EHE

e Version: FEERRA

Active _
e Name: FEZTHE
Image ) - "
e Size: FEEIREIE RN
e Created: FieMEiEEIZEHE
e  Firmware: 52N EE
e Version: F5EiR{EiE
Backup -
e Name: 25
Image

* Size: FEREER/N
* Created: FieMEEEIZEHEA

=1 ==

BB Apply "B B FHE -

R, +(886) 2-8911-6160
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19.3 EcE(Configuration)

19.3.1 FA#R/E B (Upgrade / Backup)

ERAEEEE IR AR EERF DT PCARRERE LEIRBRZAA - ILEEHEAEES
HTTP 2k TFTP fERRzs ARk i 1o 8BS R 18AE -

Management + Configuration + Upgrade / Backup
¥ Slatus

% MNetwork
Port
VLAN

“«

MAC Address Table
Spanning Tree | ) Running Configuration :
ERPS | () Startup Configuration

¢ Loopback | Configuration| () Backup Configuration
Discovery |
DHCP

Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

| sEe= | seEcmes §

L
L4
¥
L
L4
L
¥
L
¥
L
L
L
L4

- Management

User Account
22 Firmware
¢ Configuration

Save Configuration
Upgrade Configuration

> Action: REERE -
® Upgrade: t&imE#Mm@ DUT H4kENES -
® Backup: 7t DUT [@i&in =B ENERIREE -
> Method: BEFHRTE -
® TFTP: A TFTP RAAREE -
® HTTP: {FF WEB B|E &K 4REN5E -
> Configuration: :REHA -
® Running Configuration: 5| HAIETHRER -
® Startup Configuration : ZIBRERERE
® Backup Configuration : ZiEMNRERE -
> Address Type: & TFTP falfkzs i RH -
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® Hostname: &R ZEIELEMRENIUL -
® IPv4: EF IPv4 1ERREIARSS AU -
® IPv6: £F IPv6 1EREIAREIMILL -

> Server Address: 157 TFTP &Rz firdt -

> Filename: &ln TFTP AR LHWREERS -

BB Apply "B FLE -

Backup Configuration

! () Upgrade

> Action: REEF -

® Upgrade: &I E Mm@ DUT H4kENES -

® Backup: 7t DUT [@i&in =B M ENRREE -
> Method: REENHFHE -

® TFTP: /A TFTP REMENE -

® HTTP: F WEB BIE R RE NN -
> Configuration: REHA -

® Running Configuration: BMETHRERE -
Startup Configuration : EHRIEIRRERE
Backup Configuration : HHEMNRERE -
RAM Log : B #EFE RAM RIHET -
Flash Log : B R#EGFEMGFHEE -

" Apply "B B ERE -
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19.3.2 {R7¥FEXE(Save Configuration)

SEREEEEERMURE LME "Apply” BRAK - AHRIMBREMHHNEEERGEEETHR
E - ERBETREPINSY - WEARETREEHIS —EREHUFRFREBRE LI
% WEE A EAEERRTE DUT LR ERE - LUKEIE "Restore Factory Default” #iE L
PRFRRR(E -

Management + Configuration + Save Configuration
¥ Status

¥ Network .
¥ Port

VLAN
MAC Address Table @ Startup Configuration :
Spanning Tree i { (O Backup Configuration ;
ERPS

¢ Loopback Apply H Restore Factory Default

i @ Running Configuration :
) Startup Configuration :
Backup Configuration i

_____________________
.....................

Discovery
DHCP

Multicast

IP Configuration
Security

ACL

QoS5
Diagnostics

¥
L
¥
L
¥
L]
¥
L]
¥
L]
L
L
L

= Management

User Account

Firmware

Configuration
Upgrade / Backup

2 @

SNMP
RMON

o

Source File : 2KRIEZEFERY -

== o)

® Running Configuration : E&ETREREFZIIHAIM -
® Startup Configuration : E&ENREEEZI BRI -

AN ]

® Backup Configuration: EEEB MR EEEZIERIM -
> Destination File : BRIEZ4EEY -
® Startup Configuration: BiEXEREFRENR

=
® Backup Configuration: BEXERERENRE -

Vi

B "Apply "# 7 AR 2 BB 5 E 3 5 % "Restore Factory Default "X /[0]H 7858 15 -
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194 ESHEEERHESNMP)

SNMP 348 SNMP vl ~ v2 # v3 - BEEEAEXENEEERE (MIB) REZEN trap - MIREE
WERHE RS0 -

1941 FR(View)

BN EEAEEEN MIB s THEAME - SETH ID A TEIEN OID £% - FallE
RERSEASEERETHNR - WTM®A OID - #E"add A" Delete" AT &2 -

Management + SNMP -+ View
% Status

# Network View Table
% Port
« VLAN Showing entries Showing 1 to 1 of 1 entries Q| |

% MAC Address Table — |View | OID Subtree | e | ‘

‘ all A Included

¥ Spanning Tree
¥ ERPS

v Loopback | add || Delete
% Discovery

% DHCP

% Multicast

% |IP Configuration
¥ Security

s ACL

¥ QoS

] First | | Previous | 81 Mext || Last

% Diagnostics

-~ Management
User Account
Firmware
Configuration
SNMP

o

Group
Community
User
Engine 1D
Trap Event
Motification
RMON

&

R i

View SNMPHjviewZ 1 - ARERBIVEZETT

HE
Subtree OID IEEZMSNMPE RT B Z S BEFRAY ASN. 17141438 Rl A5 (OID)

View Type ERR T OR N HERIEEIMIB

@ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Add View

Included ;
[ () Excluded !

[ Apply H Close ]

>  View: M A—EBRHWEREZTE -

> Object Subtree: ¥##Z "FHAETER" FHER OID - HWIERPEZFIRS OID - BRPH
DR HRZE AT A FER -

>  Type:
Include : ERLIFFTE MIB B2 TERERTF
Excluded : ZEFLIEFTE MIB BEBRTEFRD -

19.4.2 E##H(Group)

£ SNMPv1 71 SNMPv2 o - #12¥5 &2 SNMP FAE—#E38 %X - #B¥F R 27 SNMP R
W - 28 - FAAERNALBFF B ENE A NE - FIL SNMPv1 1 SNMPv2 W A% % - £ SNMPv3 o] 1)
& E "Authentication and Privacy” EMNZZE - s2&E"add" ~ "Edit""Delete"IhEEEITEIE

Management + SNMP + Group
¥ Status

¥ Network Group Table

¢ Port

¢ VLAN Showing entries Showing 0 to 0 of 0 entries Q | |
« MAC Address Table T
¥ Spanning Tree

¢ ERPS

¢ Loopback

View

W | Group | Version | Security Level I o | — | Notify

0 results found.

. First | | Previous | 8I8 | Next | | Last
# Discovery

+ DHCP

« Mullicast | agg || Eat || Deete
% IP Configuraton
¥ Secunty

¥ ACL

¥ QoS

¥ Diagnostics

= Management
User Account
Firmware
Configuration
SNMP

View

H B @

Community
User
Engine ID
Trap Event
Notification
RMON

i
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Rz i3t
Group FEESNMPEAHEH - EEARER3EFIT
1EESNMPRR A

* SNMPv1 : SNMPiRAL

e SNMPv2: ER#ERFE-SNMPIRZA2c

* SNMPv3: FRHEBELZEZHEE(USM)-SNMPhRZA3
1EESNMPZ 2 4R Al

* No Security : IEEAHITHEIRE

* Authentication : FEERTARNEBNH EIS MR

* Authentication and Privacy : 18R 1THINE NI EIF 0 0E
1EESNMPHE R EIRFEY

* Read: FTEMRHNERFINRRE

Version

Security Level

View . Write: FREiRiEEBERASA
o Notify: EFfEmiE FRESHE - SESNMPEREEEEMAS
Add Group

[ Apply H Close ]

> Group: ¥5E SNMP ##H32H - EEARER 30 @=FT
> Version: 15E SNMP fR7 -

® SNMPv1:SNMP A1 -

® SNMPv2: EE#3EH SNMP hRA 2¢ -

® SNMPv3: EREZZHEE(USM)B SNMP kA 3 -
> Security Level : 8% SNMP ZZ 45l -
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® No Security : IEEAHITHERE -
® Authentication: IEEHITARNBHNT BB MHFE

® Authentication and Privacy : fEE#RTHNENHEIS MR -

> View:
® Read: NR#ED "Read” HEEBRENEIEGFENERE -
® Write: HIRED "Write" BIEEZEMENEEGFRNASZA -

® Notify: MNRZEDP "Notify” RIFFERR LRESHT - G0 SNMP ERBEBEZXBHASE -

HE"Apply "# 7 EHIEE - B "Close" % E -

19.4.3 18 (Community)

fLEHETE SNMPVL #1 v2 ES - BS SNMPv3 ERERELZEZHMIELE - EREBRBED
fic 7 FEVERAVEF A - WERE"add" ~ "Edit"M"Delete"NEcETEE -

Management + SNMP + Community
Status

Network Community Table
Port

VLAN Showing entries Showing 1 1o 1 of 1 entries Q [
MAC Address Tabie ‘
[ ]

Spanning Tree
et public all  Read-Only
ERPS

Loopback

Discovery

DHCP Add ] [
Multicast

IP Configuration

Securnty

ACL

Qos

Diagnostics

First | | Pre

Edit || Detete

& & | & | & & |&€ & | &€ &€& &« & &£ | & & | E &

= Management
User Account
Firmware
Configuration
SNMP
View
Group

& @ B
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R 1L it
SNMP# 2# 150
Community * Basic: snmptLEf e E BRI 7 EVERR
* Advanced : snmp*tEfigE R 4
Group 1EEBEESNMP groupfs T s EMSNMPE A - DIEE ML BNMH
View EESNMPEETR - DIE R B o] R4
SNMPZFHEUET
Access * Read-Only: R3E&
* Read-Write: &S

Add Community

[ Apply ][ Close l

» Community : SNMP #1185 &# - ERARES 20 BF7T -
> Type: }57%E SNMP pRAHEE! -
® Basic: SNMP st 25 EMM A MFEVER - 12N FEEROIDIRERSRENER - I - &
AEZEEE DB BEERT - REMEHREFEINEL MIB M4 -
® Advanced : SNMP B 5 E#¥/H - AN FEERBMATES - MO UERARENZ ZERE
MERM  HANGTIEREEEN - EANBHA -
View : 157 SNMP 87~ - DIE R B 0 R4 -
Access : SNMP FEUES -
® ReadOnly: R:& - ERGFHERERNRRE - BEHHTRETEX
® Read Write: X - EEGFIHERBER - IDIEIIRRERTEETENR - BABESEHLE -
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> Group: MIREERIEE SNMP IRAMBEEES "Advanced” A - NARERECRAERE
Ay SNMP 24 - DIEE & ol O -

HZE"Apply "# 7 HIZE - B "Close"FFi E -

19.44 {ER&E(User)

SNMP EREZERENRB(EREEE - BIBMNEREHE)UREARFAMSIZ ID HEBMORELT
XHMEBERER - RENEREEFHBFAEANEY  UTHEATHBBERPRENFIER -
RIBAE  RESEERNA—ERAPMIFE—RAPAREIER - —EFAZERERE—#EN
HE -

FHEEEESRZRIZ—E SNMPv3 A% - WEA—E SNMPv3 24 - iz E " "add" ~ "Edit"
H"Delete"INEEETEIE -

Management + SNMP + User

Network User Table
Port

VLAN Showing entries Showing 0 fo 0 of 0 entries Q I:

MAC Address Table

Spanning Tree
ERPS
Loopback

Discovery
% DHCP [ Add ] [ Edit ] [ Delete

‘ W | User | Group | Security Level | Authentication Method | Privacy Method |
0 results found.

First | | Previot

Multicast

IP Configuration
Securty

ACL

Qos

£ &€ & | &€ & | & K| & & | &€ & &€ | & & | &  «

Diagnostics

= Management
User Account
Firmware
Configuration
SNMP
View
Group
Community

B & @
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R 1

SEREIEES) SNMP IR0 FR9 SNMP B ST - BATTTHA30E
ST - #H SNMP VL 5 v2c - (IS S AR B S HEITR

Hi
:
=

User

Group 1EESNMPERZEFTEBRISNMPEF4H

SNMPHEPRIR T,
* No Security : FEEAHITHEIRE
e Authentication : IEEHITRIMNEBN T BIE M7 5E

 Authentication and Privacy : I5EEHTH MBI S0 E

Security Level

HEREILS" Authentication "=i" Authentication and Privacy "5 5] FHY

o TR HE
Authentication

Method

* None: EZESHRE
* MD5: #5EHMAC-MD5-965 R & 1 &
e SHA: iI5EEHMAC-SHA-96 5 R & 1
INE 7 E

Privacy Method * None: EFRREFIRE

» DES: ERIEZAE(DES)ERE

Authentication

Method

......................
......................

Password | [123456739( |

|
s

I S
| I '
| 0 i
| i '
| i ]

Apply ] [ Close
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> User: 15&&E#E SNMP RERE# Er) SNMP FHEEETHE - RAFnE S 30 @F 7T -
> Security Level : SNMP #[R&E T -

® No Security : IEEAHITHEIRGE -

® Authentication: IEEHTARMENTIEIZHTE -

® Authentication and Privacy : 18 EHTHNENT BB HRE

Authentication

> Method : #[R#EILA" Authentication "=k" Authentication and Privacy "i5 o] FHRUFD &5 1
® None: BERBMRE -
® MD5: f5&F HMAC-MD5-96 S15707% 173
® SHA: 15 HMAC-SHA-96 B 0:& 7

> Password: BNREEN  FTRESBEDSE32F

Privacy

> Method: MEWHE -
® None: BEEFIFRE -
® DES: ERNEZLEDES)EEEX -

> Password: EF\PERE  ZTEEHELS S E 64 T

BB Apply "3 E B E - 8" Close"BEAE -

19.4.5 |2 ID(Engine ID)

5|2 |ID REMREEE SNMPv3 ERMWE—I1ZHE - SNMP LIBH RS EEEH SNMP 5|2 - 558
TIEZ[EEEAN S (Get ~ GetNext » GetBulk - Set) - WA EIEZREHX trap FAE -

&8 SNMP 24 Z AR SNMPV3 FERBIIAM E R - F82HI SNMP 5122 D BHIEXSRMIER
MAC fiIitZ8A% - SNMP 5|2 ID £E BN BRE—/ - Ait—ERL P LS EMEREESHEEDHN
512D - s & "add" - "Edit"#1"Delete"INEEETEIRE -
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Management + SNMP —+ Engine ID
Status

Netwmk— Lo-cal Englne ID

Port
. User Deﬁned

AU | Engine ,D:
MAC Address Table § |8000699203?8d80031c89c|

Spanning Tree

ERPS Apply

Loopback

ML BN  Remote Engine ID Table
DHCP

Multicast Showing entries Showing 0 fo 0 of 0 entries Q I:
IP Configuration |
] | Server Address | Engine ID |

Security |
R — 0 results found.
ACL

Qos | add || Edt || Delete | First | Previous

Diagnostics

€ € €| € | &€ & | € € |« &« &€ | € &« |« &«

~ Management

User Account
Firmware
Configuration
SNMP
View
Group
Community
User

B @& @

Local Engine ID
> EngineID: MREF "User Defined” , BIAKINSIZE |D REAZERTE, &RIEHRBE MACHMEZE
SRARRAITERSIE - FREEENSIZ IDBER 10 £ 64 +/EFIF T - BH/NERIEF 0 AERE
R 2 -

BLEEADply B TRE -

Remote Engine ID Table

e fivi it
Server Address = E AT

BEEREITSNMPSIZID - 5IZIDEER10E64+/ ERF T - B+ EREF

Engine ID N
WNARERR2
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Add Remote Engine ID

Apply H Cloze l

Address Type : =l E AT HEFEE 5 F 142 78/IPv4/IPv6 -
Server Address : =lmF AL -

> EngineID: 15& &% SNMP 512 ID - 5|2 ID €E % 10 £ 64 +/NEHIF T - BH/NERET
ABBERR 2 -

HZE " Apply "# 7 HIZE - B "Close"FFi E -

19.4.6 SH#RE&E(Trap Event)

EHZEEEE I IEEREZR SNMP RESHHR -
EEURE SNMP B ER Y REZXMASH - MIAEEIEE RFC 1215 PAAERNAS
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Management + SNMP + Trap Event
Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERPS
Loopback
Discovery
DHCP

Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

®« &€ € | € % |€ &« | € €|« & £ | € €« |« K«

- Management

User Account
Firmware
Configuration
SNMP
View
Group
Community
User
Engine ID

& @3 @

R A

Authentication SnsE th b‘ SNMPEﬁTﬂé%%ﬁHQHﬁ;ﬁg&ﬂQ E:-SﬁﬁCOmmunlty:?—%EQf—EKﬁEZ
Failure ERE S HRE BB AR -

Link Up/Down ERIBEES E1Te MTEMASSRAVIREREN -

Cold Start AEE  HREEB TSRS REE MR R EE -
Warm Start HEE) ; H0 S E AT AR R IR R -

BB Apply "R AHIE BRE -
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19.4.7 @A (Notification)

BARIRBRE trap MENEBEY - BAESEIERESS trap MENEIE - REHNE

BESEHEN P AR trap AR ERAL SNMP B:E - EREBEHHE trap S
MBS - FSEEAENE R P S A EENE - RE"add" - "Edit" F"Delete" T4
T -

Management + SNMP + Notification

Notification Table

Showing entries Showing 1 to 1 of 1 entries Q| |

# MAC Address Table
% Spanning Tree

% ERPS

» Loopback

‘ ] | Server Address | Server Port | Timeout | Retry | Version | Type | Community / User | Security Level |

[] 192.168.2.101 162 SNMPv1  Trap  public Mo Security

First | | Previous | B8 | Next | | Last
» Discovery

add || Edt || Deetw

% IP Configuration
% Security

# ACL

% QoS5

% Diagnostics

= Management
User Account
2 Firmware
< Configuration
& SNMP
View
Group
Community
User
Engine 1D
Trap Event

R A

Server Address SNMPIREZE W ERIPAIHE L F 12 TE

Server Port ESEGREE UDP EBIZIBARR
Timeout 15 SNMP @E#E
Retry 15 SNMP BAIRER T8

15 ESNMPBEI R A

* SNMPv1 : SNMPRR A LB H]
e SNMPv2 : SNMPhRZS 258 ]
e SNMPv3 : SNMPhRZ 358 ]

Version
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BANLETY
Type * Trap: #3ESNMP trapsil 22 =1

* Inform: B&ZXSNMPEANZ =

RBARSNMPL B /fEREEZTE - WIRRAZESNMPY3 - RIZERFERE
Community/User o | EEIAH S

SNMP3BEANH E1L Z AR Al

* No Security: BEANITHEEMNRE

* Authentication : FEEHITARMEH EIN S 1050

Authentication and Privacy : 5B TH MBI BN S M E

Security Level

Add Notification

| @ Hostname !

CSNMPVT
SNMPv2 i
SNMPV3 i

-
|

8@ Mo Security :

-_—

1 Use Default :

apply || Close
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Address Type : &lm FHATHUEFREN S F14278/IPv4/IPV6 -
Server Address : SNMP $RE#ZUTER] IP AriEsy F 2 -
Version : 3§ SNMP BE1FRAS -
® SNMPv1:SNMP k7 1 78%0 -
® SNMPv2: SNMP 7K 2 3840 -
® SNMPv3:SNMP 7 3 3840 -
> Type: BHAFEL -
® Trap: %% SNMP trap FAEZIEH -
® Inform: %5 SNMP BHIZIEH (V1 RBEH) -
» Community/User: FIREBHIAN SNMP 185/ HERME - IRRAZ SNMPV3 - RIZEREH
EE  BRAIRHHEE -
> Security Level : SNMP BRI B L E KA - L2 RAINBBRENURE/ERESE -
® No Security : IEEAHITHESMRE -
® Authentication: FEEHRITRMEBH N EMNRE -
® Authentication and Privacy : fEERTHNEBHENE MR °
> Server Port: #EINEFEIMRES UDP EEIBARSE - WREDP "use default” RIMER 162 - BRIBEE
FRAERTE -
> Timeout: 5 SNMP BHIBE - WREP "use default” AlEZR 15 @ SRIGHFERAERE -
> Retry: 5% SNMP BHIEMTEEE - WWRED "use default” BIER 3 - BRAIRERERTE -

BB Apply " FE S E . 8" Close"BLE -
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Lmnpdify your

19.5 RMON

19.5.1 #EHEIE(Statistics)

WEEBARERNERNREAFTER - oJDUEEENRIFTERE - LB AR 2 EMBEIR
MEREMIBEN(ERE - ZBAER) -
2 “Clear” ZFILEE - S22 "Refresh” EXEZAEEE - ZbH#Z "View” (@8 EHE -

Management » RMON —+ Statistics

Statistics Table

Refresh Rate sec

MAC Address Table
Spanning Tree Bytes Drop | Packets | Broadcast | Multicast | CRC & Align | Undersize
ERPS Received | Events | Received | Packets | Packets Erors Packets
Loopback 0 1 TE1 384385 0 2505 267 517 0 1
I 0 2 TE2 0 0 0 0 0 0 0
(P 0 3 TE3 0 0 0 0 0 0 0
Bulgeas] 0 4 TE4 0 0 0 0 0 0 0
IP Configuration
ig m 5 TE5 0 0 0 0 0 0 0
Security -
0 5 TES 0 0 0 0 0 0 0
ACL
] T TET 0 0 0 0 0 0 0
QoS
- O 8 TES 0 0 0 0 0 0 0
Diagnostics
] 9  LAGT 0 0 0 0 0 0 0
- Management
User Account ] 10 LAGZ 0 0 0 0 0 0 0
O R [ 1 LAG3 0 0 0 0 0 0 0
2 Configuration [} 12 LAG4 0 0 0 0 0 0 0
@ SNMP ] 13 LAGS 0 0 0 0 0 0 0
i [ O 14  LAGE 0 0 0 0 0 0 0
— 4ac AT n n n n n n n

Statistics Table
Refresh Rate sec

‘ Drop Packets | Broadcast | Multicast | CRC&Align | Undersize | Oversize Fragments |
Events | Received Packets Packets Errors Packets Packets
1 GE1 481071 0 2053 458 545 0 0 0 0
2 GEz 0 0 0 o 0 0 0 0 0
3 ce3 0 0 0 o o 0 0 0 0
4 Ge4 0 0 0 0 0 o 0 0 0
5 G=s 0 0 0 o o 0 0 0 0
5 G=5 0 0 0 o 0 0 0 0 0
7 GEr 0 0 o o o 0 0 0 o
8 Ges 0 0 0 0 0 0 0 0 0
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P . Frames of ‘ Frames of Frames of Frames of Frames of Frames Greater
64 Bytes 65 to 127 Bytes 128 to 255 Bytes 256 to 511 Bytes 512 to 1023 Bytes than 1024 Bytes
1] 1] 1215 1044 237 T 442 i1
i o o a o o L o
o ] o 1] o o i} o
i) o o o o o 0 o
1] o o a o o o o
] o o a o] o 0 o
o ] o 1] o o i} o
o 0 [v] 1] [v] o] 0 [v]
R f 3t
Port RMON#t &t BlIRRVE 218

Bytes Received

WRIR)\NIcHEE - SFEERIEM FCS J\uxl - BAEREIRMUT

Drop Events

EZNHEHE

Packets Received

EWHWHBEHE SREHRTE  SERIENEERETE

Broadcast Packets

RWNWREEERHEEE - ZHE SR EHE

Multicast Packets

RWNWREZRHEE

CRC & Align B BB S SRR (CRO) A S P 75 52 52 Y
Errors

Undersize BB/ B ()R 6418\ LI A H B
Packages

Oversize Packages

BB AT B (BE1518(E )/ \uTH)NEE

Fragments

EWR R ER(DR6ME ) \NITT AR E - AEEIauTT - (BEEFCS/\I7t4)
NEE
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EWREE1632E N\ a8 8 E - ZEFAeEMENTT - BEIFERN

ARFCSGEIMERE R MIFCS) It AHE B R &R ) \ N T AHE(FCSEERR) - B¢

BAIFFEE ) \NnAR(HEIER) - Jabbersf B ER R E U MEER LK
Jabbers APSENAE

s HEERNREBBMRUEGAKEWAIT)

« HEIEAEYCRC

o RIGAIZEIRXIEREH

BEWNERE - MREEE AT E - BlfF)abberslER IRFIERES BB A
Collision B EA A

Frames of 64

Bytes EWHNE 264N THENMER S

Frames of 65 to
127 Bytes

EWHNE 2652 127U ARIER S

Frames of 128 to
255 Bytes

BB E128 2255 T ARAIERIE

Frames of 256 to
511 Bytes

EWNEZ256 2511 TAHRRIERIE

Frames of 512 to
1023 Bytes

EWNEE51221023M oA ERE

FramesGreater
than 1024 Bytes

BB 2102421518 mANIEE S

19.5.2 ESEEc#xr(History)

£/ "History Table” BEEEZREFKER  BERENEAELIREWERERIR - HEBETIENZH
% vELRERLRHRER L JUBBERBELRHFRESR - 52 E "add"  "Edit" - "Delete" A "view"
TheEgETER -
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Management + RMON -+ History
Status

Network History Table
Port

VLAN Showing entries Showing 1 to 1 of 1 entries . |:
v MAC Address Table R R —
Spanning Tree
ERFS
Loopback
Discovery
DHCP
Multicast
s IP Configuraion add || Edt || Deete || view
Security
ACL
QoS
Diagnostics

| Sample

Entry | Port | Interval | Owner

| Maximum | Current
[] 1 TE1 1800 50 50

First | | Previous

« « % | & «| &« « | & « « &« &« |« « |« «

- Management
User Account
» Firmware
Configuration
SNMP
RMON
Statistics

o @ @ @

Event
Alarm

B4 g
Port RMON/E S22 3 03 518

Interval REVER I R FE FE PR

Owner SHERERE (0~31E=FT)

RESANRAREE
Sample * Maximum: EXHNEAHE
* Current: XANERIE=
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Add History

[ Apply H Close ]

Port: EIZEFIRETRTE

Max Sample : IEERFEANEAZE -

Interval : BIART EWEEANWREBUNRENL) - EESERANDE

Owner: #AzEK RMON B8y RMON TEULsifERE  EESHMHEAE BHE(0~31 &

PTT) -

YV V V V

HE"Apply " FEIEE - B "Close" i E

19.5.3 E{(Event)

EHEHERARKRESH  ELEEHZE
Hi M trap WERAES - NREEE
"Edit" -« "Delete"f1"view"INEE#ETT

EFZRBFIANTHOREERE "Alarms” BEHLER) - SHOIE
RSB H BMIERTE "Event Log Table” EE L Wiz E"Add"

1 -
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Management + RMON —+ Event

Event Table

Showing entries Showing 0 to 0 of 0 entries Q |:
MAC Address Table R R R
Spanning Tree
ERPS

Loopback
Discovery

DHCP

Mutticast add || Edt || Deete || view
|P Configuration
Security

ACL

QoS
Diagnostics

‘ W | Entry | Community | Description | Notification | Time | Owner |
0 results found.

First | | Previous

= Management
User Account

» Firmware

Canfiguration

SNMP

RMON
Statistics
History

B @ @@

Alarm

I it
Entry BRSUHHENBE

Community BN EERIALES

Description NS RV

Notification EHRBALEE - oJfERIES  None/Event Log/Trap/Event Log and Trap

Time BER AT

Owner SHWREERMEO0~31EFT)
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Add Event

@ Mone
: () EventLog
i (O Trap !
i () EventLog and Trap :

Description | [Defautt Description | §

Apply H Close l

Entry : ESHHERSERT -
Notification : IEESHRVBILEL - TEMNME :
® None: REMEEEAM -
® Eventlog: £ RMON # “Event Log table” HEC#xEHHE -
® Trap: BIREBILEIX trap IR -
® Eventlogand Trap: FEC#REHHFSTE 3% SNMP trap FLE -
> Community : 2BMBEIEESR "Trap” F "Event Log and Trap” K- 15E SNMP #LEf &% -
HEARESR 20 EFT -
Description : {8ESHRVHELL -
Owner: EESHHFIAEE -

HZE"Apply "# 7 HIZE - B "Close"FFIi E -

19.54 Z#(Alarm)

RMON ZEREMH 7 —1EHHE - AR ERSIEMRERER - IS ER#ENT BasstE th SNMP 94
AR LEMERSH - WARZERPEE LARSIEM MNEIRGEE - BB LA IRGER - AZEMLFA
S BEFEBHEEN NERGEE - B TEEHRE  RAEUB EARFIERTZRE N —EER - &
E"Add" - "Edit"F1"Delete"IREETEIR -
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Management + RMON —+ Alarm
¥ Stalus

% Network Alarm Table

% Port

¥ VLAN Showing entries Showing 0 to 0 of 0 entries
% MAC Address Table
% Spanning Tree

% ERPS

Counter | Rising Falling

En Port | Sampling | Interval | Owner | Trigger
- w L ] | Threshold | Event | Threshold | Event

| Name | Value

0 results found.

¥ Llfll]pbad\' First | | Previous | B8 | Next | | Last
% Discovery
" ot
v IPConfiguraon add || Edt || Delete
% Security
% ACL
¥ QoS
'_[r::i:::'r:nt
User Account
< Firmware
2 Configuration
e
Event
I it
Port RMONZEHAEHEIBRTE
BV ET 8128
* DropEvents (Drop Event) : #EIWHNEZHERSHARE
* Octes (Received Bytes) : #UXH/\iI7o/HE
* Pkts (Received Packets) : EWHH B =
* BroadcastPkts (Broadcast Packets Received) : EWHIEE
HEE
e MulticastPkts (Multicast Packets Received) : #HUIZEE
=25
Counter * CRCAlignError (CRC and Align Error) : #4gJCRCEEFR A
% 5 7R Y

* UndersizePkts (Undersize Packets) : ZEWRIE/ N ENEE

* OversizePkts (Oversize Packets) : #EWRB AT ENEE

* Fragments (Fragments) : WK R BB S

» Jabbers (Jabbers) : jabber #1812 &=

* Collisions (Collisions) : #EUIHIEZRE

* Pkts640ctetes (Frames of 64 Bytes) : #%U 64 AN B E S
* Pkts65t01270ctetes (Frames of 65 to 127 Bytes) : ##UIH) 65 &

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

127 o EHE

» Pkts128to2550ctetes (Frames of 128 to 255 Bytes) : ##ULAY 128
£ 255 U nANTEEE

* Pkts256t05110ctetes (Frames of 256 to 511 Bytes) : LR 256
£ 511 fIcAAMNHBEHE

* Pkts512t010230Octetes (Frames of 512 to 1023 Bytes) : £
512 £ 1023 Ut B =
* Pkts1024t015180ctets (Frames Greater than 1024 Bytes) : #UH
102421518t AT BIE =
B e
Version e Absolute: FTEEEEEREBIRA R EZHEEHEETLER
* Delta: FIEEETREBERANEZCELRGIEETILR
Interval BEZR AR BB
Owner EREENTBEERE
Trigger SHEENEE
Rising Threshold s FASHRREE
Rising Event RN EHSY
Falling Threshold fg2s MESHRIREIE
Falling Event AN NESH
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