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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part 2
and 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses and can radiates radio frequency energy and, if not installed and used in accordance with the user’s
manual, may cause interference in which case user will be required to correct the interference at his own
expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user many be required to take adequate measures.

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

1.2 BBIHIAR oottt enans 9
2. BRBBERTE oot aes 10
2.1 WiIindows OS fEZEZRMEB ...t 10
22 HBERERAEBBEEIEEN ..o 14
B S ATUS et bbb b et bt ettt b ese b ete st e e b eae s tens 16
3.1  ZAREF(System INfOrmation).........ccoceveeieieicceee e 16
3.2 HEEFRIR(LOGGING MESSAGE).......ouieiiieiiriieiieieieiseie sttt sse e 18
T T =T 2o ) OO 19
3.3.1 AR EIIE (SHAtISTICS) vttt 19
3.3.2  FRERIFEH(Error Disabled) ..., 21
3.3.3  SEBEFIAZRBandwidth UtiliZation) ..o, 22
34 HEEEERE(LINK AQQregation) ...ttt 23
3.5 MACIHEFR(MAC AAAress Table) ... 24
. INEIWOIK ...ttt ettt ettt ettt et ettt se b bbb e se et et et et ete s s erebens 25
41 FFHBIERIE(IDNS) oottt sa et 25
4.2 TEHE(HOSE) ..ottt ettt ettt ettt ettt ettt ettt 27
4.3  ZARBFRE(SYSIEM TIME) ..ottt 29
o T o o ] o RO SR TS ORRSUUTPRRSRRSRRRRRI 31
5.1 HABBIBERTE(POIt SELING) ..coocvieieeeie bt 31
5.2 FHERIFFI(ErrOr Disabled) ...ttt 33
5.3 SEIREA(Link AQQregation) ...ttt 34
5.3.1 FEEMHRTE(Group Configuration)..........ccccceveeieieieieeeseeesese e, 34
5.3.2  FERBRRTE(POrt SEttiNG).....cooivoieeeeeecc e 36
5.3.3 LA ettt et ettt b e bt ae et aeae et e 39
5.4 BABEGRHABE(EEE) ...ttt sttt 40
5.5 EREHEI(JUMDO Frame)........ s 42
B. PO ... o ettt b et ettt e be et et te b et eatete et e s ereebe et eneeteebennens 42
6.1 POE BEETE(POE POrt SETHING)......cccoievieeieeeceeee et 43
6.2 POE EISEEZE (POE Port Time Setting) .....cc.ccovuiviveieieieie e 45
. VLAN .ottt ettt e et et e e be e teeae et et et et e e beebeeteebeeseeatense s etenteeteeteanas 46
T L VLAN ettt ettt ettt ettt et bt b et eaeebe et et aeeae b ereeretens 46

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

10.

7.1 1 EIBE VLAN(CIrEAte VLANY) ..ottt 46
7.1.2  VLAN G2 (VLAN Configuration) ...........ccccooieeirieniiereeeee e 48
7.13  HEBB(MEMDEISNIP) ...t 49
T 14 POFTSEEHING ..ottt 50
7.2 FEE VLAN(VOICE VLAND) ..ottt ettt ettt ettt tenne 53
T.2.1  PrOPEITY ...ttt 53
7.2.2 FBEE OUI(VOICE OUI) .ottt 54
7.3 1FATE VLAN(PIrOtOCOI VLANY) ....oveieiececeeeeeeeeeeeeeeeee ettt 56
731  RTEBFA(ProtoCol GrOUP) ......coivieivieeieieee et 56
7.3.2  BEAHITE(Group BiNAiNg)......cocooiririririeircsrsreisie ettt 57
T4 IMACVLAN ...ttt ettt ettt et se et e st easeteete s essete s eneeteesenes 58
74.1  MAC BEZH(MAC GIrOUP)....cooviieiiereiieeteiete ettt s s 58
742  BEABITE(Group BiNdiNg)......coooririririeirsnecse ettt 60
7.5  EBEFE VLAN(SUIVEIlANCe VLAN) ..ottt 61
751 BICERBU(PIOPEITY) ..ottt 61
7.5.2  EEEE OQUI(SUrVEIllance QUI) ..o 64
T6  GVRP.......oee ettt ettt e b rens 65
7.6.1  BHE(PrOPEITY) ..ottt 65
7.6.2 FEBB(MEMDEr SRIP) ..o 67
7.6.3 AR BB (STAtiSTICS) ..ottt 68
MAC AdAress Table..........coouuicece ettt 71
8.1 FNAEAIHE(DYNAMIC ADAIeSS) .....ocovoieieieeeceee e 71
8.2  EFREMIHE(SAtic AAAI@SS)......cveieeeieeeeeeeeeeeeee ettt 72
8.3 BIBMAIHE(Filtering AdAress) ..ot 73
8.4 IBZZAIUL(Port SEcurity AAAress) ... 74
SPANNING Tr ...ttt ettt ettt et ne e 75
9.1 BHE(PIOPEITY) ..ottt 75
9.2 IEIFIBEZTE (POrt SEtHING).....oiviveieieeic sttt 77
9.3  MST BHI(MST INSTANCE) ...ttt eenne 79
9.4 MST HEBIRERTE(MST Port SEtting) ...c.ccvvevieeiieceee e 81
0.5 AR AT EIIE (SAISTICS) ..ottt sttt 84
ER P S ettt ettt ettt ettt et et ettt te et et ete et et eneeretenes 86
10.1 ZZZ(PrOPELY) ..ottt sttt sttt se s 89

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

10.2 ERPS EfIFZE (ERPS Instance Setting) ..........cccccoveuiveieirieeieieieseeee s 90
11, DiISCOVEIY(LLDP) ...ttt enens 96
11,1 EEHE(PrOPEITY) ..ottt 96
11.2 FEIFIRERTE (POt SETHNG)....cooivciecece et 97
11.3 RES4E IR EIRAAEE SR (MED Network POliCY).......cciviciicieiceeee s 99
11.4 AL IR EZIRIBERTE (MED Port Setting) .......cocovoivevivieceeee e 101
11.5 FHHEIBEIR(PACKET VIEW) ..o 103
11.6 AHEEE(Local INFOrMation)............c.ovimieeeceeeeeeeeeeeeeee e 105
11.7 FBIEERB(NEIGNDON) ..o 112
11.8 AR RT BIIE (STAtISTICS) ..ottt s s s s 115
L2, DHOCP.....ooceeeeeeeeeeeee ettt ettt ettt et et et eaeete et et eteetenseseete et entereete s eneeaeeaennas 116
12,1 BBHE(PrOPEITY) ..ottt 116
12.2 [P HIEZTE(IP POOI SETHING) ..o 118
12.3 VLAN IF Address Group Setting ... 120
12.4 FABIRFUZR(CHENT LIST) ..ottt 121
12.5 FAFIRFFEHER(Client Static Binding Table) ... 122
13, IMUHICAST ..o s s as s s ssanssasanas 123
T ) T (CT=T o V=T =1 ) T 123
13.1.1  [BHE(PIrOPEItY) ..ottt 123
13.1.2 EFAAMIHE(Group AdArESs) ...t 124
13.1.3  BEEITEIEIR(ROULEI POIT) ... 126
13.1.4 FHEEZER(FOrWard All).......o.oo oo 129
13.1.5  EIFR(TRIOTHNG) ..ottt 131
13.1.6 BIBEREIE(FItering Profile) ... 132
13.1.7 BIEHE(Filtering Binding).......ccccooerinriniieie e 133
13.2 IGMP EZEE(IGMP SNOOPING) ...ttt 135
13.2.1  BHE(PIrOPEItY) ..ottt 135
13.2.2  BEHIZBB(QUETIEI) ..ottt ten e ens e 138
13.2.3 AR ETEIIE (STAtISTICS) ..o 139
13.3 MLD EEEE(MLD SNOOPING).....ciuieriiriiniieieieieiseiseiseississsssse st ssessessesssssnens 141
13.3.1  [BHE(PIrOPEItY) ..ot 141
13.3.2 AR RTEIIE (SEAtISTICS) .ottt ettt 144
13.4 ZB3E VLAN FER(IMVR) ...t 145

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

13,41  JBHE(PIOPEITY) ..ottt sttt 145
13.4.2 FERIBERTE(POrt SETtING)...coovieeiiee e 147
13.4.3 EFAMIHE(Group AdArESs) ...t 148
14, 1P CONFIQUIAtION ...t 150
14.1 IPv4 EER T E(IPv4 Management and Interfaces)..........ccoovveeveeviceceesiceenne, 150
14.1.1 IPv4 NEI&FERR IP 2 (IPv4 Interface & Default IP Configure)....................... 150
14.1.2 IPv4 BBEE&FERR &R E (IPv4 Routes & Default Route Configure).................. 154
14.1.3  IHEEEATIRTE(ARP) ..ottt 161
14.2 IPv6 EEMJTE(IPv6 Management and Interfaces)..........cccovvevveeviecccescienne, 163
14.2.1 IPV6 TTTEI(IPVO INtEITACE) ......c.oeoieeeeeeeeeeeeeeeeeee ettt 163
14.2.2  IPV6 fiIHE(IPVO AdAIESSES) ......coeeeeieeeeceeeeeceeeecect e 166
14.2.3  IPV6 BEEH(IPVO ROULEIS) ......oveeeececeeeeeeeee ettt aenens 168
14.2.4 IPv6 SBIAERE(IPV6 NEIghDOIS).......cocviei e 170
LS. SECUIITY ..ot s e s e s s e s e s e s e e s e s e s esenesenenens 173
15.1 EIREAZBARRIBIRIE(RADIUS)......ooooeeeeeeeeeeee et 173
15.2 #RIREAREHIZZ AR ESI B A MN(TACACSH) oo 176
1. 3 A A A ettt ettt b et et be et et ete et et eneete et e s ereebe s ens 179
15.3.1 FF3EFUTR(METNOA LiSt) ..o 179
15.3.2 Z#FEREE(Login AUthentication) ... s 181
15.4 BIEEFARI(MANAGEMENT ACCESS).....ouvviveieeieeieieieietssiesiesie et 182
15.4.1 FEEIRFE(Management SEIVICE) ..o, 182
15.4.2 EIEFHEIEHIR(Management ACL) ..., 183
15.4.3 EEFFREEHEIEE(Management ACE) ... 185
15.5 SRREEEER(Authentication Manager)........ccoceeieieeeeseeeseeeesese e 187
15.5.1  BHE(PIOPEITY) ..ottt 187
15.5.2 FERIBERTE (POrt SETtING)....ocviveicie e 192
15.5.3 Ei MAC BIA& IR S (MAC-Based Local Account) .........cocoocvveveevvcceicicen, 196
15.5.4 EH WEB B9A IR S (WEB-Based Local Account) ..........ccocevveevvccieecicene, 198
15.5.5  EERE(SESSIONS) ..ottt aene 199
15.6 ZEIRIBZE(POIt SECUNILY) ..ot 201
15.7 (RIEEIZIR(Protected POIt) ...ttt 204
15.8 B RIEFI(STOrM CONTION) ...ttt 205
15.9 DOS .. ettt b et bete b et aeete et e s ereerentens 208

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

16.

17.

18.

15.9.1  BHE(PIOPEITY) ..ottt st 208
15.9.2 FEIBERTE (POrt SETtING)....ooviveiceece e 210
15.10&)%&% ARP #38I(Dynamic ARP INSPECLION)..........couivieieiieieieeeeeseis s 211
15.10.1 BHE(PIrOPEItY) ..ottt 211
15.10.2 AT BIIE (STAtiSTICS) ... 213
15.11DHCP BEEE(DHCP SNOOPING) -..cvuveiiiiiieieieieieiseiseissississse st sse s s ssnens 215
15.11.1 BBHE(PIrOPEITY) ..ottt 215
15.11.2 ARt BIIE (SEAtISTICS) .oovieiecececeeeeeee ettt 216
15.11.3 Option82 EIEEE M (OPtion82 Property) ........cccoeeeeeirereneeneninieieeseseeseeees 218
15.11.4 Option82 EIE{CIEEEE ID(Option82 CircUit ID).......ccovveeeereereirieieieeeeiees 220
15.121P ZRIEBAFZ(IP SOUICE GUAI) ......coeeeeieieceeceeeee s 221
15.12.1 FEIIBERTE (POt SETHING) ... 221
15.12.2 IMPV BiNAING ..ottt seses 223
15.12.3 RTFERIE(SAVE Databases)...........ccooiiiieeeeeeeeeeeeeee e 225
BRI RIZR (ACL) ...ttt n et n et naeees 227
L6.1 IMAC ACL. .ottt ettt ettt et neeae et e s eseeseeteasete et enseseesensens 227
16.2 IMAC ACE ... oottt ettt b ettt et b e et e et e s ese et e s essete st e s eseerensens 228
16.3 IPVA ACL ...ttt ettt ettt sete et beseete et e e eneebeneens 231
L16.4 IPVA ACE........oo oottt ettt ettt ete et et eteete et ensete et enseneesensens 232
L16.5 TPV ACL ...ttt ettt ettt ettt et et et eteete et neete et e s eaeerensens 236
L16.6 IPVO ACE.........o ottt ettt et a et et e b seebe et e s eneebe s ens 237
16.7 ACL HBTE(ACL BINAING).....cooeviieeiieieiceisee ettt 241
QIO ettt ettt e et e et s et s e s e e ee s een e 243
17.1 BHE(PrOPEITY) ..ot 243
17.2 {FHIERAE(Queue SCheduling) ... 246
17.3 CoS BREF(COS MAPPING)....coieieiiiiniiniieieieie ettt ss s ssesns 247
17.4 DSCP BREF(DSCP MapPPing) .....cccceviunieiiieieinieieieie et sssse s ssssesssenns 249
17.5 IP B54RBIZITSIMSI(IP Precedence to Queue Mapping)........ccccoceeveeevevevevanane, 251
17.6 ZEZRPRFU(RATE LIMIT) oot 253
17.6.1 ADO/HOE(INgress / EGress POrt) ..., 253
17.6.2 HTFU(EGress QUEUE) .......ccoveieieveeieieieieisiesiesie st sns 254
DHAGNOSTICS. ...ttt 258
18.1 HEE(LOGGING) ...ttt sttt s s 258

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

19.

18.1.1  JBHE(PIOPEITY) ...ttt st 258
18.1.2 EIHIEIARZZ(REMOTE SEIVEL) ...t 260
18.2 FEB(MIITOIING) c.ooeoieieeiecet ettt 262
18.3 PNQ ..ttt 263
18.4 TrACEIOULE ..ottt ettt sttt b e et e e s et e e sene st ese e sens 265
18.5 SAABIEL(COPPEr TESE) ..ottt 266
18.6 FAHAEZH(FIDEr MOAUIR) ... 267
18.7 EEMIFEERAER(UDLD)......oo oot 268
18.7.1  JBHE(PIOPEITY) ...ttt 268
18.7.2 FBIEERME(NEIGNDON) ... 269
BB (IMANAGEMENT) ...ttt 271
19.1 (ERBMRBE(USEIr ACCOUNT) ..ottt 271
19.2 BIBE(FIMMWAIE) ...ttt ettt sttt ettt ettt seneaeas 272
19.2.1 FAB/EBUpgrade / Backup) ... ssenens 272
19.3 BEE(CONFIGUIAtioNn) ........cccooiiiiieiee it 274
19.3.1 FALR/EB(Upgrade / Backup) ... sssns 274
19.3.2 {RTFERTE(Save Configuration)........c..cccceeiveieiieciiesie e, 276
19.4 BSHBBEIRTITE(SNIMP) ..o 277
R R - b (Y T=1 V) IR 277
19.4.2  BEZH(GIOUD)....oiiiceeeceeeeeete ettt bbbt bbbt 278
19.4.3  FEEF(COMMUNILY) c.oooviiiiie bbb 280
R A = == = (U L= (TR 282
19.4.5 SIZEID(ENGINE ID).....oivoieiiieiceieiee ettt 284
19.4.6 FBHIREE(TrAP EVEND) .ottt 286
19.4.7 FBEI(NOTIFICATION) ... 288
195 RIMOIN Lottt ettt et ettt et et ae et e et e s ese et e b essete et e s ereebensens 291
19.5.1 AR ETBIIE (SEAtISTICS) .ottt 291
19.5.2 FESERCER(HISTOIY) ..ottt 293
19.5.3  ZEHE(EVENT) ..ot 295
19.5.4  ZEHR(AIGIM) .ot 297

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

Ports Status Console
/ LED Panel  Reset Button Port 24 Gigabit Ethernet PoE Ports 4 Gigabit Combo Ports

Power on/off Switch Ground Pad

1.2 BER

LED #RREFE/RIE : 24 x Gigabit Z X4 POE E£8H 4 x Gigabit Combo &g

Per Port : Link/ACT #R%& LED f&7~f% -

Per Port: 1000M/Gigabit AREEIETRIE -

Gigabit Combo Port : Link/ACT #Ak&& LED 57 R~I&E -
Gigabit Combo Port : 1000M/Gigabit Ak 8& LED 57R)&E -
Per Unit: &R LED f&7R1E -

@ WWWw.cerio.com.tw g +(886) 2-8911-6160 ’X‘ service@cerio.com.tw




USER MANUAL

ALI00~240V 50060 Hz

1) ACEIR Rz3EmhIF/fF -
2) AC & A(100-240V/AC, 50-60Hz) -
3) FEMMIRARIEEL o

/7 Bl 271 =2

2. EA Eﬁ AX AE

CS-3424G-24P ¥R Web fBEEIREH - BRBEE ST 0] LIEE Web BB 25 (20 Microsoft Edge 3% Google
Chrome gf Firefox)#&H = 5 PC / NB 50 BVE RN REIRRE & CS-3424G-24P -

BEEEREESEEMNE R PC/ NBELREHAAEI IPEREREE AL CS-3424G-24P HEIR AL IP &R E -
PIER B IP &ER oI LUBRIERR CS-3424G-24P W EEIR AL -

AR BB BIERELEER CS-3424G-24P 1Y 1P 4[] IP ALk sUi IR A B P RVIE A E th A S SRRV E R BY
IP ERERMU - FSELFLE -

2.1 Windows OS {FZ % #5l

L1 FHMEBERA NANABER/NEIR - tINE - BHE " RREBNERPL "  EAREER -

Shap==t3F s
T WMR-200M
- EEEETE
| =8 By s P o F o | Va 2. %%6% ! Fﬁmmﬁ%*”#\ﬁﬁqjlb\ )
= Bt e Al = RS L * ﬁ]\gﬁﬁ
TEELG J

1. RBE—RIER" WiSEF)\B
N AIRSEE Y

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

T2 EEANRBHATOE  HEEEHEE oKL " BENERRTE " #HEBEA -

() [E « Fazs=EE » #pazm=l |4 || Z==2= r
J

=== BRIESNBRENTRTES

WIMR-200M FEEE
=
WA .
WMR 200N ZEEL: EEHEE

- EREES VPN S, SR TESESTRE

CEE - B VPN EEEE -

= =RUREnEESREENASE  ABELHSE -
HomeGroup = :
Windows B3X 18 yESCEERDE  SREESERE

DR 3 EAZSFNEARRENTLIRYU MET - HBERE " BEER " BER FARUBAS -
=% EOR =™
c|OFTE YN T )

SAER - - n 7]

BB L ERSEG R

@ WWW.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw




USER MANUAL

4 LIRARESR  MEBESTAN " AR " (W NBAR)FEAR ETCP/IP
=% o =
Ol )s[Feaz ), &2, v 4 || #5 mxan £
SeEE - CHIESERESE oFEEsSs  » = 0 ©
. Feaa Ky SAensa
W mel ) BEE | ¢ off
‘: =:3 AREE(U)
__‘-.“ T_' ﬁ!'-._
5 <l 1 u
4 #EHESG)
BURES
& EsssEM)
& MER S

EANER " ERERERTIIER " AR " HEIREREE
NEAMRE -

*_'/:lugl'% 5

-

U EHEE RE

fEEThEE |28
JEERTRFG
l_-'l" Realtel PCle GBE Family Controller

(5]

EEERERATFIER O

o8 Client for Micromoft Hetworks

OB o 4428

.@Fﬂs and, Printer Sharing for Microsoft Networks

o HERERRG BRI S 6 AR (TCRAPG)

I SRR SRR IRAE S 4 R (TCRAE4,

& Link-Layer Topaology Discovery Mapper [A0 Driver
i Link-Laver Topalogy Dissovery Responder

RREED
figa
B R T AR AR sl e (TCRIP) = 322
%E‘Jﬁﬁ?ﬂﬂ%ﬁé%ﬂﬁﬁ * 3T IR it~ AR RE

[ =

J |

BE |

B ESE 4 hR(TCP/IPv4) " EIERLEM

’X‘ service@cerio.com.tw

S, +(886)2-8911-6160

@ www.cerio.com.tw



USER MANUAL

86 BB TCP/IPv4 S EA PC SR EERY IP IR ERHE - ¥RRABBEEEUS IP Uil - AR Es"
ERLUTR IP A7dE" - WTE IP #8UFT A B CS-3424G-24P WIEIASER IP il - AlEN CS-3424G-24P AR
EEMTERR IP 45 192.168.2.200 - A PCHEEW IP BEOILIERE 192.168.2x - x OJRE 1~F 253 Z
BREE - LINEAA - STERE

BEREERBTE 4 45 (TCP/P) - RS R
&

AN TR SIS ¢ ST LIRS EEERED P B - T

B 0B ORI S e 0 S ERer 1P 30 -
©) EIENENE IF firthi)
© (EATFFIEY IP At
IF ik T 192 . 1g8. 2 . 100
FHMEEEZ): 255,255 255 . 0|

SREED):

BENHE DI ARS8k ()
@ {ERTFIE DNE {EARE&{HEED:

18R DNE (SR SR T
Hit DNS {SIARSE (A
[C] AR E R TE L) EPET..

(== || ®mE |

HERT7 : BRI Web BIEz2

BT RE R BUSRRI U Microsoft Edge 3¢ Google Chrome 3% Firefox j#IE 23 107 URL 81L& A
CS-3424G-24P #E Web EI2RIFELRY IP firdt
http://192.168.2.200 - BRI CS-3424G-24P ) WEB BT H -

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 ’X‘ service@cerio.com.tw


http://192.168.2.200/

USER MANUAL

HIENEFEEATTEE - ERHESHEE L FPIA “root”  Zig#A “default” & "HEE, BITJEAE
T -

22 #ZMERERBEZEERBEN

> FEERAYIPfUE :192.168.2.200
> FEaRMEREZEEZ root /default

FEERE AUt 192.168.2.200
Z2ARSE root
EAZE default

ERBEREZE/AERIERBRZE  RENEEMTENER  JURBET N -—PEERE

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

TE&% IP 3R %E:

— “““15-&@}1.1””””
B -y
: Dynamic :
.Mkl'mnrpe; @ Staic :
B v et o 0 0 0 0 5 0 el 0 A 4
IPAddress | [192.168.2.200 ;
e L T e T T T P 4
@® Network Mask [255.255.255.0
| T e e e e e e S S T S S S T S SR I 4
Prefi Length
- T P P PP 4
®) primary
sub

.........................................................................................

Layer3 FEERESEHERTE : (R”ZIhAEEL Layer2 X239 " Default Gateway
Configure"#H[E )

Add IPv4 Static Route

|
IP Address
WiasK
(O Prefix Length
Next Hop Router IP Address i [192.168.2.254 | l |
Metric ~ [1 |
Apply ‘ ‘ Close l

@ WWWw.cerio.com.tw g +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL C:?lo

Lrpdify s

3. Status

3.1 %#&E:(System Information)
FREEESDEFRIILEEBRNIRERIENR - CPU FEAXR - LREFEHRERMEMAFENEN -
NHEFERERE—LARFENR -

Status + System Information

3SR T NE S AT 31 23 T

Logaging Message

o Port T T T LT LT T T T T AT T T TR TR TT il
TERL LRNE dene neni TRRE TR T i TELE TR ey g LNLRY]
Link Aggregation .
MAC Address Table 2 4 6 8 1012 14 16 18 20 22 24 26 28 e S
% Network
¢ Port .
POE Ses 100% T
n F
¥ g 90% CPU
¥ VLAN 505
- 0
¥ MAC Address Table Cs-342 00
» Spanning Tree System Name || Switch 50;
= o
v ERPS System Location | default -
==z 4 o
LR System Contact | default T
% DHCP -
% Multicast MAC Address |
| 20% =
@ IP Configuration 1Pv4 Address | 10m } )
Securi ' i
L Sty System Uptime | 0% [ | e i |
¥ ACL 13:10:00  13:11:00  13:12:00  13:13:00
¢ QoS Current Time | Time
Loader Version | 2.6.7.55090 i) 100% T
# Management A H 0% MEN
Loader Date | :
= sedt 30%
irmware Version ! 70%
Firmware Date | 50%
: 50%
e T Y 10%
SSH 20%
HTTP 20%
HTTPS -z
o
SNMP 13:10:00  13:11:00  13:12:00  13:13:00

—___

R iU

Model BN IAZS I BYSR
BN BEBNASZ LT - 22U BIESTCLIRIR ( "Switch>"
System Name or "Switch#" )

System Location BRARBENUEEN

@ WWWw.cerio.com.tw g +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

System Contact

BN IR ER R R B

MAC Address BRI EARMACHLE
IPv4 Address H Al R IPVAfLiE
IPv6 Address HAI R AIPV6Tirit
System OID SNMP£#4E$ 21D

System Uptime

BALIRETRERD

Current Time

SEIESSESI!

Loader Version KEIRA

Loader Date KEMRAEHH
Firmware Version = AIENES AN
Firmware Date = AIFNEE A EA

Telnet HE7R B Al Telnet AR 75 5 & /RARA A 25
SSH 87 B BUSSHAR 75 58 B2 /RA BRI AR

HTTP HER B RTHTTPAR 75 B =5/ BARAAR 2%
HTTPS FER B RTHTTPSAR 75 B 25/ BARAAR 2%
SNMP #27~ B BUSNMPAR 75 58 B /BA BN 2%

Edit System Information

FREEESUMMEBEREEE LN "Edit" FEMUTRHAEN -

Edlt System Information

==1p== FEFEP

==4,e== JE——

Apply l [ Close l

’X‘ service@cerio.com.tw

S, +(886)2-8911-6160
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> System Name:

"Switch#" ) -

»  System Location:

> System Contact: BRI

BRRRBHNRAEHE - 5

BRI EE -
E/JHHI-', \EEH °

22 AHEETTRY CLI BI4R ( “Switch>" or

HZEEM Apply” MARZZE - 3% “Close” B E -

3.2 HitfR(Logging Message)

EAZEES YNGR TERREREZ4 RAM A FLASH fR7E -

% Port

Link Aggregation
MAC Address Table

Status + Logging Message

System Information

Log D |
p

POE Setting

VLAN

MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP

2
)
4
&

Logging Message Table
Viewing
Showing entries

Time

Jan 01 2023 08:00:28
Jan 012023 08:00:14
Jan 01 2023 08:00:13
Jan 01 2023 08:00:13
Jan 01 2023 00:00:13

| Severity |
notice
notice
notice
notice

notice

Showing 1 to 5 of 5 entries Q |

Description
AAA-0O-CONNECT. New http connection for user root, source 192.168.101
PORT-5-LINK_UP: Interface GigabitEthernet2b link up
PORT-5-LINK_UP: Interface VLAN1 link up
PORT-5-LINK_UP: Interface GigabitEthernet27 link up
SYSTEM-5-COLDSTART: Cold startup

[ Clear

] [ Refresh

> Viewing: ol HFEHE -

First | | Previous

® RAM: EERfEFTE RAM ERIHHE -
® Flash: BERREFE FLASH EWHEFAR
1R R
Log ID H A AR S
Time Hit 2B &R
Severity Hit BN BRERE

’X‘ service@cerio.com.tw
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}E;Lﬁ Eﬁi EI Fllb\n /L:\

HE “Clear” WA SHEEZZE “Refresh” A IWEH ZIEm)H R E -

3.3 i&(Port)
B EEEESNE RSB ENREET -

331  #ETEUR(Statistics)

ERAEERETLIEERENE - ZABEF RMON MIB WABRRENEE B8 - NEMZABHKN
SHSBENEESEEEENNEHER - RMON HBERIEBEEEREN T RMERRMA/NNE
58 - “Clear” 1B B AIFMEERISM MIB S HIE

Status + Port » Statistics

System Information
Logging Message L.
: @ AII

# Port i |
' t Interface
Error Disabled i Etherlike
Bandwidth Utilization e
Link Aggregation None
MAC Address Table ) 5sec
e L=
¢ Port N —
POE Setting l Clear l
¥ VLAN
e | Interface
¥ Spanning Tree : """""""""" Iﬁ }}6];;3:0 --------------------------------------

ERFS :;:=================================4I;================================:::::::::::::

¥ Discovery T —
DHCP i ifinNUcastPkts | O

__________________________________________________________________________________
——————————————————————————————————————————————————————————————————————————————————

¥ Multicast i ifinDiscards | 0

IP Configuration
¥ Securty

ACL
¥ QoS

i ifOutDiscards 55 0
Diagnostics BB -~ == == ======2=s:ssmms=sssssssssssssssssssss

¥ Management B .o ioiiciociccoccsscscizczzcsscczcczes

22 “Clear” WAL EE I EH -
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> Port EE—(AEEERBRTERMAAEN -
> MIB Counter: #1Z MIB 5tz IR A B ET 22 0 -
o All: FiE=HEIEE -
® Interface: /T EMHER MIB ;&= -
® Etherlike: ZXAEARREN MIB 5t81=3
® RMON : HHER MIB 5t&l=3 -
> Refresh Rate: DIEPE “None, 5sec, 10 sec, 30 sec” MEEMRIBASE - DEVSIECERBIMGT
s -

3.3.2 §&FR{FH(Error Disabled)

MRFEHEESEERTE R EAEE - BIEIZEEmEmEN -
Status -+ Port + Error Disabled

System Information Error Disabled Table
Logging Message

4 Pont

Statistics

Q[

Bandwidth Utilization
Link Aggregation () GE2
MAC Address Table O GE3
[ GE4
[J GE5
[ GEsB
H ~c7
R et
Port 7T TE BL IR 4R 5Tk

EEEERAMMERREZ—WIEFMR

* BPDU Guard(BPDUF/:&)

» UDLD(E o) B& g Hl)

* Self Loop(B1EIR)

* Broadcast Flood(E#& )

* Unknown Multicast Flood(FR 155 1% E &)
* Unicast Flood(EE1#&’2E)

o ACL(EGFE#EHIFR)

Reason

@ WWW.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw
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* Port Security Violation(J8Z £ &#])
* DHCP rate limit(DHCPEZR[RHl)
e ARP rate limit(ARPIZZEZX[R )

Time Left (sec) TR KB T ERAS E (70)

3.3.3 $8'5= F A& (Bandwidth Utilization)

B E o LIRS B E IR Tx/Rx BIFHRR & - (BEERBNEIGEAR - ItEE S ES{E R
B E BRI

Status + Port + Bandwidth Utilization

System Information Refresh Rate sec
Logging Message
@ Port
Statistics
Error Disabled

1000Mb

Link Aggregation
MAC Address Table

% Network

» Port

¥ POE Setting

% VLAN

¥ MAC Address Table
% Spanning Tree
» ERPS

¥ Discovery

% DHCP

» Muliicast

¥ IP Configuration
# Security

s ACL

¥ QoS

» Diagnostics
¥ Management

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 0 10 20 30 40 50 &0
Transmit (%) Receive (%)

» Refresh Rate: BREVRIFAEE - LUEEHEREFAX -
o 2: MUNEEPEZE2MWBER  RIFNERER
o G5: MUNEEPEEZE?2WBER  RINMERER
° D WENUTUVEEREE 2 VB - R BERER
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3.4 #EEE A (Link Aggregation)
MREAEEEERET LACP 8 ATILIEET LACP E4ll- AR #3238 8 (355 B4 4(Link Aggregation
Group,LAG) - EIEE 0] IRIA 8 {E LAG -

Status + Link Aggregation

System Information
Logging Message

Link Aggregation Table

4 Port
Statistics g
Error Disabled LAG ‘ Name | Type ‘ Link Status | Active Member ‘ Inactive Member |
Bandwidth Utilization LAG 1 — -
LAG 2
MAC Address Table
LAG 3 — -
# Network
LAG 4
¥ Port
¥ POE Setting LAGS - -
¥ VLAN LAGS
¥ MAC Address Table o2 = -
¥ Spanning Tree LAG 8
I it
LAG LAGHR %
Name LAGEEHHIB
LAG#EZY
T o Static: NEC4AFFRELAGHERIBHBEZERERANNE
e
yp o LACP: £ AELAGHISIFISM AR - LACPREM L 81
BERTERMANMER
Link Status LAGHYEH2IB HE BE AR 25
Active Member LAGHYER ERIFB RO AY B 3E 138
Inactive Member LAGHIZERR ERIFERY A B iE 1518
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Lrpdify s

3.5 MAC {iIitZR(MAC Address Table)

MAC it REEB R B A MACMIIDEE - BEEREEESRIZNFERE MAC i siitiEie
EE2BZEIRI MAC Azt -

“Clear” ZBEMRFIEHEBE - "Refresh” BiaREHMKY MAC UitB~REER L -
Status + MAC Address Table

System Information MAC Address Table
Logging Message
¢ Port Shewing entries Showing 1to 23 of 23 entries
Statistics c——————————————————————————————————————————————————————————————
Error Disabled m—m_
Bandwidth Utilization 1 8C:4D-EA:30.DD:53 Management
Link Aggregation 1 00:08:9B:D5:33:E4 Dynamic GE27
1 00:11:32:11:76:30 Dynamic GE27
¥ Network .
= 1 D0:1A:57:01:AD:B1 Dynamic GE27
+ Po
- 1 00:60:B9:BF:B6:74 Dynamic GE27
¥ POE Setting
¢ VLAN 1 00:E0:A0:10:04:6C Dynamic GE27
v MAC Address Table 1 10:60:4B:8B:78:99 Dynamic GE27
v Spanning Tree 1 1C:EF:65:26:B9:13 Dynamic GE27
¢ ERPS 1 1C:6F:65:41:52:73 Dynamic GE27
v Discovery 1 40:B0:34:54:97:82 Dynamic GE25
% DHCP 1 58:38:79:0D:1C:12 Dynamic GE27
% Multicast 1 GC:B1:58:2E:38:67 Dynamic GE27
% IP Configuration 1 6C:B1:58:2E:38:74 Dynamic GE27
% Security 1 6C:B1:58:2E:3B:35 Dynamic GE27
¥ ACL 1 6C:F0:49:0A:85:C1 Dynamic GE27
¥ QoS 1 8C:4D:EA04:F8:50 Dynamic GE27
¥ Diagnostics 1 90:09:D0:25:A9:4F Dynamic GE27
¥ Management 1 S4:DE:80:70:B4:CD Dynamic GE27
1 9897.CC:3A6A0C Dynamic GE27
1 A4:5D:36:C7:4D:B3 Dynamic GE27
1 E0:2A:82:A2:2D:40 Dynamic GE27
1 F4:6D:2F96:C8:77 Dynamic GE27
1 F4:6D:2F:96:CC:7F Dynamic GE27
Clear H Refresh
1R jipu
VLAN MACuIEEFE#RIVLAN ID
MAC Address A3 AR B H B BIRFMACHL I
MACAHIHE Ry 3R EY
== =]
* Management: AREEEAISRHERMACHIL
Type -~
. . ariand — Al —
. « Static: fiitEIfEAESREFHRT

* Dynamic: fUitFIERREHEE
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IS R
Port . CPU: BIREENBAISIECPUEEE

e Other: [EEXIRZREIHFIR

#E “Clear” EEEMEH - #% "Refresh” ZE#HZHEEH -

4. Network

4.1 MEAEZM(DNS)

DNS (#3331 8 2 47%) RIS A9 2 R AN |P A1t AE B #40R - 5 A5 DNS SE O 2 EMR R XMz LrOFAEE DNS
fAfkss - EHEEEEIRESBAEEARN DNS @R R #zE1E% DNS BRI EFRE -

R HERH) DNS IRIBZFAFHEMBEREENZREN TN EE LNEMBHEOKRS - BEHBEBREE
IP izt - ERPInR FEIEE LR B4 DNS Gk - APmSE B MR EE DNS Sl F150/E -
EliSEHRAEENTS P UL -

O] AFBERE DNS RPARGRE M2 P {UAEE - RERRMABHENIEE—ENZERHE
fal iR es AR A8 i 2 R B At Ry B 4

AL L EE R A M A DNS BRRSARE(ER DNS ASIHETHEN -
A EERE2 5 DNS 2227 DNS ARBEEN -

Network -+ DNS

¥ Status
DNS Configuration
Haosts bV~ et
System Time DNS Status @ Ell'lsaat;:ee
¥ Port
— | DNS Default Name | |cer|0.co.tw |(1 fo 255 alphanumeric characters)
¥ POE Setting |
¥ VLAN
¥ MAC Address Table l&l
¥ Spanning Tree
P  DNS Server Configuration
¥ Discovery
¥ DHCP Q |
¥ Multicast » | Preference | DNS Server |
¥ |P Configuration l ] 1 192.168.101.100
¥ Security
¥ ACL [ Add H Delete ]
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DNS Configuration
#1Z "Disable” 5§ "Enable” 1EERE=LEAR DNS R PR EIEARES
»  DNS Status:
® Disable: FHIFZ 53525 DNS &7 -
® Enable: m5FAX2a30) DNS fEARzs 255 DNS &8 LU DNS A1 27 -
> DNS Default Name : #iAZE1= DNS &8 HITERR DNS Aim 2 -

HE Apply” #FEFIZE -
DNS Server Configuration

FRESEEYLIES "add” 1 "Delete” 7 DNS Server Setting EI2INEE

kv ;g

Preferencef@fUB~EREFZEEIEIEF - BEEESRBHASEENIE
Preference N

e E
DNS Server BN REEMIEESIE

>  Add: ZREEXRMeREHEEE DNS Z5409 DNS EARes - 5572 DNS Server Address FLUEHE |Pv4 B
SEOREA IP L - REEE" Add" - ARRBELIRE FTAWBED - L&ZOLUIEE/\[E DNS 3
R2E - BEIERBAIZENIERRE -

> Delete: ZW/FE PR DNS ER:E - MEBVEBRNVEAMBZHEEE - AEBIME "Delete” - Ul
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RRAIEE DNS GiR=: - EEEZTZEWMFRESEFFIA DNS @RS -

FRESEEYMEER FFE DNS Server Configuration 9 “Apply” 1 “Cancel” - Iiff&H LHE
BERBRIRBHRNE -

4.2 Ft%(Host)

ZEEAEREESESRHEEIMEZHEE IP UMNEN  EHEEEE IR EN BB FENREFTEHZHE

2l IP N7t sy EH EHRE EHKARET -

Network -+ Hosts
Status

DNS Host Configuration

Q[ —

System Time

W | Host | IPv4Pv6 Address |
POE Sefting [l google.com 216.239.32.10
VLAN [ cerio.cc 97.74.109.10
MAC Address Table [ Add l l Delete ]
Spanning Tree
ERPS
Discovery Dynamic Host Mapping

DHCP
Multicast
IP Configuration

‘ Host | Total | Elapsed | Type | IPv4/IPv6 Address |

Security
ACL
QoS [

0 results found.

Clear l

#H2Z “Clear” &FZEHE -

DNS Host Configuration
FREEESLUES "add” M "Delete "HBAMEN R T IR RAFRBEREINAEEIE -

R g0
Host BRDELATIEEIPAINR "host name”
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IPv4/IPv6 Address Bl "host name” HHEFBLRYIPAIIL

Add Host

Host |google_com | (1 to 255 alphanumeric characters)|

[ Apply H Close l

> Host: FHEESEE0LIERTE Host Name 11l - I8 EEHIZHEFRE T HTE -

> IPv4/IPv6 Address : i A B ZTEBARIRY IP UULZIEZ" IPv4/IPv6 Address” H&fil - FEF "Apply”
Bl EERBRNERERIERD -

B Apply” W#FEHIEZZE - % “Close” FAFRE -

Dynamic Host Mapping
ERZEEEEULUSHRIIRPRFMEBEEHBZEEE - JFEIHE "Clear”

Dynamic Host Mapping RERRZ R B BRI T2 HE-2-1P AtABE -

I it

Host B BCAIEEIPAEN T HEEIEE

Total BNEERRBE B RIMEEIR P LIRS E

Elapsed BTNEREENHEBELIRNEE

Type ANy R

IPv4/IPv6 Address FA N B T # 2 FE AR BA B RV I PvA L IPVvE LAl 3R

58 Apply” BELKET . N8 “Clear” EHZEEE -
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USER MANUAL

4.3 ZFEE/R(System Time)

oJPUEB IR R EGRARRE - EREEEEJLUERE SNTP Server Sl it BISEM A MR - ol LIF 5
ERMFITE -
AR - MREIEEEEE SNTP Server RED ERERE - A EER R AFER DNS 2E1EMHE - BRXIRER R0

WRRESD3ELRE) SNTP Server -
Network —+ System Time

¥ Status

———————————————————————————————————————————————————————————————————————————————————————————————————————————————

) From Computer
) Manual Time

Time Zone | |UTC +8:00 v
POE Setting
e f““"“"""""""""“ﬁf:.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ___________________________________________________________________________
i Address T { () Hostname
¥ MAC Address Table | vpe | Q oo

¥ Spanning Tree
ERPS

¥ Discovery
¥ DHCP
¥ Multicast
IP Configuration
¥ Securty
¥ ACL
¥ QoS

Diagnostics

I~ N P

System Time
> Source: EERFENRIR -
® SNTP: 7 NTP EiRzEEL R -
® From Computer: 2588 EHERFRE -
® Manual Time: FERERE -
> TimeZone: & EEEERE
SNTP
> Address Type : #31Z NTP RSN EEEY - SRRERIRES SNTP R A LLINEE -
> Server Address : A NTP EAR2:AY IPv4 Il al T# 2 - EREZRE SNTP BEUBILINEE
> IPv6 Address: #iA NTP EARz5H NTP & - IR 1E® 123 - 2RERIR S SNTP KR IEINEE -
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Manual Time
> Date: WAFEIHE - ERFEIRIERFENIFRUALLINEE
> Time: MAFEFRERE - ERBIRESFEHERALINGE

Daylight Saving Time
RMBLEELHINEE - IR FEHEEEEREMA LR EE SHINEERITILIRALLINGE -

Dayllght Sa\nng Tlme

Nnne
Recurring
Mon-recurring
USA
Europen

D

Type |

ﬁ@goo@

——

" I

i I

" I

i I

i 1
Y, |
Shineee s sne

{ From: Day Week Month Time 5
| To: Day Week Month Time
:E From:

"Dr'_mcurrirg F::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4:
i To: !

Operatlonal Siatus

| CumentT'lne | 2023 03 1? 14 33 uz LITC+B |

Apply

> Type: BESSIHEL -

® Disable: BAFE SHINEE -
Recurring : ERBERESKER -
Non-Recurring : EAFFBEIRE SRR -
USA(ER=EIESE - —AMNE_EZ2HHERE A+ —RANE—RB2HXER -
European: FRBUNESK - #-—ANSEE—EEHERE - B —E2HEER -
Offset: EEESLHHREREE -
Recurring From : 18 EBIRE TIFHEIAISRE - E2EE" Recurring” R IEAI7TTHEAUITTTI A -
Recurring To : I8 EEIRE SIKAVARIRE - E#E" Recurring” K IEBAITTIR -
Non-recurring From : 15 EIFBEIRE SRR - 2EE" Non-Recurring” #& U IEAI 7o
JCOlFA -

YV V VYV V
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> Nonrecurring To: fEEFFBIRESHNERKE -Z#E" Non-Recurring” BN ILEAITOIA -

Operational Status

Current Time : ZE/~BRIZEITIRRE -

HZE Apply” #FERIZEERE -
5. Port

5.1 #HIZIEERE (Port setting)
SEEETEESRARE  ANEREERBRERE - BEARSERAEYE "Edit" EXBRER

i

Port + Port Setting

Status

Port Setting Table

Q[

Error Disabled v ~
Description ‘ State ‘Llnk status| Speed ‘ Duplex ‘FIowControI

& Link Aggregation L
EEE ) 25 GE25 1000M Combo Copper Managmentport Enabled Up Auto (1000M)  Auto (Full) Enabled (Off)
Jumbo Frame O 27 GE27 1000M Combo Copper Enabled Up Auto (10M) Auto (Full) Disabled (Off)
POE Setting ) 1 GE1 1000M Copper Enabled Down Auto Auto Disabled
VLAN (] 2 GE2  1000M Copper Enabled Down Auto Auto Disabled
MAC Address Table 0) 3 GE3  1000M Copper Enabled Down Auto Auto Disabled
Spanning Tree 0O 4 GE4  1000M Copper Enabled Down Auto Auto Disabled
ERPS 0 5 GE5  1000M Copper Enabled Down Auto Auto Disabled
(eIl 0 6 GE6  1000M Copper Enabled Down  Auto Auto Disabled
(2is[ei= 0 7 GE7  1000M Copper Enabled  Down  Auto Auto Disabled
Mutticast 0 8 GES  1000M Copper Enabled Down  Auto Auto Disabled
soqe
Rz F it
= m— T oo m [=]
Port BB AR IR SR HOARRE IR AR S
Bm = e 4y Bl TR
Type CEMNERESE ey it
* . [ =~ — =75 v ++ 54
Description BB ERIRR T
= — Pavrasd AN
BRI E AR
. AREN
State * Enabled : & IBAKEERIRY

 Disabled : #8181k 85 E8 B
B Al E IR SR R AR AR
Link Status o Up: EBHRERCIER
* Down: EEIRHEK R
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Speed B AIE IR R E R E A B S R E AR R
Duplex BRIEEIRE T E RSB & TR
Flow Control H AT IR R 8 26 E N E R AR E 1R RE

EREEEE R ESREFENEE/ET/MEET -

EEEEERERBRT. - REMBEA "Apply” REBREERENRE/ET/REES -

Edit Port Setting

Port: GE25

Description |Manag mentport

State | Enable

@ Auto O 10M

- O Auto-10M (O 100M
SPeedl ) o 100M (O 1000M
(O Auto - 1000M

® Ao
Duplex : () Full

O Half

(O Auto
Flow Control . @ Enable
() Disable

| appy || Close |

> Port: EEHMKIREES -
> Description: Bi]E#EER M
> State: HIBIEEIEAAE -

® Enabled : AEIEAMAEFEL -

® Disabled : #KIRARREREAE -
> Speed: REIERVIRE

® Auto: BREPABIRE
Auto-10M : BE#1#IRIZI 10M -
Auto-100M : E&)#5IZI 100M -
Auto-1000M : E&#|5IZ] 1000M -
Auto-10M/100M : E&#/5IZ] 10M/100M -
10M: BFHIIERERS 10M -
100M : &HIEHRZES 100M -

’X‘ service@cerio.com.tw
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® 1000M : s&®l3R=E%S 1000M -
> Duplex: HIBETHE -
® Auto: BFHRIFAAE TR -
o Half: BEIAFL TR -
e Full: BeAEETEN -
> Flow Control : AREIERREES -
® Auto: BEHRIREZEH -
® Enabled : BEAREEH -

® Disabled: BEEIR=EH -

HE Apply” @#FERIZE - B “Close” FEKE -

5.2 $&:2{=H(Error Disabled)

ZINBECIPH IE$5 R R E - B4 BPDU Guard(BPDU Bf3&)/UDLD( E [a) # B 1328l )/Self Loop(E 1&
1%)/Broadcast Flood(f& 1% E %)/Unknown Multicast Flood(7k %1% #% 52 & )/Unicast Flood(E &
&)/ACL(FARI#EHIER)/Port Security(3 2% %)/DHCP Rate Limit(DHCP #ZRZ2[R#l)/ARP Rate Limit(ARP &
KPR -

FREZEEES/MALINEEE - MREZPHNINEEREIER - 2R BN AIE IEH#ERIEE - BRRENRRE
BE - RBETEEEEMMA -

Recovery Interval [300

BPDU Guard [ Enabe
UDLD| 3 Enable
SelfLoop | [ Enable

Broadcast Flood | Enable
Unknown Multicast Flood . {7 Enable
UnicastFlood = (7 Enable
ACL' [ Enable
B
DHCP Rate Limit | [ Enable
ARP Rate Limit| [ Enable

Apply
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> Recovery Interval : $5321F FEERE ILISEERE B EKE -

> BPDU Guard : A% E%4 BPDU Guard [REFF B g E IR -
*3ZIRE 2 STP BPDU Guard #HI5|#ERY -

> UDLD: EER#%%4 UDLD ERIB Bk ERER -

> Self Loop : BAEES Self Loop [RRAIFFEENFEEIERR -

> Broadcast Flood : B &4 Broadcast Flood /R 5 Ei A FAE IR -
*ZRAEERREBAERREFRERIREMSAH -

> Unknown Multicast Flood : BR#& 384 Unknown Multicast Flood RS B #)FEPAERER -
*ZIREABAR NS B RN BB RIS E R R EHIRRFTIE A -

> Unicast Flood : BR# 384 Unicast Flood R 5 Eh AP E =R -
*ZREEERRRBASEEREGIRERFSEAN -

>  ACL: BEH®3E4 ACL BREFERIRAR B EREFERE -
*ZIREEH EIVLE ACL BRI EEHRRRIES R -

>  Port Security : BXF# 384 Port Security Violation [REF B ENRARAEREIR -
*ZRABEREFRZEHRAGHAN -

> DHCP rate limit: &34 DHCP HRERHIR B ERARAERIR -
*ZIREE DHCP $ 613 {818 DHCP &R [REIZ A -

> ARPrate limit : BA# 34 ARP R [RHIRER 5B SRR -
*ZIREZE ARP S EIERKR BB ARP R RFEAM -

B Apply” w#HFEHVEERE -

5.3 #EEPES(Link Aggregation)

Link Aggregation(LA)th/E S 802.3ad (LACPEERS BABSIBE) MBHES - HEBREENBEEES,
Port Aggregation SIS EMIRZ A ISR — B MBRESE - H1 FEEEMS - BAAPARA
R T L

5.3.1 B &#HEEE(Group Configuration)
FRESEELEEESA MAC AIitsy IP-MAC it WE EFFEEs % -
RE#mIAR LI E 8 i LA 4 ERESEE T DUEE LAG AR ILEE "Edit" X57E LA ERREREE -
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Port + Link Aggregation + Group
¥ Status

Network = | @ MAC Address

N | | ReAR O s
PortSeting =~ W
Error Disabled
% Link Aggregation

Port Setting Link Aggregation Table
LACP
EEE

Jumbo Frame

¥ POE Setting

| LAG | Name | Type | Link Status | Active Member

v VLAN @
ERPS O LAG4
Discovery () LAG5S == —
v DHCP ) LAG6
¥ Multicast () LAG7 — —
| Edit |

¥ Security
¥ ACL

> Load Balance Algorithm : LAG B #FE#EE % -
® MAC Address : £58 MAC firdlt -
® |P-MAC Address : EiX MAC it IP Aizdt -

28 Apply” BEHNETLE -

izl st
LAG LAG#RSE
Name LAGEZIS M
LAGZERY
Type « Static: HE A EELAGH E BB IAE 2B E R
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8
* LACP: D BECARENRELAGRIERIRHE RHIEEIR - LACPIR
REMPLEE IR E R E U AL B 18

Link Status LAGRYE I8 8 S AR RS
Active Member LAGHIEE ERUHR A B #1318
Inactive Member LAGRIFERE ERIFBRI AL E i3 1E18

Edit Link Aggregation Group

' Name| [LAGGRPOUP-1 '

@ Statc .
WS - | acp ;

| Available Port Selected Port

: [GE1
| |GE2

i |GE3
i |GE5
\ |GES
| |GE7 ;
i |GEB - g

Apply l [ Close l

> LAG: EEWLAGAID -
> Name: LAG E#B i -
> Type:LAG 2! -
® Static: DECAAFFRE LAG RERHBARE SR ERMANMKE -
® LACP: DECAEIRE LAG WEBIRARIZER - LACP REMLEFEEREMANAER -
> Member: BEECJFERRNE LAG HREIR -

HE Apply” #FERIZE - B “Close” FEKE -
5.3.2 EIBEETE (Port Setting)

ICE BN LAG EEIRHBIIRRS - WirFERERLE LAG ERIRRTE - B12F LAGBELMHE "Edit” L
AmiE LAG BIZIBRE -
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Port + Link Aggregation + Port Setting

Port Setting Table

Port Setting Q |:
Error Disabled | Lag | | Description | State | Link Status Speed | Duplex | Flow Control |
% Link Aggregation L Type P P P
Group ] LAGA1 SalesDept Enabled Down Auto Auto Enabled
] LAG2 ACCDept Enabled Down Auto - 100M Auto Disabled
LACP [] LAG3 ENGDept Enabled Down Auto - 1000M  Aufo Enabled
== (] LAG4 Enabled  Down  Auto Auto  Disabled
Jumbo Frame
[] LAGS Enabled Down Auto Auto Disabled
] LAGS6 Enabled Down Auto Auto Disabled
] LAG7 Enabled Down Auto Auto Disabled
[] LAGS Enabled Down Auto Auto Disabled
[ Edit
1R Fi 3t
LAG BRLAGEEIBRARE
Type TERLAGE B R fe R
Description BN BE]LAGEE R
LAGE IR E IR
State * Enabled : #4REERIR

* Disabled : BAAZEFEEA
HBILAGER IR SRR AR AR
Link Status . ERIRRRCER
* Down: EERHEIK DR

Speed HAl LAGERHRIRE R E MEER R EAER
Duplex HRIZELAGEZIBE TR EM M E Tk
Flow Control H BILAGEEH IR & 2 5% & M EAR A E FEHIAA RS
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Edit Port Setting

Port LAG2

Description [RDDept |

State | Enable

| @ Auto O 10M

' O Auto-10M () 100M
Speed | () Auto- 100M (O 1000M
. (O Auto - 1000M

() Auto - 10M/100M
@ Auto
Flow Control | () Enable
() Disable
L_Appy | cCiose |

> Port: EEHMKIREES -
> Description: Bz] LAG EERAHML -
> State: HIBIBEIRANAE -

® Enabled: #IRIEEEFIRL -

® Disabled : & IEREERIET -
> Speed: MIKIBHYREK -

® Auto: BEIHAIFMERE -
Auto-10M: BEE#IRIZ] 10M -
Auto-100M : EE1#5IZ) 100M -
Auto-1000M : E&1#|5IZ] 1000M -
Auto-10M/100M : EEj#5IZ] 10M/100M -
10M : &FHIERZES 10M -
100M : &HIZHRZES 100M -

® 1000M: s&flZR=7% 1000M -
> Flow Control : #&IBRREZEH] -

® Auto: BEIHAEIREEH -

® Enabled: BEAREEH -

® Disabled : EARAREZEH -

HE Apply” #FERIZE - 8 “Close” FEKE -
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>

5.3.3 LACP
R RS TG HE(LACP) O LR ZEY B O KERER — B B ERE RS iAE R EEER M=
BERSHAPHNIAYEBEREF—IRREEE -

EREEEEYLIRERE LACP ZEAERIERCE - EFEEFBTIHE" Edit" RFEEEZERE -
ort + Link Aggregation + LACP

¢ Status

R | [ eemren b

Port Setting
Error Disabled

% Link Aggregation
Group

Port Setting

| Apply |

LACP Port Setting Table

EEE
Jumbo Frame

W  Entry | Port | PortPriority | Timeout

SRR S
¢ MAC Address Table 0 3 GE3 5 Short
¢ ERPS 0 5 GE5 1 Long
¢ Discovery 0 6 GE6 1 Long
» DHCP 0 7 GE7 1 Long

System Priority : ERZEEEEEETHETT LACP OB LFRE LACP R EEARA - LACP
A ZFAEITRRIFIRIGEE MAC (IR EA ID - EEEMBRSZHBERER - BRE S
LACP PDU Sy 4@ SoAR B -

28 Apply” BEHKETLE -
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1R f 3t

Port EEIRART:

Port Priority ERIBRLACPESEARRE
LACP PDUREHA 4 Em el

e Short: DURIE Hﬂ(l*"‘ﬂ #%LACP PDU

Edit LACP Port Setting

i Port | GE1 |
r.------...------.q. ..................................................................................1
. Port Priority | | ;
: 10 Lung !
i T""““‘; O Short 5

[ Apply ” Close ]

> Port: ETERERIRESES -
>  Port Priority : & AZEEIERY LACP BEAKAIENE -
> Timeout: LACP PDU AUBHEAM HEsiaal -

® Long: PUEREHA(30 iF"‘)1 i LACP PDU -

® Short: DUREREHA(L )&% LACP PDU -

HE Apply” #FEEHIEE - 3 “Close” FFXE
5.4 BiRESX4HES(EEE)

EIRE L KA (EEE)E MAC A — 2T BBIVERENETHERELA S - ©H IEEE 802.3az Eifgc L1FEF#H

EFE - RINFEE T LSRR A9 S8 A Im A Win o] U R B S E ARLEINEE - LIENE IR - BIRAEINFEERN
AR - BRABIREIATERNBRERPFE - BEREBHR EEHBENEBRZEMH
B -
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RS IR 8 EE 2 KAJ(EEE)THEE - FHEBIEE 0 DUE B ERIERR T EEE TIEEF RS AR - TARR A
"Disable”

Port + EEE

Status

EEE Setting Table

Port Setting
Error Disabled

% Link Aggregation
Group

Port Setting
LACP

Q[ —
| Entry | Port | State |

1  GE1 Enabled
2 GE2 Enabled

3 GE3 Enabled

Jumbo Frame

POE Setting

hd
hd

VLAN
¥ MAC Address Table

GE5 Enabled
GE6  Disabled
GE7 Enabled
GE8 Disabled
GE9 Enabled
10 GE10 Disabled

Spanning Tree

0w oo ~N O

hd
hd

ERPS

oUusU8 U0 00

{1

4

I+
\l
i=|=

Port EREIRART

BIZIBEEEEIEAR S
State/Operationa e Enabled: EEE SRIA/EEETT
| Status  Disabled : EEE BFR/RETT

Edit EEE Setting

Port| GE3GE7,GE9,GE12-GE13

State [ Enable

Apply ‘ ‘ Close
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=E=oo

> Port: EEREEIREES -

> State: ZEFIE EEE SEME -
® Enable: BF EEE -
® Disable: {=F EEE -

HE Apply” #EEFIZE - 2 “Close” B E

5.5 EAX#FE(Jumbo Frame)
EREEEETNELEEREEATAA/N -

Port + Jumbo Frame
% Stalus

» Network ] . Enable ;
-mmmme ..................-------------------------lllllllllllllllllll------------I

|IDDDD :

Part Setting

Error Disabled

¢ Link Aggregation
Group
Port Setting
LACP

EEE

l Apply l

> Jumbo Frame: FEHEREARIE - EXHERER  KR[AFREZATEA/N - BEX

H IR - SRR BIA/ 1522 -

=1 ==

HE Apply” BEEGIZEEE -

6. POE

POE (ZJKZHESZL\ EEL)
BB 2 ¥ - PoE TR SiE
W BECHEAN IPERSKEMHRE - H—

—7i& |EEE BEXI - ARZBFELLEBERERENNER - FH 4 HLLH
15.4W (IEEE 802.3af)3% 25.5W(IEEE 802.3at)HIIN= - PoE A% IP
REERERERERMEBN IS MANE - BB

IREE RS
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REEEME DZEARER  THIFRESIEFELABBERFBEERIALZETRAENIRE -

PoE X855 |EEE 802.3at R4 - BEEZEFIBOIRESE 25.5W BITNR -

PoE R ERSIRIEETNEE - BN INBEFE N Pok EIRFEE - PoE BIEAR AU A EEEEIE D BB EINR
MBENSE -

6.1 POE 8% %E (POE Port Setting)

Z B H Z2# 0] LUK PoE EEIRRIASFRLIKEIRR/R - stEE IR PoE Type /PoE Level / Actual

power (mW)/ Power Voltage (V)/ Current (mA) - Refresh Rate None or 5/10/30sec &£ &5 -

POE Setting + POE Port Setting
¥ Status

¥ Network System info
¥ Port

— POE Setting System Power(W)
System Temperature(C)

POE Port Timer Setting oo

VLAN L =

MAC Address Table

Spanning Tree

ERPS

Discovery

DHCP
Multicast

IP Configuration

| & | & | & | & | & | | & | & | &%

Security
ACL 0 1 GE1 Disabled Of  AF(N)  NA NIA N/A NIA
QoS 0 2 GE2 Disabled Off  AF(N)  N/A NIA NJA NIA
Diagnostics 0J 3 GE3 Enabled Of  AF(N) 0 NIA NJA NIA
v Management O 4 GE4 Enabled Off  AF(N) 0 Ni& N/A NIA
0 5 GE5  Disabled Of  AF(N)  NA NIA NJA NIA
0 6 GE6 Enabled Off  AF(N) 0 NIA NJA NIA
0 7 GE7 Enabled Off  AF(N) 0 NIA N/A NIA
0 8 GEB  Disabled Off  AF(N)  N/A NIA NJA NIA
0 9 GE9 Enabled Of  AF(N) 0 NIA NJA NIA
O 10 GE10  Enabled Of  AF(N) 0 NIA NJA NIA

>  System Power(W) : &'~ POE %48 %%,\,L\Iﬂz(Watt)
>  System Temperature(C) : BRZA#ARE(C) -
> Refresh Rate: EFf® “None,5 sec,10 sec,30 sec” MRIFHE - LUERFIEE POE BEFIBIOMETEE -

1R U [:pu
Port IR AR
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ERIREIRARAR
Port Enable * Enabled : POE:EEHEHEINEERN R EMEE DR
* Disabled : POEE#IRHEINAERYER E AR B& S BHEA
HBIFIEPOEE R EIEIRAE
Status e On:POBERERELMECFHN
o Off: POERERE HARE SR

FARPOEREY B1FEAF(Y) EEE/AFN) ARER/AT(Y) S EE/AT(N)R

Type
yP i
Level ZE~POEFTAClass$az! - #8/r0/1/2/3/41EEClass0 / Classl /
eve
Class2 /Class3 / Class4
Actual
B REREPOEEFIBRE R HFENINEMW)
Power(mW)
Voltage(V) ZANPOELTEE (V)
Current(mA) FARNEAIPOER TIEER(MA)

EEZNTENERE 1-24 - ABBEEJit"RENRTE
Edit Port Setting

_______ e
[ Apply ] [ Close l

&R AR ¥ S {EE 18 POE MRIFE/E R - 32 Bt PoE Xi8z: FE{EEREIER POE RIFB/EH
> Port: BEERREIZREIEIE -
® Enable: FRLERIR POE #EINEE

® Disable: EAFAEH#IE POE HHEEINEE

HZE Apply” @EFERIZE - B “Close” FELE
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6.2 POE EI5REZE(POE Port Time Setting)

PoE X282 #& PoE WEINAE - AT EAEEEBE A LA EIREIR POE - EolLIAIFEEINGE - X
FfE PD RIBHNERERUES - BN - ZRBERBERITUBMIRFIRZBRRZIEES - EEE1B Web

ITHRE PoE AEINEE  FRBNEEEERERFEEEZERBLNEE - WIKBENEREETEN -
POE Settmg -+ POE Port Timer Setting

Status

Network

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP

Multicast

IP Configuration

> Port: SEfE—(EEPHEARIEIGHIE o

S
(<M< B<M<H<H<N<
S/ .
S Q.
S
S
S

Port | | GE3 v |

Tue O 0O O 0O

Thu B e BN

Sun O 0O 0O 0O

| & B B

Mon O O

Fri (J
| Apply 1

> Mon/Tue/Wed/Thu/Fri/Sat/Sun : R#EE—2 4 H - 00-23 BLi5E3E POE FEAEHIEL -

B8 Apply” BELHETLE -
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7. VLAN

ERE VLA ZE—EEAXREROEH - Bl T e R — B — e TER - M EER
BRI - VLAN BB S 485 (LAN) AR - 18 VLAN gL s @k —ie - e eMiER—18
B ZTIA SR -

CS-3424G-24P A% 2 BRI EREHMB(VLAN)IE - BE T BENBBRN—LED - BB E—EE
ERE - VLAN RERSE 2 BRBEXRE ; WHEBRS 1% - ERABIEINBEERE - EMEHEY
E/\J%}E N E*D:ﬁ??u;}ng”— i)

EREEES LR EER IEEE 802.1q 1835 VLAN SUERERFEIEN VLAN - RAEFARER VLANL EiE8
(PVID) -

7.1 VLAN

7.11 Bl3# VLAN(Create VLAN)

FHEEEE LI Available VLAN BB 212 VLAN #R 5% - 5% VLAN #RS5ES IEEE 802.1q 122 - Available
VLAN BETUZE
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Status

Network | Available VLAN ~ Created VLAN
Port i
- | [VLAN 2 VLAN 1
POE Setting | [VLAN 3 VLAN 4094
- VLAN VLAN VLAN 4
VLAN 5
% VLAN VLAN 6
| |[VLAN 7
VLAN Configuration ' |VLAN 8
Membership i [VLAN 9 -
PortSetting 00 W
% Voice VLAN |
v | Apply |
% Protocol VLAN
2 MAC VLAN
¥ Surveillance VLAN VLAN Table
% GVRP
MAC Address Table Showing entries Showing 1
Spanning Tree S T T e
Crps W | VLAN | Name | Type | VLAN interface State
- 1 default Default Enabled
Discovery . .
DHCP 4094 VLAN4094 Static Disabled
Multicast
| Edt || Delete |

IP Configuration

> VLAN: FHEEHE S "Available VLAN"ZER 3 #E1ZE VLAN 4555 - ZE)2"Created VLAN"ER - &1
M5eA% 1~ 802.1q VLAN -

25 Apply” BEHHETLE -

VLAN Table : =& EEE ol 2EZARELMERA VLAN - SIREPLIE"EJit" - AIEFAEEEES

ol DAFEhE ez VLAN B2 Rt
Edit VLAN Name

Name | |[VLAN4094

Apply | ‘ Close

HE"Apply "#EFERIZEE - B3 "Close" i E -
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7.1.2 VLAN &7 (VLAN Configuration)

FREEEE I DURETERIEN LAG WK EEEEPRTE Excluded / Forbidden / Tagged / Untagged

ThEE
VLAN -+ VLAN -+ VLAN Configuration

Network VLAN Configuration Table
POE Setting VLAN | VLAN4094 ~

- VLAN

« | & |«

«
o
(=]
=4

&

Entry Port | Mode | Membership | PVID | Forbidden |

Create VLAN 1 GE1  Trunk O Excluded O Tagged @ Untagged
Membership 2 GE2 Trunk OExcluded O Tagged ® Untagged
Port Setting 3 GE3 Trunk ® Excluded O Tagged O Untagged
¥ \oice VLAN 4 GE4 Trunk ®Excluded O Tagged O Untagged
@ Protocol VLAN 5 GE5 Trunk O Excluded © Tagged () Untagged
9 MACVLAN 6 GEB6 Trunk O Excluded @ Tagged O Untagged
¥ Surveillance VLAN o) ry ry
% GVRP Excluded Tagged Untagged

8 GE8 Trunk ® Excluded O Tagged O Untagged
® Excluded  Tagged ' Untagged

10 GE10 Trunk @ Excluded O Tagged O Untagged
11 GE11 Trunk  ®Excluded O Tagged O Untagged
12 GE12 Trunk ® Excluded O Tagged O Untagged

— — —

MAC Address Table
Spanning Tree
ERPS

¥
¥

CUONNOC U000 0

« |«

R it

VLAN ZEIEFTEM VLAN ID 82 E VLAN
Port BNERRSENE

Mode BURERE VLAN B E

AZEFIREERETE VLAN ID B &S
* Excluded : #5EEHIRE VLAN FH AR

Membership . -

* Tagged: f5EE#IEE VLAN 2 tagged i 8

* Untagged: {5EE#IE#®E VLAN 2 untagged A&
PVID BRNTEESER PVID
Forbidden ERIETERRT VLAN A

> VLAN: EHZEEESo/DIBE MIEEEE VLAN TETRE -
® Excluded: Z/TEHERAZE VLAN R E - BEMAEEFIEN LAG WIRRERE

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

Tagged : 7T E= VLAN 8 tagged & -

Untagged : #%7TH=Z VLAN #J untagged A& - VLAN 893 &R INFRAREZLZTE VLAN
PVID : ‘A% 7 E PVID 8% E 4 VLAN 9 VID - PVID 22 SEEFIEREN -

Forbidden : EZEZRETEEREE -

7.1.3 B B E1&(Membership)

BUNFIBEREREERN - EHESEE YL YEERETIE" Edit” B2 VLAN B3 - (Note -
Number=VLAN number, F=Forbidden, T=Tagged, U=Untagged, P=PVID)

SRIEEIBANTER VLAN gl ER - ZZ BB AR AT EM VLAN KR E - BRZEFRENKA
&0 VID 4095 - MR M (B2 2 BERVERIEED VLAN FEAEUW untagged 6] - RBIM{ER H 2 ERVERIE

EB PVID AR - BRI - RECEEZE—{E VLAN B %2> —1E VLAN -
VLAN -+ VLAN -+ Membership

Status
Network Membership Table

POE Setting
0O 1 GE1 Trunk 1UP 1UP
Create VLAN P
VLAN Configuration O 2 GE2 Trunk 1UP 1UP
(o)
Port Setting O 4 GE4 Trunk 1UP 1UP
@ Voice VLAN O 5 GE5 Trunk 1UP 1UP
v Protocol VLAN
v rrofoco O 6 GE6 Trunk 1UP 1UP
% MAC VLAN
o Surveillance VLAN O 7 GE7  Trunk 1UP 1UP
© GVRP O 8 GE8 Trunk 1UP 1UP
¥ MAC Address Table O 9 GE9 Trunk 1UP 1UP
¥ Spanning Tree O 10 GE10 Trunk 1UP 1UP
R it
Port BNEEBBEE A
Mode ZANEREIE VLAN BT E
Administrative VLAN FENRZEIZIER VLAN B2
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FRR 28180 VLAN #1753k -Operational VLAN 24 FEHEIE

Operational VLAN o . o
#1789 VLAN 7RRE - oJgEBEIE VLAN A[F -

Edit Port Setting

Port| GE3

Mode | Trunk

4094

Membership

. (O Forbidden

. O Tagged
| @ Untagged

| Apply || Close |

> Port: BE/RFTERERHRAR -

> Mode: B/RENTHREEE EATEREREER VLAN #3 -

> Membership : #EFTEEZ T VLAN ID R AIFIZRBZHRFGIZR - NRFEE VLAN 2 tagged - I
ogEgIREARAISIRS - BEEESD -

HE"Apply "#FERIZEE - 5 "Close" i E -

7.1.4 Port Setting
FHEEEEILIEE VLAN 1 Access / Trunk / Hybrid -
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VLAN -+ VLAN - Port Setting

Port Setting Table

CceR

Lemplify yeusr Wirg

a
(] 1 GE1 Trunk 1 Al Enabled Disabled 0x8100
Create VLAN )
VLAN Configuration O 2 GE2  Trunk 1 Al Enabled Disabled 0x8100
Membership (] 3 GE3  Hybrid 4094 Untag Only Enabled Disabled 0x8100
% Voice VLAN
% Protocol VLAN
- rrolco 6 GE6 Hybrid 1 Tag Only Disabled Disabled  0x8100
© MAC VLAN
% Surveillance VLAN
2 GVRP 8 GE8 Hybrid 1 Tag Only Disabled Disabled 0x8100
¥ MAC Address Table
¥ Spanning Tree 10 GE10 Hybrid 1 Tag Only Disabled Disabled 0x8100
¥ ERPS ] 11 GE11  Trunk 1 Al Enabled Disabled 0x8100
(] 12 GE12 Trunk 1 Al Enabled Disabled 0x8100
{1 it
Port BERTHE
Mode I RERIR VLAN 30 Hybrid/Access/Trunk/Tunnel
PVID BENERIER) PVID
Accept Frame Type FRN BB RO U B4R A

Ingress Filtering

BUNEFIRRA B IEES

\ e

LN

Uplink BRUR _EATHEREANAS
TPID BERTEEAA TPID

service@cerio.com.tw
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Edit Port Setting

..............

bzzzz: — R

@ Hybnd

) Access
o ) Trunk .
-:Z::ZZ' Tunnel
PVID | |1
L O Al .

Accept Frame Type @® Tag Only !
i O Untag Only

bzzzzz ==1p====

so==: — e

Upllnk

..........

______________

[ Apply l [ Close ]

> Hybrid: IE7TEITIE—ESZE VLAN B tagged or untagged B8 -

> Access: IE/TEZE— VLAN B untagged A8 - LUEREENRENEFBWESFHCERIE -

>  Trunk: BN EZE&Z—E VLAN B untagged f & - 1 B 2Z21EsLZ21E VLAN /9 tagged BB - #ELL
R NRENERERLSPAEE -

>  Tunnel: EREEEAZ U UERHEZR/EPEAE SLHH VLAN (PVID) -

> PVID: # A VLAN ROZEHEE VLAN ID(PVID) - 8 AR untagged FHAER] priority tagged =HAEER A%
VLAN -

> Accept Frame Type : EEZENE O EWRAEZL - ABRBRERENAEREADERESE - BL
AMESRREERRELNNIHA - NAFR -
o All: IENHEZESHBEEMNE : untagged FAE - tagged FAEF] priority tagged FAE -
® TagOnly: 7TEIR# tagged RIGHAE -
® Untag Only: /T ER#5 untagged 1 priority tagged FIFHAE -

> IngressFiltering : ERAZEIEE0LUER" Enable” MRIAALO®RIE - ENEBAALBER - &7
HEREZFBNERABRNAEMKE VLAN HEAFIE - —AESRFHAIMBALBRIRE - EFHGE
FIRA P 4EERHR FRERARN -

> Uplink: #AEEEETLIET" Enable” BN HRER LITHEEERR -

> TPID: MR Uplink ERA - BT EBEZEENRIEZHER AR (TPID)E -

HE"Apply "EFERIZEE - B "Close" i E
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7.2 8T VLAN(Voice VLAN)
2 VLAN SIRRE BN SR SR SRR HE VLAN & IP B2 P ES 7 E #7138 VoIP f3% - VolP
TREEAOR MAC il P EAB5E OUl AT - EAEBIEETLIE 1 5 4094 SEME VLAN D -

7.2.1 Property

VLAN ~+ Voice VLAN ~+ Property

¥ Status

% Network P
¥ Temo State | [ Enable
% Port

+ POE Seting VLAN : | VLAN4094 ~

Cos i 802.1p| @ Enable
Remarking
Create VLAN
WLAN Configuration Aging Time
Membership
Port Setting I Apply I
4 Voice VLAN
Voice OUI Port Setting Table
% Protocol VLAN
% MAC VLAN
% Surveillance VLAN
o e |Entry | Port | State | Mode | QoS Policy

GE1 Disabled Auto Voice Packet
GE2 Disabled Auto  Voice Packet
GE3 Disabled Auto  Voice Packet
GE4 Disabled Auto  Voice Packet
GEbS Disabled Auto  Voice Packet
GEB Disabled Auto  Voice Packet

¥ MAC Address Table
¥ Spanning Tree
¥ ERPS

¥ Discovery
¥ DHCP

¥ Multicast
>
>
>
>

B Apply "EFEHIZEERE -

N
U
a
]
a
O
a

(=B & L L~ I A B

u]

State: FAEEIEETLUERE "Enable” 3" Disable” ZINEE -

VLAN : ERZEEIEEEE5ERE VLAN -

CoS / 802.1P Remarking : fEFHEEEE LA VLAN &€ CoS 802.1p B4k Al -
Port Aging Time : &RZEEEE oL E IRRAEERE -

R i
Port BNERIREE
State RN Y] /BB AR
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Mode A RFBEVLANIE T
QoS Policy BERHE B VLANEFEQoS i FIEkES

Edit Port Setting

Port | GE1

State |

O

Enable

Auto

Mode | Manual

O®

Voice Packet
All

QoS Policy |

O®@

Apply l [ Close l

Port: B/NEFIESE -

State : 7TEF]F/BIRIIRAS -

Mode : E#EZZEE VLAN #1 -

Qos Policy : #E#ZFEE VLAN Bt QoS FR%KE

vV V VYV V

B Apply "EFIERIZE - 2 "Close"# 5K E

7.2.2 58 OUl(Voice OUI)
AHBE—ZH T (OUNZE MAC Mt AT =B 8 - ME=EFEEZ\IFHIL ID - FHEESES LB
@ OUI Frigss EEER- g OUl & 25 VLAN EEB1EAIE M OUI 5 7E IP B EINEINFIERZ -
#HEERES VLAN L#Eix - BRI ER OUl IR EREEE OUl XN AE - BEIES VLAN EIiK
FEE BN E BB EFIBRE R NNEFEE VLAN - B AE S Sana i S 8 ik misa
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VLAN -+ Voice VLAN -+ Voice OUI

¢ Status

¥ Network Voice OUI Table
¥ Port
 POE Setting Showing[AlI VIemries

RaEON - oul | Description
% VLAN
Create VLAN
VLAN Configuration 00:03:68 Cisco
Membership [ 00:E0:75 Veritel
Port Setting O 00:D0:1E Pingtel
N ER I (J 00:01:E3 Siemens
Property .
UJ 00:60:B9 NEC/Philips
o Pro b IVIAN 0 00:0F:E2 H3C
% MAC VLAN O 00:09:6E Avaya
¥ Surveillance VLAN
© GVRP Add || Edt || Delete
i i 3kt
Oul ZE~QUI MACAzLE
description BROUISE# -
Edit Vioice OUI
| OUl| 00:03:6B !
Description

Aoy J[ Close |

ERAESEE Y RIAIEN OVl B MIBRZE R OUI
FhE "add” MAEIZEHE OUI -

2hE “Edit” 18X OUI &R -

FE "Delete” fHikx OUI Ef -

HE"Apply "#FERIZEE - B "Close" i E -
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7.3 1#%E VLAN(Protocol VLAN)

7.3.1 % XE8%4H (Protocol Group)
FREEEEMEIIEEREF G mERHE VLAN FIEF4E - W:EE "add” - “Edit” 1 “Delete”

TNeEETTERE -
VLAN - Protocol VLAN -+ Protocol Group

Protocol Group Table

Showing entries Showing 1 to 2 of 2 entries
[ | | Group ID | Frame Type | Protocol Value |
] 1 RFC_1042 0x0600
Create VLAN .
VLAN Configuration O 2 |EEE802.3_LLC_Other 0x0601
Membership )
Add Edit Delet
Part Setting [ H I ” Ce £ l
4 Voice VLAN
Property
Voice OUI

4 Protocol VLAN

Group Binding
2 MAC VLAN

2 Surveillance VLAN

¥ GVRP
i Ei::pan
Group ID BREEmEMAEID
Frame Type BNEERNTE R
Protocol Value BRNEENHMERE

Add Protocol Group

------------------------------------------------------------------------------------------------------------------------------------------------------

Group ID i

=zszzsszzszssszsszssssszzsszsszsssssszssssszzssssszsssssszssssszzssssszsssssssssssszzssssszsssssszssszszzsszzzszzzasd

Frame Type

_________________________________________________________________________________

| Protocol Value ' |ECEs02 3_LLC_Other ;
] RFC_1042 e

[ Apply l [ Close l

> GroupID: BESENEAEID HERWK1EI8 -
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> Frame Type: ZBRBENEIREDPH ) \NTARZIFEEBBMNIBEEE - BEERIOMRHRIBE
EFEH VLAN fOBERHELRE -
® Ethernet_ll: FEHEEZ Ethernet_l
® |EEE802.3_LLC_Other: 814582 802.3 I8 - %A LLC HMFGE -
® RFC_1042: 848812 rfc 1042 € -
> Protocol Value: @A BRHRENHEE - FSIEHEBENHEHKD EEIEERN VLANID -

HE"Apply "#FERIZEE - 5L "Close" i E -
7.3.2  ###HHIE(Group Binding)

FRESEET M ASEEFEERESA VLAN ID 4EHE VLAN £ - 1:8E “add” - “Edit”
A “Delete” IHEE#ETEIR -

VLAN -+ Protocol VLAN -+ Group Binding

Group Binding Table

Ne
Po

¥ POE Setting Showing entries Showing 1 to 2 of 2 entries
W | Port | Group ID | VLAN |
] GEs 2 4094
Create VLAN .
VLAN Configuration U GE6 2 4094
IMembership )
Port Setting l Add l l Edit l [ Delete ]
# Woice VLAN
Property
Voice OUI
4 Protocol VLAN
Protocol Group
Rz it
Port BN E S B A E R E IR R
Group ID BRNERRHENEAEID
VLAN BROEATEHERHANTIEIMVLAN ID
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Add Group Binding

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Available Paort Selected Part
' [GE3 GE5

. |GE4 GEB
| |GET7
Port: |CES
| |GE9
' |GE10

> Port: EAAMEDEZERS AREBIAARBEANE - NEAREPEZERE A&
BRI AARRARGEANSE - REEEBERES VLIAN RXWN EL ARG EERAME - B
AR "Add” HEEES -

> Group ID: EZFRBZBMEKAEA ID - EEAR "Add" HEHIE -

> VLAN: BANEATSHERFENITE VLANID -

HE"Apply "EFERIZE - B "Close" i E

74 MACVLAN

7.4.1 MAC #4H(MAC Group)

MAC VLAN INBE/eEF i E AR untagged S EIDECE] VLAN - #EMARET EIRUSRIR MAC UL ¥IREET D
18 - Mo LIE R E MAC 3 VLAN RPRUBEREZR MAC 2l VLAN FIBREY - ERZGR MAC Uit EE
B VLAN ID Tl E R & - sBHIFIAERIR A MAC 2| VLAN 2 € (BlB—EZ 243 - EP8E MAC
ik 2] VLAN ID B9RRST ) -

= untagged =} priority tagged W B12)iZELREE H MAC 3| VLAN RHEFEBER - #ESHITEAIR
T MAC firdlt - tRILEBE - RIFSHEFER VLAN ID 1EIR4AEE - IR B EL priority tagged @ BiFF
@ ; SR BEAAERESR 0(F) - +5IkM VLAN ID ##iR1E VLAN FR#ETERE - 1R VLAN B3 - Al
HEBHHEETAORE, BRI BEEHE - ERWRA T BIEE MAC ARG 2478 _EisiREIZ2A VLAN -
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WaEE “add” - “Edit” #1 “Delete” INBEEITEIR -
VLAN +» MAC VLAN -+ MAC Group

¥ Status

¥ Network MAC Group Table
¥ Port
% POE Setting Showing entries Showing 1 to 1 of 1 entries

4 VLAN ‘
Create VLAN
VLAN Configuration
Membership
Port Setting

4 Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

& MAC VLAN

W GroupID | MACAddress | Mask |
O 215 B8C4D:EAFE:CCAE 24

 oadd || Edt || Delete |

I i

Group ID BB ENRFAEID

MAC Address 2B ERNMACHIIE

Mask BN B BRIMACHL IR

Add MAC Group

.~ MAC Address |3<: 4D:EAFE CCAE | §

Mas |24 |

[ Apply l l Close l

> Group ID: Hrig#$4H ID 5545 -
> MAC Address : @A MAC fizdlt -
> Mask: @ADFEIEA MAC EE
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HE"Apply "#FERIZEE - 5L "Close" i E -

7.4.2 £ 40407 (Group Binding)
Group Binding IIEEnEF A E R MAC VLAN ZAHIAEEERIERN VLAN ID #iE - WEEE “add”
“Edit” 1 “Delete” INBEETEIR -

Status

Network Group Binding Table
Port

POE Setting Showing entries Showing 1to 1 of 1 entries () |

O I —

# VLAN

(] GES 215 4094
Create VLAN . .
VLAN Configuration First || Previous
IMembership [ Add ] [ Edit ] [ Delete l
Part Setting
# \oice VLAN
Property
Voice CUI
# Protocol VLAN
Protocol Group
Group Binding
# MAC VLAN
MAC Group
R f 3t
Port BRBARERFASENENEREE ID
Group ID HNEFIBHIERRTH ID
VLAN BRARBSTARTEEEEH VLAN ID
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Add Group Binding

......................................................................................................................................................

: Available Port Selected Port

| [GE3 GES
| |GE4
' |GE5
Port| |GE6
| |GET
| |GE9
| |GE10

> Port: AEARIEDEZERE  REBIAAE MAC HHIE - SEARIEPEZERE  REEE
ERIERERE MAC AHRVAE - ReEEEBRBERES VLAN R T B R e EE -

> Group ID: EEHERSHEBAVEAID -

> VLAN: @ADECATTE MAC B4R EM VLANID -

HE"Apply "#FERIZEE - 5L "Close" i E -

7.5 EZ#E VLAN(Surveillance VLAN)

751 &% kI(Property)
FREEEEPIE BN E B H K E Surveillance VLAN MWE IS E T EEE
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VLAN —+ Surveillance VLAN ~+ Property

Status

Network .
o State | ¥ Enable
Port

POE Setting VLAN | | VLAN4094 v

Cos/802.4p| @ Enable

Remarking
Aging Time | [1440

Create VLAN
WVLAN Configuration
IMembership
Port Setting

4 Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

% MAC VLAN
MAC Group
Group Binding

4 Surveillance VLAN

[ Apply l

Port Setting Table

Q[
| Entry | Port | State | Mode | QoS Policy |
GE1 Disabled Auto Video Packet
GE2 Disabled Autc  Video Packet
GE3 Disabled Auto Video Packet
GE4 Disabled  Auto  Video Packet

[
U
O
U
]

PR R

State : ZELEELIRIASLEH Surveillance VLAN THEE -

VLAN : ##1Z Surveillance VLAN ID - Surveillance VLAN ID ABE2785% VLAN -

Cos/802.1p: #1E VPT & - FFERHENTEESFEMAL VPT B RAEMETRA -

Remarking : 2 EEEEMUMASFERZERL - IREA  FEERENHESHIEETIER

Aging Time : MAJEEREE - FERER 1440 H#E - MRRAETMHEEBS - R/H VLAN BEE
IR EAEIBE -

V V V V V

BB Apply " EE B LT -
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Port Setting Table

al

W Entry | Port | State | Mode | QoS Policy

] 1 GE1 Disabled Auto Video Packet

O 2 GE2 Disabled Auto  Video Packet

] 3 GE3 Disabled Auto Video Packet

O 4 GE4 Disabled Auto  Video Packet

(] 5 GES5 Disabled Auto Video Packet

O 6 GE6 Disabled Auto  Video Packet

[] 7 GETY Disabled Auto Video Packet

dJ 8 GES8 Disabled Auto Video Packet

(] 9 GE9 Disabled Auto Video Packet

dJ 10 GE10 Disabled Auto Video Packet

] 11 GE11 Disabled Autoc Video Packet

O 12 GE12 Disabled Auto Video Packet
i i 3kt
Port BREEREE
State BERT T EIRY RN R/ 15 AR AR
Mode TN EVLANET]
QoS Policy #aRSurveillance VLANR L E £ E @&

Edit Port Setting

| Enable

..........................................................................................................................
__________________________________________________________________________________________________________________________

Auto
) Manual

__________________________________________________________________________________________________________________________
..........................................................................................................................

______________________________________________________________________________________________________________________________________________________

[ Apply l [ Close l

> Port: BRNERIEZENERFENEZEE -
> State: AEEEELIRIBIERATER Surveillance VLAN IHEE -
> Mode: #3123&3#E Surveillance VLAN &= -
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® Auto: iR VLAN EEERAS OUl RS - WA EREIEE % VLAN ID
tagged AL E -
® Manual: FEHRERZFER T EHNIEZ VLAN ID taggged A E -
> QoS Policy : EEEEIRH QoS Policy &1
® Video Packet: R E : Qos BHEANKIRE MAC it &= OUl i &
® All:Qos BHEARHEZ Surveillance VLAN i1 &

HE"Apply "#FERIZEE - 5L "Close" i E -

7.5.2 EZ#= OUI(Surveillance OUI)

FREEEEDDIFE PR EIEHEMNIE - g PR OUI MAC fiuilt - 82E"add" ~ "Edit"#1"Delete"IhEE
HITEIE -
VLAN -+ Surveillance VLAN -+ Surveillance OUI

Status

Network Surveillance OUI Table
Port

POE Setting Showing entries Showing 110 1 of 1 entries ()
T ——

4 VLAN
Create VLAN
VLAN Configuration
Membership
Port Setting

Voice VLAN
Property
Voice OUI

Protocol VLAN
Protocol Group
Group Binding

MAC VLAN
MAC Group
Group Binding

Surveillance VLAN
Property

%€ % #® &

‘ @ | OUl | Description |
(] 8440EA CAMI

First | | Previous | 1

.\ add || Edt ||  Delete |

&

b3

5

&
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R fi 3t
Oul FEROUI MACAZHE
Description BROUNEEm Mt

Add Surveillance OUI

Apply H Close l

> OUl: @A OUI MAC firdlt - SBATEARIEEIFEIE P AREE -
> Description : # AT MAC firllt i 2l Surveillance VLAN OUI &5 -

HE"Apply "# 7 ERIZEE - B "Close" i E -

7.6 GVRP

GVRP(EH VLAN gifft 5 E)#E IEEE 802.1p 1REDETHL ; ©E—EFN S IEEE 802.1Q R#RTTE - AR
e BB (FNRE)VLAN BEEERRE -GVRP 2R gz ol LIB ELth GVRP SZiE R #2830 VLAN sREEH °
RIER A EMAREEIR T EZILURE# I LIIA VLAN - ZE25FKMAREE VLAN 5 - GVRP EEIEZ
ENRAER GVRP X ERXMB 7 ERVGIMEE - WHEREZES -

GVRP @B EE 2t VLAN ID(VID)EZE M A — 24 A0m > VLAN 58 E P iaar 8 EM R - ILsh - oI
RIAERRERVEFER VLAN L, GVRP B EBRRERIENEER - —B GVRP EIZE VLAN - E0JLURD
ABNEFEREMERERE

7.6.1 [E%(Property)
EREEEE IR GVRP INEETEE GVRP L& {EEEIRRIFET -
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VLAN -+ GVRP -+ Property
Status
Network
Port
POE Setting

Create VLAN E ElEU |

VLAN Configuration :
Membership LeaveAll | [to00 |
Port Setting = ESs........---......-....
4 Voice VLAN Apply
Property
Voice OUI
# Protocol VLAN Port Setting Table

Protocel Group

Group Binding Q I:

@ MAC VLAN
MAC Group ] | Entry | Port | State VLAN Creation | Registration
Group Binding ] 1 GEf1 Disabled Enabled Normal

@ Surveillance VLAN 0 2 GE2 Disabled Enabled Fixed
Property n 3 GE3 Disabled Enabled  Fixed
Surveillance OUI =

& GVRP (] 4 GE4 Disabled Enabled Fixed

(] 5 GE5  Disabled Enabled Normal

> State: :RE GVRP INEERURIFAAREE -
® Enable: MIRZERIRA GVRP - &RIGEH GVRP -

> Operational Timeout : Join/Leave/LeaveAll EfR28 - FA2R#ZHl Join/Leave/LeaveAll JHE 8% -
® Join:GVRP AR -
® Leave:GVRP (REE#BH -

BB Apply " EE B TLE -

1 i b

Port IR TR

State BN EHIEGVRPR RS

VLAN Creation BRNEFIRGVRPEIZVLANA RS
Registration BN ERHBRGVRPE R
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Edit Port Setting

GE2 GE4 |

| | Enable
Enable

o Normal '
(@ Fixed |
() Forbidden i

i VLAN Crealmn
: Registration

Apply H Close ]

> Port: BRERRLRE -
> State: B/R/TH LA GVRP ERARERZEFFH -
> VLAN Creation : 8/R/THE_ERIEISE VLAN EIZ2RIAEZFHA - IR=A - GVRP oJUETT - B
A ZEIZEHRY VLAN -
> Registration : B&/R/TE LR VLAN EEHET -
® Normal: [EE#ER - mFFENRE VLAN 1EERHIE FEE - @R EXENRERAFAR VLAN B -
AEFENRRFNEF AR VLAN s B4R
® Fixed: A/FFEIRE VLAN 1E3EHEHE LRt - RO#IRRH 3 EARE VLAN B s AR
VLAN FElEA
® Forbidden: AFFENRE VLAN 1EiE#HIE FEH I R/mEF 788 VLAN 36138

BB Apply " EEAHIEE 8" Close"BERE -

7.6.2 mEE1E(Member ship)
BIA GVRP IIBE IE A IRER B4 GVRP k&R - FHEEEEJUESE GVRP EEH °
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Status

Network Membership Table
Port

POE Setting Showing entries Showing OtoOofOenties  Q [
VLAN | Member | Dynamic Member | Type |

‘ 0 results found.

& & # 4%

2 VLAN
2 Voice VLAN
= Protocol VLAN First | | Previous
% MAC VLAN
2 Survelllance VLAN
4 GVRP
Property
Statistics
Rl i 3t
VLAN VLAN#R 5%
Member VLANAESIE s B B AR EMEI RN E
Dynamic Ports GVRPEE A EN RE AT B 12
Type VLANEREL /) 553 ARSI BN AR

7.6.3 #at &R (Statistics)

R EEE GVRP IhEERs - EHESEE 0 IEE GVRP hEEEFIENE - 813 Receive ~ Transmit
#1 Error -
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Leplify yeousr Wire

-+ GVRP -~ Statistics

Status
Network
Port

POE Setting

Port
i @ Al

Receive
Transmit
) Error

Statistics

Voice VLAN
Protacol VLAN
MAC VLAN
Surveillance VLAN
GVRP
Property
Membership

None
bsec
w (O 10 sec
| ® 30sec

Refresh Rate

[ Clear l

Receive

¥ MAC Address Table
¥ Spanning Tree

| Join empty | 0

| Empty| 0

#HE “Clear” &%Z5H -

Empty ©
Leave Empty ©

i
i
i
i
i
i
i
I
i
I
i
I
i
i
i
i
ar
n
n n
n n
n n
n n
n n
" n
" n
" n
i n
" "

1
1
1
1
1
1
1
Il
1
1l
1
|
|
1
1
1
ar
n
n
n
n
n
n
n
n
n
[
1

[T = T = TLLI = B = T
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i g
Join empty EW S E#Hoin EmptyBEE=
Empty BESIEREMpty HENE =

Leave Empty

B EHiLeave EmptyHENEE

Join In BB oin InN S HBE
Leave In IS @ HiLeave InS SRS
Leave Al IS EHLeave AllS BHHE

Invalid Protocol ID

EWEENmEIDVEE

Invalid Atribute
Type

BRENType#IE

Invalid Attribute

Value

EWEY ValueE 2

Invalid Attribute
Length

EWEY LengthWEIE

Invalid Event

B EMEventV &=
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8. MAC Address Table
8.1 Ep#Esfiriit(Dynamic Address)

B E R EERER MAC il - EAZEEE S o DR EEEENEERME -
MAC Address Table + Dynamic Address

Status
Network
Port

POE Setting

| Aging Time | (200

€| € & | & &

l Apply ]
MAC Address Table

Dynamic Address Table
Static Address

Filtering Address Showing entries Showing 1 to 15 of 15 entries Q |:

Port Security Address

B | VLAN | MACAddress | Port |
1 00:08:9B:D5:33:E4 GE25
1 00:11:32:1176:30  GE25
1 00:1A'97:01°:AD:B1  GE25
1 0060BYBFB674 GE25
;
]

Spanning Tree
ERPS
Discovery
DHCP

Multicast

IP Configuration
Security

00:E0:A0:10:046C  GEZ25
40:B0:34:54:97:82 GE27

& € &€ | %« | & &

OUuoyuog

> Aging Time: —EEE 07 MAC it RPRENEE(F) - BUEHEES 10 £ 630 ¥ - 7B
BE% 3007 -

BB Apply BB THE -

R it

MAC Address HEWFREZEAIMACAIIE

VLAN EEZBERHBERMACEERVLAN
Port 7T E S B R IR AR

FHESHEESME MAC MIHEEEESEBIE "Add Static Address” 5 EF R MAC it ER
%2 "Static Address” IfjgED °
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8.2 EFFAE{iIt(Static Address)

NRFEHEESEETEEBRETETE 7 MAC il - BIERE MAC UiRHIEEZERET - R HEE
BEHMERRREAENE - BRIFERIHEERER - ;T "add" » "Edit"f"Delete"TEEETEIE -
MAC Address Table -+ Static Address

Status

Network Static Address Table
Port

POE Setting Showing entries Showing 110 1 of tenties  (Q [

W | VLAN | MACAddress | Port |

‘[:] 4094 S8C:4D:EA:00:00:01 GE2

— MAC Address Table

Dynamic Address

First | Previous

Filtering Address [ Add H Edit H Delete l
Port Security Address

1R et

MAC Address H e R EEAIMACHILE

VLAN BE Z BN aLEMRMACE ERVLAN

Port 7T E B B R AR TR

Add Static Address

| Appy [ close |

> MAC Address : @i A B # 57 REEE XA MAC fiilt -
> VLAN: @ AEEE MAC & VLAN ID -
> Port: BE—RENEIIERTE

HE"Apply "# 7 ERIZEE - 5L "Close" i E -
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USER MANUAL

8.3 i@iEfirilt(Filtering Address)

EAZEEESIMUE MAC RPREFBEE RN MAC it - MRFF RN MAC: % MAC #&#HFELE -
& E"add" ~ "Edit"F"Delete"INEEEITER -
MAC Address Table + Filtering Address

Status

Network Filtering Address Table
Fort

POE Setting Showing entries Showing 1to 1 of 1 entries () |

€|« &« | & &«

B | VLAN | MACAddress |

— MAC Address Tabl
ress laoe ‘C] 4094 8C:4D-EA:00:00:0E

Dynamic Address
Static Address

First | | Previous

| add || Edt || Detete |

Port Security Address

{1 i

MAC Address EEEEEHEPREREMACIL

VLAN TEERFEMACFIEVLAN ID

Add Filtering Address

. [pcapEA D 00:0E

o

Apply l [ Close ]

> MACAddress: BIAIEEZEZHEIDPIERE MAC izl -
> VLAN: @ Ai5EsFE MAC FTE VLAN ID -

HE"Apply "#FERIZEE - 5 "Close" i E -
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USER MANUAL

8.4 IBZZ(iilt(Port Security Address)

&£ AEEEBIJLIRRE Port Security Address TI8E - Wk E"add" - "Edit"M"Delete"INBEETEE -

MAC Address Table » Port Security Address

Status
pctuoik Port Security Address Table
Port

POE Setting Showing entries Showing 1to 1 of fenties Q[
¢ VIAN R e e —
— MAC Address Table ‘

® (% | & € «

W | VLAN | MACAddress | Type | Port |
[ 4084 B8C4D:EA00:08:0A SecureConfigured GE5

First | | Previous | ™1

Dynamic Address
Static Address
Filtering Address

| add || Edt || Delete |

R fE

VLAN EEZBNEZERVLAN

MAC Address RIBLZEIEEMACAII

Type BIBZEIEEEA

Port 7T E S B IR R

Add Port Security Address

ar

| MACAddress  [5C-4D-EA00:080A

S

VAN fa00:

Port |

Apply ] l Close l

> MAC Address : @& ABZ 8 MAC fiil -
» VLAN: @A MAC firiitFrE VLAN ID -
> Port: NHEIEZEERTE -

HE"Apply "#FERIZEE - B "Close" i E -

V1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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9. Spanning Tree

EREINBER RAHEMERERE ZBERE —RE—NRERMARER (EJLUMLERE ) BE

ta BEANBIEUSHRERFERER URERGMAZESE NBEBERINE EAEE &
SRS EMREEME AL - WS ERERERRIIEE - IRLAERE - MR JERR £
M- WMEH LAN EREEREE -

9.1 Bt (Property)

Spanning Tree + Property

State | (] Enable

i O sTP
Operation Mode | @ RSTP
i O MSTP

| @ Long
PathCost! - |

. I O Filtering
Port Setting BPDU Handling | @ Flooding
MST Instance
MST Port Setting

Statistics

Priority | [32768

Hello Time | [2

Max Age i [20

Forward Delay | |15

Tx Hold Count ' |5

Region Name | [sC:4D:EA:30.DD'53 |

¥ Diagnostics Revision |O |

¥ Management

Max Hop | [20 |

> State: EAZEERSLUEZERASFRAZING

> Operation Mode : FRAZEEEE 0 DUERE 3 f@d i « EMEHSTP) « R4 A (RSTP)EL
ZE R (MSTP) -

> Path Cost: ERHEEIEE 0] DUERE STP HIERIRIS A% Long 5L Short -
® long: FEETEREBRISEMAEL NEEA : 1-200000000 -
® Short: FEEREFREIEHAELTEEER : 1-65535 -

» BPDU Handling : £33 # W% BPDU FER - £EHEEEEJLUERE BPDU BEENS
Filtering & Flooding - 5% STP EFARFAY BPDU &£ 75 -
® Filtering : STP F&FAKF &% BPDU -

V1.1a
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® Flooding :STPREARARSEEBPDU -

> Priority: EREEEEILIREREBIEMRA - RERES 32768 - HENEZEELRINEE WE
root bridge - s EBEFHEEARR - BUEBES 0 £ 61440 - WHEES 4096 KBS - (8 £ 16
EEARCE) - EERMARBBEESREBOER  RSIOED) - BESTHRELSIE root
bridge -

Priority=4096 . It's root Bridge

Priority= 32768 Priority= 32768

> Hello Time: shfSSEEEEFER XS EBERZEIE (BPDU ) ZERERERE - ZKERE
R 2W(sec)  FREEEEUBFKERAZRE1EZ 10 -

> Max. Age / Forward delay : 2*(JEE#E 25 -15) > =R NIEERE > = 2*FhERFE+1s) - RIS
TREENMMAEREHNREB CHBEBRUVREN) - BEE 6-40 [ -

> Forward Delay : 157 STP #%EE - SRERBEEABERE ARG RREMBBREBNE
E - AUEEE 4-30 Z2[F -

» TXhold Count: fEE & LRFABARKHSVERNTEHE - BUNEESR 13210 -

> Region Name: MSTP B#I&# - RARER 32 @7t - FRREA/REEEMN MAC it -

> Revision: FHEBEEFREE MST 88 - BB "Revision"BEM 1 - E=Z MSTP 1E5T5 -
BYEER 0 Z 65535 -

> Max.Hop: BRERBRMERAIE - 36 BPDU #HEZEAITE MSTP kel - BUEHES 1
# 40 -
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¥ Status

¥ Network

% Port

¥ POE Setting
¥ VLAN

Port Setting Table

M Entry | Port | State | Path Cost | Priority | BPDU Filter | BPDU Guard | Operational Edge
¥ MAG Address Table 0 1 GE!  Enabled 20000 48 Enabled Enabled Enabled
— Spanning Tree

2 GE2 Enabled 20000 48 Enabled Enabled Enabled

Property
MST Instance 4 GE4 Enabled 20000 48 Enabled Enabled Enabled
MST Port Setting
Statistics O 6 GE6 Disabled 20000 128 Disabled Disabled Disabled
kv ;g
Port FEETEIDETEIDYER
State 5 EIRREITARER
Path Cost IEEIBRISTPER A A
Priority EEIBRISTPESLARAI
BPDU Filter 1EEIEHIBPDUB B AKEE
BPDU Guard 15 EIBBPDURLFEA RE
Operational — SE8 187 i Y 7= U B
IEEIRRVIEFRIRETRRR
Edge
Operational

Point-to-Point

IEERRIRAH RHEITARAS

BEENENEAS - IR :

Port Role R TR R, EEE BB R EHE
SRR BRI - TTEER

Port State B, EFRET , CEERE A ERRE

Designated

Bridge SR MEEROMBIEID

Designated Port
ID

RigzE FRYTRERID

V1.1a
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Designated Cost Rz FIEEIRAIIBISAHA

Edit Port Setting

Port| GE2-GE5LAGT !

Enable

| @ Auto i
Enable |
Dlsable

Enable
Enable

) Auto
{ ® Enable
| O Disable |

i Operational Point-to-Point | False

| appy [ ciose |

State : FRAEEEE LI ERAIER -

> Path Cost: B AZN(1-200000000):2 2 B AR ERH 2 BHEEBRE - Wit - BR®RE E
NAERSRERNE  BaNES A ERRRERNE - (BERABERBERERR) &
AR EREHTEIVEES short - ERABEMAER 65535 - #E : 1-200000000(z%E1E 0=
HE - RRERO)

> Priority : MRRIMRE LA ENBEERAER - MIESESEBEARIEIREENEFSERRE &
4 R P RYRE E R RVERES - INRBEIRE D L& S BER A MIBEREHEEIHFIIRREER-
& : 0-240 - FRsR1ER 128 -

> Edge Port: I5EEKRER -
® Enable: EARERAMRBRIESEHER) -
® Disable: ¥ ABBRMRAR(TFS1I5HER) -
BEENT  BEEEREREUNEAERRRE - MFREEAEREE I BEIRBPDUsHR - Al
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O BEEESTPAR AR U RI AR IS A AT AR B -
> BPDU Filter : BPDU &% 5% & 0] ¥ Se it 5 & s R UL /18 3% BPDU -
® Enable: ] BPDU @JEINAE -
® Disable: FAFIBPDUMBRBINGE °
> BPDU Guard : BPDU B8 & B # A E# WA BPDU -
® Enable: ] BPDU Bh:EINAE -
® Disable: FAFIBPDUMIEINAE -
> Point-to-Point: 1EEMHEIRRTE !
® Auto: ZABENENETRE -
® Enable: ¥ ARAEAAREE -
® Disable: # ARIAREE -
Port State : {5 &R BRIIRE - OJgE% : "BAR" , "BEME" | "BEMRE" A HIRRE"
Designated Bridge : 15 441&094348 1D -
Designated Port ID : &3228 FRFSEIR ID -
Designated Cost: ZX#ig8 FIEERAIERISAA -
Operational Edge : #&/R “False” 2§ "True” k%% -

YV V V V V V

Operational Point-to-Point : #&’~R “False” 3t "True” 7ik%E -
HE"Apply "#FERIZEE - 5 "Close" i E -

9.3 MST EfI(MST Instance)

MST SlLIEZ4H STP Bl - BEEABIMRELMS - WWHEREANSEECH VLAN FEZIRR
B - IJPUBIRR ESEERERBRTRR -
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V1.1a

Status

Spanning Tree + MST Instance

Arpiify your Wire

Network MST Instance Table
Port
POE Setting
MSTI ‘ Priority Bridge Identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |
MAC Address Table =
ress 4 0 32768 32768-8C:4D:EA:30:DD:53  0-00:00:00:00:00:00 N/A 0 0 14094
Spanning Tree . X
@) 1 32768 32768-8C4DEA30DD53  0-00:00:00:00:00:00 N/A 0 0
Propert -
e 2 32768 32768-8C4DEA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Port Setting
@) 3 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 NIA 0 0
MST Port Setting s 4 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Statistics O 5 32768 32768-8C4D EA30DD53  0-00:00:00:00:00:00 N/A 0 0
i 6 32768 32768-8C:4D-EA-30.DD:53  0-00:00:00:00:00:00 NIA ) 0
0 ST @) 7 32768 22768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
DH(?P 0 8 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
plutict e} 9 32768 32768-8C:4D-EA30DD53  0-00:00-00:00:00-00 N/A 0 0
IP Configuration =
C 10 32768 22768-8C:4D:EA:30:DD:63  0-00:00:00:00:00:00 N/A 0 0
Securi -
AC':L”"W @) 11 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Qo8 s 12 32768 32768-8C4DEA:30.DD:53  0-00:00:00:00:00:00 N/A 0 0
{o}
: - @) 13 32768 22768-8C:4D:EA:30:DD:63  0-00:00:00:00:00:00 NIA 0 0
Diagnostics -
C 14 32768 232768-3C:4D:EA:30:DD:53  0-00:00:00:00:00:00 NIA 0 0
Management
@) 15 32768 32768-8C4DEA30DDS53  0-00:00:00:00:00-00 N/A 0 0
Edit
4+ 34
R i 7t

MSTI MSTE#IID
Priority EEMSTI LB HEETRA
Bridge Identifier f&EEMSTI_ ERBEIZETT

Designated Root
Bridge

EEMSTI LRVIEER B IR A

Root Port

EEMSTI LRI EIRIE

Root Path Cost

BEEMSTI LR EARBEE AR

Remaining Hop

EEMSTI_ERRIERBE B E

VLAN

BEEMSTI_ ERVLANER E

’X‘ service@cerio.com.tw

@ wWww.cerio.com.tw
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Edit MST Instance Setting

| Available VLAN Selected VLAN §

1
5

e
u
= 0 00 =] 02 e L R

0 -

Priority | [22765

Bridge Identifiter | 32768-8C:4D:EA:30:DD:53 |

Designated Root Bridge (0-00:00:00-00:00:00

Root Port | 5

| Apply || Close |

VLAN : #EiZFEISE MSTI #9 VLAN %13 -

Priority : 187 MSTI ERBEEERR - BMELES 0 £ 61440 - WWHIEES 4096 KB E - (42
H 16 [ES R0 E) - EEREARXBMAMESRBHER - KRN ES/) - BEBEKESRE root
bridge -

Bridge Identifier : F&7RFr#EE MST B FIRERESLARBIF MAC il -

Root Port : BERFT#E MST BAIRIRIE -

Root Path Cost: E/RFr#E MST ERIRREEEAA -

Remaining Hops : B/REI T —HAIMAYRIERBEEL -

Y V V V

HE"Apply "#EFERIZEE - B "Close" i E -

9.4 MST BB E (MST Port Setting)

MST(Z 4 tE)Z RST(IRERE AU RUIERE - MST #E— B35 VLAN RERH - MST %318 VLAN
AR E —EEBREAMS - WHESEEME PHEIER—IRIBERNERBEZIMIFTAERE - ZE/M
BEH(MSTI)EE L BIZEIRE - DEEKBMRIEEIZEAN VLAN B3 E] -
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Ly e

Spanning Tree + MST Port Setting

Status

¥ Network MST Port Setting Table
¥ Port
¥ POE Setting L
e vian
¥ MAC Address Table Port | Path Cost | Priority | Port Role | Port State | Mode | Type Designated Bridge
Spanning Tree | 1 GE1 20000 48 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 48-1
[P O 2 GE2 20000 48 Disabled  Disabled RSTP  Boundary 0-00:00.00:00.00.00 48-2
;Zr;?:ggr?ce E] 3 GE3 20000 48 Disabled Disabled  RSTP Boundary 0-00:00:00:0000:00 48-3
O 4 GE4 20000 48 Disabled  Disabled RSTP  Boundary 0-00:00.00:00.00.00 48-4
Statistics . 5 GEb 20000 48 Disabled Disabled RSTP  Boundary 0-00:00:00:00:00:00 48-5
% ERPS O 6 GE6 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-6
% Discovery O 7 GE7 20000 128 Disabled Disabled ~ RSTP Boundary 0-00:00.00:00:00.00 1287
¥ DHCP O 8 GE8 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-8
¥ Multicast O 9 GE9 20000 128 Disabled Disabled ~ RSTP Boundary 0-00:00.00:00:00:00 1289
% |P Configuration O 10 GE10 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-10
¥ Security O 1 GEM 20000 128 Disabled Disabled  RSTP Boundary 0-00:00.00:00:00:00 128-11
¥ ACL 0O 12 GE12 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-12

MST Port Setting FIIRERE B & MST BAIRVERIE MSTP 2 E - ARBEERHRBBATER -

I i

MSTI 15 MSTI ErYEBIRRTE
Port {EE/THE ID 2/ THE ID 33
Path Cost 15 MSTI EREEHIR A A
Priority BE MSTI LR EERBTARR
EEENEIIEAE - Oitm .
Port Role
"EARA"," IR RIR" T EIR", TR R IR M iR
BRI HAIREE - OJgER
Port State
"BARA", " EEARRR" "B AR TN B AR AR
Mode IEEEEIE FEITH STP 2T

ERIRERAITIEER
Type * Boundary: #§ MST #t5&E#EZIAER—EIEAT LAN RERIE
* Internal : #§ MST {5 EREZIE—&ERN LAN 19EER

Designated Bridge 15E49f&894318 1D
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Designated Port ID R¥igg ERIIEEERIR ID

Designated Cost RigzE ERVIRE IR AR

Remaining Hop 1R ERIFRIBRBE R

Edit MST Port Setting

................................................................................................................
________________________________________________________________________________________________________________

| Designated Bridge |

______________________________________________________________________________________________________________________________________________________
......................................................................................................................................................

............................................................................................................
____________________________________________________________________________________________________________

| Designated Port ID |

____________________________________________________________________________________________________________
____________________________________________________________________________________________________________

Remaining Hop i 20

______________________________________________________________________________________________________________________________________________________

>  MTSI: 8% MSTI ERIEEEFIRRTE -

> Port: {5/ E ID =/ THE ID 5K -

> Path Cost: 5 MSTI £RJ STP EEHRIEAEMA - BEMATARER 0(BE) - BURRKRIRR B
MR EERE - MST EEENEEABEIREREEA cost B - FREBES U DIAEEE
FEENTEIEBREN cost B - RRBEHFBREENNTEZERSH cost B - MRFIBTEN
cost EHEE - B MST M EARFR/NWNTEEREERE - WHEEAMNAE -

>  Priority : 87 MSTI L STP 3EBHRESLARR - EAEEIRE I LIERTE MTP BERA - ER#K
HBEAURERERRERIAR -

> PortRole: B REBEEFNIREAE - BB MSTP EEA7E STP B - 05
“Disabled(BBA)” , “Master(E38)" , “Root(1Rig)" , “Designated(}&7E
1B)" , "Alternative(FE&IE)” 1 “Backup(fB{RiE)”
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> Port State: 15EIENERIAMES - A& :
“Disabled(BdEA)" , “Discarding(EZEARRE)" , “Learning(B2HARAE)" A “Forwarding (8%
ARER)” -

> Mode: 5EE LK STP ETER -

® RSTP: ZEEHERIH RSTP -
® STP: FEEHBRIAALH STP -

® MSTP: EEIERIFE MSTP -
>  Type: BA/RESEIER MSTP 52! - EERHAOER !
® Boundary: & MST #153E 2 A ER—&1HAT LAN REEE -
® Internal : #& MST A1EEEZIE—&EA LAN FEEHE -
> Designated Bridge : BriS #2850 3E A LAN &2 root B94945 ID SRAS -
> Designated Port ID : #nig##R&aiH A LAN EH2| root IS EABRIESTARRIFIE ID -
> Designated Cost: ZA/RSEL STP IAEERVEBRHRAA - MNR STP R REE - R ANEENERIE
W ZERVTI e -
» Remaining Hops : BE/REIT —HAIMAYRIERBEEL -

HE"Apply "EFERIZE - B "Close" i E

9.5 #i5TEHE (Statistics)

ZEBEEOUEE STP BH Receive / Transmit BPDU &:f -
Spanning Tree —+ Statistics

¥ Status
% Network Statistics Table
¥ Port
¥ POE Setting Refresh Rate sec
% VLAN
¥ MAC Address Table 8 | enry | Pore |  ReceiveBPDU |  Transmit BPDU
- N (+]

- Spanning Tree | Config | TCN | MSTP | Config | TCN | MSTP

Property

FaCZai 2 GE2 0 0 0 0 0 0

MST Instance

MST Port Setting

] 4 GE4 0 0 0 0 0 0

¥ ERPS O 5 GE5 0 0 0 0 0 0
¥ Discovery O 6 GEB6 0 0 0 0 0 0
w DHCP O 7 GET 0 0 0 0 0 0
¥ Multicast O 8 GE8 0 0 0 0 0 0

V1.1a
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I i

Refresh Rate BHE R AT EURRVEIR

Receive BPDU
(Config)

U R CONFIG BPDUET#

Receive BPDU
(TCN)

BEREIRTCN BPDUET#

Receive BPDU
EIWRIAMSTP BPDUETEL

(MSTP)

Transmit BPDU
(Config)

{HiXRCONFIG BPDUEH#

Transmit BPDU
(TCN)

{EZ89TCN BPDUETE

Transmit BPDU
(MSTP)

{HZXRIMSTP BPDUET !

Clear BERFTE T ERIAET BUE

View BENTENRTEE

| - MSTP | 0
Transmit BPDU

0 Config|: 0 5

TCN | 0

> Refresh Rate : BEIRIF#taT EURRVEIR !
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ARIFAAI : None, 5 sec, 10 sec, 30sec °
> Clear: BIRFTENENARTEE

10. ERPS

ERPS (Z ATRMIRE I EBES 2 ABERERT - B RS BRI IR B HTILS
@EEsEl - R  GRSHMETATEABHLE - 3 REERRITEE MAC fHIERTEE -
WTEEERRE TR - EEEARBDH -

STP (4 A t113555), RSTP (FRIRAE AL 1753%), F1 MSTP (SAERE %) theE M 2B T SEM B - Bl
WEEE  FHRTEEEER -

AT EEE 7 ABSHIBHITU-TG.8032) - ARERED  REEKTREY  ZABKRESE
BR# ERPS IHAEIRIEIAS - TR STP #0052 SRBM MM E R - ERPS 2 AR LB AN ITU-T
R - BELRMLHTHREKR - ERPS 25 B4 EFAXIE ERPS 2 fE T8 -

WNEF 1R => BEREAMN

Network

User
network

@ RPL owner
@ RPL neighbour

[El 51 ERPS $#ES1E=R
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ERPS REMNZ ABIBEBOIZEIBMHE - M ERPS BAEAEL - SE_BRBRRE LRES
M@ S A B — {8 ERPS 38 « £ ERPS I8 - 5 T FHLEEE - T UEI R4 - FA2E RPL owner
5 - BB L BUEMISMIER 81T ERPS BB TLIREKIIEREEE - 11T (R
7 -

MEB 2 FRR => HEIRIER

User
network

@® Blocked Interface
---» Data Flow

[l 5 ERPS I8 1ER

5 Switch A~Switch E AR RVIR FPRBEREIDIERRE
A 7FI1EEE - ERPS 255fHZE RPL owner 38 - M13RE%E 7 RPL neighbor 18 - RIEZEE IR 1T S 4#H
. BEEBR0DUERBEERRE -
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NER 3 FrR  => SEIEWNE

p

User

network
X Failed Link

@ Blocked Interface
---#= Data Flow

[l 51 ERPS 2% 4 f&

& Switch D #0 Switch E Z R #EF8 38 50F% - ERPS RUBIRE RIS - [RZEH S HEIE M InAYEEE -
FF8 RPL owner 18 - EXRERERZREREBANEE - WEMRE OREAPE -
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10.1 %= (Propety)

L3217 ERPS MIRTEHERE T - RE—ERMBEIETESR "owner” - BEFHZE RPL PRIRE - U
R0 - B3 RPL owner MBI ERTE S RPL "neighbor” &i%: - HIEEER FTEAEMEEH RPL
Rl - IR EA RPL owner 8¢ RPL neighbor f#ip) Eth £ B33 3823 4 Hh R B B A B 5L RPL next-
neighbor &% - BEEXZEWRE -

ERPS B2 STP —1x - BB AW MR - RIEHELBEME - SMIEHLER - ERPS BBER
REMN R BB LZERECIR 50ms)ZETEHIEE - WARKERIERE - AN RAEREMER
RS - RxEREEEBBN OIS -

ORIRPRETIR(ERPS)E—aMBIRAIRER = - FRELETE LAN EAGERE - Mm% EEER
IRE - (OB R I RRREEMR RPL ZAN AEIRGER LRS- BT EREBE RS - ITU-T
G.8032 & 7 ERPS =1&@EHREAE - 7hIZ "RPLOwner Node” , "RPL Neighbor Node” #1

“None Node”

EREEESILERE "ERPS" IR/ H ERPS 158

ERPS + Propety

Stalus
Metwork

| ; @ Disable
Port i Erps ; (") Enable
VLAN | Aopy |

MAC Address Table
Spanning Tree

ERPS Instance

B Apply "EFEHIZEERE -

V1.1a
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V1.1a

C:’IIO

Lpiify your W

10.2 ERPS EfIFZ%E(ERPS Instance Setting)

Wr - RN AREERE T
EHEEESULURE "

ERPS -+ ERPS Instance
Status

Network

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree

Propety

Discovery
DHCP

Multicast

|IP Configuration

B "“Ins" /E °
ERPS Instance” AIRAEFIZEEINEE

o

Erps Instance |2

| Aoy |

ERPS Instance Setting

|| | Instance ‘ Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID ‘ Ring Type

O Ins1 Disabled 0 0 5 500 non_revertive 1 0
] Ins2
] Ins3

ERPS + ERPS Instance

Status

Network

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree

Propety

Discovery
DHCP

Multicast

|P Configuration

> ERPS Instance: ER

BEApply "R E

Erps Instance | |2

l Apply l

ERPS Instance Setting

Ins1 Disabled 0 0 5 500 non_revertive 1 0

PS /T ERY ID -

a1

aRAE °
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ERPS Instance Setting

[ ] | Instance | Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID | Ring Type

Ins1 Disabled 0 0 5 500 non_revertive 1 0

d
[] Ins2
O

Ins3

Protected Instance ‘ Port0 ‘ Port Role | Port Status ‘ Port1 ‘ Port Role ‘ Port Status ‘ Node Status |

gil rpl disabled gil rpl disabled init
Rl it
R|ng Status ?E%EQ}EHEZE%%E%%E'
Mel BREMOMEL(E AL ESR)E

Control VLAN FBERZEHIVLAN ID

Z 58 (Wait To Restore, WTR) E I 2& 18 F IR 18 32

WTR Time IBEE TR EWTR Time BB R A5 125 B ML EAaEM - BRE
B55 8
B R S R B L BB B e B B HAR-APS L&

Guard Time FIER EGuard TimeEiE % 51002/ E 200027 (27)) 7 A 100=/ 5

B . FEREH500=H
R Mg R /FEE R
« In Revertive mode : ERRERENELEBRE  FEBERET T
Work Mode EHEEe . BIFEE RPL §E55
« In Non-Revertive mode : HEREREIELBERE - MBERBE
i . BEIEE A RPL S8
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Ring ID BERIRAEID

Ring Type BRBEER0HEE 1T
Protected ERPSIEABE /R 32 2

Instance

Prot0 o B B SO B B — (R S)
Port Role AT S0 B B R A

Port Status FET B BB OB B ISR A

Portl e B RS (B ENE  EERS)
Port Role AT S LM R A

Port Status BT B S 1 MBS R A

FARLU N ERPSHRES -

Init : ERPSIRAE BRI ENB IR R IR EIR AR RS

Idle : MIRIRAAFTAEIRGENENZRES - AR RIRAA R AREEERE
BIETARE - MMRBEHERRLE - ZARBER TR protectionik 85
Protection : WIRAERENILARES - BIFRREEHEIRIE
NSRBI RE - LhAR AR TR ZlidIefkB&

Node Status
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Arpiify your Wire

Ring Instane Config

Insi 1

) | @ Disabl
Ring Status |~ o0

() Enable
Mel o [(valid range is 0-7)
Protected Instance |D |(\.r‘alid range is 0-15)
Control Vlan |D |(\.r‘alid range is 1-4094)
WTR Time | |5 [(valid range is 1-12 Min Default is 5 Min)
Guard Time |500 |( Valid range is 100-2000 ms. Default is 500 ms)

| @ Revertive
Work Mode | .
() MNon_revertive

RingID = |1 [(valid range is 1-239)
Ring Type | |D |(O-master ring, 1-sub ring)
Port0D GE1 hd
® Normal
PortORole "¢
| () neihbour
) next-neighbour

Port1 GE1 v

—
)]

MNormal

) owner

i (O neihbour

. () next-neighbour

_.

Port1 Role

[ Apply l Close l

> Ring Status: IRAAIREERRLA/ZR -
® Disable: ZFEAIR ERPS 7% -
® Enable: RYAHENAIAY ERPS 1% -
> Mel: RERFENIZESIMEL- BEREROET7 - FBRESBO -
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> Protected Instance : BXE:0-15-(R:EEAIFRE - AR TE ERPS IR PR E L KK IR R :E(ERP)
24l -

> Control VLAN : EfIr0#EHI VLAN FEEIES] VLAN A9 ERPS #:4I VLAN ID #8[E - #E®E 1 2
4094 - 52 FIL883% ERPS PDU #9 VLAN ID -

> WTRTime: S&ERMA WTR time B2 - BREE 1 £ R2UXEREMZE - TBRER S
g -

> Guard Time: BEIRMH Guard time Tz - BB 100 £ 2000(UEMN KB 2 - FB:R
B% 500 =7 -

> Work Mode : ZE#Z[O|)#EXIEL TR -
® Revertive ZEEZRTJEZWRA -

® Non_revertive : ZEZWRIFBIERITE -

> RingID: &% ERPS IZ4 ID - BER 1 £ 239 - ARBAAEIRIRALELEE -
> Ring Type: RERAFIHE0"RTIR - "I"BFIR - BRER/O -
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> Port0: ERPS IR48EEIE 0 - oJURGEIERMEREFIE 1(GEL)-EIFIE 24(GE24) -

> PortORole: %7 ERPS #E#IB 0 &% “Normal” - “Owner” - “Neighbour” 5§
“Next-Neighbour”
® Normal: B& "Owner” A "Neighbour” &ig4%h - HERenEERS "Normal” Eigh -
® Owner: EEMHZE RPL#EEN—A - BB EEEPBZEBEFRERL -
® Neighbour: 2 &% RPL #EMS—A - BRELLENEIEEEZEEBEYL -
® Next-Neighbour: 252 —{& RPL #IEH 5 —Al - BRMEIFFEWEEEERRE
T

> Portl:ERPS IRAEEREIE 1 - o] URHFEIERL MR ERIE 1(GEL)-EFIE 24(GE24) -

> PortlRole: 7 ERPS i&E#:8 1 A% "Normal” - "Owner” - “Neighbour”
“Next-Neighbour”
® Normal: Bk "Owner” A “Neighbour” Ei%i9h - HERENRAERS "Normal” &igh -
® Owner: B5[HZ RPL #EREAN—A - BRELLENEREEZEERRRL -
® Neighbour: 2 &2 RPL #EM S —A - BERMEIENEEHEERREY -
® Next-Neighbour: &5FH2 T —{& RPL #EW S —/l - BiMEIF BN HEEERERE

& oo

HE"Apply "EFERIZE - B "Close" i E
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11. Discovery(LLDP)

H#E S 2 23R 1777% (Link Layer Discovery Protocol - LLDP)@—1& X A8 ZEE 4 RO MR o 17 S 1S /B 177
% - FRABEATE IEEE 802.1ab BIEAK(TEZARLAM) LBEES D - ThAENMIRE -
LLDP :ARR&EEUSKANENT T - REEERCESETEREZE - SEHAEREZ—E LLDP &
#EE5(LLDPDU) - & 1@ LLDPDU #B2— 8488 (Tag)- £ E (Length)-1&(Value) & B (TLV)HIF I -

11.1 E1%(Property)

Discovery + LLDP -+ Property

LLDP

State | Enable
% POE Setting :

¥ VLAN
¥ MAC Address Table

¥ Spanning Tree

TLV Advertise Interval | [30

v ERPS |
- Discovery Hold Multiplier | |4 |
I
I

4 LLDP

Reinitializing Delay | |2

SR Transmit Delay |2
GEDEmmEE ] e
MED Port Setting

LLDP MED
Packet View

Local Information I Fast Start Repeat Count |3 |
Neighbor W
Statistics l

Apply l

> State: FEAZEEEE0JLUEZERREIEAR LLDP IhaE -
> LLDP Handing : MNREVEEEE RIERZESEE 0/ DIERE LLDP HUEE S I Filtering(GBIE) /
Bridging(#:g) / Flooding(CE%) - LLDP Z @I AR - BIEEEE - #EsEE LLDP PDU
BEIRRIE -
* Filtering : fHBRTIE -
* Bridging : (VLAN-aware2&) R34 188 88 42 PRAVLANAL B -
* Flooding : #$1 EI8E 884 PR AERER
> TLV Advertise Interval : ZEiZX BB @HSEEIR(EEE 5-32760 7 - 7858 30 #) -
> Hold Multiplier : 527 Hold & (&2& 2-10- #& 4) - FHEEES I LUBBRE Hold FRE/IE -
REFIHBA R E A BRI B - TTL(7Z 25 /2)=Hold multiplier( &% B H7iE)* TLV
Advertise Interval(Z £ 755f) -
> Reinitializing Delay : EZ S ¥ (CRINEERE(EE 1-10 % - B 2 ) -
> Transmit Delay : E#Z{&%X LLDP HEIENIEERE(EE 1-8191 % - Az 2 #) -
>  Fast Start Repeat Count : E#EIRHFHIFFHIREREI EERE(EE 1-10 - T8z 3) -

smﬁﬁ
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Arpiify your Wire

B8 Apply BB TLE -

11.2 EEFIEFRE(Port Setting)

FRHREEHEE TR EEEEEE LLDPDU B Transmit(R 2%) / Receive(R ) / Normal (U 2%)=,

Disable(BARA)&R - Wit"Optional TLV"3I|FREZFZIXERIRAY TLV 85 -
Discovery + LLDP —+ Port Setting

¢ Status
¥ Network Port Setting Table
¥ Port
v POE Setting Q |:
LAl W |Entry | Port | Mode | Selected TLV
BAMACAdaE=s i 0 1 GE1 Receive Port Description , 802.3 MAG-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N
¥ Spanning Tree
* =P a O 2 GE2 Receive  Port Description , 802.3 MAC-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N
¥ ERPS
_ ] 3 GE3 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
DI
= Discovel
4 GE4 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
LLDP gareg 9
s
° ] 5 GE5 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
Property
O 6 GE6 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
MED Network Policy ] 7 GE7 Transmit  Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
MED Port Setting 0O 8 GE8 Transmit Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
Packet Vi
L:;:’mf:::aﬁon 0 9 GE9 Transmit Port Description , System Description , 802.3 MAG-PHY , 802.1 PVID , 802.1 VLAN Name
Neighbor O 10 GE10 Normal 802.1 PVID
Statistics
R fi 3t
= — e
Port B ERHELLDPAR AR
= — . . .
Mode ZaRTransmit (;R88),Receive (R U%),Normal (U E8),Disable(E8EA)

Selected TLV BRBETLVER - VLANER
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Edit Port Setting

Port| GE7-GE9

| @ Transmit
i O Receive
podes () Normal
(O Disable
Available TLV Selected TLV
System Name 802.1 PVID
Optional TLV | |System Capabilities System Description

802.3 Link Aggregation 802.3 MAC-PHY
802.3 Maximum Frame Size Port Description
Management IP Address
Available VLAN Selected VLAN

VLAN 1

802.1 VLAN Name |
‘. Apply | ‘ Close |

> Mode: FEFREEEETLIERE Transmit (R 3%),Receive (RUX),Normal (U28),Disable(E8EA) - ¥R
REERAPI A A AR LLDPDU -

Transmit (TX Only) : =3 LLDP PDU -

Receive (RX Only) : RUZLLDP PDU -

Normal (TX And RX) : BfE&z=th1%U% LLDP PDU -

Disable : 22F5 LLDP PDU #y{&) -

> Optional TLV: fEAZEEEZUBREEMN D MAR TLV - A LLDPDU &K 4a 53T
#

System Name(Z#t & 1H)

Port Description(3E 18 i)

System Description(Z#t i)

System Capability(Z#tIhEE)

802.3 MAC-PHY

802.3 Link Aggregation(## i #5)

802.3 Maximum Frame Size(&AF B1A/))
Management Address(ZE 2 lf)

802.1 PVID

> 802.1 VLAN Name : EZEZHEHH VLAN ID BE(HFZE) -

HZE"Apply "HEFERIZE - B "Close" i E -
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11.3  ERE4%Im 35 IR A IS SRS (MED Network Policy)

EREEEEJLIES LLDP MED REERIERE - WikE"add"” » "Edit"#"Delete"NEEETEIE -

Discovery - LLDP +» MED Network Policy

Status
¥ Network MED Network Policy Table
v POE Setting Showing entries Showing 1 to 2 of 2 entries Q I:
LAN W | Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |
MAC Address Table 0 1 Voice 4094  Tagged 5 63
Spanning Tree )
) 5 Guest Voice 4094  Tagged 2 11
First | | Previous
— Discovery - " "
| Add | Edt || Delete
4 LLDP . .
Property
Port Setting
MED Port Setting
i i 3t
Policy ID FERRESID
Application BRN OIS RAR 4R A
VLAN ZE~"VLAN ID
VLAN Tag FARVLANZZ AR RE
Priority BRL2B AR A
DSCP #E/RDSCP{E
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Add MED Network Policy

Policy ID

Application | |Voice v |

VLAN 4094 |

o . @ Tagged
NTag| () Untagged

Priority
DSCP

|: Apply :| |: Close :\

> Policy ID: BEZEEENAERE ID £1TRE -
> Application: EIZHEIERIEEAHL -

=hH =z

Voice(FB &)

Voice SignalingB&1E%)

Guest Voice(FHEREE)

Guest Voice Signaling GF &S 1E%)
Softphone Voice(Btf2EEE )
Video Conferencing(fRF &%)

App Streaming Video(fi52 /)

VideoSignaling(® R %)
> VLAN: 2% VLANID - & 1 & 4094 -
» VLANTag: &7%E VLAN 12 AR -

® Tagged: iiE7% tagged -

® Untagged: /iiE% untagged -
» Priority: 82E L2 BEARA - SEEIOER 7 -
> DSCP: 5%E DSCP1& - #86E 0 £ 63 -

BB Apply "R HISE - 2 Close"BEIHE
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114 1RES#R IR EIRIEEE(MED Port Setting)

EREEEEJLEE LLDP MED 1B E -

Discovery + LLDP + MED Port Setting

Status

Network MED Port Setting Table
Port
POE Setting
VLAN | Network Policy
MAC Address Table B | Entry | Port State Location | Inventory
| Active | Application
S ing Ti
AL s 0 1 GE1 Enabled Yes Voice No Yes
ERPS _ )
] 2 GE2 Enabled Yes Voice MNo Yes
] 3 GE3 Enabled Yes Voice No Yes
4 LLDP -
] 4 GE4 Enabled Yes No No
FProperty
Port Setting ] 5 GE5 Enabled Yes No No
MED Network Policy [} 6 GEB Enabled Yes No No
(] 7 GET7  Enabled Yes No No
Packet Vi .
scket view O 8 GES Enabled Yes No No
Local Information
Neighbor ] 9 GE9 Enabled Yes No No
Statistics )] 10 GE10 Enabled Yes No No
i Ei::pan
Port ZERLLDP MEDIEE&E1%18
State ZARLLDP MED#AEE
Optional TLV ZERLLDP MEDTJ#TLV
Network P0||cy ﬁE%LLDP |\/|ED%@E%%ﬂiﬁACtlveHﬁ%ﬂﬁgﬁﬁiﬁﬂlD
Location ?E%Tﬂgﬂﬁ%
|nventory ﬁﬁyes%no%ﬁ%;%%
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Edit MED Port Setting

Port| GE1-GE3

| Available TLV Selected TLV

Location Metwork Policy
Optional TLV | Inventory

__________________________________________________________________________________________________________________________________________________
——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Available Policy Selected Palicy

! [5 (Guest Voice) 1 (Voice)
Network policy |

i ECSELIN |

Apply l [ Close l

> Port: EEFIETERIMBIEREE LLDP MED -
> State: #£1Z LLDP MED R{FAREE -
> Optional TLV: %32 LLDP MED & TLV (nFFZE) -
® Network Policy(#3E8 & H%)
® |ocation(firtt)
® Inventory(BE)
> Network Policy : #ZZEE IR FIAIERE ID - 55 MED Network Policy EE R
AIIE KRS -
> Location:
® Coordinate: REMSZEME -
® Civic: ERES /LML -
® ECSELIN: REZSWIREZSMUBIZTHRE -

HE"Apply "#FERIZEE - 5 "Close" i E -
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11.5 FEI&EER(Packet View)

FREERETMRESEENSHE - AELE Detail SEFMEERE £ LLDP HEKH -

Discovery + LLDP —+ Packet View
Status

Network Packet View Table
Port

POE Setting
VLAN

Port | In-Use (Bytes) | Available (Bytes) | Operational Status |

MAC Address Table 0O 1 GE1 162 1326 Not Overloading
Spanning Tree _ )
O 2 GE2 162 1326 Not Overloading
O 3 GE3 200 1288 Not Overloading
— Discovery i
O 4 GE4 13 1375 Not Overloading
% LLDP
Property O
Port Setting O 6 GE6 113 1375  Not Overloading
MED Network Policy @) 7 GE7 81 1407  Not Overloading
MED Port Setting O 8 GES 81 1407  Not Overloading
) O 9 GE9 81 1407  Not Overloading
Local Information
Rz i 3kt
Port BB AR
In-Use (Bytes) EENEPLLDPEMRNMI TAELEE
Available (Bytes) B3I EPEAMMLLDPE MM T AL TABY
Operational Status Z2&BH,
Pacl-:et ‘ul'lew Detail
i Port | GE5
Mandatory TLVs
i Size (Bytes) | 21 !
| Operational Status | Transmitted
MED Capabilities
. sm@yes) o ;
|  Operational Status | Transmitted
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Umplify yowr Wirekeer Selwork

Optional TLVs

- —

40

................................................................

U |
e L e e e e e e e e e e = el el

HE “Close” B+ IEHE -

1R1u i

Port E IR ARR
BERHITLVAERRALTTAE

Mandatory TLVs 4 BE B SRS
MEDINEEE B U AR AR A/

MED Capabilities

RSB IR IR E]
MEDAI & 3 E1U oA AR/
NS R IRE]

MED Location
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MED Network MED #8 S RIS B oA AR R/
Policy ARSI A B E

MED [EEIsTBE KRN
MED Inventory W B % 5B S
MED Extended @38 MDI S BAI7cA A/ LLDP MED #BE SRR E
Power via MDI ARRE & 883X o) 1@ &

MED 802.3%J Bl yoAH 48 A /)\
802.3 TLVs 4k BE A B TR E

l/L,MED__UETLVS:t—J ﬁiTDijUJ\
Optional TLVs Uk B BB B S

MED 802.13xf B iIcAHAR A/
802.1 TLVs 4 BE B RS
Total EEHNEDPLLDPEMNNNI TAHEE

11.6 7AiE:A(Local Information)

BN RENSEEZIER LLDP A& - EFHEEEEJLIEERTANERE  RERME detail"
BEE AR EREMLURPIEZEZRERN LLDP BHES -

Discovery + LLDP —+ Local Information

Device Summary

Chassis ID Subtype MAC address

Chassis ID 8C:4D:EA:30:DD:53

System Name Switch
System Description CS-3424G-24P

Supported Capabilities Bridge, Router

Enabled Capabilities Bridge, Router
Port ID Subtype | Local

Property
Part Setting
MED Metwork Policy

MED Port Setting Port Status Table
Packet View
Neighbor :
Statistics | Entry | Port | LLDPState | LLDPMEDState |
O
2 GE2 Receive Enabled
% |P Configuration 3 GE3 Normal Enabled
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Device Summary

{1 i

Chassis ID Subtype ##8IDRYFRE - AIMACHLILE

Chassis ID HFREF RIS - MREFEIDFHEEZEMACHILL - AIBERKIRZRMMACHILE
System Name RN R F2TE
>ystem SRR
Description
Supported . B ‘ ‘
o s SZEEREZEINEE - WMBridge + WLAN APZ{Router
Capabilities
Enabled B RERMANEEIEE
Capabilities

PortIDSubtype e ipmmsims g

Port Status Table

Rz f 3t

Port ERIR AR

LLDP Status LLDP 335 A0 22 IR RS
LLDP Med LLDP MEDEY AR &S
Status

A detail " EEITEERIEHIFAE -
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Lmplify youwr W

Local Information Detail

ChasmleSuhtypeMACaddress
EWMIDBMDEM
e
e
D
D o
D

Management Address Table

Address Subtype | Address | Interface Subtype | Interface Number |

0 results found.

Management Address Table

e L i
Address Subtype e 4R S E R

r£‘|_

Address FENEIRIPAIULEERY

Interface Subtype  HESERERNELQMAL - T 3B

Interface number RSB ESENE

MAC/PHY Details

MAC/PHY Detail
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R gt
Auto-Negotiati EEFRRRE R RS

on Supported

Auto-Negotiation  EBHRIRT B HE R AHMER

Enabled

Auto-Negotiation  EBHRIREHHEINGE - AIMN1000BASE-THE T - 100BASE-TXZ
Advertised TR

Capabilities

Operational NMEEZET(MAVERE - MAURITERRRETNEE - BR1ESKHERTER
MAU Type hiE AN AT E A RIS P ET BB R B - fIIN100BASE-TXZ &

TH&=0 -

802.3 Detail

802.3 Detail

— S

 802.3 Maximum Frame Size | 1522 ;

______________

I

i

802.3 Maximum

Frame Size

S ERYER AKIEEE 802.35HAE A/

802.3 Link Aggregation

—

_____

802.3 Link Aggregation

_____

.....

.....

_____

i g
Aggregation RN ERSINEE
Capability

@ wWww.cerio.com.tw

’X‘ service@cerio.com.tw
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Aggregation Status R RN EZRGMRE

Aggregation ZMMESTEID
Port ID

MED Detail

—————— e

Rz f 3t

Capabilities ERFIR T EIIMEDINRE
Supported

Current EEERMAXMEDINGE
Capabilities

Device Class LLDP MEDIm &tz 18 5l

PoE Device Type ERFIRPOESREAY - BIUIHEE

PoE Power EEFIBER

Source
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PoE Power

Priority

EERIBHERTR

PoE Power

Value

ERIRINERE

Hardware

Revision

RS AR AN

Firmware

Revision

ISR

Software

Revision

Serial Number

AR PR ISR

Manufacturer

Name

EmRAICEREEEHE

Model Name

R R AICESE 2

Asset ID

===

B5EID

Location Information

Location Information

Civic | N/A 5

Coordinate| N

ECSELIN | NA 5

I

LTy

i

Coordinate

REMZUE

Civic

2B M
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ECS ELIN R E BRI AR TS B = U B R ER

Network Policy Table

Network Policy Table

| Network Policy Table
Application Type | VLAN | VLAN Type | Priority | DSCP |

Voice 4094 Tagged 5 63
Close
i A
BETRA A
Application BT AR SRR FE RIS
® Voice (EE)
® \Voice Signaling(@E&EEX)
® Guest Voice(GHEREE)
® Guest Voice SignalingGhEZE1ER)
® Softphone Voice(# A EFEZES)
® Video Conferencing({3s1 &%)
® App Streaming Video(#i5 )
® VideoSignaling(® RE%)
VLAN ZARVLAN ID
VLAN Type VLANZE AR RS - BRI RIEERREREZ "tagged” 3 "untagged”
Priority BRL2B TR A
DSCP #R"DSCP1E

HE “Close” B ZEH -
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11.7 #EEfE&(Neighbor)

Z BEFBNER LLDP B i B RIWEINEN - BR R EMZMERER G IR EEVEIRNET TLV
FEE - EUCHAB AR EEWEED LLDP PDU) - Wi E"add” ~ "Edit"#1"Delete"NEEETE
I -

Discovery + LLDP » Neighbor

Neighbor Table

Showing entries Showing 1 to 3 of 3 entries Q I:
| | Local Port | Chassis ID Subtype Chassis ID Port ID Subtype Port ID | System Name ‘ Time to Live
¥ MAC Add Tabl —
— ';55 e O GE25 MAC address 10:60-4B:88:78:99  MAC address 10:60-4B:88:75:99 2452
% Spanning Tree
EpRFS & [0 GE25 MAC address 00:E0:A0:10:04:8C MAC address 00:E0:A0:10:04:6C 3387
d 1 GE27 MAC address 40:B0:34:54:97:82 MAC address 40:B0:34:54:97:82 3395
LLDP First || Previous | B8 | Next || La
& .
Property [ Clear I [ Refresh I I Detail
Port Setting

MED Network Palicy
MED Port Setting
Packet View

Local Information

Statistics

I it

Local Port SHPT RS R B IRV AR AR

Chassis ID Subtype #&IDRVREL(IIMACAHLIL)

Chassis ID 802 LAN# 1T 28 1 Fa Y 8 Bl A5

Port ID Subtype BNEEREST R

Port ID ERIRRREA
System Name R R M2

Time to Live B IR 12 MIBR ILE B 2 5% 178 5 AT RO B FE R B (72)

HEE ‘detall” BEHTEMITRBHFANE
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Neighbor Information Detail

Basic Detail

=ar Flr===5]

=ar

Hr===rlp=—=rjp=—=rip

==l

(=

Management Address Table

0 results found.

MAC/PHY Deta

= et

802.3 Power via MDI

V1.1a

@ www.cerio.com.tw
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802.3 Detail

MNIA |

]
_________________________________________________________________ a
4
]

MED Detail

- = - - - - -

Location Information

=4
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
Al

Network Policy Table
| Application Type | VLAN | VLAN Type | Priority | DSCP |

0 results found.

i Close

#2Z “Close” FEEEHEHE -
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11.8 #&ETEHE (Statistics)

ICE A NS EERIERN LLDP ST ER - S E 23R 75 (LLDP) &Y Statistics BEBRR IR LEE
AMEWH LLDP AEREMNZEERIEE -

Discovery + LLDP —+ Statistics

¥ Siaius
¥ Network Global Statistics
» Port
% POE Setting
s VLAN
% MAC Address Table
» Spanning Tree e
¥ ERPS fecousE ° !
- Discovery

& LLDP [
Froperty
Port Setting
MED Mefwork Policy
MED Port Setting
Packet View
Local Information
Meighbor

----_i______l:_---1'r__'3:--““

________________________________
________________________________

................................

________________________________

Clear H Reiresh l

Statistics Table

| Transmit Frame | Receive Frame | Receive TLV Neighbor

| Total | Total | Discard | Error | Discard | Unrecognized | Timeout

DHCP [] 1 GE1 0 0 0 0 0 0 0
’ Multicast O 2 GE2 0 0 0 0 0 0 0
s —
¥ IP Configuration L 3 GE3 0 0 0 0 0 0 0
+ Security O 4 GE4 0 0 0 0 0 (1} 0
o ACL O 5 eEs 0o 00 0 0 0
. QoS 0 6 OEs o 0 0o 0 0 0 0
Global Statistics

TIPS

i it

% E MACHR 7577 EXEE (MSAP) 82 finhU 5c B B 5l &£ 1k A Bl B 4= i
2R BRI R PRIRE

Deletions BRI 2 A R TE D MIRMSAPE A0 2 2 3 M EE B R B
R BRI B A MSAP 052 4 T £ 80 A FIBLED 240

Insertions

D
rops B E DR
R ET RIS HAE DB - AEUER 2SR AE D MIEMSAP
Age Outs

BT EEMERNRE

#HE “Clear” BFEHZ “Refresh” ZE#HTZIZEEE -
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Statistics Table

B
s
=

I f

o

Port 7T E B IR AR

Transmit Frame

Total

HRE IR EEHLLDPFMER

® Total: LLDP fCIERIARS - 3% LLDP OB fEEH IR EILE
7 LLDP FAEE]

® Discarded : ¥{fEEEIE 8 LLDP RIEERBIRAEEN

Receive Frame LLDP SRAE %

® Errors: LLDP IERIBR - LLDP RIEEH EEZBEWRN
#2 LLDP FRAEE

® Discarded : #EERIE LW LLDP {ERBZERAEZEN
LLDP sHAERY TLV &1 &

Receive TLV e Unrecognized : LLDP LIRS - 5k 850 LLDP SUAEHY TLV
e
Neighbor Timeout HBEFRILLDPEIEE]
12. DHCP

ZmEER Pln-AikasRE LET - E DHCP APInERRMER - ©MEREEESH - & DHCP
fAfRERFH RN EREN - DHCP ARz EIE IP MR E SN - REMUEIZRE DHCP AHF
IRNER - MEEBREMIE—E IP ALMABEESE -

R TR E HE(DHCP) 2 — @R ECRIEHE - BEABARFHE(P)REFHARSESERERES
& - B0 - sE TR DHCP EIR=REASK T ERY IP Al - A DHCP EoJLUB/ D #A8id e & EIE S
EHEFHRENTE -

121 Bt (Property)

FRESEEEYLRE "DHCP port Setting Table” RELA/1=H DHCP GRS INAE -
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DHCP -+ Property
Status:

Network

Port

POE Setting

VLAN
Apply
MAC Address Table

Spanning Tree
ERPS DHCP Port Setting Table

Discovery

|| ® € & & &« & & & &

Q[
W | Entry | Port | State |

IP Pool Setting n 1 GE1  Enabled
VLAN IF Address Group Setting =

. . ] 2 GE2 Enabled
Client List =

Client Static Binding Table LJ 3 GE3  Enabled

Multicast O 4 GE4  Disabled

IP Configuration ] 5 GE5 Disabled

Security O 6 GEB Disabled

\N

ERRUEER D R g ERITNAE - = ol LA 1Z "Static Binding First"I8E - 2% "enable” #17:

K5
il

BB Apply BB TLE -

kv it
Port 78R DHCP WEEIRBE
State #Z8~ DHCP R{Hzk DHCP 1= HikEE

Edit Port Setting :

OJPUEREER R ERBR I GEL - GE28 (GE#18)H LAG1~LAGS (E£48) - 8B EAZ "Edit"4REE DHCP
EIFIE - A "enable” #ETERE °

EE|It F‘or‘c Setti ng

——s== = 0 0 0 S P

PDI't" GE12 I

____JL R T R R T R R R R R R R R R R R R R R R R R R R R
e e e R R s s

Stﬂtel . Enable

— ., 0000 0 A P

[ Apply H Close ]

HZE"Apply "# 7 EFIZE - B "Close" i E -
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12.2

Status

IP ;& %E (IP Pool Setting)

FREEEELIEE IP Pool Table Setting - iz E"add"
DHCP —+ IP Pool Setting

"Edit"f]"Delete"INAEEITEIE -

L
¥ Nelwork IP Pool Table
¢ Port
» POE Setting Showing entries Showing 1 o
¢ VLAN - | Section =
MAC Add LE OO ateway
¢ ress fabe - | Section | StartAddress | End Address
¥ Spanning Tree —
[] adm 1 192 168.2.1 192.163.2.100 192.168.2.254
# ERPS —
+ Discovery | agd || Edt || Detete |
Froperty
VLAN IF Address Group Setting
Client List
Client Static Binding Table
IP Pool Table
Showing [ Al v | entries Showing 1 to 1 of 1 eniries Q-
| Section ) | option 43 5
B | Pool | e | e va— | e Gateway Mask DNS Primary Server | DNS Second Server | o | — Lease time
] adm 1 192.168.2.1 192.168.2.100 192.168.2.254 2552552550 83888 168.95.1.1 ascii 1:0:0
X First | | Previous | ©F | Mext | | Lz
=
Rz Fi 3t
Pool BN BE
* Section: fHAIEE
e Start Address : #ERsZDHCP{E) AR #s & Bl EBIIPALIEAY
Section FEYAIPAT L
* End Address : #~sZDHCPEIAR2E E Bl E B IPAIIL Y &
EIPAIiE
Gateway BNt 7% DHCP iRz B Al 382546 A Fln TR FE E
Mask BTtz DHCP B BRI X2 A PInM FRKIEESE

V1.1a

@ wWww.cerio.com.tw

’X‘ service@cerio.com.tw

R, +(886) 2-8911-6160



USER MANUAL

DNS Primary Server FAR1t5% DHCP EfRzR B A 22 A PImeIFEZ DNS EIREE

DNS Second Server FANERZ DHCP @iRzRERI B2 22 A PimaRE DNS EfR=31E

* Address: E’roption 431zl

Option43 _
* Format: #& roption 4318 REY

Lease time ZMENIEER P [ B ASE

IP Pool Table

Pool | adm 5

[192.168. 2254 |

|255.255.255.n | 5

Section | 1 -----V|--------"

IP Address Section | Starmduress |192 168.2 1 | !
! r e [

End Address | |192 168.2.100 |

DNS ananr 5ener§ Enab|e|aaaa | 5

DNS Second Server 5 Enab|e|163 951 1 | =

option 43 'IZ- asci I

() hex

il il
|
e — :::.|

Leaseﬁmeé [ | Daﬂ {I-EIV| Huur Minute

[ Apply ” Close ]

> Pool: EEMILMIE A DHCP $E &7 -

> Gateway: @ARE IP il BEBEMUEZE LAN LR EFIAEL LAN RENERCES RE
% CFriE e —a g A0 F RIS EAE B AR (A1 WAN)RIEEE2E

> Mask: 2fC IP A1 FARR IS

> IP Address Section:
® Section: EEZEMRAIR -
® Start Address: A DHCP fEliies B EERIRE 2B IP MIRIFELRES IP -
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® End Address: @i A DHCP fEfR8: =@M E 2B IP MIAEAYAERS IP -

> DNS Primary Server: #1# "enable” I3E% F% DNS IP fidl -

> DNS Second Server: ¥ “enable” 3B RZE DNS IP fidl -

> Option43: 7£ IP DHCP & E#&EI( T - L "ASCII" 8% E Option 43 F& - DI "HEX" 185k
£ Option 43 F& -

> Lease time : DHCP fElAR=&[EIUR IP Ardt OOl 2 HIRS R RS - BEEREH//N\R/ 78 - R EREE -

HE"Apply "EFERIZE - 5 "Close" K E - .

12.3  VLAN IF Address Group Setting

FAREEEE YL "VLAN Interface Address Pool Table" 58 E#1Z "VLAN Interface"f1"DHCP
server group"fy FBEE -
DHCP + VLAN IF Address Group Setting

Status

Network Vlan Interface Address Pool Table
Port -

POE Setiing Interface | [VLAN 1 v
VLAN DHCP Server Group |
MAC Address Table .

Spanning Tree Apply

ERPS
Discovery DHCP Server Group Table

£ %« &€ &« € &« &€ &€ | &

Property

o I

IP Pool Setting R ————
‘ | Group ID | Group IP Address | Bind VLAN Interface |

Client List 0 results found.

Client Static Binding Table
| aga || Eat || Delete |

> Interface: E#E—{& VLAN /7@ -
> DHCP Sever Group : #iZE—& DHCP fElfkzs 84 -

B8 Apply BB TLE -

FEAEEEEYLIERTE"DHCP Server Group Table"&H - 52" "add" - "Edit"f]"Delete"ThEE#ETTE
-
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R et

Group ID A~ DHCP fEARSREH4E ID
Group IP Address #A7~ DHCP falfR=a %4 IP fudlt
Bind VLAN Interface DHCP fafz=3#8E VLAN 7T H

DHCP Server Group Table

~ Group IP Address | | |

[ Apply ][ Close l

> DHCP Server Group : £HEERES0LIE FBES DEE "DHCP Server Group” - AEIEE
LREMN D HINEE -

> Group IP Address : EFHEEREIERATA IP il -

HE"Apply "#FERIZEE - B "Close" i E -

124 HAFIa51ZR(Client List)

ZEMH "DHCP Client List” - 28/~ "MAC Address Table” - “IPv4 Address” - “VLAN" #]
"Hostname” & °

DHCP —+ Client List

DHCP Client List

: Showing entries Showing 0 to 0 of 0 entries I:
# POE Setting Q
¥ VLAN
B | MAC Address Table | IPv4 Address | VLAN | Hostname |
¥ MAC Address Table
0 results found.
¥ Spanning Tree

% ERPS i
Refresh

¢ Discovery

First | | Previous 1

Property
IP Pool Setting
VLAN IF Address Group Setting

Client Static Binding Table
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i g

MAC Address Table R Pimae A9 MAC fizsit
IPv4 Address BNEOAR A P ImaR R P it
VLAN #R DHCP A FI%# VLAN ID
Hostname #AR DHCP HPIRH EHZ1HE

#Z ‘Refresh” ZE#ZIE "Client List” #I#51 8% -

12.5 HFHFInFEEHIER (Client Static Binding Table)

EREEEETLIE “Static Binding Table” &E"add" ~ "Edit"#"Delete"IhAEETER - ZEH
“Static Binding Table” - Z&’r "MAC Address Table” , "IPv4 Address” , “VLAN" %1 "User

"o =tz

Name" &ifl -

DHCP -+ Client Static Binding Table
Status

L
¥ Network Static Binding Table
¥ Pont
¢ POE Setting Showing entries Showing 1 to 2 of 2 entries Q I:
# VLAN
B | MAC Address Table | IPv4 Address | VLAN | User Name |
MAC Add Tabl —
¥ ress abie [ ] 8c4D:EAZ00:00:01 192.168.2. 88 4094 guest
¥ Spanning Tree _ .
[] &C4D:EA00:00:0E 192.168.2. 865 4094  staffl

% ERP3

. First [ | Previous |
¥ Discovery [ Add H Delete ]

Property

IP Pool Setting

VLAM IF Address Group Setting

Client List
L Ei::pan
MAC Address Table B AP Er MAC fiit
IPv4 Address PR E A Plimag Ry IP it
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VLAN #E~ DHCP HPIRAY VLAN ID

Users Name 5~ DHCP BPRIrERERTE

Static Binding Table Add

MAC Address |BC:4D:EP.:UD:DB:DA

VAN [s004

| Pvamdoress| (sziesos] ]
|

User Name | |ser\.rice-PC

| appy || ciose |

> MAC Address : HHZHERIEHR MAC A7l -
> VLAN: FHEEEE0LIEE DHCP VLAN ID -
>
>

IPv4 Address : 72fc IP fizdlt - 48EB#IE MAC IHERIERE -
User Name: BZHERBIEMEHERTE -

HZE"Apply "EFERIZE - B "Close" i E -

13. Multicast

ZREBEOAWERE (Gateway)<EERME— IPV4 ZiEHER -

13.1 ##F(General)

13.1.1 [Et4(Property)

ZBEHEOLRERMSERIE - EHEEEEIJER DMAC = DIP 52 EHE5 0 - ;ZINAE o AR
BPERMIZSHNSUEER SR - EMEEREAS -
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Multicast + General + Property

) mTiFIood
. .Acliuni () Drep i
¢ () Forward to Router Port !

% MAC eos Table Multicast Forward Method

' : @ DMACVID

% Spanning Ti E : 'O
' : @ DMAC-VID !
'Mg ) DIP-VID 1
| appy |
z General
Group Address
Raouter Port
Forward All
Throttling

Filtering Profile
Filtering Binding
% IGMP Snooping
% MLD Snooping
# MVR

> Unknown Multicast Action : BRERINZIERIE -

® Drop: ZERHNZEER -

® Flood: JBEARHMZEERM -

® Router port: B RINZIBEE R EF L F R FERR -
> Multicast Forward Method : 73F¢ IP It FAIREIES -
> IPV4: R IPv4 ZiEEE 5 -

® MAC-VID: #3753 dmac+vid -

® DIP-VID: %5 dip+vid -
> IPV6: R IPv6 ZEEEHR -

® MAC-VID: #2375 dmac+vid °

® DIP-VID: #8755 dip+vid(dip % ipv6 18 32 fiI) °

BB Apply RS TRE

13.1.2 B4t (Group Address)

ZIENEE A 224.0.0.0 £ 239.255.255.255 « #25; D f8#E - Z&EEHBESM 1110 IR 28 It
B ID AR - B D B AFEEETTA - ZEEB B —EXRADRAIN - 1E]PI2
IS - 58 “Add” - “Edit” - “Delete” #1 “Refresh” INgEE{TEIE -
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% € &€ & € &€ &€ (€ |« | &

Multicast + General + Group Address

Status

Metwork Group Address Table

Port

POE Sefting IP Version

VLAN Showing entries Showing 0to 0 of O entries () I:
MAC Address Table

Spanning Tree ‘ [ ] | VLAN | Group Address | Member | Type | Life {Sec) |

ERPS 0 results found.

Discovery First | | Previous
DHCP | Agd || Est || Delete || Refresn |

& General
Froperty

Router Port
Forward All

> IP Version: #1Z IP jR7A -
® |Pv4:ipvd ZIEEA -
® IPv6:ipvb ZIEEFA -
R it
VLAN B24HVLAN ID
Group Address B4HIPAzIE
Member AN EIR
Type FE#H4EAY © StaticzDynamic
Life(Sec) BN RSB AR F RS ]
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Add Group Address

I -~ = =~ =~~~ =~ === =
\I'I_A.H I

IPVEISIDlI

Group Address

| Available Port Selected Port

| [GE1

: |GE2
. |GE3

MEMBER: |cy

i |GE5

| |GES

! |GET

! |GEs -

________________________________________________________________________________________________________________________

| appy || cClose |
> VLAN: 3% VLAN ID
> IP Version:
® |Pv4:ipv4 ZIEEEA -
® |Pv6:ipvb ZIEEFA -
> Group Address : 4 IP it -
> Member: ZEHNKEIR -
® Available Port: oJZEEHEIERE -
® Selected Port: BEEFEENE -

HE"Apply "#EFERIZEE - B "Close" i E -

13.1.3 EXE#E$#EIE (Router Port)

LB (MRouter)iE I8 2 E R 2 B ARVERIE - RIRBFEE RS ERA IGMP / MLD it
AR RE EHE MRouter IR - 5275 [ EFTABAE SR B AL REMASEERE M 45 -
=& "add” - "Edit” A “Delete” INgc&EITEE -
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Status
Network
Port

POE Setiting
VLAN

MAC Address Table

Spanning Tree
ERPS

Discovery
DHCP

& General
Property
Group Address

Forward All

Multicast + General + Router Port

Router Port Table
IP Version

Showing entries Showing 110 1of 1 entries () I:

B | VLAN | Member | Static Port | Forbidden Port | Life (Sec) |
] 1 GE3 GE3

First | | Previous | &
][ Reiresh ]

> IP Version: #1Z IP jR7A -
® |Pv4:ipvd ZIEKH -
® |Pv6:ipv6 ZIEKH -

1R et

VLAN KEBEVLAN ID

Member BREZERNES(ERFENEBNERERE)
Static Port FRRRHERIENE

Forbidden Port ZIFMEARERER S

Life(Sec)

B EB B R R B RS ]
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Add Router Port

Available VLAN Selected VLAN
o

VLAN

" ;
[ Statm E
Forbidden

e e L e P =

| Available Port Selected Port

| [GE1
| |GE2
| |GE3
| |GE4
| |GES
' |GES
| |oer |
! |GEs - ;

g

[ Apply ][ Close ]

> VLAN: 2##Hr VLANID -
® Available VLAN : OJ#49 VLAN 8 -
® Selected VLAN : 2#89 VLAN B -
> IP Version:
® |Pv4:ipvd ZIEEKHA -
® |Pv6:ipv6 ZIEHEHA -
Type: ISHERIRHAT :
® Static: FARKHEERER -
® Forbidden: ZILHREEREER  BE2E5
> Port: BBHBEENHEIR -
® Available Port: TIEpEHERERE -
® Selected Port: BEMNBHEEENE -

BREIEAERIENE -

iy

HE"Apply "EFERIZE - B "Close" i E
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13.1.4 #E#EE 2 E(Forward All)

REEEIBY LAG DIEWRBEE VLAN BZER - IR EZEIZERBHNREALTE IGMP 5
MLD - EREEEE 0 DISEFIEFFERTES "Forward All" -+ & E"add" ~ "Edit"#]"Delete"
ThEEETTER -

Multicast + General + Forward All

¥ Status
s Network Forward All Table
¢ Port
v POE Setting IP Version
¥ VLAN Showing entries Showing 110 10f 1entries () I:
% MAC Address Table et
v Spanning Tree ‘ W | VLAN | Static Port | Forbidden Port |
v ERPS O] 1 GE1
»# Discovery First | | Previous
v DHCP | add [ Edt || Deete |
Multicast
& General
Property
Group Address
Router Port

IP Version : #1Z P R4 »
® |Pv4:IPv4 ZiBEEREE N -
® |Pv6:IPv6 ZiEEEEES -

R jipu

VLAN P ENEERVLAN ID

Static Port CHNSERFHBRDERERRNE
Forbidden Port CHINZ B HERAZEBRERENE
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Add Forward All

Available VLAN Selected VLAN
1

VLAN

IP'M w ]

,E Statm |
Forbidden

| S [k IS

| Available Port Selected Port

' [GE2 GET
' |GE3
' |GE4
' |GES
' |GES
| |GET
| |Ges |
! |GEg - !

g

[ Apply H Close ]

> VLAN: #ERZ2EEER VLANID -
® Available VLAN : OJ#49 VLAN 8 -
® Selected VLAN : 2#89 VLAN B -
> IP Version:
® |Pv4:|Pv4 ZIREERTER -
® |Pv6:IPv6 ZiFEEEE TN
>  Type: BT ERERIRIATY
® Static: FENERIINERE - IEREFREREATRIRHEERER -
® Forbidden: 2 |FRVEXE EIRVERHR - B IE3ERHR UL IGMP 5 MLD &3 - th A& 1L
EEERTEADRISHERER -
> Port: BETHHHKEIR -
® Available Port: TIZEMEKHERIENS -
® Selected Port: EENKHRERHERE -

HE"Apply "# 7 EFIZE - B "Close" il E
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13.1.5 & (Throttling)

ZEHEREREERRUBRBNEARAR - DRI EERREARBABRVEFE -

Multicast + General + Throttling
» Status

Network Throttling Table
Port )
POE Setiing IP Version
VLAN
MAC Address Table
Spanning Tree ] | Eniry ‘ Port | Max Group | Exceed Action |
ERPS [] 1 GE1 256 Deny
Discovery ] 2 GE2 256 Deny
DHCP [] 3 GE3 256 Deny
] 4 GE4 256 Deny
& General [] 5 GE5 256 Deny
FliEl 0 6 GEB 256 Deny
Group Address - + GE7 256 D
Router Port L eny
Forward All |:| 8 GES 256 Deny
[] 8 GE% 256 Deny
> IP Version: 12 |P fRAK -
® |Pv4:IPv4 FBRS IGMP BREZENA -
® |Pv6:IPv6 FARS MLD BEEEEN 7T -
kv F it
Port BNEEIRRT
Max Group FNERIBN R AR AHE
Exceed Action FRNERIBE R HBB R R HERIRE
weer e

—_—
1

) Replace i

Apply ] [ Close
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Port: BARFTEEEHEIRSIE -

IP Version : BE/RFTE IP AR -

Max Group : EHIRR R KBFAHE] -

Exceed Action : EHIRE B HBBEARFHABAVIRF -
® Deny: FILZEZEEA -

® Replace: BEWHEBR—EFEEFAH -

YV V VYV V

HZE"Apply "EFEHIZE - B "Close" B E -

13.1.6 iBIEEXE & (Filtering Profile)

EMABEEIAERER P HAREALRE  BEREHANEE—25SENENSEE &
%E"add" - "Edit" 71" Delete " TAEHE T &2 -

Multicast + General + Filtering Profile
Status

Network Filtering Profile Table
Port )
POE Setting IP Version
VLAN Showing entries Showing 0 to 0 of 0 entries () I:
MAC Address Table
Spanning Tree ‘ W | Profile ID | Start Address | End Address | Action |
ERPS 0 results found.
Discovery First | | Previous |
DHCP | add || Edt || Deete |
Multicast
& General
Property
Group Address
Router Port
Forward Al
Throttiing

> IPV4 Version : 12 [P iR -
® |Pv4:IPv4 AR IGMP BZEEES EHE »
® |Pv6:IPv6 AAR MLD BREEECERS ©
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R fi 3t

Profile ID B ERE ID
Start Address 2 E IR B IR R AR AL
End Address 2 TE MR B AL RE AR AL
Action BN EIRERIE

Add Profile

Allow i
Deny

apply || Close

> ProfileID: :&E# ID -

> IPVersion: B/RPTEE IP AR -
® |Pv4:IGMP BEEERR 1R -
® |Pv6:MLD BSEZRREE

>  Start Address: & EREHEIABFA NI
End Address : 38 E & &AL BF4H Mk

> Action: FEBHERIE
® Allow: mFFFrALKRERNITE -
® Deny: EBFAILRKREENIIE -

HE"Apply "HEFERIZEE - B "Close" i E -

13.1.7 iBiEHBE (Filtering Binding)

TEABIRRERRTER  FHESESLUBEERRIIRERRME -
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Multicast + General + Filtering Binding
Status

Network Filtering Binding Table

Port
POE Setting IP Version

VLAN

MAC Address Table Q :

S S—— - W | Entry | Port | Profile D |
ERPS ] 1 GE1
Discovery O 2 GE2
DHCP ] 3 GE3
Multicast O 4 GE4
& General [] 5 GE5
Pl O 6 GES
Group Address — E—
Router Port I:'
Forward Al UJ 8 GES
Throttling [] 9 GES
Filtering Profile 0 10 GE10
m 11 GEM
> IPV4 Version: #iZ [P fRAK -
® |Pv4:IPv4 AR IGMP EEEE&ERR -
® |Pv6:IPv6 A3t MLD BE5E&EmR -
i ;g
Entry mInBE
Port ERIB AR
Profile ID EHEHBRHTE Profile ID

Edit Filtering Binding

P Version | 1Pvs

Profile ID |

| ppy || close |
> Port: FTERERERSE -
> IP Version: BE/RPTIEERIRIEIEN IP ARA -
> Profile ID: #1R#ED "Enable” A LUIEEZESEE Profile ID- & RIS IR ERIRBIRR EEHE -
HZE"Apply "HEFERIZEE - B "Close" i E -
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13.2 IGMP E¥E(IGMP Snooping)

IGMP B EEE MM AT EHE(IGMP)RBIRERVER - ZEERFTHE R RRER EHMEH

72 Z IR IGMP ¥35% - BB ERE B YR RIRGF oI DU ENRST - BURIPLLEERZ ML 1P ZERE -
oI LUBRISA B E S IERVIEES - PEHIILE E IR R R E S ERE - IGMP BERSZIZ v2 M v3 - &
REEEZIUBZEAERRNZERE -

13.2.1 [Et(Property)

215 VLAN £ IGMP B80S - FiA IGMP 81808825 E CPU - CPU DT Fr 28 EVAY 12
IBEAREKMA VLAN ERZERF A ES IGMP &SR - 5 I PIM/OSFP/DVMRP/ IGMP
EHMESARNTE -

Multicast » IGMP Snooping + Property
% Status
¢ Network
¥ Port

Slate . Enable :

IGMP\-’E """"-"---“-“““““-“““““““"""""""""““““““1:

+ POE Setting Version | - | ovPva :
8 VLAN EI::::::::::::::;:::::::::-::: I -é bl ::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.‘;

| Rﬁml ppression nﬂ E |
» MAC Address Table BTN, T

¥ Spanning Tree
Apply

% ERPS

% Discovery

¢ DHCP VLAN Setting Table

= (General

@ IGMP Snooping Router Port Query Query Query Max Last Mem

VLAN | Operational Status

Auto Learn | Robusiness | Interval | Response Interval | Query Cou
Cuerier —
L [ 1 Disabled Enabled 2 125 10
Statistics -
= MLD Snooping [ Edit l
2z MVR

> State: FAESEESILUEEFEVS Enable - 2KE&E IGMP Snooping HEERI BB AR EE -
® Enable: MNREDPAIRIA IGMP B2 - TRIBEH IGMP B51Z -
> Version: #1E IGMPv2 5 IGMPv3 - 8% IGMP BZEERRAS -
® |IGMPv2: EXEEE IGMP v2 € -
® IGMPv3: Z3E v3 hRAA] V2 -
> Report Suppression : RYFHEL{FA IGMP #EHIH - MRFEAEEREEZFHLILINGEE - IGMP
ERFARSEXIIZIELR - 2E IGMP v2 EHHEIFIRERE -
® Enable: MIREDRIRA IGMP B8 v2 RG] - FREBMESHNHIINAE -
HE Apply "EFEHIZE EE -
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V1.1a

VLAN Setting Table

Router Port Query Query

. Query Max Last Member | LastMember :
H | VLAN | Operational Status Immediate Leave
Auto Learn | Robusiness | Interval | Response Interval | Query Counter | Query Interval
[] 1 Disabled Enabled 2 125 10 2 1 Disabled
Edit
R ik
VLAN IGMP;ZE/IVLAN ID

Operation Status

IGMPEZEEVLANTORERI R FIAR RS

Router Port Auto Learn

IGMPEZERES FRIE 218 B 8) 2 B RIS

Query Robustness EHREREAOFRAE PRIV TEIHEEKR

Query Interval B R X EREANREERER

Query Max Response ERERGEHNETR  EEMU/10MBEM AL BR SN &R
Interval RIETHE

Last Member Query

Querier-R a3 R B ERBE R BFAEAN RIS SR A B E A A ERIRY

count HE
Last Member Query Querier-Rx BRI B EN B AR EN BB ESEHEEAN
Interval i eI e bR

Immediate leave

HEIENBERIRAE S - EiE
B EMERZERIR

#IBEIWIGMPRER R - 17BN1E#EE
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Edit VLAN Setting

Oueryﬂaxﬂesponsehterwl i |‘1D |

Last Member Que:y Counter ; B |

Lasmnmnermmmmnm; i |

i Queryuunesponse Iltnnml
Lasllleni:etouely Cwnter

| Appy ][ Close |

> VLAN:IGMP EZ¥29 VLAN ID -

> State: iR IGMP B558 VLAN INBERURLAREE -
® Enable: MIRZEDSRIEIA IGMP 852 VLAN - &RI#F=H IGMP 852 VLAN -

> Router Port Auto Learn: 32 IGMP B2 HEZFIEBHE2ZRAMRE
® Enable: MREDAIFAERE - PIM F1 DVRMP 2B RHERR SRS EREEKH

IR

> Immediate leave : EEBEIEZW IGMP BiFI SR - 1AM E B ERIRZEEER -
® Enable: MRETRIBAIIAIBER - SRMEFIIEIBER -
Query Robustness : EE &R EMOFFE FRBRRATIEERETHRE -

> Query Interval : EIR &z X BAEHNRERMR -

> Query Max Response Interval : EE&EHHALIERR - £RERGEHAHED - FHEL 1/10
MREN BRI ER SN &R AR -

> Last Member Query Counter: &2 Querier-R 12 28U EI B AH RO B BB AN SRS S8 X5 ERE A
EHNREREEHE -

> Last Member Query Interval : 32 Querier-Rif 28 W R B OB B AN BRI SA R RIS
ANREREEASEERE -

> Opertional Status : &% IGMP E5IZEE i@ BB B BRI A
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o
NI
i3
=i

® Status: 3E1T IGMP ERESARARE - MARIFRIA IGMP BEEE 2 A IGMP B5H% - ARAS
Enable -

Query Robustness : E{TEMEMREM

Query Interval : ETEHREREMR -

Query Max Response Interval : E{TEAZ AL ERERER -

Last Member Query Counter : ETHREKEEHFTE -

Last Member Query Interval : EfTHREKESHSEER -

HE"Apply "EFERIZE - B "Close" i E

13.2.2 &i73(Querier)

EREESES JLIEZERER VLAN R EER IGMP B iR E:0T5E - E B IFEEEW I "Edit" -
R E IGMP BEERRAS - IETNEEDILAGE IGMP B iR SR8 e & BRI A A8 R AU PRB EHFI B FB
B IGMP IR BAENHE - REMERPOZEEFAMS -

Multicast + IGMP Snooping + Querier
Status

Network Querier Table
Port

POE Setting Q I:

oLy ‘ W | VLAN | state | Operational Status | Version | Querier Address |
MAC Address Tabl —
fess fable || 1 Disabled Disabled

Spanning Tree

ERPS :
: Edit

Discovery
DHCP

£ € &€ & € &€ &€ «€ & £

= General
& |GMP Snooping
Property
Statistics
2 MLD Snooping
2 MVR
Rz Fi 3t
VLAN IGMPEEEE &2 /5 ERIVLAN ID
State IGMPES I & R0 2R B THAREE
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Operational Status IGMPE IR E 725 1B TR AR
Querier Version IGMPES IS RO E TR
Querier IP VLAN 2 TR E RS 2R IPATIE
Edit Querier

[ Apply H Close ]

> VLAN: FTEZRER IGMP BEIZE28 VLAN 3% -
> State: RREFTEE VLAN L IGMP &8RRI FIAREE -

® Enabled: MREFRIEA IGMP &3928 - HRIZFH IGMP &382 -
> Version: :2EFTE VLAN Lt IGMP B85 B -

® IGMPv2: &FIZRRA V2 -

® |IGMPv3: &EFE3hRAK v3 (IGMP EEE R A FESR IGMPV3) ©

HE"Apply "#FERIZEE - B "Close" i E -

13.2.3 #ETEIE(Statistics)

MREFEAESEEMA IGMP B2 - EEEZ T~ IGMP BSI2f) Receive Packet/Transmit Packet &
e

V1.1a
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V1.1a

Multicast + IGMP Snooping —+ Statistics

¥ Status

S

% Port : :
POE Setting . :

VLAN

MAC Address Table

Spanning Tree

ERPS

Discovery

DHCP

= General
& |IGMP Snooping
Froperty
Querier

= MLD Snooping
2 MVR
IP Configuration
Security
ACL
QoS

Diagnostics

Management

R et

® Total: #UI IGMP HEIRE - BIFEEZE CPU R ipvd %

EEE

e Valid: A IGMP EiRER 6

® InValid: #EX IGMP B iRERHE)

® Other:ICMP HERIVAZ 2 T AZ ipv4 ZIEHIEIE
Receive Packet ® Leave:IGMP BRI €]

® Report: IGMP MMANBEE €

® General Query : IGMP BA&EHH &

® Special Group Query : IGMP R EE#HBAEH €

® Source-specific Group Query : IGMP #E AR B+ 1B

REAHE

Leave : IGMP BFzI &

Report : IGMP I AR ETIE
® General Query:IGMP BHE&E

AEHHE

Transmit Packet e b s
36 - BB EEE

]ﬂlll’
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® Special Group Query: IGMP HE#AEHIE - BIFEE
A BERRAREEENTE

® Source-specific Group Query : IGMP 5 E 3RA B+ 40 158
& E

HEZ"Clear" &2 5 E - 2t "Refresh"E# Z 5 F -

13.3 MLD EE§E(MLD Snooping)

IEIhREST R M 2 1B 25 (IPv6) - MLD(Multicast Listener Discovery - Z1&E: Eﬁfl‘z_ﬁ*iﬁ)Snoopmg
R RE ZHAMEEAER VLAN - I3 T EFF RSN A8 VLAN £/ MLD B8 - £ MLD
MERRSEHSHESBEIHENEL - RERFEA MLD BRREREIEZZERESE - FRELEE - B3
HERELERIDEHAN B T HEMNIRRERIR - TRMBIAEE MLD 7825 -

13.3.1 [Et(Property)

EAEEHEEMA MLD BERIDSEFHRESENME  SEBRRFEREM MLD BEERE R IR
NS EFENERENEERNMES - B EXBRRIENREE - EREFERE

POE Setting

VLAN ;;: =
MAC Address Table '

Spanning Tree

ERPS

Discovery

DHCP VLAN Setting Table

« &« &« &« &« &« « &« « «

= General
= IGMP Snooping
& MLD Snooping

Router Port Query Query Query Max
Auto Learn | Robustness | Interval | Response Interval | Query Co

VLAN | Operational Status

- [] 1 Disabled Enabled 2 125 10
Statistics —
2 MVR
% [P Configuration Edit

> State: EAEEEBJLUEZERMASEUHERA - 2KERE MLD BEERINEERRURAREE -
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® Enable: MREPRIRA MLD 8582 - SRIZA MLD &
#Z3E MLDv1 3¢ MLDV2 - 587 MLD EEEERRAK -
® MLDv1: Exx3E&EE MLDv1 €]
® MLDv2: 3B v2 lRAF VL -
> Report Suppression : % 7& MLDv1 HEHNHIFIREAEE -
® Enable: MREFRIBIA MLD 852 v1 REMS - BRIZAIRSHHITNEE

» Version:

HE"Apply "1# FIEHTE ERE -

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
[ ] 1 Disabled Enabled 2 125 10 2 1 Dizabled
Edit
Rz i 3kt
VLAN MLD;EE/RVLAN ID

Operation Status MLDEEEZVLANINEERI B FE AR 2.

Router Port Auto Learn MLDEZEERRAHEZIE B8 BB Z R FARAE

BRI AR FEENTERIEER

Query Robustness

V1.1a

Query Interval B REERAEANEEER
Query Max Response ERERBGEMHMEF - FEU/I0MBEM R AL RRERNE
Interval RIS E
Query Max Response Querier-32 gz W B B A U BE R B¥ AH A1 B IS 38 X S E B AH B R RV 5T
Interval |
Last Member Query Querier-R 2z WA AN A AN ER B XE EHAETHNRE
Interval [EfEbR

IR T - BEERBRMIDEFMER - Bl ERE

Immediate leave

EEMIBREZEIZ IR
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FREEESLEEEEPEE VLAN - TEE "Edit" 327E MLD &5 -

Router Port Auto Learn | Enable

Imrmtintelemm- | | Enable

Query Robustness i |2 |

Query Interval ’ |125 |

—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

I
I
i
—

i Lastllenberﬂuerytwnter 2

Lnstﬁml_le_r_ﬂll!lj'lmﬂwl 'I[Sel:] ---------------——-————————-————-————-——---------------———-—-——-—-—15

VLAN : MLD E55289 VLAN ID -

State : 52 MLD 5252 VLAN IhEERYRUFAARES -

® Enable: MIREDRIRIA MLD 852 VLAN - FRIZZH MLD 8552 VLAN -

Router Port Auto Learn : 32 MLD BZEE RS FiEHIE E EN BB RORIAIREE

® Enable: MREDAIFAEREEM - PIM F1 DVRMP 2ZRHERR SRS EREEKH
R -

Immediate leave : ZEFEEI MLD BFEARRE - AN E S EMIRZIERR -

® Enable: MRETRIBAIIAIBER - SRMSFAIIAIBER -

Query Robustness : EE &R MO H FRBRRATIEERETHRE -

Query Interval : B &2 X BHAEHNSEER -

Query Max Response Interval : EE&H&ALOEER - £REBGEHNEF - FHEL 1/10

MREN R ER SRR AR -

Last Member Query Counter : &3 Querier- R zZ W EI B+ B R B AHR RIS B XS B8 A

EHNRENEEHTE -

Last Member Query Interval : E3% Querier- X3 W B HVB BB BRI B AR EHAS

ANREREEASEEE -

Operational Status : & MLD EciEESFERHRE B RIAARES -

V1.1a
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® Status: 3E1T MLD EISRAS - WERSEUE IGMP E2iR 215 A0 IGMP B288 - ARAS
Enable -

Query Robustness : E{T&EIEMRM

Query Interval : ETEHKEBR -

Query Max Response Interval : ETERA LD ERERER -

Last Member Query Counter : ETRENEEHETE -

Last Member Query Interval : EfTHREKESHEEER -

oo
N
IS
il

13.3.2 @&t EUE(Statistics)

NEFEHEFSEERA MLD E52 . BEE =2~ MLD E5249 Receive Packet/Transmit Packet &

Status
Network
Port

POE Setting

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

= General
2 IGMP Snooping
& MLD Snooping

» IP Configuration

» Management

R f 3t
® Total: #U MLD HEIRE - B1FE3%3 CPU /Y ipv4
ZIREIE
® Valid: B MLD BiE#ERENE
InValid : #3%¢ MLD BEEEERZHE

Receive Packet

V1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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® Other:ICMP HEHREAZ MLD - A2 ipv6 ZEH
BHE - A2 ipv6 BHRBE

Leave : MLD BRI &

Report : MLD MNAF#HEZE

General Query : MLD BAEE

Special Group Query : MLD & EEABEAEHTTE
Source-specific Group Query : MLD & SRR B 48
BEREAHE

Leave : MLD BRI €

Report : MLD MNAF#EHEZE

General Query : MLD B & €

Special Group Query : MLD 5 EE A BRSNS
Source-specific Group Query : MLD & SRR B 48
BEREHEHE

Transmit Packet

2 "Clear" &5 H - 2t "Refresh"E#ZZE S H -

134 =#& VLAN s2f(MVR)

MVR(Z#& VLAN G EREER S KEERNRF R BB REE EXRERE S BROREN B AR
(AW - ERBHEBRE LRESESRERAE) - MVR R ERR FREAERMEUEEIRZ
A% 1E VLAN ERZHER -

B EMRPHAE—ZE VLAN - ERZRIREEEE VLAN & - MVR 21 7 #EZ#E VLAN
DIRERAZSERNAED - BEREENZZRERKRELFERZE VLAN [R5 -

13.4.1 [Et(Property)

V1.1a
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Multicast + MVR —+ Property
Status

ERPS

Discovery
DHCP

L

v Network . T
¥ Port

v POE Setting '

¢ VLAN Compatible
v MACAddressTable ~ [IREE R oynamic
¥ Spanning Tree Group S.tal't |[J.D.D.[.'l |

L

L

= General

@ |GMP Snooping
= MLD Snooping
o MVR

Port Setting Apply

Group Address

> State: FAEEEEULUEERMASEUERMA - 2K E MVR THEERIRLAAES -
® Enable: MIREFR MVR REIAHMEE - &8I MVR SZERIRAE -

> VLAN: #3ZE MVR #J VLANID -

> Mode: #&E MVR & -
® Compatible: A& -
® Dynamic: BRBET - REBBERIRERR CTHOBANE -

> Group Start: ERHEERE0[DIEE MVR 2#HEEERE - S€E S 224.0.00 £
239.255.255.255 -

> Group Count: MVR B A#KE B - RRHETHSERTEEESE— 2580 MVR AL GTEEER
1Z 128 ER]) -

> Query Time : MVR &9 E & #EULEI MVR B MVR #3186 - FRESESILURERS
BRHANEERBRERRR - BUCERIRSES IGMP 5 EERNEREE - 2BV RE
I -HEERLIEL0 FBRERLIW -

» Operational Group :
® Maximum: MVR ZHEERBENRAHE -
® Current: ERICZ2E/ MVR BFHE -

BB Apply B ELE -
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13.4.2 EEIREFRTE (Port Setting)

EREEEE JMUEEERERKRE MVR WAEBM I AR -

Multicast + MVR —+ Port Setting
Status

Network Port Setting Table
Port

POE Setting Q I:
VLAN

MAC Address Table

L3

L3

£ &« &€ &« &€ & [ | &

[] 1 GE1 Mone Disabled
Spanning Tree
panning Il 2 GE2 MNone Disabled
ERPS -
_ [_| 3 GE3 Mone Disabled
Discovery — 4 GE4 M Disabled
=== I:I one ?sa e
Multicast [ ] 5 GE5 MNone Disabled
Il f GE& Mone Disabled
= General —
= |GMP Sngoping |:| T GET Maone Disabled
= MLD Snooping [ & GEa Mone Disabled
& MVR ] 9 GE9 MNone Disabled
Property [J 10 GE10 None Disabled
Group Address [] 11 GE11 Mone Disabled
kv it
Port EIRIB AR
MVREEFIEAE - F8E1ENone(fE)/Receiver(#=18)/Source GRIR
Role
1B)
Immediate Leave 17 BBk BRIAR RR

Edit Port Setting

| i

: Rﬂle: Receiver

| I () Source

I immediate Leave | [ | Enable i

________________________________________________________________________________________________________________________

[ Apply H Close l

> Port: BEREENEEIESIE -
> Role:MVR EFIEHEE -
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None: EZHEHEBEHE -

® Receiver: IR EFEZFEAEFEZRTERERNZERE  AIRCERRDEWEERE
18 - [RIFBAFFRNEA IGMP BREMMANERSZEHAEANNE - GRIASEREE -
BUUERIBR ABEE I AHIE VLAN -

® Source: REFEWMEXZIEEIEN LTEBRRESIRIR - FHEAEEFERIORE -
Rz FNPIARIRIEEIE—EZ1E VLAN -

> Immediate Leave : MVR & IS ENEERT -
® Enable: MNRZEMAIRAIIENEER - SRS HIIENEER - WIhsEEEEEE —BINERENE
WiEiEiB FRIA - FRERIETT N2 Immediate Leave IH8E

BB Apply " MAEE . 5" Close"BIEHE

13.4.3 B4t (Group Address)

FE"add" « "Edit" - "Delete"#1"Refresh"INEEETTEIE -

Multicast - MVR + Group Address
Status

Network Group Address Table
Port

POE Setting Showing entries Showing 0 to 0 of O entries Q I:
VLAN

MAC Address Table ‘ 0 results found.

Spanning Tree
ERPS
Discovery
DHCP

First [ | Previpus 1
| add || Edt || Deete || Refresn |

£ &€ &€ & &€ &€ &€ &€ € &

= General
= |IGMP Snooping
= MLD Snooping
& MVR
Property
Port Setling
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R et

VLAN MVRE$HRIVLAN ID
Group Address MVRE$48 Pk

Member MVRE$ BRI B 38318
Type MVREfHEEEY : FFRRENENAR
Life(Sec) EREMVREFHAHM F S

Add Group Address

------------------------------------------------------------------------------------------------------------------------

I . . — - - - — - ————-===-=-===--===-====S==S=--====-=======S====S====S===================================d
N & = = S S SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSESSEssssg

Group Address |

________________________________________________________________________________________________
-------------------------------------------------------------------------------------------------

Available Port Selected Port

Member |

________________________________________________________________________________________________________________________

> VLAN:MVR 2/ VLAN ID -

> Group Address : MVR 248 IP fiilt - FFEE SR E o] DITER IR L5 E MVR ZiEEFA AL (A
#0[E % 224.0.0.0 & 239.255.255.255) -
> Member: ZE#E MVR BHHRERR -
® Available Port: TJEMEFIERE - & MVR EXBESREBRIGERE SR R[EE
R EERIRE
® Selected Port: BENEREIERE -

HZE"Apply "EFERIZE - B "Close" i E -
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14. IP Configuration

BB N - FrABEEEERE—E VLAN  RIR/ERMES 2 BI6E - EEZHERNRBETHE
BEABEEUNREEREFHENERRERNRE VLAN KEBRE —FENREEREDIAEL VLAN -
WAEE VLAN 2 Ec—{@ IP 711 - BB ARSI 2 AR/ VLAN - dJLHSES 2 HHES 2 BEFRN 4
B - B—FHEBANARERENERSS 2 BETRE - VLAN IREIJLU(IREBEFR) LS 3 BB E i -

=@ VLAN 0xR—fE% 3 BERTH - AFAEEEHFTERFARAL - ARNTE R ZBRE
RBBE 3 BRIRETIE -

4

14.1 IPv4 EEF N E(IPv4 Management and Interfaces)
AENBMATRE P A ELUEBB AR SIS - TRETIE IPvA 1 IPV6 - TR EEED
E—TBAHHER - MO FHREHEL IPvA 3 IPv6 - (B LIIERATR B BOOTP o DHCP IR
JEED Pv4 14 - IPVG i1 REEFENRE -

IPv4 5RTE- sERREESHEBN IPv4 A3t

e =P

IPv4 AIEFERZ IP & '192.168.2.200" EEXREFEAITL - AFERIBRATERBESLEREK
NWHEBERENE - CUREFEER RGNS —EH R LaYEIE T (L 2 B 1 AR REE (MNRAKRA

B E) °

MO PUER A H1iE BOOTP 5 DHCP fElAR2s ANt - th oI DAFENEREFFRR IP 7l - AXAY IP fdtEA
TO1E +#EHI 2= (0 2 255)4R - WL DRI - AESBRICER ZNWEPER -

14.1.1  IPv4 /T E&FEER IP 8% E (IPv4 Interface & Default IP Configure)

FRESEELIREZ MIBERIEEESR IPv4 H1 885810 IPv4 /7 ERB VLAN ID #R5E - X188
18 VLAN 7T EHEEA] Loopback /T EEEE - & E"add" - "Edit"#1"Delete"IhEcETEIR -
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IP Configuration + IPv4 Management and Routing + TPv4 Interface
Status

Discovery

DHCP

Multicast

= IP Conhguration

& IPv4 Management and Routing

L ]

% Network IPv4 Interface Table

# Port

s POE Setting Q |

2 Vi
g BT Ao Table ‘ [] VLAN1  Static 192.168.2.200 2552552550 Valid  primary
¥ Spanning Tree

+ ERPS | Agd || Edt || Delete |

L ]

L

L ]

IPv4 Routes
ARP
= IPvG Management and Routing

IPv4 Interface Table

W | Interface | IP Address Type | IP Address | Mask | Status | Roles |

| Add Edt_ || Delete |

A8 POE XX #2285% € VLANI (F85% VLAN) IP i3t ] ‘A%3E1T
A% AE it 7 EI R ENRR TE

Edit IPv4 Interface

i Inteﬂauer ‘-."LHNI |
pmm e S ————— |
| 8 () Dfnamu:.

i Aﬂliess'l’ype. ® Qtatu:.

r. P —— .|. ......................................................................1
i IP Address | |192.163.2.200 | i
IF---------------- T .. --1
; 5 @® Metwork Mask |”55.255.255.D ;
| Mask ---- ey ey ==
| : Prefix Lenglh ;
k N - T
' Roles | f_ “primary
| ¢y () sub i

| appy || Close
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» Address Type:
® Dynamic: EEZESR"Dynamic"RE -
®  Static: EERES"Static"RA -

> IP Address: VLAN 89 IP fidlt - BAY IP it BVES= (0 & 255)4Am - WL g0 fE - (F8
% IP & :192.168.2.200)
> Mask:
® Network Mask : ZIEEEE 7 FAREBHRAEEEFREBOE®AUNIT - (FRREKRE
£7% :255.255.255.0)
® Prefix Length : HRIRERERL, HEEA IPv4 THNARERE -
> Roles:
® Primary: EX 2 EERER/TEACRTE
® Sub: AR, BEERTAREABRE -

HE"Apply "EFERIZE - B "Close" i E

BT ERMEFRRERTE

Logout

IP Configuration + IPv4 Management and Routing + IPv4 Interface

¢ Status

¥ Network IPv4 Interface Table
¢ Port

¥ POE Setting Q | |
¥ VLAN
¥ MAC Address Table l
¥ Spanning Tree

+ ERPS | add || Edt || Delete |

W | Interface | IPAddress Type | IPAddress |  Mask | Status | Roles | l
(] VLAN1 Static 192.168.101.89 2552552550 Valid  primary

¥ Discovery

FXINEECLH IP # - #197"Save running configuration to startup configuration";{&£ POE 33123
EY IP SREEBRREENFEN -
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Save running configuration to startup
configuration Do you want to continue?

=) o

HE ok” LIRTE ‘Save running configuration to startup configuration’ iZ/E -

£ ‘Loopback’ #riZ VLAN IP {iIitz&%E

Add IPv4 Interface

I O VLAN :
Interface |:-

'@ Loopback

Address Type

- [192.168 182 8 | '

® MNetwork Mask |255.255.255.EI

| O Prefix Length
primary

L sub

Apply ] [ Close ]

> Address Type : Loopback /TEIR 5 E "static" 88 -
> IP Address: £ IP fiziltt@fi - MEEREA IPv4 TERY IP Al -
> Mask:
® Network Mask : FEREESMAL - FEEEE IPv4 M ENFRBIES -
Prefix Length : TERIBRERERA - EEEE IPv4 TENAIKREE -
Roles :
® Primary: EX 2, EERERTIZEELERTE -
® Sub: EREMU, EERTESREAERE -

HZE"Apply "HEFERIZE - B "Close" i E -
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14.1.2 |IPv4 A& TERREEHRRE (IPv4 Routes & Default Route

Configure)

fZolLAEA IP > Static Routes (Add)BEfE AR PEAFFRIEA - AR 2 & AR RAaE
BEFRABENGERE SRERERASBEREBRESENZ(MESELE  RItRFBREVER
E RS ERBI oI CRAB S AVIRE -

Default Route (Gateway) IP:
192.168.2.254

Network node

Site-3

I L3 POE Switch IP:
— — WAN/Internet
‘l 192.168.2.200
N1

(CS-3424G-24P)

Site-2

RigRBEEERTERFEER LAN ENER RIS SR AR FEREE - ERE D - BRIRIEEW
FERNBEMNADTIHEEF SRS - USERBEA N —EEHS - BEPNEE—EEHRE
EySEINIEE PREISENER

Bl - 7€ "Network node” BB HARAIFERIEH(FERFE) (Site-3)EIMBRAEEAVRE - ROl
B2 — 1N RIS R AE R B 23 (Site-2) 18 77 ISP 1R HERVARTS -

B2 55 — IR A3 AR IS A 2R B 1R B SRR 2R AV BE R 23 (Site- 1) B T RIB L B IR IE T B S -

EREEES0LEE "IPv4 Routing Table” BEME - W E"add" ~ "Edit"A]"Delete"THEEETTE
I -
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IP Configuration + IPv4 Management and Routing + IPv4 Routes

Network IPv4 Routing Table
Port
POE Setting
VLAN N

B | Destination IP Prefix | Prefix Length | Route Type Next Hop Router IP Address
MAC Address Table () 162.159.200.0 24  Static 192.168.101.254
Spanning Tree \

192.168.101.0 24  Directly Connected

ERPS
Discovery | Add || Edit || Delete

DHCP
Multicast

-~ IP Configuration

% IPv4 Management and Routing
IPv4 Interface

ARP
& IPv6 Management and Routing

# "Default Route" a2 ERE IP B335 &Y F—EI EHRYEEH - LUE

LAN ExfErnE 48 ERAEES - A "IREITRERTEIRENRE

THRPNERBAERESHDIARFE - MREEESE—EBBERE - AU NAT BEER - X
ek U E AR as -

"FERRIEH"ZEE IP HERNENUITIRAZIEMIRA KA - Az EENER - B0t A EREE

FRIBHARPRFMAH SR EAERER - ZERESEDNS —ETEEHEERE | RIEHESEA
BEWUEATE EMERTEERICHNES, R HERERRREEE - BHE S —EREEs -
BRER - BREZIEN—BROERE -

TCP/ IP B P RUTRRR B AR E B S HRR A I B IP B A A ER —FEER (B EREe
MEIRIARGH AR - EHFRERRERBEEREERS N —BRREE P Uit -
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iR E POE 321230V "THERIZH" (FIE IP) - iFEZLUTAR -

A% i% HH (FIE IP)aR E R fl:

Add IPv4 Static Route

IP Address | [0000
: @ Network Mask || 0.0.0.0 :
: Prefoength :
N.xtHopRouurlpAddnni. 192.168.2.254 |
Metric| [1 ||

| Apply || Close |

FasRIE MR ERGIERY IP AI7TUtFES IP Iit% “0.0.0.0" (FBER IP) - MEKALR IP ULLA
“192.168.2.254" - E&%H "1"

> IP Address / Destination IP : TEE® IP ##fiz7t, f&E BRI IP It -
» Mask:
Network Mask : f5EEEMAKNFHEKES
Prefix Length : 7 IPv4 BB EERENLT, IEEBW IPV4A BIBEE -
> Next Hop Router IP Address : 7 F—BkE&ES IP AN - I8ER RS 3 E BB
FRTF—EKRzRERE)RAPTERNE LR IP Al -
> Metric: FERMEZANEEBENNEHAARBR) -

BB Apply "EEAAEE . 5" Close"BEHE

V1.1a
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Lpiify your W

R E TR ENRRE’

Se
)
rN
nur

Logout

IP Configuration + IPv4 Management and Routing + IPv4 Routes
Status

Network IPv4 Routing Table

Port

POE Setting

UiZo ‘ Destination IP Prefix | Prefix Length | Route Type ‘ Next Hop Router IP Address
MAC Address Table (] 0.0.00(AnyIP) 24 Static 192.168.2.254 ( Gateway IP )
Spanning Tree 192.168.2.0 24 Directly Connected

ERPS

Discovery |  Add || Eat || Delete

DHCP
Multicast

- IP Configuration

% IPv4 Management and Routing
IPv4 Interface

ARP
< IPv6 Management and Routing

FXIHEECL#h IP 1 - #117"Save running configuration to startup configuration”;f&£ POE
RIFZRHY IP R EEBRRBENFEM -

Save running configuration to startup
configuration Do you want to continue?

HE ‘ok” LIRTE Save running configuration to startup configuration’ i&E -
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A3 R IR FH R E N A:

Add IPv4 Static Route

IP Address 162.159.200 1 |

| @ Network Mask ‘255 2552550
MaSk ii':' ==================:::::===========:::::::::::::::JI
(:3 Prefix Length

Next Hop Router IP Address | \192 168.101.254 |

Metric

—=
1
1 |
1

Apply ] I Close ]

FFARIBARTERR IP fiI3E4 162.159.200.1

B IP Iit4 192.168.101.254

> IP Address / Destination IP: FEBE /Y IP 87,8 B Ruh [P fuilk -

» Mask:
® Network Mask: fEEEEREENFARKIES
® Prefix Length: % IPv4 BIRERERAL, f&E B IPv4 BIREE -
> Next Hop Router IP Address : 7 ~—BkE&E=S IP AL e E R EE % E BrOMtIgE
M~ —EEHRERA) KPR E LR P AL -
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V1.1a

> Metric: 3

B FH B ARV S8 B AN (R EY) -

C:’IIO

Lpiify your W

HE"Apply "#E 7 ERIZEE - B "Close" Ak

Diagnostics + Ping
¥ Status
¥ Network
¥ Port
¥ POE Setting
VLAN
¥ MAC Address Table
Spanning Tree
¥ ERPS
Discovery
DHCP
¥ Multicast
IP Configuration
¥ Security
ACL
QoS
Diagnostics
¥ Logging
Mirroring

Traceroute

i i (O Hostname
Address Type ) 1Pv4
’ i IPv6

Server Address

Cuunt |‘1D

[ Ping ]

Ping Result

Success.

Transmlt Pat:ket

....................................................
....................................................

i Receive Packet |

....................................................
————————————————————————————————————————————————————

....................................................

FRRISHRA IP I#A “ 162.159.200.1" MNRKREMKI) - RITILIE

EITRIHERE -

@ wWww.cerio.com.tw

R, +(886) 2-8911-6160

“Diagnostics> Ping tool”
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USER MANUAL

IPv4 Routing Table

[ | | Destination IP Prefix | Prefix Length | Route Type MNext Hop Router IP Address | Metric | Administrative Distance | QOutgoing Interface

[ 162.159.200.0 24 Siatic 192.168.101.254 2 1 VLAN1*
192.168.101.0 24 Directly Connected VLAN 1*

| age || Eat || Deete |

R A

Destination IP Prefix B Byt PETAR

Prefix Length BERNAIREE

Router Type PEERERAY  FFAREVENRR - HURMREEHRAIAIMNA

RonEERE B EE E N —ERRRWMRE) KA EANE LS

Next Hop Router IP en
FAeSIPAzt - N —{E S E=R (10 - MAREILREIPAIL) 4B 2 AH #0503 TEs

Address )
7 —S BB EEREKROAM T EIPAIIE
HREN N —HHNESE

Metric

EEEEERELAEEER)  E—ER1E255WEHE

Administrative Distance CERERHNEHEIERE
S ERRYE T E R P R E RUFERY S IEER B R A RAR B8

Outgoing Interface
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14.1.3 st EE#T 17 %E (ARP)

ARP(Address Resolution Protocol - Ut #4715 E) i IP AL BT 4 L K AE MAC ik (S EfS
WBE - EREAED - E-—aETHEMERRBERERBZEEGS eI HIRER - B
WEFESHFRMEEER IP (it - BEF IP AIitEAS - AR IP ERNBETRAAIESAER
BREEL - PRI ISR VAR EIIEN BRI - FRRIAITIE R ER 1P SR E A1 - ARP L2

BIREENENHE

i

ez

ARP table (ARP &7 EH)
2B ARP BT E BRY MAC cit#® - B ORI ARP RP#TIE—(E IP it E MAC Z3ERY
BRETEE - UERESREXEMRE WM - ARPRDS "818X ARP X" 1 "5588 ARP X"

M ARP table (ARP EFEH)EEXRTRIBSE - EEZRBRHBRIOHRIEIFEHNE -

IP Configuration + IPv4 Management and Routing + ARP
¥ Status

¥ Network

¥ Port

¥ POE Setting i
sVIAN Clear ARP Table Entries |~ |
¥ MAC Address Table | ® Normal Age Out

ARP Entry Age Out | [1200

¥ Spanning Tree

¥ ERPS [ Apply H Cancel ]
¥ Discovery
¥ DHCP

¥ Multicast

ARP Table

- IP Configuration Q |

4 IPv4 Management and Routing
IPv4 Interface
IPv4 Routes

M | interface | IPAddress | MACAddress | Status |
VLAN 1 192.168.101.63  00:e0:a0:10:04.6c  Dynamic
VLAN 1 192 168 101 100 8c4deafe:05be  Static
VLAN 1 192.168.101.167 00:60:b9:bf:bB:74  Dynamic
VLAN 1 192.168.101.254 8c:4dea:04:/8:50  Dynamic

% IPvB6 Management and Routing

ogog

I Add ] I Edit ] I Delete

> ARP Entry Age Out : ARP JEER 0] IR E#E 15 M Z 21600 ¥ - F85&4% 1200 7 -

> Clear ARP Table Entries : FREEIESOLIEB "Al(EER)" - "Dynamic(EFER)”
“Static(BF8R)" PAK “Normal Age Out(IE B EE)" (ARP EER ERE)EERE ARP RH
“Clean ARP Table Entries”
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HE"Apply "HEFERIZEE - B “Cancel” HUEZE -

ARP Table

FHEEEES0LIERE "ARP" BEH @ IisZE"add" * "Edit"H]"Delete"ThEE#ETTEIR -

L st
Interface B2 ARP3S BB R MHAO B R
IP Address BE B RIR SR AN E A0SR B (T T 4B RS _D)RIPATE

BB BENEEMACHILL - A1t AE R RN E A+ 3
HIg - Bl - 40:b0:34:54:97:82

ARPBEHRE - TJgEfEM T :

Local : BARR#ZREEANT E R —EMACAII B FIARPSE
Status * Gateway: —{E#EARPBE - HIPAILZEEHEZATIPILE
Static : ARPBEEZFENRTEN

Dynamic: EBHzS2EBWARPEE

MAC Address
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Add ARP

IP Address : [192.168.101.100 |

| MACAddress | 2C4DEAFE05BE | !

[ Apply l [ Close l

> Interface: FRAZEIEEJLIEE VLAN NE -
> |IP Address: @ A2 ARP R IPv4 fizdlt -
> MAC Address : @ A8 ARP R MAC it -

HE"Apply "# 7 ERIZEE - 5L "Close" i E -

14.2 IPv6 EER T E(IPv6 Management and Interfaces)
AENBMARTE 1P A ELUEBBARSEHIAE - SIRETIE IPvA R IPV6 - STLIRRERED
E—TEMHHER - EEILFBREBEL IPvA 5 IPV6 - TSR BOOTP 5 DHCP S
JEEL PV 14 - IPVG fir3 REEF BN -

T

I

IPv6 2 - a2 EAREEFHEA IPve it

14.2.1 IPv6 7T EI(IPv6 Interface)

FHREEIEE0LIERE "IPv6 Interface Table” EH - Wk E"add" ~ "Edit"f1"Delete"THEE#ETT

=1 -
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Lpiify wour Wir

IP Configuration + IPv6 Management and Routing + IPv6 Interface
Status

Network
Port
POE Setting [
VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

€ | «

IPv6 Unicast Routing | Enable

Apply ” Cancel l

€| €|« |«

IPv6 Interface Table

| DHCPVE Client

¥
¥
¥
¥
¥

B | Interface Information | Minimum Information | Auto Configuration | DAD Attempts

Stateless

— IP Configuration Refresh Time Refresh Time

@ IPv4 Management and Routing [ WLANA1 Disabled 86400 600 Enabled 1
4 IPv6 Management and Routing [

Add ] [ Edit ] I Delete ]
IPvE Addresses

IPv6 Unicast Routing : EAEEIEE0ILIEE "Enable” 5% IPv6 EIEEHINAE -

HE"Apply "EFERIZE - B “Cancel” HUEZE -

EIEEEY IPv6 T EIBIBAY IPv6 NMEERE -
Rifgez &% VLAN NMEEFHEEF] Loopback /T EEHE -

# “VIAN "EZE ’Interface”

Add IPvE Interface

—ecccocsag)

i ® VLAN !

Interface ?..:..... S |
e Lnopback i

=
|
|
|
|
|
|
fesssssssssssssssssssssssssssnennnnnannsnghannnnnnnnn sEmssssssssssEssEsEsEsssssssssssssssssssssssssssssd
i
k
|
|
|
|

Auto Configuration | Enable E

D T T T T |

DAD Attempts | [0 |

DHCPv6 Client

Stateless | | Enable

...........------------------...........+......... sEEssssssssssEEssEEEEESEsEEsEEEEEssEsEEsEEEE

Information Refresh Time | |38400 |

...........------------------............|..........................................................

Minimum Information Refresh Time | |00 |
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> Auto Configuration : IPv6 it B &I EE B E B4 ENAREEMEIZMNE IPv6 /TH L&A
TE B IPv6 At -

> DAD Attempts : 2E %7 THE R BRI TEEAURR (Duplicate Address Detect,
DAD) S Z2E XA HRE KN RE - IEFE<H no XA ERRERESTERE -

DHCP6 Client :

> Stateless : IPv6 FAR AL B #1538 F (StateLess Address Auto Configuration,SLAAC)IHEE -

> Information Refresh Time : &E&EARBE DHCPv6 /51 BL 44 & P ik BIER E 32 B0 Rl A S -
¥R % 86400s -

»  Minimum Information Refresh Time : ¥85&7% 600s °

HE"Apply "#FERIZEE - 5L "Close" i E -

# “Loopback “LE&E “Interface” :

Add IPv6 Interface

Loopback : &30l loopback fiIitmE B 5% IPv6 € -
loopback it A EHECAA EISSERTHE -

HE"Apply "#FERIZEE - B "Close" i E -
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14.2.2 |IPv6 {iIit(IPv6 Addresses)

FHESHEETLERE "IPv6 Address Table” BEH @ W& E "add"H]"Delete"INEEETE R -
IP Configuration + IPv6 Management and Routing » IPv6 Addresses

IPv6 Address Table
Interface

Q |
W | 1Pv6 Address Type | IPv6 Address | IPV6 Prefix Length | DAD Status |
Link Local feB80::8e4d eafffe30:dd53 64 Active
Multicast ff02::1:ff30:dd53
Multicast ff02::1
Multicast ff01::1
— IP Configuration
Add l [ Delete

2 IPv4 Management and Routing
# |PvB Management and Routing
IPv6 Interface

IPv6 Address Table

> Interface: EREEEEJLUEN EEEEZMARER "IPv6 NEHEE" BEMN VLAN « %
HEMER IPv6 MTHEELR -

R i

IPv6 Address Type IPvOfzIEEEZLYN © Multicast(Z1&) ~ Anycast(fE&)skUnicast(E#E)
IPv6 Address H RO A IPve izt

IPv6 Prefix Length RERMANBRNIBERE

FERIPVOAIHUERIARES - TILIZ N FARES ¢
o Tent: HRN "EEMUIFA" (DAD)IREE - BEEHWF A AR
DAD status EfEF
* Active : IPv6iLiE BN E R FBRIAK B8
* Preferred : E&EIPvOIil Z2ME— - BYARERM AR
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EIE(F A IPv6 &2 T0AY IPv6 fiHE$RE -
R 1E Global(Z ) FEELA Link Local (BEEE A )38 -

£ “Global” &8EL ‘IPv6 Address Type” :

Add IPvE Interface

IPv6 Address Type =S Link Local

IPv6 Address IfeSG::Sedd:eaﬁ:fem:dd55

i Prefix Length | |32

EUI64 | Enable |

[ Apply ] [ Close l

» IPv6 Address Type:
® Global: & IPv6 =1 EENL - FITTEEM IPv6 It - EIEFEISAIARAMN EMAILINIT - 8
ER—EERAT - URTEUE - HEMERRAIU R AN EEN T -
® Link Local: &7 IPv6 SERSZAHhIL - I3 BUAREEE W /AT FESO £ FEBF 2 - W HE/E
N E R BERR E — B S B AN St U 1k (F5 R A M7 ALEAS B A 7T B 5 B0 A AR A S B A AT ) -
> IPv6 Address: @ ASEEER IPv6 fitlt - IPv6 B A AR EEE R : 2001 : 8E4D : EAFF : FEOL :
0000 : 0000 : 0000 : 0002 ~ FFFF: FFFF : FFFF : FFFE (YNE5%EY IPv6 IP - 55 B Z2RRY ISP &
&)
>  Prefix Length : 323223 IPv6 MIRVRIRRE -
> EUI-64: ZEIEDRIRA EUI-64 8= IP6v 32 7E - 1K 64 AI7chy EUI-64 TE ID AN E
& IPV6 il -

HE"Apply "#FERIEZE - B "Close" i E -
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= “Link Local” _L&RE “IPv6 Address Type” :

Add IPvE Interface

IEVEAGAIESSTIPES ) |\ Local
|Pv6 Address | [FE20-3E4D EAFF-FE053406 i

[ Apply ] [ Close ]

> IPv6 Addrress : ZNEAERAERR IPv6 1E Ao LR 1R AR S8 AT 225K BN 3 38 Bl 465 7 T8 1Y 2 34 38 %
sl - #lgn “FE8O::8E4D:EAFF:FE05:3406"

HZE"Apply "EFERIZE - B "Close" i E -

14.2.3 IPv6 #&H(IPv6 Routers)

fZolLAEA IP > Static Routes (Add)BEEfE AR PEAFFRIEA - IR Z & AR RAaE
BECRABENGERE SRERERASBEREBMESENZMESELE  RItRFBREVER
E IS FHE T i RASE VAR E

ZEH Z# 0 DUEER IPve B HFRAY Destination IP Prefix(B /Y IP BI4R) / Prefix Length(RIARE) /
Route Type(B&HI%55Y) / Next Hop Router IP Address( T~ —BkE&EH23 IP fiIit) / Metric (E€) /

Administrative Distance(Z32EE##) / Outgoing Interface(fEH T E)EEH -

EHEEEESTLETE "IPv6 Routing Table” BEE - ¥f"add" » "Edit"#1"Delete"IhAEETEIE -
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Configuration +» IPv6 Management and Routing + IPv6 Routes
Status

Network IPv6 Routing Table

Port

POE Setting

VLAN

MAC Address Table

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric |

0 results found.

Spanning Tree
ERPS | add || Edt || Deete |

Discovery
DHCP
Multicast
— IP Configuration

% |Pv4 Management and Routing
4 |PvB Management and Routing
IPvB Interface
IPv6 Addresses

IPv6 Meighbors

IPv6 Routing Table

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface

0 results found.

| aAdd || Edt || Delete |
i it
Destination IP Prefix B rOHtIPRTAR
Prefix Length RERMANBRNIBRERE

"% E Y PR RV I FR Y 19 E 4R AL
« Static(FF5&). BEHEF B EEN
Router Type
« ND (38352538 3R). I @ B ND#H & 337

« Connected(B &) . BEREBRFERENIPvOILL

Next Hop Router IP
Address

A% E RUFFRVES FBRY N —BEIPvo it

REN N —HESEE
Metric
IEEEE(EREAEIEIEE) - B 12 255 EE

Vil.1la @ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Administrative Distance CERERHNVEHEIEREH
Outgoing Interface FEERYE B E R R R E RIS IERR B R AR AR B8

Add IPv6 Static Route

____________________________________________________________________________________________________________

frmsemsermsnsss s - e e e e 4
| IPVE Prefix Length | | |

frmssmserssssssss s SITTCTTT T e r e e e e LR e e R L ELCEEEECEEEELEECEEREEEEEED 4
Next Hop Router IP Address | | |

frmssmsersenssssm s B eememeemeeeeEeaEsEEEEEEEESEsEEESESEESEsEEEEEsEsEEsEssEsEEsEsEssEsmE=es 4
et |

............................................................................................................

> IPv6 Prefix : £ IPv6 BRI AL IEE B AV IPv6 AR AIAR -

>  IPv6 Prefix Length : 7 IPv6 RIS EREHNAI, TEEEHMM IPv6 FIREE -

> Next Hop Router IP Address : £ ~—Bk IPv6 it 0 15 E R A28 3 2 BRI ERE LW
N—{EmE ARz (NRA) ST ERNE L RS P Azt -

>  Metric: FERTEZRNEHEONERARBEE) -

HE"Apply "#FERIZE - B "Close" i E -

14.2.4 IPv6 #fiaE2 & (IPv6 Neighbors)

FAEEEEYLERE "IPv6 Neighbor Table” B - #E"add" « "Edit"f]"Delete"IIEE#TE
8 o
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Arpiify your Wire

IP Configuration + IPv6 Management and Routing + IPv6 Neighbors

¥ Status
¥ Network e
¥ Port |
% POE Setting i
¥ VLAN

¥ MAC Address Table [

Clear Neighbor Table

______

Apply ” Cancel ]

¥ Spanning Tree

¥ ERPS
v Discovery IPv6 Neighbor Table
% DHCP

Multicast Q |
W | Interface | IPv6 Address | MAC Address | Status | Router |

0 results found.

IP Configuration |

%  |Pv4 Management and Routing
4 |Pv6 Management and Routing
IPv6 Interface [ Add l [ Edit l [ Delete l
IPvE Addresses
IPv6 Routes

————————————— T e e T e e e e e S C S S S S S S S S S S S SSSSSSS SSSSSCCCEEeCCeEEeee

O Dynamic
) Static

e —— ___ Booooooosoososssssssssssssseeer s cccccccccccoonooosooooT TS E TS S ccccoaaod)

[ Apply l [ Cancel

IPv6 Neighbor Table

Interface IPv6 Address MAC Address | Status | Router |
[] WVLAMNA1 fedl:-8edd caaafels 3408 Boddeafe:05be Static N/A

[ VLANA1 fe80::8edd eaffee0%: 3589 Bcoddeafeccee Static  N/A
[]  WLANA1 fedl:8edd eaff-fa05:3406 gc:dd.eafe:05:06 Static NIA

Add || Edt || Delete

Clear Neighbor Table

FREEESLUEEAREEE - 8 "Al(ZH)" - "Dynamic(B88)" - "Static(FFRR)" =X
"N/A(RER)" DUIREREZER S5 "IPv6 Neighbor Table" -
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Use the "Search” menu to consult the list

ERESEENEUR "BRT" B17ES - 4l - '8c - RAEME "¥F" BEF - MIRZMIULFHE -

=]
RIBERRZBE

I i

ERRBITPERNERENTE
Interface
I 2R B2 7 IPveilt - 3¢ o] I B ZE#I A EIIPve T EIDAR S

IPv6 Address BT ER ST ERYIPVOIilt

MAC Address ZBA R EIPVOAIILLAIIPVET T EIRIMACAI I 3 #8347 28 s FOMACAT HE
M EETABERIRER - IPVveROR B R IREF T AR "Dynamic"sy
"Static"

Status

Router MR E RS R AR R

Add Neighbor

Apply ] [ Close ]

> Interface: E#ZEA VLAN ID :27ERI IPv6 /T HIZER -
> |IP Addrress: {80 EB% /T EFZERHB IR AR IPv6 AT -
> MAC Addrerss : {5 0]3E 8% EZZENHTRER MAC il -

HE"Apply "EFERIZE - B "Close" i E
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15. Security
151 EinfERERARERTS(RADIUS)

S 2R 18 o] DUE 17 = I 5 BB 2 88 A B8 58 AR 7% (RADIUS, Remote Authentication Dial In User Service)fa
fRes - REMAERBRHEEDS I 802.1X FHEMR MAC WA S - It E RADIUS &
Bl - £H RADIUS ARz 2RI HEP LM - FEMUKRERES DR -

EREEEE LI RADIUS EIARE R ERREAIRS - I7E RADIUS EE&E RADIUS &Rz DUK
HEZH -

Security + RADIUS
Status

Network

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree

ERPS

Discovery

DHCP

Multicast RADIUS Table

IP Configuration

Use Default Parameter

L
L
L
L
L
L
L
L
L
L
L
L

Showing entries Showing 1 to 1 of 1 entries Q I:

‘ ] | Server Address | Server Port | Priority | Retry | Timeout | Usage |

TACACS+
o AAA
= Management Access [
@ Authentication Manager

] 192.168.2.99 1812 1 3 3 Al

First | | Previous
add || Edst || Delete |

> Use Default Parameters :

® Retry: SREFAREMRE - MATERBBEMIE 2RI - ol[@ RADIUS EIARER 3 XME XA K
RE - FERER3 -

® Timeout: RTEFERBIFE - WARMBESZAEHNYIRE N —ERRSE 28] - 5
RADIUS fElfRz:BENMEL - FRR1ES 3 -

® Key String: :REERMN RADIUS BigF & - ZRBF AR RADIUS EIkz: 2
738 MD5 T2 2B - ZBi| /AR RADIUS EfiRss LR EN R B — - IR LENE
MERFE (REEMEER ) SUBARXEANERFS -
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BB Apply BB ELT -

kv it
Server Address RADIUSE AR =3 ik
Server Port RADIUSfE AR 23 81518
RADIUSEI AR B SRRl (B VB ERAIFS) - RADIUSEFE 1§ E 5 B2
Priority ERRS BRIV ERSEIIER - NRKN  BREHERE F—

88 & B ST ERVE iR ER
RADIUSTE k=2 Bl (B - IREBZEMBF XM - CRHEEER - BRIE

Retry

Al REUBIRLE
Timeout RADIUSEfR 23 1B 1E - EE TR~ —{EEkas 2B FSRADIUS
fal R 2= (Ol RV D E]
RADIUSE) Ak &3 f& FA R 5
* Login: ARExERE
Usage

e 802.1x: FMR802.1x5 17 5%
o All: HRFhE5RE
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Add RADIUS Server

i | @ Hostname '
i Address Type | () IPvd :
i i (O IPvG 5

Server Address | [192.168.2.99 |

ServerPort | [1512 |

Priority | [1 | -

i | Use Default ;
i Key String i-,- z=zzzzzzzzzzzzzzozzoszzozzzozzzozzoszzsszosszosszoszsssoosoossssossossssssoooososzzsszzzzzzozd

I Use Default

|
" g 1
i 1
i
e

l Use Default
: Ti i: zz=zzzzzzzzzzszzzzszszzzzssrzzsszzsoszzsrzsssszsssszssssssszssssssssssssssssszsssszzzzszzzoszd

| ' () Login d

Usage | () 202.1X .
i@ Al |

Apply ] [ Close ]

> Address Type: TJ#3Z [Pv4/IPv6 ST - £ "Add" HEEED - FHREREREARSEN
JoibEEEY
® Hostname: FRAFAEZEEREMREMLL -
e |Pv4: F/ IPv4 ERRRIMIL -
® |Pv6: E/ IPv6 EREREIMIL -

> Server Address : B8 A RADIUS EARE:HY IP (IS F#EZTE - £ "Add” HEED  FHESE
ZIRBAITHHIER ) A FARZR AL - 7 "Edit” HWEEAED - BRBEAIREGRSMIL -

>  Server Port: % RADIUS fElfRzRAVIESEHE -

> Priority : FREEEE0 DI AGRSWESLRR - BERNRAERREE BB EAREURE
FERESONIER - RIRFETRELEAFIESNERRRE - 0 RasEER - 2E RADIUS
Bl R B AR B (EH/NELEMS) RADIUS R ERMLEARSEBARAINARBREEIL-
MREHM - BRERERI N —EESELENEMR:S -

> Key String : FE&EEEE0ILUERE User Defined B ANNB R P RBFZREN - BRERE
#2340 RADIUS AR 2B RAET S MEREMNE - L2\ ESE RADIUS GRS LR ENE
WA - MRFEAESEEEIZE Use Default CETEEE) KERERBIMTS -

> Retry: 12 User Defined DI ATER B EIE 2 AT - aJ[@ RADIUS EIARSE MR RE -
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5y #E1Z Use Default DUERATERRE -
> Timeout: #1E User Defined MBI AR 2z E Bl B URE T — (BRI 281 - &
RADIUS fElfRz: BERMEL - i3EHEE Use Default DUEATERE -
> Usage: #1Z RADIUS ARz 555 HE -
® Login:RADIUS fAfkzss AR BB EESBTRRBNFEAEETENRE -
® 802.1X:RADIUS fElARzg A 802.1X shREEHIPRIFRE -
e All:RADIUS ARz IR BB E SRR MmN EREETEMERE - WAR 802.1X shfE#E
P S0 EERE -

HE"Apply "EFERIZE - B "Close" i E

15.2 #RImsnEEslsEnEEsl 24 MN(TACACS+)

EREESEE LA E TACACS + R EHE TACACS+HEA MR BAMPRIFIERBIRHE M EREMEE -

ICEE AR EREHIE - REMER TACACS+ER=RERE - LUAIEN TACACS+ERRAITERSE -
Security + TACACS+

» Status
Rabiohack Use Default Parameter
% Port e N
¥ POE Setting T'“"““t |5 I
¥ VLAN i Keysmnu | |
» MAC Address Table — -
% Spanning Tree Apply
» ERPS
» Discovery

+
« DHOP TACACS+ Table
¥ Mutlicast Showing| Al w | entries Showing 1 to 1 of 1 entries Q[
% IP Configuration

‘ [ | Server Address | Server Port | Priority | Timeout

RADIUS [ 192.168.2.101 49 2 5

First | | Previou
e | adde || Est || Deee |

= Management Access
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USER MANUAL

>  Use Default Parameters :
® Timeout: ¥ AZIIRZREL TACACS + A AR zs ~ IRV E BT R A B S B (LI S EE) - 1NSR
BAERE—ARSFWMAE  RIEZMUPiE  BERERS -
® Key String: BIANZSANEANTERB BT S - ARERRA TACACS+ @RS @5 -

BB Apply "B TLE -

kv it
Server Address TACACS+1alAR=s izt
Server Port TACACS+1a) R 23 & %18
TACACS+fElfRgs BIc AR Bl (B8 MBI AR S) TACACS+ E5E 15
Priority EREBEAEESBERAINERIZEIIERE - IREKH - BRES

EER N —EESETERNERE

TACACS +falfR=3iBI51E - MREFDMRKRN - ©RET - B2
R R B4 R

Timeout

V1.1a
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Add TACACS+ Server

e

Address Type | i
; -:j:j:- IF"u'Ei

Server Address

Server Port

Apply ||

! () Hostname |

@ IPv4

h9216321D1 | |

I49 |

|

ey
g5 =SSIIIIIIIIsIIIIzsaIissssIIIISSIIIIISSSIISSSISIIISSIIIIIISIIIISIIIIIIzsssszzsszzzzzzzzazd
. !
. !
. .
. .
e oo oiiiiiss——ssss———ssss——ssssissssssssssssssmsssssisscssssssssscd

Use Default

Use Default

Address Type : TJ#4Z |Pv4/IPv6 12T - £ "Add" HEEET -

TOHEERAY

EHEREREBRSEM

® Hostname: R4S BB EAGARISAIIL -
® |Pv4: &M IPv4 fEEEIARESAIL -
® |Pv6: M IPv6 fEAEIARRSMILL -

Server Address: 7£ "Add" HFEIET  FHERE
BN B RIAREEREIAR S AL -

€ TACACS +1al ARz E AR -
Priority : FFAZERE 0 A GRS ETHR A
ERESDNIER - KiREE T BERAE
B R =R BT AR R (Bl VBEENS) -
17 - RKH - BREREERT—
FHREEEEYLUEEFRETE
TACACS +fal iR 3 2 IRV 385
MREAEEEEEE Use Default(EHE
TACACS+fElfR=zs B8 - MR EREMRER - B

HERIED -

Server Port:

Key String :

HEF -
Timeout :

R o

o

ax A&

RIBAITH AR I A R AR SR AL - & "Edit”

BB R E AR E R MR AR RS
BBSEARR - 3RE TACACS+
BEERRINERSSEER

SHEMRERRE -0 B
TACACS+EZREM BB A R

EESETERNERES -

ENEANE AR IRFEEI - ARERIREFN

AETTE I EREAINE - IEZ IR RE TACACS+ A MREE LR ENE IH

EE) R ERERBRTS -

EEEN  BRBRFBE

V1.1a
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BB Apply "R AHEE . 5 Close"BERE -

1

€ € € € € € € € € € € €

53 AAA

15.3.1 7FiE5IZR(Method List)

TREEESLRE AAA L2 8HE BB 4 BHE A% BEF AT 6 BRI DEE—IE .
Hp 8 & Empty / None /Local/ Enable/ RADIUS/TACACS+ -

IEBEE AR ERENE - miEsMIFRE RS SIRRE( "default” FIRFEEMER) - ASFULTH
PIRGBBINRPU T EZHEREREBETENES - MRFE—EHERY - BREAERT—E
B ERBE R EEE - B0 RADIUS 1 TACACS+750% - KRR EZFRIAREI LR - ¥4 Local
70k REERIRERMER EPRARZERE -

Security + AAA -+ Method List

Status

Metwork Method List Table

Port

POE Sefting Showing entries Showing 110 1of Tentries (O I:
v
MAC Address Table ‘ ] default (1) Local

Spanning Tree
ERPS
Discovery
DHCP
Multicast

First | | Previous | SIS | MNex
| A || Edit || Delete |

IP Configuration

RADIUS
TACACS+
& AAA

Login Authentication
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard

3 @ @ @

V1.1a
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R i
Name BRREYREME - RBEEREMIBAIRAEAEEE

B RERE 77 ARVIB ST AR A

* None: HfIEN MR BRE
Local : SERZAMIIRPEREETSDERE
TACACS+ : ERIERETACACS+EfRZETE MR E
RADIUS : £RERZRADIUSEIRESETE HFE
Enable : ERAt YRR IEET S 0 5RE

Sequence

Edit Method List

RADIUS :
TACACS+ ;

Local
Enable

RADIUS ;
TACACS* ;

RADIUS ;
! () TACACS+ ;

[ Apply H Close ]

> Name: BREREIIREH - Z2EEEAAMBEIIRZEAEEE
> Method 1/2/3/4 : BEEEHRBETAVETHA -

None : HT1ER ML B SRR -

Local : FERAMIRFEREETSMERE -

TACACS+ £ FiE7%E TACACS+ ARz ETTEMF0GE -

RADIUS : R332 RADIUS Bz ETE0E -

Enable : ERAMEYRREETH MRS -
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HZE"Apply "EFERIZE - B "Close" i E -

15.3.2 E#E&3:E (Login Authentication)

E@REEEEE"AAMDMethod List' BII TR 2 BA%  BAEBEE T LIERK EEEDEE
FRZ2 B4 -

Security + AAA + Login Authentication

» Status
Network B —————— T
2 Penu | Console | (1) Local ;
¥ PO Lozszcsoozoos =sz=sz=zszzzzzszzsssososzzszssossosssszsszssosszszszzszssoszsszsszssoszzzzozzsd
% POE Setting E (1) TACACS+
: i {2) TACACS+
% VLAN i Telnet“ -_test ~ (3) RADIUS
¥ Spanning Tree ; (1) Local
v ERPS | T i Tadaces T
+ Discovery i , {2) TACACS+
s DHCP i Hrrp: (3) RADIUS
i {4) TACACS+
% Multicast =zz=z===s=szzssss==s=szsszssssssszsssssssssssszsszsssssssssszsszssssssszsszz=d
+ IP Configuration B, (Cckutv] (local
RADILS | sopy |
TACACS+
& AAA
Method List
i i 3t
Console IEEEH e E SRR EIERAS
Telnet IEETelnetlE R EIIRAS
SSH IEESSHIN B B IIFRAS
HTTPS IEEHTTPSHE #REIFRAS

BB Apply B ELT -
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154 EIEFHE(Management Access)

15.4.1 EER#F(Management Service)

EREEEE T LUERERA Telnet / SSH/HTTP / HTTPS / SNMP A BB ENE #:ARTS - W& E
F B IREIAMB G HERE XA RECRE -

Security + Management Access + Management Service
Status

Network

Port

POE Setting
VLAN
MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP
Multicast

« &« &« &« &« € € « &« |« « «

IP Configuration

RADIUS
TACACS+

2 AAA

& Management Access

IManagement ACL
Management ACE
= Authentication Manager
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
s ACL
¢ QoS

| e a @

¥ Diagnostics
¥ Management

> Management Service : EIERENEIRAREE -

Telnet: &8 telnet ARFEEHR CLI -

SSH : %38 SSH AR5 CLI -

HTTP: %:8 HTTP BR# 50~ WEBUI -

HTTPS : %38 HTTPS BR# 5[ WEBUI -

SNMP : &% SNMP FRIFEIERIRES -

> Session Timeout: REFAEMBERAENENERABRDESR - 0 DERRKAEE - BifE
HEEE  ERENREANRESEER  RRARREB8EE  HAEEEEFEENEHR -
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Console : &REEHIEEE#BF 0~65535 & -

Telnet : &€ Telnet E&A i8R 0~65535 7#E -

SSH : 5% SSH & &85 0~65535 7i& -

HTTP: 52 HTTP E&&#8MF 0~65535 & -

HTTPS : & 7& HTTPS &5 #8/5 0~65535 i -

Password Retry Count : Ei{REZE CLI BHEI AT ERE - M AERBITEBEILREE - CLI
FIEFREEERE  URBRERREEIRTEE  EREESRKBEL  FREESEEREEN
FTREHEHR -

® Console: REZHESBHEEHKRE 0~120 K -

® Telnet: :7E Telnet ZFEFH RE 0~120 K -

® SSH: 57 SSH ZWEFRE 0~120 K -

Silent Time : IIBEHECE "Password Retry Count"Ihgs - MRS #EFERARYENEREE - AIER
EHEREEASREIENTRERER BEIRERFEER - BAERBBBERBEARYE
CLI BB AR BB R4S -

® Console: REZEHISFFFIEE 0~65535 7iE

® Telnet: &7 Telnet FFRARGME 0~65535 & -

® SSH: %7 SSH FF AR5 0~65535 77 -

15.4.2 EEshEEHIZFR(Management ACL)

FREEEE T AIZRIIEHIZR (Access Control List - ACL)MZz8 &R BIAVRY e -
MRERESEERE" "Active" - BIZFER"Management ACE"#R 8! - ACL ST DI E WL E R 71
e R EER IR TN E A BLRTS -
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L[y your Wirek

Security + Management Access + Management ACL

Status
Metwork Py —
Por o ——
POE Setting
VLAN Apply
MAC Address Table
Spanning Tree Management ACL Table
ERPS
Discovery Showing entries Showing 1to 1 of 1 entries Q I:
Lt B | ACLName | State | Rule |
Mulicast | | ACLtest  Deactive O
IP Configuration First | | Previous | &
[ Active l [ Deactive l [ Delete ]
RADIUS
TACACS+
2 AAA

& Management Access
Management Service

Management ACE
= Authentication Manager
Port Security
Protected Port
Storm Control
2 DoS
= Dynamic ARP Inspection
2 DHCP Snooping
= |P Source Guard

> ACL Name: @A MAC ACL &7§ -

BB Apply LB TLT -

1R et

ACL Name BREIEACLEME

State BREEBACLEERA

Rule BRACLAEIBACER A 4RSE

Ea-—1/

FE"Active” - "Deactive"R]"Delete "# I 7/ 1TEHE -
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15.4.3 EEFHEESIEE(Management ACE)

IEEIE ACE EEAREIRZ ACL RERERE - FRESEETLIEZECAZEN ACL REREKBRER
ZHRAI - MR E ACE REEFER Telnet E—#RAI - FERE - ZRAFERAR ACL REE -

EREEES 0 LUE A"management ACL"BE L EAEE "Active" 2REVFFR RN - BUARRAIE - IEEIE
HEBEEERE - ReEEA Telnet BEETERE - R/E "add” - “Edit” 1 "Delete” INEEETT

e -

Security + Management Access + Management ACE
Status

Multicast

L3

% Network Management ACE Table

——

Rabli Showing[ All v | entries SITUDITINT o [
¢ MAC Address Table

« Spanning Tree ‘ W | Priority | Action | Service | Address / Mask

¥ ERPS (] 1 Deny Samp  GE2-GE3 192168277 /2552552550

¢ Discovery First [ | Previous | SN | Me:
¢ DHCP | add || Edt || Delete |

L

L3

IP Configuration

RADIUS
TACACS+
= AAA
& Management Access
Management Service
Management ACL

> ACLName: ZBEZEHIZ ACE AJ ACL &5 -

i et

Priority FARACEBITAREE R
Action FARACERTE
Service BRACERR#

Port BERACEERIRSIZ

Address / Mask ZANACERISRIPAIIE AR S
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Add Managemet ACE

" AcLName| testt

oronty I, _.....................=============================:::::::::::========================15
===========----EE ,:-=':=:,==;j|======::::::::::::::::::::::::::========================::::::::::::=======================1i

i () Hitp

' () Hitps

| @ Snmp

' () SSH .
Telnet i

Permit i
| @ Deny

-

Available Port Selected Port

GET GE3
GE4 GE2
GES
GES
GE7
GES
| |GE9
i |GE10 -

Port

L) Al '
IP Version | ® I1Pvd !
L () IPvE

IPv4 192 168.2.77 | /[255.255.255 0 | -

IPV6 | / (1-128) |

boccccccccccccccccccrmcr—cmm—o oo oo oooOCOCCCCcocco ot corm e e e

! e e
i i

[ Apply ][ Close ]

ACL Name : BARZZERIE ACE B9 ACL 275 -

> Priority: BREUWRANETRA - 18E ACE WEBSEAR - IERESH ACE BEEE(1 ZEREES
&R - FEAR "Add” HEEE -

> Service: BERANRIEERE -

All . FRBERRTS -

HTTP: £ HTTP AR#% -

HTTPs: 12 HTTPS AR -

SNMP : £ SNMP AR7% -

SSH : 12 SSH AR#% -

Telnet : & Telnet ARF% -

> Action: #31F ACE VLECH BIBRIIRTE -
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Lmnpdify your

® Permit: BEES ACE 1ZEMIIE -
® Deny: EE/S ACE ZENITE -
> Port: EZZVLEAERR -
> IP Version : EZFHRR IP A1t E7Y -
o All: FiA& IP UHtt9alEpm -
® |Pv4: 157 IPv4 i O]ERR -
® |Pv6: 157E IPv4 ik O]EHR -
> IPv4: B AZULECRIZRR IPvA IHENES -
> IPv6: BIAZULECRIZRIR IPv6 IHENIES -

HZE"Apply "EFERIZE - B "Close" i E -

15.5 B{»REEE2E(Authentication Manager)

15.5.1 [Et4(Property)

IWEEAHEREEEERESNRE D HREMN —LEREEANRE -

Security » Authentication Manager + Property

! 802.1x
POE Setting Authentication Type | MAC-Based
VLAN f WEB-Based
MAC Address Table | [] Enable
Spanning Tree ElEELL
ERPS
; MAC-Based User ID Format
Discovery
DHCP
Multicast Anul
IP Configuration
Port Mode Table
RADIUS
TACACS+
- | Authentication T
- entication Type )
@ Management Access Entry | Port Host Mode Order | Method | GuestVLAN | VLAN Assign Mode
& Authentication Manager | 802.1x | MAC-Based | WEB-Based
Port Setfing O 2 GE2 Dissbled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
ARSI T | 3 GEI Dissbled  Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
WEB-Based Local Account =
Sessions O 4 GE4 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
Port Security ] 5 GE5 Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
Protected Port O 6 GE6 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
gto;m T n 7 GE7 Disabled Disabled Dissbled  Multiple Authenticaion  802.1x RADIUS  Disabled Static
= Do - ) ; ) ) ) ; ;
= Dynamic ARP Inspection J & GEB Disabled Disabled Disahled Multiple Authentication 802 1x  RADIUS Disabled Static
= DHCP Snooping m 9 GEJ Disabled Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
@ IP Source Guard O 10 GE10 Disabled Disabled Disabled Multiple Authentication  802.1x  RADIUS Disabled Static
ACL ] 11 GE11 Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
] O 12 GE12 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
Diagnostics
Manossment O 14 GE14 Dissbled  Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
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>  Authentication Type : 3EEREEDRA/FRUTBMHRERE
® 802.1x: {#H IEEE 802.1x #ETEMERRE -
® MAC-Based: A MAC it #ETSMERE -
® \WEB-Based: IRIREMAE - HEMAEETRE -

> Guest VLAN : REEEEDA/FRAE VLAN - IREAHE VLAN - AIEZEEE—@ET

FB89 VLAN ID 1E&EEE VID -
> MAC-Based User ID Format : #E1ZE R mac B S RADIUS FHAZE &TE/245 ID 15
= -

XXXXXXXXXXXX

XXXXXXXXXXXX

XX XX XX XX XX XX

XX XX T XX D XX D XX XX

XX-XX-XX-XX-XX-XX

XX=XX-XX-XX-XX-XX

XX XX XX XX XX XX

XX XX XX XX XX XX

XXXX o XXXX - XXXX

XXXX T XXXX & XXXX

XXXX-XXXX-XXXX

XXXX-XXXX-XXXX

XXXXXXXXXXXX

XXXX . XXXX XXXX

XXXXXX - XXXXXX

XXXXXX & XXXXXX

XXXXXX-XXXXX

XXXXXX=XXXXXX

BB Apply BB LT -
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Lmnpdify your

Port Mode Table

Authentication Type

B | Entry | Port | Host Mode ‘ Method Guest VLAN | VLAN Assign Mode
| 802.1x | MAC-Based | WEB Based
] 1 GE1 Enabled Enabled Enabled Multiple Authentication 802 1x , WEB-Based RADIUS | Local Enabled Dizable
O 2 GE2 Enabled Enabled Enabled Multiple Authentication  802.1x , WEB-Based RADIUS | Local Enabled Dizable
] 3 GE3 Enabled Enahbled Enabled Multiple Authentication  802.1x , WEB-Based RADIUS | Local Enabled Disable
O 4 GE4 Enabled Enabled Enabled Multiple Authentication 802 1x , WEB-Based RADIUS | Local Enabled Dizable
[] 5 GE5 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
O 6 GEB Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
[] 7 GE7 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
O & GES8 Disabled Disabled Disahbled Multiple Authentication  802.1x RADIUS Disabled Static
[] 9 GE9 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static

=

R et
Port BEFIBEEHE
o 802.1X0:E AR RR
Authentication Type
* Enabled : 802.1XERA
(802.1X)

e Disabled: 802.1X2%

ERMACBE 1 e g FA TR BE
e Enabled: ERMACE R ERE A
e Disabled :EXMACEHMEZEEZH

Authentication Type
(MAC-Based)

ERAE SRR RIS

* Enabled : ERBEESHRE /A

* Disabled : ERNHES N BED

BisE EHART

* Multiple Authentication : EEEEX T - BEZEFIKEHE
ZEEBESMNEERED

* Multiple Hosts : £EREEN T RE—REFIHEZETS
iesE - it PIRiESERNREER - EIETN N E
B FIWeb&E

. Single Host: fEiE@EEI T - A—aEHETRE - B

ZESMREEIAER  FAFRERER]

Authentication Type
(WEB-Based)

Host Mode
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XEUTIRBLIEFAS - RS MERERLEEERE —1EEE
R BERREURRI SRR R - ST REE T~ —(Ema
* 802.1x
* MAC-Based
* WEB-Based
Order * 802.1x MAC-Based
* 802.1x WEB-Based
* MAC-Based 802.1x
* WEB-Based 802.1x
* 802.1x MAC-Based WEB-Based
* 802.1x WEB-Based MAC-Based

ZEMUTREBREEFAS - BLEGSIEBRARERMACHE DR
AEAMERWEBHWEERE - 802.1xEXERADIUSH A

* Local: ERDUTHZA M E K BT RS

* Radius: #EAEIGRADIUSEREREITE M RE

Method

BB EVLANRL AR BE
Enabled : BH#IBEFEVLANE A
Disabled : EZIEMNEHEVLANEEH

Local Radius

Guest VLAN

RadiusLocal

SEMTFVIANDEET - EERRARADIUSEE A
* Disable: RESVLANE#EAER - REETHREBVLAN
* Reject: MREVSVLANEENR - AIEEER - BURLE
VLAN#E R - BIFEBZER - EMSREENER
* Static: YIREVSVLANZENR  AEZEER - RZEVLAN
EEMI - RIRE T HIRIBAOVLAN

VLAN Assign Mode
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Edit Port Mode

i Port | GE1 GE13 |
i ' . 802 1x ;
| o-- = s===sssss=ss=s==sss==s======s======s=ssss=sssssssssssssssssss=ssz=z=z======d
| Authentication Type ! MAC—EIased ;
i WEB Based :
i Multlpleﬂumenhcahon
| Host Mode Multiple Hosts :
i Single Host i
i i\ Available Type Sealect Type

| [MAC Based 802.1x

i Order | WEB-Eased

i il Available Method Select Method

| [Local RADIUS

i Guest VLAN

| () Disable

| VLAN Assign Mode © Reject '
i || (@ Static i

| apoy || close |
> Port: BE/REZNERHRRT -
> Authentication Type : FEEEERRA/ZRAREEL -
® 802.1x: £ IEEE 802.1x EITE D &S -
® MAC-Based: A MAC firiBET S0 55 -
® WEB-Based: IR AE - HEAZETREE -
> Host Mode : ZE#ZigEFHiE -
® Multiple Authentication: EEBEREN T - BEEFhHHEEZEEEEASMHRES
2
® Multiple Hosts: £ER@REN T RE—EEFHBZRETESMERE - HitAPIKE
SHEEAEAREER - LRI AR Web 525E -
® Single Host: HEEREEIN T Rt —aTHETRE CHRISES MR EINER -
BEATHHERESL -
> Order: XEUTIRERIEFAES - AESDREEHEERE—TEHE - MREABAIR
RIS R AR - TR EE T —(EHE -
® 802.1x
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MAC-Based
WEB-Based
802.1x MAC-Based
802.1x WEB-Based
MAC-Based 802.1x
WEB-Based 802.1x
802.1x MAC-Based WEB-Based

® 802.1x WEB-Based MAC-Based
> Method : XL TREFEIEFRAS - BLEMSEBARER MAC WE M EREBENER WEB

KIS - 802.1x &% #& RADIUS 777% -

® Local: A DUT WA E R EETTE °

® Radius: FMA%EIR RADIUS EAREETEDERE -
> Guest VLAN : BLEEEEREHE/ZHEE VLAN -
> VLAN Assign Mode : >z VLAN 2 &S - EE5RIRES RADIUS FEHA -

® Disable: 7&lE VLAN 1Z#4&ER - (RE EHIRI VLAN -

® Reject: MNRHEVE VLAN 22 - AIEEFEMH - BHRZA VLAN Z2#EAE - AliE

BzEW  CERBSREENTH -

® Static: MRHES VLAN F#H 2 - BIEEER - REA VLAN #ER R - BIREBR

889 VLAN -

HZE"Apply "HEFERIZE - B "Close" i E -

15.5.2 EEIREFRTE (Port Setting)

EREEEEJNUHREEERERRRCE  WEASHEHEEEEHTEE R ERRRE -
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Arpiify your Wire

Security + Authentication Manager + Port Setting

Status
Network Port Setting Table
Port
POE Setting
VLAN L | Common Timer |
MAC Address Table Entry | Port | Port Control | Reauthentication | Max Hosts | o | C—— | Quist |
Spanning Tree —
ERPS [ 1 GE1 Auto Enabled 256 3600 80 &0
Di O 2 GE2 Auto Enabled 258 3600 60 &0
iscovery —
DHCP [ 3 GE3 Auto Enabled 256 3600 &0 &0
Multicast O 4 GE4  Disabled Dizabled 256 3600 80 &0
IP Configuration L] 5 GE5 Dizabled Dizabled 256 3600 60 60
O 5 GES8 Disabled Dizabled 256 3600 &0 &0
RADIUS [] 7 GE7  Disabled Dizabled 256 3600 80 60
TACACS+ [l 8 GES8 Disabled Dizabled 256 3800 60 &0
2 AAA ] 9 GE9 Disabled Disabled 256 3500 80 &0
= Management Access
& Authentication Manager - : .
Property [ 11 GE11 Disabled Dizabled 256 3800 60 &0
O 12 GE12 Disabled Disabled 258 3800 60 a0
Port Setting Table

Entry | Port | Port Control | Reauthentication | Max Host | Common Timer \ 802.1x Parameters | Web-Based Parameters
n 01 'ort Control eauthen on | Max Hosts
u | Reauthentication | Inactive ‘ Quiet ‘ TX Period | Supplicant Timeout | Server Timeout | Max Request | Max Login
] 1 GE1 Auto Enabled 256 3600 60 60 30 30 30 2 EY
O 2 GE2 Auto Enabled 256 3600 60 60 30 30 30 2 3
] 3 GE3 Auto Enabled 256 3600 60 60 30 30 30 2 2l
O 4 GE4 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 5 GE5 Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 6 GEG6 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 7 GET Disabled Disabled 256 3600 60 60 30 30 30 2 EY
O 3 GE3 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 9 GE9 Disabled Disabled 256 3600 60 60 30 30 30 2 EY
] 11 GENM Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 12 GE12 Disabled Disabled 256 3600 60 60 30 30 30 2 3
4 5
R P
N ~r o]
Port ERIBEHE

SN R B EFREGIEE
* Disable: {FH:&NAENL B PA P inEl o] U Eh A8 i
* Force Authorized : EE8 &I % HFrA M B Indl ol 55
Port Control AT
* Force Unauthorized : 3#E#R& R =HEW B A B FinABE:D
1 A48 B
* Auto: FZRBASNBRFBAZENRE - AP BERARE
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E¥ranaa ik BE
Reauthentication e Enabled: EFREHRAR  FHEESHETRSE
* Disabled: EFRFHIRER T AZTEEIETRS

Max Hosts EEERBEAT - EHENTERBRATREY

* Reauthentication : =R EHRIBE - FHEASKER VAR -

* Inactive: MR ZARBLBRMBENETHATIE! - BIFERRERIANET
i EIE 0 - SRR ERANBIE - ISR AARIRE - HEN
R EMER - E2EREXT - HERFAEEEEH  MASTAZ
#I8 FRPRBTE

* Quiet: EEBIBRZ R/ RBEENR LockedrRRERs - T 3T 85
I - FHPBE A EIRBRETENESE

* TX Period : BB 1E BN XFB KA E 55 KE (F P ln) [0 & O i {6
S5 malinE (EAP)E K/ B eAER M &

 Supplicant Timeout : [FEKEEH ZIXEAPE KATA BRI EL

 Server Timeout: IRzEM SN ERER B EEFBKAIALBN
ML

* Max Request: B ATILUEZENEAEAPHE KB WIRIIRRZERTE
RIS (supplicant timeout) )2 B IREIRIFE - RIEHRENS 105
=Bk e

Common Timer

802.1X Params

Web-Based Param 7RFHEMAEEEAMAIRE - EEAMREGEBRRE - THBEAFHENRE -
(Max Login) BERBBFR R TS iR
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Edit Port Setting

_____________________________
_____________________________

-Dlsabled --“-----“,
\ (O Force Authorized '
i () Force Unauthorized

_______________________
.......................

|

e I..__...__..__..___..__..___.._____________________________

Server Timeout | [30 |
|

Apply ][ Close ]

> Port: BEREENEEHRAR -
> Port Control : X#ELI TR EFRIEFIFEEY -
® Disable: FH&INAEN B PTA F FinEl o] AEh B 48
® Force Authorized : 3EEIRREIIF# T H A F P In &R ol an B AT -
® Force Unauthorized : E#IB@H|IARE#E L HFrA M Pln A e AR -
o Auto: FZEESMNRRBBENEE R4 BEHRHERE -
> Reauthentication : s EEEERRA/IFHENDEARNEE -
» MaxHosts: EZERFHEINT - THABMAEBBERATHE -
» Common Timer:
® Reauthentication : EFRFEHAREE - TG KEEIVGARE - BEBRIBBIE
® |nactive: MIRZARELBREFBNVTHNTE - RISFRERMANGT SR EIEM - IF
RERFREBIGE - TRRREARERE  HENSESERER w2 FHEXT - HelR
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STERETR - MAST AERE FHNFRAIE -
® Quiet: BEFBZRIBRMEBIEN Locked AREERF - TS st SHIEFFRAER - 53K
HBE A ERBRETEMNRE -

» 802.1X Params:
® TXPeriod : BB IXAKAIS s K& (F P i) 2] f& ol 18 5 17 5 58 3@ =Tl 1
(EAP)ZBK/ S BRIV EY -
® Supplicant Timeout : [EFEKEEFTE 25 EAP 5B KRIABRIFEL -
® Server Timeout: 3Rz3[0 5 10708 B AR 8 B35 F KRB -
® MaxRequest: #ATDUEZERNE K EAP F5KE - NRIRE TR ENRE
(supplicant timeout) &2 B #F IO FE - RIS EI S MHEREBEE -

® MaxLlogin: REEEEIURRAZTHERARDERRAIFERAEHFRE -

HZE " Apply "EFERIZEE - B "Close" i E -

15.5.3 EiI MAC g9& iR B (MAC-Based Local Account)

FREEEEEEES ARG/ miE/MERER MAC B MEREAMIRS 22" "add"  "Edit"
F"Delete"INEEEITEIR -

Security + Authentication Manager + MAC-Based Local Account
Status

Network MAC-Based Local Account Table

Port

POE Setiing Showing entries Showing 1 to 1 of 1 eniries
VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery | ada || Edt || Desie |
DHCP

Multicast

Timeout (Sec)
| Reauthentication | Inactive

[] 8C:4D:EA'FE:05:BE Force Unauthorized 1 3600 60

[ ] ‘ MAC Address ‘ Control ‘ VLAN |

« | € | € | € € | € | € | € | € | €| €| &

IP Configuration

RADIUS
TACACS+
= ARA
= Management Access
& Authentication Manager
Property
Port Setting

V1.1a
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i VA i

BEa R EEMACHILE - BEMACEAKEREF REEE—E
MAC Address N

BE

YR dREY
Control * Force Authorized : #4347 58 15 1

e Force Unauthorized : F#41i& #sa sl RIS 1

VLAN HEBENE#SECAVLAN ID

» Reauthentication: BERENFEIEEHNEHNBEE

Timeout PR -
* |Inactive: BERENEIEEIFRE R AR

Add MAC-Based Local Account

________________________________________________________________________________________________________________________

MAC A.ddress 8C.4D:EAFE-05.BE

> MAC Address : EE:ERER MAC izt - B8 MAC EARERETREE—ESE -
> Port Control : XELINRRBEREIRIESEE -
® Force Authorized : & @HIRHE -
® Force Authorized : %5 #saHIRIZE -
> VLAN: BEEENT 2B VLANID -
» Assigned Timer:
® Timeout (Reauthentication) : BB ENEHIEEHE e HAR -
® Timeout (Inactive) : BEERERNEHIETEIFRERMBIIER -

HE"Apply "EFERIZE - B "Close" i E
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15.5.4 EHi WEB B9tk 5 (WEB-Based Local Account)

EREEEEEEE I LInF g/ FmiE/MERER WEB &R ARMtIRS Wi E" "add” - "Edit"
H"Delete"THEEETEIE -
Security + Authentication Manager + WEB-Based Local Account

WEB-Based Local Account Table

POE Setting Showing entries Showing 1 to 2 of 2 entries Q I:
VLAN " VLAN | Timeout {Sec)
sermame
MAC Address Table - | Reauthentication | Inactive
Spanning Tree —
[_] testusers 1 3600 60
ERFPS —
) [ testguest 1 3600 60
Discovery - -
DHCP | ada || Eat || Deete | First i Previo
Multicast
IP Configuration
RADIUS
TACACS+
o AAA
= Management Access
& Authentication Manager
Property
Port Setfing
MAC-Based Local Account
Rz Fi 3t
Username BERIRPHNERERE
VLAN RERENERIEAVLAN ID
* Reauthentication: BE5EENEHIEENE/ERE R
Timeout(Sec . . N N
(5e0) . Inactive: BERBAIEIIE TR THANBEE
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Add WEB-Based Local Account

Username Itestguest | ;

User De’r‘ned

Passwu'd

| Confirm Passwu'd

Assigned Timer
i | User Defined
i Reauthentication i;,-:==========================::::::::::::::::::::::::::::::::::::===========================1

|
I
I
|
I
I
I
|
—
i
I
|
I
|
I
i
|
I

Apply H Close ]

Username: §a:EIR SRIERIE R -

Password : B&:&IRFRIZH -

Confirm Password : T&&8 588 IR PRIZES -

VLAN : BERENEHSER VLAN ID

Assigned Timer :
® Timeout (Reauthentication) : B EMREN T #IEENEFREEIR
® Timeout (Inactive) : BEEREREHIETEIFRERMFRIER

YV V. V V V

HE"Apply "EFERIZE - B "Close" i E

15.5.5 E&&(Sessions)

EREEEEIURESMRE TRMAFAEN Wt EAERBIE "Clear” BREEN

BEEE -
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Lpiify your W

Security -+ Authentication Manager + Sessions
Status
Network Sessions Table
Port
POE Setting Showing entries Showing 0 to 0 of 0 entries
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

B | Session D | Port | MAC Address | Current Type | Status

0 results f

Clear l [ Fefresh

IP Configuration

RADIUS
TACACS+
= AAA
= Management Access
& Authentication Manager
Property
Paort Setting
MAC-Based Local Account
WEB-Based Local Account

Sessions Table

Showing entries Showing 0 fo 0 of D entries Q|

| Operational Information | Authorized Information

B | SessionID | Port | MAC Address | Current Type | Status LT Session | Inactived | Quiet Reauthentication | Inactive
Time Time Time Period Timeout

0 results found.

First | | Previous | I8 | Mext | | Last

Clear ][ Refresh
kv it
Session ID BEZERSession IDME—
Port TR ERIBRTE
MAC Address FHEMACHT3E
BRER S MEREEE
e 802.1x: fEFBIEEE 802.1XETTE MRS
Current Type

e MAC-Based : EEFHMACETE MR
e WEB-Based : FRFEETE MRS
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R EHR BT RENE
* Disable: & E£HEFMER
* Running: S1k&E 82 FHEET
Status * Authorized : S105a:E23@1E B ol DIGHE AR
* UnAuthorized : 517558 KiE38 B E AH IR
* Locked : FHItE - BRIFBERABEETRMEE
* Guest: FHERTMZVLANG.
* VLAN: BERE#IEFTVLANID

e Session Time: &R "Authorized” #AkEE - BIZE/RIEER

FEELSID
Operationl * Inactived: &R "Authorized” #RES, BEREHZ RS

Be AR ENE

* QuietTime: B/ "Locked” ARER FE NV EE 18 RU AR A E]
* Locked: FH#EidE - BRIFHRBART BEETS DR
* VLAN: BRIEEZNRMMVLANID

¢ Reauthentication Period : BRIEERE4A LHER

Authorized "5 HARR
 Inactive Timeouts : ZE NSRRI ERIIER ERLAR
il i

HE"Clear” 525 H - B "Refresh"E# ZEEH -

15.6 EEIELF(Port Security)

ERBRZTERELTEEWAIFMBRE - DURRIER SERIARENR MAC 73l - R EREERE
& ERARERTRABRERFEIEALZRIR HMBKR Y ERJEEH CPU BREBSAITIBES -

ERBZ2ZEERWEINHE - REEARE MAC (IR EREZ BER B SHERNERIE - Z
BHAEAZASE N EREERELERE - BTHLRAERRELZE2E - —B MAC iLEH
BRI NITERE -
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Lpiify your W

Security + Port Security

» Status
Salictuok State | [ Enable
% Port :
% POE Setting Rate Limit ; [100
» VLAN
% MAC Address Table Apply
# Spanning Tree
# ERPS Port Security Table
» Discovery
¥ DHCP
# Multicast _ . _
_ n | state | Address Limit | Total | Configured | Violate Number | Violate Action | Sticky
# [P Configuration —
L 1 GE1 Enabled 20 0 0 0 Protect Enabled
O 2 GE2 Enabled 1 0 0 0 Protect Disabled
RADIUS - -
e || 3 GE3  Enabled 256 0 0 0 Restrict Enabled
2 AAA O 4 GE4 Disabled 1 0 0 0 Protect Disabled
© Management Access 0 5 GE5 Disabled 1 0 0 0 Protect Disabled
o GO R O 6 GEG Disabled 1 0 0 0 Protect Disabled
Protected Port [] 7 GE7 Disabled 1 0 0 0 Protect Disabled
Storm Control O & GEB Disabled 1 0 0 0 Protect Disabled
2 DoS [] 9 GE9 Disabled 1 0 0 0 Protect Disabled
& DR e O 10 GE10 Disabled 1 0 0 0 Protect Disabled
© DHCP Snooping ] M GEM Disabled 1 0 0 0 Protect Disabled
2 IP Source Guard -
> State: EIZFEFEZHBLTHIRAMNE -
® Disable: FREFELZEINME -
® Enable: RUFEFBLZEINEE -
> Rate Limit: BREXRZERGSEFH 1-600 &
BEApply BB ELE -
Rl Fi 3t
Port ERRLYINEREREHE
State BRNEEBREL R A ERIRER
Addres Limie BNERE R ENSRANERRLEMACHHEE

Total BUNERIR FRIAERIBLZEMACIIEABE

Vil.1la @ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Configured BUNERE FRENPIAEZEEZEMACIUEIE

BRI EEARIEHTE T EN I SR ERE
* Protect(f7:&)
» Restrict(PEHl)
* Shutdown(FEA)

Sticky BUNEREZZHBERASEH

Violate Action

Edit Port Security

ir“- Pm:ﬂ' GE1 GE5 - |
1'5 Enable E

o

e -F'rutem |
t (O Restrict

.5 ) Shutduwn i
sm:ty Enable !

[ Apply H Close ]

> Port: BEREZERIERIRRT -

> State: RIASFRERERZSE

> Address Limit: REEBBRLERE - KBBILURENLZE MAC IIHINEREAHE - 2IBTER
% 118 MAC il - FRERETIRIE NS 1 2l 256 ZBERIEAIME - 256 1 RO (RE S EEFIRE
E—1& MAC firit -

> Violate Action : E8&2| mac filllt - MENEMREBREE - FEEEARIAEHENTENHE
AOHERIE
® Protect: EEEAHEN MAC At E -
® Restrict: EEEBEY MAC (i BWRHEEHHES -
® Shutdown: ZEZEAHEY MAC I E - FARAEREENHE - WieEEHH -

HE"Apply "EFERIZE - B "Close" i E
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15.7 {R:&FEIHIE (Protected Port)

ICEE R EAEREREERERTE - U LEFrEERBHEEEN - (REZFEBR TR REE
RIBEH - MO - REBRB AR ES —EIREERREN -

MREREEEEEDPRHA  RIERBRARREERR - RESRBUHEAER VLAN 2R - BE
HAB—EFEZ(VLAN)W T (O XA E R ME R RS A 8) L BHRHS 2 Elwk - RURREERE
® - WREERRRWNT EREBRAIFRELOERER - HAX VLAN s ERIMRH -

Security + Protected Port

¥ Status
Network Protected Port Table
Port
POE Setting Q |
-E W |Entry | Port | State |
MAC Add Tabi —
ress lave [ | 1 GE1 Protected
Spanning Tree _
— [ 2 GE2 Protected
ERPS —
. [ ] 3 GE3 Unprotected
Discovery =
DHCP I:I 4 GE4 Linprotected
Multicast I:I 5 GE5 Unprotected
IP Configuration ] G GEG Lnprotected
[] 7 GE7  Unprotected
RADIUS O 8 GE8  Unprotected
TACACS+ [] 9 GE9 Unproteciad
2 AAA Il 10 GE10 Unprotected
= Management Access n 1 GE11 Unprotected
= Authentication Manager — 12 GE12 U ecied
Port Security U nprotecte
[] 13 GE13 Unprotected
L ft
Port BB EE
BEIBRESIENE
State * Protected: EFIERRE

* Unprotected : EEIRBIFIRE

V1.1a

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

C:’IIO

Lmplify youwr W

Edit Protected Port

e Tl S o S S S S

PEer! GE1-GE2 :
State.Protected
[ Apply ][ Close ]

> Port: BERPTERERRR -

> State: BIZIB(RESIEAREE -
® Protected : RIFBIREINEE -

® Unprotected (deselect) : =FR{REINEE -

HZE"Apply "HEFERIZE - B "Close" i E -

15.8 [EFEZEHI(Storm Control)

2 EE/ARNZSEAARMNEBNMENERSREAEZERRGER - LLINEE o] DIPRHE
AAEBIE W E 5T AUCPRABIRVFIAEERE - W RIROHE L IRGIERVIE RS EZ T E RS -

&AL BERHY

Security + Storm Control
Status

Network

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP

Multicast

IP Configuration

Port Setting Table

csle|e|ec e |« |||« ||

Broadcast Unknown Unicast
State | Rate (Kbps)
Disabled 10000
Enabled 10000
Disabled 10000
Disabled 10000

Disabled 10000

| unknown Multicast |
Rate (Kbps) | State | Rate (Kbps) |
10000 Disabled 10000
10000  Enabled 10000
10000 Disabled 10000
10000 Disabled 10000
10000 Disabled 10000

state |
| state

Disabled

Action

RADIUS
TACACS+
2 AAA
= Management Access
= Authentication Manager
Port Security
Protected Port

GE1 Dizabled
GE2 Enabled
GE3  Disabled
GE4  Disabled
GE5 Enabled

Drop
Enabled
Disabled
Disabled
Enabled

Dirop

Drop

Dirop

Drop

V1.1a

» Mode:

® Pac

® Kbits/sec:

D ;N kW N

GE6 Dizabled

Dizabled 10000

EERERERIHRORT -

kets/sec :

R R IR B /7 -
IR R R E T 1T/ -

Disabled

10000

Disabled

10000 Dirop
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> IFG: BER/RBRIE IFG(20 NroH)RERRETE -
® Excluded: & AOREREHRE A BEREHA IFG(20 fizrcA) -
® Include: SFEAOERARZEHIRIEIEBIEME IFG(20 furci) -

B8 Apply BB TLE -

kv it

Port IR ERIREATE

State AN A E B R R EHIThEE
FNEET O EE T

Broadcast e State: BRI FHERETI R ERZH

* Rate(Kpps) : BREET EIRVARIRFIERE

BN AR Z EH R E RIS
* State: BURNRIASERAARMNZIET SHE RG]
* Rate(Kpps) : BRARMZETERIAR RG] ERE

BRARMEBRE SRR
Unknown Unicast » State: BREVASLIFRAKRIE R S EFZEH
 Rate(Kpps) : BRAHMEE T GIRVIE R PREERE
» Drop: EWRIMBLIRGEIENNEREESE  NEBBREES
REFWERE
 Shutdown : #EWEINBLRFIENH BFREEEREER B85
[ 52 2R 7l 2R 2R P A 1 R S A B

Unknown
Multicast

Action
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Edit Port Setting

Stnte . Enable :

|1D[mn

-E | | Enable-----------------------------------------------------------------------------15
Unk Mu“il:ﬂ!it = szzszssszzssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzsd

|1aonn |

E || Ename :
Unknown Unicast , zzzzzz=z=zzzz=z=zo= ===zz==s=zssoszzssssssssssssssssssssssssssssssssssszzssszzoosd

Action { () Shutdown

ey |[_ ciose |
> Port: BERFTEEZEIRARN -
> State: EERTEME -
® Enable: RIFEZEEHITNEE
> Broadcast: MIRHEFREMARARES - AEgREEREF AIREIRFEE -
® Enable: RIAEFENSNEFZEHINGE - BREEFINIZEEE - Bt : Kbps (FAImsES® -
#[& 16 - 1000000)BUR R EEHELEE
» Unknown Multicast : {IREARMZERMARFZES - AERARMSERET AEERFIE -
® Enable: RIARHZETENRERESIING - BRIZERIRVIERE - BAI7T : Kbps (FUTE
- #E 16 - L000000)BURMR EHEXREE -
> Unknown Unicast: MR ARFMEEMARARES - RIGHERMEBBREA ANIEERFIE -
® Enable: RIAKRMNZEE G EFEFITNEE - REREFRERRE - BAI7T : Kbps (FlutsE
- #E 16 - L000000)BURMR EIHEEE -
> Action: EERB/AHZENIANERBNESREAEZERNRGE  FREEEESLUEESR
°
°

Drop : EFWEIKBLIRFIENTER/RKER  HEBBARZEHER[GREE -
Shutdown : ZEUWEIRVB L IRGIERVE S5 EAEEE - HEBRERETERFGERRR

HE"Apply "# 7 EFIZE - B "Close" i E
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15.9 DoS

DoS WE(FHETRT)E—EMENE  WEBEHEZB LR ERPPENEZD EROERIRE - &
HERERERAEARRIEEER HEREREZEEBOHERBNERBEARESHFIRKKE
BR - BNZERBEFPEFL - EREIEREAERADME -

15.9.1 [Et%(Property)

U8R BB DoS R INAEA SYN-FIN/SYN-RST 23 - s IREIE2ST 60 B SYN 3
BB REREERR 60 -

| Netmask

.....................
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> POD:
® Enable: RYAINEE - BHRILT_Z ping B Dos ZE -
> Land:
® Enable: RUAINEE - WIRZZ2HIR IP A1t ER B Z IP At 6189 Dos WE - mEFEH
-
> UDP Blat:
® Enable: RYAINEE - IRZZ2| UDP RIREREIRZER UDP B1ZERIRR Dos WE - SiER
SN
> TCP Blat:

® Enable: RUAINEE MNRZ2 TCP ARREIRZ R TCP BiRERIEM Dos WE MEEIE -
> DMAC =SMAC:
® Enable: FIAINEE MRZFERE MAC EE R RIRE MAC fiIitH) Dos WE MEEXE
» Null Scan Attach :
® Enable: BYFINAEE - &% NULL 7MW Dos KEMEETE
» X-Mas Scan Attack :
® Enable: FIAINEE MIRZRIFESISRA 0- H FIN-URG 1 PSH firsc @R E# Dos E -
MEZEHE
» TCP SYN-FIN Attack :
® Enable: EYAINEE - MR ZF| SYN M FIN fItat R Dos WE - mEEHE] -
» TCP SYN-RST Attack :
® Enable: RYFINRE - WIR=ZZF SYN # RST fiIsuak £ Dos WE - pEEIE
» ICMP Fragment:
® Enable: BYFINEE - %% Dos WEMEZE ICMP D EHE -
» TCP- SYN (SPORT<1024):
® Enable: RUAINGEE - 2% Dos WEREZE sport /N 1024 #9 SYN FHE] -
» TCP Fragment (Offset = 1) :
® Enable: RYFTNRE - =2l Dos B EE offset 1% 1 W TCP 73 &=
» Ping Max Size :
® Enable: BYFINEE - 35 ICMPVA/V6 ping S BIHIERAK/NH Dos WE - BXEER 0 2
65535 77T - ¥Es1E%A 512 T -
» IPv4 Ping Max Size:
® Enable: BUAINEE - 2% Dos WEBMEEHF A ICMP ping HEIA/N - TTEZERRERATEK
AN:DESND)
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» IPv6 Ping Max Size :
® Enable: RYAINEE - 22l Dos WEMEERA ICMPV6 ping 18X/ TTEEARREAHE
RINRIFE]
»  TCP Min Hdr Size :
® Enable: RIAINAE - 27 Dos WEME R/ TCP &8 - WEFE/NRH/NFREA/NE TCP
8- REZEZE0ZE 311t - AR&KEE 20 it -
» IPv6 Min Flagment :
® Enable: RYAINEE - 2%l Dos WBME &R/ IPv6 D EA/ - EE/NRER/NK/NWEHE] -
BMEES 0 £ 65535 Iyt - |RE®S 1240 At -
>  Smurf Attack :
® Enable: RYAINEE & %RZ2 smurf IWER Dos WE-FHAESEREHES 0 £ 323 it -
fAmRES 0T -

BB Apply "R ETRE -

15.9.2 EHEHEERE (Port Setting)

EREZEEESJLUEEREERE -

Security + DoS —+ Port Setting

Port Setting Table

L3
. Q[
¥ W | Entry | Port | State |
MAC Address Table —
: o — [ ] 1 GE1 Enablad
nni ree
— > 2 GE2 Enablad
¥ ERPS =
. | 3 GE3 Disabled
# Discovery - :
« DHCP I:I 4 GE4 Dfsabled
» Multicast I:I 5 GE5 Disabled
% |P Configuration LJ 6 GEB Disabled
] 7 GE7 Disabled
RADIUS O & GEZ Disabled
TACACS+ ] 9 GE9 Disabled
o AAA O 10 GE10 Disabled
@ Management Access (] 11 GEM1 Disabled
= Authentication Manager - 12 GE1> Disabled
Port Security L Isable
Protected Port ] 13 GE13 Disabled
Storm Control [l 14 GE14 Disabled
@ DoS ] 15 GE15 Disabled
Property I} 16 GE16 Disabled
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I i

Port ERIB AR

State ZEREnable/Disables T EH _EAIDosIR &

Edit Port Setting

S@e| g enae

Apply H Cloze ]

> Port: BAREENEZIBRT -
> State: EIEZTERIAREE -
® Enable: BB Dos {REINEE -

HE"Apply "7 EHIZE - B "Close "8 E

15.10 &n&s ARP ##; IJ(Dynamic ARP Inspection)

ERENUBTHE (ARP) 2—1& TCP/ IP % - AR IP MutE#A MAC il - fEFIENRE ARP 188
BHE¥ENRR ARP #RIERE -

15.10.1 Et4(Property)

>”<”S
H}

ZEHEFEREREZIMNEE TERENIRE ARP 85
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Status

Network

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery
DHCP
Mutticast

¢ & € €« ¢« « &« « « « « &«

IP Configuration

RADIUS
TACACS+
2 AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
= Do3
& Dynamic ARP Inspection

> State: FHEEESOLIRIANZRFEE ARP i@ -

TNEE

Security + Dynamic ARP Inspection + Property

) Enable --—————----—————----------------------------------------------—————----————----—————----——1:

| Avalable VLAN  SelectedviAN

VLAN 1

VLAN |

Apply

Port Setting Table

W | Entry | Port | Trust | Source MAC Address | Destination MAC Address | IP Address | Rate Limit
[] 1 GE1 Enablad Enabled Enabled Enabled 50
O 2 GE2 Enabled Enabled Enabled Enabled 50
] 3 GE3 Enabled Enabled Enabled Enabled 50
O 4 GE4 Dizabled Dizabled Disabled Disabled Unlimited
| 5 GE5 Disabled Disabled Disabled Disabled Unlimited

158 cp 1 EAE SR R FR)/22 FR B0 45 ARP 18001

> VLAN: #RUF VLAN X% - ERERF/RARY VLAN DECFFRE ARP RRAIZIER - EHEEB
RUA Y ARP IAIRAREEN R - RIBSBR/AITIRE - ELAMEPEE VLAN - REBZA

AR FHEN AR ARP #2208l ;

NEAREDEE VLAN - 2ZBBELRALUFHEIEE ARP 28 -

HE"Apply "E 7RI EERE -

e Rivi g

Port E1#IRID

Trust BRRA/ZRTENEEEE

Source MAC 3
AN/ ZR T E R IFEmac ik 558 B

Address

Destination MAC R
FRRUA/ZR T EEMmachI ot RRE Bt

Address

IP Address FRRUA/ZR T EMIPAINERE B - 05R7<0.0.0.01Pfzilt
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Rate Limit AR E R R R PR HIE

Edit Port Setting

> Port: BERPTERERHRAR -

»  Trust: MIREA - RIZERRE LAG RUEANE - THAESHEXIZ M ENMEZ THEE
PERY ARP 353K EL[EI1E #11T ARP 1828l - MNSREUHRA - AIRZERIRSL LAG AR EENNE -
7 B A E 8 XM E S I EZ T B8 25/ ARP 55Kt D& 81T ARP 1808l - FRERIE N2 -

» Source MAC Address : EHRIALIERFE ARP 555K B ZE P RIZIR MAC Azl - 2 8 AE L
RS E AT ERNRIR MAC A1itEg:E - REARIR MAC AIitEe:E - G EFTA ARP HE
AIE82X 75 mac EEE LKA ZRBEPHIZR mac 1BE - FEER R

> Destination MAC Address : ZEHURU AL EREE ARP B - B EEELRIASFER TENE
B MAC it §eeg - IREA B MAC ATl iReE - BiREFTA ARP BB mac 2
HH KB FRIETHWER mac HE - BRBHEA -

> IP Address: EPEEELASERTER IP AiLEE:E - BB REFTA ARP 8/ IP fiI
IHE &7 0.0.0.0 ~ 255.255.255.255 5 Z3E Al -
® Allow all-zeros IP: #15R IP firtitB&:E S/ - EDP A5 0.0.0.0 AY IP Ardl -

> Rate Limit: MANTEDFHNERKRE - #ES 1 2 S0pps - FERE S O(GERF]) -

HZE " Apply "# 7R HIZE - B "Close "8 E

15.10.2 #&EtEHE(Statistics)

METEEE BN ARP BRI R 5T 8% -
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Arpiify your Wire

Security + Dynamic ARP Inspection + Statistics
Status

Network Statistics Table
Port
POE Setting
PN port | Forwarg | S°U"eMAC | Destination MAC Source IP Destination IP IP-MAC
MAC Address Tabie Failure Failure Validation Failure | Validation Failure | Mismatch Failure
Spanao e O 1 GE1 0 0 0 0 0 0
EFPS [l 2 GE2 0 0 0 0 0 0
Discovery -
DHCP il 3 GE3 0 0 0 il 0 il
5 O 4 GE4 0 0 0 0 0 0
Multicast =
IP Configuration U 3 6B g 0 0 0 o o
O G GEG 0 0 Q 0 [} 0
RADIUS [] 7 GE7 0 0 0 0 0 0
TACACS+ O 2 GES 0 0 0 0 0 0
= AAA ] 9 GES 0 0 1] 0 0 0
S Managgment Access O 10 GE10 0 0 0 0 0 0
= Authentication Manager & 1 GEN 0 0 0 0 0 0
Port Security -
Protected Port [ 12 GE12 o 0 0 0 0 0
Storm Control ] 13 GE13 0 0 0 0 0 0
@ DoS O 14 GE14 0 0 0 ] 0 ]
& Dynamic ARP Inspection m| 15 GE15 0 0 0 0 0 0
Property -
(] 16 GE16 0 0 Q 0 [} 0
s
R P
> avi 0% A
Port EEIRARILTE
gz — =y =+ =
Forward BRERERNNEEE
Source MAC e e s =
. BRAEMACERBEZNHBHE
Failure
Destination MAC o S =
Fal BRERMACREEZZNTEHE
aliure

Source IP Address

Validation Failures

BRARIPEREEENTEHE

Destination IP

Address BERENIPREEEZEZNHEHE
Validation Failures

IP-MAC Mismatch

Failures

BURIP-MACEIPRREMERALEMERNTEHE
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15.11 DHCP E55E(DHCP Snooping)

EHZEES JEH DHCP SRR B & e HENR S N EE BN B HAR KL EERNEAZE R DHCP
BRI EMB D - REEAEE CWEM DHCP AFHRRHEMNREERNMERW - BAEKHE
i asE IR FWRIRY DHCP HEIBEZAIZLETRE - REAREERBENHEFHRESE -

15.11.1 [Et4(Property)

ZEHE D ERAERE DHCP RREZHAMEE N HAVERE

Security - DHCP Snooping + Property
Status

pchvork i-“- State . Enable -"-"-"---"“““-““““““"““--"""""""-““““"-1:
Port :,:::: __.:I = :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.‘:
POE Setiing Avanable VLAN Selected VLAN
VLAN i | [VLAN
MAC Address Table i |
Spanning Tree B
ERPS ' 1

Discovery
DHCP

Multicast

IP Configuration Apply

RADIUS Port Setting Table
TACACS+

2 AAA
= Management Access

£ | %€ € € € € € € € | € |€ |«

= Authentication Manager W | Entry | Port | Trust | Verify Chaddr | Rate Limit |
Port Security ] 1 GE1  Enabled Enabled 45
Protected Port — 2 GE2  Enabled Enabled 45
Storm Control U nab’e nable
= DoS (] 3 GE3  Enabled Enabled 45
= Dynamic ARP Inspection O 4 GE4 Disabled Disabled Unlimited
@ DHCP Snooping (] 5 GE5 Disabled  Disabled Unlimited
[ 6 GEG Disabled Disabled Unlimited

> State: FEAZEEESLURASEUERUA DHCP 858 - B ch 8B E IR /1 FH DHCP B2 58T0RE

> VLAN: EHAZEEES0LITE VLAN LR DHCP 5258 #E R DHCP BRlR E Rz IR -
A RMEPERE VLAN - REBEZHAILIEA DHCP &8 - St A AItEDERE VLAN - REBRE
ZAILUEF DHCP &35% -

BB Apply " (B BT -
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I it

Port ERIR RS

Trust BRRA/ FRNTENEEEY
Verify Chaddr BRI/ RN ERchaddrigss Bt
Rate Limit AN ERERGE

Edit Port Setting

Purtl GE1 GEEI- S |

Tmstl . Enable |

i mcmnnru Enal}le

Rate Limit

[ Apply H Close ]

Port : BARFTEERVIEREIRARSE -

Trust: MREPEA - SFEZEIMN DHCP FARS N EMRIR SN ERFFHOEEE - BPE
BELIRA/ERTENGEE - MREABEE - FiB DHCP HElREZEE - R AR -

Verify Chaddr : ZEpEEERRASERNER chaddr §25% - MREA chaddr 558 - iasE
FiA DHCP S8 A FIRtESE mac Ayt @& 80 KAERERIZRIR mac 8E - TR A

Rate Limit: B ANTEADFNRAEE - FES 1 £ 300pps - FER1ER O(FERH) -

HZE " Apply " # 7 EHIZE - B "Close i E

15.11.2 #&ETEE (Statistics)

ZEHE A ERE ST DHCP RIEThEEcir PR B/t aT BUE
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Arpiify your Wire

Security + DHCP Snooping —+ Statistics
Status

Network Statistics Table
Port
POE Setting
— Chaddr Check | Untrust Port Untrust Port Invalid
MAC Address Table with Optiong2
Spanning Tree Drop Drop Drop Drop
ERPS 0] 1 GE1 0 0 0 0 0
Discovery O 2 GE2 0 0 0 0 0
DHCE ] 3 GE3 0 0 0 0 ]
Multicast -
] 4 GE4 0 0 0 0 0
IP Configuration —
] 5 GE5 0 0 ] 0 ]
] 6 GES 0 0 0 0 0
RADIUS =
TACACS+ ] 7 GET 0 0 0 0 0
= AAA ] 8 GES 0 0 0 0 0
= Management Access (] 9 GE9 0 0 0 0 0
= Authentication Manager 0 10 GE10 0 0 0 0 0
Port Security -
Protected Port ] 1 GEN 0 0 ] 0 0
Storm Control ] 12 GE12 a 0 0 0 0
= DoS ] 13 GE13 0 0 ] 0 0
= Dynamic ARF Inspection M 14 GE14 0 0 0 0 0
& DHCP Snooping 0 15 GE15 0 0 0 0 0
Property -
] 16 BGE16 0 0 0 0 0
Rl Fi 3t
Port EERER E
Forward BANEREENTEEHE
Chaddr Check o e ip s _
FARchaddrigs2a EEZNHBE =
Drop
Untrusted Port L . o _
BRAEEEEENDHCPERET RS
Drop
Untrusted Port
with Option82 BnBiBoption82EREREANMEEEREENTEEE
Drop
Invalid Drop BERNREYREMEEZENTEEHE
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15.11.3 Option82 &EIAEH (Option82 Property)

IEBEE o ERERE DHCP option82 EIR&EIR ID K7 & - MIRIEAEIR - RIZFSERMIMNE

option82 EIEH -

Status
Network

Port

POE Setting
VLAN

MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration

RADIUS
TACACS+
o AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
g Dos
= Dynamic ARP Inspection
& DHCP Snooping
Property
Statistics

> Remote ID: MREIA T Option82 EI& -

Security + DHCP Snooping + Option82 Property

i_“—_““““— i | | UEEFDETII"IEd S
| MMMQ X S ——

Operahnnal Status

Remﬂte I[] l 8!: 4d ea 30 dd 53 [Swrtch lu’lac In Elyte Order)

Apply

Port Setting Table

Q[—

[] 1 GE1 Disabled Drop
O 2 GE2 Disabled Drop
] 3 GE3 Disabled Drop
O 4 GE4 Disabled Drop
] 5 GE5 Disabled Drop
| 6 GE6  Disabled Drop
[] 7 GE7  Dizabled Drop
O & GEZ  Disabled Drop
[] 9 GE9 Disabled Drop
O 10 GE10 Disabled Drop

#h "User Defined” PIF&hE Azln ID B3 -

EPEEEMMAEREERNER ID - BRBERN T - &2k ID /IRMcAIBEFRBRAIN RS
mac -
MAFEHEERENERID - EEMAFEREEZRRER IDKOA -
i Ei::pan
Operational . .
BriRnIDE
Status
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BB Apply RS THE -

R i

Port ERIRRSR T H

State EEEELIRA/ FAN ENoption82#£IEINEE

Allow untrusted BRI AMEENTERE

Edit Port Setting

Port | GE1 |

E Enable E
I | () Keep
H -
i Allow Untrust | () Drop
: :

> Port: BE/REZNERHRRT -
> State: EPRIASEUHRA - BE/R/THE option82 EIRHRIF/FAAMES -
> Allow untrusted : EEE L ESEHERRWEITA option82 EIFHEMIR DHCP HERFHTH
BRIE - ERAEE -
® Keep: R¥FERYA option82 EIFRA -
® Drop: AE% A option82 EIEHHE -
® Replace: ARMZEFREEZR option82 BIERNA -

HE"Apply " # 7 AIZE - B "Close "5 E -
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15.11.4 Option82 EIE{LEER ID(Option82 Circuit ID)

FRESEEILUER Option82 & CID BE K& E Option 82 NIR&ER ID- W& E "add" - "Edit"
H"Delete"INEEETER - ILEERFHERERE DHCP option82 fIEER ID HF & - MNRIEA
#IE - Al A M N option82 EIEH -

Security + DHCP Snooping + Option82 Circuit ID
Status
Network Option82 Circuit ID Table
Port
POE Setting Showing entries Showing 0 to 0 of 0 entries () I:
VLAN W | Port | VLAN | CircuitiD |
AP L s ‘ 0 results found.
Spanning Tree
ERPS
Discovery [
DHCP
Multicast

First | | Previous | &

IP Configuration

RADIUS
TACACS+
o AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
g DoS
= Dymamic ARP Inspection
y DHCP Snooping
Froperty
Statistics
Oplion82 Property

I it

Port BNERIBIDBE

VLAN BB ERBVLAN

CircuitID BRBENRIESRIDES
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Add Option82 Circuit ID

e e
"

[ Apply H Close ]

> Port: WEAHIFREZEZEE CID BERBBAERER - EEAHR "Add" HEEE -
> VLAN: @ AE CID BEREA VLAN ID - VLAN ID A2 AEIE - EEAR "Add” HEE1E -
> DircuitID: BIAFHER CID - FFEEFIEM VLAN ROFE#53EA CID -

HE"Apply " EFEHIZE - 2} "Close "5 E

15.12 |IP 3RiEFHFE(IP Source Guard)

IP AR E(IPSG) ol A Pl IP R EPRHIE IP ACRAEE R EFRERNGR IP A1t - EZFEREHLE
EAZEERESTLE FERE P N EREMITRE P AIRIREIEES -

15.12.1 EHEHEERTE (Port Setting)

ICEEnFHEREHEEEZERN IP AREETRE -
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Lpiify your W

Security + IP Source Guard —+ Port Setting
Status

Network Port Setting Table
Port

POE Setting Q I:

VLAN | Entry | Port | State | Verify Source | CurrentEntry | Max Entry |
e ] 1 GE1 Disabled P 0 Uniimited
Spanning Tree - .

] 2 GEz2 Enabled IP-MAC 0 Unlimited
ERPS -

: ] 3 GE3 Disabled P 0 Uniimited
DEcovy — 4 BGE4 Disabled P 0 Unlimited
DHCP |:| fSa e n II’TII (=
Multicast |:| 5 GE5 Disabled P 0 Urll.lm?ted
IP Configuration [] 6 GEG Enahled IP-MAC 0 Unhimited

] 7 GE7  Enabled IP-MAC 0 Uniimited

RADILS O 8 GES Disabled P 0 Unlimited

TACACS+ ] 9 GE9 Disabled P 0 Uniimited
2 AAA O 10 GE10 Disabled P 0 Unlimited
o ENEDETIET S RIS ] 1 GEM Disabled IP 0 Unlimited
= Authentication Manager - 13 GE12 Disabled P 0 Unlimited

Part SE‘.‘CUF“}' |_| 15aDle nimite

Protected Port ] 13 GE13 Disabled P 0 Uniimited

Storm Control ] 14 GE14 Disabled IP 0 Unhimited
oL _ ] 15 GE15 Disabled IP 0 Unlimited
g Wil il L e 2 L O 16 BE16 Disabled P 0 Unlimited
2 DHCP Snooping — . —

. IP Source Guard [ 1] 17 GE17 Disabled IP 0 Unhimited
O 18 GE18 Disabled P 0 Unlimited
IMPV Binding ] 19 GE19 Disabled P 0 Unlimited
Save Database ™ M REIN Nicahlad =) n | Inlirmitad
kv it
Port EEIBETE
State RN EMIPIIR Eenable/disablefk 8&
Verify Source FETRIPARR P & i 8 RO =L

Current Binding _ - — o
BENTTE B RIRVAEES
Entry

Max Binding Entry BERITEHNSAACEERSE
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Edit Port Setting

> Port: BUNEERERIBAR -
> State: EPRUHEUERIAZ P 2REE - T2/ AP IP R EMRFIECSRERRIR IP U
it - #9 "Enable” TJETEIRA IP HURMGGE - EHESES I LUFRILINEE - BRBEM -
» Verify Source: EMAEEHEEJLUEEZR(E IP s MAC-IP BERREETERE -
o |P: ERIHENKIRIP AL -
® |P-MAC: BFEH BIRVAIR IP UIEANAGER MAC At -
> MaxEntry: EREZEEEEFEZHA IP KEHERASAHE - £ES 0 £ 50(0 RRER

i) °

HE"Apply " FEHIZE - B "Close "BFiLE -

15.12.2 IMPV Binding
£ IMPV Binding SJERAFIEE P HRHEE R EFCiFMIERERMANMUNS - IEEER
AIEEFEIERERE IPARRMESE  WABEE DHCP SREBEINEAEFREINAE IP
RIRFESE - 8E"add" ~ "Edit"M"Delete"IhEEETEIR -

Q, +(886)2-8911-6160 A service@cerio.com.tw
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Lpiify your W

Security + IP Source Guard + IMPV Binding

Status

Network IP-MAC-Port-VLAN Binding Table

Port

POE Setting Showing entries Showing 1 to 1 of 1 entries Q I:
VLAN
MAC Address Table ‘
Spanning Tree

ERPS [ mda || Edt || Delete
Discovery
DHCP
Multicast

W | Port | VLAN | MACAddress | IP Address Binding | Type | Lease Time |
[] GE1 4094 BCADEAFEDSAS 192168.2.55 /255255255255 IP-MAC-Port-VLAN Static  NIA

] First || Previous | S48 | Next [ | L

« & &« &« & &€ &« &« & & &« &«

IP Configuration

RADIUS
TACACS+
= AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
= DoS
= Dynamic ARP Inspection
= DHCP Snooping
& |P Source Guard
Port Setting

Rz Fi 3t

Port BNBEREERID

VLAN BRBERNVLAN ID

MAC Address BRBEBENMACHIL - EEBARIP-MACHESE
BRBEMIPA - IP-MACHE B ERIEE 1848 %255.255.255.25

IP Address -
5- IPHEREBRRAERERA

Binding BRNEENH TR

IRAMEFERE:
Status * Static: BERFERAEFERENNM
* Dynamic: BEEBDHCPE IREZE
DHCPERREB AW SENHRARE - HRKBBERSESHME -
EERAREEBE

Lease Time
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Add IP-MAC-Port-VLAN Binding

VLAN | |4094 _ |

(O] IF' I‘u"IP.C F‘crrt "u"LF'\N

R - ) IP-POILVLAN 5

MAC Address |ac 4D:EAFE05:A9 |

IP Address ' |192 168.2 55 |/

Apply H Close ]

> Port: EREEESDINHESEIFRPEZERE -

> VLAN: fEE#EEEM VLANID -

> Binding: FREEESUDIEERTEENILEER -
® |P-MAC-Port-VLAN : s8I 7EVCEE IP it ~ MAC fizdt - #3384 VLAN ID -
® |P-Port-VLAN : £ EIMZEVCES IP i7dksl FARES - EEI8F VLANID -

> MAC Address : A MAC firilt - @A IP-MAC-Port-VLAN &3 -

> IP Address: A IP AR E - WEERHR IP-MAC-Port 21 -

HE "Apply "1 EHIZE - B "Close "B E -

15.12.3 {REZERIE(Save Databases)
IWEEOHERERE DHCP BEEERNE - ZBREYMUENMERS)E DHCP BEiE/5E -
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Status
Network

Port

POE Setting
VLAN

MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration

RADIUS
TACACS+
2 AMA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Conrol
2 DoS
= Dynamic ARP Inspection
= DHCP Sncoping
& IP Source Guard
Port Setting
IMPV Binding

> Type: BEREEEEVLUEES
B ERERE -

AX

® None: %%

Security + IP Source Guard -+

Save Database

Filename |

Address Type |

Server Address |

Write Delay |

l’lmeout

Apply

® Flash: #& DHCP &hse4iESEE
® TFTP: # DHCP ZeE#4iEEE

» Filename:

RRIE TFTP AiRERmERS - MABHERNERSHE -

S E R -

B 7 2 RESEC IR
SR FRIEN TFTP AR -

(=Y

232 "Flash” #1

>

BB Apply" 7 I &

"TFTP" #HEURFOIA -
Address Type : Z1ZEFEHEHZMEEL IP A AERE TFTP EAR=:
Hostname : TFTP fElARgS izl 7 = #4278 -
IPv4 : TFTP fal AR g8 fuiit 4 IPv4 fizdlt -
Server Address : #i A%Eln TFTP ElARz: TH2TEEL IP A7t - EEEE "TFTP" $HEUS ]
i -
Write Delay : & AJEERGES - ARERESERIETHD - TRRER 300 -

Timeout: BARBHRMMAERPLE - BRES 300 7 -

=AY~

AR AE °
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16. EnfEiERIZR(ACL)

ACL(-IERIR) 28 IB 2 BNRIERRAISIER - B0 B A EEFERAE R B EHSE(ACE) - &8 ACE
& RS AN IRFRBIES A - B— ACL e B2 —{E=i 2 1E ACE - 55L& ACE BB AGERA
BETLR - RABR BB RRVIRHIE - SRADFEIEBRIRE -

16.1 MACACL

ITEEEZRIE MACACL EE - MACACL ZRE MACACE BE EEFHEM Layer 2 BRI

=

= °

ICE M BFTEREIGE MR ACL RAI - WRBRIERIEMRERFOAMIBR -

ACL + MACACL

S .
ecurity Delete

» Status

¥ Network e —

s Por I

» POE Setting

— [_aopty |

» MAC Address Table

¥ Spanning Tree ACL Table

¢ ERPS

B e— Showing | Al v | entries Showing 1t 1 of 1 eniries () | |
RelliE M | ACL Name | Rule | Port |

¢ Mullicast

RalfeConiqigation First | | Previous | B8 | Mext | | Last
L

MAC ACE
IPvd ACL
IPv4 ACE
IPvé ACL
IPvé ACE
ACL Binding
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> ACLName: EI# ACL &75 -

B Apply "EFEHIZEERE -

{1 L

[

ACL Name ZERMAC ACLEZTE

Rule BRACLACERAIZIS

Port B EZACLRYEER

22 “Delete” M ACL 5I/Z -

16.2 MACACE

MAC ACE #ta&EMAMEZEILE - 327E "add” ~ "Edit"M"Delete"IIEEETER - LEE B EH
EHIE - AREESUMIER ACE BRI - 1R ACL BERATEMEE - BIFDARTIE - AREESLMIER ACE 2RI -

ACL + MACACE

IP Configuration
Security

» Siatus

¥ Network ACE Table

# Port

¥ POE Setting ACL Name

# VLAN Showing | All w | entries ' i

e — g[Al v] Showing 1 to 1 of 1 entries Q I:
+ Spanning Tree sequence | Action | SourceMAC | Destination MAC Ethertype | VLAN | so21p

s ERPS | Address | Mask | Address | Mask | Value | Mask
»# Discovery [] 2 Permit Any Any Any Any Any Any Any Any
¥ DHCP [ Add ” Edit ][ Delete ] First | | Previous | B
% Multicast

L

L]

MAC ACL

> ACLName: ZEZEEHIZ ACE A9 ACL &5 -
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USER MANUAL

I i

Sequence #RACERRS

Action ZERNACERVIRTE

Source MAC ZARACERHGEMACHIHERIE =

Destination MAC ZENACERI B IMACHITTHE RN =

Ethertype BRNACER O KBRS AIAELREY

VLAN ID FERACERIVLAN ID

802.1p Value #ERACERY802.1ptE

802.1p Mask FARACERI802.1piEE

Add ACE

I ACLName| testacL

) Deny |
i () Shutdown !

Any :
BN - - - - - = = =========sssssssssssssssssssssissssssssssssssssssssizssssssssssssssssssssssssssssssssssazaasy

1
|
|
| @ Permit '
| —_ i
|
|
|

-_—

Any !
msﬁnaﬁm mc :'r-==========:==:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4|

-_—

Any E

0

-_—

Any |
WILAN |F==::5=========3ssssssssssssssssssssssss s s s s s sassasmsssss s ssssssss s s s s s ssssssss s s 22 =

-_—r

| @ Any 5

[ Apply ][ Close ]

> ACLName: ZEREFHIZ ACE B ACL &7 -
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USER MANUAL

Sequence : BREERFIRSH ACE(L BESELAR) - EEAR "Add" HEEE -
> Action: FREEEEODIEE ACE LR BRRIRIE -
® Permit: #E3ULEC ACE REAIMNIE -
® Deny: EEUE ACE REAIMWHE -
® Shutdown: EZFEULAC ACE REIWIIE - W FAEWEI EIRERIR - o] DIfE "Port Settings”
BEEEMME LSRR -
> Source MAC: EERRE MAC fIHtRYEEEY -
® Any: FrAZCRMIIO#% -
® User Defined : E#2FERAEERNRFEAUSAICRAIUEE - & A ZULEAIRE MAC i
RS -
> Destination MAC: #ZH# MAC 1ot 4R -
® Any: FTAEMAITHIIO % -
® User Defined : X FEAETERNEMMITIIE BT EE - AZL R E R MAC
fITCH RS -

> Ethertype: BiE/ KA AERDE -
® Any: FTALKPEEAERIIIOFES -
® User Defined : E#IFERAEEENSKPERAE - MAZLEH KA AAE -
» VLANID: %12 VLAN ID 52! -
® Any: FfA VLAN ID H90]#% -
® User Defined : E#EZFERETEHRM VLAN ID - @ AZULEH VLANID -
> 802.1p: #E&E 802.1p EHIEHE -
® Any: Fi& 802.1p EIFOj#% -
® User Defined : 2#ESFERAETEZRM 802.1p &5k 802.1p A% E - #i AZEILACH 802.1p & -

HE"Apply "# 7 ERIZE - B "Close"[F5:% E -
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USER MANUAL

16.3 IPv4 ACL

FZAZE IPv4 ACL REE - IPv4 ACL FIRRIEE IPv4 8 - IEBE R EAEMIBSMIER 1Pv4 ACL
MRA - WRABRIERHERE - RIFOAMIBR -

ACL - IPv4 ACL

» Staius
¥ POE Setting
¥ VLAN vy |
¥ MAC Address Table
% Spanning Tree ACL Table
s ERPS
s e— Showing | All v | entries Showing 1 to 1 of 1 entries Ql__
v DHCP W | ACL Name | Rule | Port |
¥ Multicast ‘
. I C:or_lﬁguratmn First | | Previous
¥ Securty Delete
MAC ACL
MAC ACE

> ACLName: EI# ACL 575 -

B Apply "E 7 EHIZE B E -
I i

ACL Name ZENIPv4A ACLEZTE

Rule BRACLACERAIZI=

Port BN B IEACLATE BB FRIR AR

HE “Delete” EFHIMES)Z< -
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USER MANUAL

16.4 IPv4 ACE

IEEE o EFE I - AREEEMIER ACE 28R - 4R ACL BRI ABEARRS -

#RA - RE"add" « "Edit"F]"Delete"HEE#ETER -

ACL -+ IPv4 ACE
Status

Network ACE Table

Port
POE Setiing ACL Name

L5 Showing entries

MAC Address Table
Spanning Tree
ERPS

Discovery

FATIS - #mEE =k MIBR ACE

Showin

) Source IP | Desti
B | Sequence | Action

| Address | Mask | Addre4

DHCP [
Multicast

Delete ]

IP Configuration
Security

MAC ACL
MAC ACE
IPv4 ACL

> ACLName: EEZEZZHIE ACE B ACL B7E -

ACE Table
ACL Name

Showing entries Showing 0 to 0 of 0 entries

Source IP Destination IP
Il | Sequence | Action | Protocol | |
| Address | Mask | Address | Mask

0 results found.

Source Port | Destination Port

TypeofService |  ICMP

| DSCP | IP Precedence | Type | Code

| A || Edt || Desie |

R i
Sequence #RACERRS
Action BERACERVIRTF
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USER MANUAL

Protocol BERACER %1
BRACERIZREMACAI HERN IR S:
Source IP * Address: FE&/RIPv4 IPAT3LE
* Mask: B/RIES AL
#RACERI B RIMACHI TR =:
Destination IP e Address: #&/RIPv4 IPAzit
* Mask: BRIES AL

BNACER) B —SRREIRIR L — R AR E IR - 25 E S TCPEUDPH o]
3

Source Port

BNACERNE —HRERIBL — 2SI BREREE - (22 R ERTCPEUDPH O]
A

Destination Port

TCP Flags #BNACE MTCPIERE - EEHERTCPRE A

Type of Service BRACERTostE - aJLIZDSCPELIPE AR

ICMP FERACERIICMPERELANURS - 1EE 1 ESHICMPERs o] A

Add ACE

ACL Name | test

mr
I.
I
1
I
9
I
I
I
I
I
I
I

| @ Permit :
i (O Deny |
() Shutdown :

. @ Any

e

| () Select

DRSS

) Define

_=.:E,====__};l_n_3;____.... =zz===z===z===zzssosssosooososssszssosossssosssIssIIsssIsssssssssooooc :==============.E

———

i & Any

—

i - _Anhl'
¢ () DSCP '

' ) |P Precedence
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USER MANUAL

ACL Name : BERERIE ACE B9 ACL 278 -
> Sequence: 1EE ACE F3 - BREEERIESH ACE(l RESEEAR) - EEAR "Add" ¥
A o
> Action: FREEEE O DUEZEILR T SERERE -
® Permit: #3VAc ACE FRAINIIE -
® Deny: EZULf ACE RAINIIE -
® Shutdown: EZERS ACE RRINHE - 115 AW EIRVERHE - O[T "Port Settings”
BEEEMME L EERR -
> Protocol : EREERES 0 DUEZILRCHWIFERE -
® Any(IP): Fi& IP BEHTES -
® Select from list: it FHIEEPEZDI MHEZ— -
(ICMP/IPinlP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: @A#E ID -
> Source IP: EERR IP A1V -
® Any: FRARIRAIUIGO[ER -
® User Defined : E#=FAETEENRIFEAILSRAIUEE - 9 AZITERIRIR IP AIitE
IRE -
> Destination IP: EZEB/ IP AIoitpyEH -
® Any: FTEENMITHTON#S -
® User Defined : EEXFEAETRNBEWAITIE BRAITEE - 8 AZUTECR B IP I
TCHHERIEES -
> Type of Service : EZEZVLEAIARFELAL -
® Any: FTARZEHFIIIOER -
® DSCP to match: @ AZULRHIZ= 73 BRFS IS R5(DSCP) -
® |P Precedence to match : B AZULECH) IP EBIEARA -
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USER MANUAL

Any
Source Port Single
Fange

Destination Port |  Single |

TCP Flags i}:::::::::::::::::::::::::::::::::::================================:::::::::::::::====================4'

i | Any !
| [ — Fl
ICMP Type | Select

| t Define
Any |
| f Define

l Apply ][ Close ]

> Source Port: BEEZVLRIHERL - EZWHE4 TCP sk UDP FFojF -
® Any: FiANRKREFERIIOE#R -
® Single: @A EIRE(E TCP/UDP 2KIRIE -
® Range: EEULACIHERY TCP/UDP HRIFIREEE - oI IRE ) B [E] AR 5 & (T 2R RE
#IRABERERIR ZBHMA) - TCP A UDP HEE B/ \[EEERHE -
> Destination Port: ZEZVLECHRELRE - EEFE S TCP 5 UDP FFoJA -
® Any: FTEERERERITO#ES -
® Single: @A EIRE(E TCP/UDP HAVIE -
® Range: EEZEULF G/ TCP/UDP BRIREE - oI IR E ) \EA BRI & B (TR 2R E
BEIEMBEMERR ZBHA) - TCP A UDP MES B/ \[EEEREHE -
> TCPFlags: EE—ExZERANBREIEN TCPI5ZF - BRENHEZAWESR  ZAKESE -
B TCP HRE RN e oIRm N elirEdl - EMEESRBLEY - EEWES TCP KoM -
® Set: #N%R TCP {512% SET - RIULEL -
® Unset: #N%R TCP #5127 NOT SET - RJULAC -
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USER MANUAL

® Don' tcare: RH TCP 51 -
> ICMP Type: ZB2HEZMNSEIMANSRIETR - EEHESR ICMP KA -
® Any: FTAMBEREIOER -
® Select from list: @B ZHEIZFHSEE -
® Protocol ID to match : #AFRERE LR -
> ICMP Code: #iZ ICMP {5482 - EEHESR ICMP FKalF -
® Any: FTARIEISO#ER -
® User Defined : @ AZULECH ICMP 85 -

BB Apply "B NHEE . B Close " BIERE -

16.5 [IPv6e ACL

FZEIZE IPv6 ACL =EE - IPv6 ACL B E IPv6 6 - IEREoFFEREMIZMER 1Pve ACL
MRA - WRBRIERHERE - RIFOAMIBR -
ACL ~+ TPv6 ACL

¢ Status

B M aciwame [ 1
% Port T i eerr—r———————
# POE Setting

—r [ Awoy |

¢ MAC Address Table

¥ Spanning Tree ACL Table

¢ ERPS

P e— Showing| All | entries Showing 0 to 0 of 0 entries Q I:
o DHCP
¥ Multicast _ ‘ 0 results found.

# [P Configuration = Ezos
L

5 §
ecurity Delete

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE

> ACLName: Bl ACL &75 -

B Apply "EFEHIZEERE -
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USER MANUAL

LR jipu

ACL Name BARIPv6 ACLZ M

Rule BRACLIACERAIZI=

Port BRBERZACLAIE BB SIIZR

HZ ‘Delete” MiFETLHISZE -

16.6 IPve ACE

IEEHE R ERAZEIE - kMR ACE HRI - MR ACL IERHBEARES - RIFRIARIE - #REESL MR ACE
AR - BE"add" - "Edit"M"Delete" IHAEEITEHE -

ACL -+ IPv6 ACE
Status

Metwork ACE Table
Port

S ACL Name
LA Showing entries Showing 0 to 0 of |

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

Source IP | Destination IP
| Address | Prefix | Address | Prefix

[ ] ‘ Sequence | Action | Protocol |

IP Configuration
Security

€ &€ &€ € &« &« &€ &€ € &€ &€ £ &

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE
IPvG ACL

> ACLName: ZEZZEFHIZ ACE W ACL &7 -
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USER MANUAL

ACE Tahle
ACL Name
Showing entries

Showing 0 to 0 of 0 entries

Ql___

SourceIP | Destination IP |  Typeofsenviee | KcMP

‘ Sequence | Action | Protocol

| Address | Prefix | Address | Prefix

Source Port | Destination Port | TCP Flags
| Dsce | 1P precedence | Type | Code

0 resulis found.

First | | Previous

R f 3t
Sequence #RACERRS
Action BRACERVIRTE
Protocol B RACEMRZEE
B RACERIZREMACHAI RN IR S
Source IP * Address: Z/RIPv6 [Pt

e Mask : ZERIES AL

Destination IP

ZARACERI BEHIMACHLITHEFE S -
e Address: Z&/RIPv6 IPA7iE
e Mask: ZERIESAIE

Source Port

BNACER B —RREIRIR S — 2SR E IR - EE HE S TCPELUDPHR o]
A

Destination Port

BNACERE—BHRERIRE — 2RI BRVERIE - EEHERTCPELUDPR T
A

TCP Flags BARACE WTCPHE1RME - BEWHESRTCPIS O A
Type of Service BRACEMITosfE - ol LZDSCPELIPE T4
ICMP BERACERIICMPEELAIHES - EEHERICMPR T H

V1.1a

@ wWww.cerio.com.tw

’X‘ service@cerio.com.tw

R, +(886) 2-8911-6160



USER MANUAL

Add ACE

ol sttt22

: Permit :
f () Deny i
Shutdown ;

| O Select §
\ () Define

| M Any Z

' @ Any

DsCP i

! () IP Precedence

> ACL Name: ZEREFTIE ACE Y ACL &7 -
> Sequence: 1EE ACE WF3 - BEEERIIRSH ACE(l BEsEER) - EEAR "Add" ¥
AEAE -
> Action: £REEEE O DUEZEILR T SIEBRVRIE -
® Permit: #EZEUA ACE REIWIE -
® Deny: EZEULFE ACE RAIKHEI -
® Shutdown: EERKS ACE RRIFH €1 1 F HEEWET GIRVERHR - o] IRE "Port Settings”
BESERAE LIRS ER -
> Protocol : £HEEEEDUEEILRNIHELEE -
® Any(IP): FiB IP HEHOES -
® Select from list: it FHIEEPEZDI MHEZ— -
(ICMP/IPinlP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: @A#E ID -
> Source IP: EEZAR IP LAY EEE -
® Any: FiANRMII9 O -
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USER MANUAL

® User Defined : B2 FEHAETEHNRIFAUSIRAIHEE - @5 AZUTRRIRIR IP AIitE
MIEE -
> Destination IP: ZEZE/ IP Aol EEEY -
® Any: FiEBMMITHT 0% -
® User Defined : E#=2EREERN BTSN BRONIITIEEEE - A ZVLECR B/ IP i
TCIHEFIEE -
> Type of Service : BEEZVLFAIARFFIRE -
® Any: FTARHEIII OIS -
® DSCP to match: @ AZULACHZE D RIS LIERL(DSCP) -
® |P Precedence to match : @ AZULECH IP BIARAl -

Destination Port |

TCP Flags |-

ICMP Type . Select

Define

ICMP Code

[ Apply H Close l

> Source Port: EZFVLRHHERE - EZWER TCP = UDP oA -
® Any: FRANRRERIEIIOIER -
® Single: BAULECHEIEE TCP/UDP JRILE -
® Range: ZEEVLRIEIR TCP/UDP HIRIREE - o] E) (B A ERVE IR 6 B (T AR E
EIRMBERERE ZBHA) - TCP A UDP ES B/ \BEERIESE -
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USER MANUAL

> Destination Port : EZVLRNHERE - EEWHES TCP 5 UDP ol -
® Any: FIEENNEERIIOES -
® Single: @ AVLECZIEIRVEE(E TCP/UDP HRYIE -
® Range: EEZEULF B/ TCP/UDP BRIIREE - o] LIRE ) EA B R R IR & B (TR 2R E
#IRABERERIR ZBHMA) - TCP A1 UDP HER B/ \EEERHE -
> TCPFlags: BEZE—ExZERNBREIEN TCPER - BRENIBZAIWEE  ZAKESE -
B TCP HERE RN oG BH eiEd - EMEESRBLEY - EEWES TCP KoM -
® Set: MR TCP 51%27% SET - RUULEL -
® Unset: #N%R TCP #5127 NOT SET - RJULAC -
® Don' tcare: RHE TCP 51 -
> ICMP Type: ZBHEZMNS B ANSRIET - EEHESR ICMP KA -
® Any: FrAMBEREIGOES -
® Select from list: FBZEEZFALLEL -
® Protocol ID to match : & AN S EHELLRE -
> ICMP Code: #iZ ICMP {558 E! - EEHESR ICMP RalH -
® Any: FTANEEISO#ER -
® User Defined : & AZUTACHY ICMP X85 -

B8 Apply " NHIEE | 8" Close"BIEHE -

16.7 ACL #%E (ACL Binding)

ICEERFFEAER ACL RAFERTEHETEEUSSE - 1Pvd ACL # Ipve ACL ABERIFF4EE
FE—EEEE EHESESOLIE ACL IERPEZERE - ACL #iERTEE - 2 ACE &
AR EAREIZZNTENEE - 2 ACL T ACE AR ERILATRRRA - MRIEFEE
FALEREE -
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USER MANUAL

ACL -+ ACL Binding

Status
Network ACL Binding Table
Port
POE Setting
VLAN W | Entry | Port | MACACL | IPv4 ACL | IPV6 ACL
MAC Address Table O 1 GEf tastACL
Spanning Tree
panning ] 2 GE2 testACL
ERPS =
: n 3 GE3 testACL
Discovery -
OHCP O 4 GE4
Multicast - > GE
IP Configuration U 6 GES
— n 7 GET7
O 8 GEa
MAC ACE O 10 GE10
IPv4 ACL (] 11 GEMN
IPva ACE ] 12 GE12
IPv6 ACL =
IPvG ACE n 13 GE13
O 14 GE14
i i 3t
Port B EEIRBEID
MAC ACL BT EHENMACACLET - ZRIVIERAE
IPv4 ACL BN EHENIPVA ACLETE - ZRINIERAGE
IPv6 ACL BRNTEHERNIPVE ACLETE - ZERINIBERAGE
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USER MANUAL

Add ACL Binding

MAC ACL

[ Apply H Cloze ]

Port: BE/RPTERIEEIRARIE -

MAC ACL : #IEZI/TER MACACL - ft5IzRPEZEZHEN MACACL & -
IPv4 ACL: #IZEZI/TER IPv4 ACL - #E5ZRDPEZZHERN IPv4 ACL B -
IPv6 ACL: #ZEZNER IPv6 ACL - 3R PEIZEZHER IPvo ACL &1 -

YV V VYV V

HE"Apply " # 7 AIZE - B "Close "5 E -

17. QoS

R mE (QoS) MBEEAREEMLE - LIRRAERERBAFEREETELHSE  LHBTERERFEM

g °

17.1 Bt (Property)
QoS ThAEFIMELAIRAAE - M QoS BMEMETERMSE
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USER MANUAL

Network

Port pa=ssssssssss=s=s

POE Setting DSCP
VLAN CoS-DSCP

MAC Address Table N ) IPPrecedence
Spanning Tree

ERPS

Discovery

DHCP Port Setting Table

Multicast

IP Configuration

Securi
» Enitry | Port | CoS | Trust | e
n [ (i} rus:
. | cos DSCP | IP Precedence
e I [] 1 GE1 5 Enabled Enabled Enabled Disabled
& Genera -
[ 2 GE2 5 Enabled Enabled Enabled Disabled
Queue Scheduling ] 3 GE3 0 Enabled Disabled Disabled Disabled
CoS Mapping O 4 GE4 0 Enabled Disabled Disabled Disabled
DSCP Mapping ] 5 GE5 0 Enabled Disabled Disabled Disabled
IP Precedence Mappin —
. oping [l 6 GEB 0 Enabled Disabled Disabled Disabled
= Rate Limit —
n " [] 7 GE7 0 Enabled Disabled Disabled Disabled
¢ Diagnostics -
« Management [ 8 GES 0 Enabled Disabled Disabled Disabled

> State: FEAEEESRANEUERA Qos II8E
> Trust Mode : EREEIEE 0] I#EEE CoS / DSCP / CoS-DSCP / IP Precedence &3 -
® CoS: MEERE VLAN Z ) CoS WA BEZERHEIRNTER Cos BHUHIRBAHNELRE
VLAN 1Z20) g1 21731 - CoS BNTIIH BRI O TE B IR B EE PR E -
® DSCP: FiB IP mE#NRIE IP REEDHY DSCP HAIBLGF)(TS - DSCP BT 5 B RIS T]
A7t DSCP HMiEE LR E - MR REAZ IPARE - AIREBREATETS -
CoS-DSCP : EIZHIE IP REMERAEE CoS R - ¥ IP FREMEAEE DSCP 825 -
IP Precedence : 2R IP BLARBIME ZITS - IP EBEARRIZNTIIAE BRE FER 5Ol 1)
£ IP BSARPIME EE FRRE -

B Apply " F I ZEERE
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USER MANUAL

I i
Port IR
CoS P IRy TR CoSIB ST AR BIE
ERIBR T EEI
Trust * Enabled: RERIZREHREPRICIEERET

» Disabled : MERRZIRBRENREER
EFIRCOSEM IR EIEMER:
Remarking (CoS) * Enabled: CoSEMELEZHA
* Disabled : CoSE#H R EFHA
ERFIREDSCPEMZLEIEMES ¢
Remarking (DSCP) * Enabled : DSCPE#HELEEH
* Disabled : DSCPEHTERE EFH

Edit Port Setting

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
........................................................................................................................

________________________________________________________________________________________________________________________
------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
------------------------------------------------------------------------------------------------------------------------

........................................................................................................................

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________

Apply H Close ]

> Port: BURPTEERIBR -
> CoS: REFMEERIBNIRE CoS/802.1p BIEARIE  RERBBEAFTE(LAE VLAN 1Z:0)DEC

REe CoS E - £EZ 0 B 7 -

> Trust: EPEEELRA/FREFENCOEIRAE -
» Remarking:

o (CoS: BEPEREMRMA/ FREEE CoS EMZE  MERE VLAN 252989 VPT 11k
RIBEEERETERR CoS BMINREALHE ERA VLAN 1F:) 592175 - VPT 2F3IHNE
BRERES O] LIFE “CoS to Queue” BEEH LERE °
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USER MANUAL

® DSCP: :REEEELIRIA/I= &8 DSCP EMIZRK - 1A IP REFIRE IP RETH
DSCP A 5421751 - DSCP EMTIIM BRI T UAE "DSCP to Queue” HE ERE -
MERREAZE IP RE - RIBFEBRHFEFETI -

® |P Precedence : EPEEEDIRA/IFAERE P BEMKAEMIZL - MERE IP BEK
RIBRSZTH - IP BRI BUTIN BRSO UFE “IP Precedence to Queue” BEH E&

=

/:E o

HZE"Apply "EFEHIZE - B "Close" i E

17.2 f75iAE (Queue Scheduling)

R|BFEENEE 8 EITS - 75 8 RERSBBITABITI - 175 1 2REETHBTI - SRET
VIREREL AN EAEME | BREEITHRA (SP) MMNtEH:E (WRR) -
o BIBELRA (SP—ELEHREESELANTINEORE - RERETINAEEERS

MIBHRRTWEE  BERFERRSNTIRHE Y RSBILAANRE -
o NN (WRR)—E WRR T - {&1751385% E’Jﬂ@%liéiﬁﬂE’J’f&%ﬁkfttb(ffﬁiim + 2
ZRORAERZ) -

AR LIE Queue BH LEEZ - ETIR A BERABEITARF BRI ERETIRRISIRS -
€ queue 8 (&S EILHRA)FEE - BETIIRFEER T —EHBIBIERTIH -
SITHENSMNERIR - THRRFERHECERRT - REBRBS—ETS) - oDk — L5
BRIERTHI D ECAE WRR - BERF—LEARRSHTIIRERREBILRR - EEREER T - SP T3
RUREREE WRR TAIRNREZAIZEE - SP (TABZERE - G ZE WRR TS PRYRE - (B8 WRR
THIRECAIBR D BURREEE)

ml>

V1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

QoS -+ General + Queue Scheduling

¢ Status
% Network Queue Scheduling Table
# Port
i Method
% POE Setting Queue |
v VLAN | strict Priority | WRR |
¥ MAC Address Table 1 () O] 33.33%
% Spanning Tree 2 O O 66.67%
¢ ERPS 3 @
¥ Discovery 4 @
# DHCP 5 @
# Multicast 6 @
¢ |P Configuration r )
L SE{:I.II'it:qI' 8 .:i:.
L
Apply
& General
Property
R et
Queue ZRENTSIID
Strict Priority TR EIBE T ARRI AT
WRR A E(T A SN A
Weight NERATHIFEEZWRR - RIRRETIRTIES

WRR Bandwidth WRRITAIEE B L

B8 Apply BB LT -

17.3 Cos #£54(CoS Mapping)

"CoS to Queue” F=AR#E VLAN Raothiy 802.1p BAEMRAREBEAT BN EH TS - HRNEAHN
untagged 1 €1-802.1p B AIZE 7 Eo4s A IRAVTERR CoS/802.1p BT A1 "Queues to CoS”
FZRBETIPHEREZEE CoS/802.1p BITARA -
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QoS —+ General + CoS Mapping
Staius
Network CoS to Queue Mapping
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

o
=]
wn
2
=
]
=
]

=]

oo ||| ||| | || =]
€| €] €][¢]|€][<] %

b B =+ B & 5 BN SR % R %

IP Configuration
Security

ACL Apply

& General Queue to CoS Mapping
Property

Clueue Scheduling Queue| CoS |

1
DSCP Mapping
IP Precedence Mapping
= Rate Limit

=k

b I O o T = T e
L€ €[ €][<€]]|€][<

% Diagnostics

2
3
4
% Management A
&
7
8

Apply

CoS to Queue Mapping
> CoS:CoSf&E -
> Queue: #E#E Cos BEMTIID -

B Apply "EFEHIZE B E -

Queue to CoS Mapping

> Queue: 73D -

> Cos: #E#(7T5 D Cos 18 -
B "Apply "# FEHIE ERE -
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CoS(0to7) Queue(l to 8)
7 mEKNE 8 e BITAA

L=
B

e

HEerTIE

BASEFE A LSV &5% SIP
1245

sa = Cisco IP BRETERRE
5 3@ 1Edl LSV &8 RTP
AR 1

N (oo b jw (N
0 (N ||~ jWwW RN

17.4 DSCP 5 (DSCP Mapping)

“DSCP to Queue’ FHIREBA IP £E4 DSCP EREHEOITS] - HEMIEE VLAN B4R
@20 (VPT) (RIS R4 -

DSCP EREER 0 £ 63 - MARERELHRANLES 1 £ 8 - sEHLENRVE] DSCP EERZ RS
FHBRIAERERBITRAIE - HPEE CSEREESR) - AFRERE )M EF(II=#83%) - #lan - DSCP
SRER 1 e S ETT -

£/ "Queues to CoS" BEAEETHIFRLORERA DSCP & -
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Arpiify your Wire

QoS -+ General + DSCP Mapping

Status
Network D3CP to Queue Mapping
zoor; Setting DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
VLAN 0 [CS0] 16 [CS2] 32[CS4] 48 [CS6]
MAC Address Table 1 17 33 49
Spanning Tree 2 18 [AF21] 34 [AF41] 50
ERPS 3 19 35 51
Discovery 4 20 [AF22] 36 [AF42] 52
DHCP 5 21 37 53
Multicast & 22 [AF23] 38 [AF43] 54
IP Configuration 7 773 39 55
Security 3[CS1] 24 [CS3] 40 [CS5] 56 [CST]
9 25 41 57
10 [AF11] 26 [AF31] 42 58
® Gi’:g’i‘ﬂy 11 27 43 50
DuepueScheduling 121AF12] 28 1AF32] . o0
CoS Mapping 13 29 45 61
14 [AF13] 30 [AF33] 45 [EF] 62
DSCP to Queue Mapping
DSCP to Queue Mapping
DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
0 [CS0] 16 [CS2] 32[Cs4] 48 [CS6]
1 17 33 49
2 18 [AF21] 34 [AF41] 50
3 19 35 51
4 20 [AF22] 36 [AF42] 52
5 21 7 53
5 22 [AF23] 38 [AF43] 54
7 23 39 55
8 [CS1] 24 [C53] 40 [CS5] 56 [CST]
9 25 41 57
10 [AF 1] 26 [AF31] 42 58
11 27 43 59
12 [AF12] 28 [AF32] 44 80
13 29 45 61
14 [AF13] 30 [AF33] 46 [EF] 62
15 31 47 63

Apply
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> DSCP : DSCP fﬁ °
> Queue: #EiE DSCP HAY(FH] ID o

B Apply "EFEHIZEBRE -

Queue to DSCP Mapping
Queue to DSCP Mapping

Queue |  DSCP

1 [o[cs0]
g[Cs1] v
16 [C52] w
24[CS3] v
32[CS4] v
40 [CS5] v
43 [CSE] v
55 [CST] v

Apply |

> Queue: {75 ID °
> DSCP: #EEFE{7%I] ID iy DSCP {H -

o =l N m e L R

B Apply "EFEHIZEBRE -

17.5 IP E5kRBIZ{T5IE(IP Precedence to Queue

Mapping)

WEE RS ERAERE IP BERBIZFFIRE LR FFIZ 1P BERBIRE 1P BERBIEERER ToS
RITCARIAT 3 MIERE B0 8 BESERA - B%H 0-7- Hep 0 ARIEBESMRA 7 BREELRA -
FRA IP SR BIFN ToS A ToS fI7o4 P RRMAITAERH BN EERR - BLEMIUEERE
—HBFED BEERHE -

V1.1a
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QoS + General + IP Precedence Mapping
Status

Metwork IP Precedence to Queue Mapping
Port

VLAN 0
MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

co| [~ [ ]| o] | &) ][ ra]| =
|| C] €[ €[ €] <%

b I = = I & 5 IR - S R L R

IP Configuration

POE Setting IP Precedence | Queue |

Security

ACL Apply

%« & & &€ &€& & &« &€ &€ &€ &« € X |«

oo el Queue to IP Precedence Mapping
FProperty

Queue Scheduling Queue | IP Precedence |

CoS Mapping 1
DSCP Mapping

= Rate Limit 2w

% Diagnostics

» Management

=d|| @ ||| || — || e
LI SIESIRSIR <<

0o = o N e R

Apply

IP Precedence to Queue mapping
> IP Precedence: IP BS54 RIE -
> Queue: P BEARRIMHNNTIE -

HE"Apply "# I E ERE -
Queue to IP Precedence mapping
> Queue: FAIME -

> |IP Precedence : {T3IEHIH IP BLARBIE -

B Apply "E FEHIZE B E -

Vl1.1la @ www.cerio.com.tw \. +(886) 2-8911-6160

’X‘ service@cerio.com.tw



USER MANUAL

V1.1a

17.6 EZHPRHI(Rate Limit)

ICEE AR EREREA DIRERRG R L HRER RS - ADZRRREZZH I DIEAD N EZRH
T8l - BBURFINZHRIBRFRESE -

17.6.1 AQO/HO%F(Ingress / Egress Port)
HERRBINEE IR ERE N E L8 A /@R ERE -
FREEES VLR EERENAL/| L OEERG - £HZEZES 16 £ 10000000Kbps -

QoS —+ Rate Limit + Ingress / Egress Port
Status

Network Ingress [ Egress Port Table
Port
POE Setting
VLAN
MAC Address Table Bl | Entry | Port | ingress | I
e _ | state | Rate(Kbps) | State | Rate (Kbps)
ERPS 0] 1 GE1  Enabled 102400  Enabled 102400
— IEI 2 GE2  Enabled 102400  Enabled 102400
DHCP 0] 3 GE3 Disabled Disabled
Multicast O 4 GE4  Enabled 102400  Enabled 102400
Py r— 0] 5 GE5  Enabled 102400  Enabled 102400
P— O 6 GE6 Disabled Disabled
ACL 0] 7 GE7 Disabled Disabled
O 8 GES Disabled Disabled
- General ] 9 GE9 Disabled Disabled
FProperty O 10 GE10 Disabled Disabled
Queue Scheduling 7] 1 GEM Disabled Disabled
g;scgn ;pr";?ﬂg (] 12 GE12 Disabled Disabled
IP Frecedence Mapping 0 13 GE13 Disabled Disabled
& Rate Limit O 14 GE14 Disabled Disabled
0] 15 GE15 Disabled Disabled
Sl M 16 GE16 Disabled Disabled
kv it
Port EEIR A
BB A RERGIAREE -
Trust e Enabled : BB AOZRZKEHIINEE

* Disabled: 1B A Q&K REIINEE
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Ingress (Rate) gRniEEIE ADRERHE
EEIB R RGIANEE -

Trust  Enabled : B{AH O ZRPRARAE
* Disabled : &% &R R MES
Egress (Rate) B EEIR K R EIRGIE

Edit Ingress [ Egress Port

|102400 |

[ Apply ][ Close ]

> Port: H£EBIRSIREPHEEE -

> Ingress: EFEEEDRA/FRAADRRRE - MR 7 AQERXKRS - RIFZEEEREIRE
B - ZHISEES "16-10000000 Kbps”

> Egress: BEPEEELIRIA/FRE OERKIRE - (AREA 7 ORKRRE - AIFEE S ERKRE
B - ZHISEE%S "16-10000000 Kbps”

HE"Apply "EFERIZE - B "Close" i E

17.6.2 EHOT5U(Egress Queue)

H T HITHRECILUEE QoS RERAAATS - L OERRIRFIZBBRBER LB SREIR - £H
ZEHEEJLUBEBIRE Qos REALTSH - EHZERS 16 £ 1000000 Kbps - 5#E"Edit" #RiE
RRE B T ERRIEEE -
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Lrpdify wour W

QoS + Rate Limit + Egress Queue

¥ Siatus
Network Egress Queue Table
Port
POE Setting
LA Entry | Port | Queue 1 | Queue 2 | Queuve 3 | Queue 4
n {1l
MAC Address Table . | state |cCIR(kbps) | state |CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)
Spanning Tree — -
ERPS [l 1 GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled
" O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled
Discovery - 3 GE3 Disabled Disabled Disabled Disabled
DHCP [l isable isable isa isable
- (] 4 GE4 Disabled Disabled Disabled Disabled
Multicast —
IP Configuration I:I 5 GEb Disabled Disabled Disabled Disabled
Security (] 6 GEB Disabled Disabled Dizabled Dizsabled
] 7 GE7  Disabled Disabled Disabled Disabled
(] 4 GEs Enabled 51200 Enabled 51200 Enabled 62496 Disabled
& General ] 9 GE9 Disabled Disabled Disabled Disabled
Property d 10 GE10 Disabled Dizahled Disabled Disabled
Queue Scheduling I 11 GE11  Enabled 51200 Enabled 51200 Enabled 52496 Disabled
CoS Mappm? (] 12 GE12 Disabled Disabled Disabled Disabled
DSCF Mapping — - : : -
IP Precedence Mapping [l 13 GE13 Disabled Disabled Disabled Disabled
& Rate Limit d 14  GE14 Disabled Disabled Disabled Disabled
Ingress / Egress Port ] 15 GE15 Disabled Disabled Disabled Disabled
O 16 GE16 Disabled Disabled Dizabled Disabled

Egress Queue Table

‘ Queue 1 | Queue 2 | Queue 3 | Queue 4 ‘ Queue 5 | Queue 6 ‘ Queue 7 ‘ Queue 8
| state |CIR(kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)

] 1 GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled

O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Dizabled Disabled Disabled

[ 3 GE3 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

] 4 GE4 Disabled Disabled Disabled Disabled Disabled Dizabled Disabled Disabled

[ 5 GEb Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

O § GE6 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

[ 7 GE7 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

] 3 GE8 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled

1 9 GE9 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

{1 i

Port ERIBARTTH
I8 W T Al 1 2R 2R PR R ARG
* Enabled : RUA L O353R PR
* Disabled : {Z/ % 01753 KR

Queue 1 (State)

Queue 1 (CIR) A1 OREEREFANR

IR H [T 51 23R R BRMUARRE
* Enabled : RUA L O353R PR
* Disabled : {Z /% 073 KRH|

Queue 2 (State)

Queue 2 (CIR) T3 O EREFANR
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EIRIB L {7533 R PR HI AR BE
e Enabled : BYAHE {TARZEKEH]
» Disabled : =B {753k =EH]

Queue 3 (State)

Queue 3 (CIR) TH3H AR REAE

BIFIB T4 R PR H AR BE
e Enabled : BYAHE {TFARZEKEH]
» Disabled : =B {753k =E R

Queue 4 (State)

Queue 4 (CIR) THAE DR RERE

B8 W 7 515 2R 2= PR KRG
* Enabled : BUA L T353R KR
* Disabled : {Z /% 0753 KRH|

Queue 5 (State)

Queue 5 (CIR) TH5H DR RERE

EIFIR T3 6 3R R PR HI AR BE
* Enabled: BYFYE 73R KEH]
* Disabled : =R ® O3 RZEEH]

Queue 6 (State)

Queue 6 (CIR) o6t O AR AR

EIFIB T3 73R R PR HI AR BE
e Enabled : BYAHE {TARZEKEH]
* Disabled : =R ® O3 RZERH]

Queue 7 (State)

Queue 7 (CIR) 757 & OB R AR

EIFIB T3 8RR PR HI AR BE
e Enabled : BYAHE {TARZEKEH]
* Disabled : =R ® O3 RZEEH]

Queue 8 (State)

Queue 8 (CIR) 758t O AR R
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Edit Egress Queue

Queue 1/

Queue 2

Queue 3

Gueue 4 i
Queue 5
Queue 6
GQueue 7 i

Queue 8 |

[ Apply ][ Close ]

EPEEEMRA/ FREOBTRRITS 175 8 F4k - E&RHELER "16-1000000 Kbps”

> Port: BE—(EmZEEERETRE °
> Queuel: BEREEELRMA/ FREOMTH 1 ERRRE -

® Enable: WIREAL OZEKRE - AIFEDECERKRGE -
> Queue 2: EREEELRA/FREOMTS 2 EXRRH -

® Enable: MIREALOERKIRSE - BIF D ECERIRFIE -
> Queue 3: EREEELRMA/FRALEOMTS 3 EEKRH -

® Enable: WIREIAL OEKIRS] - AIFDECERIREE -
» Queue4: EREEEDRMAE/ FREOMT 4 FRRRE -

® Enable: MIREAL OEKRS - AIFENECERREE -
> Queue5: EREEELRMA/FRALOMTS 5 ERRH -

® Enable: MIREALOERRIRE - RIF D ECERIREE -
> Queue 6: EREEELRMA/FRALEOMTS 6 EXRRH -

® Enable: MIREALOZERKRE - AIFENDECERKREE -
> Queue7: EREEELRMA/FREOMTH 7 ERRRH -

® Enable: MIREALOERKRE - AIFENECERRREE -
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> Queue 8: EREEELRA/ FREOMTS 8 FERRH -
® Enable: MIREAL OZEKRE - AIFEDECERKRGE -

BB Apply "FE ST . 5 Close"BEHRE

18. Diagnostics
18.1 Hisi&(Logging)

18.1.1 [Et4(Property)

IEThEEZ &1 Bt B 845 Console / RAM / Flash sl 2 8% 2RIn Hit AR - FREEEET
VIRIRIE S AL TNRE - AU B ERERIRRZETINBE R IFZE EAER -

Diagnostics + Logging + Property

...........

¥ POE Setting
& VLAN ie: =====#==== .
¥ MAC Address Table | l
% Spanning Tree
¥ ERPS

¥ Discovery

s DHCP

¥ Multicast

Console Lo-gglng

SIate B . Enable

__________

RAM Logging

# IP Configuration
¥ Security

s ACL

¥ QoS

. |
- - | ' Notlce v
~ Diagnostics : B e rororor e cecommmmsansansasiasiassmensaasssensansamsanesnesssasssnemssnssnesmasasas

& Logging

Shtef Enable

Remote Server
Mirroring
Ping
Traceroute
Copper Test
Fiber Module
2 UDLD
» Management

Flash Lngglng

State| (| Enable |

> State: RIAHFERHE - JUEERESEBERANEFLE - MRFEFHBRRE - BIAE0
35 L H AV E A TR -
® Enable: RUA/FRZHHRS -
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» Aggregation:

® Enable: RIF/ERBERE -
e Aging: IEBERRIENEE 15~3600 7 - kA 300 7 -

» Console Logging:

® State: RIFA/FRIEHIEHFEMR -

® Minimum Severity : X HIE HFENREERERR - B1FF Emergency(E=), Alert(Z),
Critical(&&Z), Error(#532), Warning(Z%), Notice(##]), Information(&:f), Debug(fzt)
LEHRERE -

> RAM Loggong:

® State: RUAH//FH RAM HFHARH -

® Minimum Severity : 2% RAM Bt RBEEEAR A - 8145 Emergency(E=), Alert(ZE#),
Critical(B ), Error(&57), Warning(Z), Notice(3@40), Information(&:Hl), Debug ()
SEM4R0EE -

» Flash Loggong :

® State: RIA/FRPIFHFMR -

® Minimum Severity : X FHRNEEERERA - E15F Emergency(E=), Alert(E ),
Critical(&& ), Error(#552), Warning(Z%), Notice(3#]), Information(&E&fl), Debug(f&)
SEHREE -

BB Apply "B TLE -
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18.1.2 iZEiwfalkz3(Remote Server)

A "Remote Log Servers” BEOER ZEZEHFMNERERR SYSLOG EREE(ER SYSLOG
HE) - HREEERE  CULIREEBWNHAENEERR - WERE"add" - "Edit"F1"Delete”
IhEEETER -

Diagnostics + Logging + Remote Server
Status

Network Remote Server Table
Port
POE Setting
VLAMN —
Entry | Server Address | Server Port | Facility Minimum
MAC A..ddress E —
e Jiss (] 1 192.168.2.00 514 Local7  MNotice
ERPS - :
] 2 192.168.2101 514 Leocal 7 Warning
Discovery
DHCP | Agd || Edt || Delete |
Multicast
IP Configuration
Security
ACL
QoS
Diagnostics
& Logging
Property
e kv g
Server Address =lm AN E ARz AV IPAzE
Server Ports =0 H i AR Es R IR AR 5%
FaCII|ty naﬁqu |:IL.\1:I'|_'I:E E’Jnﬂﬁ‘IE _JJ//{EJ//{—F'TEZ_ |Oca| 0~ |Oca| 7
1R EER A
* Emergency(2%): 2#EEEH
Minimum Severity o Alert(Z#): F2HHTH

 Critical(&E) : RMENREENEE
 Error(#832) : RN ARG
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Warning(¥%): 8N ARES

Notice(GEH) : RAEITIER - BHIBRRAIBA
Informational(E:#) : EREEM
Debug(GR&) : RESHMFAFE

Add Remote Server

| (O Hostname
IPv4 !
IPv6 :

f Local ? ~ i
Narnmg 4 ;

Minimum ;| i
f

 Faaiiy

[ Apply H Close l

Address Type : FHEEEELUEZET AT IPv4/6 BRI HAE R
Server Address : i AfalfkzzA9 IP Ut

Server Port : @ A X HTENERRER -

Facility : EEOERERFEZZLZFAHGNTIE - —SEARRBRESE—ELER
Minimum Severity : EZREMREZERAHFTARNREEERA -
Emergency : 2HEAFEA -

Alert: FZE1BMRENITED -

Critical : 2FENREEAEE -

Error: ZFENEERINAE

Warning : BHA2HLES

Notice : RFEITIERE - (BHIRRZFBH -

Informational : FRBEE -

Debug : MEHMFAFE -

YV V V VYV V

B Apply " FIEHIZE - 3 "Close"[FFRE -
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18.2 #&{&(Mirroring)

REINEEDLURE Rx(BA)/Ix(EL)RE - SREH SR BERRIET O -
Diagnostics + Mirroring

Mirroring Table

Q[
| Session ID | State | Monitor Port | Ingress Port | Egress Port |
1 Disabled — — —
2 Enabled GE2(Normal*) GE3 GE3-GE4
3 Disabled — — —
4 Dizabled - — —

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP
Multicast Edit
IP Configuration
Security |
ACL
QoS
= Diagnostics
& Logging

Property
Remote Server

......................................................................

i it
Session ID EIFRBEEEID

RIZFEGEIERE | EEBEGANER
State * Enabled: BYFHEZIRIRE

» Disabled : ZRiE &
RIFRGEENEITERE  TEEETERRES DI EWER S

Monitor Port

=)
Ingress port HIZRGEENTEA (X)RIRIE
Egress ports EIFRGE N L () RIRIE

HE Edit” IR E -
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Edit Mirroring

SessionID | 2

State| [ Enable

i
B NN . - = =============c==ss=sssss=ss=ssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzssszssszsd
Send or Receive Normal Packet

Available Port Selected Port

| [GET GE3
| |GE2
| |GE4
Ilu]m@seiPorlE GES E]
| |GEs
| |GET
GE2
GEQ -

Available Port Selected Port

| [GET GE3
| |GE2 GE4

| |GE5
Eun:ssPorlE GES
| |GET
" |GES
| |GES
| |cE10 -

apply || Close

> Session ID: BERPIENFEZEFID -
» State:
® Enable: R{A/EAREEINGE -
> Mirroring Port: REERESEE—(ERGERRBNER) -
> Ingress Port: FAEEREE DEERFGNWT A ERR -
> EgressPort: FREEEE 0B ERHFENETLIERZE -

HZE"Apply "EFERIZE - B "Close" i E -

18.3 Ping

Ping IRl EIn TSR I IR - WIS ERET BERENTENERERE -

Ping MNEFRE RO BEEREE—ERREEZEHMEHBE(ICMP)HEEFKIE - WHR ICMP
[OfE - Bi5HES pong - BRIERREELCHENUHEEX  ERESESOLUER ping TEERE
EENREEERNEEMBRIREE - % ping TIEEX1E IPv4 0 IPv6 #HE -
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Diagnostics + Ping

Status
Network | @ Hostname

Port Address Type | () IPv4

POE Setting (D) IPvE

VLAN Server Address | |162 150.200.1 | i
MAC Address Table j
Spanning Tree Count | I4 |

ERPS

Discovery Ping

DHCP

Multicast Ping Result
IP Configuration

Security

ACL |y Facketsaws o0
QoS | Status | Success.
Diagnostics | Transmit Packet | 4

I « &€ & &« &« &« €« €« €« « &« &« €« « «

= Logging | Receive Packet | 4
Mirroring . A

Packet Lost| 0%

Traceroute

Copper Test

Fiber Module
2 UDLD

¥ Management

> Address Type : #BAHRAIEES "Hostname” - "IPv6” Z “IPv4”
> Server Address : 15E&1H H i R2200 F 4 =18/ 1Pv4/IPve izl -
> Count: EE&E ping W ICMP EXKE £ -

EZ “Ping” &L ping %R -

1R f 3t
BARping A INELping kAL
» Status: B/RpingRI%ESR “ Success” B “Ping failed (timeout)”

Packet Status * Transmit Packet : ping & ZM B =

* Receive Packet: pingZW I BEE

» Packet Lost: pingiBREPiEXITEIH D EL(EEER)
B Rping RIS

* Min: HEEREINFRERE

* Max: HERENEREERE

e Average: HEREIRFITRE

Round Trip Time

V1.1a
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Lmnpdify your

18.4 Traceroute

Traceroute Z21B1#% IP FHERXAFBRERIIROIZRE - ARIRE BLBAYEEHERRY P AL -
Traceroute BEE BN MR E B IREK ZBRE— LIRS —BROERERE -

Diagnostics + Traceroute
Status

Network

Hostname ;
Port i

POE Setting ,
VLAN
|

MAC Address Table
Spanning Tree
ERPS

Discovery Apply Stop

DHCP

Multicast Traceroute Result
IP Configuration
Security traceroute to 162.159.200.1 (162.158.200.1), 30 hops max, 38 byle packeis
ACL 1 192.168.101.254 (192.168.101.254) 0.000 ms 0.000 ms 0.000 ms
2 60.248.167.254 (60248167 .254) 10.000 ms 10.000 ms 10.000 ms
QoS 3 168.05.82 206 (168.95.82 208) 0.000 ms 0.000 ms 10.000 ms
- Diagnostics 4 2201282226 (220.128.2.226) 0.000 ms 10.000 ms 0.000 ms

5 2201281125 (220.128.1.125) 10.000 ms 10.000 ms 10.000 ms
6 203.75.230.125 (203.75.230.125) 10.000 ms 10.000 ms 10.000 ms

= Logging

Mirroring 7 162.159.200.1 (162.159.200.1) 10.000 ms 10.000 ms 10.000 ms
Ping [Trace complete
e
Copper Test
Fiber Module
2 UDLD

» Management

> Address Type : R ERIIEES "Hostname” B “IPv4” -

>  Server Address : 5 &1HH i EIR2a00 F =2/ IPv4 il -

> Timeto Live: & A Traceroute FoFRTRIERAIRRREL - MM LE3OXRIRIAERE A SEIRTEIR - 23
Bt s Z2ZER - Traceroute I5SHELE - HEEFEHTERIERO) - 55&EE "Use Default” -

HZ"Apply "B 0]# T Traceroute #3:

V1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

18.5 A#EHIE (Copper Test)

EHEEEBJNUEAZNEREEREGRESILESE  NRIEERIER -
Diagnostics + Copper Test
: :iﬂ&tﬁ"g Copper Test

¥ MAC Address Table
% Spanning Tree Copper Test Result

s ERP3

# Discovel
*

Port| GE28
% Multicast

Result | Open Cable

% IP Configuration
¥ Security

¢ ACL

s QoS

= Diagnostics

= Logging
Mirroring
Fing
Traceroute

I i

Port e AR E RS T E

& “Copper Test” #r#0HE#R -

Cable Status

R i

Port RN E
SRR RS - BIFE:
o OK: [FHeImIEGRY
* Short Cable : BB+
Result . . s ey s
* Open Cable: FAM#EL - HEER
* Impedance Mismatch : &Il A ESZEELEA
* Line Drive : #RI5EE)

Length IR R EIR R EE LN ERVEERE
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18.6 JtiHtEZH(Fiber Module)

BN AGE - MEARSREERE R/ SRR (SFP) SEMWETEN - TR FZEH
FEOMIESIEAZ®E SFF-8472 BY SFP TJREEAEVSHLE -

Diagnostics + Fiber Module

Fiber Module Table

Q[ —
| Port | Temperature (C) | Voltage (V) | Current (mA) | Output Power (mW) | Input Power (mW) | O Present | Loss of Signal |
‘ 0 results found.

| Refesn || Detail |
= Diagnostics
= Logging
Mirrering
Ping
Traceroute
Copper Test
R fi 3t
Port EIRARTL T E
Temperature AEPHIEN Iz RE
Voltage LR E R ERE B
Current AENTXREER
Output Power RIENTXE LR (ZR)
Input Power A SEMRXEWINE(ZER)

Transmitter Fault TXHPEAREE

OE Present RN R RO EBERBER EHRE
Loss of Signal AR ER

HE ‘Refresh” EXZIEHE - A% "Detail” BEFHMEN -
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18.7 Em#EiE#AI(UDLD)

Emigisigfl (UDLD) EsRmiE s 2RV - IRMERE ZENESREEER - AU EREE
WA Ui R S R IR B - 2 UDLD B #47 UDLD TNRERRZE -

18.7.1 &t (Property)

ZEE S ERERE UDLD MEENEE T ENEE -

Diagnostics + UDLD —+ Property
Status
Network N 1o ST o T s ot

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree Port Setting Table
ERPS

____________________________________________________________________________________________________

Discovery

R W | Entry | Port | Mode | Bidirectional State | Operational Status | Neighbor
Multicast [ GE1 Mormal Unknown Link down

e [} GE2 MNormal Unknown Link down

Security
ACL

Qo3
Diagnostics

= Logging

GE3 Disabled  Unknown
GE4  Disabled Unknown
GE5 Dizabled Unknown
GEG Disabled  Unknown
GE7 Disabled  Unknown

| (% | % | & &£ | & | & € & &€ & | & & & &«

L T I

=T T e T T e T e T e TR - Y e TR e TR e B o T e B -

Mirroring
Ping 0 GES  Disabled Unknown
Traceroute [] GES  Disabled Unknown
EIpTErIEs! (] 10 GE10 Disabled Unknown
Fiber Module 11 GEN Disabled Unk
& UDLD [ isahle nknown
] 12 GE12 Dizabled Unknown
Meighbar [ ] 13 GE13 Disabled Unknown
¥ Management [} 14 GE14 Disabled Unknown

> Message Time: Z2EH UDLD #& - MWABMBEENIIRSEMNEETRE - BE 7
UDLD MIRMBEmEMARAERE" hello” HE(UDLD BE) - WIRHATEIEENREHRIEAU
E—1@ "hello” HEIFERREFRER 15 218) - IRZAWER - UDLD #EZEAMOIENTE -

HE " Apply " FEHTE ERE -
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tR 1 it

Port BNBEMNEREID

Mode BRMTEMUDLDETER

Bidirectional State BRNTENERIRRE

Operational Status BRI ERVETTIRE

Neighbor BRNTENSNIRENEE

Sl |

Dlsabled :
t MNormal :
Il () Aggressive i

Apply ] [ Close

> Port: BEE—(EXZEEXRTENERE -
> Mode: EZENHEA UDLD ETHET -
® Disabled: =F UDLD Ih&E
® Normal: DIEBREIETE - ERRESE —([EMNIREBREEABLEREIRE
® Aggressive: LUsUEET METHR - EEFEBERE —AMORBEBREEAEZHEIILE -

HE"Apply "# 7 EFIZE - B "Close" il E

18.7.2 #BiaE%{E(Neighbor)

BERER UDLD NRBRREFELHEM UDLD HEHE HHEEEAERRNRBNER
18 ID &Rl - WHERR T G 3RART A A EEE R ERURENERZE ID &l -
R - REEZEQN - EEIBEZUEEMORBERENECHRENERE ID &l - MREE
IBRBHIREREIBERECKRENERE ID WEH - AIRAZBEEISEDN -

SREMIGE CME - B—Im K EUETER - StHIRMRERER R AR BEUVR R EED M
InAVERIRE - M REEREER -
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Lpiify your W

Diagnostics + UDLD -+ Neighbor

Status
Network Neighbor Table
Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Discove
L Refresh
DHCP

Multicast

Expiration : : i Message | Timeout
Entry i Current Neighbor State | Device ID | Device Name | Port ID
Time Interval | Interval

0 results found.

IP Configuration
Security

ACL

QoS
Diagnostics

2 Logging
Mirroring
Ping
Traceroute
Copper Test
Fiber Module

& UDLD

Property

¢ Management

i i 3t
Entry BNBERS
Expiration T|me ?ﬁ%%ﬁ%ﬁﬂﬁ"ﬂ%?ﬁﬁ%ﬁaﬁ

Current Neighbor State R EE RN

Device ID FER DR AID

Device Name N I R

Port ID REEER AT A ERIRID
Message Interval B EN R R ERER
Timeout Interval B E R R
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19. E(Management)
19.1 {EARAAIIRFE(User Account)

TERG 5 A 18/ B08 2 root/default - EAEEEE TS S AR IH G AE S E/BELD
ERER - WE"add" - "Edit"A"Delete"IhEEETEIR -

Management + User Account

% Stafus

¥ Network User Account

¢ Port

POE Setting Showing entries Showing 110 3 of 3entries () I:
VLAN

MAC Address Table
Spanning Tree -
ERFPS —
Discovery —
DHCP
Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

| numbert User

First Previous
add || Eat || Delete

L
L
L
L
L
L]
L]
L
L
L
L
L
L

Management

Firmware
Configuration
SNMP
RMOMN

3 @ @ @

R i

Username REMERE B
BTN IRE B AU REPR AR Al
Privilege e Admin: RFFEBERMBRTE - HIRESFNILS
o User: REBERIARBE - FAHFESE - #IERAEN]
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Add User Account

| Asoy [ close |
> Username: IRFHIFERE R -
> Password: FEIRFHZE -
> Confirm Password : & "Password” #EAIEERIREZRE - .
> Privilege : BEMKREERELR -
® Admin: NHAEEIIRERT - HIRESN 15 -
® User: REBERMERTE - ANTEE - #IRARAIEN1 -

HZE"Apply "EFERIZE - B "Close" i E -

19.2 g)EE(Firmware)

19.21 A&/ B (Upgrade / Backup)

EREEEE LU RNENENEE - TATILUEREEA TFTP 5t HTTP HE - REEE D - RIER
ZEHEBUEEZHEMHOIEREE -

Management + Firmware + Upgrade / Backup
¥ Status

¥ Metwork

¥ Port

¥ POE Setting

¢ VLAN

¥ MAC Address Table
% Spanning Tree

¥ ERPS

¥ Discovery

¥ DHCP

% Multicast

% [P Configuration
¥ Security

¥ ACL

¥ QoS

» Diagnostics

User Account
& Firmware

= Configuration
2 SNMP
= RMON
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> Action: FNESERE -
® Upgrade: =k EHD DUT FAARE)EE -
® Backup: ¢ DUT [miEin E&E M NS EAE -
> Method: &NEHK/EHHE -
® TFTP: fEF TFTP 2kAR/ B ENE -
® HTTP: &/ WEB 2B R AR/ H1HENES -
> Filename: FRZEEARENE - CEEZETH FHFRBMEESR -

B8 Apply BB TLE -

Upgrade !
Backup

TFTP
HTTP
Image

Hostname

Apply
> Action: FEERIE -
® Upgrade: =k E#GD DUT FAARE)EE -
® Backup: 1 DUT [miEln =& E M RIS EE -
> Method : AR/ BHEHTTE -
® TFTP: M TFTP RAR/ BHFNEE -
e HTTP: £/ WEB BIEz: KA/ BHIEE -
> Firmware : JEa2PIFPRFNESIRELE -
> Address Type: 157 TFTP faAlfRzs it 28 -
® Hostname : RS ZEERRRSEALU -
® IPv4: EF IPv4 1ERERARESAILL -
® IPv6: £ IPv6 1EREIARESAILL -
> Server Address : 5% TFTP falfR=a izl -
> Filename: =in TFTP EMREE EAIENEEIMEIERS -

BB Apply BB TLE -
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19.3 fEc&(Configuration)

19.3.1 F#R/#H 3 (Upgrade / Backup)

EREBEEEIUSAMAREEFENE PClRREE LBRRXBB RS - WEBMAFEREES
HTTP =k TFTP fEiRZ 7+ Ak E D EN ISR &R -

Management + Configuration + Upgrade / Baclup

unning Configuration :
tartup Configuration
ackup Configuration

Configuration O

Filename 2

Apply

User Account
2 Firmware
& Configuration

Save Configuration
2 SNMP
2 RMON

Upgrade Configuration

> Action: SEERF -
® Upgrade: fiti&imF#m DUT FHaRENES -
® Backup: ¢ DUT mi&in = E DRGSR -
> Method: BEAHKTTE -
® TFTP: fEF TFTP kA A& -
® HTTP: &F WEB ZIEa3 R FH4REN5E -
> Configuration: FREHE -
® Running Configuration: S % B ATETHIRERE -
® Startup Configuration : Z2RERERE -

® Backup Configuration: B2 EHMHRERE -
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> Address Type : &7 TFTP falfRzsfuzi 4L -
® Hostname: FRAMAEZEEREMREMLL -
® IPv4: [/ IPv4 1ERERARESAIIL -
® IPv6: £/ IPv6 1EAREIARSSMAILL -

» Server Address : 5% TFTP fafgss izl -

> Filename: Eln TFTP ER:{ LR TEEES -

B8 Apply BB TLE -

Backup Configuration

I () Upgrade
) Backup

) Ft_unning Canfiguration :
) Startup Configuration

> Action: TR -

® Upgrade: ftiEmEH#GD DUT FAARE)EE -

® Backup: ¢ DUT [miEin =& E M RN EAE -
> Method: REHENHE -

® TFTP: £/ TFTP 2REMHENE -

® HTTP: {&F WEB ZIZE & RE /N5

EN—F"

> Configuration: #EHEY -

® Running Configuration : BHETHRERE -
Startup Configuration : %/ RIEIREE -
Backup Configuration : BMNHENRERE -
RAM Log : & f#EFE RAM FRIHES °
Flash Log : B REGFEERFHIRE -

B Apply "EFEHIZEERE -

Vi.1a @ WWW.cerio.com.tw \. +(886) 2-8911-6160 service@cerio.com.tw



USER MANUAL

19.3.2 {R7EF&&E(Save Configuration)

EEREEEEETMURE LIME "Apply” EAR  SHIRBREMBMNEEERTFEETR
T - ZREBETREPHSE - WEABETREERIS—EAREHUNREREBRE LR
% IEEE R EREERRTE DUT LHRER - LUKBEE "Restore Factory Default” #iE L
FEFa1E -

Management + Configuration + Save Configuration
Status

Network T
Port : Source File
POE Setting |
VLAN

MAC Address Table

Spanning Tree
ERPS Apply ] [ Restore Factory Default

Running Configuration
Startup Configuration
Backup Configuration

Startup Configuration

Destination File | () Backup Configuration

Discovery
DHCP

Multicast

IP Configuration

Security
ACL

QoS
Diagnostics

L EE BE BE BE BE BE BE BE BE BE BE BE BE BE EE -

User Account

Firmware

Configuration
Upgrade / Backup

= SNMP
= RMON

> Source File: FRIFEFRER -
® Running Configuration : #E2ETHREREREIHAVM -
® Startup Configuration : EHEBREEIZII B -
® Backup Configuration: EEHE MR EEEEIE/M -
> Destination File: BRYEZREEY -
® Startup Configuration : BEZREFRMERTE -
=,

® Backup Configuration : #EXEREEFHEB DR

HE "Apply "E 7RI E E i E 3 2 "Restore Factory Default iR 2]/ 7852 16 -
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194 fEZHEBEEERESNMP)

SNMP 324 SNMP vl ~ v2 Al v3 - BEEEATEXENEEERNE (MIB) REXRRMEH - mEHE
WERME R HTEMF -

194.1

g8/~ (View)

BREEAEERN MIB sl FRIESHIRE - @& 1D BHEE R OID B - o LUE
FAEENRMERIEENFTFHRVR - olLlEA OID - 52 "add"M"Delete"TNAEETTER

Status
Network
Port

POE Setting
VLAN

MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

User Account
= Firmware
= Configuration
& SNMP

Group

Community

User

Engine ID

Trap Event

Nofification
2 RMON

[Management + SNMP + View

View Table

Showing | Al | entries Snipiotiieis e g
(] |\ﬁew | 0ID Subiree | Type |

‘ all 1 Included

First | | Previou
| Add || Delete |

I

it

View

SNMPHview# g - EEAXRESH30EF T

Subtree OID

EEZEESNMPEI R EZEHIBRAY ASN.1F &R (OID)

View Type

EBRAPEZHREERIMIB
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Add View

| OID Subtree |

[ Apply H Close ]

> View: BMA—EBSRUBREH -

» Object Subtree: #F "HHAEER" FHER OID - FWIRPFEEIRE OID - BRPiF
B2 R ENRARI PR A T B8RS -

> Type:
Include : ZERLURFE MIB B2ZEHBRT -
Excluded : ZEFLUFFTE MIB SFRRERRT -

19.4.2 B##H(Group)

£ SNMPv1 1 SNMPv2 o - #1257 581 SNMP FAE—#E88 2% - M F R EFH SNMP B
S o 28T - AAEFIHL B 2R ER A M2 - E L SNMPv1 1 SNMPv2 WAZ2 2 - £ SNMPv3 ool
s E "Authentication and Privacy” EMZZE - &% & "add" - "Edit"#"Delete"INEEEITER -

Management + SNMP + Group
Status

Network Group Table

Port

POE Setting Showing entries Showing 0 to 0 of 0 entries Q I:
VLAN 1 | wew ||
MAC Address Table
Spanning Tree
ERFPS

Discovery

DHCP

Multicast

View

W | Group | Version | Security Level I Read | Write | Notify

0 results found.

First | | Previou

| add || Edt || Delete

IP Configuration
Security

ACL

QoS

£ & &€ € &€ &€ &€ &€ &€ &€ £ &€ & € € =

Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View

V1.1a
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R i
Group EESNMPEHEH - HEEARER30EFTT
EESNMP R

e SNMPv1 : SNMPHRZAKL

e SNMPv2: ERE# 25 -SNMPRRZA2C

* SNMPv3: FHEZZER(USM)-SNMPRR A3
1EESNMPZ 2 4R A

* No Security : I5EARTHEIRE

* Authentication : I8ERITARMNBHH EIF 10 0E

* Authentication and Privacy : EEHTHMNEBNH BB &
1EESNMPIB R EIETFHY

* Read: FRERFNEIRGEISRHE

Version

Security Level

View .« Write: FRERENEBERASA
o Notify: BFFERE FRESHE - BRSNMPEREEEENNS
Add Group

L
i [ Wirite

[ Apply H Close ]

> Group: 15E SNMP #HEZM - HEARES 30 B=FT -
> Version: 1#&E SNMP fR7 -

® SNMPv1:SNMP A1 -

® SNMPv2: ER#E0ER SNMP b A& 2c -

® SNMPv3: FEHELZZEI(USM)AI SNMP R 3 -
> Security Level : 157 SNMP ZZ 45l -
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® No Security : IEEAHITHEIRE -
® Authentication : IEEHTARMEBN N EISH0E
® Authentication and Privacy : I5EHTHMBENTEHHTGE -
> View:
® Read: MIREF "Read” AEZMKENERFINSRE
® Write: #IRE$ "Write” FIEZERGENEREGTIARA -
® Notify: MIREF "Notify” RIPFEGR FRAESHT - &0 SNMP EREEEBEHNE -

HE"Apply "EFERIZE - B "Close" i E

19.4.3 $18(Community)

fLRHERE SNMPVL M v2 EE - B SNMPv3 EREREZEZMMIELE - EHEBRBSE

BC 7 FHUERAVEF A - WEEE"add" ~ "Edit"M"Delete"THEEETER -
Management + SNMP -+ Community

Status

Network Community Table

Port
POE Setting Showing entries Showing 1 to 1 of 1 entries

viAN

MAC Address Table ‘ | public all Read-Only
Spanning Tree
ERPS
Discovery
DHCP Il
Multicast

IP Configuration
Security

ACL

QoS

First

Edt || Delete

Diagnostics

User Account
= Firmware
= Configuration
& SMMP
View
Group

Vil.1la @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

R fi 3t
SNMP# B &
Community * Basic : snmpL &5 E BN A7 EVE IR
* Advanced : snmpttEffsE B 4E
Group 1EEBEBSNMP groupfs 2 EMSNMPEHAE - IE&E LB 0] B4
View FEESNMPETR - DIERA B ol A4
SNMPEHEUET
Access * Read-Only: F:&

e Read-Write: ;&5

Add Community

[ Apply ][ Close l

» Community : SNMP #1##&H - EEARES 20 BF 7T -
> Type: 15& SNMP fRAFEEL -
® Basic: SNMP (B8 E R EMFEGER - AN FRERIMURERRELES - I - &
REEESUDIBEREERT - [REMHREFIEL MIB M4 -
® Advanced : SNMP 1t Z#15 €24 - BN EFEVERBBATER - IROUIUEARENZ ZRE
RERA - HANGFHERSEERN - SAMNBEA -
> View: 5 SNMP B/ - IEEH Bl B -
> Access: SNMP FEUET -
® ReadOnly: RiE - EEFHERERNRE - BABHRETEN -
® Read Write: % - EEFIN#RSER - ol UHRIRERTEETENR - (BAEEELLE -
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> Group: MIRFERIETE SNMP fRAEAEGES "Advanced” 1BE - WAREETEERAERTE
A SNMP 8540 - DIE R B o] RO -

HZE"Apply "EFERIZE - B "Close" i E -

1944 {ER#E(User)

SNMP EREZERENRE(ERERM - BISNERRT7X) UIREFEMSIZE ID HEMARIF LI
MEBEREE - RENEAEEREFANEN - WHEAERREBERNPRENFIVER -
BRRE  HEEEEENS—HAPMIFE-RPHEFIER - —EfAEZEREZE AR

& -
EHEESEESFERE—E SNMPv3 EHZE - MW AEB—E SNMPv3 4 - W E"add" - "Edit"

"Delete"INEEETTEIE -

Management + SNMP + User
Status
Metwork User Table
Port
POE Setting Showing entries Showing 1 to 3 of 3 entries Q I:
VLAN
MAC Address Table r
Spanning Tree -
ERFS ::

[ ] | User | Group | Security Level | Authentication Method | Privacy Method |

numberi  test2 Authentication SHA MNone
number?  test2 Authentication SHA Mone

. snmptest  test Mo Security Mone Mone
Discovery

DHCP

Multicast

IP Configuration Add l [ Edit l [ Delete
Security
ACL
QoS5

First | | Previous | &1 | Me

Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View
Group
Community

Engine ID

Trap Event

Motification
2 RMON
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I it

EEEES SNMP fUBr9EH FR SNMP ERERHE - RAFTEA30E
70 ° iR SNMP vl 2 v2c - ERERELRET R REILE

User

Group = ESNMP e A i B HOSNMPE# 4

SNMP#RE T
* No Security : EEARMITHERE
e Authentication : IEEHITARIMNEBN T BIEHFRE

* Authentication and Privacy : IEEHTH MBI BB 0E

Security Level

H#EPREN /A" Authentication "3¢" Authentication and Privacy "f o] FHfY
Aoag h E

Authentication
Method

* None: EFES MR
¢ MD5: 1#§EEHMAC-MD5-96 8% R B E
e SHA: {EEHMAC-SHA-96 5t R FEHE
MEFE

Privacy Method * None: EFBENIRE
* DES: ERINEIZA(DES)EE X

I
User! |number2

“t_e_s_;z“;:_================:::::::::::::::::::::::::::::::::::::=============================1§
S=s==sss=szsz=sss=sssssssssssssssissssssssisssssssssssssssssssssssssssssssssssssssssssszaad

_____________________
.....................

Secunty Level | (@ Authentication

—

Authentication

| | i
N [ —— e e e e m e e
I S
| I '
| 0 i
| i '
| i ]

Apply ] [ Close

V1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



usS

V1.1a

ER MANUAL

> User: f5&&E#E SNMP I 89 SNMP EREEHE - RARFER 30 BF 7T -
>  Security Level : SNMP #[RE= -

® No Security : IEEAMITEEIRE

® Authentication : FEEHTRINMENHESMHE -

® Authentication and Privacy : I8EHTHMENTEZHE -
Authentication

> Method : #FR#EIS" Authentication "§" Authentication and Privacy " o] FHRVER:E B E °
® None: BEREBME -
® MD5: 1§ HMAC-MD5-96 BHREHE °
® SHA: 5% HMAC-SHA-96 B REHE -

> Password: BEMRBEEE  FoREDZEES S E32FTT -
Privacy

> Method: MNZHE -
® None: BEFEFIRE -
® DES: ENRNZZX(DES)EEE -

> Password: [ER\REZR @ FREZHES 8 E 64 FIT °

HE"Apply "#EFERIZEE - B "Close" i E -

19.45 5|Z ID(Engine ID)

5|2 ID BEREETE SNMPv3 BEIE—1F# - SNMP R R B EEER SNMP 5|12 - 5%
ACIEZOIEEANE(Get - GetNext » GetBulk ~ Set) - Wi[o &R EZEPERNE -

=18 SNMP IEB4EZER SNMPv3 S EXBAIAM E R - F858A9 SNMP 5|2 ID IS FER
MAC 3tZBA% - SNMP 5|2 ID £ EEBIHMNEZE—/ - At—ERL T AZEMEREBHEEN
512 1D - 82 E"add" - "Edit"f1"Delete"INEEETEIE -
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Management + SNMP + Engine ID
Status

fletpek Local Engine ID

Port I .
o er Defined

POE Setting Engine ID |
VLAN

i
MAC Address Table

Spanning Tree Apply

ERPS

Discovery Remote Engine ID Table
DHCP

Multicast Showing entries Showing 0 to 0 of 0 entries Q I:
IP Configuration
] | Server Address | Engine ID |

Security |
ACL 0 results found.

QoS5
Diagnostics [

First | | Previous | |

€ € € &€ « €« € &€ | € €« €« €& €| € @ €©|

add || Eat || Delete |

Management

User Account
= Firmware
= Configuration
& SNMP
View
Group
Community
User

Local Engine ID
> Engine ID: WIRE$ "User Defined” , BIARMS|Z |D BfEAERE, &RIFEAE MACHTESE
SRAERRITRER S - B EERMSIZE ID S8ES 10 £ 64 +733EHIFoT - BH7NERBIF R
BR2 -

BB Apply " EE LB ELE -

Remote Engine ID Table

A it
Server Address iR E AT HE

EEERKRSNMPSIZID - 5IZID&ER/10E 64+ ERIF T - BH/NERIET

Engine ID N
WNZAREFR2
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Add Remote Engine ID

Apply H Cloze l

> Address Type : EilnE MRS EHZ8E/IPv4/IPV6 -

> Server Address : Zlx ML -

> Engine ID: 57F &% SNMP 512 ID - 5|2 ID #E % 10 £ 64 +/NESIFT - BH/RNERIEF
WNZRRERR 2 -

HZE"Apply "EFERIZE - B "Close" i E -

19.4.6 EHH#RE&E(Trap Event)

EREEHEEYLUEERETR SNMP RESHE -
EEUIRE SNMP SR ZER T HERASH - MAETE RFC 1215 PRAERMNASR -
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Management —+
Status
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

ACL

QoS

Diagnostics

User Account

= Firmware

= Configuration

& SNMP
View
Group
Community
User
Engine ID

Motification
= RMON

SNMP + Trap Event

I

Authentication

BRraiAaR  SNMPROSREREEERFE R AL, E B CommunityFBaE AT
EAESNRETHBATREMARAVRER -

Failure

Link Up/Down IR F1TE MTEM A ERAVREREHER -

Cold Start REE ; EREEBERAEREERZEMBRAVIRERE
Warm Start RS ; ERFEUBERREMAERAORER -

HE " Apply "R E ERE -
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19.4.7 i@ (Notification)

BIZ R MR BB ROREER - BHESBIRREEREHNBWEIR - B EW=RS
ERSHMAY P AU LURERMMBIESEREN SNMP &RiE - EREFERZEBHNBHNE
T - REBEMEWERDIILOSE M ZENE - RE"add" - "Edit""Delete"NEEETE
b

Notification Table

Showing entries Showing 11to 1 of 1 entries Q I:

] | Server Address | Server Port | Timeout | Retry | Version | Type | Community / User | Security Level |
[ 192.168.2.101 162 SNMPv1 Trap  public Mo Security

First | | Previous | 8 | Next [ | L

add || Edt || Delete

User Account
@ Firmware
= Configuration
& SNMP
View
Group
Community
User
Engine ID
Trap Event

= RMON

kv it
Server Address SNMPPaBH U & Y I P 3EEY F #E2 7

Server Port ESEGERZS UDP EFHIBERE
Timeout FEE SNMP @F1% IS
Retry 15 SNMP BARER T &=

1EEESNMPBAIAR A

e SNMPv1 : SNMPhR AR 1B A
* SNMPv2 : SNMP R AR 258 A1
e SNMPv3 : SNMPRZS 358 ]

Version
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AR
Type * Trap: S&Z5SNMPIERH R =1

* Inform: EEZESNMPEANZE] £ 1%

FARBRIISNMPHL B/ E & BTE - MRMAZSNMPY3 - RIBHERERE
Community/User < | EBAtEEE

SNMPEH E1Z = 4R 5

* No Security : IEEAMITH EIS DR E
Authentication : IEERTARNEBHENE R

Authentication and Privacy : 1 8EHTH MBI IR S DRE

Security Level

Add Notification

@ Hostname !

i [192.168.2.101 i

swwPV
SNMP2 |
SNMPY3 |

-
|

@ Mo Security :

EEE]

1 Use Default :

-_—

apply || Close
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> Address Type : &Elin =M HHEEEY S E#Z25E/IPv4/IPV6 -
> Server Address : SNMP faM1ZURERY IP A7iEsE EH 2 -
> Version: 157E SNMP BHIARA -
® SNMPv1:SNMP RRAK 1 @A -
® SNMPv2:SNMP hRZK 2 3@%H] -
® SNMPv3:SNMP ki 3 38%0 -
>  Type: BAEE -
® Trap: 3% SNMP [&BH(ERFE) 2 E 1 -
® Inform: 3% SNMP BHE| X1 (v1 RABBEA) -
» Community/User : FIREHIAY SNMP 1 85/FEHE R - IRMAZ SNMPv3 - RIZEREH
£ GRIGHHEME -
>  Security Level : SNMP BT EZZRAI - LERAINBERFRLRE/ERELHE -
® No Security : IEEAHITHEIZME -
® Authentication : IEEHTARMNELENFHTE -
® Authentication and Privacy : 5EHTHMEB T ENZH0E -
> Server Port: #EIWEFEIARES UDP EEIRRTE - WREPR "use default” RIMER 162 - FRIBEE
FRERTE -
> Timeout: 157& SNMP BABR - MRED "use default” BIfER 15 - BRIBFEAERTE -
> Retry: {5 SNMP BRI EHT8s8 - IRED "use default” BIfEZR 3 - BRAIRERERTE -

HE"Apply "#EFERIZEE - B "Close" i E -
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Lmnpdify your

19.5 RMON

19.5.1 #ETEIE(Statistics)

HWEEBEREENHNRERTER - JPUEESANORIFERE - tEE BRI ERNEWRA
mERHEZMER(ERE  ZBAERE) -
2 “Clear” El#IlEE - 22 “Refresh” E#ZHEEE - si#Z “View” t#HEEH -

Management + RMON —+ Statistics
Status

L 3
% Network Statistics Table
» Port
== Refresh Rate sec
» VLAN
¥ MAC Address Table Bytes Drop | Packets | Broadcast | Multicast | CRC &
¥ Spanning Tree Received | Events | Received | Packets | Packets =
EE 0 1 GE1 0 0 0 0 0
 Discovery O 2 GE2 0 0 0 0 0
I O 3 GE3 0 0 0 0 0
¢ Mulicast 00 4 oE4 0 0 0 0 0
# [P Configuration m 5 GE5 0 0 0 0 0
¥ Security —
J 6 GEB 0 0 0 0 0
» ACL —
Ll 7 GEY 0 o 0 0 0
# QoS -
- " (] 5 GEB 0 0 0 0 0
» Diagnostics —
[ 9 GES 0 o 0 0 0
User Account U 10 GET0 0 0 0 0 0
o Firmware 0 1 GEM 0 0 0 0 0
= Configuration O 12 GE12 0 ] 0 0 0
@ SNMP | 13 GE13 0 0 0 0 0
& G Od 14 GE14 0 0 0 0 0
History [ 15 GE15 0 i} 0 0 0
Event O 16 GE16 0 0 0 0 0
Alarm ] 17 GE17 0 i} 0 0 0

Statistics Table
Refresh Rate sec

‘ Drop Packets | Broadcast | Multicast | CRC&Align | Undersize | Oversize Fragments |
Events | Received Packets Packets Errors Packets Packets
1 GE1 481071 0 2053 458 545 0 0 0 0
2 GEz 0 0 0 o 0 0 0 0 0
3 ce3 0 0 0 o o 0 0 0 0
4 Ge4 0 0 0 0 0 o 0 0 0
5 G=s 0 0 0 o o 0 0 0 0
5 G=5 0 0 0 o 0 0 0 0 0
7 GEr 0 0 o o o 0 0 0 o
8 Ges 0 0 0 0 0 0 0 0 0
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V1.1a

P . Frames of ‘ Frames of Frames of Frames of Frames of Frames Greater
64 Bytes 65 to 127 Bytes 128 to 255 Bytes 256 to 511 Bytes 512 to 1023 Bytes than 1024 Bytes
1] 1] 1215 1044 237 T 442 i1
i o o a o o L o
o ] o 1] o o i} o
i) o o o o o 0 o
1] o o a o o o o
] o o a o] o 0 o
o ] o 1] o o i} o
o 0 [v] 1] [v] o] 0 [v]
R A
Port RMON# &t BliERVE IR

Bytes Received

WRIR N\ THEE - BRERFEMN FCS J\umd - EAEREBRNIT

Drop Events

EEZNHEHE

Packets Received

EWWHEHE  SEESREE  SBRHENERHE

Broadcast Packets

EWHNREERHEEE - 2B EFEERZEHE

Multicast Packets

RN RIZFHEEE

CRC & Align BEMEIRS BRE(CROEIRAIL H S8
Errors

Undersize BB/ B0 R6AE N\ I TR B S
Packages

Oversize Packages

EIWRBAAT B (HBAL518E )\ uTH)NEE

Fragments

EW R ER(DRR64E N\ AR B - AEERAT - (BEEFCS/\urtA)
WEE
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EWREIE1632ME )\ AN e E - ZBFASEMENTT - BEE

ARFCSEFEE R HFCS)\ oA BB EEM )\ NI o AZ(FCSEER) - 3L

BAIFERE ) \NInAR(EEiER) - Jabbersf B E R AmE L MEER LK
Jabbers ATSETAE

s HEERREBBMRUEAZEWNIT)

« HEIEBHEUCRC

o RIAZEIRXEEREBH

BEWNERE - IRMEEARIE - BliEabberslERI RFIEIR S BIERE
Collision SR KA

Frames of 64

Bytes EWHEZ6ANTTHNMIERSE

Frames of 65 to
127 Bytes

BN BZ65E 127 TANAIERE

Frames of 128 to
255 Bytes

EWHNEZ128 2255 T AHRVEIIERIE

Frames of 256 to
511 Bytes

BN EZ2256 2511 cHANIER S

Frames of 512 to
1023 Bytes

BN EZ51221023utHENNER S

FramesGreater
than 1024 Bytes

BB E2102421518MANNIER S

19.5.2 FEsEEc#R(History)

£ "History Table" BEEZRIEER - ZERHENEARELIRIEWERIERIE - HEBETEIENZHF
% TEHIRAERLLHEREE L JLURBEREFCHRES - E "add"  "Edit" - "Delete"#"view"
INEEEITER -
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Management + RMON -+ History
Status
Network History Table
Port
POE Sefting Showing entries
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP [
Multicast

— | Sample
' | Maximum | Current

[] 1 GE1 1800 50 50

Entry | Port | Interval

add || Edt || Deete || wview |

IP Configuration
Security

ACL

QoS

Diagnosfics

User Account
= Firmware
= Configuration
2 SNMP
& RMON
Statistics

Event
Alarm

T g
Port RMON/E 23283 0381518

Interval BRIZHREE B R

Owner SHNERERE (0~31E=T)

REGEANRAEE
e Current: RAWERH=
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Add History

[ Apply H Close l

Port: EEEHBETRE -

Max Sample : IEERFERANERAHE

Interval : B ARNTEWERANRBEBUMDREN) - EEBERSINVE -

Owner: AKX RMON E#l#) RMON TEIAsifEAZE - s SHHNHEAEZE(0~31

FIT) °

YV V V V

HZE"Apply "HEFERIZE - B "Close" i E -

19.5.3 E{f(Event)

EHEHARKRCEN  ELEESARELZREFAITHREERE "Alarms” BEHLER) - SHULUE
HiMEHNIERES NREEEESRESH BB RE "Event Log Table” BE L WEE"Add":
"Edit" - "Delete"#"view"INEEEITEIE -

ok

13
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V1.1a

= Firmware

= Configuration
= SNMP

& RMON

Network Event Table
Port

POE Setting Showing entries Showing 0 to 0 of 0 entries Q I:
VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

‘ [ ] | Entry | Community | Description | Motification | Time | Owmer |

0 results found.

First | | Previous |
| Add || Est || Deete || view |

IP Configuration
Security

ACL

QoS

User Account

Statistics
History

Alarm

i g
Entry BB RS

Community BB IE RO ALY

Description BN SRV

Notification SHREAEEE - oJBERIETR - None/Event Log/Trap/Event Log and Trap

Time BERARITDEL

Owner SHRIFTAZE &M (0~31{E7T)
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Add Event

@ Mone
: () EventLog
i (O Trap !
i () EventLog and Trap :

Description | [Defautt Description | §

Apply H Close l

> Entry: SUHHENBEERT -
> Notification : IEESHRVBIEE - 0EMN ME :
® None: ZEEMIEA -
® Eventlog: £ RMON B “Event Log table” iC#tEHHES -
® Trap: [IREILELIX trap R -
® Eventlogand Trap: sc##xSHHEIEEEZE SNMP trap S -
> Community : E@AMBEIETESR "Trap” A "Event Log and Trap” K- 5 SNMP #1227 -
HEARESR 20 BFTT -
Description : 18EE Lt -
Owner: lEESHHMESE -

HZE"Apply "EFERIZE - B "Close" i E -

19.54 ZE#H(Alarm)

RMON Z2 it 7 —f@ b - ARRERBEMFERER - MUHERIRAEZENT Bemsi it SNMP ¥4
SRR LEMERSH - WAEERPEE CAMRGIEN NEIREE - 8B EFARGER - AFER L
S BREBHERNEREE - FHMRERE  RESHBELARAIERTZRLE N —EER - &
E"Add" ~ "Edit"#1"Delete"INREETER -
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» Status

¥ Network

# Port

% POE Setting

¥ VLAN

# MAC Address Table
¥ Spanning Tree

Management + RMON -+ Alarm

Alarm Table

Showing entries Showing 0 to 0 of 0 entries Q | |

m | entry Port| Counter

| Name | Value

‘Sampling Interval | Owner | Trigger

| Rising Falling
| Threshold | Event | Threshold | Event ‘

0 results found.

v ERPS
e First | | Previous | B8 | Mext | | Last
. DHGP | A || Est || Deete |
% Multicast
» IP Configuration
» Security
v ACL
¥ QoS
% Diagnostics
User Account
= Firmware
= Configuration
o SNMP
& RMON
Statistics
History
Event
Rl g
Port RMONZE i ERIRHRTE
HUAXET8lER
* DropEvents (Drop Event) : #ZHIWHEZIEINSEHRE
* Octes (Received Bytes) : U/ \AI7o/HE
» Pkts (Received Packets) : #WHNEHEIEE
* BroadcastPkts (Broadcast Packets Received) : ZEUHIEE
HEH
e MulticastPkts (Multicast Packets Received) : #W RIS EES
Counter 21

CRCAlignError (CRC and Align Error) : 884-AICRCERE
P iE R 2

UndersizePkts (Undersize Packets) : #EUip9iE/ S EHNEE
OversizePkts (Oversize Packets) : EWHE AT BN E =
Fragments (Fragments) : ¥ R EBRNAEEE

Jabbers (Jabbers) : jabber I GBIV AR =

Collisions (Collisions) : #ZUZAIEZRE]

V1.1a
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127 AT EE

* Pkts64Octetes (Frames of 64 Bytes) : #U 64 i TANTIBEE
* Pkts65t01270ctetes (Frames of 65 to 127 Bytes) : #UIH) 65 &

* Pkts128to2550ctetes (Frames of 128 to 255 Bytes) : #U#I 128
2 255 TN BEE

* Pkts256t05110ctetes (Frames of 256 to 511 Bytes) : #UXAY 256
Z 511 fIcAAMNHBEHE

* Pkts512t010230Octetes (Frames of 512 to 1023 Bytes) : £
512 £ 1023 Utz E=

* Pkts1024t015180ctets (Frames Greater than 1024 Bytes) : #UZHY
10242 1518f1cAHNH EIEIE
RIZFAEEIHE:
Version * Absolute: PFTEZ S EEHRXERARIE FERTIEETER
* Delta: FEZSEREERANE(CELERGEETER
Interval BERAR S EER
Owner EHEENBEERHE
Trigger SHEEEE
Rising Threshold s A SHRREIE
Rising Event EHABEN EAEH
Falling Threshold g2 MRS HHIREE
Falling Event LA NESH

V1.1a
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