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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part 2
and 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses and can radiates radio frequency energy and, if not installed and used in accordance with the user’s
manual, may cause interference in which case user will be required to correct the interference at his own
expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user many be required to take adequate measures.
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% Port
Link Aggregation . —_—
MAC Address Table 2 4 6 8 10121416 18 20 22 24 25 26 27 28
% Metwork
% Port
T
¥ POE Setting System Information | Eait | S
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% MAC Address Table - e e
T EeeoeE System Mame : Switch
v ERPS System Location ; default
% Loopback System Contact | default 40;5
% Discovery e ey :
MAC Address : SC:4D:EA 02 EO 89 H 30%
¥ DHCP S| :
v Multicast IPvd Address | 152.168.2 200 |
¥ IP Configuration System Uptime ; 0day, 0 hr. 4 rnln anstec 1 e -
mmemmmsssemenesemennaaseeed 0%
% Security Current Time : 2025-01-01 DS 04 09 UTC+3___________________________J: 14:07:00 14:08:00™M€ 14:09:00 14:10:00
% ACL -
Loader Version 36?55090
= QoS5 R 100% .
¥ Diagnostics dcyials ADFUSZOQS_P_T__‘TZST e eeemeseeeeeeeeseeseneaeed 0% 1 1 1 I | | 1 MEN
T e — Firmware Version | 1.0.0.23 00;5
............................. 80%
Firmware Date : Apr 08 2025 - 07:43:11 70%
B 3
| Telnet: Disabled IR
3
SSH: Disabled s0%
40%
HTTP: Enabled
= 30%
HTTPS; Disabled 0%
SNMP : Disabled 10%
0%

14:07:00 14:08:00M€ 14:09:00 14:10:00

R i

Model BRIz ELSRE
BRRBRBNAHEE - Z2ETAESTRCLRIAR ( "Switch>"
or "Switch#" )

BN RUEER

System Name

System Location

PX‘ service@cerio.com.tw

S, +(886)2-8911-6160

@ www.cerio.com.tw
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System Contact

BN IR ER R R B

MAC Address BRI EARMACHLE
IPv4 Address H Al R IPVAfLiE
IPv6 Address HAI R AIPV6Tirit
System OID SNMPZ#& % 21D

System Uptime

BALIRETRERD

Current Time =YTENGiSIE
Loader Version KEIRA

Loader Date KEMRAEHH
Firmware Version = AIENES AN
Firmware Date = AIFNEE A EA

Telnet HE7R B Al Telnet AR 75 5 & /RARA A 25
SSH 87 B BUSSHAR 75 58 B2 /RA BRI AR

HTTP HER B RTHTTPAR 75 B =5/ BARAAR 2%
HTTPS FER B RTHTTPSAR 75 B 25/ BARAAR 2%
SNMP #27~ B BUSNMPAR 75 58 B /BA BN 2%

Edit System Information

FREEESUMMEBEREEE LN "Edit" FEMUTRHAEN -

Edlt System Information

==1-,:==== === srszzzzzzzszszszsssszzssszsszssssszzzzzzzzass

==4,e==== - szsssszzszszszsssssszzssssssssssssszssssssass

Apply ] [ Close l

’X‘ service@cerio.com.tw
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> System Name: BRR Bz R FEH - Z2MITAFEST CLI BIA ( "Switch>" or
"Switch#" ) -

> System Location : BRI EWAIBE -

> System Contact: BERRIMeSHEEE -

HEEM Apply” MARZZE - 3% “Close” FFZE -

3.2 HitfR(Logging Message)

ERAZEESEEYUEAIL T EBEIRE 24 RAM # FLASH A %& -
Status + Logging Message

System Information

Logging Message Table
Viewing

Showing entries Showing 1 to 5 of 5 entries Q|

% Port
Link Aggregation
MAC Address Table

Log ID | Time | Severity | Description
1 Jan 012023 08:00:28 notice AAA-0-CONNECT: New http connection for user root, source 192.168.101
Jan 01 2023 08:00:14  notice PORT-5-LINK_UP: Interface GigabitEthernet25 link up
Jan 01 2023 08:00:13  notice PORT-5-LINK_UP: Interface VLAN1 link up
Jan 01 2023 08:00:13  notice PORT-5-LINK_UF: Interface GigabitEthernet27 link up
Jan 012023 00:00:13  notice SYSTEM-5-COLDSTART: Cold startup

POE Setting
VLAN
MAC Address Table

Spanning Tree
ERPS

(51 IREN S TS B S |

First | | Previous

Discovery [

DHCP Clear l [ Refresh

> Viewing: ol HFEHE :
® RAM: ZERf#EFE RAM ERHEE -
[ J Flash : 2 ~f#7F#E FLASH ERIHFSEHE

1R i it

Log ID H s AR BT

Time SERINSEIESIE FoE
Severity Hit BN BRERE
fpu it B SR
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BZ “Clear” AL ZFEEZEZ ‘Refresh” NI I E# ZHEGF EE -

3.3 E(Port)

BNEEERENFMARRENREER

3.3.1 # 5t BLHE (Statistics)

FEREEEELIEERRNHE - JXABEA RMON MIB WA RENZRETEER - MTEMIRAEN
STHSRBENBRTEERRNMERES - RMON R REH BB EEEREENARAEREMA/NNAR

T8l - “Clear” 185k HRBIPTEEREIERN MIB 5Tz
Status + Port —+ Statistics

System Information

) | GE1 v
Logging Message A .

! @ e

4 Port i i
I MIB Counter : InizrEs
Error Disabled ; Etherlike
Bandwidth Utilization e
Link Aggregation None
MAC Address Table ) 5sec
Dleheork O ;g 222
—
POE Setting l Clear l
¢ VLAN
e | Interface
¥ Spanning Tree e —

ERFS E,-:=================================.d::,-================================:::::::::::::

¥ Discovery e —
DHCP i ifinNUcastPkts || O

..................................................................................
..................................................................................

¥ Multicast l iflnDiscards | 0

IP Configuration
¥ Security

ACL
¥ QoS

Diagnostics

Management

H2Z “Clear” WAL SEILEH -

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw
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> Port: BEE—(EEFREREERTEN -
> MIB Counter: #1Z MIB 5tz IR A BRI ET 2l 0 -
o All: FiE=HEI=E -
® Interface: /T EMHER MIB ;L= -
® Etherlike: ZXAEARREN MIB 518123 -
® RMON : #HER MIB 5t&l=3 -
> Refresh Rate: DIEPE “None, 5sec, 10 sec, 30 sec” MEEMRIBASE - DEVSIECERBIMGT
s -

3.3.2 §&FR{FH(Error Disabled)

MRFEHEESEERTE R EAEE - BIEIZEEmEmEN -
Status -+ Port + Error Disabled

System Information Error Disabled Table
Logging Message

4 Pont

Statistics

Q[

Bandwidth Utilization
Link Aggregation () GE2
MAC Address Table O GE3
[ GE4
[J GE5
[ GEsB
H ~c7
R et
Port 7T TE BL IR 4R 5Tk

EEEERAMMERREZ—WIEFMR

* BPDU Guard(BPDUF/:&)

» UDLD(E o) B& g Hl)

* Self Loop(B1EIR)

* Broadcast Flood(E#& )

* Unknown Multicast Flood(FR 155 1% E &)
* Unicast Flood(EE1#&’2E)

o ACL(EGFE#EHIFR)

Reason

@ WWW.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw
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* Port Security Violation(J8Z £ &%)
* DHCP rate limit(DHCPEZR[RHl)
e ARP rate limit(ARPIZZEZX[R )

Time Left (sec) TR KB T ERAS E (70)

3.3.3 $88 I FH = (Bandwidth Utilization)

B E o B NS EERIREN Tx/Rx BIRHEREH - (BEEZENERERR  tEEZEEER
B E BRI

Status + Port + Bandwidth Utilization

System Information Refresh Rate sec
Logging Message
# Port
Statistics
Error Disabled

[ [1000Mbps._|Link Down|

Link Aggregation
MAC Address Table

% Network

= Port

= VLAN

» MAC Address Table
* Spanning Tree

¥ ERPS

¥ Discovery

¥ DHCP

% Multicast

% |P Configuration
¥ Securty

¥ ACL

& QoS

¥ Diagnostics

¥ Management

» Refresh Rate: BREVRIFAEE - LUEEHEREFAX -
o 2: MUNEEPEEZE2MWBER  RIFNMERER
o 5: fETFAITVEEDREES WIBH - RIFERER
° D WENUTUVEE RERE 10 B - RIFMBEREER
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3.4 #EEE A (Link Aggregation)
MBEMESRERETT LACP ThEE - AT LUER LACP &3 A 2418 8 58I & 4 (Link Aggregation
Group,LAG) - EIEE 0] IRIA 8 {E LAG -

Status + Link Aggregation

System Information Link Aggregation Table
Logging Message
# Port
Statistics —O’I
Error Disabled LAG | Name ‘ Type | Link Status | Active Member | Inactive Member ‘
Bandwidth Utilization LAG 1 _ .
LAG 2 —
MAC Address Table LAG 3 - -
¥ Network AG 4
v Port .
¥ VLAN LAGS - -
¥ MAC Address Table LAGE -
% Spanning Tree = E 0 o o
v ERPS LAG S -
kv Ei::pan
LAG LAG#R S
Name LAGIE Rt
LAG#EZY
T » Static: N4 ELAGHERIRAREZZREMANKE
e
yp * LACP: DECAAFAELAGHEREIRARIREIR - LACPRE ML &
BEERTEMANNER
Link Status LAGRYZE B B AR BR
Active Member LAGHIER ERIFERI Bk B 3118
Inactive Member LAGHIZERR ERIFBRI A B iE 1518
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3.5 MAC {iIitZR(MAC Address Table)

MAC it REEB R B A MACMIIDEE - BEEREEESRIZNFERE MAC i siitiEie
EE2BZEIRI MAC Azt -

“Clear” ZEMRFTBEFAEBE - "Refresh” #Fi@REHNA MAC (ItEER~EEMH L -
Status + MAC Address Table

System Information MAC Address Table

Logging Message
+ Port Showing entries Showing 1 to 2 of 2 enfries

Link Aggregation ——— — — — ——— — —

VLAN | MAC Address | Type | Port |

MNetwork 1 SC4D:EA:02.ED:89 Management CPU
Port 1 T4:DA:38EZ:5D:00 Dynamic GE3
POE Sefting

VLAN I Clear ] [ Refresh
MAC Address Table

Spanning Tree

ERPS

& | &

&

% | &

&

&

Loopback

*
¥

Discovery
CHCP

Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

Management

% % |® | % | %

% | &

3

i it
VLAN MACAHIIE B8R B9VLAN ID
MAC Address R s AR AMACHLHE
MACHIHE R $EEY
* Management: R ERHHERRHFERMACHIE
Type . StaticfitEEREEESFHRT

* Dynamic:fiiit RIEREEEER
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IS R
Port . CPU:AREEMMAISICPUERE

e Other:[EExXiAz3EEIE

#E “Clear” EEEMEH - #% "Refresh” ZEHZHEEH -

4.Network

4.1 MEAEZM(DNS)

DNS(#815 =78 2 4%) BN iS 481 2 A8 A0 [P (LAY AR - A DNS SE ol E MR 2 ez FRyFREE DNS
fAfkzs - EHELEEEIRESBAEEMAR DNS @k R zE1E% DNS HFIREFRE -

KRR HERH) DNS IRIBZAFHEMABEREENZREN TN EE LWEMBHEOMKRS - BEHBAEBREE
IP izt - ERPInR FEIEE LR B4 DNS Aik=:1 - APmSE B MR EE DNS Efil F150E -
EliS TR AW P UL -

O] AFBERE DNS RPARGRET M2 EE IP AR E - RERRMABHNIEE —EAZERHE
fal AR R A8 i 2 R B At AV B 48 -

RolLUERELEE R E R MR LA DNS GRRMZBEFR DNS HFRIRETRIEM
EHZEEREZE DNS 82 EH DNS ER::E: -

Network + DNS

DNS Configuration
System Time NS Statu Enable
' rio.com.tw |{1 fo 255 alphanumeric characiers)

¥ MAC Address Table —
¥ Spanning Tree PRYy
s ERPS
» Discovery DNS Server Configuration
¥ DHCP
¥ Multicast Q | |
% [P Configuration ] | Preference | DNS Server |
¥ Securily 0 1 192.168.102.200
# ACL
+ QoS | Add || Deete |

¥ Diagnostics

¥ Management
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DNS Configuration
#1Z "Disable” 5§ "Enable” 1EERE=LEAR DNS R PR EIEARES
»  DNS Status:
® Disable: FHIFZ 53525 DNS &7 -
® Enable: 5FAXH2a30) DNS fAfRzs 255 DNS &8 LU DNS A1 27 -
> DNS Default Name : #iAZE1= DNS &8 HITERR DNS A5 &2 -

HE Apply” #EEEHIZE -
DNS Server Configuration

FRESEEYLIES "add” 1 "Delete” 7 DNS Server Setting EI2INEE

i Rivd g
Preference BrOlRzasaEEIER gEEERREASEENIERRE
DNS Server ARz EFIZ R

>  Add: ZiEERMeEMIEZEX DNS =889 DNS ElAkgs - 557 DNS Server Address tpRUEAE |Pv4 Ef
TEOEIMA P - ABEE" Add” - EREEEHIRE NERNBFES - MRZ T LUIEE/\E DNS 3
ARzs - EERRBEIENIERRE -

> Delete: Z2WEEDPEER DNS ke - MEEERRINVEIAREZEEE - AEBME "Delete” - Ul
R2BEE DNS Ak - REES 2 ELRIRSEDPIE DNS GRS -
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FREEEE TSR LT DNS Server Configuration 89 “"Apply” #1 “"Cancel” - Wii&EHE LHE
KBRARBRBNENE -

4.2 FEt(Host)

ZEEAEREESESRHEEIMZHEE IP UMNEN  EHEEEE IR EN BB FENREFTEHEZTHE

2l IP (7t sy EH EHRE EHKARET -

Network + Hosts
¥ Status

DNS Host Configuration
DNS

Q| |

W | Host | IPv4IPve Address | ‘

System Time
Port
VLAN
MAC Address Table
Spanning Tree | add || Delete |
ERPS
Discovery
DHCP Dynamic Host Mapping

[] google.com 216.239.32.10

[] cerio.cc 97.74109.10

Multicast
IP Configuration Q| |
Security ‘ Host | Total | Elapsed | Type | IPv4/IPv6 Address | ‘
ACL 0 results found.

QoS

Diagnostics [
¢ Management

€ & | & [ & & | &€ |« & |« «|« &« «

Clear ]

#H2Z “Clear” EFZEHE -

DNS Host Configuration
FREEESLUESE "add” M "Delete "H/AMEN R T IR RAVFRBERTEINAEEIE -

iR g
Host ZERDBCA4ATEEIPAIILAY “host name”
IPv4/IPv6 Address Bl "host name” HHEFBLEYIPAIIL
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Add Host

oogle.com | (1 fo 255 alphanumeric characrers)i

IPv4/IPV6 Address | [216.239.32.10 |

[ Apply H Close l

> Host: FHAESEETLIZEE Host Name 1] - IEEEFILHIFETHSTE -

> IPv4/IPv6 Address : @i A B #ZRERARAY IP AIHt2U5Z "IPv4/IPv6 Address” 181 - FEA "Apply”
Bl SERBNEERIRD -

B Apply” W#HFEEHIEZZE - % “Close” FFRE -

Dynamic Host Mapping
EREEEEULIERIIRPHFABAERTIHEAEEE - IFEIHE "Clear”

Dynamic Host Mapping &#E R RIRZFE BRI FHZT8-2-1P AriAYSEEE -
1R g

Host BRDE4AIEE PN EHEERSE

Total BB ERREE B RAEEIFR P LURR S S
Elapsed BB REENERSELURSRE

Type BREREEEE

IPv4/IPv6 Address PR B 2 R ARRE B AV IPVASK I Pve i it 51 2%

BB Apply” BEELHEE  HHE “Clear” EHZEEE -
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4.3 ZFEE/R(System Time)

O EBItE AR E SRR - FRAEEES 0 LUEE SNTP Server St BIME M A4 EE - o] UF
EZRFEE -
AR - NREIREEREE SNTP Server 2REITEMEGRE - BINBERRDZ2#ARFEN DNS @G 1EE - BRRERMK
WAZERESIZE4RF SNTP Server -
Network + System Time
¥ Status
— Network BN @ sne
Source | () From Computer

() Manual Time

Port

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

|P Configuration
Security

ACL

QoS
Diagnostics
Management

Daylight Saving Time

—————————————————————————————————————————————————————————————————————————————————————————————————————————

System Time
> Source: EERFENRIR -
® SNTP: 7 NTP EiRzEEL R -
® From Computer: 2588 EHERFRE -
® Manual Time: FERERE -
> TimeZone: & EEEERE
SNTP
> Address Type : #31Z NTP RSN EEEY - SRRERIRES SNTP R A LLINEE -
> Server Address : A NTP EAR2:AY IPv4 Il al T# 2 - EREZRE SNTP BEUBILINEE
> IPv6 Address: #iA NTP EARz5H NTP I8 - 3R 1ES 123 - 2RBERIR S SNTP KR IEINEE -
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Manual Time
> Date: WAFEIHE - ERFEIRIERFENIFRUALLINEE
> Time: MAFEFRERE - ERBIRESFEHERALINGE

Daylight Saving Time
RMBLEELHINEE - IR FEHEEEEREMA LR EE SHINEERITILIRALLINGE -

Dayllght Sa\nng Tlme

Nnne
Recurring
Mon-recurring
USA
Europen

D

Type |

ﬁ@goo@

——

" I

i I

" I

i I

i 1
Y, |
Shineee s sne

{ From: Day Week Month Time 5
| To: Day Week Month Time
:E From:

"Dr'_mcurrirg F::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4:
i To: !

Operatlonal Siatus

| CumentT'lne | 2023 03 1? 14 33 uz LITC+B |

Apply

> Type: BESSIHEL -

® Disable: BAFE SHINEE -
Recurring : ERBERESKER -
Non-Recurring : EAFFBEIRE SRR -
USA(ER=EIESE - #—AMNE_EZ2HHERE A+ —RANE—RB2HXER -
European: FRBUNESK - #-—ANSEE—EEHERE - B —E2HEER -
Offset: EEESLHHREREE -
Recurring From : 18 EBIRE TIFHEIAISRE - E2EE" Recurring” R IEAI7TTHEAUITTTI A -
Recurring To : I8 EEIRE SIKAVARIRE - E#E" Recurring” K IEBAITTIR -
Non-recurring From : 15 EIFBEIRE SRR - 2EE" Non-Recurring” #& U IEAI 7o
JCOlFA -

YV V VYV V
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> Nonrecurring To: fEEFFBIRESHNERKE -Z#E" Non-Recurring” BN ILEAITOIA -

Operational Status
Current Time : B/RERIZETIEE -

258 Apply” HELHEBRE -
5.Port

5.1 #IBIERERTE (Port setting)
SEEETEESRARE  ANEREERBRERE - BEARSERAEYE "Edit" EXBRER

=

Port + Port Setting

¥ Sialus

¥ Network Port Setting Table

Error Disabled
e — = Description | State | Link Status Speed Duplex | Flow Control |

— ] 1 GE1  1000M Copper Enabled Up Auto (1000M)  Auto (Full) Disabled (Off)
Jumbo Frame O 2 GE2 1000M Copper Enabled Down Auto Auto Disabled

¥ POE Sefting n 3 GE3 1000M Copper Enabled Down Auto Auto Disabled

¥ WLAN O 4 GE4 1000M Copper Enabled Down Auto Auto Disabled

¥ MAC Address Table ] 5 GE5  1000M Copper Enabled Down Auto Auto Disabled

¥ Spanning Tree 0 6 GE6  1000M Copper Enabled Down Auto Auto Disabled

EnEE (] 7 GET  1000M Copper Enabled  Down  Auto Auto Disabled

LR 0 8 GES  1000M Copper Enabled Down Auto futo Disabled

2 D‘S'i""""' ] 9 GE9  1000M Copper Enabled Down Auto Auto Disabled

s O 10 GE10  1000M Copper Enabled Down Auto Auto Disabled

1R U [:pu

Port BEN N SR 2R RO A B SR AR 5T

Type AN ERIRRAS

Description BN B ERIER
BRI SRR
State * Enabled : #I&IRARERFRY
* Disabled : #8ISIEIARFEEEH
B Al E IR SR AR AR
Link Status * Up: EEIRHEERCEE
e Down: EFIRHEIKCRRN
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Speed B AIE IR R E R E A B S R E AR R

Duplex BRIEEIRE TR0 E AR E TARAR

Flow Control H AT IR R 8 26 E N E R AR E 1R RE
EREEEE R ESREFENEE/ET/MEET -

EEEEENERRRET  ABHEBER "Apply’ RESEEERIRE/ET/mEEH -
Edit Port Setting

: Port GE1

prmssssmssms e e m . R M M EmEEEEEEEEEEEEEE

© Descrition | |
Shh . Enahle ;

.
'i' Auto (") 10M :

() Auto-10M () 100M
Speed: — o - 100M (1 1000M |
(") Auto - 10000 :

|..-.-.--.|.

'I-
o

m Auto
Duplex : ' Full
) Half

e .ﬁ.utu !
Flow Control ¢ ) Enable i
’ — . i
¢ (@ Disable !

[ Apply H Cloze ]

> Port: ETENMAKIREES -
> Description: Bi]E#EEBER M
> State: HIRIBEIEMEE -

® Enabled : fHEIBARARRARL -

® Disabled : #RIEAREREAE -
> Speed: REIBRVIRE

® Auto: BIREMABERRE
Auto-10M : BE#1#IRIZI 10M -
Auto-100M : E&j#5IZI 100M -
Auto-1000M : HE1#I5IZI 1000M -
Auto-10M/100M : E&#/5IZ] 10M/100M -
10M: BFHIERERS 10M -
100M : s&8HIEHES 100M -
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® 1000M : s&®l3R=E%S 1000M -
> Duplex: HIBETHE -
® Auto: BFHRIFAAE TR -
o Half: BEIAFL TR -
e Full: BeAEETEN -
> Flow Control : AREIERREES -
® Auto: BEHRIREZEH -
® Enabled : BEAREEH -

® Disabled: BEEIR=EH -

HZE Apply” @#FERIZE - B “Close” FELE -

5.2 $&:2{=H(Error Disabled)

ZINBECIPH IE$5 R R E - B4 BPDU Guard(BPDU Bf3&)/UDLD( E [a) # B 1328l )/Self Loop(E 1&
1%)/Broadcast Flood(f& 1% E %)/Unknown Multicast Flood(7k %1% #% 52 & )/Unicast Flood(E &
&)/ACL(FARI#EHIER)/Port Security(3 2% %)/DHCP Rate Limit(DHCP #ZRZ2[R#l)/ARP Rate Limit(ARP &
KPR -

FREZEEES/MALINEEE - MREZPHNINEEREIER - 2R BN AIE IEH#ERIEE - BRRENRRE
BE - RBETEEEEMMA -

Recovery Interval [300

BPDU Guard [ Enabe
UDLD| 3 Enable
SelfLoop | [ Enable

Broadcast Flood | Enable
Unknown Multicast Flood . {7 Enable
UnicastFlood = (7 Enable
ACL' [ Enable
B
DHCP Rate Limit | [ Enable
ARP Rate Limit| [ Enable

Apply
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> Recovery Interval : $5321F FEERE ILISEERE B EKE -

> BPDU Guard : A% E%4 BPDU Guard [REFF B g E IR -
*3ZIRE 2 STP BPDU Guard #HI5|#ERY -

> UDLD: EER#%%4 UDLD ERIB Bk ERER -

> Self Loop : BAEES Self Loop [RRAIFFEENFEEIERR -

> Broadcast Flood : B &4 Broadcast Flood /R 5 Ei A FAE IR -
*ZRAEERREBAERREFRERIREMSAH -

> Unknown Multicast Flood : BR#& 384 Unknown Multicast Flood RS B #)FEPAERER -
*ZIREABAR NS B RN BB RIS E R R EHIRRFTIE A -

> Unicast Flood : BR# 384 Unicast Flood R 5 Eh AP E =R -
*ZREEERRRBASEEREGIRERFSEAN -

>  ACL: BEH®3E4 ACL BREFERIRAR B EREFERE -
*ZIREEH EIVLE ACL BRI EEHRRRIES R -

>  Port Security : BXF# 384 Port Security Violation [REF B ENRARAEREIR -
*ZRABEREFRZEHRAGHAN -

> DHCP rate limit: &34 DHCP HRERHIR B ERARAERIR -
*ZIREE DHCP $ 613 {818 DHCP &R [REIZ A -

> ARPrate limit : BA# 34 ARP R [RHIRER 5B SRR -
*ZIREZE ARP S EIERKR BB ARP R RFEAM -

B Apply” w#HFEHVEERTE -

5.3 #EEPES(Link Aggregation)

Link Aggregation(LA)th/E S 802.3ad (LACPEERS BABSIBE) MBHES - HEBREENBEEES,
Port Aggregation SIS EMIRZ A ISR — B MBRESE - H1 FEEEMS - BAAPARA
R T L

5.3.1 B &#HEEE(Group Configuration)
FRESEELEEESA MAC AIitsy IP-MAC it WE EFFEEs % -
RE#mIAR LI E 8 i LA 4 ERESEE T DUEE LAG AR ILEE "Edit" X57E LA ERREREE -
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Port + Link Aggregation + Group

Port Setting
Error Disabled
# Link Aggregation

Port Setting
LACP

EEE

Jumbo Frame

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

IP Configuration
Security

ACL

QoS

N @ mACAddress
i (O IP-MAC Address

) LAG1 Group LACP Down GE1-GE2
LAG 2 — —

o LAG3 = =

O LAG4 — —

() LAGS = =

O LAGH - -

o LAGT = =

O LAGS — —

Edit

> Load Balance Algorithm : LAG B #FE#EE % -
® MAC Address : £58 MAC firdlt -
® |P-MAC Address : EiX MAC it IP Aizdt -

el

HE Apply” FFEFIZEERE -
i Rivi g
LAG LAG#R SR
Name LAGEE B i alt
LAG#EZEY
Type

* Static: DECAAFFRELAGRYERIBHERAZREMAN

’X‘ service@cerio.com.tw
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8
* LACP: D BECARENRELAGRIERIRHE RHIEEIR - LACPIR
REMPLEE IR E R E U AL B 18

Link Status LAGRYE I8 8 S AR RS
Active Member LAGHIEE ERUHR A B #1318
Inactive Member LAGRIFERE ERIFBRI AL E i3 1E18

Edit Link Aggregation Group

' Name| [LAGGRPOUP-1 '

@ Statc .
WS - | acp ;

| Available Port Selected Port

: [GE1
| |GE2

i |GE3
i |GE5
\ |GES
| |GE7 ;
i |GEB - g

Apply l [ Close l

> LAG: EEWLAGAID -
> Name: LAG E#B i -
> Type:LAG 2! -
® Static: DECAAFFRE LAG RERHBARE SR ERMANMKE -
® LACP: DECAEIRE LAG WEBIRARIZER - LACP REMLEFEEREMANAER -
> Member: BEECJFERRNE LAG HREIR -

HE Apply” #FERIZE - B “Close” FEKE -
5.3.2 EIBEETE (Port Setting)

ICE BN LAG EEIRHBIIRRS - WirFERERLE LAG ERIRRTE - B12F LAGBELMHE "Edit” L
AmiE LAG BIZIBRE -
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Port + Link Aggregation + Port Setting

¥ Status

Port Setting

Port Setting Table

. E:Egggzgm m | LAG | Type | Description | State | Link Status | Speed | Duplex | Flow Control
E Group [J LAG1 eth1000M Group Enabled Down Auto Auto Disabled
[ LAGZ ACCDept Enabled Down Auto  Auto Disabled
LACP [] LAG3 Enabled Down Auto  Auto Disabled
‘IJEEEDO F [0 LAG4 Enabled Down Auto Auto Disabled
V et [ LAGS Enabled Down Auto Auto Disabled
MAC Address Table [) LAGG Enabled Down Auto  Auto Disabled
== [] LAG7Y Enabled Down Auto  Auto Disabled
ERPS [ LAGS Enabled Down Auto Auto Disabled
Discovery Edit
Rz Fi 3t
LAG FBARLAGERIR RS
Type BRLAGEHIRIFREA
Description FRBRLAGEE R
LAGEEHE S AREER
State * Enabled : B4RESRIR
* Disabled : &iA25E8FA
HRILAGZEEIR SIS AR AR
Link Status * Up: ERRHEIRCER
* Down: EHEIRHE KR
Speed HAEl LAGERHRIRE % E MR IR E AR
Duplex HREIZELAGEZIRE T8 E AR E TARER

Flow Control

BAILAGEZEIB RS IEHIER EME

ARV SRR

’X‘ service@cerio.com.tw
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Edit Port Setting

Port LAG2

Description [RDDept |

State | Enable

| @ Auto O 10M

' O Auto-10M () 100M
Speed | () Auto- 100M (O 1000M
. (O Auto - 1000M

() Auto - 10M/100M
@ Auto
Flow Control | () Enable
() Disable
L_Appy | cCiose |

> Port: EEHMKIREES -
> Description: Bz] LAG EERAHML -
> State: HIBIBEIRANAE -

® Enabled: #IRIEEEFIRL -

® Disabled : & IEREERIET -
> Speed: MIKIBHYREK -

® Auto: BEIHAIFMERE -
Auto-10M: BEE#IRIZ] 10M -
Auto-100M : EE1#5IZ) 100M -
Auto-1000M : E&1#|5IZ] 1000M -
Auto-10M/100M : EEj#5IZ] 10M/100M -
10M : &FHIERZES 10M -
100M : &HIZHRZES 100M -

® 1000M: s&flZR=7% 1000M -
> Flow Control : #&IBRREZEH] -

® Auto: BEIHAEIREEH -

® Enabled: BEAREEH -

® Disabled : EARAREZEH -

HE Apply” #FERIZE - B “Close” FEKE -
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5.3.3 LACP

TR SIS E(LACP) D LB ZEYIE L KA REE R — I BB RS A - R EEERMmS -
EERSFHEPHFIEYIEEREF—RBEEE -

EAZEEEELIRE LACP EEFEFIERTE - EFEEHEWAE "Edit" KFEEEZRRE -

Port + Link Aggregation - LACP

¥ Status
Network

| System Priority | [32763

Port Setting
Error Disabled [&l
4 Link Aggregation
G .
o LACP Port Setting Table
Part Setting
EEE Q[
Jumbo Frame ] | Entry | Port | Port Priority | Timeout |
VLAN O 1 GE1 1 Short
MAC Address Table 0O 2 GE? 1 Long
Spanning Tree O 3 GE3 1 Long
EEPS O 4 (GE4 1 Long
Dﬁz’F"’EW OJ 5 GE5 1 Long
Multicast = ° o8 1 -on
: - 0 7 GET 1 Long
IP Configuration - o

>  System Priority : FHEEEETEESETT LACP WX ?ﬁl 5 FE2E LACP 4t B5E4R Al - LACP
FERRBEBRARBINRIRE MAC MIRE AL Z4 ID - HEREMKIRRGEEER - EBRE S
LACP PDU Py 2 4R 1B S AR B AL

B8 Apply” BELHETRE -
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1R f 3t
Port IR AR
Port Priority ERIBRLACPESLEARE

LACP PDURYBER 14 [Hig 5 2L
* Long: LB HEA(30%))E2:LACP PDU
e Short: DURZRBE(1#)EELACP PDU

Timeout

Edit LACP Port Setting

> Port: BEEHEHEREE -
>  Port Priority : @i AZEEHEM LACP BEARRIEE -
> Timeout: LACP PDU AUBHEAM HEsiaal -
® Long: PUEFRMBEA(30 #)&H:x LACP PDU -
® Short: DURZRBHEA(1 #)E%25 LACP PDU -

HE Apply” #FERIZE - B “Close” FHHEE

5.4 EiBES X H#AES(EEE)

EIRE L KABES(EEE) MAC A — 23 B BEINVERANETWEREL S - ©H IEEE 802.3az &igE LIFAFMHE
% - [BINFEE RIS R A N N E WG o LIE BB SR FRRLEINE - LEEIRE - BRIIEINEELNA
DO ERA - BRIBENRERAATERNBREH PNNIE - BREBYR LERENERZZEMH

B -
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R 2SR & EE 2 KAJ(EEE)THEE - FHEBIEE 0 DUE B ERIERR T EEE TIEcF RS R - TARR A
"Disable”

Port -+ EEE

¢ Status

¥ Network EEE Setting Table

Port Setting
Error Disabled

% Link Aggregation
Group

Port Setting
LACP

Ql

W Entry | Port | State |

‘|

2 GE2  Disabled

GE4  Disabled
GES  Disabled
GE6  Disabled
GE7  Disabled

Jumbo Frame
¥ VLAN
¥ MAC Address Table

ENENENEE < N

-~ oD g

¥ Spanning Tree

R i

Port ERIRARE

EIRFEEBIEARAE
State/Operational * Enabled : EEE ERF/IEEETT
Status  Disabled : EEE BFA/RETT

Edit EEE Setting

Portk GE3,GE7,GE9,GE12GE3 ]
State [ Enable

Apply ‘ ‘ Close
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USER MANUAL

> Port: BEEWEFREE -

> State: ZEFIE EEE SEME -
® Enable: BH EEE -
® Disable: {=F EEE -

HE Apply” @#FERIZE - B “Close” FEKZE -

5.5 EAX#FE(Jumbo Frame)
EREEEETNELEEREEATAA/N -

Port + Jumbo Frame
% Stalus
¥ Metwork

. Enable i
N R A RN AR E S EEEESESssEEsEsssEmseee ey

i Jumbo Frame
; |IDDDD |

Part Setting

Error Disabled

¢ Link Aggregation
Group
Port Setting
LACP

EEE

l Apply l

> Jumbo Frame: FEHERAEARIE - EXHERER  KRB[AFRESZATEA/N - BEX
IR - SRR BIA/ 1522 -

=1 ==

HE Apply” @FEHIZELE -

@ WWWw.cerio.com.tw g +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

6.POE

PoE (O AXAEEHE)E—72 IEEE REXI - ARBBATELLXEERERENNER - FH 4 HLXH
BB PR 2 ¥ - Pok oJf2 5% 15.4W (IEEE 802.3af)=k 25.5W(IEEE 802.3at)MIIn= - PoE A% IP
BEK - BREHIEAN P BRSRENRE - FA—REERARERERNENIEH S HRNZE - BB
REEEME DZEARER  THIFRESIEFELABBERFBEERIALZETRBENIRE -

PoE X855 IEEE 802.3at R4 - BEEZEFIBOIIRHSE 25.5W BIINR -

PoE 3 #g8 X iR IEPETNRE - Bl D INAERE W PoE BIRFE - PoE BIEARAILIR B EBEERBDEFEINER
MBENSE -

6.1 POE &% % (POE Port Setting)

iz B E 24t 0] LUBEVR PoE BIFIERIAEE ALK EIRR /B - 55 £ PoE By Type / Level / Actual

power (mW)/ Power Voltage (V)/ Current (mA) * Refresh Rate None or 5/10/30sec £&: -
POE Setting + POE Port Setting

System info

--------------------------------------------------------------

Mone
5 sec
1 Refresh Rate | -
MAC Address Table | ¢ @ 10sec
| -
Spanning Tree ~ EEEEEEEEE _30 s
¥ ERPS
Lomuhak Port Setting Table

Discovery

o) —

Multicast

T L | Entry | Port | PortEnable | Status | Type | Level | Actual Power(mw) | Voitage(v) | Cument(ma) | WatchDog |
r— C 1 GE1  Enabled  OF MA  NA HiA NiA NiA  Disabled
ACL 0 2 GEZ  Enabled  OF MA  NA M N MA  Disabled
Qo5 m 3 GE3  Enabled OF MNA  NA A /A MA  Disabled
— 0 4 GE4  Enabled  OF MA  NA HiA NiA NiA  Disabled

N TI— m 5 GES  Enabled  OF MA  NA HiA NiA NiA  Disabled

O 6 GE6  Enabled  OF MNA  NA HiA N N4 Disabled
m 7 GET  Enabled  OF MA  NA HA NiA NA  Disabled
0 & GES  Enabled  OF MA  NA M N MA  Disabled
O 9 GE9  Enabled OF MA  NA hiA NiA NA  Disabled

10 GE10  Enabled  OF NA A HiA /A WA  Disabled
[ M GEM Enabled OF MA  NA HiA NiA N4 Disabled

>  System Power(W) : /R POE :#BFE4RTNZE (Watt) -
> System Temperature(C) : BRAHFEE(CC) -
> Refresh Rate: &F% “None,5 sec,10 sec,30 sec” M RIFIHE - DUESBIEE POE BIFIEHMETE=R -
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i1 g
Port IR
IS IR A
Port Enable » Enabled : POESEE IS B INASAR EIRA B RIA

* Disabled : POEZZZIEHETNRERIRR E MR RE & B EH
EFIEPOEEREIEMEE
Status e On:POERERELRAESHE
» Off : POEIRERE LKA S FARA

FRPOERZEZY, B1FEAFR(Y) BEH/AF(N) AR ER/AT(Y) 28 H/AT(N) R

Type
yp i
Level ZE,~POEFTAClass$af! - #87R0/1/2/3/41EEClass0 / Classl /
eve
Class2 /Class3 / Class4
Actual _ . e e s
R BEPOEEZFIEE B HFENIIE(MW)
Power(mW)
Voltage(V) ZERPOELTEER(V)
Current(mA) FE N EBIPOERY LIEER(MA)
WatchDog BARPOEEFIYO5T IS 3 AU B AR AR BS

EEERTNEERER 1-24 - BB "EJit"RERTE -
Edit Port Setting

@ Enable !
1 Disable !

WatchDog

@ Enable ;
| () Disable :

| Apply || close |
IEER > R ¥ S EE R R POE MRNFR/IF A - B2 E L PoE RXi#isz B {EERIRR POE RUA/IFH -
> Port: BREERERIE -
® Enable: FZEEE POE HEINRE -
® Disable: FAFfE#IE POE S{EINEE -
> WatchDog: BREPIIRIRIAHMES -
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® Enable: FREEZIEEFIIOINGE -
® Disable: FARZEZIREFIIINGE -

HE Apply” #FERIZE - 8 “Close” FEKE -
6.2 POE E5REZE(POE Port Time Setting)

PoE 3211855 1% PoE AEINAE - oAt EAEEEBE NMEMRBIHEAR POE - EolLIAIFEEINRE @
F1E PD REREBRERES - B - 2REBEEHEEG I UBMIRFIRIRBHREESE - FEEE Web
JTEIRRE PoE EINEE - B R R WEEEERERXBEFTRERBLNEE - WIRRIEKREETIEL -
POE Setting + POE Port Timer Setting

POE Setting
VLAN

MAC Address Table
Spanning Tree
Discovery
DHCP | GE10
Multicast Fri |GE11
IP Configuration Sat | ggg

v
v
v
v
v
v
v
v
v
v
v
>

Port: BEiE—[EERIERRERBR

Port | | GE3 v |

Tue 0O 0 0O 0O
Thu B E e
Sun 0O 0 0O O

2 8 B B
Mon O O
Fri (J

| Apply 1
> Mon/Tue/Wed/Thu/Fri/Sat/Sun: {R#EE—Z8H - 00-23 B5#E1=E POE ZXFFRA -

B Apply” W#EFEHVEERE -
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7/.VLAN

ERELEEVIANZE—EEEXREROEY BT eEIE— R ETER - ShEEE
BRI - VIAN HEEELAKLANSRRNEE - B VIAN £fS&EEAEE—IE - BECMTER—E
P xiAgEh -

CS-2424XG-24P #% 2 ERMF PG EREIIM(VLAN)XIE @ BHE T BEMBAHAN—LEE - B E—R&
ERR - VLAN R ERE 2 BERFEERE | THEERASRZ 1% - ERABID/EBERE  EMREHEY
NEE - Z2MHMZEREEE

EREEES LR EER IEEE 802.1q 173 VLAN SUERERFEIERN VLAN - RAEFARER VLANL EiR
(PVID) -

7.1 VLAN

7.11 Bl VLAN(Create VLAN)

EHEEEE 0L Available VLAN BB PR VLAN 4R5% - 52 VLAN #5527 IEEE 802.1q 122 -

Available VLAN BE&E o]l -
VLAN + VLAN -+ Create VLLAN

Available VLAN Created VLAN
VLAN 4083 & VLAN 1
VLAN 4084 VLAN 2
VLAN VLAN 4085 VLAN 3
VLAN : v AN 4086 VLAN 4
VLAN 4087 VLAN 4088
:dLAb:) Co:ﬁgurauon VLAN 4090 VLAN 4089
SMDErsnip VLAN 4091 VLAN 4093
Port Setting VLAN 4092 VLAN 4094
¢ VoiceVLIAN @ (M
% Protocol VLAN [ Apol \
© MAC VLAN 0 22 s
2 Surveillance VLAN
¢ GVRP VLAN Table
¥ MAC Address Table
¥ Spanning Tree Showing entries Showing 1 to 6 of 6 entries Q | |
¢ ERPS
- Name | Type | VLAN Interface State |
¥ Discovery
« DHCP default Default Enabled
. VLANO0O2 Static Disabled
¥ Mullicast
¢ IP Configuration VLANODO3 Static Disabled
¢ Securty VLANOOO4  Static Disabled
v ACL VLAN4083  Static Disabled
v QoS VLAN40BY  Static Disabled
¢ Diagnostics First | | Previous | B8 | Next | | Last
SN nsmant | Edt || Detete |
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> VLAN: FHEEHE S "Available VLAN"ZER 3 #E1ZE VLAN 4558 - ZE)2"Created VLAN"ER - &1
TSR T 802.1q VLAN -

25 Apply” BEHHETLE -

VLAN Table : EHZEE S0/ EERFELMERA VLAN - INREP I EAE"Edit" - RIEHEESES

ol DAFEhEea sz VLAN B2 8 Rt
Edit VLAN Name

Name | [VLAN4094

Apply | ‘ Close

HZE"Apply "HEFERIZE - B "Close" i E -

7.1.2 VLAN %% (VLAN Configuration)
ERESEEPIBEEEREN LAG WA EERERPERE Excluded / Forbidden / Tagged / Untagged

Network VLAN Configuration Table
VLAN

POE Setting
= VLAN
% VLAN

Entry Port | Mode | Membership | PVID | Forbidden |

sl 1 GE1  Trunk O Excluded O Tagged @ Untagged )
) 2 GE2 Trunk O Excluded O Tagged @ Untagged 0

Membership . — _
Port Setting 3 GE3 Trunk ® Excluded O Tagged '/ Untagged )
¥ \oice VLAN 4 GE4 Trunk ® Excluded O Tagged O Untagged O
% Protocol VLAN 5 GE5 Trunk O Excluded  ® Tagged O Untagged )
9 MACVLAN 6 GE6 Trunk O Excluded @ Tagged O Untagged 0

¥ Survelllance VLAN

o e ® Excluded  Tagged ' Untagged
MAC Address Table 8 GES8 Trunk ® Excluded O Tagged O Untagged
Spanning Tree @ Excluded Tagged | Untagged
ERPS 10 GE10 Trunk @ Excluded O Tagged O Untagged O
Discovery 11 GE11 Tunk  ® Excluded O Tagged O Untagged )
¥ DHCP 12 GE12 Trunk ® Excluded O Tagged O Untagged 0
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R iU

VLAN EEETER VLAN ID 32 7E VLAN
Port BNERBBENH

Mode FURERSR VLAN XU |

AZEEIREIERTE VLAN ID BB
* Excluded: f&EEFIEE VLAN FHRBEER

Membership . L

* Tagged: f5EE#BE VLAN 2 tagged i 8

* Untagged : {5EE I8 VLAN Z untagged A8
PVID BRTHZER PVID
Forbidden BERRIETEERIEE VLAN PHEH

> VLAN: HREEEES0DIRE T HIEEEE VLAN TETRE -
® Excluded: Z/TEHERAZE VLAN R E - SEFMAEFIEMN LAG WIRRERE
Tagged : :#Z/TE=Z VLAN B tagged & -
Untagged : &7 HEZE VLAN Y untagged A& - VLAN R EANIEREEMEBZEZEITE VLAN
PVID : A&7 HE PVID &4 VLAN 89 VID - PVID 2128 EEZFRKEN -
Forbidden : EZEZREEEEE -

7.1.3 % B E1&(Membership)

BUNPhABEIERESR - FHAZEEEE LI NEEEELIFE "Edit" B2 VLAN 2 - (Note:
Number=VLAN number, F=Forbidden, T=Tagged, U=Untagged, P=PVID)

SRIEEIBANTER VLAN gl ER - ZZ BB A AT E M VLAN K E - BRZEZRENKA
20 VID 4095 - MR M B 2 BREEIEZE O VLAN FEAEUW untagged 6] - BB H 2 B ERE
ER PVID HZEARRE - BRI - REIBEEZE—IE VLAN 2725 —1E VLAN -
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VLAN -+ VLAN -+ Membership

Status

Network Membership Table
Port

POE Setting

| Port  Mode | Administrative VLAN | Operational VLAN |

& VLAN 0O 1 GE1 Trunk 1UP 1UP
Create VLAN .
VLAN Conflguration O 2 GE2 Trunk 1UP 1UP
O
Port Setting O 4 GE4 Trunk 1UP 1UP
@ Voice VLAN O 5 GE5 Trunk 1UP 1UP
& Protocol VLAN O 6 GE6 Trunk 1UP 1UP
2 MAC VLAN
@ Surveillance VLAN O 7 GE7  Trunk 1UP L
2 GVRP O 8 GE8 Trunk 1UP 1UP
¥ MAC Address Table O 9 GE9 Trunk 1UP 1UP
¥ Spanning Tree O 10 GE10 Trunk 1UP 1UP
i Rivd ik
Port BNERIBBEE TH
Mode ZA7N3EEIE VLAN 2T E
Administrative VLAN FATNRZ BB VLAN BI185E

RN % ERIR A VLAN #E17513R -Operational VLAN 21ERE T EIE

Operational VLAN o . .
#E1THY VLAN 7RRS - OIBEEAETE VLAN AE

Edit Port Setting

Port | GE3

Mode | Trunk

4094 1UP

Membership

i (O Forbidden

() Tagged
| @ Untagged

Apply | | Close |
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>  Port: BE/RFRERVERIBARD -

> Mode: BRENTHREEBH LPTERZEZE VLAN #3 -

» Membership : FAE5T8RZIRE VLAN ID A RFIRBEZARSIZE - NRFEER VLAN 2 tagged - Rl
oG HIREARSIRSP - BFEAED -

HZE"Apply "HEFERIZE - B "Close" i E -

7.1.4 Port Setting

EHEEEELEE VLAN 3 Access / Trunk / Hybrid -
VLAN -+ VLAN - Port Setting

Port Setting Table

¥ POE Setting
- VLAN T | = = |
Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink TPID
[ ] 1 GE1 Trunk 1 Al Enabled Disabled 0x8100
Create VLAN i
VLAN Configuration U 2 GE2  Trunk 1 Al Enabled Disabled 0x8100
Membership O 3 GE3 Hybrid 4094 Untag Only Enabled Disabled 0x8100
2 Voice VLAN - : : 53 ‘ 1
: ;ﬁ:;oﬁ:r . 6 GE6 Hvbfid 1 Tag Onl.\,f Disabled Disabled 0x8100
2 Surveillance VLAN :
2 GVRP 8 GE8 Hybrid 1 Tag Only Disabled Disabled 0x8100
¥ MAC Address Table
¥ Spanning Tree 10 GE10 Hybrid 1 Tag Only Disabled Disabled 0x8100
1R A
Port HNTH
Mode FRERIR VLAN 30 Hybrid/Access/Trunk/Tunnel
PVID FARERHIREM PVID
Accept Frame Type BNERRNEN T 88T
Ingress Filtering BB EIBR ALBIEEAEE
Uplink BEUR _CATHERRANAR
TPID FR/TEEAN TPID

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

Edit Port Setting

Port 5 GE4- GE‘IO ,
@ Hybrld
) Access '

oLl ) Trunk

Tunnel

— —fmmee

PVID |1
L O Al i
Accept Frame Type | ® Tag Only ;
i O Untag Only
Ingress Flllenng O Enable
Uplink
TPID

[ Apply l [ Close ]

> Hybrid: IE7TESIZE—E=ZE VLAN 8 tagged =k untagged i &

> Access: IE/TEZE— VLAN B untagged A8 - LUSTEE R ENEZBWE B FHGERIE -

>  Trunk: BN EZE&Z—E VLAN B untagged f & - 1 B 2Z21E=L 2@ VLAN /9 tagged BB - #ELL
B NRENEFER S PSR -

>  Tunnel: EEFEEREUUERHERBPERBESZHH VLAN (PVID) -

> PVID: # A VLAN ROZEEEE VLAN ID(PVID) - 8 AR untagged FHAER] priority tagged =HAEER A%
VLAN -

> Accept Frame Type : EEZNE O ZERNVAERE - ABRBREHEENVAESEAODERESE - 5L
AMEREEERENNOA - AR -
o All: N EZESMBEEMENE : untagged FAE - tagged FAER] priority tagged FAE -
® TagOnly: 7TER#U tagged RIFHAE -
® Untag Only: /T ER#5 untagged 1 priority tagged FIFHAE -

> IngressFiltering : ERAZEEE0ILIERN "Enable” MBIAAOBIE - ENEMAALBER - 57
HEEZMBNESABRNTEMKE VLAN EAGE - —fEERaFRSBAALBRE - EFHE
BIRNPEEER FRZRA -

> Uplink: EAZEEE0ILIED" Enable” BNHRER LTHEEZRE -

> TPID: MR Uplink ERA - BT EERENNEE G E R BT (TPID)E -

HE"Apply "#FERIZEE - 5L "Close" i E -
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7.2 iBE VLAN(Voice VLAN)

a5 VLAN Ol MABR EEFRREHIKBESE VLAN L IPBEEW IPEERE | miE VolP fR# - VolP
MEEARE MAC (It BAREREN OUl Ik - EHEEEEILUE 1 3 4094 EEMERE VLANID -

7.2.1 Property

VLAN -+ Voice VLAN ~+ Property

¥ Status

Sublohak e
letwol s 5
% Port

=T VLAN | |VLANA094 v

el cosrm'lp: Enable
Create VLAN Remarking
VLAN Configuration
Membership Aging Time
Port Setting A e e
% WVoice VLAN [ Apply I
Voice QUI
© Protocol VLAN Port Setting Table
% MAC VLAN
% Surveillance VLAN
2 GVRP Q I:

' u | Entry | Port | State | Mode | QoS Policy |

¥ Spanning Tree [ 1 GE1 Disabled Auto Voice Packet
% ERPS 2 GE2 Disabled Auto Voice Packet
¥ Discovery [ 3 GE3  Disabled Auto Voice Packet
4
5

¥ MAC Address Table

GE4 Disabled Auto Voice Packet

¥ DHCP
¥ Multicast ] GES Disabled Auto Voice Packet

>
>
>
>

BB Apply B ELT -

State: FRAEEEEOILDIEE "Enable” (" Disable” ZINEE -

VLAN : FHZEEEER5%E1E VLAN -

CoS/ 802.1P Remarking : EFZEEIEE0LIA VLAN & E CoS 802.1p B4R Al -
Port Aging Time : RZEERE ORI E WLRAAIEERRE -

kv it
Port BNERIBEE
State T E] F/FEER A
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Mode A RFBEVLANIE T
QoS Policy BERHE B VLANEFEQoS i FIEkES

Edit Port Setting

Port | GE1
State | () Enable
@® Auto
Mode O Manual
Qos Policy | Q Voice Packet
L O Al
Apply H Close l

Port: B/NEFIESE -

State : 7TEF]F/BIRIIRAS -

Mode : E#EZZEE VLAN #1 -

Qos Policy : #E#ZFEE VLAN Bt QoS FR%KE

vV V VYV V

HZ"Apply "#FEHIEE - B "Close" [ E -

7.2.2 i35 OUI(Voice OUI)

HAE—ZEMA(OUNZE MAC MBI =B & - mE={EF&E

B2ERMIL ID - EAEEEE LA

B OUl FBREREHE - MG OUl 8 758 VLAN EEIBESIHAY OUI FE IP B ZEWEINABERE -
HEBERAS VLAN LB - BRIBERE OUl AR ERENER OUl RUAR - BENEE VLAN UK
BEBEREFRFERREAANMEZES VLAN - BRABTERRTE 1 3 BEmit

’X‘ service@cerio.com.tw
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VLAN -+ Voice VLAN -+ Voice OUI
¥ Status Voice OUI Table
¥ Network
¥ Port
- VLAN
> VLAN
Create VLAN
VLAN Configuration
Membership
Port Setting
% Voice VLAN
Property

Showing [Kil v |entries

| oul | Description

00:03:6B Cisco

) 00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens

| 00:60:B9 NEC/Philips
L 00:0F:E2 H3C

] 00:09:6E Avaya

)

2 Protocol VLAN

2 MAC VLAN

2 Surveillance VLAN
2 GVRP

Add || Edt || Delete

R i

Ooul #RQUI MACT 3t

== oz

description BROUISEE# -

Edit Voice OUI

| OUl| 00:03:6B !

Aoy J[ Close |

ERAESEE Y RIAIEN OUl B MIBRZE R OUI
FhE "add” MAEIZEH OUI -

2hE “Edit” 1BZ OUI &R -

FE "Delete” fHikk OUI Ef -

HE"Apply "# 7 ERIZEE - 5L "Close" i E -
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7.3 1#%E VLAN(Protocol VLAN)

7.3.1 % XE8%4H (Protocol Group)
FREEEEMEIIEEREF G mERHE VLAN FIEF4E - W:EE "add” - “Edit” 1 “Delete”

TNBEEITER -
VLAN -+ Protocol VLAN -+ Protocol Group

Protocol Group Table

Showing | All v |entries Showing 1 to 2 of 2 entries

ERMAN | | l Group ID | Frame Type | Protocol Value |
Create VEAL 0 1 RFC_1042 0x0600
VLAN Configuration — = e
Membership 2 |EEES802.3_LLC_Other 0x0601
Port Setting i

o | Add || Edit || Delete
Property
Voice OUI

4y Protocol VLAN
Group Binding

2 MAC VLAN

% Surveillance VLAN

¥ GVRP

R fi 3t

Group ID BREEmEMAEID
Frame Type BNEERNTE R
Protocol Value BRNBEENHERE

Add Protocol Group

------------------------------------------------------------------------------------------------------------------------------------------------------

szzs=zszszsszssszszzsszzszsssssssssssszzssszszsssssssssssszzsszzszssssssssssssssssszszsssssssssszszzsszzszzsszszszzszd

ssszsszsszzsissssisssssssssssssssssszssssisSissEEsssssssssssssssszzzzzzzsszsazsad

| [IEEES02.3_LLC_Other |
*1 RFC_1042 b

> GroupID: BESENEAEID HERWK1EI8 -
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> Frame Type: ZBRBENEIREDPH ) \NTARZIFEEBBMNIBEEE - BEERIOMRHRIBE
EEM VLAN FEERAELRE -
® Ethernet_ll: T E$EEZE Ethernet_||
® |EEE802.3_LLC_Other: 814582 802.3 I8 - %A LLC HMFGE -
® RFC_1042: 882 rfc 1042 3 €] -
> Protocol Value: @A BRHRENHEE - FSIEHEBENHEHKD EEIEERN VLANID -

HE"Apply "#FERIZEE - 5L "Close" i E -
7.3.2  ###HHIE(Group Binding)

FTHEEBET AT EEFBRRTESA VLAN ID W ERHE VLAN B4 - W& “"add” - “Edit”
A “Delete” IHEEETEIER -

VLAN -+ Protocol VLAN -+ Group Binding

Group Binding Table

Showing | All v |entries Showing 1 to 2 of 2 entries

W | Port | GroupID | VLAN |

Create VLAN _
VLAN Configuration | c= 2o il
Membership GEB 2 4094
Port Setting .
4 Voice VLAN Add H Edit H Delete ‘
Property
Voice OUI
4 Protocol VLAN
Protocol Group
L ikt
Port BRI E AR B E A R E R
Group ID B ERIR I ERALAHID
VLAN BRNMATERERHANTIEVLAN ID
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Add Group Binding

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Available Paort Selected Part
' [GE3 GE5

. |GE4 GEB
| |GET7
Port: |CES
| |GE9
' |GE10

> Port: EAAMEDEZEERR AREBIAARBEAMNE - NEAREPEZERE A&
BRI EZARRAREHANHE - REEEEEARES VLIAN RN EL AR ER A E - EF
AR "Add” HEEES -

> Group ID: EZFRBFBMEKAEA ID - EEAR "Add” HEHE -

> VLAN: BADEATSHERFAENTTEH VLANID -

HE"Apply "EFERIZE - B "Close" i E

74 MACVLAN

7.4.1 MAC #4H(MAC Group)

MAC VLAN INBE/eEF i E AR untagged S EIDECE] VLAN - #EMARET EIRUSRIR MAC UL ¥IREET D
18 - Mo LIE R E MAC 3 VLAN RPRUBEREZR MAC 2l VLAN FIBREY - ERZGR MAC Uit EE
B VLAN ID Tl E R & - sBHIFIAERIR A MAC 2| VLAN 2 € (BlB—EZ 243 - EP8E MAC
ik 2] VLAN ID B9RRST ) -

= untagged =} priority tagged W B12)iZELREE H MAC 3| VLAN RHEFEBER - #ESHITEAIR
T MAC firdlt - tRILEBE - RIFSHEFER VLAN ID 1EIR4AEE - IR B EL priority tagged @ BiFF
@ ; SR BEAAERESR 0(F) - +5IkM VLAN ID ##iR1E VLAN FR#ETERE - 1R VLAN B3 - Al
HEBHHEETAORE, BRI BEEHE - ERWRA T BIEE MAC ARG 2478 _EisiREIZ2A VLAN -
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WaEE “add” - “Edit” #1 “Delete” INBEEITEIR -

MAC Group Table

Showing| All v |entries Showing 1 to 1 of 1 entries

W |GroupID | MACAddress | Mask |

Create VLAN -
(] 215 8C:4D:EAFE.CC.AE 24

VLAN Configuration
Membership
Port Setting

% Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

% MAC VLAN

Add || edt || Detete |

R fE

Group ID BB ENRFAEID

MAC Address 2B ERNMACHIIE

Mask BN B BRIMACHT IR

Add MAC Group

 MAC Address | |8(3 4D'EAFE-CCAE | §

Hask i |24 |

[ Apply l l Close l

> Group ID: Hrig#$4H ID 5545 -
> MAC Address : @A MAC fizdlt -
> Mask: @ADFEIIEA MAC IEE
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HE"Apply "#FERIZEE - 5L "Close" i E -

7.4.2  BEHEHITE(Group Binding)
Group Binding IhaEssFE &S MAC VLAN B¥/H B EEF RN VLAN ID #iE - AEE “add”
“Edit” F1 “Delete” INEEETER -

VLAN » MAC VLAN -+ Group Binding

Group Binding Table
Showing | All v | entries Showing 1 to 1 of 1 entries Q |

| W | Port | GroupID | VLAN |

Create VLAN -
VLAN Configuration LBROES 2N S
Membership First | | Previous
Port Setting | Add || Edit || Deete |
% Voice VLAN
Property
Voice OUI
4 Protocol VLAN
Protocol Group
Group Binding
& MAC VLAN
MAC Group
1R f 3t
Port BB E RS B AT ERERE ID
Group ID R EBEEIBHIERVRFAE ID
VLAN B EATT e ER TSI VLAN ID
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Add Group Binding

......................................................................................................................................................

: Available Port Selected Port

| [GE3 GES
| |GE4
' |GE5
Port| |GE6
| |GET
| |GE9
| |GE10

> Port: AEARIEDEZERE  REBIAAE MAC HHIE - SEARIEPEZERE  REEE
ERIERERE MAC AHRVAE - ReEEEBRBERES VLAN R T B R e EE -

> Group ID: EEHERSHEBAVEAID -

> VLAN: @ADECATTE MAC B4R EM VLANID -

HE"Apply "#FERIZEE - L "Close" i E -

7.5 EZ#E VLAN(Surveillance VLAN)

751 &% kI(Property)
FREEEEPIE B E B HAKE Surveillance VLAN WE IS E T EEE
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VLAN -+ Surveillance VLAN -+ Property

i [VLAN4094 v

& VLAN R N
Create VLAN Remarking: [ .|
VLAN Conﬁguration ::=:=================:~: RN EEE IR R IEEEEEEEIINEEIEEEEIEEEEEIEEEEIEEETEEEENED
Membership Aging Time I
S
& Voice VLAN | Apply |
Property
Voice OUI
% Protocol VLAN Port Setting Table

»

®

V V V V V

Protocol Group

Group Binding Q |:
MAC VLAN E—

MAC Group W |Entry | Port | State | Mode | QoS Policy |

Group Binding J 1 GE1 Disabled Auto Video Packet
Surveillance VLAN 2 GE2 Disabled Auto Video Packet

3 GE3 Disabled Auto Video Packet

State : ZELEELIRIASLEH Surveillance VLAN THEE -

VLAN : ##1Z Surveillance VLAN ID - Surveillance VLAN ID A~BE2785% VLAN -

Cos/802.1p: #1E VPT & - FERHNTEESFEAL VPT B RAEMEILRA -

Remarking : 2 EEEEMMASFERERL - IREA  FEERENHESHIEETIER

Aging Time : MAJEEREE - FERER 1440 H#E - MRRBAETMHEES - R/H VLAN BEE
IR EEEBE -

BB Apply " EE B ETLE -
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Port Setting Table

al

W Entry | Port | State | Mode | QoS Policy

] 1 GE1 Disabled Auto Video Packet

O 2 GE2 Disabled Auto  Video Packet

] 3 GE3 Disabled Auto Video Packet

O 4 GE4 Disabled Auto  Video Packet

(] 5 GES5 Disabled Auto Video Packet

O 6 GE6 Disabled Auto  Video Packet

[] 7 GETY Disabled Auto Video Packet

dJ 8 GES8 Disabled Auto Video Packet

(] 9 GE9 Disabled Auto Video Packet

dJ 10 GE10 Disabled Auto Video Packet

] 11 GE11 Disabled Autoc Video Packet

O 12 GE12 Disabled Auto Video Packet
i i 3kt
Port BREEREE
State BERT T EIRY RN R/ 15 AR AR
Mode TN EVLANET]
QoS Policy #aRSurveillance VLANR L E £ E @&

Edit Port Setting

| Enable

..........................................................................................................................
__________________________________________________________________________________________________________________________

Auto
) Manual

__________________________________________________________________________________________________________________________
..........................................................................................................................

______________________________________________________________________________________________________________________________________________________

[ Apply l [ Close l

> Port: BRNERIEZENERFENEZEE -
> State: AEEEELIRIBIERATER Surveillance VLAN IHEE -
> Mode: #3123&3#E Surveillance VLAN &= -
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® Auto: iR VLAN EEERAS OUl RS - WA EREIEE % VLAN ID
tagged A8 -
® Manual: FEHRERZFER T EHNIEZ VLAN ID taggged A E -
> QoS Policy : EEEEIRH QoS Policy &1
® Video Packet: R E : Qos BHEANKIRE MAC it &= OUl i &
® All:Qos BHEARHEZ Surveillance VLAN i1 &

HE"Apply "#FERIZEE - 5L "Close" i E -

7.5.2 EZ#= OUI(Surveillance OUI)

ERESESYLIZBREMLREMMAIE - wiEEMER OUI MAC izt - 27E"add"  "Edit"#1"Delete" 1))

BEEITEE -
VLAN -+ Surveillance VLAN -+ Surveillance OUI

Surveillance OUI Table

I e

L v'?” . W | Oul | Description |
reate =
VLAN Configuration LIE U e
Membership
Port Setting

4 Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

& MAC VLAN
MAC Group
Group Binding

% Surveillance VLAN
Property

First | | Previous | 1

| add || Edt || Delete
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R fi 3t
Oul FEROUI MACAZHE
Description BROUNEEm Mt

Add Surveillance OUI

Apply H Close l

> OUl: @A OUI MAC firdlt - SBATEARIEEIFEIE P AREE -
> Description : # AT MAC firllt i 2l Surveillance VLAN OUI &5 -

HE"Apply "#FERIZEE - B "Close" i E -

7.6 GVRP

GVRP(EH VLAN gifft 5 E)#E IEEE 802.1p 1REDETHL ; ©E—EFN S IEEE 802.1Q R#RTTE - AR
e BB (FNRE)VLAN BEEERRE -GVRP 2R gz ol LIB ELth GVRP SZiE R #2830 VLAN sREEH °
RIER A EMAREEIR T EZILURE# I LIIA VLAN - ZE25FKMAREE VLAN 5 - GVRP EEIEZ
ENRAER GVRP X ERXMB 7 ERVGIMEE - WHEREZES -

GVRP @B EE 2t VLAN ID(VID)EZE M A — 24 A0m > VLAN 58 E P iaar 8 EM R - ILsh - oI
RIAERRERVEFER VLAN L, GVRP B EBRRERIENEER - —B GVRP EIZE VLAN - E0JLURD
ABNEFEREMERERE

7.6.1 [E%(Property)
EREEEE IR GVRP INEETEE GVRP L& {EEEIRRIFET -
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VLAN + GVRP - Property

Operational Timeout

VAN Join | 0 ]
CreateVLAN @R T T o W W e e e e e e i e i e m e e
VLAN Configuration Leave |60 ‘
Membership henremrramsramsrieariiaTeerTTaTTATERSTRRESRRERASERARSEARERATERSRTRISEASINIENTRNARROSELSS
Port Setting LeaveAll | I'IOOO ]
& VoiceVLAN B
Sopaly | Apply |
Voice OUI
4 Protocol VLAN

Protocol Group

Group Binding
& MAC VLAN

MAC Group

Group Binding ‘ State | VLAN Creation | Registration
% Surveillance VLAN ] 1 GE1  Disabled Enabled Normal

Property m 2 GE2 Disabled Enabled Fixed
: GS;’F‘,"’"'*’““ 2 () 3 GE3 Dissbled  Enabled Fired

( 4 GE4 Disabled Enabled Fixed

> State: iR GVRP INBERORIFEAREE -
® Enable: MIRZERIRA GVRP - &RIGEH GVRP -
> Operational Timeout : Join/Leave/LeaveAll 528 - FA2R#ZEHl Join/Leave/LeaveAll JHE 8% -
® Join:GVRP join 5tH2s - #BRF1E3ZE join JHE ° (2-16375,785% 20)
® leave:GVRP leave 51588 - HBIFEEITEEH - (45-32760,785% 60)
® LeaveAll: GVRP leaveall 51528 - HBHF1E 53X leaveall JHR - (65-32765,785% 1000)

BB Apply "B TLE -

1 i b

Port IR T

State B ERIEGVRPAR RS

VLAN Creation BRNEFIRGVRPEIZVLANA RS
Registration BN ERHBRGVRPE R

@ WWWw.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw
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Edit Port Setting

GE2 GE4 |

| | Enable
Enable

o Normal '
(@ Fixed |
() Forbidden i

i VLAN Crealmn
: Registration

Apply H Close ]

> Port: BRERRLRE -
> State: B/R/TH LA GVRP ERARERZEFFH -
> VLAN Creation : 8/R/THE_ERIEISE VLAN EIZ2RIAEZFHA - IR=A - GVRP oJUETT - B
A ZEIZEHRY VLAN -
> Registration : B&/R/TE LR VLAN EEHET -
® Normal: [EE#ER - mFFENRE VLAN 1EERHIE FEE - @R EXENRERAFAR VLAN B -
AEFENRRFNEF AR VLAN s B4R
® Fixed: A/FFEIRE VLAN 1E3EHEHE LRt - RO#IRRH 3 EARE VLAN B s AR
VLAN FElEA
® Forbidden: AFFENRE VLAN 1EiE#HIE FEH I R/mEF 788 VLAN 36138

BB Apply " EE BT « 2" Close"BETHE -

7.6.2 mEE1E(Member ship)
BIA GVRP IIBE IE A IRER B4 GVRP k&R - FHEEEEJUESE GVRP EEH °
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GVRP -+ Membership

Membership Table

Showing| Al v |entries Showing 0to O of O entries () |

- VLAN | Member namic Member | Ty
¥ Voice VLAN | ‘ Dy ‘ L f
@ Protocol VLAN 0 results found.
» MAC VLAN First || Previous
& Surveillance VLAN
% GVRP
Property
Statistics
Rl g
VLAN VLAN#R 5=
Member VLANARIE N EEEFRNEMEENE
Dynamic Ports GVRPEE A BN RE A 12
Type VLAN$REL 7 SR ARl BN AR

7.6.3 #RETEHE (Statistics)

R EEE GVRP IhEERs - EHESIEE 0 IEE GVRP hEEEFIENE - 813 Receive ~ Transmit
#1 Error -
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Lemplify yeusr Wirg

Status
Network H
Port '

) Receive

4

VLAN
Voice VLAN
Protocol VLAN
MAC VLAN
Surveillance VLAN
s GVRP
Property
Membership

O Transmit
O Error

<

) None
O 5sec
i O 10sec
I ® 30sec

@ @

;

| Clear ]

MAC Address Table
v Spanning Tree

HEZE “Clear” Z/5ZEH

Receive

________________ BT C T T oo oo ===

Join empty | 0

-
i
i
i
B
B
I
i
i
B

e

i
|

: [ O

L - == == == == === e m=m=======4
B TR L - - - - --c--c
: Empty ; 0O :
[ e m e m e m e e e = e |
T . - - - ;- -:czzzz
| Leave Empty © 0 i
| i —oo. iiiioood
T | _ _ . . - o c oo
; Joinln | 0 !
| e eemmmmemmmm—enn cmmmemmocd
T | - - - - - - - - - - -
i Leaveln | 0 |
= JI - JI
: = 4
| !
. .
. .
= 4
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i g
Join empty EW S E#Hoin EmptyBEE=
Empty BESIEREMpty HENE =

Leave Empty

B EHiLeave EmptyHENEE

Join In BB oin InN S HBE
Leave In IS @ HiLeave InS SRS
Leave Al IS EHLeave AllS BHHE

Invalid Protocol ID

EWEENmEIDVEE

Invalid Atribute
Type

BRENType#IE

Invalid Attribute

Value

EWEY ValueE 2

Invalid Attribute
Length

EWEY LengthWEIE

Invalid Event

B EMEventV &=
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8.MAC Address Table

8.1 Ep#Esfiriit(Dynamic Address)

ICEEENEZR BN MAC it - ERESEEJLUREERENIEERR -
MAC Address Table + Dynamic Address

— MAC Address Table | pooty |
Static Address Dynamic Address Table
Filtering Address
Port Security Address Showing | All v |entries Showing 1 to 15 of 15 entries Q I:

Spanning Tree
ERPS
Discovery
DHCP

Multicast

IP Configuration
Security

W | VLAN | MACAddress | Port |
0) 1 00:08:9B:D5:33E4 GE25
1 00:11:32:11:76:30  GE25
1 00:1A97:01:AD:B1  GE25
1 00:60:B9-BF-B6:74 GE25
1 00:E0:A0:10:046C GE25

Ofl

0O 0OC

> Aging Time: —EEE 0/ MAC it RPREBWREI(Y) - BNEHES 10 £ 630 % - AR
B4 300 # -

B8 Apply "B ETLE -

R it

MAC Address HEWFREZEAIMACAIIE

VLAN EEZBERHBERMACEERVLAN
Port 7T E S B R IR AR

FHESHEESME MAC MIHEEEESEBIE "Add Static Address” 5 EF A MAC it ER
%2 "Static Address” IfjgED °
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8.2 EFFAE{iIt(Static Address)

MERFREEEESEEFEBEPEE 7 MAC it - BIRE MAC UNBHEEZERIED  MNRKREE
BN EMERBEEAEE  FRIFEZDFEEZIE - 3R "add" ~ "Edit"f"Delete"INEEETEIR -
MAC Address Table + Static Address

Static Address Table
VLAN Showing entries Showing 1to 1of 1enties () |:

M | VLAN | MACAddress ] Port |

(] 4094 8C:4D:EA00:00:01 GE2

- MAC Address Table |

Dynamic Address

Filtering Address First | | Previous

Port Security Address | Add | ‘ Edit | } Delete l
A it
MAC Address HEHFRREENWMACHILE
VLAN B BB R BRMACEERNVLAN
Port T HE S E IR AR

Add Static Address

> MAC Address : @i A B # 57 REEE XA MAC fiilt -
> VLAN: @ AEEE MAC & VLAN ID -
> Port: BE—RENEIIERTE -

HE"Apply "#FERIZEE - B "Close" i E -
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8.3 i@iEfirilt(Filtering Address)

EREERETUE MAC ZPREFREBIERA MAC LI7Tit - MRE RN MAC- 32 MAC #HELE -
7E"add" - "Edit" A" Delete" AT EE -

MAC Address Table + Filtering Address

Status
Network Filtering Address Table
Port

VLAN Showing | All v | entries Showing 1 to 1 of 1 entries Q I

— MAC Address Table ) ’
|

W | VLAN | MAC Address

LTI LIRS ~] 4094 8C:4D:EA:00:00:0E

Static Address
First || Previous
Port Security Address | Add | | Edit ‘ | Delete |
R g
MAC Address IEEEEEHNEPHEREMACHIHIE
VLAN IEEFREMACHTEVLAN ID

Add Filtering Address

. [pcapEA D 00:0E

o

Apply l [ Close ]

> MACAddress: BIAIEEZEZHEIDPIERE MAC izl -
> VLAN: @ Ai5EsFE MAC FTE VLAN ID -

HE"Apply "#FERIZEE - B "Close" i E -
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8.4 IBZZ(iilt(Port Security Address)

&£ AEEEBIJLIRRE Port Security Address TI8E - Wk E"add" - "Edit"M"Delete"INBEETEE -

MAC Address Table + Port Security Address

¥ Status
¥ Network Port Security Address Table
¥ Port )

¢« VLIAN Showing | All v | entries Showing 1 to 1 of 1 entries Q |:
| — MAC Address Table {

Dynamic Address
Static Address
Filtering Address

M | VLAN | MACAddress | Type | Port |
(] 4094 8C:4D:EA:00:08:0A SecureConfigured GE5

First | | Previous | ™

| Add || Edt || Delete |

R fE

VLAN EEZBNEZERVLAN

MAC Address RIBLZEIEEMACAII

Type RHIBLZ T IREHRR

Port 7T E S B IR R

Add Port Security Address

| MACAddress  [sC4DEA 000804

S
—1

Ei|4094 |

[

[ Apply ] l Close l

> MAC Address : B ABZEH MAC i3l -
» VLAN: @A MAC firiitFrE VLAN ID -
> Port: NHEIGEZBRE

HE"Apply "#FERIZEE - 5L "Close" i E -
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9.Spanning Tree

EREINBER RAHEMERERE ZBERE —RE—NRERMARER (EJLUMLERE ) BE
RBERANR SR ZERBIEFREE - IRENG M ABESE BRI FADE  £AE &
SRS EMREEME AL WS ERERERRIEE - IRLFERE - MR JERR £
M- WMEH LAN EREEREE -

9.1 Bt (Property)

Spanning Tree + Property

% Siatus

v Network I State | Enable 5
O stP

Operation Mode | = RSTP :
S MSTP :

;@ Long
: PathCosts - o |
I|.......------------------......1..._...........................................................................q

= =+ () Filtering
i BPDU Handling ; - ) :
Part Setling | "“; - Floodmg i

MST Instance T— e e e
MSTP i |

" Port Setting i  Priority |32?53
Statistics e s -|- EEEEEEsEEEsEEsEEEEEE

Hello Time | p

. Furmnl[hzhj |15
r......------- .|. mmmsmsssssssssssssssses

Tx Hold Count | }5

|
......................|.............................................

|

|

% |P Configuration

¥ : m:gnon Name Lac 4D:EA02:E0:39 | :
¥ ACL pRemmmantin E- Errrrr

¥ QoS E Revision : |EI |
% Diagnostics """""""'

# Management

axiop: [0 | s

> State: EAEEIEE oI DUEEZERIASFEHZINEE

> Operation Mode : FAHREEEE0DIERE 3 @ERBIET | £E(STP) - REEME (RSTP)SL
ZE R (MSTP) -

> Path Cost: ERHEEIEE 0] DUERE STP HIERIRIS A% Long 5L Short -
® long: FEETEREBRISEMAEL NEEA : 1-200000000 -
® Short: FEERREFREIEHAELTEHEER : 1-65535 -

> BPDU Handling : £33 W% BPDU FER - £HEEEELUERE BPDU BEENS
Filtering & Flooding - 5% STP EFARFAY BPDU &£ 75 -
® Filtering : STP FAFAKF &% BPDU -
® Flooding :STPEARARSEEBPDU -
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>  Priority : fEFHEEEEILIREREERITRA - FARER 32768 - HE(HBHELRA)RENZ
root bridge - 1 EBEEEARR - AUEHBES 0 £ 61440 - WHEBERES 4096 HEH - (AL 16
EEROE) - EERERARBBRESREBROBSER - JBBIBAOES/) - SETHREDWE root
bridge -

Priority=4096 ___ Its root Bridge

Priority=32768 Priority=32768

> Hello Time: FERKEZEERRRASEBEHHEIE (BPDU ) ZEBREE - ZI5ETER
= 2W(sec) FRHEEEEUREERAERS1IEZ 10 -

> Max. Age / Forward delay : 2*(JEE# 25 -15) > = AKIEERE > = 2*GEhEEE +1s) - RIgEE
HRERNMAEAENREB CHKEBRUMNRENL) - BEE 6-40 F -

> Forward Delay : 5% STP #%EiE - SR EEIREE ABERE 7RIS REMBEBREBNE
fE - AUEEE 4-30 2 -

> TXhold Count: fEE & LRFABARKHESVERNTEHE - BUNEES 13210 -

> Region Name: MSTP B - RARER 32 @+ 7T - BMREDHZBEZH MAC Lt -

> Revision: EHEEEEZREE MST 81E - BB "Revision"BEEZ 1 - 52 MSTP B&5T5% -
BYEES 0 £ 65535 -

> Max.Hop: RERMBRMERAE - 15 BPDU #HEZEAITE MSTP ke - BUEHESR 1
240 -
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9.2 EEIEEETE (Port Setting)

Spanning Tree + Port Setting

MAC Address Table
= Spanning Tree

Port Setting Table

Path Cost ‘ Priority | BPDU Filter | BPDU Guard | Operational Edge
20000 48 Enabled Enabled Enabled

| Entry | Port | State
GE1 Enabled

ml .
i

Property 2 GE2  Enabled 20000 48 Enabled Enabled Enabled
MST Instance : 7 . 7 :
MST Port Setting 4 GE4 Enabled 20000 48 Enabled Enabled Enabled
Statistics ]
kv ;g
Port RN EIDSH T EIDAIER
State 5 EIRREITARER
Path Cost IEEIBHISTPEE A A
Priority 1EEBIISTPE AR A
BPDU Filter 1EEIEHIBPDUB B AKEE
BPDU Guard 15 EIBBPDURLFEA RE
Operational — SE8 158 462 35 /= U A
IEEIRRVIERIRETT AR
Edge
Operational

Point-to-Point

IEERRIRAH REITIRAS

BEENENEAS - TR :

Port Role R TR R, EEE BB R EHE
SRR BRI - TTEER

Port State B, EFRET , CBERE A ERRE

Designated

Bridge S TEHI4TID

Designated Port
ID

RigzE LRYTRERID

Designated Cost

Rz LIREIRRE A

V1.0a

@ wWww.cerio.com.tw
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Edit Port Setting

| GE2.GE5,LAG1 !

| Enable

Edge Port|

BPD
BPDU Guard |

i O Auto |
Point-to-Point | Enable
| O Disable |

Disabled |
0-00-00:00:00:00:00 !

| Operational Point-to-Point | False §

[ Apply l [ Close l

> State: EAESEES IR EMAIEES -

> Path Cost: FEEMZ(1-200000000)Z 28 AR ERE 2 BRRERE - ALt - BREENE
DEABESRERNE  BSNEDRKAERERERNE - (BEAAREBIERIBEBSERA) &
AREBEMARARES short I - BRARIEHAER 65535 #£E : 1-200000000(z2 €& 0=
B - FARERO) -

>  Priority : MR FFABENBEMANER - RBESRSELAANEIREBE)NERSHRER
R P RORR E RV HERS - MR ZEIEW D ECES B TRA IBREBEREFTNVEFRER-
& : 0-240 - RRRES 128 -

> Edge Port: 15EEFEEL -
® Enable: EABRMREIFAEHER) -
® Disable: ¥ ABRMRER(TFS1I5HEER) -
EREXT  BESEEREREUAEABRRE - MIREBBEAERREIT B EWBPDUsIR - Al
OJBEEESTPAR AR L RV AR IS B N T BB ] -
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> BPDU Filter : BPDU 88 5% & 0l ¥ Se it e & @ R BT /1B 3% BPDU -
® Enable: ¥ BPDU &JEINEE -
® Disable: FFIBPDUBIRINAE -
> BPDU Guard : BPDU Pia8 & B # & ZE#H WA BPDU -
® Enable: ] BPDU Bh:INEE
® Disable: EFIBPDUMIEINAE -
> Point-to-Point : I5EMERIRE
® Auto: ZRBERENETRE -
® Enable: ¥ ARAPIAEE -
® Disable: # ABIEREE -
Port State : fe &R B RIIARE - OJBER © "EARA" |, "EENRRE" | "BENRE" N EHIIRRE"
Designated Bridge : 548154815 ID -
Designated Port ID : X#88 ERIIEER ID -
Designated Cost: RX#ig8 FIEERAIEEISAA -
Operational Edge : #’~ "False” 8t "True"” R%E -

YV V V V V VY

Operational Point-to-Point : #&/R “False” 8t "True” 7ik%& -

HZE"Apply "EFERIZE - B "Close" i E -

9.3 MST EfI(MST Instance)

MST A AB %4 STP Efl - SEEAIEIIFZ N EEE S - WESEEAS BB CH VLAN MEEER
B - OB E S EERIERBTRR -
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Status

Metwork

Port

POE Setting

# VLAN

¥ MAGC Address Table
Spanning Tree

Property
Port Setting

MST Port Setting
Statistics
ERP3
Loopback
Discovery
¥ DHCP
Multicast
¢ |P Configuration
Security
ACL
Qo5
Diagnostics

¥ Management

Spanning Tree + MST Instance

1

MST Instance Table

Bridge Identifiter
32765-8C 4D-EAZ02-ED:39
32765-3C4D:EA02:ED:39
32765-8C4D:EA02:ED:39
32765-8C4D-EAZD2-EDS9
32765-8C4D:EA02:ED:39
32765-8C4D-EAZD2-EDS9
32765-8C4D:EA02:ED:39
32765-8C4D:EA02-ED:59
32765-8C 4D-EAZ02-ED:39
32765-8C4D:EA02-ED:59
32765-8C 4D:EA02:ED:S9
32765-3C4D:EA02:ED:39
32765-8C4D:EA02:ED:39
32765-3C4D:EA02-ED:39
32765-8C4D:EA02:ED:39
32765-3C4D:EA02:ED:S9

Arpiify your Wire

Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |

0-00:00:00:00:00:00
0-00:00-00:00:00-00
0-00:00-00:00-00-00
0-00:00:00:00:00:00
0-00:00-00:00-00-00
0-00:00:00:00:00:00
0-00-00-00:00-00-00
0-00:00-00:00:00-00
0-00:00:00:00:00:00
0-00:00-00:00:00-00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00-00:00-00-00
0-00:00:00:00:00:00
0-00-00-00:00-00-00
0-00:00:00:00:00:00

MrA
HIFA
MFA
MFA
MFA
MFA
HFA
HFA
MrA
HFA
MFA
HFA
MFA
MFA
HFA
MrA

(=]
=

1-4085

=

o o o a0 2 8 08 000 a0
=T — I — T — R — T — T — T — T — T — T — T — TR — S — |

Edit

{1

i

MSTI MSTE#IID
Priority EEMSTI LB HEETRA
Bridge Identifier f&EEMSTI_ ERBEIZETT

Designated Root

Bridge

EEMSTI_ERVTEE R AR Al

Root Port

EEMSTI LRI EIRIE

Root Path Cost

IBEEMSTI LR ERBEE A

Remaining Hop

EEMSTI_ERRIERBE B E

VLAN

BEEMSTI_ ERVLANER E

@ wWww.cerio.com.tw
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Edit MST Instance Setting

| Available VLAN Selected VLAN §

1
5

e
u
= 0 00 =] 02 e L R

0 -

Priority | [22765

Bridge Identifiter | 32768-8C:4D:EA:30:DD:53 |

Designated Root Bridge (0-00:00:00-00:00:00

Root Port | 5

| Apply || Close |

VLAN : #EiZFEISE MSTI #9 VLAN %13 -

Priority : 187 MSTI ERBEEERR - BMELES 0 £ 61440 - WWHIEES 4096 KB E - (42
H 16 [ES R0 E) - EEREARXBMAMESRBHER - KRN ES/) - BEBEKESRE root
bridge -

Bridge Identifier : F&7RFr#EE MST B FIRERESLARBIF MAC il -

Root Port : BERFT#E MST BAIRIRIE -

Root Path Cost: E/RFr#E MST ERIRREEEAA -

Remaining Hops : B/REI T —HAIMAYRIERBEEL -

Y V V V

HE"Apply "#FERIZEE - 5L "Close" i E -

9.4 MST BB E (MST Port Setting)

MST(Z 4 tE)Z RST(IRERE AU RUIERE - MST #E— B35 VLAN RERH - MST %318 VLAN
AR E —EEBREAMS - WHESEEME PHEIER—IRIBERNERBEZIMIFTAERE - ZE/M
BEH(MSTI)EE L BIZEIRE - DEEKBMRIEEIZEAN VLAN B3 E] -
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Lmnpdify your

Spanning Tree + MST Port Setting

Status

Network MST Port Setting Table
Port

VLAN

¥ MAC Address Table

MSTI [0 v|

— Spanning Tree Port ‘ Path Cost | Priority | Port Role | Port State Type Designated Bridge
Property [ 1 GE1 20000 48 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 48-1
Port Setting 0 2 GE2 20000 48 Disabled  Disabled RSTP Boundary 0-00:00:00:00.:00:00 48-2
MST Instance 0 3 GE3 20000 48 Dissbled Disabled  RSTP Boundary 0-00:00:00:00:00:00 48-3
Statistics O 4 GE4 20000 48 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 48-4
v ERPS [ 5 GE5 20000 48 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 48-5
T O 6 GE6 20000 128 Disabled Disabled ~ RSTP Boundary 0-00:00:00:00:00:00 128-6
¥ DHCP (J 7 GE7 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-7
¥ Multicast O 8 GE8 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00.00.00.00 128-8
¥ |IP Configuration () 9 GE9 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00.00.00 128-9
¥ Security O 10 GE10 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-10
¥ ACL J 1 GEN 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-11

MST Port Setting FIIRERE B & MST BAIRVERIE MSTP 2 E - ARBEERHRBBATER -

R R

MSTI 1EE MSTI ERERHE R E

Port {EETHE ID = TE ID AZE

Path Cost 1BE MSTI _ERVBEHR A A

Priority BE MSTI LR EERBTARR
EEIRNERIEAE - AR !

Port Role
"BARR" IR RIB RE R, TR BRI "m0 18"
B EIRRIE AR - OJBER

Port State . . N
"BARR" "SRR, B EIRER " E IR AR

Mode IEEEEIR FEITRY STP 2T

IR RAVO AR
Type * Boundary: #§ MST @15 & #E2AER—&REA LAN pUEER
* Internal: #§ MST {18 E#E2IE—EIZHAT LAN RUEREIE

Designated Bridge {5E#1Er94315 ID
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Designated Port ID %X #igz FRVIEEERIR ID

Designated Cost Rifgs FRIEEREBISHA

Remaining Hop 1EE R ERIFRIBRBE R

Edit MST Port Setting

Designated Bridge | 0-00:00:00:00:00:00

......................................................................................................................................................

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

________________________________________________________________________________________________________________
................................................................................................................

i Designated Port ID | 1286
DeSIgnated Cust { 20000

......................................................................................................................................................
——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

______________________________________________________________________________________________________________________________________________________

> MTSI: 8% MSTI LHIEEEFIRRE -

> Port: {5/ TH ID 5/ TH ID AI5E -

> Path Cost: 57 MSTI £R STP EBHRIECHA - BERATERES 0(BE) - BURRAIRRHE
NRAEEEFRE - MST EEENEEAEEZRERESFEA cost 8 - FREEEEUMUREER
FEENTEHIREIEN cost B - REERREENTEZERSH cost B - MRFAIBTEN
cost fEARME - BI MST SN EREER/N NN EEREERE - WHEEEM TE -

>  Priority : 18 MSTI £/ STP EEIRESLARR - FRAEEESILIERTE MTP BERA - ER1A
# B A O BEWEDREBRIRR

> PortRole: BRSEEFNIRAR - BB MSTP EEA72E STP B - 04
“Disabled(FdBA)" , “Master(E1&)” , “Root(1RIE)" , “Designated (&%
12)" , "Alternative(TE{&IE)" 1 “Backup(f&{3Ig)”
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> Port State: 15EIENERIAMES - A& :
“Disabled(BdEA)" , “Discarding(EZEARRE)" , “Learning(B2HARAE)" A “Forwarding (8%
ARER)” -

> Mode: 5EE LK STP ETER -

® RSTP: iEfigfIfA RSTP -
o STP: iEISEIFEM STP -

® MSTP: EEIBRIF MSTP -
>  Type: BA/RESEIER MSTP 52! - EERHAOER !
® Boundary: & MST #153E 2 A ER—&1HAT LAN REEE -
® Internal : #& MST A1 EERIE—ERIEAT LAN FUERHE -
> Designated Bridge : BriS #2850 3E A LAN &2 root B94945 ID SRAS -
> Designated Port ID : #nig##R&aiH A LAN EH2| root IS EABRIESTARRIFIE ID -
> Designated Cost: ZA/RSEL STP IAEERVEBRHRAA - MNR STP R REE - R ANEENERIE
W ZERVTI e -
» Remaining Hops : BE/REIT —HAIMAYRIERBEEL -

HE"Apply "EFERIZE - B "Close" i E

9.5 #i5TEHE (Statistics)

ZBE /o LIEE STP 8A Receive / Transmit BPDU &&fl »

Spanning Tree + Statistics
¥ Status

¥ Network Statistics Table

¥ Port
Refresh Rate |0 v | sec

¥ VLAN
¥ MAC Address Table
Receive BPDU Transmit BPDU

= Spanning Tree

Property | Config | TCN | MSTP | Config | TCN | MSTP

Port Setting ] " »

MST Instance

MST Port Setting . : : : .
¢ ERPS 4 GE4 0 0 0 0 0 0
% Dicermeny ] 5 GE5 0 0 0 0 0 0
% DHCP O] 6 GEB 0 0 0 0 0 0
¥ Multicast B 7 GE7 0 0 0 0 0 0
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I i

Refresh Rate BHE R AT EURRVEIR

Receive BPDU
(Config)

U R CONFIG BPDUET#

Receive BPDU
(TCN)

BEREIRTCN BPDUET#

Receive BPDU
EIWRIAMSTP BPDUETEL

(MSTP)

Transmit BPDU
(Config)

{HiXRCONFIG BPDUEH#

Transmit BPDU
(TCN)

{EZ89TCN BPDUETE

Transmit BPDU
(MSTP)

{HZXRIMSTP BPDUET !

Clear BERFTE T ERIAET BUE

View BENTENRTEE

| - MSTP | 0
Transmit BPDU

0 Config|: 0 5

TCN | 0

> Refresh Rate : BEIRIF#taT EURRVEIR !
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ARIFAAI : None, 5 sec, 10 sec, 30sec °
> Clear: BIRFTENENARTEE

10. ERPS

ERPS (Z ATRMIRE I EBES 2 ABERERT - B RS BRI IR B HTILS
@EEsEl - R  GRSHMETATEABHLE - 3 REERRITEE MAC fHIERTEE -
WTEEERRE TR - EEEARBDH -

STP (4 A t113555), RSTP (FRIRAE AL 1753%), F1 MSTP (SAERE %) theE M 2B T SEM B - Bl
WEEE  FHRTEEEER -

AT EEE 7 ABSHIBHITU-TG.8032) - ARERED  REEKTREY  ZABKRESE
BR# ERPS IHAEIRIEIAS - TR STP #0052 SRBM MM E R - ERPS 2 AR LB AN ITU-T
R - BELRMLHTHREKR - ERPS 25 B4 EFAXIE ERPS 2 fE T8 -

WNEF 1R => BEREAMN

Network

User
network

@ RPL owner
@ RPL neighbour

[El 51 ERPS $#ES1E=R
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ERPS REMNZ ABIBEBOIZEIBMHE - M ERPS BAEAEL - SE_BRBRRE LRES
M@ S A B — {8 ERPS 38 « £ ERPS I8 - 5 T FHLEEE - T UEI R4 - FA2E RPL owner
5 - BB L BUEMISMIER 81T ERPS BB TLIREKIIEREEE - 11T (R
7 -

MEB 2 FRR => HEIRIER

User
network

@® Blocked Interface
---» Data Flow

[l 5 ERPS I8 1ER

5 Switch A~Switch E AR RVIR FPRBEREIDIERRE
A 7FI1EEE - ERPS 255fHZE RPL owner 38 - M13RE%E 7 RPL neighbor 18 - RIEZEE IR 1T S 4#H
. BEEBR0DUERBEERRE -
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NER 3 FrR  => SEIEWNE

p

User

network
X Failed Link

@ Blocked Interface
---#= Data Flow

[l 51 ERPS 2% 4 f&

& Switch D #0 Switch E Z R #EF8 38 50F% - ERPS RUBIRE RIS - [RZEH S HEIE M InAYEEE -
FF8 RPL owner 18 - EXRERERZREREBANEE - WEMRE OREAPE -
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10.1 %= (Propety)

L3217 ERPS MIRTEHERE T - RE—ERMBEIETESR "owner” - BEFHZE RPL PRIRE - U
R0 - B3 RPL owner MBI ERTE S RPL "neighbor” &i%: - HIEEER FTEAEMEEH RPL
Rl - IR EA RPL owner 8¢ RPL neighbor f#ip) Eth £ B33 3823 4 Hh R B B A B 5L RPL next-
neighbor &% - BEEXZEWRE -

ERPS B2 STP —1x - BB AW MR - RIEHELBEME - SMIEHLER - ERPS BBER
REMN R BB LZERECIR 50ms)ZETEHIEE - WARKERIERE - AN RAEREMER
RS - RxEREEEBBN OIS -

ORIRPRETIR(ERPS)E—aMBIRAIRER = - FRELETE LAN EAGERE - Mm% EEER
IRE - (OB R I RRREEMR RPL ZAN AEIRGER LRS- BT EREBE RS - ITU-T
G.8032 & 7 ERPS =1&@EHREAE - 7hIZ "RPLOwner Node” , "RPL Neighbor Node” #1

“None Node”

EREEESILERE "ERPS" IR/ H ERPS 158

Moo ‘@ Disabe

Port BRSNS - e
VAN
MAC Address Table | Apply |

Spanning Tree

ERPS

ERPS Instance

B Apply "EFEHIZERE -
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V1.0a

Arpiify your Wire

10.2 ERPS EfIFZ%E(ERPS Instance Setting)

s - MBUWHRERENE "Ins” RE

FHESEETLIEZRE "ERPS Instance” BIEMAEHIZREINEE

o

ERPS + ERPS Instance

Status

| Appiy |

ERPS Instance Setting

‘ Instance | Ring Status ‘ Mel | Control Vlan | WTR Time | Guard Time | Work Mode ‘ Ring ID ‘ Ring Type

] Inst Disabled 0 0 5 500 non_revertive 1 0

: [
¥ Multicast
[ Ins2 - e

¥ |P Configuration

ERPS + ERPS Instance

v Status
Network Erps Instance | [2
Port
VLAN | Apply |
MAC Address Table
Spanning Tree ERPS Instance Setting
Propety
T | ] ‘ Instance ‘ Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID ‘ Ring Type
DHCP = :
Multicast ) Ins1 Disabled 0 0 5 500 non_revertive 1 0
() Ins2

IP Configuration

> ERPS Instance : ERPS /TER ID -

BB Apply B ELE -
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ERPS Instance Setting

[ ] | Instance | Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID | Ring Type

Ins1 Disabled 0 0 5 500 non_revertive 1 0

O
[] Ins2
] Ins3

Protected Instance ‘ Port0 ‘ Port Role | Port Status ‘ Port1 ‘ Port Role ‘ Port Status ‘ Node Status |

gil rpl disabled gil rpl disabled init
Rl it
R|ng Status ?E%EQ}EHEZE‘%%E%%E'
Mel BRRBIMEL(EAIEESR)E

Control VLAN FBERZEHIVLAN ID

F15 %8 (Wait To Restore, WTR)E I 23 (B FH /L 1k 18 )18

WTR Time BIESTLIREWTR Time R A5 2129 8 2 MLI1H BAE - FHRE
B5HE

B TR 2 AR B L IR B a2k B HAR-APS L8
T8 EGuard Time R 22510027 200057 (27) ~ B 10021 5
B . FEREH500=H
BB e R /FEE R
« In Revertive mode : ERRENENIELBRE  HEBERET T
Work Mode EHEEe . BIFEE RPL §E55

« In Non-Revertive mode : HEREREIELBRE - MBERBE

i . BIREIEE R RPL SE

Guard Time
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Ring ID BARIRAID

Ring Type BRBEEE 0"BTE 1 AFE
Protected ERPSIZ4IE B0 (236 = 6

Instance

Prot0 BB IS0 (R RN E—EEE D)
Port Role B BB S OM A iR A

Port Status BB S0 E BB R A

Portl B EE IS (AN E  EEES)
Port Role BB S LR A R A

Port Status BB S LSS

BERLDUNERPSARES

Init : ERPSIRAE B RIENBI2 )R R E IR AR EE

Idle : MRIRFAFTBEREERZAE - QIR NREAPTEEISEER E
BETIRE - MRBEBEE - FZRER B Eprotectionsikf&
Protection : MIRBERAEN LIRS - BIFRNBEREENE
WRFIEMIEEEKIE - ULARREHF )RR ]idled AR

Node Status
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Arpiify your Wire

Ring Instane Config

Insi 1

) | @ Disabl
Ring Status |~ o0

() Enable
Mel o [(valid range is 0-7)
Protected Instance |D |(\.r‘alid range is 0-15)
Control Vlan |D |(\.r‘alid range is 1-4094)
WTR Time | |5 [(valid range is 1-12 Min Default is 5 Min)
Guard Time |500 |( Valid range is 100-2000 ms. Default is 500 ms)

| @ Revertive
Work Mode | .
() MNon_revertive

RingID = |1 [(valid range is 1-239)
Ring Type | |D |(O-master ring, 1-sub ring)
Port0D GE1 hd
® Normal
PortORole "¢
| () neihbour
) next-neighbour

Port1 GE1 v

—
)]

MNormal

) owner

i (O neihbour

. () next-neighbour

_.

Port1 Role

[ Apply l Close l

> Ring Status: IRAAIREERRLA/ZR -
® Disable: ZFEAIR ERPS 7% -
® Enable: RYAHENAIAY ERPS 1% -
> Mel: RERFENIZESIMEL- BEREROET7 - FBRESBO -
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> Protected Instance : BXE:0-15-(R:EEHIFRE - AR TE ERPS IR PR E L KK IR R :E(ERP)
24l -

> Control VLAN : EfIr0#EHI VLAN FEEIES] VLAN A9 ERPS #:4I VLAN ID #8[E - #E®E 1 2
4094 - 52 FIL883% ERPS PDU #9 VLAN ID -

» WTRTime: 2ERMII WTR time EfGz: - BRERE 1 £ 12(UDEREN)ZE - RERES S
EE

» Guard Time: BRERAAY Guard time EfRF2E - BRUETE 100 £ 2000 EMHEM) 2B - FRR
B57% 500 E# -

» Work Mode : ZE#ZREITRT(IELTIE -
® Revertive : EEZOJEZ LR -

® Non_revertive : ZEZWRIFBIERITE -

> RingID: &% ERPS IZ4 ID - BER 1 £ 239 - ARBAAEIRIRALELEE -
> Ring Type: RERAFIHE0"RTIR - "I"BFIR - BRER/O -
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> Port0: ERPS IR48EEIE 0 - oJURGEIERMEREFIE 1(GEL)-EIFIE 24(GE24) -

> PortORole: %7 ERPS #E#IB 0 &% “Normal” - “Owner” - “Neighbour” 5§
“Next-Neighbour”
® Normal: B& "Owner” A "Neighbour” &ig4%h - HERenEERS "Normal” Eigh -
® Owner: EEMHZE RPL#EEN—A - BB EEEPBZEBEFRERL -
® Neighbour: 2 &% RPL #EMS—A - BRELLENEIEEEZEEBEYL -
® Next-Neighbour: 252 —{& RPL #IEH 5 —Al - BRMEIFFEWEEEERRE
T

> Portl:ERPS IRAEEREIE 1 - o] URHFEIERL MR ERIE 1(GEL)-EFIE 24(GE24) -

> PortlRole: 7 ERPS i&E#:8 1 A% "Normal” - "Owner” - “Neighbour”
“Next-Neighbour”
® Normal: Bk "Owner” A “Neighbour” Ei%i9h - HERENRAERS "Normal” &igh -
® Owner: B5[HZ RPL #EREAN—A - BRELLENEREEZEERRRL -
® Neighbour: 2 &2 RPL #EM S —A - BERMEIENEEHEERREY -
® Next-Neighbour: &5FH2 T —{& RPL #EW S —/l - BiMEIF BN HEEERERE

& oo

HE"Apply "EFERIZE - B "Close" i E
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V1.0a

11. Loopback

METNEEZERREERREEZMINER - B VAR IREBEFNVERE - BeHREEREE
MEREFE REREEBEHEENRFREZLGBZEENTAIRAIRI(Loopback) - 48K F HIRE
BIFFAE KR P ETREER L2 HREREEM R o EE BB SRR T ERERRE - SR &E/T

REEEERITIRAS -

74
rN

[T
35D

Loopback IERE XA - CEBENTEERHEZRENHNE BEZHEEERERIEREE -
EMFEZEERE  A2RBENTEREEFEEE - £RIREEE  stkREMAESCHREHRTE
ETEEHR (HINBEROBRERENH ) - ®NEHERIIZERE - WH DB EEARRET ZZER
BRBRERTERE

11.1 REH#EIERE (Loopback Config)

FREEEEIMIE "Apply” £" loopback Config" EEEAEZEERIAINEE
Loopback + Loopback Config

]]]h“

| State | O Enable

ham ssssssssssssssndhans O

| AlClmlroIH'hlE Enable

[EETEH - -

i mnumchﬂr.k 0 Enable

| —. .|. R ——
% MAC Address Table | Detection Time | |5 |
% Spanning Tree r... .|. e S ———

| Restlm'l’me. |30 |

| Aoy |

loopback port setting table

W |Entry | Port | Mode | State |
] 1 GE1  Automation Disabled
0 2 GE2 Aufomation  Dizabled
[ ] 3 GE3 Aufomation Disabled
O 4 GE4  Automation Disabled
] 5 GE5  Aufomation Disabled
O 6 GEG6 Aufomation  Disabled
[ ] 7 GE7 Aufomation Disabled
Bl & GE& Aufomation  Disabled
] 9 GE9  Aufomation Disabled
O 10 GE10 Aufomation Disabled

State: FRAEEEEOILIEE "Enable” 5 "Disable” ZINEE -

All Control Vlan : EEZEZEHFIAESEIZERN VLAN BUREEERITIEE

Resume check : 3 7E & RA R EAITNEE -

Detection Time : &% & 2 ZEEIEEAIT ENSERIRE - $E8 1-32767 - BB 5 -

>
>
>
>
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» Resume Tmie: BREEZIBNE RO A HFETLZZREARNEDENIXERRE - &£E 10-65535 -
fRRe A% 30 -

BB Apply B ELT -

LR jipu

Entry Hmon s B

Port BN RIB AR OR

Mode ZERIBREERNRYET : ManualZtAutomation
State RRURIE IR ) 2512 R RO R R AR &

loopback port setting table

_—
3

Port ; GE1 !

|
p..------....-------.q. EEEEEEEsEEEEEESEESESSEESESSEEEEEEEEEEEEEEEEEEEEESEESSESSSESsEssESssssssssses

m- | | Enable

..------....-------.+ O

i

i 1 I"."Ianual

| - Il .ﬂ.utumalmn

I|.--------------------.!. - -.------.--------------------------------.------.------.-------------1
| msurleminlly; ] Enable !

> Port: BINEENERERERE -

> State: ZEEEEDRANERENTENEBESRMINE

» Mode: EEEZBIRAZLBEERNEEENF
® Manual: FTER - @IRHZAREFEFEBRLEER - REELEBE/REENERE

FPPRLABERIS - ZAEEIRNEREE N T RENRE ILEBERIRAR block MILEAREE - I

Manual &R ET - EEEENEEENXERJHRERBZABFENBRETRIL
THEERA R BB R B2 A RE W18 LE B 21 - (It Manual SFEn#E 0078 B 5 REARURIE -
AHEZA RS S EE IR EBBIAEEIER)
® Automation: BEED - MIRHZAREFTERBLER - RELCERNEEIENTE
NEZEBEPIRELEERIN - ZBERENERENZTERFLLEREARR block B LEARRS - I
Automation EIERE N 2K EZEE S WABHIETHEWA L BSWER T HRE-
(B 5MRRERRREBRZHZEENHEEIEEH block REEERKERTHMIE

V1.0a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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BAREE)
> Resume quickly : RUIFREFRRREREINGE - 17 manual BX

BB Apply "FE ST . 5" Close"BERE

12. Discovery(LLDP)

81 [E 5837 177 3% (Link Layer Discovery Protocol - LLDP)@—1& 2 KB ZEE M T E 1 #E B 17
&% - FARABEETE IEEE 802.1ab BIEMAK(FEB R AM) LBREHS ) ~ ThEEMMa A -
LLDP FHEHREAEUSKHERENT N - REEERLEESETER X - SEHEZE2—E LLDP &
##E5(LLDPDU) - & & LLDPDU #82—&188(Tag)- K E (Length)-1&(Value) & B(TLV) I F2I -

121 E1%(Property)

Discovery + LLDP -+ Property

¥ MAC Address Table ‘
¥ Spanning Tree et B e e o M

e TLV Advertise Interval  [:0 | <

— Discovery Hold Multiplier I |
4 LLDP :
Reinitializing Delay k ]
Port Setting Transmit Delay |2 ---------------------------------- ] ----------------------------------------------------------

MED Network Policy T T T TEeoinianiiloSStiniSietiiSiiiioiiiiiiiiiiiiiiiiiniiiiiacitic

MED Port Setting "LLDP-MED.

Packet View

Local Information E Fast Slan Ropm count |3 ]
Neighbor &
Statistics ‘ Apply ]

> State: EAEEIEE0LUEEZERRISIEE LLDP INEE -
> LLDP Handing : MNREVEEEE RBIFEREEIEE 0 DIERE LLDP HUEIE S I Filtering(GRIE) /
Bridging(#&28) / Flooding(CE%) - LLDP = &I Z AN - BEZIBIE - B35 0% LLDP PDU
RIBIRIE -
* Filtering : MIBREIE -
* Bridging : (VLAN-aware &%) ig 1 G188 8 45 PR AVLANAL E -
* Flooding : i E1EE S 4AFAIEIER -
>  TLV Advertise Interval : EZI S1E@ANEERERERE 5-32760 ) - 7858 30 %) -
> Hold Multiplier: 327 Hold & (& & 2-10- %R 4) - FAEEE S LUBBRE Hold RIEWE -
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Lmnpdify your

V1.0a

AT DA &

G AR B RIEERR - TTL(7ZF5/E)=Hold multiplier(ZZB777#&)* TLV

Advertise Interval(Z1847) -

Reinitializing Delay : ZEZS¥ ¥ (CRIREERE(EE 1-10 % - Bz 2 ) -
Transmit Delay : #1£{&3% LLDP HBEMIEERE(ZE 1-8191 % - 7882 8) -
Fast Start Repeat Count : 3EEHRHE IR AR

B i

BN EERE(EE 1-10 - 7R 3)

Bt

B Apply "B FE -

12.2

FEIRIRERE (Port Setting)

FRAEESEE LI EEEEEE LLDPDU 89 Transmit(=R2) / Receive(:RUX) / Normal (U 3%) =k

Disable(F# k)&

Status

Network

Port

VLAN

MAC Address Table

Spanning Tree

3 . W Optional TLV'3I R R BEERISH TLV ER -

Discovery + LLDP + Port Setting

Port Setting Table

Q[

() 1 GE1 Receive  Port Description , 802.3 MAC-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N
E‘?PS O 2 GE2 Receive  Port Description , 802.3 MAC-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N
= Discovery (] 3 GE3  Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
@ LL;oPperty 0 4 GE4 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
(] 5 GE5 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management |P Address , 802.1 PVID ,
MED Network Policy O 6 GE6  Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
MED Port Setting 0 7 GE7 Transmit Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
E:cc:f:n‘:::r‘:a“on 0 8 GE8 Transmit Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
Neighbor (] 9 GE9 Transmit  Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
Statistics O 10 GE10 Normal 802.1 PVID
1R Fi 3t

Port FANIEIEFIBLLDPARES
Mode Z2~Transmit (R 2%),Receive (;RU%),Normal (Ui 2%),Disable(E8ER)
Selected TLV FNDETLVER - VLANER
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Edit Port Setting

Port| GE7-GE9

| @ Transmit
i O Receive
podes () Normal
(O Disable
Available TLV Selected TLV
System Name 802.1 PVID
Optional TLV | |System Capabilities System Description

802.3 Link Aggregation 802.3 MAC-PHY
802.3 Maximum Frame Size Port Description
Management IP Address
Available VLAN Selected VLAN

VLAN 1

802.1 VLAN Name |
‘. Apply | ‘ Close |

> Mode: FEFREEEETLIERE Transmit (R 3%),Receive (RUX),Normal (U28),Disable(E8EA) - ¥R
REERAPI A A AR LLDPDU -

Transmit (TX Only) : =3 LLDP PDU -

Receive (RX Only) : RUZLLDP PDU -

Normal (TX And RX) : BfE&z=th1%U% LLDP PDU -

Disable : 22F5 LLDP PDU #y{&) -

> Optional TLV: fEAZEEEZUBREEMN D MAR TLV - A LLDPDU &K 4a 53T
#

System Name(Z#t & 1H)

Port Description(3E 18 i)

System Description(Z#t i)

System Capability(Z#tIhEE)

802.3 MAC-PHY

802.3 Link Aggregation(## i #5)

802.3 Maximum Frame Size(&AF B1A/))
Management Address(ZE 2 lf)

802.1 PVID

> 802.1 VLAN Name : EZEZHEHH VLAN ID BE(HFZE) -

HZE"Apply "EFERIZE - B "Close" i E -
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12.3  1RRE4% IR 35 IR IS SRS (MED Network Policy)

EREEEEILIES LLDP MED REERIERE - WikE"add" » "Edit"#"Delete"NEEETEIE -

Discovery + LLDP +» MED Network Policy

Status

Network MED Network Policy Table
Port
Showing | All v |entries Showing 1 to 2 of 2 entries
VLAN ' Q |
MaC Addiess b W | Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |
Spanning Tree 0) 1 Voice 4094  Tagged 5 63
=3 O 5 GuestVoice 4094  Tagged 2 1
=
Sl First | | Previous
& LLDP | add || Edat || Delete
Property : =
Port Setting
MED Port Setting
i f 3t
Policy ID FERRESID
Application BRN OIS RAR 4R A
VLAN #Z27RVLAN ID
VLAN Tag FERVLANZR E AR RS
Priority FERL2B TR A
DSCP #a~DSCP1E
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Add MED Network Policy

Policy ID

Application | |Voice v |

VLAN 4094 |

o . @ Tagged
NTag| () Untagged

Priority
DSCP

|: Apply :| |: Close :\

> Policy ID: BEZEEENAERE ID £1TRE -
> Application: EIZHEIERIEEAHL -

=hH =z

Voice(FB &)

Voice SignalingB&1E%)

Guest Voice(FHEREE)

Guest Voice Signaling GF &S 1E%)
Softphone Voice(Btf2EEE )
Video Conferencing(fRF &%)

App Streaming Video(fi52 /)

VideoSignaling(® R %)
> VLAN: 2% VLANID - & 1 & 4094 -
» VLANTag: &7%E VLAN 12 AR -

® Tagged: iiE7% tagged -

® Untagged: /iiE% untagged -
» Priority: 82E L2 BEARA - SEEIOER 7 -
> DSCP: 5%E DSCP1& - #86E 0 £ 63 -

BB Apply " (# RIS E - 2" Close"BFIRE
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124 1RES#R IR IRIEERE (MED Port Setting)

EREEEEJLEE LLDP MED 1B E -

iscovery - LLDP + MED Port Setting

D

MED Port Setting Table
VLAN
MAC Address Table port Stat ‘ i Network Policy . . : .
: o e ocation | Inventory
osoonalice ‘ Active | Application
ERPS = =
[ 1 GE1 Enabled Yes Voice No Yes
O 2 GE2 Enabled Yes  Voice No Yes
% LLDP == E
L] 3 GE3 Enabled Yes Voice No Yes
Property
Port Setting O 4 GE4 Enabled Yes No No
MED Network Policy (] 5 GE5 Enabled Yes No No
O 6 GEB6 Enabled Yes No No
FIEGLE 0 7 GE7 Enabled Yes No No
Local Information ”
Neighbor ( 8 GES8 Enabled Yes No No
Statistics (] 9 GE9 Enabled Yes No No
i Ei::pan
Port ZERLLDP MEDIEE&E1%18
State ZERLLDP MED#A&E
Optional TLV ZERLLDP MEDTJ#TLV
Network P0||cy ﬁ%‘g\% LLDP M ED%@E%%H]%ACUV@Hﬁ%*DEg}EH H—fﬁ:ﬁgl D
Location ?E%Tﬂgﬂﬁ%
|nventory ﬁﬁyes%no%ﬁ%;%%
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Edit MED Port Setting

Port| GE1-GE3

| Available TLV Selected TLV

Location Metwork Policy
Optional TLV | Inventory

__________________________________________________________________________________________________________________________________________________
——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Available Policy Selected Palicy

! [5 (Guest Voice) 1 (Voice)
Network policy |

i ECSELIN |

Apply l [ Close l

> Port: EEFIETERIMBIEREE LLDP MED -
> State: #£1Z LLDP MED R{FAREE -
> Optional TLV: %32 LLDP MED & TLV (nFFZE) -
® Network Policy(#3E8 & H%)
® |ocation(firtt)
® Inventory(BE)
> Network Policy : #ZZEE IR FIIAIERE ID - B55%E MED Network Policy EE R
AIIE KRS -
> Location:
® Coordinate: REMSZME -
® Civic: ERES /LML -
® ECSELIN: REZSWIREZSMUBIZTHRE -

HE"Apply "#FERIZEE - B "Close" i E -
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12.5 FEI&EER(Packet View)

EREEEEYLUEERSRNERE  REME Detaill"EFMEERIR LR LLDP HEEH -
Discovery + LLDP + Packet View

Status Packet View Table
Network

a——

VLAN
MAGC Address Table | Entry | Port | In-Use (Bytes) | Available (Bytes) | Operational Status
. O 1 GE1 162 1326 Not Overloading
Spanning Tree _
ERPS 2 GE2 162 1326 Mot Overloading
Discovery () 3 GE3 200 1288 Not Overloading
& LLDP 4 GE4 13 1375  Not Overloading
Property O
Port Setting O 6 GE6 13 1375 Not Overloading
MED Network Policy 0 7 GE7 81 1407  Not Overloading
LIEDIPEUEE I O 8 GE8 81 1407  Not Overloading
Locsl Infarmation 0O 9 GE9 81 1407  Not Overloading
1R f 3t
Port ERIB AR
In-Use (Bytes) EENEPLLDPEMRNMI TAELEE
Available (Bytes) ~ SEHEPREHNMLLDPENM I BIITARE
Operational Status Z2&BH,
Pacl-:et ‘ul'lew Detail
i Port | GE5
Mandatory TLVs
i Size (Bytes) | 21 E
| Operational Status | Transmitted
MED Capabilities
i Size (Bytes) | © |
|  Operational Status | Transmitted
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Umplify yowr Wirekeer Selwork

Optional TLVs

- —

40

................................................................

U |
e L e e e e e e e e e e = el el

HE “Close” B+ IE5H -

1R1u i

Port E IR ARR
BERHITLVAERRALTTAE

Mandatory TLVs 4 BE B SRS
MEDINEEE B U oA AR A/

MED Capabilities

RSB IR IR E]
MEDAI & 3 E1U oA AR/
NS R IRE]

MED Location
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MED Network MED #8 S RIS B oA AR R/
Policy ARSI A B E

MED [EEIsTBE KRN
MED Inventory W B % 5B S
MED Extended @38 MDI S BAI 7t A A/ LLDP MED #BE SRR
Power via MDI ARRE & 883X o) 1@ &

MED 802.3%J Bl yoAH 48 A /)\
802.3 TLVs 4k BE A B TR E

l/L,MED__UETLVS:t—J ﬁiTDij(/J\
Optional TLVs Uk B BB B S

MED 802.13xf B iIcAHAR A/
802.1 TLVs 4 BE B RS
Total EEHNEDPLLDPEMNNNI TAHEE

12.6 7AiE:A(Local Information)

BN RENSEEZIER LLDP AR - EHEEEEJLIEERTEANERE  RERME detail"
BEE AR EREMLURPIEZEZRERN LLDP BHES -

Discovery + LLDF + Local Information

Status
Network Device Summary
Port

L4
-
*
s POE Selfing Chassis ID mhmnf MAC address
¥ VLAN Chassis |u 3{: 4D EA uz En 39
¥ MAC Address Table Sy N E Sx'.rllch
5 . e Tean e ———— . S ———
¥ SeanningTree = System Descriptio nE {:5-2424:-::3 24P
'3 ERPS prssssssss e - . 1. O
¥ Loopback b L ...-E.I .i. B”dge RDUt&r A ————
Enahlad{:apﬁtiui Bridge. Ruut&r
...... . S ————
Purtm:ium;pe: Lucal
Port Setting
MED Network Policy Port Status Table
MED Port Sefing
Packet View
_ | Entry | Port | LLDP State | LLDP-MED State |
Meighbor -
Siatistics {1 1 GE1 Normal Enabled
2 GE2 Mormal Enabled
3 GE3 Normal Enabled
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Device Summary

R s

Chassis ID Subtype ##8IDRYEZEY - WIMACHTILE

Chassis ID HFREFRINS - MR DFHEEEMACHILL - AIBE R IRZRMMACHILE
System Name RN R F2TE
>ystem SRR
Description
Supported . B ‘ ‘
o s SZEEREZEINEE - WMBridge + WLAN APZ{Router
Capabilities

Enabled Capabilitie: s&HERIUARIERINAE

PortID Subtype gz usmimmay voymm)

Port Status Table

R i
Port IR ARER
LLDP Status LLDP 283X R #2 LR RE

LLDP Med Status LLDP MEDRYFHAA &

A detail " EETEERIEHIFAET
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Local Information Detail

""""""""""""""" Chassis ID Subtype | MAC address |
"""""""""""""""""""" ChassisID| SCADEAOZEGSD T
"""""""""""""""""" BT
S ystem Deseription | Cs.oaaxG2dp T *a
"""""""""""" IR, /e Fouer
O ERBRAEMMMS Crdoc Router *;
""""""""""""""""""""" Potin| GE1
"""""""""""""""""""""""""" it bbb bbb bbb bbb bbb

Port ID Subtype | Local ;
""""""""""""""""" P muﬂmj*

Management Address Table

Address Subtype | Address | Interface Subiype | Interface Number

0 resulis found.

Management Address Table

{1 i

Address Subtype e 4R S E R

Address FENEIRIPAIULEERY

Interface Subtype  HESERERANELMLU - BEEHE3BA

Interface number g emuiHEEKEENE

MAC/PHY Details

MAC/PHY Detail
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I

i

Auto-Negotiati
on Supported

IR ERR B R SRR

Auto-Negotiation  EBHRIRT B HE R AHMER

Enabled

Auto-Negotiation  EBHRIREHHEINGE - AIMN1000BASE-THE T - 100BASE-TXZ
Advertised TR

Capabilities

Operational NMEEZET(MAVERE - MAURITERRRETNEE - BR1ESKHERTER
MAU Type hiE AN AT E A RIS P ET BB R B - fIIN100BASE-TXZ &

TH&=0 -

802.3 Detail

802.3 Detail

8023 Maximum Frame Size . 1522 ;
I fE

802.3 Maximum

Frame Size

X ERYER A IEEE 802.35HAE A/

802.3 Link Aggregation

802.3 Link Aggregation

— _

Aggregation Capability © N4 ;

..............

..............

______________

..............

______________

Aggregation
Capability

Aggregation Status F RN EZSARE

@ wWww.cerio.com.tw

’X‘ service@cerio.com.tw

R, +(886) 2-8911-6160



USER MANUAL

Aggregation ZMMIESTEID
Port ID

MED Detail

————— e ——

R f 3t

Capabilities EFEREENMEDINEE
Supported

Current EE IR AKXMEDINEE
Capabilities

Device Class LLDP MEDIm #4812 5l

PoE Device Type ERFIRPOESREAY - BIUIHEE

PoE Power EFIBER
Source

PoE Power EEIBHEELR
Priority
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PoE Power ERIRTNRE

Value

Hardware EEE PN

Revision

Firmware ES]Er PN

Revision

Software BUES R

Revision

Serial Number BRI

Manufacturer ERRBICEIEEEZE

Name

Model Name E R R AICESE R

Asset ID EEID

Location Information

Location Information

Civic | N/A 5

______________

______________ Coordinate | N/A

ECSELIN! N/A 5

..............

{1 i

Coordinate REMZENE

Civic AR E P/

ECS ELIN ARE B =TI AR B U B IRESR
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V1.0a

Network Policy Table

Network Policy Table

| Network Policy Table
Application Type | VLAN | VLAN Type | Priority | DSCP |

Voice 4094 Tagged 5 63
Close
i fi 3t
BA T 4 R S IR E FR SR FY -
Application ,\‘\ETll\HE%EﬁHDEE.E\}EHXE
® \oice (fB8)
® Voice Signaling(@E&E%)
® Guest Voice(FFiE=ZEE)
® Guest Voice SignalingGhEZE&1ER)
® Softphone Voice(BrEEEEES)
® Video Conferencing({3sHl &%)
® App Streaming Video(7i% )
® VideoSignaling(]¥) RE%)
VLAN FA/RVLAN ID
VLAN Type VLANAZE AR RS - BRI RISERREHRAZE "tagged” 34 "untagged”
Priority BRL2B SRR A
DSCP #E~DSCP1&

HE “Close” B ZEH -
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12.7 #AEE(Neighbor)

Z BEFBNER LLDP B i B RIWEINEN - BR R EMZMERER G IR EEVEIRNET TLV
FEE - EUCHAB AR EEWEED LLDP PDU) - Wi E"add” ~ "Edit"#1"Delete"NEEETE
I -

Discovery + LLDP + Neighbor

Neighbor Table

< VAN Showing| All v | entries Showing 1 to 3 of 3 entries Q [:

a ‘ Local Port | Chassis ID Subtype Chassis ID Port ID Subtype Port ID I System Name ‘ Time to Live
Sl Ranpingliica ] GE25 MAC address 10:60:4B:8B:78:99  MAC address 10:60:4B:8B:78:99 2452
vERPS  ERE=S MAC address 0D-E0:A010:046C  MAC address 00:E0:A0:10:04:6C 3397
SiDiscovery (] GE27 MAC address 40:B0:34:54:97:82  MAC address 40:80:34:54.97:82 3395
& LLDP
Property [
Port Setting
MED Network Policy
MED Port Setting
Packet View
Local Information

¥ MAC Address Table

First [| Previous | B8 | Next | | La
Clear H Refresh H Detail |

Statistics

I it

Local Port SHPT RS R B IRV AR AR

Chassis ID Subtype #&IDRVREL(IIMACAHLIL)

Chassis ID 802 LAN# 1T 28 1 Fa Y 8 Bl A5

Port ID Subtype BNEEREH R

Port ID ERIRRREA
System Name R R M2

Time to Live B IR 12 MIBR ILE B 2 5% 178 5 AT RO B FE R B (72)

B8 etail” BEIEMITLEIFENES

V1.0a

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Neighbor Information Detail

Basic Detail

0 results found.

MAC/PHY Detail
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802.3 Detail

MNIA |

]
_________________________________________________________________ a
4
]

MED Detail

- = - - - - -

Location Information

=4
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
Al

Network Policy Table
| Application Type | VLAN | VLAN Type | Priority | DSCP |

0 results found.

i Close

2 “Close” FEEEHEHE -
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12.8 #&ET2HE (Statistics)

ICE NS EEZIERN LLDP #at &R - SBEE 53R 75 (LLDP)RY Statistics EEBRRZ AR LBE
AMEWHY LLDP SAERRENZEEEIEE -

Discovery + LLDP —+ Statistics

v Stalus
¥ Network Global Statistics
» Port
¥ VLAN
# MAC Address Table
% Spanning Tree
#» ERPS
= Discovery
& LLDP
Property
Port Setting
MED Metwork Policy
MED Fort Setting
Packet View
Local Information

Neighbor | Transmit Frame | Receive Frame | Receive TLV Neighbor

e | Total | Total | Discard | Error | Discard | Unrecognized | Timeout
- Multicast ] 1 GE1 0 0 0 0 0 0 0
% Multi -
% |IP Configuration E £ s & u 3 3 g 2 !
v Security [] 3 GE3 0 0 0 0 0 0 0
v ACL () 4 GE4 0 0 i} 0 0 0 0
¢ QoS ] 5 GE5 0 0 0 0 0 0 0
Global Statistics
WA Fa

% E MACHR 7577 EXEE (MSAP) 82 finhU 5c B B 5l &£ 1k A Bl B 4= i
2R BRI R PRIRE

Deletions BRI 2 A R TE D MIRMSAPE A0 2 2 3 M EE B R B
R BRI B A MSAP 052 4 T £ 80 A FIBLED 240

Insertions

D
rops B E DR
R ET RIS HAE DB - AEUER 2SR AE D MIEMSAP
Age Outs

BT EEMERNRE

22 “Clear” &Zl-EEZ “Refresh” EZE#ZIEEH -
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Statistics Table

B
s
=

I f

o

Port 7T E B IR AR

Transmit Frame

Total

HRE IR EEHLLDPFMER

® Total: LLDP fCIERIARS - 3% LLDP OB fEEH IR EILE
7 LLDP FAEE]

® Discarded : ¥{fEEEIE 8 LLDP RIEERBIRAEEN

Receive Frame LLDP SRAE %

® Errors: LLDP RIERIBR, LLDP RIEEH EEEBEWRN
#2 LLDP FRAEE

® Discarded : #EERIE LW LLDP {ERBZERAEZEN
LLDP sHAERY TLV &1 &

Receive TLV e Unrecognized : LLDP LIRS - 5k 850 LLDP SUAEHY TLV
e
Neighbor Timeout HBEFRILLDPEIEE]
13. DHCP

ZmEER Pln-AikasRE LET - E DHCP APInERRMER - ©MEREEESH - & DHCP
AfRERF RN EREN - DHCP ARz EIE IP Ut S EMABEREEN - WREMUKEIZKRE DHCP A
FisWEN - mEEHREMoE—E IP LFEESE -

B TR E HE(DHCP) 2 — @R ECRIEHE - BEA MR E(P)REFHARSES AR ES
& - B0 - sETILAE DHCP fEIR=REASK T ERY IP Al - A DHCP EoJLUB/ > Aid e & EIE S
EHEFHRENTE -

13.1 Bt (Property)

FRESEEEYLRE "DHCP port Setting Table” RELA/1=H DHCP GRS INAE -
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DHCP -+ Property
Status
Network
Port
VLAN
MAC Address Table
Spanning Tree
ERPS

Discovery DHCP Port Setting Table
DHCP

€ € € &€« € &« « «

IP Pool Setting , a | Entry| Port | State ‘
VLAN IF Address Group Setting
: : | GE1 Enabled
Client List

Client Static Binding Table
Multicast

1

2 GE2 Enabled
3 GE3 Enabled
4 GE4 Disabled
5 GE5 Disabled

IP Configuration
Security

ERREER D R e ERIINAE - B ol LU #E "Static Binding First"I8E - 2% "enable” #E1TERTE -

B Apply "EFEHIZEERE -

LR it
Port FEOR DHCP pyiEsR 58
State BA7~ DHCP B A=k DHCP 5 Fik A&

Edit Port Setting :

o DU ERREREFIEN T GEL -TE28 (EIZIR)A LAGL~LAGS (B#4H) - MEFE"Edit"#RiE DHCP
EFIE - DB "enable” ETHRE

Edit Port Setting

[ Apply H Close ]

HZE"Apply "# 7 EFIZE - B "Close"FFi E -
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13.2 IP #ERE(IP Pool Setting)

FHEEEETLIERE IP Pool Table Setting - &€ "add” ~ "Edit"#1"Delete"INEEETER -
DHCP -+ IP Pool Setting

¥ Siatus
% MNetwork IP Pool Table
¥ Port
s VLAN Showing entries
¥ MAC Address Tabl
% ress Table | Section
% Spanning Tree Pool Gateway Mask
—ps | Section | Start Address | End Address
L ——— (] 1 1 192.165.2.10 192165220 1921632200 2552552535
¥ Loopback -
_ ] 2 1 192.165.1.10 192.1658.1.20 192.168.1.200 255255255
% Discovery —
add || Edit || Delete
Property
VLAM IF Address Group Setfing
Client List
Client Static Binding Table
IP Pool Table
Showing entries Showing 1 to 2 of 2 enfries
| Section ) ) |  option43 )
Pool - Gateway Mask Router ip | DNS Primary Server | DNS Second Server Lease time
| section | Start Address | End Address | Address | Format
1 1 192168210 192168220 1921682200 2552552550 0.0.0.0 8888 168.95.1.1 ascii 1:0:0
- 2 1 192.165.1.10 192.165.1.20 192.168.1.200 2552552550 0.0.0.0 0.0.0.0 0.0.0.0 ascii 1:0:0
| add || Ea || Detete
R fi 3t
Pool BREEEE

== oo

e Section: HEN5E
o Start Address : 8/RZDHCP1E iR g2 Z B8 ERIIPAIILEE E

Section AORERIPILE
* End Address : #R:ZDHCPEIARZEE AIE ERIIPAIHLE EIRY
EEIPAIt
Gateway FANEEZ DHCP Bk ss BRI S8 X5 B PIn TR BB
Mask FANMEEZ DHCP B zs ERI 2 22 A PInf0 F RS S8
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Router ip #~ DHCP &P Inr BB REE At

DNS Primary Server BNt 7% DHCP falfkR=z B Al 38252 FH Fin F 22 DNS a8

DNS Second Server FAR1E5Z DHCP el fRzs E 22 3£ 2 B PinrIRZE DNS ERz: 18

* Address: & roption 43173l

Option43 _
* Format: #& roption 4318 REY

Lease time ZRNMIEER P AU ESE

IP Pool Table

H

+-- ...-.-1
2

GItemr

-...----...---1
1 1 |
1 1 |

|192 168.2.200 |

Mask | |255255 2550 |

i... A ———— .|. et L A O A A A A ]
i Hmterql- [ Enable

r" SR nEEEEE e "' mEmmEmEs ""::::::::::::::::::::::::::::::::::::'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_T,",
i Section |1 v | i
: S T T T T T P L L EE L EELEE RLPEREE LR LR E il
E IP Address smi Slarlﬁ.ddless |1EI‘2 165210 | :i
: 2 e il
; End Address | |192 168.2.20 | H
i... i .|. L":::::::::::::::::::::::::::::::::.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.J.i
i [IHSPfIIH]'SEI‘HH. Enableqassa |

e ————— .|. -m S pap———— |
. DNS Second Server : Enable{ﬁiﬂ 95.1.1 |

T L L L LT T rppep——— .|. e
| (W asci

i ﬂp‘tﬂllﬂr .:. h&x |

presmssssmssssm e .|. sssmmssssssssssEn sEmsmssssssssssssssssssssssssssssssmEnsy
i Lﬁuet-le' Daym Hnurm Minute |

[ Apply l [ Close l

> Pool: EZ¥BeEE WA DHCP $EE =27 -

> Gateway: @WARE IP il BAEMERE LAN LERTHEFIAEL LAN RENEREEERE
¥ EPRIEE R —a ol i TR F AR E A 2 B AR RS (F1E0 WAN)RIBS ERES -

> Mask: #fc IP AT FARS IR =

> Routerip: TJI%& DHCP EFnmsTiEERBERENI - FEERERAIEREELE gateway IP 5
EAEME -

> IP Address Section :
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® Section: EEMAIR -
® Start Address: #i A DHCP fEfRas & E 2B IP AIUEAIFELRRS IP -
® End Address: #i A DHCP fElfR=z & EEMNRE D IP MIAVARRE IP -
> DNS Primary Server: ¥ “enable” 3E% FZ DNS IP firdl -
> DNS Second Server: ¥ “enable” I3EFRZE DNS IP fidl -
> Option43: 7£ IP DHCP #E#ELT - ML "ASCIl" & XERIE Option 43 F& - L "HEX" 18K
£ Option 43 F& -
> Lease time : DHCP falfR=a[EIUL IP LAY DI EHIRS B R - BIERE H//N\/ 088 - 2K ESEIE -

BEApply "B HEE . B Close"BIEHE - .

13.3 VLAN IF Address Group Setting

FEAREEEE T I "VLAN Interface Address Pool Table"$:& E#:1Z "VLAN Interface"#]"DHCP
server group"fy MZEEE -

DHCP -+ VLAN IF Address Group Setting

Status

Network Vlan Interface Address Pool Table
Port

VAN interface :i

r
MAC Address Table DHCP ServerGroup | |  v]|

Spanning Tree [ e e

ERPS Apply

Discovery Bl DHCP Server Group Table
~ DHCP

Property

€ € € € &€ €« <« |«

o I

IP Pool Setting BRI —
| Group ID | Group IP Address | Bind VLAN Interface |
Client List 0 results found.

Client Static Binding Table
Multicast

| Add || Edt || Delete |

> Interface: E#Z—{& VLAN /7@ -
> DHCP Sever Group : #iZ—1& DHCP fElfkzs 84 -

BB Apply "B TLE -

FREEEEILIERE""DHCP Server Group Table"EH - :8%E"add" * "Edit"f]"Delete"IEE#TE
i
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R et

Group ID A~ DHCP fEARSREH4E ID
Group IP Address #A7~ DHCP falfR=a %4 IP fudlt
Bind VLAN Interface DHCP fafz=3#8E VLAN 7T H

DHCP Server Group Table

~ Group IP Address | | |

[ Apply ][ Close l

> DHCP Server Group : £HEERES0LIE FBES DEE "DHCP Server Group” - AEIEE
LREMN D HINEE -

> Group IP Address : EFHEEREIERATA IP il -

HE"Apply "#FERIZEE - B "Close" i E -

13.4 HAFIa%I3R(Client List)

ZEMH "DHCP Client List” - 28/~ "MAC Address Table” - “IPv4 Address” - “VLAN" #]

“Hostname” &E3f
DHCP -+ Client List
v Status
¥ Network DHCP Client List
Port
howing | All i i '
VLAN Showing| All w | entries Showing 0 to 0 of 0 entries O.[
MAC Address Table W | MAC Address Table | IPv4 Address | VLAN | Hostname |
Spanning Tree 0 results found.
EBPS _ . First | | Prev
Discovery _ Refresh |
- DHCP
Property
IP Pool Seﬂing

VLAN IF Address Group Setting

Client Static Binding Table
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i E:pus

MAC Address Table BN PIma BRI MAC fuilt
IPv4 Address BN EOXB A PR B/ IP Azt
VLAN #R DHCP A FI%# VLAN ID
Hostname FE7R DHCP PR =27

HZ ‘Refresh” EHZIE "Client List” #4251 &% -

13.5 HFInEEEHIER (Client Static Binding Table)

EREEEETLIE “Static Binding Table” &&E"add" ~ "Edit"#1"Delete"IhAEETER - ZEH
“Static Binding Table” - Z&’r "MAC Address Table” , "IPv4 Address” , “VLAN" %1 "User

Name"” &Eifl -

DHCP -+ Client Static Binding Table
Status

Network Static Binding Table
Port
e Showing entries Showing 1to2of 2 entries () I:
MAC Address Table W | MAC Address Table | IPv4 Address | VLAN | User Name |
Spanning Tree (] 8C:4D:EA:00:00:01 192.168.2.88 4094 guest
ERES (] SCA4D:EAD0:00:0E  192.168.2.85 4094 stafft
Discovery ;
. y First | | Previous | |
DHCP | Add || Detete |
Property
IP Pool Setting
VLAN IF Address Group Setting
Client List
L Ei::pan
MAC Address Table B PImgEr MAC izt
IPv4 Address PR E A Plimag Ry IP it
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VLAN #E~ DHCP HPIRAY VLAN ID

Users Name 5~ DHCP BPRIrERERTE

Static Binding Table Add

MAC Address |BC:4D:EP.:UD:DB:DA

e

PvaAddress| (woisze] )
|

User Name | |ser\.rice-PC

MAC Address : HIZ#IERVERHER MAC il -

VLAN: EREEEEYLIERE DHCP VLANID -

IPv4 Address: 73Bc IP fidlt - 8B B#HIE MAC A1t E -
User Name: Bz ERAEMFEREZME -

YV V V V

13.6 FFIn&EREHETR(Client Static Port Binding
Table)

FREEEEYAE “Static Port Adrerss Configuration Table” & E"Edit"INEEETEE - ZEH S
7~ "Entry” , “Port” , "State” # "DHCP Client IP Address” &j&f -

DHCP -+ Client Static Port Binding Table
Status

Network Static Port Address Configuration Table
Paort
POE Setting
VLAN | Entry | Port | State | DHCP Client IP Address |
MAC Address Table =
Soanming T 1 BE1 Disabled MN/A

panning Tree
Loonback 2 GE2 Disabled MN/A&

oopbaci
T — 3 GE3 Disabled MN/A

4 (E4 Disabled WM&

Property 5 GE5 Disabled MN&

IP Pool Sel‘ting [ GEG Dizabled Ni&

VLAM IF Address Group Setting T GET Disabled HN/A

Client List 8 GES Disabled MNA

Client Stalic Binding Table 9 GEg Disabled  N/A
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R it

Entry B ARIEIEE

Port BN E IR ARIR

State #i~ DHCP SRR R A0 E THRERI R FAAR RS
DHCP Client IP

5~ DHCP S#BEEIRHER P firilk
Address

Edit Port Setting

i Pnﬂ: GE2 !
r. T T .|. EEEEEEEEEEEEE TS EEEEEEEE S EEEESEEEEEEESEEEEEEEEEEEEEEEEEE .1
i- S‘Iahrr . Enabl& *
| 1
; [II-ICPCientI‘AmE |

[ Apply l [ Close l

> Port: EEBRHENERE -
> State: EEZERIAEEIEMN DHCP sFREFIEINEE
» DHCP Client IP Address : s &5 2&#IE 18R DHCP ZF1% IP Ui -

14. Multicast

ZE RO XK B (Gateway) ST EEIME— IPV4 ZHEHE -

14.1 #EHA(General)

1411 [Et4(Property)

ZBEHEOLRERMSERIE - EHEEEEIJER DMAC = DIP 52 EHE5 0 - ;ZINAE o AR
BAPERMIZHNSUEERER - EMERERBRE -
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Moulticast + General + Property

Network ! B T S e R R AR
I : @ Flood
Port Unknown mm: Drop

VLAN i 1 Forward to Router Port

____________________________________________

MAC Address Table

Muilticast Forward Method
§ @® DMAC-VID

Spanning Tree
ERPS 1Pv4 ] DIP-VID

Discovery
DHCP IPv6 E

____________________________________________

Multicast
4 General | Apply |

Group Address
Router Port
Forweard All
Throttling
Filtering Profile
Filtering Binding

% IGMP Snooping

# MLD Snooping

v MVR

> Unknown Multicast Action : BRERINZIERIE -

® Drop: ZEZRHNZEER -

® Flood: JBEARHMZEERM -

® Router port: B RINZIEE R EEEEF R FERR -
> Multicast Forward Method : 73F¢ IP it A FAIRSIES -
> IPV4: R IPv4 ZiEEE 5 -

® MAC-VID: #3753 dmac+vid -

® DIP-VID: %5 dip+vid -
> IPV6: R IPv6 ZEEEHR -

® MAC-VID: #2375 dmac+vid °

® DIP-VID: #8755 dip+vid(dip %4 ipv6 & 32 fiI) °

BB Apply RS TRE

14.1.2 ##4A{IHE(Group Address)

ZIENEE A 224.0.0.0 £ 239.255.255.255 « #25; D f8#E - Z&EEHBESM 1110 IR 28 It
B ID AR - B D B AGFEERETTA - DEEBTUE—EXRADRAIN - 1E]PI2
IS - 52 “Add” - “Edit” - “Delete” #1 “Refresh” INgEETEIE -
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Multicast + General + Group Address
Status

Network Group Address Table
Port
VLAN IP Version
MACA e Showing entries Showing 0to0ofOentries Q[
Spanning Tree
ERPS M | VLAN | Group Address | Member | Type | Life (Sec) |
Discovery 0 resulis found.
DHCP First | | Previous
- Multicast [ Add J l Edit [ [ Delete ] l Refresh ]
5 General
Property
Router Port
Forward All

> IP Version: 1 IP jRA -
® |Pv4:ipvd ZIEEA -
® |IPv6:ipvb ZIEEFA -

1R it

VLAN B¥#HVLAN ID

Group Address B4HIPAzIE

Member PHAMMER

Type AFAHERAY © StaticskDynamic
Life(Sec) )RR ENE SRS
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Add Group Address

I -~ = =~ =~~~ =~ === =
\I'I_A.H I

IPVEISIDlI

Group Address

| Available Port Selected Port

| [GE1

: |GE2
. |GE3

MEMBER: |cy

i |GE5

| |GES

! |GET

! |GEs -

________________________________________________________________________________________________________________________

| appy || cClose |
> VLAN: 3% VLAN ID
> IP Version:
® |Pv4:ipv4 ZIEEEA -
® |Pv6:ipvb ZIEEFA -
> Group Address : 4 IP it -
> Member: ZEHNKEIR -
® Available Port: oJZEEHEIERE -
® Selected Port: BEEFEENE -

HE"Apply "#FERIZEE - 5L "Close" i E -

14.1.3 PXEH#3#E IR (Router Port)

ZIEEHES (MRouter) B 1B 2 iEEE| 2B ARV ERR - QMR EEEZE R IGMP / MLD
M ERZE1E MRouter IR - 520 ( EABARERZBE ML A S BB EH
A% - 22E "add” - “Edit” A “Delete” INEEEITEIE -
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Multicast + General » Router Port

Router Port Table
IP Version | IPv4 v
MOCknes e Showing entries Showing 110 1 of 1 entries () I:
Spanning Tree
ERPS W | VLAN | Member | Static Port | Forbidden Port | Life (Sec) |
Discovery (] 1 GE3 GE3
DHCP First | Previous
- Multicast | Add || Edt || Refresn |
5 General
Property
Group Address
Forward All

> IP Version: #Z IP JRA -
® |Pv4:ipv4 ZiEFHER -
® |Pv6:ipvb ZIEHHER -

HR 1 [ipu

VLAN FEH 58 VLAN ID

Member BHRERENES(BAFENEENERBNE)
Static Port PR HSRERENE

I

Forbidden Port 2 PR Es EIRIB B

_|

Life(Sec)

e

s s ERNEIHRE
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Add Router Port

Available VLAN Selected VLAN
o

VLAN

. .

| — .

W ... -cc:sczzsszssszsszsssssssss=sss=ss=ssssssssssssssssssssssssssssssssssssssssssssssssssszssd

IPvd :

e :
.

[ Static :
Forbidden

e e L e P =

| Available Port Selected Port

| [GE1
| |GE2
| |GE3
| |GE4
| |GES
' |GES
| |oer |
! |GEs - ;

g

[ Apply ][ Close ]

> VLAN: 2##H80 VLANID -
® Available VLAN : OJ#49 VLAN 8 -
® Selected VLAN : 2#89 VLAN B -
> IP Version:
® |Pv4:ipv4 ZiERRHzEE -
® |Pv6:ipvb ZIEHHES -
Type : Bz EFRRA
® Static: FARKHREREE
® Forbidden: ZIFWIRHREREER  BEAEBERRHFERRENE -
> Port: BEHBFEENMEIR -
® Available Port: TR HI2S
® Selected Port: 2EMNKHER

ZIRME -
HIBRLE -

G

HZE"Apply "EFERIZE - B "Close" i E -
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14.1.4 #E#EE2ER(Forward All)

B EEEL LAG DUEWRB R E VLAN MZIER - IR EZDZEFIENREAZIE IGMP g
MLD - FREEIEE IS EFIBEFERTES "Forward All" - W8 E"add" ~ "Edit"#1"Delete"
INEEETTER -

Multicast + General » Forward All

v Status
Network Forward All Table
Port o
= IP Version | IPv4 v |
MAC Address Table Showing| All v | entries Showing 1 to 1 of 1 ent
Spanning Tree e
ERPS W | VLAN | Static Port | Forbidden Port |
Discovery | ] 1 GE1
DHCP
Multicast | add || Edst || Deete |
; General
Property
Group Address
Router Port

> IP Version: 332 IP fi7 -
® |Pv4:IPv4 ZiBEEREE N -
® |Pv6:IPv6 ZiEEEEES -

I it

VLAN EE 2B ERIVLAN ID

Static Port SRS EAFHERBERERENE
Forbidden Port NS EFHER AR ERERIENE
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Add Forward All

Available VLAN Selected VLAN
1

VLAN

IP'M w ]

,E Statm |
Forbidden

| S [k IS

| Available Port Selected Port

' [GE2 GET
' |GE3
' |GE4
' |GES
' |GES
| |GET
| |Ges |
! |GEg - !

g

[ Apply H Close ]

> VLAN: #ERZ2EEER VLANID -
® Available VLAN : OJ#49 VLAN 8 -
® Selected VLAN : 2#89 VLAN B -
> IP Version:
® |Pv4:|Pv4 ZIREERTE -
® |Pv6:IPv6 ZiFEEEE TN
>  Type: BT ERERIRIATY
® Static: FENERZINERER - IEREFREREAZBIRHERERE -
® Forbidden: Z|FRVEXZ EIRVERHR - B IEERHR UL IGMP 5 MLD &38 - th A& 1L
EEEBERTEADRISHREEE -
> Port: BETHHHKEIR -
® Available Port: TOJENEH EFERRKE -
® Selected Port: EEMKEHRERHBERE -

HE"Apply "# 7 ERIEZE - B "Close" il E
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14.1.5 & (Throttling)

ZEHEREREERRUBRBNEARAR - URAEERREABABRVEFE -

Multicast + General + Throttling

Status
Network Throttling Table
Port
VLAN IP Version @
MAC Address Table
Spanning Tree Q |:
ERPS I [ ] ‘ Entry ‘ Port ‘ Max Group ‘ Exceed Action ‘
Discovery (] 1 GE1 256 Deny
DHCP ) 2 GE2 256 Deny
Multicast (] 3 GE3 256 Deny
; General B 4 GE4 256 Deny
Property 0 5 GE5 256 Deny
Group Address B 6 GEB 256 Deny
Router Port —
Forward All LJ 7 GE7 256 Deny
) 8 GES 256 Deny
> IP Version: £ IP k7K -
® |Pv4:IPv4 AR IGMP BEEERR
® IPv6: IPv6 FAH MLD BEEREN -
1R f 3t
Port BNERIRRT
Max Group BEERNR AR AR
Exceed Action BN ERRE R HB AR AR HRRIRF
Bt Throtling

Apply ] [ Close
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Port: BARFTEEEHEIRSIE -

IP Version : BE/RFTE IP AR -

Max Group : EHIRR R KBFAHE] -

Exceed Action : EHIRE B HBBEARFHABAVIRF -
® Deny: FILZEZEEA -

® Replace: BEWHEBR—EFEEFAH -

YV V VYV V

HZE"Apply "EFEHIZE - B "Close" B E -

14.1.6 iBIEEXEE (Filtering Profile)

SMARFHHEEBRBR TR P B AHSEAA LR  BEREREFTHEB—2IZEEHENES - &2
E"add" ~ "Edit" " Delete"IhEEEITEIE
Multicast + General ~» Filtering Profile

Status
Network Filtering Profile Table
Port :
IP Version | IPv4
VLAN = —
MAC Address Table Showing| All v | entries Showing 0 to 0 of 0 entries
Spanning Tree : : '
ERPS W | Profile ID | Start Address | End Address | Actic
Discovery 0 results found.
Fir
| Add || Edt || Dewete |
; General
Property
Group Address
Router Port
Forward All
Throttling

> IPV4 Version : 12 [P iR -
® |Pv4:IPv4 AR IGMP BZEEES EHE »
® |Pv6:IPv6 AAR MLD BREEECERS ©
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R fi 3t

Profile ID B ERE ID
Start Address 2 E IR B IR R AR AL
End Address 2 TE MR B AL RE AR AL
Action BN EIRERIE

Add Profile

Allow i
Deny

apply || Close

> ProfileID: :&E# ID -

> IPVersion: B/RPTEE IP AR -
® |Pv4:IGMP BEEERR 1R -
® |Pv6:MLD BSEZRREE

>  Start Address: & EREHEIABFA NI
End Address : 38 E & &AL BF4H Mk

> Action: FEBHERIE
® Allow: mFFFrALKRERNITE -
® Deny: EBFAILRKREENIIE -

HE"Apply " FIEIZE - 2L "Close" #5538 E -

14.1.7 iBiEHBE (Filtering Binding)

TEABIRRERRTER  FHESESLUBEERRIIRERRME -
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Multicast + General -+ Filtering Binding

Filtering Binding Table

IP Version | IPv4 v
MAC Address Table
Spanning Tree
ERPS W | Entry | Port | Profile D |
Discovery (] 1 GE1
DHCP ] 2 GE2
- Multicast ' (] 3 GE3
; General &) 4 GE4
Property () 5 GE5
S R
Forward Al - CEl
Throttling J ¢ OCES
Filtering Profile [] 9 GE9
| 10 GF10

> IPV4 Version: 2 Pl A& -
® |Pv4:IPv4 AR IGMP EZEEE -
® |Pv6:IPv6 A MLD EZEZENAR »

{1 Fa it

Entry iRonS B

Port IR AR

Profile ID EFRHAERER ID

Edit Filtering Binding

| ppy || close |
> Port: FTERERERSE -
> IP Version: BE/RPTIEERIRIEIEN IP ARA -
> Profile ID: #1R¥E% "Enable” ,oIPUEZESEERTEE ID GRIBHREZRBRREEHAE-.
HZE"Apply "EFERIZE - B "Close" i E -
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14.2 IGMP E¥E(IGMP Snooping)

IGMP B EEE MM AT EHE(IGMP)RBIRERVER - ZEERFTHE R RRER EHMEH

72 Z IR IGMP ¥35% - BB ERE B YR RIRGF oI DU ENRST - BURIPLLEERZ ML 1P ZERE -
oI LUBRISA B E S IERVIEES - PEHIILE E IR R R E S ERE - IGMP BERSZIZ v2 M v3 - &
REEEZIUBZEAERRNZERE -

14.2.1 Et(Property)

215 VLAN £ IGMP B80S - FiA IGMP 81808825 E CPU - CPU DT Fr 28 EVAY 12
IBEAREKMA VLAN 2B AS ES IGMP &80 Hgs - s PIM/OSFP/DVMRP/

IGMP & EBARFE -

Multicast -+ IGMP Snooping + Property

¥ Status

% Network state | ]
» Port ’
¥ VLAN Version :
¥ MAC Address Table peess
¥ Spanning Tree

¢ ERPS Apply

¥ Discovery

¥ DHCP VLAN Setting Table

Report Suppression | [

[~ Multicast
o General

& |IGMP Snooping Router Port u uery Max Last Mem
VLAN | Operational Status e oy S
i Auto Learn | Robustness | Interval | Response Interval | Query Cou
uerier — :
Statistics ] 1 Disabled Enabled 2 125 10
2 MLD Snooping ( )
5 MVR Edit

> State: FAESEESILUEEFEVS Enable - 2KE&E IGMP Snooping HEERI BB AR EE -
® Enable: MFREDTRIEA IGMP 82 - ZRIGBEA IGMP B2 -
> Version: %312 IGMPv2 5{ IGMPv3 - 587 IGMP BEEERRAK -
® IGMPv2: EXZIEEIE IGMP v2 £€] -
® IGMPv3: I8 v3 IRAAI v2 -
> Report Suppression : RYFHEL{FA IGMP #EHIH - MRFEAEEREEZFHLILINGEE - IGMP
ERFAAHRSEEIIZBEAEE - BT IGMP v2 HEHIHIR RIS -
® Enable: MIREDRIRA IGMP BE82 v2 RG] - BRIE R ESINHIINAE -
HE " Apply "EEEHIZEERTE
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V1.0a

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
W | VLAN | Operational Status Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval Immediate Leave
] 1 Disabled Enabled 2 125 10 2 1 Disabled
Edit
kv it
VLAN IGMP;EERIVLAN ID
Operation Status IGMPEZEEVLANINBEAI BY FIAR BE
Router Port Auto Learn IGMPESIEFKFazs :E IR E HE B WRLRAREE
Query Robustness EHREREOFRAE PN TEHEEKR
Query Interval B R X EREANREERER
Query Max Response R ERGEMHNED 1I5E1/10M A BN XL E RSN E
Interval RIEFHEE
Last Member Query Querier-R R R B BB R AHN B S X R E B HERIMET
count £
Last Member Query Querier-RX Rz NI BF BV EEFA B 4B SN B I S X R E A A B
Interval BB

Immediate leave

ERIRIFMREE N - 2
EE MRz IR

BEIBEWIGMPREF RN - AICERE

@ wWww.cerio.com.tw
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Edit VLAN Setting

' Enable ;

] Enable

e | i
L - rooicooicoocioocoocooooocoosssccssssssssssssssssssss==s===s===s===s===s===d

| [r2s |

Oueryﬂaxﬂesponsehterwl |‘1D |

Last Member Que:y Counter |2 | |

LnstInmherQunw Interval |1 |
Operational Status

Status | Disablzd

i Query"ul%esponsehtnrm 1D[Sec]
Laslﬂeni:aouely(:wnterfr 2

| Apply ][ Close |

> VLAN:IGMP EZ¥29 VLAN ID -

> State: iR IGMP B558 VLAN INBERURLAREE -
® Enable: MNREPRIRA IGMP &2 VLAN - RIS R IGMP &2 VLAN -

> Router Port Auto Learn : F2E IGMP BiZiHz3 B B B EMRIAAREE
® Enable: MREDAIFAEEE - PIM 1 DVRMP 238 RHzRERE SRR EREEK

FHEREEIR -

> Immediate leave : EEBEIEZW IGMP BiFII SR - 1AM E B ERIRZEEER -
® Enable: MREDPAIRAIIBIERF - SRMFAEIRERA -
Query Robustness : EE &R EMEOFFE FRBRRATEERETHRE -

> Query Interval : EIR &z X BAEHNRERMR -

> Query Max Response Interval : E32&E&AMERR - EAEBRGREHAHNEP - 18EL 1/10
MREN BRI ER SN &R AR -

> Last Member Query Counter: &2 Querier-R 12 28U EI B AH RO B BB AN SRS S8 X5 ERE A
EHNREREEHTE -

> Last Member Query Interval : 32 Querier-Rif 28 W R B OB B AN BRI SA R RIS
ANREREEASEERE -

> Opertional Status: %7 IGMP EiZiE R @ RHB BB B ARE
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® Status: 3E1T IGMP ERESARARE - MARIFRIA IGMP BEEE 2 A IGMP B5H% - ARAS
Enable -

Query Robustness : E{TEMEMREM

Query Interval : ETEHREREMR -

Query Max Response Interval : E{TEAZ AL ERERER -

Last Member Query Counter : ETHREKEEHFTE -

Last Member Query Interval : EfTHREKESHSEER -

o
NI
i3
=i

HE"Apply "#EFERIZE - B "Close" i E

14.2.2 &i73(Querier)

FREEESLUEZAIZA VLAN R ZA IGMP R iR E:8T06E - S B EEEE L R E "Edit"

TGEEEIEEE IGMP BERZRRAS - LEINBEDILAGE IGMP BE IR SR8 8 E B M A 4B B A P8 = #E RN B FH
#28 IGMP RIS EREMHE - KEAPRPNZEREANE -

Multicast + IGMP Snooping + Querier

Querier Table

Q[ __

MAC Addvess Tatle B | VLAN | State | Operational Status | Version | Querier Address |
Spame Jeo [ ] 1 Disabled Disabled
ERPS
Discovery Edit l
DHCP
- Multicast
2 General
> IGMP Snooping
Property
Statistics
2 MLD Snooping
2 MVR
Rl Fi 3t
VLAN IGMPEEIE & 28 /FERVLAN ID
State IGMPE IR & 2R B IEARRE
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Operational Status IGMPE IR E 725 1B TR AR
Querier Version IGMPES IS RO E TR
Querier IP VLAN TR E G 2R IPATIE
Edit Querier

[ Apply H Close ]

> VLAN: FTEZRER IGMP BEIZE28 VLAN 3% -
> State: RREFTEE VLAN L IGMP &8RRI FIAREE -

® Enabled: MREFRIEA IGMP &3928 - HRIZFH IGMP &382 -
> Version: :2EFTE VLAN Lt IGMP B85 B -

® IGMPv2: &FIZRRA V2 -

® |IGMPv3: &EFE3hRAK v3 (IGMP EEE R A FESR IGMPV3) ©

HE"Apply "#FERIZEE - 5L "Close" i E -

14.2.3 #EHEIE(Statistics)

MREFEAESEEMA IGMP B2 - EEEZ T~ IGMP BSI2f) Receive Packet/Transmit Packet &
e

V1.0a
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Multicast + IGMP Snooping —+ Stafistics

MAC Address Table
Spanning Tree
ERPS

Discovery

¥ DHCP

'~ Multicast

€ €« € €« €« &€ €« <«

2 General

5 IGMP Snooping
Property
Querier

© MLD Snooping

IP Configuration
Security

ACL

QoS
Diagnostics

Cear || Refresn |

R et
® Total: #UL IGMP HEIRE - BIFEEZE CPU R ipvd %
EEE
e Valid: B IGMP EiZi#ERZHE
® InValid: #EX IGMP B iRERHE)
® Other:ICMP HBIARZ 2 A2 ipvd ZREEHE
Receive Packet ® Leave:IGMP EEFEIE)
® Report:IGMP MMANEBEE €
® General Query : IGMP BA&EHH &
® Special Group Query : IGMP 5 EEHBAEH €
® Source-specific Group Query : IGMP #E AR B+ 40 1B
& E
Leave : IGMP B#RFEZ1 61
Transmit Packet ® Report:IGMP IIANEmETIE

® General Query: IGMP BAEH € - EEHREEE

]ﬂlll’

V1.0a
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& E

® Special Group Query : IGMP HEAHABHIE - BFE
B E P37 S Ea )

® Source-specific Group Query : IGMP 5 & 3R 840 1B
AEHHE

HEZ"Clear" &/ EH - 3 "Refresh"E# ZZ S [F -

14.3 MLD EE§E(MLD Snooping)

LEINRESZ IR IE M 2 1B #E 55 (IPv6) - MLD(Multicast Listener Discovery - 4% 82321 85 3R) Snooping
YRR = AN S EHHRS VLAN - [EA 8 ST R AR RN 2N & VLAN Y MLD E55% - £ R MLD
MRS EHSHEIEIHENEN - RBREA MLD BEERAIEZZRERESSE - FHELEE - B2
HERELERIDEHAN B T HEMNIRRERIR - TRBIAEE MLD 825 -

14.3.1 [Et(Property)

EREEEERMA MLD ERRBIDSBFERESERA TEBRNFEREM MLD EfRE &%
BN REHANERENEERNES - B  EXBREMREIF - EREFERE -

Multicast + MLD Snooping —+ Property

State | [7

MAC Address Table
Report Suppression Enable :
BT O NI = .= = = = . i = ¥ e s o m w m .  w rerwrrrmrer rmrm mm Sm w md

ERPS

- I Apply ]
Discovery
DHCP
- Multicast

>

-« « « « « & « « -«

VLAN Setting Table

= General

@ IGMP Snooping | Router Port Query Query

- i VLAN | Operational Status

& MLD'Snooping - Auto Leam | Robustness | Interval | Response Interval
Statistics ] 1 Disabled Enabled 2 125 10

2 MVR

| Eat |

% |P Configuration

> State: EAEEEE oLUEZERAZEVERA - 2K E MLD EERINBERRUFES -
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® Enable: MREPRIRA MLD 8582 - SRIZA MLD &
#Z3E MLDv1 3¢ MLDV2 - 587 MLD EEEERRAK -
® MLDv1: Exx3E&EE MLDv1 €]
® MLDv2: 3B v2 lRAF VL -
> Report Suppression : % 7& MLDv1 HEHNHIFIREAEE -
® Enable: MREFRIBIA MLD 852 v1 REMS - BRIZAIRSHHITNEE

» Version:

HE " Apply "1# IRV E ERE -

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
[ ] 1 Disabled Enabled 2 125 10 2 1 Dizabled
Edit
Rz i 3kt
VLAN MLD;EE/RVLAN ID

Operation Status MLDEEEZVLANINEERI B FE AR 2.

Router Port Auto Learn MLDESIERRAz: EEIBEEHEBWRUHREE

BRI AR FEENTERIEER

Query Robustness

V1.0a

Query Interval B REERAEANEEER
Query Max Response ERERBGEMHMEF - FEU/I0MBEM R AL RRERNE
Interval RIS E
Query Max Response Querier-32 gz W B B A U BE R B¥ AH A1 B IS 38 X S E B AH B R RV 5T
Interval |
Last Member Query Querier-R 2z WA AN A AN ER B XE EHAETHNRE
Interval [EfEbR

IR T - BEERBRMIDEFMER - Bl ERE

Immediate leave

EEMIBREZEIZ IR
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FREEESLEEEEPEE VLAN - TEE "Edit" 327E MLD &5 -

Router Port Auto Learn | Enable

Imrmtintelemm- | | Enable

Query Robustness i |2 |

Query Interval ’ |125 |

—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

I
I
i
—

i Lastllenberﬂuerytwnter 2

Lnstﬁml_le_r_ﬂll!lj'lmﬂwl 'I[Sel:] ---------------——-————————-————-————-——---------------———-—-——-—-—15

VLAN : MLD E55289 VLAN ID -

State : 52 MLD 5252 VLAN IhEERYRUFAARES -

® Enable: MIREDRIRIA MLD 852 VLAN - FRIZZAH MLD 8252 VLAN -

Router Port Auto Learn : 527 MLD EEiZR& R s8 i@ R B E1 BB B RFIAR RS

® Enable: MREFRIFIAREAEE - PIM ] DVRMP BB AR EEE SRR EHEEK
FHER IR -

Immediate leave : E3EEHEEII MLD BFNER - 17BN EERIPRZERIR -

® Enable: MREFRIBAIIEIBE - SRIFFAIB0EHE -

Query Robustness : EE &R MO H FRBRHRATIEERETHRE -

Query Interval : B &2 X BEHAEHNSEER -

Query Max Response Interval : EEEHHALIERER - £RERZREHMED - F8EM 1/10

M REN R ER SR AR -

Last Member Query Counter : &3 Querier- R zZ W EI B+ AR BE R B AHR RIS B XS B8 A

EHNRENEEHTE -

Last Member Query Interval : E3% Querier- X3 W B AV B BB BRI B AR EHAS

MNRENEEHARERER -

Operational Status : & MLD E5IZEE SRR B AR

V1.0a
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® Status: iE1T MLD ERESAAAR - WARIGENA IGMP B2 2150 IGMP 852 - ARER
Enable -

Query Robustness : E{TEMEMEM

Query Interval : EfTEHREREMR -

Query Max Response Interval : E{TEAZ AL ERERER -

Last Member Query Counter : E{THREKNEEHTE -

Last Member Query Interval : EfTHREKESHEEER -

oo
N
IS
il

14.3.2 #&ETEUE(Statistics)

NEFEHEFSEERA MLD E52 . BEE =2~ MLD E5249 Receive Packet/Transmit Packet &
B

Multicast + MLD Snooping - Statistics
Status

Network
Port
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
= Multicast

= General

= IGMP Snooping

& MLD Snooping
Property

2 MVR
IP Configuration
Security
ACL

QoS :
 —— Source-specific Group Query 0

Management

| ciear || Refresn |

Rl 5 3t

® Total: #UI MLD $E42% - B1¥E38%3] CPU Y ipv4
ZIREIE

® Valid: B MLD EEE#EREHE
InValid : #3% MLD ESi2EREE 6

Receive Packet
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® Other:ICMP HEHREAZ MLD - A2 ipv6 ZEH
B8 - AR ipvb EBHERIBE

Leave : MLD BRIz &

Report : MLD MNAF#HEZE

General Query : MLD BAEE

Special Group Query : MLD & EE A BRSNS
Source-specific Group Query : MLD & SRR B4
EREAHE

Leave : MLD BRI €

Report : MLD MNAF#EHEZE

General Query : MLD B & €

Special Group Query : MLD 5 EE A BRSNS
Source-specific Group Query : MLD & SRR B 48
BEREHEHE

Transmit Packet

2 "Clear" &5 H - 3 "Refresh"E#ZZE S H -

144 %3 VLAN :2f(MVR)

MVR(Z#& VLAN G EREER S KEERNRF R BB REE EXRERE S BROREN B AR
(AW - ERBHEBBE LRESESRERAE) - MVR R ERR FREAERMEUEEIRZ
A% 1E VLAN ERZHER -

ERAFREMRPHAE—ZE VLAN - ERZRIREEEE VLAN & - MVR 21 7 #EZ#&E VLAN
DIRERAZERAES - BEREENZZRERKRELFERZE VLAN f&E -

V1.0a
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1441 [Et%(Property)

M
L
L ]
L 1
¥ MAC Address Table . @ Compatible
' (O Dynamic
¥ Spanning Tree
v ERPS : J0.0.0.0 |
mr— |1|
- Multicast |1 |
o General 8 |
© MLD Snooping ""'""m'm'"'.'l"m‘ma
Current, 0
Port Setting

Group Address | apoy |

> State: FAEEEEULUEERMASEUERMA - 2R E MVR THEERIRUAAES -
® Enable: #IREFR MVR REIAHMEE - &8I MVR SZERIRAE -

> VLAN: #3ZE MVR #J VLANID -

> Mode: #&E MVR & -
® Compatible: A& -
® Dynamic: BRBET - REBBERIRERR CTHOBANE -

> Group Start: ERHEERE0[DIEE MVR 2#HEEERE - S€E S 224.0.00 £
239.255.255.255 -

> Group Count: MVR B A#KE B - RRHETHSERTEEESE— 2580 MVR AL GTEEER
1Z 128 ER]) -

> Query Time : MVR &9 E & #EULEI MVR B MVR #3186 - FRESESILURERS
BHANEERBMRERRR - BUCERIRSES IGMP S EERNEREE - 2BV RE
fiI-HEERLIEL0 FBREHLIW -

» Operational Group :
® Maximum: MVR ZHEERBENRAHE -
® Current: ERICEZ2E/ MVR BFHE -

BB Apply B ELT -
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V1.0a

1442 EEIEFRTE (Port Setting)

EHEZEEEB JUERERRNRTE
Multicast -+ MVR - Port Setting

Status

MVR BB &R BN BHER -

Network Port Setting Table
Port
VLAN
MAC Address Table | m | Entry | Port | Role | Immediate Leave |
Spanning Tree [ 1 GE1 None Disabled
EBPS B 2 GE2 None Disabled
gls::rew = 3 GE3 None Disabled
H _
Mt n 4 GE4 None Disabled
-~ Multicast
5 GE5 None Disabled
= General : = o
= IGMP Snooping B 6 GEb6 one Disabled
~ MLD Snoop"‘g B 7 GE7 NOI‘IE Disab[ed
; MVR . 8 GE8 None Disabled
Property ] 9 GE9 None Disabled
B 10 GE10 None Disabled
Group Address —
kv it
Port EIRIB AR
Rol MVRAVEFIEAE - FAEENone(f&)/Receiver(E=18)/Source GRIR
ole
1R)
Immediate Leave 17 BNEEF R AR BR
EditPort Setting
e Port| 1
B e None
: Role : 1 Receiver
| { () Source

[ Apply H Close l

> Port: BEREENEEIESIE -
> Role: MVREEESE -

@ wWww.cerio.com.tw
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None: EZHEHEBEHE -

® Receiver: IR EFEZFEAEFEZRTERERNZERE  AIRCERRDEWEERE
18 - [RIFBAFFRNEA IGMP BREMMANERSZEHAEANNE - GRIASEREE -
BUUERIBR ABEE I AHIE VLAN -

® Source: REFEWMEXZIEEIEN LTEBRRESIRIR - FHEAEEFERIORE -
Rz FNPIARIRIEEIE—EZ1E VLAN -

Immediate Leave : MVR E#ZIETTENEERF -
® Enable: MNRZEMAIRAIIENEER - SRS HIIENEER - WIhsEEEEEE —BINERENE
WiEiEiB FRIA - FRERIETT N2 Immediate Leave IH8E

BB Apply " AAEE . 5" Close"BEHE

1443 ##4A{IHE(Group Address)

FE"add" « "Edit" - "Delete"#1"Refresh"INEEETTEIE -

Status

Network Group Address Table
Port

VLAN Showing entries Showing 0 to 0 of 0 entries Q |
M | VLAN | Group Address | Member | Type | Life (Sec) |

0 results found.

MAC Address Table
Spanning Tree |
ERPS

Discovery -
DHCP 1

First Pre
Add || Edt || Deete || Reiresn |

= General
2 IGMP Snooping
2 MLD Snooping
5 MVR
Property
Port Setting

V1.0a
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R et

VLAN MVRE$HRIVLAN ID
Group Address MVRE$48 Pk

Member MVRE$ BRI B 38318
Type MVREfHEEEY : FFRRENENAR
Life(Sec) EREMVREFHAHM F S

Add Group Address

------------------------------------------------------------------------------------------------------------------------

I . . — - - - — - ————-===-=-===--===-====S==S=--====-=======S====S====S===================================d
N & = = S S SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSESSEssssg

Group Address |

________________________________________________________________________________________________
-------------------------------------------------------------------------------------------------

Available Port Selected Port

Member |

________________________________________________________________________________________________________________________

> VLAN:MVR 2/ VLAN ID -

> Group Address : MVR 248 IP fiilt - FFEE SR E o] DITER IR L5 E MVR ZiEEFA AL (A
#0[E % 224.0.0.0 & 239.255.255.255) -
> Member: ZE#E MVR BHHRERR -
® Available Port: TJEMEFIERE - & MVR EXBESREBRIGERE SR R[EE
R EERIRE
® Selected Port: BENEREIERE -

HZE"Apply "EFERIZE - B "Close" i E -
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15. IP Configuration

BB N - FrABEEEERE—E VLAN  RIR/ERMES 2 BI6E - EEZHERNRBETHE
BEABEEUNREEREFHENERRERNRE VLAN KEBRE —FENREEREDIAEL VLAN -
WAEE VLAN 2 Ec—{@ IP 711 - BB ARSI 2 AR/ VLAN - dJLHSES 2 HHES 2 BEFRN 4
B - B—FHEBANARERENERSS 2 BETRE - VLAN IREIJLU(IREBEFR) LS 3 BB E i -

=@ VLAN 0xR—fE% 3 BERTH - AFAEEEHFTERFARAL - ARNTE R ZBRE
RBBE 3 BRIRETIE -

4

15.1 IPv4 EEF N E(IPv4 Management and Interfaces)
AENBMATRE P A ELUEBB AR SIS - TRETIE IPvA 1 IPV6 - TR EEED
E—TBAHHER - MO FHREHEL IPvA 3 IPv6 - (B LIIERATR B BOOTP o DHCP IR
JEED Pv4 14 - IPVG i1 REEFENRE -

IPv4 5RTE- sERREESHEBN IPv4 A3t

e =P

IPv4 AIEFERZ IP & '192.168.2.200" EEXREFEAITL - AFERIBRATERBESLEREK
NWHEBERENE - CUREFEER RGNS —EH R LaYEIE T (L 2 B 1 AR REE (MNRAKRA

B E) °

MO PUER A H1iE BOOTP 5 DHCP fElAR2s ANt - th oI DAFENEREFFRR IP 7l - AXAY IP fdtEA
TO1E +#EHI 2= (0 2 255)4R - WL DRI - AESBRICER ZNWEPER -

15.1.1 IPv4 /T E&FEER IP 8% E (IPv4 Interface & Default IP Configure)

FRESEELIREZ MIBERIEEESR IPv4 H1 885810 IPv4 /7 ERB VLAN ID #R5E - X188
18 VLAN 7T EHEEA] Loopback /T EEEE - & E"add" - "Edit"#1"Delete"IhEcETEIR -
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IP Configuration » IPv4 Management and Routing + IPv4 Interface

ERPS
Discovery | aAdd || Est || Deete |
DHCP
Multicast

L 2
¥ IPv4 Interface Table
L
™ Q |
L MG Dodeess Tobwe W | Interface | IPAddress Type | IPAddress |  Mask | Status | Roles |
¥ Spanning Tree { : - -
[] VLAN1 Static 192.168.2.200 255255.255.0 Valid  primary
L
L
L 2
v

- |IP Configuration

; IPv4 Management and Routing

IPv4 Routes
ARP
o IPv6 Management and Routing

IPv4 Interface Table

W | Interface | IP Address Type | IP Address | Mask | Status | Roles |

| Add Edt_ || Delete |

A8 POE XX #2285% € VLANI (F85% VLAN) IP i3t ] ‘A%3E1T
A% AE it 7 EI R ENRR TE

Edit IPv4 Interface

i Inteﬂauer ‘-."LHNI |
pmm e S ————— |
| 8 () Dfnamu:.

i Aﬂliess'l’ype. ® Qtatu:.

r. P —— .|. S —————— |

IP Address | |192.165.2.200 |

e

; 5 @® Metwork Mask |”55.255.255.D ;
| Mask ---- ey ey ==
| : Prefix Lenglh ;
k --------......!.. - =
' Roles | f_ “primary 5
| ¢y () sub i

| appy || Close

V1.0a @ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw
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» Address Type:
® Dynamic: EEER"Dynamic"$#3 -
®  Static: EERES"Static"RA -

> IP Address: VLAN 9 P i3t - B534RY IP AUt EHIUE 2= (0 £ 255)4 8 - WA aEa0kE - (78

% IP & :192.168.2.200)
> Mask:
® Network Mask : ZIEEEE 7 FAREBHRAEEEFREBOE®AUNIT - (FRREKRE
£7% :255.255.255.0)
®  Prefix Length: ERIRRERU, EEREH IPv4 TERNIRERE -
> Roles:

® Primary: EXERU EERENTERBRTE
® Sub: ERERN EERE/RELERE -

A" Apply "HFERIZE - 2 "Close"FFKRE

BT ERMEFRRERTE

Logout

IP Configuration + IPv4 Management and Routing + IPv4 Interface

¥ Status

¥ Network IPv4 Interface Table
y Port

¥ VLAN

SAiC A B | Interface | IPAddress Type | IPAddress |  Mask | Status | Roles |
Spanning Tree -

¥ Spanning T VLANT  Static 192.168.101.89 2552552550 Vaid  primary

¥ ERPS

¥ Discovery | Add H Edit H Delete ’

FXINEECLH IP # - #197"Save running configuration to startup configuration";{&£ POE 33123
EY IP SREEBRREENFEN -

V1.0a
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Save running configuration to startup
configuration Do you want to continue?

HE ok” LIRTE ‘Save running configuration to startup configuration’ iZ/E -

£ ‘Loopback’ #riZ VLAN IP {iIitz&%E

Add IPv4 Interface

I O VLAN :
Interface |:-

'@ Loopback

Address Type

- [192.168 182 8 | '

® MNetwork Mask |255.255.255.EI

| O Prefix Length
primary

L sub

Apply ] [ Close ]

> Address Type : Loopback /TEIR 5 E "static" 88 -
> IP Address: £ IP fiziltt@fi - MEEREA IPv4 TERY IP Al -
> Mask:
® Network Mask : FEREESMAL - FEEEE IPv4 M ENFRBIES -
Prefix Length : TERIBRERERA - EEEE IPv4 TENAIKREE -
Roles :
® Primary: EX 2, EERERTIZEELERTE -
® Sub: EREMU, EERTESREAERE -

HZE"Apply "EFERIZE - B "Close" i E -
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15.1.2 IPv4 IEEAA&TERR ISR E (IPv4 Routes & Default Route

Configure)

fZolLAEA IP > Static Routes (Add)BEfE AR PEAFFRIEA - AR 2 & AR RAaE
BEFRABENGERE SRERERASBEREBRESENZ(MESELE  RItRFBREVER
E B RN o) i fRASEE OB TE

Default Route (Gateway) IP:
192.168.2.254

Network node

Site-3
POE Switch IP: o
a-] 192.168.2.200 B — WAN/Interne
(CS-2424XG-24P)
Site- 1_]_ o

&

RigRBEEERTERFEER LAN ENER RIS SR AR FEREE - ERE D - BRIRIEEW
FERNBEMNADTIHEEF SRS - USERBEA N —EEHS - BEPNEE—EEHRE
BRI EEEEIENER -

Bl - 7€ "Network node” BB HARAIFERIEH(FERFE) (Site-3)EIMBRAEEAVRE - ROl
B2 — 1N RIS R AE R B 23 (Site-2) 18 77 ISP 1R HERVARTS -
B2 — IR R AR A B E R IR RV a3 (Site-1) B RUBI I ETEE -

EAZEEEETLIERE "IPv4 Routing Table” BEHE - 1iz&E " "add" ~ "Edit" M "Delete"INEEETE
I -
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IP Configuration + IPv4 Management and Routing + IPv4 Routes

¥ Status

¥ Network IPv4 Routing Table

¥ Port

¥ VLAN

¥ MAC Address Table [} | Destination IP Prefix ‘ Prefix Length | Route Type | Next Hop Router IP Address
% _Spanning Tree (] 162.159.200.0 24  Static 192.168.101.254

SEEES 192.168.101.0 24  Directly Connected

¥ Discovery

¥ DHCP B | A || Edit || Delete

¥

Multicast

— IP Configuration

% IPv4 Management and Routing
IPv4 Interface

ARP
% |Pv6 Management and Routing

# "Default Route" a2 ERE IP B335 &Y F—EI EHRYEEH - LUE

LAN ExfErnE 48 ERAEES - A "IREITRERTEIRENRE

E D ERBEEESEAERME - BRMEEEE—EBE0RH - M NAT BEREE Bk
IR AR -

"HREE"2E P HEPH0 BN AR E MR AR - BEEREEORE - B R
BEEEPIRAE G ERERKE - ZREESIEDS—EOERHO0KME | MRKHERA
BIAREEE  THEH S OB DMK, B8 3 EEBEEREE - BEHS —ErEE -
SR - FEEME PRI -

TCP/ IP B P RUTRRR B AR E B S HRR A I B IP B A A ER —FEER (B EREe
MEIRIARGH AR - EHFRERRERBEEREERS N —BRREE P Uit -
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iR E POE 321230V "THERIZH" (FIE IP) - iFEZLUTAR -

A% i% HH (FIE IP)aR E R fl:

Add IPv4 Static Route

IP Address | [0000
: @ Network Mask || 0.0.0.0 :
: Prefoength :
N.xtHopRouurlpAddnni. 192.168.2.254 |
Metric| [1 ||

| Apply || Close |

RIS MR ERGIERY IP ATt FES IP fIit% “0.0.0.0" (5EE IP) - MEAER IP LA
“192.168.2.254" - B84/ "1"

> IP Address / Destination IP : TEE® IP ##fiz7t, f&E BRI IP It -
» Mask:
Network Mask : f5EEEMAKNFHEKES
Prefix Length : 7 IPv4 BB EERENLT, IEEBW IPV4A BIBEE -
> Next Hop Router IP Address : 7 F—BkE&ES IP AN - I8ER RS 3 E BB
FRTF—EKRzRERE)RAPTERNE LR IP Al -
> Metric: FERMEZANEEBENNEHAARBR) -

BB Apply " AAEE . 5" Close"BIEHE

V1.0a

@ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL C:’IIO

Lpiify your W

R E TR ENRRE’

==
4%
r"]
ﬂlll’

Logout

Status

Network

Port

VLAN

MAC Address Table

| Destination IP Prefix Prefix Length | Route Type ‘ Next Hop Router IP Address
Spanning Tree

| 0.0.00(AnyIP) 24  Static 192.168.2.254 ( Gateway IP )
ERPS
192.168.2.0 24  Directly Connected
Discovery
DHCP | Add || Edt || Delete

Multicast
- IP Configuration

4 IPv4 Management and Routing
IPv4 Interface

ARP
@ IPv6 Management and Routing

FXIHEECL#h IP 1 - #117"Save running configuration to startup configuration”;f&£ POE
RIFZRHY IP R EEBRRBENFEM -

Save running configuration to startup
configuration Do you want to continue?

HE ‘ok” LIRTE Save running configuration to startup configuration’ i&E -
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A3 R IR FH R E N A:

Add IPv4 Static Route

IP Address 162.159.200 1 |

| @ Network Mask ‘255 2552550
MaSk ii':' ==================:::::===========:::::::::::::::JI
(:3 Prefix Length

Next Hop Router IP Address | \192 168.101.254 |

Metric

—=
1
1 |
1

Apply ] I Close ]

FFARIBARTERR IP fiI3E4 162.159.200.1

FEIEHES IP Iit% 192.168.101.254

> IP Address / Destination IP: TEE /Y IP 817, I8 B Ruh [P fuilk -

» Mask:
® Network Mask: fEEEEREENFARKIES
® Prefix Length: % IPv4 BIRERERAL, f&E B IPv4 BIREE -
> Next Hop Router IP Address : 7 ~—BkE&E=S IP AL e E R EE % E BrOMtIgE
M~ —EEHRERA) KPR E LR P AL -
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> Metric: FERTEEARNBEHBENEE MA@ -

HE " Apply "EFIEHIZE - B "Close"fFIiK E -

Diagnostics + Ping

v Status

¥ Network

v Port

v VLAN

¥ MAC Address Table
¥ Spanning Tree
¥ ERPS

¢+ Discovery

v DHCP

v Multicast

IP Configuration

2 Logging
Mirroring

Traceroute

_) Hostname
' Address Type © @ |Pv4
§§ O IPv6

1,._____._......__........... SSEESEEIEEESIESSSISSEESIESSISEEEERTRS

Server Address | [1 62.159.200.1 ]

 Count. |10 S

| Ping ‘

Ping Result

Status | Su ccess.

Transmit Packet = 1 0

_ ReceivePacket 10

PacketLost' 0%

EFRERS ARG IP AItEHA “ 162.159.200.1" ,MNRE&ERLIN - BITILAE
EITRIG RS -

“Diagnostics> Ping tool”

’X‘ service@cerio.com.tw
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IPv4 Routing Table

[ | | Destination IP Prefix | Prefix Length | Route Type MNext Hop Router IP Address | Metric | Administrative Distance | QOutgoing Interface

[ 162.159.200.0 24 Siatic 192.168.101.254 2 1 VLAN1*
192.168.101.0 24 Directly Connected VLAN 1*

| age || Eat || Deete |

R A

Destination IP Prefix B Byt PETAR

Prefix Length BERNAIREE

Router Type PEERERAY  FFAREVENRR - HURMREEHRAIAIMNA

RonEERE B EE E N —ERRRWMRE) KA EANE LS

Next Hop Router IP en
FAeSIPAzt - N —{E S E=R (10 - MAREILREIPAIL) 4B 2 AH #0503 TEs

Address )
7 —S BB EEREKROAM T EIPAIIE
HREN N —HHNESE

Metric

EEEEERELAEEER)  E—ER1E255WEHE

Administrative Distance CERERHNEHEIERE
S ERRYE T E R P R E RUFERY S IEER B R A RAR B8

Outgoing Interface
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15.1.3 {utEET7E(ARP)

ARP(Address Resolution Protocol - Ut #4715 E) i IP AL BT 4 L K AE MAC ik (S EfS
WBE - EREAED - E-—aETHEMERRBERERBZEEGS eI HIRER - B

WWRMIBH T AEER IP A1t - BIEA IP IHEAS - AR IP ERNEANEMAIEZBERE
BREEL - PRI ISR VAR EIIEN BRI - FRRIAITIE R ER 1P SR E A1 - ARP L2
EIREEINEENHE -

ARP table (ARP &7 EH)
2B ARP BT E BRY MAC cit#® - B ORI ARP RP#TIE—(E IP it E MAC Z3ERY
BRETEE - UERESREXEMRE WM - ARPRDS "818X ARP X" 1 "5588 ARP X"

M ARP table (ARP EFEH)EEXRTRIBSE - EEZRBRHBRIOHRIEIFEHNE -

IP Configuration + IPv4 Management and Routing + ARP
¥ Status

% Network
¥ Port

% VLAN |

¥ MAC Address Table : Clear ARP Table Entrie g%’a'lfcmi‘: .
¥ Spanning Tree I Mormal Age Out
¥ ERPS T
¥ Discovery [ appy || cancel

# DHCP

% Multicast

= IP Configuration

& IPv4 Management and Routing
IPv4 Interface
IPv4 Routes

ARP Table

Q[

W | Interface | IPAddress | MACAddress | Status |
VLAN 1 192.168.101.20 ecfalbc26:43:14  Dynamic
VLAN 1 192.168.101.29 ecfalbc26:4c2b  Dynamic
VLAN 1 192.168.101.61 14:30:b9:a4:13:0d Dynamic
VLAN 1 182.168.101.63 00:e0-a0:10:04:6c  Dynamic
¥ Security VLAN 1 192.168.101.167 00:60:b9:bfb6:74  Dynamic
% ACL VLAN 1 192.168.101.254 8cddea04:78:50  Dynamic

¥ QoS Add H

» Py Management and Routing
» Rip Routes Management

© Ospf Routes Management
 VRRF Management

& @ a @

Edt || Delete

» Diagnostics
% Management

> ARP Entry Age Out: ARP IERISRI T LIS 4 15 B ZE 21600 7 - 783878 1200 ) -

> Clear ARP Table Entries : FAEEIESOLIEB "Al(EER)" - "Dynamic(EER)"
“Static(BF8R)" PAK “Normal Age Out(IE B EIE)" (ARP EER ERE)EERE ARP RH
“Clean ARP Table Entries”
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HE"Apply "HEFERIZEE - B “Cancel” HUEZE -

ARP Table

FHEEEES0LIERE "ARP" BEH @ IisZE"add" * "Edit"H]"Delete"ThEE#ETTEIR -

L st
Interface B2 ARP3S BB R MHAO B R
IP Address BE B RIR SR AN E A0SR B (T T 4B RS _D)RIPATE

BB BENEEMACHILL - A1t AE R FRAINE A+
HIg - Bl - 40:b0:34:54:97:82

ARPBEHRE - TJgEfEM T :

Local : BARR#ZREEANT E R —EMACAII B FIARPSE
Status * Gateway: —{E#EARPBE - HIPAILZEEHEZATIPILE
Static : ARPBEEZFENRTEN

Dynamic: EBHzS2EBWARPEE

MAC Address
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Add ARP

IP Address : [192.168.101.100 |

| MACAddress | 2C4DEAFE05BE | !

[ Apply l [ Close l

> Interface: FRAZEIEEJLIEE VLAN NE -
> |IP Address: @ A2 ARP R IPv4 fizdlt -
> MAC Address : @ A8 ARP R MAC it -

HE"Apply "#FERIZEE - 5L "Close" i E -

15.2 IPv6 EER T E(IPv6 Management and Interfaces)
AENBMARE P N ELEEBEREBHHING - TIRBZIE Pv4 7 IPv6 - T FRESEHD
FE—TBAIHEER - E] U FENE M IPv4 51 IPV6 - ]IS RETIA% 1 BOOTP 5 DHCP iR
FERR Pv4 {4t - IPV6 i1t REEF BN -

T

I

IPv6 2 - a2 EAREEFHEA IPve it

15.2.1 IPv6 7T EI(IPv6 Interface)

FHREEIEE0LIERE "IPv6 Interface Table” EH - Wk E"add" ~ "Edit"f1"Delete"THEE#ETT

=1 -
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Lpiify your W

IP Configuration + IPv6 Management and Routing + IPv6 Interface

L
b | IPv6 Unicast Routing | [ Enable
sPOE e
- [ Apply ] [ Cancel ]
¥ MAC Address Table
» Spanning Tree
s IPv6 Interface Table
» Discovery
# DHCP
% Multicast | DHCPv6 Client
- IP Configuration W | Interface —— Information | Minimum Information | Auto Configuration | DAD Attempts
eless
= |Pv4 Management and Routing Refresh Time Refresh Time
@ IPv6 Management and Routing ] VLANA1 Disabled 86400 GO0 Enabled 1
IPv6 Addresses [ Add ][ Edit ][ Delete ]
IPv6 Routes

IPv& Meighbors
= Rip Routes Management
= (Ospf Routes Management
= VRRF Management

IPv6 Unicast Routing : fEAEEIES0JLIEE "Enable” 7% IPv6 BEEEAINAE -

HE"Apply "#FEFIZEE - B “Cancel” HUHZE -

EIEEE PV S EIRIBRY IPV6 N EIRE -
Rz & VLAN 7T EERZA Loopback 7rEEEE -

# “VIAN "EZE ’Interface”

Add IPv6 Interface

| ' vian 5
: --:------ ........-----------------................--------1
| 9 Lnopback i
Ry Syp———— S ————— |
| Auto Configuration ! [ Enable ;
T R —————— |
; DAD Attempts | |1 | ;

DHCPv6 Client

Stateless | | Enable

—ccccccoooponooooo oo e ceccecood

cocodhooood bm—e

[ Apply H Close
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> Auto Configuration : IPv6 I3t B85 T2 B8 M4 EHA B EMBIEN IPve 7TH - W5
MESE IPv6 il -

> DAD Attempts : & H7THE RSB TEEM KR (Duplicate Address Detect,
DAD) R Z2E MM ERKINRE - IHIE<SH no B ERRERERTERE

DHCP6 Client :

> Stateless: IPv6 FAR AL B #1538 F (StateLess Address Auto Configuration,SLAAC)IHEE -

> Information Refresh Time : F&E&EARBE DHCPv6 /51 BL 44 & P ik BIER TE 32 B0 Rl A S -
Fas% % 86400s -

»  Minimum Information Refresh Time : ¥85&7% 600s °

HE"Apply "#FERIZEE - 5 "Close" i E -

# “Loopback “LE&E “Interface” :

Add IPv6 Interface

Loopback : &%) loopback fi7ilt[@HE B 5854 IPv6 HEl -
loopback it RSN ECAA B ERTH -

HZE"Apply "EFERIZE - B "Close" i E -
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15.2.2 IPv6 {iIit(IPv6 Addresses)

FEREEIEEOLIERE "IPv6 Address Table” EE - Wz E "add"f]"Delete"IHEEETTEIE -

IP Configuration + IPv6 Management and Routing + TPv6 Addresses

L
¥ IPv6 Address Table
&
= Interface
% MAC Address Table C
% Spanning Tree
v ERPS W | IPv6Address Type | IPv6Address | IPv6 Prefix Length | DAD Status |
% Discovery Link Local feB0: 8eddeafiel2:d864 G4 Aclive
% DHCP Multicast fil2:1:02:d364
% Multicast Multicast fi02::1
= IP Configuration Multicast fi01::1
= |Pv4 Management and Routing
& IPvG Management and Routing Add H Delete
IPv6 Interface
IPv6 Routes
IPvE Neighbors
= Rip Routes Managsment
= (Oszpf Routes Management
= VRRF Management

IPv6 Address Table

> Interface: EREEEE LN EEEEZMARER "IPv6 NEHEE" BEM VLAN « %
HEMER IPv6 MTHEER -

R i

IPv6 Address Type IPvOfzIEEEZLYN © Multicast(Z1&) ~ Anycast(fEi&)skUnicast(E#E)
IPv6 Address H RO A IPv6 Lt

IPv6 Prefix Length RERMANBRNIBERE

FERIPVOAIHUERIARES - TILIZ N FARES ¢
o Tent: HRN "EEMUIFA" (DAD)IREE - BEEHWF A AR
DAD status HEF
* Active : IPv6iLiE BN E R FBRIAR B8
* Preferred : E&EIPvOIil Z2ME— - BYARERM AR

T
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EIE(F A IPv6 &2 T0AY IPv6 fiHE$RE -
R 1E Global(Z ) FEELA Link Local (BEEE A )38 -

£ “Global” _E&E ‘IPv6 Address Type” :

Add IPvE Interface

IPv6 Address Type =S Link Local

IPv6 Address IfeSG::Sedd:eaﬁ:fem:dd55

i Prefix Length | |32

EUI64 | Enable |

[ Apply ] [ Close l

» IPv6 Address Type:
® Global: & IPv6 =1 EENL - FITTEEM IPv6 It - EIEFEISAIARAMN EMAILINIT - 8
ER—EERAT - URTEUE - HEMERRAIU R AN EEN T -
® Link Local: &7 IPv6 SERSZAHhIL - I3 BUAREEE W /AT FESO £ FEBF 2 - W HE/E
N E R BERR E — B S B AN St U 1k (F5 R A M7 ALEAS B A 7T B 5 B0 A AR A S B A AT ) -
> IPv6 Address: @ ASEEER IPv6 fitlt - IPv6 B A AR EEE R : 2001 : 8E4D : EAFF : FEOL :
0000 : 0000 : 0000 : 0002 ~ FFFF: FFFF : FFFF : FFFE (YNE5%EY IPv6 IP - 55 B Z2RRY ISP &
&)
>  Prefix Length : 323223 IPv6 MIRVRIRRE -
> EUI-64: ZEIEDRIRA EUI-64 8= IP6v 32 7E - 1K 64 AI7chy EUI-64 TE ID AN E
& IPV6 il -

HE"Apply "#FERIEE - B "Close" i E -

V1.0a @ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

7= “Link Local” _L&RE “IPv6 Address Type” :

Add IPvE Interface

IEVEAGAIESSTIPES ) |\ Local
|Pv6 Address | [FE20-3E4D EAFF-FE053406 i

[ Apply ] [ Close ]

>  IPv6 Addrress : ZNEAERAERR IPv6 1E AT LR 1R AR S8 AT 225K BN 3 38 Bl 465 7 T8 Y 2 34 38 %
sl - #lgn “FE8O::8E4D:EAFF:FE05:3406"

HZE"Apply "HEFERIZE - B "Close" i E -

15.2.3 IPv6 E&H(IPv6 Routes)

fZolLAEA IP > Static Routes (Add)BEEfE AR PEAFFRIEA - IR Z & AR RAaE
BECRABENGERE SRERERASBEREBMESENZMESELE  RItRFBREVER
E IS FHE T i RASE VAR E

ZEH Z# 0 DUEER IPve B HIFRAY Destination IP Prefix(B Y IP BI4R) / Prefix Length(RIA R E) /
Route Type(B&HI%55Y) / Next Hop Router IP Address( T~ —BkE&EH23 IP fiIit) / Metric (E€) /

Administrative Distance(Z32EE##) / Outgoing Interface(fEH T E)EEH -

EHEEEESTLETE "IPv6 Routing Table” BEE - ¥f"add" » "Edit"#1"Delete"IhAEETEIE -
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IP Configuration + IPv6 Management and Routing » IPv6 Routes

IPvé Routing Table

MAC Address Table
Spanning Tree

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric |

0 results found.

ERPS
Discovery | At || Egt || Delete |

DHCP
Multicast
— IP Configuration
= |Pv4 Management and Routing
& |Pv6 Management and Routing
IPv6 Interiace
IPv6 Addresses

€ &« « &« &« « &« « « «

IPvE Neighbors
= Rip Routes Management
= Ospf Routes Management
VRRP Management

3

IPv6 Routing Table

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface

0 results found.

| aAdd || Edt || Delete |
i it
Destination IP Prefix B rOHtIPRTAR
Prefix Length RERMANBRNIBRERE

"% TE Y PR RV IS FR RV 19 E 4R AL
« Static(F35&). B EF B EEN
Route Type
« ND (#3525 38 3R). I @ BND % & 337

« Connected(E:&##%).EHERB R F R ELIPVOAILL

Next Hop Router IP
Address

A% E RUFFRVES FBRY N —BEIPvo it

REN N —BRESEE
REEE(EREAEIEIE) - B 1 £ 2550 % 81E

Metric
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Administrative Distance CERERHNVEHEIEREH
Outgoing Interface FEERYE B E R R R E RIS IERR B R AR AR B8

Add IPv6 Static Route

____________________________________________________________________________________________________________

frmsemsermsnsss s - e e e e 4
| IPVE Prefix Length | | |

frmssmserssssssss s SITTCTTT T e r e e e e LR e e R L ELCEEEECEEEELEECEEREEEEEED 4
Next Hop Router IP Address | | |

frmssmsersenssssm s B eememeemeeeeEeaEsEEEEEEEESEsEEESESEESEsEEEEEsEsEEsEssEsEEsEsEssEsmE=es 4
et |

............................................................................................................

> IPv6 Prefix : £ IPv6 BRI AL IEE B AV IPv6 AR AIAR -

>  IPv6 Prefix Length : 7 IPv6 RIS EREHNAI, TEEEHMM IPv6 FIREE -

> Next Hop Router IP Address : £ ~—Bk IPv6 it 0 15 E R A28 3 2 BRI ERE LW
N—{EmE ARz (NRA) ST ERNE L RS P Azt -

>  Metric: FERTEZRNEHEONERARBEE) -

HE"Apply "#FERIZE - B "Close" i E -

15.2.4 IPv6 #fir & (IPv6 Neighbors)

FAEEEEYLERE "IPv6 Neighbor Table” B - #E"add" « "Edit"f]"Delete"IIEE#TE
8 o

V1.0a
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Arpiify your Wire

IP Configuration + IPv6 Management and Routing + IPvé Neighbors
Status

Network i i O Al
Port i _ ! (O Dynamic
VLAN i Clear Neighbor Table ! | Static

MAC Address Table S

Spanning Tree [
ERPS

Apply H Cancel ]

Discovery

DHCP IPvé Neighbor Table
Multicast

IP Configuration

= |Pv4 Management and Routing ‘

W | Interface | IPv6 Address | MAC Address | Status | Router |

;» IPvE Management and Routing 0 results found

IPv& Interface
IPvE Addresses [ Add ] [
IPv6 Routes

Edt ||  Deete |

= Rip Routes Management
= Os=pf Routes Management
= VRRF Management

————————————— T e e T e e e e e S C S S S S S S S S S S S SSSSSSS SSSSSCCCEEeCCeEEeee

O Dynamic
) Static

e —— ___ Booooooosoososssssssssssssseeer s cccccccccccoonooosooooT TS E TS S ccccoaaod)

[ Apply l [ Cancel

IPv6 Neighbor Table

Interface IPv6 Address MAC Address | Status | Router |
[] WVLAMNA1 fedl:-8edd caaafels 3408 Boddeafe:05be Static N/A

[ VLANA1 fe80::8edd eaffee0%: 3589 Bcoddeafeccee Static  N/A
[]  WLANA1 fedl:8edd eaff-fa05:3406 gc:dd.eafe:05:06 Static NIA

| add || Edt || Delete

Clear Neighbor Table

FREEESLUEEAREEE - 8 "Al(ZH)" - "Dynamic(B88)" - "Static(FFRR)" =X
"N/A(RER)" DUIREREZER S5 "IPv6 Neighbor Table" -
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Use the "Search” menu to consult the list

ERESEENEUR "BRT" B17ES - 4l - '8c - RAEME "¥F" BEF - MIRZMIULFHE -

=]
RIBERRZBE

I i

ERRBITPERNERENTE
Interface
I 2R B2 7 IPveilt - 3¢ o] I B ZE#I A EIIPve T EIDAR S

IPv6 Address BT ER ST ERYIPVOIilt

MAC Address ZBA R EIPVOAIILLAIIPVET T EIRIMACAI I 3 #8347 28 s FOMACAT HE
M EETABERIRER - IPVveROR B R IREF T AR "Dynamic"sy
"Static"

Status

Router MR E RS R AR R

Add Neighbor

Apply ] [ Close ]

> Interface: E#ZEA VLAN ID :27ERI IPv6 /T HIZER -
> |IP Addrress: {80 EB% /T EFZERHB IR AR IPv6 AT -
> MAC Addrerss : {5 0]3E 8% EZZENHTRER MAC il -

HE"Apply "EFERIZE - B "Close" i E
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15.3 RIP (ZEHEE(RIP Routes Management)

IEAX R a% IPv4 BEESZ3E RIPV2 B 7S - RIPV2 BELIZIE A VB AR EMEHER - BHERR (RIP)JEH
REEBTERWEXEEERNEAESER) PRERREN - £/ RIP - BEEHE 30 WEE
REEAFRMARONEEER - ARZBEERGEBERRWASE AR RS

RIP RER/EAEE - EERASE 30 WEH —R-EBEBERIAMBTRRANAERS - MERIP
RAOBKBIBREI A 15 Bk - EIE - WRABEIEARER OSPF 2EHHIBN ST -

15.3.1 Rip iEHERE (Rip Routes Setting)

ERAEEEELUEZERASFA - ¥ "Rip Routes status” #E{TEIE -

IP Configuration + Rip Routes Management + Rip Routes Setting

System Information Rip Routes Info
Logging Message
o Port r""' 2 T
Link Aggregation =L _____ (I HETES SEITS 1 _ EEE R R R ____4:
MAC Address Table
¥ Network | sooty |
¥ Port
s VLAN Network Setting table
MAC Address Table
: P ——— Showing entries Showing 1to 1 of 1 entries Q I:
R = K
BalEcen ] 192168101222 255.255.255.0
¥ DHCP -
First | | Prev
¥ Multicast [ Add H Delete ]
= IP Configuration
2 |Pv4 Management and Routing
= |Pv6 Management and Routing
& Rip Routes Management
= Ospf Routes Management
= WRRFP Management
FEAREEEETLETE "Rip Routes Info” BE - WiEE"add"H"Delete"THEEETEIR -
Rz f 3t
Network IPv4
BATIE 2 2B ERIPEERTBE FRIIPVA 1P
Address
Network Mask RIS E 2B ERIPE ARG E TR A

V1.0a
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Network Setting table

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

........................................................................................................................
........................................................................................................................

________________________________________________________________________________________________________________________

> Network IPv4 Address: EEZ:@57FH RIPV2 B ER IPv4 IP il -
> Network Mask: ESZEEFH RIPV2 BABENEHIES -

HZE"Apply "EFERIZE - B "Close" i E -

15.4 OSPF iEEHEIE(OSPF Routes Management)

ERFERE L - M xxxx RIEHMIEEERFES - ZERAR—BEN & - EESEMORENRE
RRIREST - OSPF BB E MRS EN - WEBRERMNEBES(LSA) D EMERZREhIRHEES
REPREOREIEH - BB REAREE BRIt ZERVERHE - W UL S MHERRE - BEE
BHESETESE—ERE - SYHAABRIRLIGEER T EMER LSA WA EETKNR - BERH
EENBEERRERH -

D ERMAR RSV RBERIEBEE LUK BN LSA - B OSPF BB EEASEANI - FILH
RAIBZZMECISASRIZEKEE RIP BS -

15.4.1 Ospf EEHEEE(Ospf Routes Setting)

EREESESJLIEZERMASFHA - $1“OSPF Routes status “#E1TEE -
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Lmplify youwr W

IP Configuration » Ospf Routes Management + Ospf Routes Setting

System Information OSPF Routes Info
Logging Message
® P _ | OSPFRoutesstatus| [ Enepe
Link Aggregation —
MAC Address Table
Network [ﬂ]
Port
VLAN Area Network Setting table
MAC Address Table
e Showing entries Showing 1 to 1 of 1 entries
ERPS ‘ | Areald | Network Ipv4 Address | Network Mask |
Discovery ] 192.168.101.223 192.168.101.223 255.255.255.0
DHCP
Multicast | ada || Delste |
IP Configuration
= |Pv4 Management and Routing
= |PvG Management and Routing
= Rip Routes Management
& (Ospf Routes Management
= VRRP Management
FREEEED/LIERE "OSPF Routes Info” BEMH - 1k E " "add"f1"Delete"THEE ETE IR -
Rz Fi 3t
BTIEE 2B E0OSPRV2EE R ERAB,CDEIEART: - EERIEIZE
Areald £ Bl xxxxB BB RERT - SR —RIEASERNIRE N
RERIEERT
Network o
FENETIE 2 BB EOSPRV2EE IR ERIIPVA [Pt
IPv4 Address
Network Mask BRI 2 EBEOSPRV2IEEH I ENIEHES
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Area Network Setting table

E’“' N ml‘Mdress-: I SZZssss=ssssssssssss==Dos I =======_========:======______________________________E
uemuask | |
Apply H Close ]

> Aredld: EEEEEEE OSPFv2 BHHER A,B,C.D BIE#RIE -
> Network IPv4 Address : E5EEESZE OSPFv2 BEHEIHEN IPv4 IP il -
> Network Mask : E5EEEZE OSPFv2 BHIBENEHIES

HE"Apply "EFERIZE - B "Close" i E

15.5 VRRP ZI#(VRRP Management)
VRRP B2 11— BRI - AR TERAEE - £ RERMENER A RERSE - TRARE

HAE s - HERORERELBEURETRHERNMRE - NRFEHBREYE - ABELEERS
MEEEHEER AN EKHS

& B RS e B IR & VRRPv2(Virtual Router Redundancy Protocol v2) @ —EHEEIHRE - EREGE R
BIE AR BENERTER FE S ARIB NS o A O] St - 2 E B B E R ISR RET
EREHREHSERARFA —EFEANERER - ZHEEFRTOIHEBERECRE—TERE
B -

BEERSEAANERBRBAERBHERE  UWERZOXZEREEESE P UItHHE - HBRREE

REERE EEEHF[VERREC A ERBEFFEEHEEBIEMERTERIIGRREKE oY -

15.5.1 VRRP 7T E:ZE(VRRP Interfaces Setting)

FREEEEIMEE "VRRP Interface Setting” EH - Wi E"add"f1"Delete"IhEsETEE -
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V1.0a

IP Configuration + VRRP Management + VRRP Interfaces Setting

System Information
Logging Message
= Port
Link Aggregation
MAC Address Table
Network
Port
VLAN
MAC Address Table
Spanning Tree
ERFPS
Discovery
DHCP
Multicast
= IP Configuration
= IPv4 Management and Routing
= |Pvé Management and Routing
= Rip Routes Management
& Ospf Routes Management
Ospf Routes Setting
& VRRP Management

L
L
L
L
L
L
L]
¥
L

VRRP Interface Setting table

W |RouteriD | VirtuallP | State | Priority | Advertise | Preempt | Delay |

[] 1 192.168.101.100 init 100 255 Enabled 0

|
| add || Deete |

iR b pan
Router Id AR E B IS ER RV IDAR SR
Virtual IP A N R PR PR ES BA B A0 P RO IP RS FR IS
AN E RIS R RVAR B
® Master: ZXXIERFTEF A
State e i B0 e e it oo
® Backup: ZXRBRFAEHEIEKHER
® |nit: ZXIAZIETERIE) VRRP &S, 1T AR AR BE R AU &
Priority FENB BRI 28 VRRPIE S 4R (1-255)
Advertise FARA 25 VRRPH B S PR
Preempt FARR R ZSVRRPIEMLE TR B Ak 15 AR .
Delay FARR B ZZVRRPIE LR T AV 18 1 L E B
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R, +(886) 2-8911-6160 service@cerio.com.tw



USER MANUAL

Add IPv4 VRRP Interface

Ilrl:erfal:‘e}i 1|."L;’-'1N - ““-““--““15

I |2

[ |1921531n11ﬂu |

.
e e —
— S ——
| .
= —
S ——

> Interface: ##E VLAN 7TH -
> RouterID: B#EIIH VRRP FEEZFERKHEMRIT(L-5) -
—(EREERZ O LIERE 5 EEHISH:S -
> Virtual IP: 8 AEHEESH IP A7t -
>  Priority : BIAZIF(1-254) KRB EBTR - BIFHA - BEAHS - FERES 100 -

> Advertise: IEEBSHBEH ZEEBRVE - BRER 1
7R FAERIRR S ERR -

\\)tt

B B IR FRER RO P A FS =8

> Preempt: EhizZERoBAHEBGEL -
> Delay: @ ASEERE(1-255) -

HE"Apply "# 7 AHIZE - B "Close"FHi% E

V1.0a @ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

16. Security
16.1 EinfEREEARERT(RADIUS)

S 2R 18 o] DUE 17 = I 5 BB 2 88 A B8 58 BR 75 (RADIUS,Remote Authentication Dial In User Service)fa
fRes - REMAERBRHEEDS I 802.1X HEMR MAC WA S - It T E RADIUS &
Bl - £H RADIUS ARz 2RI HEP LM - FEMUKRERES DR -

EREEEE LI RADIUS EARE R ERRERIRS - I7E RADIUS EE&E RADIUS fEl ARz LUK
HEZH -

Security + RADIUS

¥ Stalus
» Networ
# Port B M0 e
bt VLA'N | _::::I:::===============================::::::::::::::::
% MAC Address Table |
% Spanning Tree
# ERPS I
% Discovery
s DHCP
% Multicast
% |IP Configuration RADIUS Table
Showing entries Showing 1 to 1 of 1 entries |
TACACS+
o AAA ‘ [ ] | Server Address | Server Port | Priority | Retry | Timeout | Usage |
= Management Access [7] 192168299 1812 1 3 3 Al
= Authentication Manager First
[ Add H Edit ” Delete ]

Port Security

> Use Default Parameters :

® Retry: REFARELAMRE - MATERBBEMIE 2R - ol[@ RADIUS EIARER 3 XME XA K
RE - FERED3 -

® Timeout: REFERBIFE - WARMBESZAEHNYIRE N —ERRSE 28] - 5
RADIUS fElfRz:BENMEL - FRR1ES 3 -

® Key String: &REERMN RADIUS BigF & - ZRBF AR RADIUS EIkz: 2
738 MD5 T2 2B - 2B /AE RADIUS Efikss LR EMN R B — - IR LENE
MERFE (REEMEER ) SUBARXEANERFS -

B Apply "EFEHIZEERE -
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I i

Server Address RADIUSfEl iR 28 fiI 31

Server Port RADIUSfal AR =3 i 18
RADIUSfEIAR 28 B 4R B (VB R BIHS) - RADIUSEEF E A

Priority BERSEERAINEREEIERE - MREAM  BREREZERT—

EESELENERES

RADIUSfEIRR s Bl B - MR EFEHERRLYN - BREBES  BAE

A RE BB LE

Retry

RADIUSfEIfR 22 485 B - EF )2 N —EEAReE 2 A1 E FRADIUS
fEl iR 28 [El BRI 21
RADIUSfEI AR &3 5 FA R Y

e Login: AHRE BkERE

e 802.1x: HR802.1x& 11 5:E

* All: BRFrAELEE

Timeout

Usage

Add RADIUS Server

mndums |192168299 |
Server Port | |1a12 |

Priority | |1 | -

e ® useDefat 0
: Key String i;,—---:::::::::::==============::::::::::::::::::::::::::::::::::::::============================.4,
e
I HE[I]" i;r B e e e e e e R e e e

Use Default

g 1

e e e
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V1.0a

> Address Type: TJ#3Z [Pv4/IPv6 U2 - £ "Add" HEEED - FHREREREERARSREN
TOHEEREY ¢
® Hostname: FRFAEHZEEREMREMLL -
® |Pv4: fF/ IPv4 fERBRERML -
® |Pv6: fF/ IPv6 fEREARIMIL -

> Server Address : :E# A RADIUS @R IP (Iitsy F 278 - £ "Add” ¥EET  FHES
ZIRBATIER S A GRS - £ "Edit” HWEED - BnBRIRERMRES AU -

> Server Port: %7€ RADIUS FfRZEAVEEIR -

> Priority : FREEEE @A GRSBWESLARR - BEARNRAERREER KB EARE LR
FERESDNIER - RIRBELRELERFIESHNEARREFRE - 0 BRas Bk - 2E RADIUS
Bl R B AR B (EH/NMBEEHS) RADIUS R ERHEEARSBAMRAINERBRERI-
MREM - BRHERERI N —EESELEENER:S -

> Key String : FREEEETLIEE User Defined MBI AR ZBF R - ARERIA
#241 RADIUS fElfiRe: 2 BRBHET SR EREMMNE - b2\ 0% /EH RADIUS Gfks: R ENE
WA - MRFERZESEEEIE Use Default CRDERE) REBERZIBTS -

> Retry: 12 User Defined DI ATER B EIE 2 A1 - aJ[@ RADIUS EIARSE XA RKRE -
3¢ #812 Use Default DI FBTERE -

> Timeout: i User Defined DI AR S E Bl B IR A T —EERE 2 AT - &5
RADIUS fElARz2 FEERIFVEY - B0+ Use Default DIfERTERE -

> Usage: ##Z RADIUS EiRzE S0 5REHA -
® Login:RADIUS ARz ANEEESBEIRABNEREETENRE -
® 802.1X:RADIUS ARz 802.1X s #EHIRAIEREE
® All:RADIUS falfRzs AR H B EEBIMENEAEETS MRS - WA 802.1X Frk1E

PR S E8E -

HZE"Apply "EFERIZE - B "Close" i E -
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16.2 #RImsnEEdlsEn A ESl 248 MN(TACACS+)

EHEEEE LR E TACACS + AR EH: TACACS+fElfR =% BABM PP AR BIRHE B M iREMIRE -
ICEE AR EREIE - REMER TACACS+EMR=RRE - LIAIES TACACS+ERRAITERSE -

Security + TACACS+

Status

Network Use Default Parameter

Port B  [p————— e
a ' 5 I

MAC Address Table | KeyString | | |

Spanning Tree

ERFPS Apply

Discovery
DHCP
Multicast

IP Configuration Showing entries Showing 1 to 1 of 1 entries (

TACACS+ Table

L
L
L
L
L
L
L
L
L
L
¥

RADIUS | ] | Server Address | Server Port | Priority | Timeout
[C] 192.168.2.101 49 3 5
® AAA First
= Management Access [ Add H Edit H Delete l

> Use Default Parameters :
® Timeout: ¥ AZIIRZREL TACACS + A AR zs ~ IRV E BT R A BB (LI S Ef) - 1N
BAERE—ARSFWMAE  RIEZMUPEE  BERERS -
® Key String: BIANZSANEANWTERB BT S - ARERRA TACACS+E AR @5 -

BB Apply "B TLE -

kv it
Server Address TACACS + @Rz ik
Server Port TACACS +{al i 23 i 118
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TACACS + (18R 52 /B 40 4B BU (B8 M B SE 4B 5I#075) - TACACS + BEE 1
Priority ERHEARSELARNARTREIIES - RAK  BHER
B T EESELENERS

TACACS +falfiR=3iBI51E - MREFDMRKRN - ©RET - B2
R R B4 R

Timeout

Add TACACS+ Server

| O Hostname 5
Address Type | .i @ IPvd I
:; -::::- IF"u'Ei

o m

Server Address | |19216321D1 |

SemarPDrté |49 |

prioiy | [ |

S alr s e

Use Default

g

T
=
=
L

o

(=]

(75

(17

> Address Type : T3 IPv4/IPv6 Sl =2 - £ "Add” HEEES - EREFRIEEEMREN
ToiEEEEY
® Hostname: fEAMAEZEFERERE AU -
® IPv4: E/ IPv4 fEREREI L -
® IPv6: E IPv6 fER BRI -

> Server Address: £ "Add" ¥FEED - FHZFREREBMATIHER S A GRS - £ "Edit”
HEEED - BN EHRiARiEEAR S AL -

>  Server Port: &% TACACS+ @R AVIEEIE -

> Priority : FRZEEES M AGRSWELRR - BERARER REE N B EAMRRE L ERE
FRESDNIER KiRRZELLBERAIESNEARRRT -0 BEREEEHRA - 588 E TACACS+
ERZRBERA(EHVELEEHS) - TACACS+EHERERBEEE RS BERINEARERRTER
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1 - IRKY - BRFEMERI N —EESELENERES -

> KeyString: EHEZEEEINUEREREERNBAMBNP B FHA - ARBZREA

TACACS +falfker 2 ERVENETSMERENMNE - W2 #HMNAR TACACS+EAMR=E LR ERNE R
AR - MREREEREEE Use Default(EPBER)BFERERZBFS -

> Timeout: &% TACACS+AfR=3 1B E - IREEGRRIAM - BREBSEH  BBRKEE

3

HZE"Apply "#EFEHIZE - B "Close" i E

16.3 AAA

16.3.1 7FHiE5IFR(Method List)

TREEESLRE AAA L2 #HE BB 4 BR A% BEAF AU 6 BRI DEZ—IE -
HpEl& Empty / None /Local/ Enable/ RADIUS/TACACS + -

ICEE A ERENIE - RENMRE BRERESIRRE( "default” FIREAMER) - ASRUEITHY
PIRGBEBINRPUFEZHEREREBETENES - MRFE—EHERY - BREAERT—E
B EREEESEFE - #1158 RADIUS A TACACS+/37% - RGN EEEIRESK M - #1X Local
735 - REERMER M E R EPHRAZZERE -

V1.0a
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Security + AAA -+ Method List
Status

Network Method List Table
Port
VLAN Showing entries Showing 1 to 1 of 1 entries
SR Jies ‘ "] default (1) Local
ERPS
Discovery | awd || Edt || Delete |
DHCP
Multicast
IP Configuration
RADIUS
TACACS+
& AAA

Login Authentication

R i
Name iRl REM - ZRWEAEMIRAIRBEAEEE

B ERERAE 7 ARVIB ST AR R

* None: EEER M &AL BERE
Local : ERZAMIIREER EETTS 17 RE
TACACS+ : EHEZEETACACS+ ARz ETE MRE
RADIUS : £RERZRADIUSEIRESETE MFE
Enable : SRR ESETHDERE

Sequence
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Edit Method List

Enable
RADIUS :
i () TACACS+ :

[ Apply H Close ]

> Name: Bifags=EHE - ZBHEEAMIRASIRZEAREEE -
> Method 1/2/3/4 : EZEZ#HREBHIENELRA -

None : &R FEI&BERE -

Local : ERAIMIIEFER EETSMNEE -

TACACS+ :f55 212 TACACS+ERERETEHRE -

RADIUS : §F%&%= RADIUS GRZ:REITEMFIE -

Enable : ERAAItEYRBEEITE MRS -

HE"Apply "#FERIZEE - 5L "Close" i E -

16.3.2 Ei#E&3:E (Login Authentication)

ZEfEHESES T "AAADMethod List"B17 F ZERHE  EHEEEES O DIERBEREPEE
AEWLZZEEAE -
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Security + AAA —+ Login Authentication

——————————————————————————————————————————————————————————————————————————————————————————————

______________________________________________________________________________________________
——————————————————————————————————————————————————————————————————————————————————————————————

- | {1) Local
Telnel -ect (2) RADIUS

# MAC Address Table | (3) TACACS+
¥ Spanning Tree
# ERPS
¢ Discovery e
% DHCP | i {1) Local

: HTTPS | {2) RADIUS
@ Multicast i | (3) TACACS+
L

IP Configuration = [ ittt

RADIUS

TACACS+
& AAA

Method List
Rz i 3kt
Console EEEHENERREIRAES
Telnet IEETelnetl B HEREIIRAS
SSH IEESSHIN B B 5FRAS
HTTPS IEEHTTPSHE i#0E5FRAS

B Apply "EFEHIZEERE -

164 EIEFHE(Management Access)

16.4.1 EEAR#E(Management Service)

EREEEETLUEERA Telnet / SSH/HTTP / HTTPS / SNMP A BB ENE #:ARTS - W& E
B IRFIABAG SA R E A REPRE -
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Security + Management Access + Management Service

» Status

Network

Port

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

&

Mnnagement Sennce

Z C | Enarxe

€ € € & &€ & & £ &«

IP Configuration

RADIUS
TACACS+

= AAA

& Management Access

Management ACL
Management ACE
= Authentication Manager
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
s ACL
» QoS
¥ Diagnostics

Password Retry Count

Teinet [2 | i

a @ aa

» Management [ appy |

Management Service : EIEREHIIEIEAEE -

Telnet: %8 telnet ARFEEHRA CLI -

SSH : %38 SSH BR#%a CLI -

HTTP: %38 HTTP AR7 &5~ WEBUI -

HTTPS : %38 HTTPS BR# &5 WEBUI -

SNMP : 38 SNMP [R5 EIEIIES -

Session Timeout: REFAENBFEAZNTENSEBRDER - 0 DERTKABR - T8
HEEE  ERENREANREESER  RRARREBEN  HAEEEEFEENEHT -
Console : &REEHIGEEBRF 0~65535 & -

Telnet : &% Telnet E&A 8K 0~65535 7#E -

SSH : %7 SSH E&Ei#8HF 0~65535 77 #& -

HTTP: 52 HTTP &&&#8/5 0~65535 & -

HTTPS : 57& HTTPS &4 8/ 0~65535 & -

Password Retry Count: Sl REZ CLI B AT ERE - B ASERBIT BB ILREE - CLI

V1.0a

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

HIEFRREERG  URBBERREEIREE  EREESREL  SREESEEREEN
fIFREHEH -
® Console: REZHESBHEEHAKXE 0~120 K -
® Telnet: :R7E Telnet ZFHEH RE 0~120 K -
® SSH: 57 SSH ZWEF RE 0~120 K -
> Silent Time : I8 ECA "Password Retry Count"If8E - MR EFEERREBEREE - AIER
ENERREAZEZENTHRERER BIRERBEER - BABRBBEBERHEEARAE.
CLI R E B R -
® Console: EZHISFFFIEE 0~65535 DiE
® Telnet: &7 Telnet FFRARFE 0~65535 7#E -
® SSH: &7 SSH AR 0~65535 7§ -

16.4.2 EEshEZEHEIZFR(Management ACL)

FREEEE T AIZ IR HEIZR (Access Control List -+ ACL)WZz8 iR BIAVRY 2 -
MRFERESEERTE" "Active" - BIZFER"Management ACE"#R 8! - ACL S DI E WL E R 71
e B R E RIS TN E A WL RTS -
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Security + Management Access + Management ACL

&

: ACLHaIneEr |

L

¢ MAC Address Table [ﬂ]

¢ Spanning Tree

« ERPS Management ACL Table

# Discovery

« DHCP Shm.vingentries Showing 0 to 0 of 0 entries

S tamicact W | ACL Name | State | Rule |

¥ IP Configuration | 0 results found.

First
RADIUS [ Active ] [ Deactive ] [ Delete ]
TACACS+
= AAA

& Management Access
Management Service

Management ACE

> ACLName: @A MAC ACL &75 -

BB Apply B ELE -

1R F 3t

ACL Name BREIEACLEME

State BTREEACLEERA

Rule BRACLAEIZACER BIARSRE

ZZE"Active” - "Deactive"F]"Delete"£} Il 7e i/ TEFE -

16.4.3 EEFHEZESIEE(Management ACE)

IEEE ACE EEAHRAIE ACL RERERA - FHEEEESJLUEEZECAIZEN ACL RERHKRER
A - WRRE ACE RBEEA Telnet E—RAI - #RVE - ZRBFEAR ACLRERE -
FHESHEETLEEA "management ACL" EEEIE "Active” REIAREA - BUARARAIE - It
BB EREARIE - REEEA Telnet HEETEIRE - 8E "add” - “Edit” # "Delete” IN&E
EITEE -
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Security + Management Access + Management ACE

Management ACE Table
ACL Name

MAC Address Table Showing entries Showing 0 to 0 of 0 entries
Spanning Tree

ERPS
Discovery 0 results found.
DHCP

Multicast

W | Priority | Action | Service | Port | Address / Mask

LB BE BE BE BE BE BE K EE EE

IP Configuration

RADIUS
TACACS+
o AAA
& Management Access
Management Service
Management ACL

> ACLName: EEZEZZHIE ACE B ACL B7E -

R et

Priority BRACEB AR A
Action FBERACERRE
Service BRACERR#

Port BERACEERIRSIZ

Address / Mask ZATNACERZGRIPAIIERNIE S
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Add Managemet ACE

" AcLName| testt

oronty I, _.....................=============================:::::::::::========================15
===========----EE ,:-=':=:,==;j|======::::::::::::::::::::::::::========================::::::::::::=======================1i

i () Hitp

' () Hitps

| @ Snmp

' () SSH .
Telnet i

Permit i
| @ Deny

-

Available Port Selected Port

GET GE3
GE4 GE2
GES
GES
GE7
GES
| |GE9
i |GE10 -

Port

L) Al '
IP Version | ® I1Pvd !
L () IPvE

IPv4 192 168.2.77 | /[255.255.255 0 | -

IPV6 | / (1-128) |

boccccccccccccccccccrmcr—cmm—o oo oo oooOCOCCCCcocco ot corm e e e

! e e
i i

[ Apply ][ Close ]

ACL Name : BERERIE ACE B9 ACL 278 -

> Priority: SREUWRANETRA - 18E ACE WEBSEAR - IERESH ACE BEEE(1 EREES
&R - FEAR "Add” HEEE -

> Service: BERANRIEERE -

All . FRBERRTS -

HTTP: £ HTTP AR#% -

HTTPs: 12 HTTPS AR -

SNMP : £ SNMP AR7% -

SSH : 12 SSH AR#% -

Telnet : & Telnet ARF% -

> Action: #31F ACE VLECH BIBRIIRTE -
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Lmnpdify your

® Permit: BETS ACE 22T E
® Deny: EE/S ACE FENTE
> Port: EEFEZVLFCAVERIE -
> IP Version : EZFHRR IP A1t E7Y -
o All: FiA& IP UHtt9alEpm -
® |Pv4: 157 IPv4 i O]ERR -
® |Pv6: 157E IPv4 ik O]EHR -
> IPv4: B AZULECRIZRR IPvA IHENES -
> IPv6: BIAZULECRIZRIR IPv6 IHENIES -

HZE"Apply "HEFERIZE - B "Close" i E -

16.5 B{pREEE2E(Authentication Manager)

16.5.1 [Et4(Property)

IWEEAHEREEEERESNRE D HREMN —LEREEANRE -

Security + Authentication Manager + Property
» Stalus
% Network

802.1x

« Port . ... MACB. d R
Authentication Type ase
¥ VLAN Pt e,

(/] WE B—B ased

+ MAC Address Table
% Spanning Tree

Guest VLAN

% ERPS

¥ Discovery MAC-Based User ID Format: | JCOCO0O0C00K
B B

% Multicast [ Apply ]
% IP Configurafion

FPort Mode Table

T AAA 7&

= Management Access Authentication Type

it Ei Port | Order | Method | Guest VLAN | VLAN Assign
4 Authenfication Manager B | Entry | el el ‘ g
Port Setting
MAC-Based Local Account ] 2 GE2 Disabled Disabled Disabled Mulfiple Authentication 802.1x RADIUS Disabled Static
WEEB-Based Local Account (] 3 GE3 Disabled Disabled Disabled Muliiple Authentication &02.1x RADIUS Disabled Static
Sessions 0 4 GE4 Disabled  Disabled Disabled  Mulfiple Authenfication  802.1x  RADIUS Disabled Static
Port Security
Protected Port
Storm Coniral ] 6 GEB Disabled Disabled Disabled Multiple Authentication  &02.1x RADIUS Disabled Static
# DoS [] 7 GE7 Disabled Disabled Disabled Muliiple Authentication &02.1x RADIUS Disabled Static
% Dynamic ARP Inspection 0] & GE& Disabled Disabled Disabled Multiple Authentication  802.1x  RADIUS Disabled Static
& DEEREITIET 5 9 GES Disabled  Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
# IP Source Guard - . 5 8 L 5 .

>  Authentication Type : BEEEELIRA/FRUTNBMHREERE .
® 802.1x: {£F IEEE 802.1x ET B MRS -
® MAC-Based: A MAC it #ETSMERE -
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® \WEB-Based: RWEMAE - HEAEETRSE -
> Guest VLAN : RREEEEDIA/FRAE VLAN - (IREAHE VLAN - AIEZEEE—@ET
F389 VLAN ID E&EEE VID -
» MAC-Based User ID Format : EZEER mac B EE RADIUS EHEZ /28 ID 15
=
XXXXXXXXXXXX
XXXXXXXXXXXX
XX XX XX XX XX XX
XX T XX T XX D XX D XX XX
XX-XX-XX-XX-XX-XX
XX=XX-XX-XX-XX-XX
XX XX XX XX XX XX
XX XX XX XX XX XX
XXXX - XXXX - XXXX
XXXX T XXXX & XXXX
XXXX-XXXX-XXXX
XXXX-XXXX-XXXX
XXXXXXXXXXXX
XXXX . XXXX XXXX
XXXXXX - XXXXXX
XXXXXX & XXXXXX
XXXXXX-XXXXX

XXXXXX=XXXXXX

B8 Apply BB ETLE -
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Lmnpdify your

Port Mode Table

Authentication Type

B | Entry | Port | Host Mode ‘ Method Guest VLAN | VLAN Assign Mode
| 802.1x | MAC-Based | WEB Based
] 1 GE1 Enabled Enabled Enabled Multiple Authentication 802 1x , WEB-Based RADIUS | Local Enabled Dizable
O 2 GE2 Enabled Enabled Enabled Multiple Authentication  802.1x , WEB-Based RADIUS | Local Enabled Dizable
] 3 GE3 Enabled Enahbled Enabled Multiple Authentication  802.1x , WEB-Based RADIUS | Local Enabled Disable
O 4 GE4 Enabled Enabled Enabled Multiple Authentication 802 1x , WEB-Based RADIUS | Local Enabled Dizable
[] 5 GE5 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
O 6 GEB Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
[] 7 GE7 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
O & GES8 Disabled Disabled Disahbled Multiple Authentication  802.1x RADIUS Disabled Static
[] 9 GE9 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static

=

R et
Port BEFIBEEHE
o 802.1X0:E AR RR
Authentication Type
* Enabled : 802.1XERA
(802.1X)

e Disabled: 802.1X2%

ERMACBE 1 e g FA TR BE
e Enabled: ERMACE R ERE A
e Disabled : EIXMACE®EEC

Authentication Type
(MAC-Based)

ERAE SRR RIS

* Enabled : ERBEESHRE /A

* Disabled : ERNHES N BED

BisE EHART

* Multiple Authentication : EEEEX T - BEZEFIKEHE
ZEEBESMNEERED

* Multiple Hosts : £EREEN T RE—REFIHEZETS
iesE - it PIRiESERNREER - EIETN N E
B FIWeb&E

. Single Host: fEiE@EEI T - A—aEHETRE - B

ZESMREEIAER  FAFRERER]

Authentication Type
(WEB-Based)

Host Mode
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XEUTIRBLIEFAS - RS MERERLEEERE —1EEE
R BERREURRI SRR R - ST REE T~ —(Ema
* 802.1x
* MAC-Based
* WEB-Based
Order * 802.1x MAC-Based
* 802.1x WEB-Based
* MAC-Based 802.1x
* WEB-Based 802.1x
* 802.1x MAC-Based WEB-Based
* 802.1x WEB-Based MAC-Based

ZEMUTREBREEFAS - BLEGSIEBRARERMACHE DR
AEAMERWEBHWEERE - 802.1xEXERADIUSH A

* Local: ERDUTHZA M E K BT RS

* Radius: #EAEIGRADIUSEREREITE M RE

Method

BB EVLIANR AR EE
Guest VLAN e Enabled: EEIEHNEFEVLANERIA
* Disabled : EZIENFHEVLANEFH

SEMUMVLIANDERT, - EERIREBRADIUSEEH
* Disable: BEEVLANEEAR - (REEHRKBVLAN
* Reject: MIRESVIANRENLE - AIEZER - BURRE
VLANZ#EN R - AIEEZER - EEMRAREENER
e Static: YAIREVSVLANRENR - A EZER - WRZ2EVLAN
EEMR - BIREE EHIRIEAOVLAN

VLAN Assign Mode

V1.0a
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Edit Port Mode

i Port | GE1 GE13 |
i ' . 802 1x ;
| o-- = s===sssss=ss=s==sss==s======s======s=ssss=sssssssssssssssssss=ssz=z=z======d
| Authentication Type ! MAC—EIased ;
i WEB Based :
i Multlpleﬂumenhcahon
| Host Mode Multiple Hosts :
i Single Host i
i i\ Available Type Sealect Type

| [MAC Based 802.1x

i Order | WEB-Eased

i il Available Method Select Method

| [Local RADIUS

i Guest VLAN

| () Disable

| VLAN Assign Mode © Reject '
i || (@ Static i

| apoy || close |
> Port: BE/REZNERHRRT -
> Authentication Type : FEEEERRA/ZRAREEL -
® 802.1x: £ IEEE 802.1x EITE D &S -
® MAC-Based: A MAC firiBET S0 55 -
® WEB-Based: IR AE - HEAZETREE -
> Host Mode : ZE#ZigEFHiE -
® Multiple Authentication: EEBEREN T - BEEFhHHEEZEEEEASMHRES
2
® Multiple Hosts: £ER@REN T RE—EEFHBZRETESMERE - HitAPIKE
SHEEAEAREER - LRI AR Web 525E -
® Single Host: HEEREEIN T Rt —aTHETRE CHRISES MR EINER -
BEATHHERESL -
> Order: XEUTIRERIEFAES - AESDREEHEERE—TEHE - MREABAIR
RIS R AR - TR EE T —(EHE -
® 802.1x
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MAC-Based
WEB-Based
802.1x MAC-Based
802.1x WEB-Based
MAC-Based 802.1x
WEB-Based 802.1x
802.1x MAC-Based WEB-Based

® 802.1x WEB-Based MAC-Based
> Method : XL TREFEIEFRAS - BLEMSEBARER MAC WE M EREBENER WEB

KIS - 802.1x &% #& RADIUS 777% -

® Local: A DUT WA E R EETTE °

® Radius: FMA%EIR RADIUS EAREETEDERE -
> Guest VLAN : BLEEEEREHE/ZHEE VLAN -
> VLAN Assign Mode : >z VLAN 2 &S - EE5RIRES RADIUS FEHA -

® Disable: 7&lE VLAN 1Z#4&ER - (RE EHIRI VLAN -

® Reject: MNRHEVE VLAN 22 - AIEEFEMH - BHRZA VLAN Z2#EAE - AliE

BzEW  CERBSREENTH -

® Static: MRHES VLAN F#H 2 - BIEEER - REA VLAN #ER R - BIREBR

889 VLAN -

HZE"Apply "EFERIZE - B "Close" i E -

16.5.2 EEIRFRTE (Port Setting)

EREEEEJNUHREEERERRRCE  WEASHEHEEEEHTEE R ERRRE -
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Arpiify your Wire

Security + Authentication Manager + Port Setting

Port Setting Table

Port
VLAN
MAC Address Table p— |
Spanning Tree Entry | Port | Pori Control | Reauthentication | Max Hosis | = - — |C| _tl
eauthen on nacove LIBE
ERPS
=
# Discovery
DHGP O 2 GEZ2 Disabled Disabled 256 3800 80 &0
Mulicast a 3 GE3 Disabled Disabled 256 3800 80 &0
- . i 7
e ] 4 GE4 Disabled Disabled 256 3800 80 &0
- 5 GE5 Disabled Disabled 256 3800 80 &0
RADILS O & GEG Disabled Disabled 258 3800 80 &0
TACACS+
¥ AAA N & GES Disabled Disabled 258 3800 80 &0
© Management Access 0 9 GES Disabled Disabled 256 3800 B0 &0
4 Authentication M
L S T B O 10 GE10 Disabled Disabled 256 3800 50 &0
Property
Port Setting Table

i | Common Timer \ 802.1x Parameters | Web-Based Parameters

MW | Entry | Port | PortControl | Reauthentication | Max Hosts — ) : ) 5 i
| Reauthentication | Inactive ‘ Quiet ‘ TX Period | Supplicant Timeout | Server Timeout | Max Request | Max Login

] 1 GE1 Auto Enabled 256 3600 60 60 30 30 30 2 EY
O 2 GE2 Auto Enabled 256 3600 60 60 30 30 30 2 3
] 3 GE3 Auto Enabled 256 3600 60 60 30 30 30 2 2l
O 4 GE4 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 5 GE5 Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 6 GEG6 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 7 GET Disabled Disabled 256 3600 60 60 30 30 30 2 EY
O 3 GE3 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 9 GE9 Disabled Disabled 256 3600 60 60 30 30 30 2 EY
] 11 GENM Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 12 GE12 Disabled Disabled 256 3600 60 60 30 30 30 2 3

I i

Port EEIREHE
SN R B EFREGIEE

* Disable: {FH:&NAENL B PA P inEl o] U Eh A8 i

* Force Authorized : EE8 &I % HFrA M B Indl ol 55
Port Control AT

* Force Unauthorized : 3#E#R& R =HEW B A B FinABE:D

1 A48 B
* Auto: FZRBASNRFBARENRE - AP BE AR
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E¥ranaa ik BE
Reauthentication e Enabled: EFREHRAR  FHEESHETRSE
* Disabled: EFRFHIRER T AZTEEIETRS

Max Hosts EEERBEAT - EHENTERBRATREY

* Reauthentication : =R EHRIBE - FHEASKER VAR -

* Inactive: MR ZARBLBRMBENETHATIE! - BIFERRERIANET
i EIE 0 - SRR ERANBIE - ISR AARIRE - HEN
R EMER - E2EREXT - HERFAEEEEH  MASTAZ
#I8 FRPRBTE

* Quiet: EEBIBRZ R/ RBEENR LockedrRRERs - T 3T 85
I - FHPBE A EIRBRETENESE

* TX Period : BB 1EE N XFB KA F 55 KE (F P ) [0 & O i {6
S 5@ inE (EAP)E K/ B sAER M &

 Supplicant Timeout : [FEKEEH ZIXEAPE KATA BRI EL

 Server Timeout: XIRZEMSZ DR ERER B EEFKAILBHN
ML

* Max Request : B ATOJDUEZEHEAEAPHE KB I RIRRZERTE
RIS (supplicant timeout) )2 B IREIRIFE - RIEHRENS 105
=Bk e

Common Timer

802.1X Params

Web-Based Param 7RFHEMAEEEAMAIRE - EEAMREGEBRRE - THBEAFHENRE -
(Max Login) BERBBFR R TS iR
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Edit Port Setting

_____________________________
_____________________________

-Dlsabled
Force Authorized
Force Unauthorized

_______________________
.......................

|

e I..__...__..__..___..__..___.._____________________________

Server Timeout | [30 |
|

Apply ][ Close ]

> Port: BEREENEEHRAR -
> Port Control : X#ELI TR EFRIEFIFEEY -
® Disable: =R & INEET B A P InES o] GRS -
® Force Authorized : 3EEIRREIIF# T H A F P In &R ol an B AT -
® Force Unauthorized : E#IB@H|IARE#E L HFrA M Pln A e AR -
o Auto: FZEESMNRRBBENEE R4 BEHRHERE -
> Reauthentication : s EEEERRA/IFHENDEARNEE -
» MaxHosts: EZERFHEINT - THABMAEBBERATHE -
» Common Timer:
® Reauthentication : EFRFEHAREE - TG KEEIVGARE - BEBRIBBIE
® |nactive: MIRZARELBREFBNVTHNTE - RISFRERMANGT SR EIEM - IF
RERFREBIGE - TRRREARERE  HENSESERER w2 FHEXT - HelR
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STERETR - MAST AERE FHNFRAIE -
® Quiet: BEFBZRIBRMEBIEN Locked AREERF - TS st SHIEFFRAER - 53K
HBE A ERBRETEMNRE -

» 802.1X Params:
® TXPeriod : BB IXAKAIS s K& (F P i) 2] f& ol 18 5 17 5 58 3@ =Tl 1
(EAP)ZBK/ S BRIV EY -
® Supplicant Timeout : [EFEKEEFTE 25 EAP 5B KRIABRIFEL -
® Server Timeout: 3Rz3[0 5 10708 B AR 8 B35 F KRB -
® MaxRequest: #ATDUEZERNE K EAP F5KE - NRIRE TR ENRE
(supplicant timeout) &2 B #F IO FE - RIS EI S MHEREBEE -

® MaxLlogin: REEEEURRAZTHERARDERRVIFERAEHFRE -

HZE " Apply "EFEHIZE - B "Close" i E -

16.5.3 EiI MAC g9& iR B (MAC-Based Local Account)

FREEEEEEES ARG/ miE/MERER MAC B MEREAMIRS 22" "add"  "Edit"
F"Delete"INEEEITEIR -

Security + Authentication Manager + MAC-Based Local Account

MAC-Based Local Account Table
Port
VLAN Showing entries Showing 1 to 1 of 1 entries

MAC Address Table
Spanning Tree

Timeout [Sec)

[ ] MAC Address Conirol VLAN |
| Reauthentication | Inactive

ERPS .
[T 8C:4D:EAFED5A0 Force Unauthorized 1 MiA HFfA

oHCP Do | oo ]

Multicast
IP Configuration

= AAA
= Management Access
# Authentication Manager
Property
Port Setting
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kv et
BN EEMACHI - BEMACEAKERER REEE—E
MAC Address e oo
BE
R $REY
Control * Force Authorized : #1347 o8 15 1
e Force Unauthorized : F#1i& #sa sl RIS #
VLAN HEBENE#SECAVLAN ID

* Reauthentication: R EREN IS EREMREY

Timeout PR -
* |Inactive: BERENEIEEIFRE R AR

Add MAC-Based Local Account

Force Authorized
Force Unauthorized

> MAC Address : 25ERER MAC izl - S MAC EAKE R EPREEA—ESE -
> Port Control : XIELI TR EFRIEFIFAL -
® Force Authorized : 5 #saHIIRE -
® Force Authorized : #1518 HIRIZE -
> VLAN: BERENESEH VLANID -
»  Assigned Timer:
® Timeout (Reauthentication) : BB EN EHIEEHE e HAR -
® Timeout (Inactive) : BEREN T HIEEIFRER AN -

HE"Apply "EFERIZE - B "Close" i E

V1.0a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

16.5.4 Eh WEB B9tk 5 (WEB-Based Local Account)

FREEEEEEE M RRIL/mig/MERER WEB WEREEAMIES Wi E "add" - "Edit"
F"Delete"INEEEITEIR -

ecurity + Authentication Manager + WEB-Based Local Account
Status

Network WEB-Based Local Account Table
s Port
L VLAN Shuwing entries Showing 11to 1 of 1 entries
MAC Address Table 5l Lan | Ti ut (Sec)
Snanning T sermame
panning free | Reauthentication | Inactive
ERPS
- [ testusers 1 3600 &0
Discovery
DHCP [ Add H Edit H Delete ]
Multicast
IP Configuration
RADIUS
TACACS+
W OAAA
# Management Access
# Authentication Manager
Property
Fort Setting
MAC-Based Local Account
Rz Fi 3t
Username BERIRPHNERERE
VLAN RERENERIEAVLAN ID
* Reauthentication: BERENWERIEENENEREHAR
Timeout(Sec . . N N
(5e0) . Inactive : HEERB IS £ I8 T B BRS
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Add WEB-Based Local Account

Username Itestguest | ;

User De’r‘ned

Passwu'd

| Confirm Passwu'd

Assigned Timer
i | User Defined
i Reauthentication i;,-:==========================::::::::::::::::::::::::::::::::::::===========================1

|
I
I
|
I
I
I
|
—
i
I
|
I
|
I
i
|
I

Apply H Close ]

Username: §a:EIR SRIERIE R -

Password : B&:&IRFRIZH -

Confirm Password : T&&8 588 IR PRIZES -

VLAN : BERENEHSER VLAN ID

Assigned Timer :
® Timeout (Reauthentication) : B EMREN T #IEENEFREEIR
® Timeout (Inactive) : BEEREREHIETEIFRERMFRIER

YV V. V V V

HE"Apply "EFERIZE - B "Close" i E

16.5.5 E&5&(Sessions)

EREEEEIURESMRE TRMAFAEN Wt EAERBIE "Clear” BREEN

BEEE -
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Lpiify your W

gecurltv -+ Authentication Manager + Sessions

Sessions Table
Port

VLAN

MAC Address Table
Spanning Tree

Showing enfries Showing 0 to 0 of 0 entries

| Operational Information

ERPS VLAN

Discovery
DHCP

Mullicast

IP Configuration

Time

B | Session D | Port | MAC Address | Current Type | Status Session Inaclwed‘
Time Time

0 results found.

e e & ¢ & ele «|e| &

Clear l [ Refresh

RADIUS
TACACS+
& MRS
= Management Access
s Authentication Manager
Properiy
Part Setting
MAC-Based Local Account
WEB-Eased Local Account

Sessions Table

Showing entries Showing 0 fo 0 of D entries Q|

| Operational Information | Authorized Information

B | SessionID | Port | MAC Address | Current Type | Status LT Session | Inactived | Quiet Reauthentication | Inactive
Time Time Time Period Timeout

0 results found.

First | | Previous | I8 | Mext | | Last

Clear ] [ Reifresh
Rz fi 3t
Session ID SEEEr0Session IDIE—

Port E R EIR R

MAC Address FHEMACHIE

BERENSMEREEE
* 802.1x: fEFAIEEE 802.1XETT B M ERE
* MAC-Based : FERAMACETEEEE
* WEB-Based : E AR ETS DS

Current Type
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R EHR BT RENE
* Disable: & E£HEFMER
* Running: S1k&E 82 FHEET
Status * Authorized : S105a:E23@1E B ol DIGHE AR
* UnAuthorized : 517558 KiE38 B E AH IR
* Locked : FHItE - BRIFBERABEETRMEE
* Guest: FHERTMZVLANG.
* VLAN: BERE#IEFTVLANID

e Session Time: &R "Authorized” #AkEE - BIZE/RIEER

FEELSID
Operationl * Inactived: &R "Authorized” #RES, BEREHZ RS

Be AR ENE

* QuietTime: B/ "Locked” ARER FE NV EE 18 RU AR A E]
* Locked: FH#EidE - BRIFHRBART BEETS DR
* VLAN: BRIEEZNRMMVLANID

¢ Reauthentication Period : BRIEERE4A LHER

Authorized "5 HARR
 Inactive Timeouts : ZE NSRRI ERIIER ERLAR
il i

HE " Clear" 525 H - B "Refresh"E# ZEEH -

16.6 EEIELF(Port Security)

ERBRZTERELTEEWAIFMBRE - DURRIER SERIARENR MAC 73l - R EREERE
& ERARERTRABRERFEIEALZRIR HMBKR Y ERJEEH CPU BREBSAITIBES -

ERBZ2ZEERWEINHE - REEARE MAC (IR EREZ BER B SHERNERIE - Z
BHAEAZASE N EREERELERE - BTHLRAERRELZE2E - —B MAC iLEH
BRI NITERE -
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Lpiify your W

Security + Port Security
Status

plehwork State | [ ] Enable
Port

— Rate Limit
MAC Address Table —_———
Spanning Tree Apply

ERPS

Discovery Port Security Table
DHCP
Multicast

IP Configuration

»
L
L
L
L
L
L
®
L
w
L

| state | AddressLimit | Total | Configured | Violate Number | Violate Action | Sticky |

[] 1 GE1 Enabled 20 0 0 0 Protect Enabled

RADIUS -

TACACS+ (] 2 GE2 Enabled 20 0 0 0 Protect Enabled
= AAA [] 3 GE3 Enabled 1 0 0 0 Protect Enabled
© Management Access O 4 GE4  Disabled 1 0 0 0 Protect Disabled
& A‘ghe”“;:”““ WETREET 0 5 GE5 Disabled 1 0 0 0 Protect Disabled

ropel — . X
Port Setting ] 6 GE6 Disabled 1 0 0 0 Protect Disabled
MAC-Based Local Account ] 7 GE7 Disabled 1 0 0 0 Protect Disabled
WEB-Based Local Account O 8 GEB Disabled 1 0 0 0 Protect Disabled
Sessions ] 9 GE9 Disabled 1 0 0 0 Protect Disabled
! 10 GE10  Disabled 1 0 0 0 Protect Disabled
> State: BEEEFEEISLZTHIRIAHAEE -
® Disable: FREEELZINGE -
® Enable: RIAEFEZZING -
> Rate Limit: s ERRRHESHEZH 1-600 HE
g Apply " BT -
R et
Port BEREBEZTHNERERHE
State BNERIRZ TR AT RIS
Addres Limie BUNERIE PO RENRAEFEEZEZMACAIIE

Total FENERIE LA ERIREZ EMACIUIL AR
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Configured BUNERE FRENPIAEZEEZEMACIUEIE

BRI EEARIEHTE T EN I SR ERE
* Protect(f7:&)
» Restrict(PEHl)
* Shutdown(FEA)

Sticky BUNEREZZHBERASEH

Violate Action

Edit Port Security

ir“- Pm:ﬂ' GE1 GE5 - |
1'5 Enable E

o

e -F'rutem |
t (O Restrict

.5 ) Shutduwn i
sm:ty Enable !

[ Apply H Close ]

> Port: BEREZERIERIRRT -

> State: RIASFRERERZSE

> Address Limit: REEBBRLERE - KBBILURENLZE MAC IIHINEREAHE - 2IBTER
% 118 MAC il - FRERETIRIE NS 1 2l 256 ZBERIEAIME - 256 1 RO (RE S EEFIRE
E—1& MAC firit -

> Violate Action : E8&2| mac filllt - MENEMREBREE - FEEEARIAEHENTENHE
AOHERIE
® Protect: EEEAHEN MAC At E -
® Restrict: EEEBEY MAC (i BWRHEEHHES -
® Shutdown: ZEZEAHEY MAC I E - FARAEREENHE - WieEEHH -

HE"Apply "#EFERIZE - B "Close" i E
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16.7 {R:EEIHIE(Protected Port)

IEBE R EHE R EREERIBRE - USRS - REBFBR O HEIFREERE
FIREH - BOFERR - REERB AR AR —ERESFEEHN -

MRERESHEEEDRA  RIILEERRRRAREERE - (REEFBNELEH VLAN EFR - BE
HAER—FEFEHVLAN)RNE(O KB EFENBEE RS R 2BERHSE 2 ElRs - BB REERER
#® - WREERRRWNT EREBRAIFRELERER - HAX VLAN B ERIRH -

Seturlly -+ Protected Port

W Entry | Port | State |
] 1 GE1 Protected
MAC Address Table O 2 GEZ2 Protected
Spanning Tree (] 3 GE3  Unprotected
ERPS O 4 GE4  Unprotected
Discovery J 5 GE5  Unprotected
DHCP O 6 GE6 Unprotected
Multicast (] 7 GE7  Unprotected
IP Configuration O 8 GE8  Unprotected
(] 9 GE9 Unprotected
RADIUS O 10 GE10 Unprotected
B )] 11 GEM Unprotected
% AAA —
@ Management Access ] 12 GE12  Unprotected
4 Authentication Manager (J 13 GE13 Unprotected
Property O 14 GE14 Unprotected
Port Setting 0 15 GE15 Unprotected
ottt (115 o oot uvorce
Sessions (] 17 GE17 Unprotected
Port Security [ 18 GE18 Unprotected
] 19 GE19 Unprotected
Rz f 3t
Port ERHIR A
ERIBRETEINEE
State * Protected : EHIERRE

* Unprotected : EEIRBIFIRE

V1.0a
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Arpiify your Wire

Edit Protected Port

N it e S e e e e el e |

Port| GE1-GE2

I 1 ———
—— ==33333s3393s s as s sass s S=sssS=EsEs

State | Protected

U |

e

[ Apply ][ Close ]
Port: BE/RPTEERVERIBARTE -
> State: BEEIRREEEINE -
® Protected : RIF{REINEE
® Unprotected (deselect) : =FR{REINEE -

HZE"Apply "HEFERIZE - B "Close" i E -

16.8 [EFE#ZEHI(Storm Control)

SR/ R AS B R A B R OB EE B R R ERBOIRAER - A TR AR
AR IR 3T AL IRA O UEEE, - BB B IRGIE I ES B =R R -

Security + Storm Control

% Status

¥ Network () Packet/ Sec
% Port (@ Kbits / Sec
¥ VLAN | @ Exclude

¥ MAC Address Table | () Include

¥ Spanning Tree

¥ ERPS Apply

% Discovery

¥ DHCR Port Setting Table

% Multicast

» IP Configuration

Broadcast | Unknown Multicast | Unknown Unicast

RADIUS W | Entry | Port | State | Action|
TACACS+ | State | Rate(Kbps) | State | Rate(Kbps) | State | Rate(Kbps)
o AAA 0 1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
=2 Management Access
< AL;::;';:““" Manager ] 3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
Port Setting O 4 GE4 Disabled Disabled 10000  Disabled 10000 Disabled 10000  Drop
MAC-Eased Local Account 0 5 GE5 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
WEB-Based Local Account O 6 GES Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
B m 7 GE7T  Disabled Disabled 10000 Disabled 10000 Dicabled 10000 Drop
FERER n 3 OGE8 Disabled Disabled 10000 Disabled 10000 Disabled 10000 D
s
Protected Port (] isable: isables isable izables rop
0 9 GE9 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop

> Mode: BEZERRIZEHHEL -
® Packets/sec: EZFFRERFHIEE/M -
® Kbits/sec: EERERRFETFTNIIT/M -
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> IFG: BER/RLBRIEHM IFG(20 NroH)RRETE -
® Excluded: & AOREREHRE A BERIEHA IFG(20 fizrcA) -
® Include: SFEAOERARZEHIRIEIEBIEME IFG(20 furci) -

B8 Apply BB TLE -

kv it

Port IR ERIREATE

State AN A E B R R EHIThEE
FNEET O EE T

Broadcast e State: BRI FHERETI R ERZH

* Rate(Kpps) : BREET EIRVARIRFIERE

BN AR Z EH R E RIS
* State: BURNRIASERAARMNZIET SHE RG]
* Rate(Kpps) : BRARMZETERIAR RG] ERE

BRARMEBRE SRR
Unknown Unicast » State: BREVASLIFRAKRIE R S EFZEH
 Rate(Kpps) : BRAHMEE T GIRVIE R PREERE
» Drop: EWRIMBLIRGEIENNEREESE - HEBBREES
REFWERE
 Shutdown : #EWEINBLRFIENH BFREEEREER B85
[ 52 2R 7l 2R 2R P A 1 R S A B

Unknown
Multicast

Action
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Edit Port Setting

Stnte . Enable :

|1D[mn

-E | | Enable-----------------------------------------------------------------------------15
Unk Mu“il:ﬂ!it = szzszssszzssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzsd

|1aonn |

E || Ename :
Unknown Unicast , zzzzzz=z=zzzz=z=zo= ===zz==s=zssoszzssssssssssssssssssssssssssssssssssszzssszzoosd

Action { () Shutdown

ey |[_ ciose |
> Port: BERFTEEZEIRARN -
> State: EERTEME -
® Enable: RIFEZEEHITNEE
> Broadcast: MIRHEFREMARARES - AEgREEREF AIREIRFEE -
® Enable: RIAEFENSNEFZEHINGE - BREEFINIZEEE - Bt : Kbps (FAImsES® -
#[& 16 - 1000000)BUR R EEHELEE
» Unknown Multicast : {IREARMZERMARFZES - AERARMSERET AEERFIE -
® Enable: RIARHZETENRERESIING - BRIZERIRVIERE - BAI7T : Kbps (FUTE
- #E 16 - L000000)BURMR EHEXREE -
> Unknown Unicast: MR ARFMEEMARARES - RIGHERMEBBREA ANIEERFIE -
® Enable: RIAKRMNZEE G EFEFITNEE - REREFRERRE - BAI7T : Kbps (FlutsE
- #E 16 - L000000)BURMR EIHEEE -
> Action: EERB/AHZENIANERBNESREAEZERNRGE  FREEEESLUEESR
°
°

Drop : EFWEIKBLIRFIENTER/RKER  HEBBARZEHER[GREE -
Shutdown : ZEUWEIRVB L IRGIERVE S5 EAEEE - HEBRERETERFGERRR

HE"Apply "# 7 ERIZE - B "Close" il E
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16.9 DoS

DoS WE(FHETRT)E—EMENE  WEBEHEZB LR ERPPENEZD EROERIRE - &
HERERERAEARRIEEER HEREREZEEBOHERBNERBEARESHFIRKKE
BR - BNZERBEFPEFL - EREIEREAERADME -

16.9.1 [Et(Property)

U8R BB DoS R INAEA SYN-FIN/SYN-RST 23 - s IREIE2ST 60 B SYN 3
BB REREERR 60 -

| Netmask

.....................
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> POD:
® Enable: RYAINEE - BHRILT_Z ping B Dos ZE -
> Land:
® Enable: RUAINEE - WIRZZ2HIR IP A1t ER B Z IP At 6189 Dos WE - mEFEH
-
> UDP Blat:
® Enable: RYAINEE - IRZZ2| UDP RIREREIRZER UDP B1ZERIRR Dos WE - SiER
SN
> TCP Blat:

® Enable: RUAINEE MNRZ2 TCP ARREIRZ R TCP BiRERIEM Dos WE MEEIE -
> DMAC =SMAC:
® Enable: FIAINEE MRZFERE MAC EE R RIRE MAC fiIitH) Dos WE MEEXE
» Null Scan Attach :
® Enable: BYFINAEE - &% NULL 7MW Dos KEMEETE
» X-Mas Scan Attack :
® Enable: FIAINEE MIRZRIFESISRA 0- H FIN-URG 1 PSH firsc @R E# Dos E -
MEZEHE
» TCP SYN-FIN Attack :
® Enable: EYAINEE - MR ZF| SYN M FIN fItat R Dos WE - mEEHE] -
» TCP SYN-RST Attack :
® Enable: RYFINRE - WIR=ZZF SYN # RST fiIsuak £ Dos WE - pEEIE
» ICMP Fragment:
® Enable: BYFINEE - %% Dos WEMEZE ICMP D EHE -
» TCP- SYN (SPORT<1024):
® Enable: RUAINGEE - 2% Dos WEREZE sport /N 1024 #9 SYN FHE] -
» TCP Fragment (Offset = 1) :
® Enable: RYFTNRE - =2l Dos B EE offset 1% 1 W TCP 73 &=
» Ping Max Size :
® Enable: BYFINEE - 35 ICMPVA/V6 ping S BIHIERAK/NH Dos WE - BXEER 0 2
65535 77T - ¥Es1E%A 512 T -
» IPv4 Ping Max Size:
® Enable: BUAINEE - 2% Dos WEBMEEHF A ICMP ping HEIA/N - TTEZERRERATEK
AN:DESND)
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» IPv6 Ping Max Size :
® Enable: RYAINEE - 22l Dos WEMEERA ICMPV6 ping 18X/ TTEEARREAHE
RINRIFE]
»  TCP Min Hdr Size :
® Enable: RIAINAE - 27 Dos WEME R/ TCP &8 - WEFE/NRH/NFREA/NE TCP
8- REZEZE0ZE 311t - AR&KEE 20 it -
» IPv6 Min Flagment :
® Enable: RYAINEE - 2%l Dos WBME &R/ IPv6 D EA/ - EE/NRER/NK/NWEHE] -
BMEES 0 £ 65535 Iyt - |RE®S 1240 At -
>  Smurf Attack :
® Enable: RYAINEE & %RZ2 smurf IWER Dos WE-FHAESEREHES 0 £ 323 it -
fAmRES 0T -

BB Apply "R ETRE -

16.9.2 EHEHIEERTE (Port Setting)

EREEEE I LUEEREERR -
Security + DoS + Port Setting

Port Setting Table

MAC Address Table - | Eatiy | Port | State |
Spanning Tree
panning
ERPS :
- 2 GE2 Disabled
Discovery _
[ 3 GE3 Disabled
DHCP = :
Muiticast |:| 4 GE4 D?sahled
IP Configuration U > GEs  Disabled
| 6 GES  Disabled
RADILUS [ 7 GE7 Disabled
TACACS+ | 8 GEZ  Disabled
o AAA [] 9 GE9 Disabled
@ Management Access [0 10 GE10 Disabled
= Authentication Manager - .
11 GE11 Disabled
Port Security I:' ?sa c
Frotected Port [l 12 GE12 Disabled
Storm Control [ ] 13 GE13 Disabled
@ Do3 O 14 GE14 Disablad
FOLIT [] 15 GE15 Disabled
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I i

Port ERIB AR

State ZEREnable/Disables T EH _EAIDosIR &

Edit Port Setting

S@e| g enae

Apply H Cloze ]

> Port: BAREENEZIBRT -
> State: EIEZTERIAREE -
® Enable: BB Dos {REINEE -

HE"Apply "7 EHIZE - B "Close "8 E

16.10 E&n&z ARP #; IJ(Dynamic ARP Inspection)

ERENUBTHE (ARP) 2—1& TCP/ IP % - AR IP MutE#A MAC il - fEFIENRE ARP 188
BHE¥ENRR ARP #RIERE -

16.10.1 Et4(Property)

>”<”S
H}

ZEHEFEREREZIMNEE TERENIRE ARP 85
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# MAC Address Table
# Spanning Tree

% ERPS

» Discovery

% DHCP

» Multicast

% IP Configuration

RADIUS
TACACS+
2 AAA
= Management Access
2 Authentication Manager
Port Security
Protected Port
Storm Control
2 DoS
& Dynamic ARP Inspection

Security + Dynamic ARP Inspection + Property

| State Enable
Available VLAN Selected VLAN

VLAN 1

VLAN |

Apply

Port Setting Table

Q[

] | Entry | Port | Trust Source MAC Address | Destination MAC Address | IP Address | Rate Limit |
2 GE2 Disabled Disabled Disabled Disabled Unlimited
1 4 GE4  Disabled Disabled Disabled Disabled Unlimited

> State: EAEEIEE O DIRIASZ BN ARP 1508l - BEREEERRH/ZHEEE ARP 1208

IhEE

> VLAN: #RUF VLAN X% - ERERF/RARY VLAN DECFFRE ARP RRAIZIER - EHEEB
RUA Y ARP IAIRAREEN R - RBSBR/AITIRE - ELAMEPEE VLAN - REBZH
VAR EN AR ARP #08l ; SREEAAIMEREEZE VLAN - BB EZAILUEHEIS ARP 28 -

B Apply " F I ZEERE

e Rivi g

Port #18ID

Trust BRRA/ZRTENEEEE

Source MAC 3
FNRUA/ZR T ERIEmac ik 558 B

Address

Destination MAC
Address

BURRUR/ZRA N E B/ macfizrcitizg Bt

IP Address

BURRUR/ZRANTERIPUIEEEEE Y - 0%7:0.0.0.01PArit

Rate Limit

BN ERERIRGE

V1.0a
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Edit Port Setting

> Port: BE/RPTERERHBAR -

> Trust: MREA - RIFZEERE LAG 2olEENHE - WHASHEIXRZ M ENMEZ THEE
280 ARP 555KEUEI1E 1T ARP #8l - NEREUHRLA - AlZEREIRE LAG AZZREENE -
7 B A B A E A E S 2N E 2 3£ ARP KL EIEH1T ARP 108l - FERRIEL N -

» Source MAC Address : ZEEURIALIERE ARP FFRAEZE PRIRIE MAC il - =R
YA ERANTER R MAC 7t EesE - MREFAIERE MAC ItEgsE - 18 EFTA ARP HE
AIEE3XTT mac B EE L KA RIEPHRIZKIR mac HE - BB

> Destination MAC Address : ZEHUELALIERE ARP B - EEEELRASFERTENE
B9 MAC it §RsE - RV B/ MAC Ioitie:g - i$REFA ARP BRI ERE mac 2
HHKBBFRETHWER mac 1BE - FBRBHEA -

> IP Address: EPEEELRAIFANTEN IP AERE - BUABREFTA ARP 88 IP i
HZE&E% 0.0.0.0 ~ 255.255.255.255 s & UL -
® Allow all-zeros IP : #15R IP fuiitg:E SRIA - EDPRIeEF 0.0.0.0 #Y IP firdt -

» Rate Limit: @ANTEDFFHSEAERE - 8ES 1 £ S50pps - FEER O(FERH) -

B Apply "#FIEEIZE - B "Close "X E

16.10.2 #&EtEUE (Statistics)

#ETEE =R ARP @RI AT EUE -
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Arpiify your Wire

Security + Dynamic ARP Inspection + Statistics

¥

Statistics Table
Port

wan o) —

MAC Address Tabie Source MAC | Destination MAC Source IP Destination IP IP-MAC

% |® | € |%

jaspanonalle 8 Port | Forward | iiure Failure Validation Failure | Validation Failure | Mismatch Failure
¥ ERFS‘ = 1 GE1 0 0 0 0 0 0
ey 0 2 GE2 0 0 0 0 0 0
AL . 3 GE3 0 0 0 0 0 0
% Multicast -
_ 0 1 GE4 0 0 0 0 0 0
+ IP Configuration
. 0 5 GES 0 0 0 0 0 0
OIS 0 6 GEG 0 0 0 0 0 0
TAGAGS+ . 7 GET 0 0 0 0 0 0
5 AAA 0 3 GES 0 0 0 0 0 0
= Management Access [ 9 GE9 0 0 0 0 0 0
% Authenfication Manager s 10 GE10 0 0 0 0 0 0
Port Securify
S ——— 0 1 GEM 0 0 0 0 0 0
e p— 0 12 GEIZ 0 0 0 0 0 0
© Do a 13 GE13 0 0 0 0 0 0
# Dynamic ARP Inspection M 14 ©E14 0 i} [i] [i] 0 0
AREET, 0 15 GEIS 0 0 0 0 0 0
i ;g
Port EEIRART TE
Forward BREBEZENTEEE
Source MAC e e s _
) BRAGREMACERE EEZNT B HE
Failure
Destination MAC o e ih 4 -
Fal BRENWMACREEZEZENTEE =
allure

Source IP Address

Validation Failures

BRARIPEREEENTEHE

Destination IP

Address BERENIPREEEZEZNHEHE
Validation Failures

IP-MAC Mismatch

Failures

BURIP-MACEIPRREMERALEMERNTEHE
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V1.0a

16.11 DHCP E5iE(DHCP Snooping)

EHZEES JEH DHCP SRR B & e HENR S N EE BN B HAR KL EERNEAZE R DHCP
BRI EMB D - REEAEE CWEM DHCP AFHRRHEMNREERNMERW - BAEKHE
i asE IR FWRIRY DHCP HEIBEZAIZLETRE - REAREERBENHEFHRESE -

16.11.1 [Et4%(Property)

ZEHE D ERAERE DHCP RREZHAMEE N HAVERE

Security + DHCP Snooping + Property
Status

Hetwork sm |; Enable
Port o =

E Auallable VLAN Selected VLAN
VLAN 1

MAC Address Table d [VLAN 1

Spanning Tree i ]
ERPS R NERNE

Discovery
DHCP

Mullicast

IP Configuration

]
B G000 000000000 SO RSSO SO

[ Apply ]

R Fort Setting Table
0 ARAA

% Management Access
2 Authentication Manager

Port Security W |Entry | Port | Trust | Verify Chaddr | Rate Limit
Protected Port C 1 GE1 Disabled Disabled Unlimited
=tarm Cantral O 2 GE2 Disabled Disabled Unlimited

# DoS 2 s 158 Isanhe nimie
% Dynamic ARP Inspection [ 3 GE3 Disabled Disabled Unlimited
# DHCP Snooping ] 4 GE4 Disabled Disabled Unlimited
] 5 GE5 Disabled Disabled Unlimited

> State: FEAZEEESLURASEUERUA DHCP 858 - B ch 8B E IR /1 FH DHCP B2 58T0RE
> VLAN: EHZEEEE 0L VLAN LRI DHCP &2 #EfR DHCP RlE e X #izs FE = WRIA -

A RMEPERE VLAN - REBEZHAILIEA DHCP &8 - SiEAAIEDERE VLAN - REBRE
ZAILUEF DHCP &35% -

B Apply " F I ZEERE
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I it

Port ERIR RS

Trust BRRA/ FRNTENEEEY
Verify Chaddr BRI/ RN ERchaddrigss Bt
Rate Limit AN ERERGE

Edit Port Setting

Purtl GE1 GEEI- S |

Tmstl . Enable |

i mcmnnru Enal}le

Rate Limit

[ Apply H Close ]

Port: BE/RPTERVERHBARE -

Trust: MIREPRA - SiERERIN DHCP GRS E MRS ISHRF A OEHER - BoiE
EELIRIA/ERNTENEGE - MERBMAEE - FiE DHCP a8 EHFEX - BRREH -

Verify Chaddr : ZEPEEERRBASFRNTER chaddr 5258 - WREA chaddr &5 - #igE
FiA DHCP S8 A FIRtERE mac ALyt @ &8 0 KFHZRERIRIR mac E - TR AZRA -

Rate Limit: B ANTEADFNRANEE - FESR 1 £ 300pps - FAR1ES O(FERH) -

HZE " Apply " # 7 ERHIZE - B "Close i E

16.11.2 #ETEE (Statistics)

ZEHE A ERE ST DHCP RIEThEEcir PR B/t aT BUE

V1.0a
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Ly e

Securltv +

DHCP Snooping + Statistics

¥ Statistics Table
L
¥ VLAN
% MAC Address Table Untrust Port
% Spanning Tree Forward Chaddr Check | Untrust Port P Invalid
% ERPS Drop Drop Drop Dvop
# Discovery 0 1 GE1 0 0 0 0 0
* DHCP s 3 GEZ 0 0 D 0 0
Mullicast ] 3 GE3 0 0 0 0 0
# IP Configuration
- a 4 GE4 0 0 0 0 0
[ 5 GES ] 0 0 0 0
RADIUS
e — 0 & GE& 0 0 0 0 0
o ABA w 7 GET 0 0 0 0 0
2 Management Access ] 3 GEg 1] 1] 0 0 0
# Authentication Manager . a (GE9 0 ] 0 0 0
Port Security
Brolected Porl 0 10 GE10 0 0 0 0 0
Storm Confral [ " GEN 0 0 ] 0 0
= DoS M 12 GE12 0 0 0 0 0
# Dynamic ARP Inspection (] 13 GE13 1] i] 0 0 0
& DHCP Snooping M 14 GE14 0 0 0 0 0
' [ 15 GE1S ] 0 0 0 0
i ;g
Port ERIBARTE TE
Forward BANEREENTEEHE
Chaddr Check et _
FARchaddrigE EEZEN T BHE
Drop
Untrusted Port o . o _
BRNAETEEZENDHCPEARRHBE =
Drop
Untrusted Port
with Option82 BamiEiBoption82EEMEAMEEREZNHEEE
Drop
Invalid Drop BERNREYREMEEZENTEEHE
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16.11.3 Option82 &IAE 4 (Option82 Property)

IWEE BT ERERE DHCP option82 #IR%&IR ID T - IREAEIR - RIZFSHEMME
option82 EIEH -
Security + DHCP Snooping + Option32 Property

% | & | & | & |« | & | % | & ||« «| %

Slatus

Metwork

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Loopback

Discovery
DHCP

Multicast

IP Configuration

l

Operational Status

Remote ID

fnnnmpe e
V i

] User Defined

Remote ID E B d4d ea 02:e0:59 (Switch Mac in Byte Order)

Apply

Port Setting Table

W | Entry | Port | State | Allow Untrust |

RADIUZE ] 1 GE1 Disabled Drop
eleiise O 2 GE2 Disabled Drop

© AAA = "
o Management Access [ 3 GB3 Disabled Drop
% Authentication Manager ] 4 GE4  Disabled Drop
Port Security |:| 5 GES Dizabled Drop
Protected Port O & GE6 Disabled Drop

Storm Control - .
 Dos Ifl T GE7 Disabled Drop
# Dynamic ARP Inspection ! § GES  Disabled Drop
# DHCP Snooping ] 9 GE8 Disabled Drop
Property O 10 GE10 Disabled Drop
Statistics ] 11 GEM Disabled Drop

> Remote ID: MREIA T Option82 EIE - ZEP "User Defined” DIFENEAENR ID 183 -
EDEEEMMAEAZEERNER ID - BRER T - &k 1D /RATAIER PSRk :
mac -
MAFEREEENERID - EEMAEREERER ID KoM -

i Ei::pan
Operational e

BriRnIDE
Status

===

B8 Apply BB TLE -
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USER MANUAL

i :pus

Port ERIRRETRH

State EPEEEDRA/ FRNTENoption82FEIRTNEE
Allow untrusted BN ABENERE

Edit Port Setting

i Aluwummst: - Drnp ;
i { ) Replace |

Apply H Close ]

> Port: BREZEREBIRARTN -
State : EPRUHSEUERUE - B/R/TH option82 EIRMIRLA/1F FREE -
> Allow untrusted : EEZ LN ETERRBWEITA option82 EIFHENIA DHCP HERFHTH
BRIE - ERAEE -
® Keep: RIFRYA option82 EIERNA -
® Drop: EZEHA option82 EIENIHE
® Replace: ARMZERESZR option82 BIERNA -

HE " Apply "#EZEFIEE - 5L "Close" 557
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USER MANUAL

V1.0a

16.11.4 Option82 EIEIEEEE ID(Option82 Circuit ID)

FRESEEILUER Option82 & CID BE K& E Option 82 NIR&ER ID- W& E "add" - "Edit"
H"Delete"INEEETER - ILEERFHERERE DHCP option82 fIEER ID HF & - MNRIEA
#IE - Al A M N option82 EIEH -

S'.ecurltv + DHCP Snooping + Option82 Circuit ID

Option82 Circuit ID Table
Port

VLAN Showing entries Showing 0 fo 0 of 0 entries

MAC Address Table

Spanning Tree |
et 0 resuliz found.

—— Do | oem T e ]

# & % | & | & |e « |« |«

DHCP
Multicast
IP Configurafion

1 & | &

RADIUS
TACACS+
wAAA
¥ Management Access
&  Authentication Manager
Port Security
Protected Port
Sform Conirol
% DoS
% Dynamic ARP Inspection
# DHCP Snooping
Property
Stalistics
Oplion32 Property

i g

Port BNEREIDBE

VLAN BB EREVLAN
Circuit ID BRSENHIEERIDFS

@ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Add Option82 Circuit ID

e e
"

[ Apply H Close ]

> Port: WEAHIFREZEZEE CID BERBBAERER - EEAHR "Add" HEEE -
> VLAN: @ AE CID BEREA VLAN ID - VLAN ID A2 AEIE - EEAR "Add” HEE1E -
> DircuitID: BIAFHER CID - FFEEFIEM VLAN ROFE#53EA CID -

HE"Apply " FEHIZE - B "Close "BFiLE -

16.12 |IP RiEFHFE(IP Source Guard)

IP AR E(IPSG) ol A Pl IP R EPREIE IP ACRAEE R EPRERNGR IP A1t - EZFEREHLE
EAZEERESTLE FERE P N EREMITRE P AIERIREIEES -

16.12.1 EIFEFRTE(Port Setting)

ICEEnFHEREHEEEZERN IP AREETRE -
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Lmplify youwr W

Security + IP Source Guard + Port Setting

Port Setting Table

MAC Address Table Entry | Port | State | Verify Source | CurrentEntry | Max Entry |
Spanning Tree ] 1 GE1 Disabled IP 0  Unlimited
ERPS -
: O 2 GE2  Enabled IP-MAC 0 2
Discovery —
O 3 GE3  Enabled IP-MAC 0 2
DHCP -
: 0O 4 GE4  Disabled IP 0 Unlimited
Multicast - - -
IP Configuration [ ] 5 GE5 Disabled IP 0 Unlimited
O 6 ©GE6 Disabled P 0 Unlimited
s ] 7 GE7 Disabled P 0  Unlimited
TACACS+ O 8 GES Disabled IP 0 Unlimited
o ARA O 9 ©GES Disabled [ 0  Unlimited
o IEITET IITEE [] 10 GE10 Disabled P 0  Unlimited
= Authentication Manager - . -
T |:| 11 GE11 Disabled IP 0 Unlimited
Protected Port 0O 12 GE12 Disabled P 0 Unlimited
Storm Control ] 13 GE13 Disabled IP 0  Unlimited
@ Do3 O 14 GE14 Disabled P 0 Unlimited
© Dynamic ARP Inspection ] 15 GE15 Disabled IP 0 Unlimited
= DHCP Snooping - . o
5 P Seurce Guard (] 16 GE16 Disabled IF 0 Unlimited
v
i ;g
Port ERIBARTE T E
State R EMIPIIR Eenable/disablefk 8&
Verify Source FETRIPARR P & A & AU T

Current Binding _ - — o
BRI E BRI E S
Entry

Max Binding Entry BERITEHNSAACEERSE
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USER MANUAL

Edit Port Setting

> Port: BUNEERERIBAR -
> State: EPRUHEUERIAZ P 2REE - T2/ AP IP R EMRFIECSRERRIR IP U
it - #9 "Enable” TJETEIRA IP HURMGGE - EHESES I LUFRILINEE - BRBEM -
» Verify Source: EMAEEHEEJLUEEZR(E IP s MAC-IP BERREETERE -
o |P: ERIHENKIRIP AL -
® |P-MAC: BFEH BIRVAIR IP UIEANAGER MAC At -
> MaxEntry: EREZEEEEFEZHA IP KEHERASAHE - £ES 0 £ 500 RRER

i) -

HE"Apply " FEHIZE - B "Close "BFiLE -

16.12.2 IMPV Binding
£ IMPV Binding SJERAFIEE P HRHEE R EFCiFMIERERMANMUNS - IEEER
AIEEFEIERERE IPARRMESE  WABEE DHCP SREBEINEAEFREINAE IP
RIRFESE - 8E"add" ~ "Edit"M"Delete"IhEEETEIR -

Q, +(886)2-8911-6160 A service@cerio.com.tw
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Lpiify your W

Security + IP Source Guard +» IMPV Binding
IP-MAC-Port-VLAN Binding Table

Showing entries Shewing 1 1o 1 of 1 entries Q I:

pACAddEss Jae W | Port | VLAN | MAC Address | IP Address Binding | Type | Lease

Spanning Tree
ERPS
Discovery | A || Eat || Detete |
DHCP
Multicast

] GE1 4094 B8C4D:EAFE05:A0 192.168.101.91/255.255255.255 IP-MAC-Port-VLAN  Static  N/A

First | | Previous | B8 | Nexi

€ & &« &« &« &« €« &« €« &« «

IP Configuration

RADIUS
TACACS+
= ARA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
= DoS
= Dynamic ARP Inspection
= DHCP Snooping
& IP Source Guard
Fort Setting

I it

Port BINEEREREID
VLAN BRBEMVLANID
MAC Address BRBBERNMACALL - EBEARIP-MACH ESE
BB ERIPL - IP-MACHE/S B RIIRE 4a#8 /5255.255.255.25
IP Address ———
IPHIEBERRAERERA
Binding BB ERMERE

IRAMEFERE:
Status * Static: BERFERAEFERENNM
* Dynamic: BEEBDHCPE IREZE
DHCPERREB AN SENMERARE - HRKBBERSESHME -
EEAREEEE

Lease Time
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USER MANUAL

Add IP-MAC-Port-VLAN Binding

VLAN | |4094 _ |

(O] IF' I‘u"IP.C F‘crrt "u"LF'\N

R - ) IP-POILVLAN 5

MAC Address |ac 4D:EAFE05:A9 |

IP Address ' |192 168.2 55 |/

Apply H Close ]

> Port: EREEESDINHESEIFRPEZERE -

> VLAN: fEE#EEEM VLANID -

> Binding: FREEESUDIEERTEENILEER -
® |P-MAC-Port-VLAN : s8I 7EVCEE IP it ~ MAC fizdt - #3384 VLAN ID -
® |P-Port-VLAN : £ EIMZEVCES IP i7dksl FARES - EEI8F VLANID -

> MAC Address : A MAC firilt - @A IP-MAC-Port-VLAN &3 -

> IP Address: A IP AR E - WEERHR IP-MAC-Port 21 -

HE "Apply "1 EHIEZE - B "Close "B E -

16.12.3 {REZERIE(Save Databases)
IWEEOHERERE DHCP BEEERNE - ZBREYMUENMERS)E DHCP BEiE/5E -
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Security + IP Source Guard + Save Database

MAC Address Table
Spanning Tree
ERPS

Discovery
DHCP

pulicast Write Delay | [300 |
IP Configuration e bcrocoisrssszszsiszsssssssssssizssIsIsIIIIIIIIEIIiIIIas
Timeout | 300 |
RADIUS
TACACS+ Apply
o AAA

= Management Access
= Authentication Manager
FPort Security
Protected Port
Storm Control
= DoS
= Dynamic ARF Inspection
= DHCP Snooping
& IP Source Guard
Port Setting
IMPV Binding

>  Type: EREERSDUEEEREEHRA -
® None: ZREREER -
® Flash: % DHCP ENfR#lE SEREF IR ER
® TFTP: & DHCP EhRs#lE SEMFEEN TFTP EARas
> Filename: 527 TFTP ARBHERER - WABNEENEREZHE - EEEE "Flash” M
"TFTP" #HEURFOIA -
> Address Type : EZEEHT AL IP Al A3EEE TFTP EMRz:
® Hostname: TFTP AR LB EHZTE -
® |Pv4:TFTP fElARas It % IPv4 Airdlt -

> Server Address : i Ai=l% TFTP @AR=s 2 TEe IP Ul - EEEE "TFTP" $HFEESO]
i -
> Write Delay : B AEER G2 - AREREEFTRETHD - TARESR 300 -

» Timeout: MARBHRKMBRSPLE - FEES 300 7 -

BB Apply "R S FLE -
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17. EnEEHIZR(ACL)

ACL(-IERIR) 28 IB 2 BNRIERRAISIER - B0 B A EEFERAE R B EHSE(ACE) - &8 ACE
& RS AN IRFRBIES A - B— ACL e B2 —{E=i 2 1E ACE - 55L& ACE BB AGERA
BETLR - RABR BB RRVIRHIE - SRADFEIEBRIRE -

171 MACACL

ITEEEZRIE MACACL EE - MACACL ZRE MACACE BE EEFHEM Layer 2 BRI

= °

ICE M BFTEREFIGE MR ACL RA - RBRIERIEMRERIFOAMIER -

ACL » MACACL

¥ Staius

% Network P — |
¥ VLAN

¥ MAC Address Table [__opy |

¥ Spanning Tree

s ERPS ACL Table

% Discovery

« DHCP Showing entries Showing 1 to 1 of 1 entries
- WL LE B | ACL Name | Rule | Port |

% [P Configuration | ] testACL 0

L

Security

Delete

MAC ACE
IPv4 ACL
IPv4 ACE
IPvE ACL
IPvE ACE
ACL Binding
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> ACLName: EI# ACL &75 -

B Apply "EFEHIZEERE -

{1 L

[

ACL Name ZERMAC ACLEZTE

Rule BRACLACERAIZIS

Port B EZACLRYEER

22 “Delete” M ACL 5I/Z -

17.2 MACACE

MAC ACE #ta&EMAMEZEILE - 327E "add” ~ "Edit"M"Delete"IIEEETER - LEE B EH
EHIE - AREESUMIER ACE BRI - 1R ACL BERATEMEE - BIFDARTIE - AREESLMIER ACE 2RI -

ACL + MACACE

€ | & |« | & &« | &« | & | & | €| € «)

Status

Network ACE Table

Port

VLAN ACL Name | festACL

MAC Address Table Showing entries Showing 1to 1 of 1 entries Q I:

Spanning Tree

ERPS | Source MAC | Destination MAC | so21p

Sequence | Action Ethertype | VLAN

Discovery | Address | Mask | Address | Mask | Value | Mask

DHCP ] 1 Permit Any Any Any Any Any Any Any Any

Multicast ; First | | Previous | B8 | I
| add || Edt || Delete |

IP Configuration
Security

MAC ACL

> ACLName: ZEZEEHIZ ACE A9 ACL &5 -

V1.0a
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I i

Sequence #RACERRS

Action ZERNACERVIRTE

Source MAC ZARACERHGEMACHIHERIE =

Destination MAC ZNACERBRIMACHIIERNIE S

Ethertype BRNACER O KBRS AIAELREY

VLAN ID FERACERIVLAN ID

802.1p Value #ERACERY802.1ptE

802.1p Mask FARACERI802.1piEE

Add ACE

I ACLName| testacL

) Deny |
i () Shutdown !

Any :
BN - - - - - = = =========sssssssssssssssssssssissssssssssssssssssssizssssssssssssssssssssssssssssssssssazaasy

1
|
|
| @ Permit '
| —_ i
|
|
|

-_—

Any !
msﬁnaﬁm mc :'r-==========:==:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4|

-_—

Any E

0

-_—

Any |
WILAN |F==::5=========3ssssssssssssssssssssssss s s s s s sassasmsssss s ssssssss s s s s s ssssssss s s 22 =

-_—r

| @ Any 5

[ Apply ][ Close ]

> ACLName: ZEREFHIZ ACE B ACL &7 -
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Sequence : BREERFIRSH ACE(L BESELAR) - EEAR "Add" HEEE -
> Action: FREEEEODIEE ACE LR BRRIRIE -
® Permit: #E3ULEC ACE REAIMNIE -
® Deny: EEUE ACE REAIMWHE -
® Shutdown: EZFEULAC ACE REIWIIE - W FAEWEI EIRERIR - o] DIfE "Port Settings”
BEEEMME LSRR -
> Source MAC: EERRE MAC fIHtRYEEEY -
® Any: FrAZCRMIIO#% -
® User Defined : E#2FERAEERNRFEAUSAICRAIUEE - & A ZULEAIRE MAC i
RS -
> Destination MAC: #ZH# MAC 1ot 4R -
® Any: FTAEMAITHIIO % -
® User Defined : X FEAETERNEMMITIIE BT EE - AZL R E R MAC
fITCH RS -

> Ethertype: BiE/ KA AERDE -
® Any: FTALKPEEAERIIIOFES -
® User Defined : E#IFERAEEENSKPERAE - MAZLEH KA AAE -
» VLANID: %12 VLAN ID 52! -
® Any: FfA VLAN ID H90]#% -
® User Defined : E#EZFERETEHRM VLAN ID - @ AZULEH VLANID -
> 802.1p: #E&E 802.1p EHIEHE -
® Any: Fi& 802.1p EIFOj#% -
® User Defined : 2#ESFERAETEZRM 802.1p &5k 802.1p A% E - #i AZEILACH 802.1p & -

HZE"Apply "# 7 ERIZE - B "Close "5 E -
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17.3 IPv4 ACL

FZAZE IPv4 ACL REE - IPv4 ACL FIRRIEE IPv4 8 - IEBE R EAEMIBSMIER 1Pv4 ACL
MRA - WRABRIERHERE - RIFOAMIBR -

. ACLName |
| 1

MAC Address Table Apply

Spanning Tree
ERPS ACL Table

Discovery
e Showing entries Showing 1 to 1 of 1 entries

Muttcast |

[ test 0

Delete

IP Configuration

MAC ACL
MAC ACE

> ACLName: EI# ACL 575 -

HE"Apply"E FEHTE ERE -

R R

ACL Name #RIPv4 ACLEATH

Rule B RACLIACERRIZ=E

Port BEREAEACLAT E R B IR B3

HE "Delete” #EFHIMIFI)Z -
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17.4 1Pv4 ACE

ICEE R EAEIE - mEEZMIBR ACEARA - 1R ACL ER4

#RA - RE"add" « "Edit"F]"Delete"HEE#ETER -

ACL -+ TPv4 ACE
Status
Metwork ACE Table

Port
— ACL Name

MAC Address Table Showing entries

Spanning Tree
ERPS
Discovery
DHCP

[ ] ‘ Sequence | Action | Protocol

FORMIR - AREEEL MR ACE

Showing 0to 0 of 0 e

Source IP | Destination IP
| Address | Mask | Address | Mask

= | aed || Eat ||

IP Configuration

Security

MAC ACL
MAC ACE
IPv4 ACL

IPvE ACL
IPvE ACE
ACL Binding

> ACLName: EEZEZZHIE ACE B ACL B7E -

ACE Table
ACL Name

Showing entries Showing 0 to 0 of 0 entries

| Source IP | Destination IP

Sequence | Action | Protocol
. ‘ | Address | Mask | Address | Mask

0 results found.

Source Port | Destination Port

TypeofService |  ICMP

| DSCP | IP Precedence | Type | Code

| A || Edt || Desie |

R f 3t

Sequence #RACERRS
Action BRACERVIRTE
Protocol BRACER 7% B

V1.0a @ www.cerio.com.tw &. +(886) 2-8911-6160

’X‘ service@cerio.com.tw



USER MANUAL

BRACERIZREMACAIHEFN R S:
Source IP e Address: #&/RIPv4 IPAz3E
* Mask: BRIES AL
FRACERI B RIMACHI T HE R =:
Destination IP * Address : Z/RIPv4 IPfiilt
* Mask: B/RIES AL

BNACER) B —SRREIRIR B — R AR E IR - 25 E S TCPEUDPH o]
3

Source Port

BNACERNE —HRERIBL — 2SI BREREE - (22 R E S TCPEUDPH O]
A

Destination Port

TCP Flags BNACERTCPIER(E - EEMERTCPR I

Type of Service BRACERTostE - aJLIZDSCPELIPEIAR

ICMP FERACERIICMPERELANURS - 1EE 1 ESKICMPERs o] A

Add ACE

ACL Name | test

|

() Deny i
() Shutdown ;

i | (R,
EESEEEESS e

S

—

| @ Any |

] S A

IP Precedence
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ACL Name : BERERIE ACE B9 ACL 278 -
> Sequence: 1EE ACE F3 - BREEERIESH ACE(l RESEEAR) - EEAR "Add" ¥
A o
> Action: FREEEE O DUEZEILR T SERERE -
® Permit: #3VAc ACE FRAINIIE -
® Deny: EZULf ACE RAINIIE -
® Shutdown: EZERS ACE RRINHE - 115 AW EIRVERHE - O[T "Port Settings”
BEEEMME L EERR -
> Protocol : EREERES 0 DUEZILRCHWIFERE -
® Any(IP): Fi& IP BEHTES -
® Select from list: it FHIEEPEZDI MHEZ— -
(ICMP/IPinlP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: @A#E ID -
> Source IP: EERR IP A1V -
® Any: FRARIRAIUIGO[ER -
® User Defined : E#=FAETEENRIFEAILSRAIUEE - 9 AZITERIRIR IP AIitE
IRE -
> Destination IP: EZEB/ IP AIoitpyEH -
® Any: FTEENMITHTON#S -
® User Defined : EEXFEAETRNBEWAITIE BRAITEE - 8 AZUTECR B IP I
TCHHERIEES -
> Type of Service : EZEZVLEAIARFELAL -
® Any: FTARZEHFIIIOER -
® DSCP to match: @ AZULRHIZ= 73 BRFS IS R5(DSCP) -
® |P Precedence to match : B AZULECH) IP EBIEARA -

V1.0a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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Any
Source Port Single
Fange

Destination Port |  Single |

TCP Flags i}:::::::::::::::::::::::::::::::::::================================:::::::::::::::====================4'

i | Any !
| [ — Fl
ICMP Type | Select

| t Define
Any |
| f Define

l Apply ][ Close ]

> Source Port: BEEZVLRIHERL - EZWHE4 TCP sk UDP FFojF -
® Any: FiANRKREFERIIOE#R -
® Single: @A EIRE(E TCP/UDP 2KIRIE -
® Range: EEULACIHERY TCP/UDP HRIFIREEE - oI IRE ) B [E] AR 5 & (T 2R RE
#IRABERERIR ZBHMA) - TCP A UDP HEE B/ \[EEERHE -
> Destination Port: ZEZVLECHRELRE - EEFE S TCP 5 UDP FFoJA -
® Any: FTEERERERITO#ES -
® Single: @A EIRE(E TCP/UDP HAVIE -
® Range: EEZEULF B/ TCP/UDP BRIREE - oI LIRRE ) \EA BRI & B (TR 2R E
BEIEMBEMERR ZBHA) - TCP A UDP MES B/ \[EEEREHE -
> TCPFlags: EE—ExZERANBREIEN TCPI5ZF - BRENHEZAWESR  ZAKESE -
B TCP HRE RN e oIRm N elirEdl - EMEESRBLEY - EEWES TCP KoM -
® Set: #N%R TCP {512% SET - RIULEL -
® Unset: #N%R TCP #5127 NOT SET - RJULAC -
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USER MANUAL

® Don' tcare: RH TCP 51 -
> ICMP Type: ZB2HEZMNSEIMANSRIETR - EEHESR ICMP KA -
® Any: FTAMBEREIOER -
® Select from list: @B ZHEIZFHSEE -
® Protocol ID to match : #AFRERE LR -
> ICMP Code: #iZ ICMP {5482 - EEHESR ICMP FKalF -
® Any: FTARIEISO#ER -
® User Defined : @ AZULECH ICMP 85 -

BEApply "R MHEE | 5 Close " BIERE -

17.5 [IPv6e ACL

FZEIZE IPv6 ACL =EE - IPv6 ACL B E IPv6 6 - IEREoFFEREMIZMER 1Pve ACL
MRA - WRBRIERHERE - RIFOAMIBR -
ACL -+ IPv6 ACL

¢ Status

¢ Network P
« Por I —
¢ VLAN

¢ MAC Address Table [ﬂ]

¢ Spanning Tree

s ERPS ACL Table

¢ Discovery

« DHCP Showingentries Showing 0 to 0 of 0 entries

+ Muticast
¥ IP Configuration ‘ 0 results found.

s Security

Delete

MAC ACL
MAC ACE
IPvd4 ACL
IPv4 ACE

> ACLName: Bl ACL &75 -

B Apply "EFEHIZEERE -

V1.0a
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USER MANUAL

LR jipu

ACL Name BARIPv6 ACLZ M

Rule BRACLIACERAIZI=

Port BNBERZACLAIE BB SIIZR

HE “Delete” MiFELHISZE -

17.6 IPve ACE

IWEE R ERAEE - AREEsi bR ACE FRAl - 1R ACL ERAIEE - RIFARIE - it MIkR ACE
A - BE"add" - "Edit"F1"Delete"INAE#ETERE -

ACL -+ IPv6 ACE
Status

Network ACE Table
Port

VLAN ACL Name

MAC Address Table Showing entries Showing 0to D of 0

L]

L

L

L

L

¥ Spanning Tree

v ERPS |  SourcelP | Destination IP
2 | Address | Prefix | Address | Prefix
L
L
L
L

[ ‘ Sequence | Action | Protocol

Discovery
DHCP

Multicast

IP Configuration
Security

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE
IPv6 ACL

> ACLName: ZEZEZEFHIZ ACE W ACL &7 -
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ACE Tahle
ACL Name
Showing entries

Showing 0 to 0 of 0 entries

Ql___

SourceIP | Destination IP |  Typeofsenviee | KcMP

‘ Sequence | Action | Protocol

| Address | Prefix | Address | Prefix

Source Port | Destination Port | TCP Flags
| Dsce | 1P precedence | Type | Code

0 resulis found.

First | | Previous

R f 3t
Sequence #RACERRS
Action BRACERVIRTE
Protocol B RACEMRZEE
B RACERIZREMACHAI RN IR S
Source IP * Address: Z/RIPv6 [Pt

e Mask : ZERIES AL

Destination IP

ZARACERI BEHIMACHLITHEFE S -
e Address: Z&/RIPv6 IPA7iE
e Mask: ZERIESAIE

Source Port

BNACER B —RREIRIR S — 2SR E IR - EE HE S TCPELUDPHR o]
A

Destination Port

BNACERE—BHRERIRE — 2RI BRVERIE - EEHERTCPELUDPR T
A

TCP Flags BARACE WTCPHE1RME - BEWHESRTCPIS O A
Type of Service BRACEMITosfE - ol LZDSCPELIPE T4
ICMP BERACERIICMPEELAIHES - EEHERICMPR T H

V1.0a
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USER MANUAL

Add ACE

ol sttt22

: Permit :
f () Deny i
Shutdown ;

| O Select §
\ () Define

| M Any Z

' @ Any

DsCP i

! () IP Precedence

> ACL Name: ZEREFTIE ACE Y ACL &7 -
> Sequence: 1EE ACE WF3 - BEEERIIRSH ACE(l BEsEER) - EEAR "Add" ¥
AEAE -
> Action: £REEEE O DUEZEILR T SIEBRVRIE -
® Permit: #EZEUA ACE REIWIE -
® Deny: EZEULFE ACE RAIKHEI -
® Shutdown: EERKS ACE RRIFH €1 1 F HEEWET GIRVERHR - o] IRE "Port Settings”
BESERAE LIRS ER -
> Protocol : £HEEEEDUEEILRNIHELEE -
® Any(IP): FiB IP HEHOES -
® Select from list: it FHIEEPEZDI MHEZ— -
(ICMP/IPinlP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: @A#E ID -
> Source IP: EEZAR IP LAY EEE -
® Any: FiANRMII9 O -
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® User Defined : =2 FEHAETERNRIFAIUSIRAIHEE - @5 AZUTRRIRIR IP AIitE
MIEE -
> Destination IP: ZEZE/ IP Aol EEEY -
® Any: FiEBMMITHT 0% -
® User Defined : E#=2EREERN BTSN BRONIITIEEEE - A ZVLECR B/ IP i
TCIHEFIEE -
> Type of Service : BEEZVLFAIARFFIRE -
® Any: FTARHEIII OIS -
® DSCP to match: @ AZULACHZE D RIS LIERL(DSCP) -
® |P Precedence to match : @ AZULECH IP BIARAl -

Destination Port |

TCP Flags |-

ICMP Type . Select

Define

ICMP Code

[ Apply H Close l

> Source Port: EZFVLRHHERE - EZWER TCP = UDP oA -
® Any: FRANRRERIEIIOIER -
® Single: BAULECHEIEE TCP/UDP JRILE -
® Range: ZEEVLRIEIR TCP/UDP HIRIREE - o] E) (B A ERVE IR 6 B (T AR E
EIRMBERERE ZBHA) - TCP A UDP ES B/ \BEERIESE -

V1.0a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

> Destination Port : EZVLRNHERE - EEWHES TCP 5 UDP ol -
® Any: FIEENNEERIIOES -
® Single: @ AVLECZIEIRVEE(E TCP/UDP HRYIE -
® Range: EEZEULF B/ TCP/UDP BRIIREE - o] LIREE ) EA B R R IR &5 B (TR 2R E
#IRABERERIR ZBHMA) - TCP A1 UDP HER B/ \EEERHE -
> TCPFlags: BEZE—ExZERNBREIEN TCPER - BRENIBZAIWEE  ZAKESE -
B TCP HERE RN oG BH eiEd - EMEESRBLEY - EEWES TCP KoM -
® Set: MR TCP 51%27% SET - RUULEL -
® Unset: #N%R TCP #5127 NOT SET - RJULAC -
® Don' tcare: RHE TCP 51 -
> ICMP Type: ZBHEZMNS B ANSRIET - EEHESR ICMP KA -
® Any: FrAMBEREIGOES -
® Select from list: FBZEEZFALLEL -
® Protocol ID to match : & AN S EHELLRE -
> ICMP Code: #iZ ICMP {558 E! - EEHESR ICMP RalH -
® Any: FTANEEISO#ER -
® User Defined : & AZUTACHY ICMP X85 -

B8 Apply " NHIEE | B "Close"BIEHE -

17.7 ACL #%E (ACL Binding)

ICEERFFEAER ACL RAFERTEHETEEUSSE - 1Pvd ACL # Ipve ACL ABERIFF4EE
FE—EEEE EHESESOLIE ACL IERPEZERE - ACL #iERTEE - 2 ACE &
AR EAREIZZNTENEE - 2 ACL T ACE AR ERILATRRRA - MRIEFEE
FALEREE -

V1.0a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

ACL -+ ACL Binding

¥ Status
¥ Network ACL Binding Table
¥ Port
¥ VLAN
¥ MAC Address Table W | Entry | Port | MACACL | IPv4ACL | IPv6 ACL |
Spanning Tree ] 1 GE1 testACL
¥ ERPS -
O 2 GE2  testACL
Discovery
) 3 GE3
% DHCP _
- O 4 GE4
¥ Multicast
|IP Configuration E] > G
P — 0O 6 GEB
) 7 GET
MAC ACL U 8 GE8
MAC ACE (] 9 GE9
IPv4 ACL O 10 GE10
IPvB ACL O 12 GE12
IPvB ACE —
(] 13 GE13
e kv b pan
Port FRNERIBBEID
MAC ACL BT HHAEHNMAC ACLETE - ZRILAERBGE
IPv4 ACL ZANTTESERIPVEA ACLETE - RSB RIAE
IPv6 ACL RN EMERNIPv6 ACLETE - ZRRNEBHRAME
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Add ACL Binding

MAC ACL

[ Apply H Cloze ]

Port: BE/RPTERIEEIRARIE -

MAC ACL : #IEZI/TER MACACL - ft5IzRPEZEZHEN MACACL & -
IPv4 ACL: #IZEZI/TER IPv4 ACL - #E5ZRDPEZZHERN IPv4 ACL B -
IPv6 ACL: #ZEZNER IPv6 ACL - 3R PEIZEZHER IPvo ACL &1 -

YV V VYV V

HE"Apply " # 7 AHIZE - B "Close "5 E -

18. QoS

RFFmE (QoS) MBEEAREEMRLE - LIRRAERERBAFEREETELHSF  LHBTERERFEM

g °

18.1 [E1*(Property)
QoS ThAEFIMELAIRAAE - M QoS BMEMETERMSE

V1.0a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

QoS -+ General + Property

Status
Network
Port
VLAN | :
MAC Address Table IRRSERIeEEs.
Spanning Tree |

ERPS

Discovery [&l
DHCP

Multicast Port Setting Table
IP Configuration
Security

PR
1

.

e e F

iini

Enable

o
@

i
-
1

'

COS

DSCP
CoS-DSCP

IP Precedence

()
LSRN

€ | € € € | & | &€ € € €€ €| &€ «

‘ Remarking
| CoS | DSCP | IPPrecedence

Port | CoS Trust

e ) 1 GET 0 Enabled Disabled Disabled Disabled
Queue Scheduling O 2 GE2 0 Enabled Disabled Disabled Disabled
CoS Mapping [] 3 GE3 0 Enabled Disabled Disabled Disabled
DSCP Mapping O 4 GE4 0 Enabled Disabled Disabled Disabled
FEEEIETEE LB O 5 GE5 0 Enabled Disabled Disabled  Disabled
\?' Rate lelt M 53 ~=ER n Enahlad Micahlad Micahlad Micakhlad

> State: FFAZEEESRANEUERA Qos II&E -
> Trust Mode : EREEIEE 0] I#EEE CoS / DSCP / CoS-DSCP / IP Precedence &3 -
® CoS: MEERE VLAN Z ) CoS WA BEZEREIRNTER Cos BHUHIRBAXNELRE
VLAN 1Z20) g1 21731 - CoS BNTIIH BRI O TE B IR B EE PR E -
® DSCP: FiB IP mE#NRIE IP REEDHY DSCP HAIBLGF)(TS - DSCP BT 5 B RIS T]
A7t DSCP HMiEE LR E - MR REAZ IPARE - AIREBREATETS -
CoS-DSCP : EIZHIE IP REMERAEE CoS R - ¥ IP FREMEAEE DSCP 825 -
IP Precedence : 2R IP BILARBIME ZITS - IP EBEARRIZNTIIAE BRE FERR 5 O] 1Y
£ IP BSARPIME EE FRRE -

B Apply "EFEHIZEERE -
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I i
Port IR
CoS P IRy TR CoSIB ST AR BIE
ERIBR T EEI
Trust * Enabled: RERIZREHREPRICIEERET

» Disabled : MERRZIRBRENREER
EFIRCOSEM IR EIEMER:
Remarking (CoS) * Enabled: CoSEMELEZHA
* Disabled : CoSE#H R EFHA
ERIREDSCPEMZLEIEMES ¢
Remarking (DSCP) * Enabled : DSCPE#HELEEH
* Disabled : DSCPEHTERE EFH

Edit Port Setting

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
........................................................................................................................

________________________________________________________________________________________________________________________
------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
------------------------------------------------------------------------------------------------------------------------

........................................................................................................................

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________

Apply H Close ]

> Port: BURPTEERIBR -
> CoS: REFMEERIBNIRE CoS/802.1p BIEARIE  RERBBEAFTE(LAE VLAN 1Z:0)DEC

REe CoS E - £EZ 0 B 7 -

> Trust: EPEEELRA/FREFENCOEIRAE -
» Remarking:

o (CoS: BEPEREMRMA/ FREEE CoS EMZE  MERE VLAN 252989 VPT 11k
RIBEEERETERR CoS BMINREALHE ERA VLAN 1F:) 592175 - VPT 2F3IHNE
BRERES O] LIFE “CoS to Queue” BEEH LERE °
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® DSCP: :REEEELIRIA/I= &8 DSCP EMIZRK - 1A IP REFIRE IP RETH
DSCP A 5421751 - DSCP EMTIIM BRI T UAE "DSCP to Queue” HE ERE -
MERREAZE IP RE - RIBFEBRHFEFETI -

® |P Precedence : EPEEEDIRA/IFAERE P BEMKAEMIZL - MERE IP BEK
RIBRSZTH - IP BRI BUTIN BRSO UFE “IP Precedence to Queue” BEH E&

=

/:E o

HZE"Apply "#EFEHIZE - B "Close" i E

18.2 {T5IFAE (Queue Scheduling)

R|BFEENEE 8 EITS - 75 8 RERSBBITABITI - 175 1 2REETHBTI - SRET
VIREREL AN EAEME | BREEITHRA (SP) MMNtEH:E (WRR) -
o BIBELRA (SP—ELEHREESELANTINEORE - RERETINAEEERS

MIBHRRTWEE  BERFERRSNTIRHE Y RSBILAANRE -
o NN (WRR)—E WRR T - {&1751385% E’Jﬂ@%liéiﬁﬂE’J’f&%ﬁkfttb(ffﬁiim + 2
ZRORAERZ) -

AR LIE Queue BH LEEZ - ETIR A BERABEITARF BRI ERETIRRISIRS -
€ queue 8 (&S EILHRA)FEE - BETIIRFEER T —EHBIBIERTIH -
SITHENSMNERIR - THRRFERHECERRT - REBRBS—ETS) - ol DIk — L7
BIERVTH D ECAE WRR - BERF—LEARRSHTIIREREEBILRR - ®EREER T - SP T3
RUREREE WRR TAIRNREZAIZEE - SP (TABZERE - G ZE WRR TS PRYRE - (B8 WRR
THIRECAIER D BURREEE)

ml>
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QoS -+ General + Queue Scheduling

¥ Status
¥ Network Queue Scheduling Table
¥ Port
% VLAN ‘ Method
Queue
v MAC Address Table | Strict Priority | WRR | Weight | WRR Bandwidth (%)
¥ Spanning Tree 1 O @ 1 16.67%
v ERPS 2 0O ® 2 33.33%
¥ Discovery 3 O ® 3 50%
¥ DHCP 4 @
¥ Multicast 5 @
% IP Configuration 5 @
¥ Security 7T @
¥ 8 @
% General &l
Property
Rz Fi 3t
Queue ZHREMNTIIID
Strict Priority RETI R BRBETHRAEE
WRR RETI B IMNETRFG LT
Weight MERATHFERZWRR - BIRETIRTIIESE

WRR Bandwidth WRRITAIEE B L

B8 Apply BB LT -

18.3 Cos #£54(CoS Mapping)

"CoS to Queue” F=AR#E VLAN ZRaothi 802.1p BAERAREBEAT BN EH TS - HIRNEAR
untagged 1 €1-802.1p B AIZE 7 Eo4s A IRAVTERR CoS/802.1p BT A1 "Queues to CoS”
FZRBETIPHEREEE CoS/802.1p BIARA -
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QoS + General + CoS Mapping
Status

Metwork Co5 to Queue Mapping
Port

VLAN
MAC Address Table 0 |2
Spanning Tree
ERPS
Discovery
DHCP

Multicast

IP Configuration
Security
ACL

R B = T & TR =SS T | [ -y
SOl = || || ||| ] | =
€| 4] €] €[] €€ <£

I Apply

# General
Property
Queue Scheduling

{]ueue‘ CoS |
OSCP Mapping

1

Queue to CoS Mapping

IP Precedence Mapping
= Rate Limit

¥ Diagnostics

¥ Management

=T IR RS ) TR S P R O
=i (o] e || pa] =
€[ €| €] €] €| €[[<€

Apply

CoS to Queue Mapping
> CoS:CoSf&E -
> Queue: #E#E Cos BEMTIID -

HE"Apply "# I E ERE -
Queue to CoS Mapping
> Queue: 73D -

> Cos: #E#ET5 D8 Cos & -

B Apply "EFEHIZE B E -
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CoS(0to7) Queue(l to 8)
7 mEKNE 8 e BITAA

L=
B

e

HEerTIE

BASEFE A LSV &5% SIP
1245

sa = Cisco IP BRETERRE
5 3@ 1Edl LSV &8 RTP
AR 1

N (oo b jw (N
0 (N ||~ jWwW RN

18.4 DSCP & (DSCP Mapping)

“DSCP to Queue’ FHIREBA IP £E4 DSCP EREHEOITS] - HEMIEE VLAN B4R
@20 (VPT) (RIS R4 -

DSCP EREER 0 £ 63 - MARERELHRANLES 1 £ 8 - sEHLENRVE] DSCP EERZ RS
FHBRIAERERBITRAIE - HPEE CSEREESR) - AFRERE )M EF(II=#83%) - #lan - DSCP
SRER 1 e S ETT -

£/ "Queues to CoS" BEAEETHIFRLORERA DSCP & -
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Arpiify your Wire

QoS + General + DSCP Mapping
Status

¥ Metwork DSCP to Queue Mapping
Port
VLAN

DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |

MAC Address Table 0[CS0] 16[CS2] 32[Cs4] 43 [Cs6]
Spanning Tree 1 17 33 49
ERPS 2 18 [AF21] 34 [AF41] 50
Discovery 3 19 35 51
DHCP 4 20 [AF22] 36 [AF42] 52
Multicast 5 21 37 53
IP Configuration 6 22 [AF23] 38 [AF43] 54
Securiy ; 2 39 s5
ACL 8[Cs1] 24[CS3] 40 [CS5] 56 [CST]
: 25 s 57
@ General 10 [AF11] 26 [AF3] 42 53
Property v -
Queue Scheduling i 27 4 >
CoS Mapping 12 [AF12] 28 [AF32] 44 60
1 29 s 61
IP Precedence Mapping 14 [AF13] 30 [AF33] 46 [EF] 62
w Rate Limit 15 [2v] 31 [4~] 47 [6%] 63 [6+]
DSCP to Queue Mapping
DSCP to Queue Mapping
DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
0 [CS0] 16 [CS2] 32[Cs4] 48 [CS6]
1 1 5 ®
2 18 [AF21] 34 [AF41] 50
3 19 35 51
4 20 [AF22] 36 [AF42] 52
: 21 57 53
: 2(AF23) 38 [AF43) 54
7 2 39 5
8 [CS1] 24[CS3] 40 [CS5] 56 [CS7]
: 25 a 57
10 [AF11] 26 [AF31] 42 58
1 27 e 5
12 [AF12] 28 [AF32] 44 60
13 29 s 61
14 [AF13] 30 [AF33] 46 [EF] 62
15 3 47 63

Apply

> DSCP:DSCP1& -
> Queue: #i1Z DSCP E/THI ID -
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B Apply "E FEHIZE B E -

Queue to DSCP Mapping

Queue to DSCP Mapping

Queue |  DSCP

1 [o[cso] w
g[C3] v
16[C52] w
24[CS3] v
32[CS4] v
40[CS5] v
43 [CSA] v
56 [CST] v

Apply |

> Queue: 73D -
> DSCP: #E#Z{75 ID By DSCP B -

[T R = T % | R S 5 N 8 |

B Apply "EFEHIZEBRE -

18.5 IP E5cRBIZI{T5IE(IP Precedence to Queue

Mapping)
IWEERFERERTE P BAARZNTIIRS LIRITSIE IP EBIERRIRE IP EERBZEER ToS
fI7cARIA 3 IKRZECH B 8 BAEILARA fRitsm 0-7 Hp 0 AREEBITARA 7 RESETLARA -
5% IP B4R BIF] ToS £ M ToS It AEIMN T ARZ L S SR ESARR - AIEEMTUEERE
—IEEES - HGARE -
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QoS + General + IP Precedence Mapping
Status

¥ Network IP Precedence to Queue Mapping
Port
VLAN
MAC Address Table 0 |1

% Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

co||=| || ||| &=||w||r
ClC] €| €| [€]€C]|€||<€

=l o o s W R =

Arpiify your Wire

[lprecedonce [aueue |

ACL
[ Apply |

# General
Property
Queue Scheduling
CoS Mapping
DSCP Mapping

Queue to IP Precedence Mapping

1

s Rate Limit

% Diagnostics

¥ Management

0o = N A= R
= |m| | ;|| wr =] e
Cl ]| €| €|[€] | €][€]]|<€

IP Precedence to Queue mapping
> IP Precedence: IP B4R AIE -
> Queue: P BEARRIRGFHIITIIE -

BB Apply "B EERLE -
Queue to IP Precedence mapping
> Queue: FAIME -

> |IP Precedence : {TAIEIHY IP BSLARBIE -

B Apply "E FEHIZE B E -

[uese P pmessence ]
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18.6 EZHPRHI(Rate Limit)

ICEE AR EREREA IRERIRGIF L HRER RS - ADZERRRHZEVIREA DT EZEIWA
T8l - BBURFINZHRIBRFRESE -

18.6.1 AO/HOF(Ingress / Egress Port)

SRR IRHITHEE D] AR E R E 7 E LRV E A /8 R & IR -
EREEEE R EEFBAL/LOERRS - £HAZEXS 16 £ 10000000Kbps -

QoS + Rate Limit + Ingress / Egress Port
Status

Network Ingress / Egress Port Table
Port
VLAN
MAC Address Table
- - Entry | Port | Ingress | Egress
SE’:;"S"'"Q Tree | State | Rate(Kbps) | State | Rate (Kbps)
] 1 GE1 Enabled 800000 Enabled 700000
Discovery
2 GE2 Enabled 800000 Enabled 700000
DHCP
. [] 3 GE3 Disabled Disabled
Mufficast ] 4 GE4 Disabled Disabled
IP Configuration U 1sable Isable
] 5 GE5 Disabled Disabled
[] T GE7 Disabled Disabled
@ General O & GES8 Disablad Disabled
# Rate Limit ] 9 GES Disablad Disabled
O 10 GE10 Disabled Disabled
SIS LR [0 11 GEM Disabled Disabled
i Ei::pan
Port BEIRETE
EEIR ALRERHIARER
Trust e Enabled: ERAOZRERHITNEE

e Disabled: =R AORXKIEFHITNEE
Ingress (Rate) FNEEIBAORXKRGIE

ERIR I IR RIRFIAREE
* Enabled : BRI L IERRRHARAE

Trust
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* Disabled : %Rt &= RHRARE

Egress (Rate) gniEEB Y ORERHE

Edit Ingress [ Egress Port

i Punii GE‘1 GE2 GEALGEE :
| i Enable

|10240[J |

i Enable

|102400 |

[ Apply H Close ]

Port: HEZBIIREFWEEE -

> Ingress: EREEEDRA/FRAOERRRE - OREHE 7 AOZRRRE - RIFEEERERS
B - ZEHIEEES "16-10000000 Kbps”

> Egress: BEPEEELRA/FRALOEXRG - MRMA 7 EOEKRE - AIFREEEREKRE
B - ZEHISEES "16-10000000 Kbps”

HE"Apply "# 7 EFIZEE - B "Close" il E

18.6.2 HEHOfT5l(Egress Queue)

i CT3ITHEE Tl LUEHR QoS sE B IvAR AT - i O ERIRFI 2B BREH L RSRERW - E£H
ZEEEILIBAIRS] Qos REALTS - EAZEZES 16 £ 1000000 Kbps - s5#4E "Edit"#REE
RRE L TS E IR R ES -
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Arpiify your Wire

QoS + Rate Limit + Egress Queue

Status
Egress Queue Table
Port
VLAN
MAC Address Table Entry | Port | Queue 1 | Queue 2 | Queue 3 | Queue 4
Spanning Tree n 0l
EDR‘::S " | state | CIR(kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)
. ] 1 GE1 Enabled 512000 Enabled 512000 Disabled Disabled
Discovery —
DHCP (] 2 GE2 Disabled Disabled Disabled Dizabled
B ] 3 GE3 Enabled 512000 Enabled 512000 Disabled Dizabled
Multicast =
. " ] 4 GE4 Enabled 512000 Enabled 512000 Disabled Disabled
IP Configuration —
Security ] 5 GE5 Disabled Disabled Disabled Disabled
& ACL (] 6 GE6  Disabled Disabled Disabled Dizabled
[] T GET Disabled Disabled Disabled Dizabled
= General O 8 GES Disabled Disabled Disabled Dizsahled
& Rate Limit ] 9 GE9 Disabled Disabled Disabled Disabled
Ingress / Egress Fort O 10 GE10 Disabled Disabled Disabled Dizabled
[ 11 GE11 Disabled Disabled Disabled Disabled

Egress Queue Table

‘ Queue 1 | Queue 2 | Queue 3 | Queue 4 ‘ Queue 5 | Queue 6 ‘ Queue 7 ‘ Queue 8

| state |CIR(kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)
GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled

] 1

O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Dizabled Disabled Disabled
[ 3 GE3 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
] 4 GE4 Disabled Disabled Disabled Disabled Disabled Dizabled Disabled Disabled
[ 5 GEb Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
O § GE6 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
[ 7 GE7 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
] 3 GE8 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled
1 9 GE9 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

{1 i

Port ERIBARTTH
I8 W LT A 1 2R 2R PR R ARG
* Enabled : RUF L O35 PR
* Disabled : {Z /4 01753 KR

Queue 1 (State)

Queue 1 (CIR) A1 OREEREFANR

B8 W 7 51 2R 2= PRl KRG
* Enabled : RUA L O353R PR
* Disabled : {Z /% 0733 KRH|

Queue 2 (State)

Queue 2 (CIR) T30 O EREFANR

B8 W 7 513 2R 2= PR AR AR
* Enabled : RUA L O353R PR
* Disabled : {Z/ % 073 KRH|

Queue 3 (State)
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Queue 3 (CIR) 7513 O EC R AR

8 W T A4 R 2= PR KRG
* Enabled : RUA L O353R PR
* Disabled : {Z /4 0753 KRH|

Queue 4 (State)

Queue 4 (CIR) TRI4E OREEREFANR

B8 W 7 515 2R 2= PRl KRG
* Enabled : RUA L O35 PR
* Disabled : {Z /% 0753 KRH|

Queue 5 (State)

Queue 5 (CIR) T35 O EREFANR

I8 W T A6 2R =R PR R AR
* Enabled : BUA L T353R KR
* Disabled : %/t O1751)3& R

Queue 6 (State)

Queue 6 (CIR) o6t O AR AR

I8 W 717 3 2R PR KRG
* Enabled : BUA L T3 KR
* Disabled : %/t O175)3& &R

Queue 7 (State)

Queue 7 (CIR) 757 & OB R AR

I8 W {7 518 2R =R PR iR A&
* Enabled : RUA L T3 KR
* Disabled : %/t O1751)53& &R

Queue 8 (State)

Queue 8 (CIR) 758t O AR R
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Edit Egress Queue

Queue 1/

Queue 2

Queue 3

Gueue 4 i
Queue 5
Queue 6
GQueue 7 i

Queue 8 |

[ Apply ][ Close ]

EPEEEMRA/ FREOBTRRITS 175 8 F4k - E&RHELER "16-1000000 Kbps”

> Port: BE—(EmZEEERETRE °
> Queuel: BEREEELRMA/ FREOMTH 1 ERRRE -

® Enable: WIREAL OZEKRE - AIFEDECERKRGE -
> Queue 2: EREEELRA/FREOMTS 2 EXRRH -

® Enable: MIREALOERKIRSE - BIF D ECERIRFIE -
> Queue 3: EREEELRMA/FRALEOMTS 3 EEKRH -

® Enable: WIREIAL OEKIRS] - AIFDECERIREE -
» Queue4: EREEEDRMAE/ FREOMT 4 FRRRE -

® Enable: MIREAL OEKRS - AIFENECERREE -
> Queue5: EREEELRMA/FRALOMTS 5 ERRH -

® Enable: MIREALOERRIRE - RIFHECERIRFE -
> Queue 6: EREEELRA/FERALEOMTS 6 EXRRH -

® Enable: MIREALOZERKRE - AIFENDECERKREE -
> Queue7: EREEELRMA/FREOMTH 7 ERRRH -

® Enable: MIREALOERKRE - AIFENECERRREE -
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> Queue 8: EREEELRA/ FREOMTS 8 FERRH -
® Enable: MIREAL OZEKRE - AIFEDECERKRGE -

BB Apply "FE ST . 5" Close"BERE

19. Diagnostics
19.1 Hsi&(Logging)

19.1.1 FEtE(Property)

IETNBESZ I& 1% H At R B3 Console / RAM / Flash &2 32X 2= et fAfkes - EAZEEEERDY
VIR sk = R TRE - (ERRZEN B E AR ER IR R 2 M INRE S IR E 2N B FAE S -
Diagnostics + Logging + Property

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

IP Configuration
Security

| |*® | ® « &« &« |« &« | &« &« €« &« &« |« «

Diagnostics
& Logging

Remote Server
Mirroring
Ping
Traceroute
Copper Test
Fiber Module
2 UDLD
& Management

> State: RIEBHFR%EE - oUBBRXESEEERINHFAE - IREFEHAHFRE - BIAE0
S 5o EEEAEE -
® Enable: RIA/ERAEZEHR -
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» Aggregation:

® Enable: RIF/ERBERE -
e Aging: IEBERRIENEE 15~3600 7 - kA 300 7 -

» Console Logging:

® State: RIFA/FRIEHIEHFEMR -

® Minimum Severity : X HIE HFENREERERR - B1FF Emergency(E=), Alert(Z),
Critical(&&Z), Error(#532), Warning(Z%), Notice(##]), Information(&:f), Debug(fzt)
LEHRERE -

> RAM Loggong:

® State: RUAH//FH RAM HFHARH -

® Minimum Severity : 2% RAM Bt RBEEEAR A - 8145 Emergency(E=), Alert(ZE#),
Critical(B ), Error(&57), Warning(Z), Notice(3@40), Information(&:Hl), Debug ()
SEM4R0EE -

» Flash Loggong :

® State: RIA/FRPIFHFMR -

® Minimum Severity : X FHRNEEERERA - E15F Emergency(E=), Alert(E ),
Critical(&& ), Error(#552), Warning(Z%), Notice(3#]), Information(&E&fl), Debug(f&)
SEHREE -

BB Apply "B TLE -
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19.1.2 #ZEiwfalkz3(Remote Server)

A "Remote Log Servers” BEOER ZEZEHFMNERERR SYSLOG EREE(ER SYSLOG
HE) - HREEERE  CULIREEBWNHAENEERR - WERE"add" - "Edit"F1"Delete”
IhEEETER -

Diagnostics + Logging + Remote Server

Status

Network Remote Server Table
Port

VLAN

MAC Address Table
Spanning Tree
ERFS

Discovery

DHCP | Add || Eat || Deete |
Multicast

Minimum
Severity
[] 1 192168299 514 Local 7 Alert

Eniry ‘ Server Address | Server Port | Facility

IP Configuration
Security

ACL

QoS
Diagnostics

%« & € &€ &€ & € &€ &« &€ € € 8| ®

& Logging
Property

I it

Server Address =% HE5 el R 28 BV IPATHE

Server Ports 2im SRR EEIB AR

FaCII|ty i HFNE E’Jnﬂﬁ‘IE g UL FEZ— : local 0 ~ local 7

HEEERA
* Emergency(2%): 2#EEEH
Minimum Severity o Alert(Z#): F2HHTH
e Critical(RE) : 2FENRREARE
* Error($838) : RAEMNEHRIRAS
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Warning(¥%): 8N ARES

Notice(GEH) : RAEITIER - BHIBRRAIBA
Informational(E:#) : EREEM
Debug(GR&) : RESHMFAFE

Add Remote Server

| (O Hostname
IPv4 !
IPv6 :

f Local ? ~ i
Narnmg 4 ;

Minimum ;| i
f

 Faaiiy

[ Apply H Close l

Address Type : FHEEEELUEZET AT IPv4/6 BRI HAE R
Server Address : i AfalfkzzA9 IP Ut

Server Port : @ A X HTENERRER -

Facility : EEOERERFEZZLZFAHGNTIE - —SEARRBRESE—ELER
Minimum Severity : EZREMREZERAHFTARNREEERA -
Emergency : 2HEAFEA -

Alert: FZE1BMRENITED -

Critical : 2FENREEAEE -

Error: ZFENEERINAE

Warning : BHA2HLES

Notice : RFEITIERE - (BHIRRZFBH -

Informational : FRBEE -

Debug : MEHMFAFE -

YV V V VYV V

B Apply " FIEHIZE - 3 "Close"FFRE -
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19.2 §&{&(Mirroring)

REINEEDLURE Rx(BA)/Ix(EL)RE - SREH SR BERRIET O -

Diagnostics + Mirroring
Status
Network Mirroring Table
Port
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast =
IP Configuration Edit
Security
ACL | e
QoS
Diagnostics
@ Logging
Property
Remote Server

| Session ID | State Monitor Port | Ingress Port | Egress Port |
1 Disabled

2 Enabled GE3(Normal*) GE4 GEG
3 Disabled
4  Disabled

L
L
L
L
L
L
L
L
L
L
L
L
L
L

______________________________________________________________________

i it
Session ID EIFRBEEEID

RIZRGEENRE | BERBEGRANER
State * Enabled: FYFHEZIRIRE

» Disabled : ZRiE &
RIFRGEENEITERE  TEEETERRES DI EWER S

Monitor Port

=)
Ingress port HIZRGEENTEA (X)RIRIE
Egress ports EIFRGE N L () RIRIE

HE Edit” IR E -
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Edit Mirroring

SessionID | 2

State| [ Enable

i
B NN . - = =============c==ss=sssss=ss=ssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzssszssszsd
Send or Receive Normal Packet

Available Port Selected Port

| [GET GE3
| |GE2
| |GE4
Ilu]m@seiPorlE GES E]
| |GEs
| |GET
GE2
GEQ -

Available Port Selected Port

| [GET GE3
| |GE2 GE4

| |GE5
Eun:ssPorlE GES
| |GET
" |GES
| |GES
| |cE10 -

apply || Close

> Session ID: BERPIENFEZEFID -
» State:
® Enable: R{A/EAREEINGE -
> Mirroring Port: REERESEE—(ERGERRBNER) -
> Ingress Port: FAEEREE DEERFGNWT A ERR -
> EgressPort: FREEEE 0B ERHFENETLIERZE -

HZE"Apply "HEFERIZE - B "Close" i E -

19.3 Ping

Ping IRl EIn TSR I IR - WIS ERET BERENTENERERE -

Ping MNEFRER D BEER BE—ERREEEHMEHBE(ICMP)HEEFKIE - WHR ICMP
[OfE - Bi5HES pong - BRAIERREELCHEMHEEX  ERESESOLUER ping TEERE
EENREEERNEEMBERIREE - % ping IIEEX1E IPv4 0 IPv6 #HE -
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Diagnostics + Ping

Status

MNetwork
Port =
VLAN i ) IPVG

MAC Address Table -
Spanning Tree .
ERPS Count | J4 | 5
Discovery

DHCP Ping

Multicast

IP Configuration Ping Result
Security

ACL

QoS Pncltet Status

i () Hostname

Server Address | |192 168.101.254 |

15| |c|e|x|e|¢|x|s]|c|e|x|«]|«

Diagnostics

& Logging
Property
Remote Server

Mirroring

Traceroute
Copper Test
Fiber Module

= UDLD
¥ Management

> Address Type : #BAHRAIEES "Hostname” - "IPv6” Z “IPv4”
> Server Address : 15E&1H H i R2200 F 4 =18/ 1Pv4/IPve izl -
> Count: EE&E ping W ICMP EXKE £ -

HZ “Ping” &L ping HI#ER -

i f 3t
BARping A INELping kAL
» Status: B/RpingRI%ESR “ Success” B “Ping failed (timeout)”
Packet Status * Transmit Packet : ping & ZH B =

* Receive Packet: pingZW I BEE

* Packet Lost : pingiaf2thig R BB D EH(E EIXR)
B Rping RIS

* Min: HEEREINFRERE

* Max: HERENEREEE

e Average: HEREIRFITRE

Round Trip Time
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Lmnpdify your

194 Traceroute

Traceroute 2B IP FERAFBEEHKIIR O - AEIRTVLBRIEAZIA IP AL -
Traceroute BEE BN MR E B IREK ZBRE— LIRS —BROERERE -

Diagnostics + Traceroute
Status

Network

Port

VLAN

MAC Address Table

Spanning Tree

ERPS

Discovery

DHCP

Multicast

IP Configuration Traceroute Result

Security

& € € & & &« *® ® &« & ® € = #*

ACL traceroute to 165.159.200.1 (165.139.200.1), 30 hops max, 35 byle packets
1 192.165.101.254 (192.168.101.254) 0.000 ms 0.000 ms 0. UEID ms
Qo3 2 60.248.167.254 (60248 167.254) 0.000 ms 10.000 ms 10.000 ms
Diagnostics 3 168.95.81.206 (165.95.61.206) 10.000 ms 0.000 ms 0.000 ms
4 22012826 (220.125.2.8) 0.000 ms 10.000 mz 0.000 ms
# Logging g %%
Property ==
Remate Server g**
IMirroring g9 ==
P. 10 * %
ing 1
12
Copper Test
Fiber Module P
& UDLD 2|

¥ Management

> Address Type : R ERIIEES "Hostname” B “IPv4” -

>  Server Address : 5 &1HH i EIR2a00 F =2/ IPv4 il -

> Timeto Live: & A Traceroute FoFRTRIERAIRRREL - MM LE3OXRIRIAERE A SEIRTEIR - 23
Bt s Z2ZER - Traceroute I5SHELE - HEEFEHTERIERO) - 55&EE "Use Default” -

HZ"Apply "EI0]# T Traceroute #3:
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19.5 EA#EHIE (Copper Test)

EHEESEEIUEAZNEREEHEGRES LR  NRIEERIER -
Diagnostics + Copper Test
: :iﬂ&tﬁ"g Copper Test

¥ MAC Address Table
% Spanning Tree Copper Test Result

s ERP3

# Discovel
*

Port| GE28
% Multicast

Result | Open Cable

% IP Configuration
¥ Security

¢ ACL

s QoS

= Diagnostics

= Logging
Mirroring
Fing
Traceroute

I i

Port e AR E RS T E

& “Copper Test” #r#1HE#R -

Cable Status

R i

Port RN E
SRR RS - BIFE:
o OK: [FHeImIEGRY
* Short Cable : BB+
Result . . s ey s
* Open Cable: FAM#EL - HEER
* Impedance Mismatch : &Il A ESZEELEA
* Line Drive : #RI5EE)

Length IR R EIR R EE LN ERVEERE
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19.6 igtEZH(Fiber Module)

BEROL B A - AR EEEER S ERERN RS (SFP) BEETEN - 155 FZER
S ETESIRER SFF-8472 B0 SFP SIALMAUSSLEEH -

Diagnostics + Fiber Module

Fiber Module Table

% MAC Address Table

| Port | Temperature (C) | Voltage (V) | Current {mA) | OQutput Power (mW) | Input Power (mW) | OE Present | Loss of Signal |
% Spanning Tree

) TE1 46.79 3.32 6.00 0.50 0.40 Insert MNormal
2 Ef:sback o TE2Z NI/A NIA MNiA NIA NIA Remove Loss
: Dis:nvery ) TE3 NA NIA NiA NIA NiA Remove Loss
) TE4 MN/A NIA NIA MNIA NIA Remove Loss
R fi 3t
Port EFIRARTL T E
Temperature AEBHIEN I Rz RE
Voltage RELR 2R EIRE B
Current AENTXREER

Output Power RIENTXE LINR(ZR)

Input Power A SMRXBEWINE(ZR)

Transmitter Fault TXHPEAREE

OE Present RN R RO EBERBER ERRAE
Loss of Signal AR AR

B8 “‘Rofrosh” EFEMEE - EZ "Detall” BEIEHEH -
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19.7 Em#EiE4A(UDLD)

Emigisigfl (UDLD) EsRmiE s 2RV - IRMERE ZENESREEER - AU EREE
WA Ui R S R IR B - 2 UDLD B #47 UDLD TNRERRZE -

19.7.1 &t (Property)

ZBEHSFERERE UDLD MEEMEETENRE °
Diagnostics + UDLD —+ Property

i
5

% Network e ;I15 -----------------------------------------------------------------------
| ﬁw ime |
¥ Port '._____________________JL_! _________________________________________________________________________
% VLAN
¥ MAC Address Table Apply
% Spanning Tree
s ERPS Port Setting Table
» Discovery
# DHCP
- ML= W | Entry | Port | Mode | Bidirectional State | Operational Status | Neighbor
s IP Configuration ] 1 GE1 Disabled Unknown 0
gScouil 0 2 GE2 Disabled Unknown 0
¥ ACL ] 3 GE3 Disabled Unknown 0
s QoS — )
[} 4 GE4 Disabled Unknown 0
= Diagnostics —
. [ | 5 GE5 Disabled Unknown 0
& Logging — ) )
Property [l 6 GEG6 Disabled Unknown 0
Remote Server ] 7 GEv7 Disabled  Unknown 0
Mirroring O & GE& Disabled Unknown 0
s (] 9 GEO Disabled Unknown 0
Traceroute — . )
Copper Test [ 10 GE10 Disabled Unknown 0
Fiber Module [] 11 GE11 Disabled Unknown 0
@ UDLD O 12 (GE12 Disabled Unknown 0
] 13 GE13 Disabled Unknown 0
Neighbor [] 14 GE14 Disabled Unknown 0

> Message Time: Z2EH UDLD #& - MWABMBEENIIRSEMNEETRE - BE 7
UDLD MIRBBZMEMARAELELE "hello” $E(UDLD BE) - W FEEATEIEEMRIFREIAUL
E—1@ "hello” HEIFERREFRER 15 218) - IRZABWER - UDLD #ZEAMOIENTE -

BB Apply "B TLE -
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R g

Port BNBEMNEREID
Mode BT EMUDLDETER
Bidirectional State BN ERE@IRRE
Operational Status B ERYE TR
Neighbor BT ENSNIRENEE

Edit Port Setting

!r - I?'tll‘l"r lGE1 GE2 “““—"“““““-------"-------------"-------------"_““““““““““““““““1:
) DISEHEG ““-““““““--"---"---"---"---"---"---"---"“-“““““““““““““““-E

Mode | @ MNormal :
Il () Aggressive i
Apply ] [ Close

> Port: BEE—(EXZEEXRTENERE -
> Mode: EZENHEA UDLD ETHET -
® Disabled: =F UDLD In#E -
® Normal: DIEBREIETER - ERRESRE —([ENIREBREEABLEREIRE
® Aggressive: LUsUEET METHR - EEFEBERE —AMORBEBREEAEZNEIILE -

HE"Apply "#FERIZEE - 5L "Close" i E -

19.7.2 #BiaER{E(Neighbor)

BERER UDLD NRBRREFELHEM UDLD HEHE HHEEEAERRNRBNER
18 ID Bl - WHIERR T Z AR A A EEE R ERURENERZE ID &l -

R - REEZEQN - EEIBEZUEEMORFBERENECHRENERE ID &l - MREE
IBRBHIREREIERECKRENERE ID WEH - AIRAZEEIEDN -

SREMIGE CME - B—Im K EUETER - StHIRMRERERER AR EUR R EED M
InAVERIRE - M REEREER -
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Arpiify your Wire

Diagnostics + UDLD + Neighbor

¥ Stats
¥ Networ Meighbor Table

# Paort
& WLAM
# MAC Address Table -
¥ Spanning Tree ‘ Ex:_:::un Current Neighbor State
¢ ERPS 0 resuits faund.
+ Discovery
=+ DHCP
s | Refresh |
¢ IP Configuration
¥ Security
& ACL
Remote Server
Mirraring
Ping
Traceroute
Copper Test
Fiber Module
& UDLD
Property
Rz i 3kt
Entry BNBERS
Expiration Time ﬁ?ﬁ%ﬁﬂﬁ%ﬁﬂﬁ’\]ﬁ%ﬁ%ﬁaﬁ
Current Neighbor State BRI R S R AR
Device ID BN OE BID
Device Name BRA O R
Port ID BB A R IERHRID
Message Interval ﬁ?ﬁ%;ﬁﬂ?ﬁgﬁ1ﬁgﬂ/%\5%%ﬁ FIEﬁ K%
Timeout Interval gﬁ%ﬁﬂﬁ%ﬁ'fﬁ%ﬁ%%ﬁ BE
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20. ‘E3#E(Management)
20.1 fEAREIRE(User Account)

B30 18 A B8/ BER root/default - FEERETLUSHE A BN ¥ M0/ S B H/BiE
FEHMIR - WERE"add" - "Edit" A" Delete" AT &I -

Management + User Account

L
¥ User Account
L
- Showing entries Showing 1 to 3 of 3 entries Q I |
# MAC ﬁfddress Table - | T e | Privilege |
* Spanning Tree [ root Admin
% ERPS — ; :
] mis Admin
» Discovery =
[ number User
% DHCP — - - .
« Mutticast : First | | Previous | B8 | Mext | | Last
% IP Configuration duld H £dd H Delete
% Security
¥ ACL
¥ QoS
¥ Diagnostics
= Firmware
= Configuration
= SNMP
= RMON
i i 3kt
Username REREAERE
B RATIR P RIREPRAR A
Privilege e Admin: RFFEBERMBRTE - HIRESFNILS

o User: REBERIRBRTE - ANFFEE - HRAAFRL

Add User Account

Apply || close
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Username : IRFPRIfERZE & -

Password : ERFRZEH -

Confirm Password : 21 “Password” AIERIREZEE - .
Privilege : ZEEZEMIRFRERZR -

® Admin: RNFFEERMEERTE o EREZN 15 -

® User: REBRRRBRTE - ANFEE - HIRABAERT -

YV V VYV V

HZE"Apply "HEFERIZE - B "Close" i E -

20.2 FEE(Firmware)

20.2.1 FHE#R/EB(Upgrade / Backup)

EREEEE LU RENENEE - TATILUEEEA TFTP 5t HTTP HE - REZEED - RIER
ZEHEBUEZEZHEMHROIEREE -

Management + Firmware + Upgrade / Backup

|| @ Upgrade ;
" Backup i

) TFTP

MAC Address Table : Method , ) HTTP

Spanning Tree
ERPS

Discovery Aol
DHCP Loy |

Multicast

Choose File  No He chosen i

IP Configuration
Security

ACL

QoS
Diagnosiics

| L EE BE BE BE BE BE NE BE BE BE BE BE NE BE

User Account
& Firmware

Active Image

> Action: FEE#RE -

® Upgrade: =k EHGD DUT FAARENEE -

® Backup: 7t DUT [mli&inEHE D2 s -
> Method : &NBEHK/ERHE -
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® TFTP: fEH TFTP AR/ BINENE -
® HTTP: M WEB BB 3R AK/B1rENEe -
> Filename: EAEIBRTRIE @ CREZEIK CROFREREGIES -

B8 Apply BB TLE -

_I () Upgrade
I Backup 5
TFTP i
HTTP :
Image

Hostname
IPv4 :
IPvé !

> Action: FEE#RE -
® Upgrade: ftiExEHD DUT FAARE)EE -
® Backup: 1 DUT [miEln EHE M RIS IREE -
> Method : AR/ BNTTE -
® TFTP: M TFTP RAK/ BHFNEE -
e HTTP: £/ WEB BIEz: KA/ BHIEE -
> Firmware : JEs2P3FPRIFNESIRELE -
> Address Type: 157 TFTP faAfRzs il 28 -
® Hostname : R ZEERRRSEAU -
® IPv4: [/ IPv4 1ERERARESAILL -
® IPv6: M IPv6 1EREIARESAILL -
> Server Address : 5% TFTP falfR=a izl -
> Filename: =in TFTP EAREE EAIFNEEMIMGIERS -

BB Apply "B TLE -
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20.2.2 RTERARIMELE(Active Image)

ICEE R EREE NRME G EZEFEMREE - WEBRMEREFD

2P EETZEIE  EHESESLUEE—EIERE

Management + Firmware + Active Image

;@ Imagel
Active Image ; ' Image!
r

User Account
#  Finmwarne
Upgrade [ Backup

> Active Image : EZE M REEFREROENRBIREE -
® Image0: EEZEIFHE 0 BUHENERERE O
® Imagel: EENENE 1 MAFRERER 1

----------------------------------------------------------------------------

YEMEEENR - WRIIMEFE
THMIARRLE -

__________________________________

R iU

Firmware: F52LE1E
e Version: #FEERA

Active _
e Name: FEEHE
Image ) N "
e Size: FEEMEEKR/N
e Created: FFEM{EIERIZE HEHA
Firmware: F52LE1E
e Version: EFFEAR{E1E
Backup . _
e Name: §EgME
Image

e Size: FREMEIER/N
 Created: Fi2m 1A% HHA

B8 Apply BB TLE -
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20.3 A& (Configuration)

20.3.1 Ft#R/#&{n(Upgrade / Backup)

EREBEEEIUSAMAREEFENE PClRREE LBRRXBB RS - WEBMAFEREES
HTTP = TFTP fEiRE 7+ Ak E D ENES R AR -

MAC Address Table

Spanning Tree Running Configuration ;

ERPS | Startup Configuration

Discovery | ion i () Backup Configuration
DHCP ' :
Multicast B TTISIIISEEEIassmmanssasaiiEisisaisaisiiaiiIisiaisIiIsisssssssissssisssd
IP Configuration ; ﬁlenami Choose File | No tie chosen J
Security

Apply

User Account
& Firmware
Upgrade / Backup
Active Image
& Configuration

Save Configuration

Upgrade Configuration

> Action: SEERF -
® Upgrade: fiti&imF#m DUT FHaRENES -
® Backup: ¢ DUT mi&in = E DRGSR -
> Method: BEAHKTTE -
® TFTP: fEF TFTP kA A& -
® HTTP: &F WEB ZIEa3 R FH4REN5E -
> Configuration: FREHE -
® Running Configuration: S % B ATETHIRERE -
® Startup Configuration : Z2RERERE -

® Backup Configuration: B2 EHMHRERE -
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> Address Type : &7 TFTP falfRzsfuzi 4L -
® Hostname: FRAAEZEEREMRSFMLL -
® IPv4: [/ IPv4 1ERERARESAIIL -
® IPv6: £/ IPv6 1EAREIARSSMAILL -

» Server Address : 5% TFTP fafgss izl -

> Filename: Eln TFTP ER:{ LR TEEES -

B8 Apply BB TLE -

Backup Configuration

I () Upgrade
) Backup

) Ft_unning Canfiguration :
) Startup Configuration

> Action: TR -

® Upgrade: ftiEmEH#GD DUT FAARE)EE -

® Backup: ¢ DUT [miEin =& E M RN EAE -
> Method: REHENHE -

® TFTP: £/ TFTP 2REMHENE -

® HTTP: {&F WEB ZIZE & RE /N5

EN—F"

> Configuration: #EHEY -

® Running Configuration : BHETHRERE -
Startup Configuration : %/ RIEIREE -
Backup Configuration : BMNHENRERE -
RAM Log : & f#EFE RAM FRIHES °
Flash Log : B REGFEERFHIRE -

L Apply "R EERE -
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20.3.2 {RTFERE(Save Configuration)

EEREEEEETMURE LIME "Apply” EAR  SHIRBREMBMNEEERTFEETR
T - ZREBETREPHSE - WEABETREERIS—EAREHUNREREBRE LR
% IEEE R EREERRTE DUT LHRER - LUKBEE "Restore Factory Default” #iE L
FEFa1E -

Management + Configuration + Save Configuration
» Stalus

Network O
Port
VLAN
MAC Address Table s

«

) Startup Configuration '
kup Configuration 1

tartup Configuration |

Spanning Tree | ) Backup Configuration
ERFPS
Discovery Apply ] [ Restore Factory Default

DHCP

Multicast

IP Configuration
Security

ACL

Qo5
Diagnostics

L]
¥
L4
L]
¥
®
L4
L]
¥
L4
L]
¥
®

User Account
& Firmware
Upgrade { Backup
Active Image
& Configuration
Upgrade { Backup

2 SNMP
= RMON

> Source File: FRIFEFRER -
® Running Configuration : #E2ETHREREREIHAVM -
® Startup Configuration : EHEBREERII B -
® Backup Configuration: EEHE MR EEEEIE/M -
> Destination File : BREZ4EEY -
® Startup Configuration : BEZRERMERTE -
=,

® Backup Configuration : REXEREEFHE DR

HE"Apply "E 7RI E E i E 3 2 "Restore Factory Default iR 2]/ 7652 16 -
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204 BSMABEEHESNMP)

SNMP 324 SNMP vl ~ v2 Al v3 - BEEEATEXENEEERNE (MIB) REXRRMEH - mEHE
WERME R HTEMF -

204.1 #R(View)

BNZEAEEZN MIB @l FRIESHEE - @718 ID AHEEFE1RA0 OID ° fRE A
FAEENRMERIEENFTFHRVR - olLlEA OID - 52 "add"M"Delete"TNAEETTER

Management + SNMP + View

» Status

Network View Table

Port

= Showing entries Showing 1 te 1 of 1 entries Q| |

MAC Address Table ‘

Spanning Tree | all R Included
ERPS i i

e . Dot First | | Previous | BN | Mext | | Last
DHCP
Multicast

&«

IP Configuration
Security

ACL

QoS
Diagnostics

L]
L]
L
L
L
L]
L
L
L
L]
L]
L
L

Uszer Account
= Firmware
= Configuration
& SNMP

Group

Community

User

Engine ID

Trap Event

Motification
= RMON

I it

View SNMPHview®EHE - EREAREH30EZFTT

Subtree OID REZMSNMPERFEIZ S HERA ASN.1F 445 RIS (OID)

View Type EERPEZHAREEHIMIB

V1.0a
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Add View

Included ;
[ () Excluded !

[ Apply H Close ]

> View: BMA—EBSRUBREH -

» Object Subtree: #F "HHAEER" FHER OID - FWIRPFEEIRE OID - BRPiF
B2 R ENRARI PR A T B8RS -

> Type:
Include : ZERLURFE MIB B2ZEHBRT -
Excluded : ZEFLUFFTE MIB SFRRERRT -

20.4.2 ##H(Group)

£ SNMPv1 1 SNMPv2 o - #1257 581 SNMP FAE—#E88 2% - M F R EFH SNMP B
S o 28T - AAEFIHL B 2R ER A M2 - E L SNMPv1 1 SNMPv2 WAZ2 2 - £ SNMPv3 ool
s E "Authentication and Privacy” EMZZE - &% "add" - "Edit"#"Delete"INEEEITER -

Management + SNMP + Group

Status

Network Group Table
Port

:

Shaowing entries Showing 0o 0 of O entries (3 | |

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

B | Group | Version | Security Level i Read | Wiite | —

0 resulis found.

View ‘

First | | Previous | 1 Mext | | Last

IP Configuration [ Add ] [ Edit l [ Delete

Security
ACL
QoS

® £ £ &£ €& € € |« | € | € € € € & =

Diagnostics

User Account
= Firmware
= Configuration
& SMMP
View

Community
User
Engine ID
Trap Event
Motification
RMON

3
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R i
Group EESNMPEHEH - HEEARER30EFTT
EESNMP R

e SNMPv1 : SNMPHRZAKL

e SNMPv2: ERE# 25 -SNMPRRZA2C

* SNMPv3: FHEZZER(USM)-SNMPRR A3
1EESNMPZ 2 4R A

* No Security : I5EARTHEIRE

* Authentication : I8ERITARMNBHH EIF 10 0E

* Authentication and Privacy : EEHTHMNEBNH BB &
1EESNMPIB R EIETFHY

* Read: FRERFNEIRGEISRHE

Version

Security Level

View .« Write: FRERENEBERASA
o Notify: BFFERE FRESHE - BRSNMPEREEEENNS
Add Group

L
i [ Wirite

[ Apply H Close ]

> Group: 15E SNMP #HEZM - HEARES 30 B=FT -
> Version: 1#&E SNMP fR7 -

® SNMPv1:SNMP A1 -

® SNMPv2: ER#E0ER SNMP b A& 2c -

® SNMPv3: FEHELZZEI(USM)AI SNMP R 3 -
> Security Level : 157 SNMP ZZ 45l -
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® No Security : IEEAHITHEIRE -
® Authentication : IEEHTARMEBN N EISH0E

® Authentication and Privacy : I5EHTHMBENTEHHTGE -

> View:
® Read: MIR#ED "Read” HIEEZERGENEREFINARE -
® Write: MIRED "Write” BIBREZGENEEFENASA -

® Notify: MNRED "Notify” RIFFERSR LRESHE - S0 SNMP EHEEBZEBEHNSR -

HE"Apply "#EFERIZE - B "Close" i E

20.4.3 $18(Community)

fLRHERE SNMPVL M v2 EE - K75 SNMPv3 EREAEZZMMIELE - EHEBRBED
fo 7 FEVERAVEFAE - W E"add" ~ "Edit"M"Delete"THEEETEIR -

Management + SNMP -+ Community

Community Table

Showing entries ToLloe I e |
[ | | Communmnity ‘ Group | View | Access |

[] public all Read-Only

MAC Address Table

Spanning Tree ‘
ERPS

Discovery

DHCP

Multicast ] [

First | | Previous | ™ Mext

Edt || Delete

IP Configuration
Security

ACL

QoS

Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View
Group
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R fi 3t
SNMP#E1E
Community * Basic : snmpL &5 E BN A7 EVE IR
* Advanced : snmpttEffsE B 4E
Group 1EEBEBSNMP groupfs 2 EMSNMPEHAE - IE&E LB 0] B4
View FEESNMPETR - DIERA B ol A4
SNMPEHEUET
Access * Read-Only: F:&

e Read-Write: ;&5

Add Community

[ Apply ][ Close l

» Community : SNMP #1##&H - EEARES 20 BF 7T -
> Type: 15& SNMP fRAFEEL -
® Basic: SNMP (B8 E R EMFEGER - AN FRERIMURERRELERS - I &
REEESUDIEREERT - REMHREGFIEL MIB M4 -
® Advanced : SNMP 1t 215 E##4H - (BN EFEVERBMBHATER - (RO UEARENZ ZRE
RERA - HANGFHERSEERN - SAMNBEA -
> View: 5 SNMP Ei/R - IEEH Bl BRI -
> Access: SNMP FEUET -
® ReadOnly: RiE - EEEFHERERNRE - BABHRETEN -
® Read Write: % - EEFIN#RSER - A/ UHRIRERTEETENR - (BAEEELHLE -
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> Group: MIRFERIETE SNMP fRAEAEGES "Advanced” 1BE - WAREETEERAERTE
A SNMP 8540 - DIE R B o] RO -

HZE"Apply "HEFERIZE - B "Close" i E -

20.4.4 {ERAZAEUser)

SNMP EREZERENRE(ERERM - BISNERRTA) URARFHENSIZE ID HEMARELT
NHHEEREE - RENWEAEEREFANEY - LHEFERBB R PRERNFIER -
BRRE  HEEEEENS—HAPMIFE-RPHEFIER - —EfAEZEREZE AR

BE -
FHREESEEEZAIZ—E SNMPv3 FEHE - WEBE—E SNMPv3 £4H - W& E"add" - "Edit"
"Delete"INEEETTEIE -

Management + SNMP —+ User
Status

flchink User Table

Port

VLAN Shaowing entries Showing 0 to 0 of 0 entries Q I:
MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

T— | agd || Edt || Deete
IP Configuration
Security

ACL

QoS

‘ W | User | Group | Security Level | Authentication Method | Privacy Method |

0 results found.

First | | Previous | BN | Nex

£ &€ € € € & & &€ € &€ £ € &€ « =

Diagnostics

User Account
= Firmware
@ Configuration
& SNMP
View
Group
Community
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I it

EEEES SNMP fUBr9EH FR SNMP ERERHE - RAFTEA30E
70 ° iR SNMP vl 2 v2c - ERERELRET R REILE

User

Group = ESNMP e A i B HOSNMPE# 4

SNMP#RE T
* No Security : EEARMITHERE
e Authentication : IEEHITARIMNEBN T BIEHFRE

* Authentication and Privacy : IEEHTH MBI BB 0E

Security Level

H#EPREN /A" Authentication "3¢" Authentication and Privacy "f o] FHfY
Aoag h E

Authentication
Method

* None: EFES MR
¢ MD5: 1#§EEHMAC-MD5-96 8% R B E
e SHA: {EEHMAC-SHA-96 5t R FEHE
MEFE

Privacy Method * None: EFBENIRE
* DES: ERINEIZA(DES)EE X

I
User! |number2

“t_e_s_;z“;:_================:::::::::::::::::::::::::::::::::::::=============================1§
S=s==sss=szsz=sss=sssssssssssssssissssssssisssssssssssssssssssssssssssssssssssssssssssszaad

_____________________
.....................

Secunty Level | (@ Authentication

—

Authentication

| | i
N [ —— e e e e m e e
I S
| I '
| 0 i
| i '
| i ]

Apply ] [ Close
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> User: f5&&E#E SNMP I 89 SNMP EREEHE - RARFER 30 BF 7T -
>  Security Level : SNMP #[RE= -

® No Security : IEEAMITEEIRE

® Authentication : FEEHTRINMENHESMHE -

® Authentication and Privacy : I8EHTHMENTEZHE -
Authentication

> Method : #FR#EIS" Authentication "§" Authentication and Privacy " o] FHRVER:E B E °
® None: BEREBME -
® MD5: 1§ HMAC-MD5-96 BHREHE °
® SHA: 5% HMAC-SHA-96 B REHE -

> Password: BEMRBEEE  FoREDZEES S E32FTT -
Privacy

> Method: MNZHE -
® None: BEFEFIRE -
® DES: ENRNZZX(DES)EEE -

> Password: [ER\REZR @ FREZHES 8 E 64 FIT °

HE"Apply "#FERIZEE - 5L "Close" i E -

20.4.5 5|2 ID(Engine ID)

5|12 |ID KEAEEIE SNMPv3 BEEAME—ZE - SNMP RIBHRASZER SNMP 512 - BX
R ZEREEANSR(Get ~ GetNext ~ GetBulk ~ Set) - RIS RFEEEHAAI

=& SNMP CIB#E AR SNMPV3 SRRV E R - FRE2AT SNMP 512 |D RIS RER
MAC i34 A% - SNMP 512 ID EEE N AZE—R - Rt —EfEEPASEMERBEEHEEN
5IZ D - & E"add" ~ "Edit"M"Delete"INEcETEE -
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MAC Address Table
Spanning Tree
ERFPS

Discovery

DHCP Remote Engine ID Table
Multicast

% | & & € & | &€ | € | € | €« € € | €| €| €| &

IP Configuration Showing entries Showing 0to 0 of Dentries () I:
Security e ————ees|
[ ] | Server Address | Engine ID |
ACL
0 results found.

QoS

Diagnostics First | | Previous | B N

| add || Edt || Deete |

User Account
= Firmware
= Configuration
& SNMP
View
Group
Community
User

Local Engine ID
> Engine ID: WREF "User Defined” , BIAMS|Z D BEAERE, SRIFEAHE MACHEE
SRAERRITRER S - B EERMSIZE ID S8ES 10 £ 64 +733EHIFoT - BH7NERBIF R
BR 2 -

BB Apply "B BT -

Remote Engine ID Table

A it
Server Address iR E AT HE

EEREIKSNMPSIZID - SIZIDEEK10E64+/NERIFIT - BH/NERET

Engine ID N
WNZAREFR2
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Add Remote Engine ID

Apply H Cloze l

> Address Type : EilnE MRS EHZ8E/IPv4/IPV6 -

> Server Address : Zlx ML -

> Engine ID: 57F &% SNMP 512 ID - 5|2 ID #E % 10 £ 64 +/NESIFT - BH/RNERIEF
WNZRRERR 2 -

HZE"Apply "HEFERIZE - B "Close" i E -

204.6 FEHR&E(Trap Event)

EREEHEEYLUEERETR SNMP RESHE -
EEUIRE SNMP SR ZER T HERASH - MAETE RFC 1215 PRAERMNASR -
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i Auihemlcaimn Fallum

Enable
Enable |
Enable 5

i Link Upmmm

MAC Address Table . Cold Start

Spanning Tree T E
ERFPS ——————— e
Discovery Apply

DHCP

Multicast

IP Configuration

Security

ACL

Qo3

Diagnostics

% | &« & € & &€ & &€ € &€ € &« &« &€ &«

User Account

= Firmware

= Configuration

& SNMP
View
Group
Community
User
Engine ID

i fish
Authentication BB | SNMPHURERIMBELY, BB Community PSR ERFL
Failure (B S HREBE BRI BRARERR -

Link Up/Down ERIBHEES F1TE MTEMASSRAVERERREN -

M

Cold Start RE ; ERFEEBEAERESRIEEMERAVRER -

M

Warm Start MEE ; EREEEEREEMMAZAVRER -

HZE " Apply "# 7 ERIZEERE -
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20.4.7 #@FN(Notification)

BIZ R MR BB ROREER - BHESBIRREEREHNBWEIR - B EW=RS
BRI IP ABLURERHFSIEE EIRAR SNMP J&:E - 2 REFEREMEHANBNS
R - BEBAEWERPI LS ESERZENSR - &E"add" - "Edit"M"Delete"INAEETE
b

Notification Table

Showing entries Showing 1 to 1 of 1 entries Q I:

% MAC Address Table
¥ Spanning Tree

¢ ERPS

¥ Discovery

¢ DHCP

% Multicast ”

‘ [ ] | Server Address | Server Port | Timeout | Retry | Version | Type | Community / User | Security Level |

[] 192.168.2.101 162 SNMPv2 Trap  public No Security

First | | Previous | ™ MNext | | Las

Add Edit ||  Delete

¥ |IP Configuration
¥ Security

¢ ACL

¥ QoS

¥ Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View
Group
Community
User
Engine ID
Trap Event

I i

Server Address SNMPPaBH U & Y I P 3EEY F #E2 7

Server Port ESEGERZS UDP EFHIBERE
Timeout FEE SNMP @F1% IS
Retry 15 SNMP BARER T &=

1EESNMPIEEN AR A

e SNMPv1 : SNMPhR AR 1B A
* SNMPv2 : SNMP R AR 258 A1
e SNMPv3 : SNMPRZS 358 ]

Version
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AR
Type * Trap: S&Z5SNMPIERH R =1

* Inform: EEZESNMPEANZE] £ 1%

FARBRIISNMPHL B/ E & BTE - MRMAZSNMPY3 - RIBHERERE
Community/User < | EBAtEEE

SNMPEH E1Z = 4R 5

* No Security : IEEAMITH EIS DR E
Authentication : IEERTARNEBHENE R

Authentication and Privacy : 1 8EHTH MBI IR S DRE

Security Level

Add Notification

@ Hostname !

i [192.168.2.101 i

swwPV
SNMP2 |
SNMPY3 |

-
|

@ Mo Security :

EEE]

1 Use Default :

-_—

apply || Close
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> Address Type : &Elin =M HHEEEY S E#Z25E/IPv4/IPV6 -
> Server Address : SNMP faM1ZURERY IP A7iEsE EH 2 -
> Version: 157E SNMP BHIARA -
® SNMPv1:SNMP RRAK 1 @A -
® SNMPv2:SNMP hRZK 2 3@%H] -
® SNMPv3:SNMP ki 3 38%0 -
>  Type: BAEE -
® Trap: 3% SNMP [&BH(ERFE) 2 E 1 -
® Inform: 3% SNMP BHE| X1 (v1 RABBEA) -
» Community/User : FIREHIAY SNMP 1 85/FEHE R - IRMAZ SNMPv3 - RIZEREH
£ GRIGHHEME -
>  Security Level : SNMP BRI E1Z 2R Al - L2 RAIDRBRIENIEF/EREZTHE -
® No Security: IEEAHITHEIZME -
® Authentication : IEEHTARMNELENFHTE -
® Authentication and Privacy : 5EHTHMEB T ENZH0E -
> Server Port: #EIWEFEIARES UDP EEIRRTE - WREPR "use default” RIMER 162 - FRIBEE
FRERTE -
> Timeout: 157& SNMP BABR - MRED "use default” BIfER 15 - BRIBFEAERTE -
> Retry: {5 SNMP BHIEHT8s8 - IRED "use default” BfEZR 3 - BRAIRERERTE -

HE"Apply "#FERIZEE - 5L "Close" i E -
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Lmnpdify your

20.5 RMON

20.5.1 #i5tEHE(Statistics)

HWEEBEREENHNRERTER - JPUEESANORIFERE - tEE BRI ERNEWRA
mERHEZMER(ERE  ZBAERE) -
2 “Clear” El#IlEE - 22 “Refresh” E#ZHEEE - si#Z “View” t#HEEH -

Management + RMON -+ Statistics

Statistics Table
Refresh Rate sec

MAC Address Table

Spanning Tree Bytes Drop Packets | Broadcast | Multicast | CRC & Align | Undersize
ERPS B | Entry | Port ) :
Received | Events | Received Packets Packets Errors Packets
2T O 1 GE1 0 0 0 0 0 0 0
Dch (] 2 GE2 0 0 0 0 0 0 0
. 0 3 GE3 0 0 0 0 0 0 0
IP C.otlﬁguralmn 0O 4 GE4 0 0 0 0 0 0 0
Seairty [] 5 GEb 0 0 0 0 (i} 0 0
ACL —
(] 6 GE6 0 0 0 0 0 0 [}
QoS -
- " [ ] 7 GEV 11380081 0 71330 50740 14589 0 0
Diagnostics -
(] & GES 0 0 0 0 0 0 [}
[ 9 GE9 0 0 0 0 0 0 0
User Account l:'
© Firmware O 10 GE10 0 0 0 0 0 0 0
= Configuration ] 11 GE1 0 0 0 0 0 0 0
@ SNMP O 12 GE12 0 0 0 0 0 0 0
@ [l O 13 GE13 0 0 0 0 0 0 0

Statistics Table
Refresh Rate sec

‘ Drop Packets | Broadcast | Multicast | CRC&Align | Undersize | Oversize Fragments |
Events | Received Packets Packets Errors Packets Packets
1 GE1 481071 0 2053 458 545 0 0 0 0
2 GEz 0 0 0 o 0 0 0 0 0
3 ce3 0 0 0 o o 0 0 0 0
4 Ge4 0 0 0 0 0 o 0 0 0
5 G=s 0 0 0 o o 0 0 0 0
5 G=5 0 0 0 o 0 0 0 0 0
7 GEr 0 0 o o o 0 0 0 o
8 Ges 0 0 0 0 0 0 0 0 0
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V1.0a

P . Frames of ‘ Frames of Frames of Frames of Frames of Frames Greater
64 Bytes 65 to 127 Bytes 128 to 255 Bytes 256 to 511 Bytes 512 to 1023 Bytes than 1024 Bytes
1] 1] 1215 1044 237 T 442 i1
i o o a o o L o
o ] o 1] o o i} o
i) o o o o o 0 o
1] o o a o o o o
] o o a o] o 0 o
o ] o 1] o o i} o
o 0 [v] 1] [v] o] 0 [v]
R A
Port RMON# &t BliERVE IR

Bytes Received

WRIR N\ THEE - BRERFEMN FCS J\umd - EAEREBRNIT

Drop Events

EEZNHEHE

Packets Received

EWWHEHE  SEESREE  SBRHENERHE

Broadcast Packets

EWHNREERHEEE - 2B EFEERZEHE

Multicast Packets

RN RIZFHEEE

CRC & Align BEMEIRS BRE(CROEIRAIL H S8
Errors

Undersize BB/ B0 R6AE N\ I TR B S
Packages

Oversize Packages

EIWRBAAT B (HBAL518E )\ uTH)NEE

Fragments

EW R ER(DRR64E N\ AR B - AEERAT - (BEEFCS/\urtA)
WEE
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EWREIE1632ME )\ AN e E - ZBFASEMENTT - BEE

ARFCSEFEE R HFCS)\ oA BB EEM )\ NI o AZ(FCSEER) - 3L

BAIFERE ) \NInAR(EEiER) - Jabbersf B E R AmE L MEER LK
Jabbers ATSETAE

s HEERREBBMRUEAZEWNIT)

« HEIEBHEUCRC

o RIAZEIRXEEREBH

BEWNERE - IRMEEARIE - BliEabberslERI RFIEIR S BIERE
Collision SR KA

Frames of 64

Bytes EWHEZ6ANTTHNMIERSE

Frames of 65 to
127 Bytes

BN BZ65E 127 TANAIERE

Frames of 128 to
255 Bytes

EWHNEZ128 2255 T AHRVEIIERIE

Frames of 256 to
511 Bytes

BN EZ2256 2511 cHANIER S

Frames of 512 to
1023 Bytes

BN EZ51221023utHENNER S

FramesGreater
than 1024 Bytes

BN B8 =102421518MANNER S

20.5.2 ESicik(History)

£ "History Table" BEEZRIEER - ZERHENEARELIRIEWERIERIE - HEBETEIENZHF
% TEHIRAERLLHEREE L JLURBEREFCHRES - E "add"  "Edit" - "Delete"#"view"
INEEEITER -
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Management + RMON —+ History

L
B History Table
L]
" Showing entries Showing 1 to 1 of 1 entries Qr__
% MAC Address Table
% Spanning Tree Entry | Port | Interval | Owner | = |Current
¢ ERPS ] 1 GE1 1800 50 50
% Discovery — - -
« DHCP First [ | Previous
% Multicast
% IP Configuration
« Security add || Edt || Delete || view
s ACL
¥ QoS
» Diagnostics
User Account
= Firmware
= Configuration
2 SNMP
& RMON
Statistics
Event
Alarm
Rz f 3t
Port RMONE S 3083 3 i
Interval %HQT%E/‘JH%FE Bl
Owner EHNERERE (0~31EZT)
RERTHNERARE
Sample * Maximum : AR EAHE

e Current: AN ERIE=
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Add History

[ Apply H Close l

Port: EEEHBETRE -

Max Sample : IEERFERANERAHE

Interval : B ARNTEWERANRBEBUMDREN) - EEBERSINVE -

Owner: AKX RMON E#l#) RMON TEIAsifEAZE - s SHHNHEAEZE(0~31

FIT) °

YV V V V

HZE"Apply "EFERIZE - B "Close" i E -

20.5.3 =4 (Event)

EHEHARKRCEN  ELESARELZREFAITHREERE "Alarms” BEHLER) - SHULUE
HiMEHNERES NREEEESRESH BB RE "Event Log Table” BE L WEEE"Add":
"Edit" - "Delete"#"view"INEEEITEIE -

ok

13
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V1.0a

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

IP Configuration
Security

ACL

QoS

LEE BE BE BE BE BE NE BE BE BE BE BE BE NE

Diagnostics

Management + RMON —+ Event

Event Table
Showing entries

| Entry | Community | Description | Notification | Time | Owner |

Showing 0 to 0 of 0 entries

Q[

0 results found.

First [ | Previous

Add || Edt || Deete || view

User Account
= Firmware
= Configuration
2 SNMP
& RMON
Statistics
History
Alarm
R ik
Entry BREHHENEE
Community BN IEER LY
Description PN SR L= Ok
Notification SHRBANEER - OJEMET : None/Event Log/Trap/Event Log and Trap
Time BERANTE

@ wWww.cerio.com.tw

’X‘ service@cerio.com.tw

R, +(886) 2-8911-6160



USER MANUAL

Add Event

@ Mone
: () EventLog
i (O Trap !
i () EventLog and Trap :

Description | [Defautt Description | §

Apply H Close l

> Entry: SUHHENBEERT -
> Notification : IEESHRVBIEE - 0EMN ME :
® None: ZEEMIEA -
® Eventlog: £ RMON B “Event Log table” iC#tEHHES -
® Trap: [IREILELIX trap R -
® Eventlogand Trap: sc##xSHHEIEEZE SNMP trap S -
> Community : E@ABEIETESR "Trap” A "Event Log and Trap” K- 5 SNMP 112271 -
HEARESR 20 BFTT -
Description : 18EE Lt -
Owner: IEESHHMESE -

HZE"Apply "EFERIZE - B "Close" i E -

20.5.4 ZE#{(Alarm)

RMON Z2 it 7 —f@ b - ARRERBEMFERER - MUHERIRAEZENT Bemsi it SNMP ¥4
SRR LEMERSH - WAEERPEE CAMRGIEN NEIREE - 8B EFARGER - AFER L
S BREBHERNEREE - FHMRERE  RESHBELARAIERTZRLE N —EER - &
E"Add" ~ "Edit"#1"Delete"INREETER -
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Management + RMON —+ Alarm

Alarm Table

Showing entries Showing 0 to 0 of 0 entries Q I:

¥ MAC Address Table T | Rising | Falling

Sampling | Interval | Owner | Trigger
| Threshold | Event | Threshold | Event

|
W | Enty | Port | Name | value

¥ Spanning Tree
s ERPS

% Discovery

» DHCP

% Multicast

0 results found.

First | | Previous | BIN§ | Ne:

% |P Configuration

v Security Add || Edt || Delete
s ACL
% QoS

¥ Diagnostics

o Fimware
History
R f 3t
Port RMONE BRI E
ENER S
* DropEvents (Drop Event) : #ZHIWHEZIEINSEHRE
* Octes (Received Bytes) : U\ AI7o/HE
* Pkts (Received Packets) : EWHHEE S
* BroadcastPkts (Broadcast Packets Received) : ZEUHIEE
HEH
e MulticastPkts (Multicast Packets Received) : #EUAIZEST
(2L
Counter » CRCAlignError (CRC and Align Error) : 24-rCRCEE R
P iE R 2

» UndersizePkts (Undersize Packets) : EWHIE/N\FHEHNES

* OversizePkts (Oversize Packets) : ZEWRB AT EWEE

* Fragments (Fragments) : #WH R BEHEES

 Jabbers (Jabbers) : jabber BB EE

» Collisions (Collisions) : #UWRIEZRE

* Pkts64Octetes (Frames of 64 Bytes) : #UY 64 i TANTIEE=E
* Pkts65t01270ctetes (Frames of 65 to 127 Bytes) : #UIRH) 65 &
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127 AT ERE

* Pkts128to2550ctetes (Frames of 128 to 255 Bytes) : #U#Y 128
£ 255 fIcAAMH BEHE

* Pkts256t05110ctetes (Frames of 256 to 511 Bytes) : #UXHY 256
2 511 At B E

* Pkts512t010230Octetes (Frames of 512 to 1023 Bytes) : £
512 £ 1023 Utz e E=

* Pkts1024t015180ctets (Frames Greater than 1024 Bytes) : #UZH
10242 1518fIcAHNH EI2I=
RIXBILEIHE:
Version » Absolute: PFTEZSETHREERARNGEZEHARGIEETLR
* Delta: FEZ SR REERANE(CELERGEETER
Interval BRESRANSEER
Owner EREENFIAEEME
Trigger SHgEEE
Rising Threshold g% T SHrIBRMIME
Rising Event EHABEN EAEH
Falling Threshold g2 MRS HHIREE

Falling Event

N
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m) Rising
() Falling
(") Rising and Falling

e

]
frmmmmamamaaaaa- B mamseeeeeeeeeeee e SmemEeEesEsesEAEassmmsssssessesssmsmamas
Event: [1-1+v|
Threshold : [20 |
pammmsmmemaaeaaa e emeeeeseresereseeeseeESEeSEssEsssssssssssssssssssssssssssssssssssas
i Event' [1-1v|

_________________________________________________________________________________________

> Entry: SHHENBERT -

> Port : #3E RMON ZE#pyEHIR -
> Counter: EZEHRAFTE :

Drop Events

Received Bytes

Received Packets
Broadcast Packets Received
Multicast Packets Received
CRC and Align Error
Undersize Packets
Oversize Packets
Fragments

Jabbers

Collisions

Frames of 64 Bytes

Frames of 65 to 127 Bytes
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Frames of 128 to 255 Bytes
Frames of 256 to 511 Bytes
Frames of 512 to 1023 Bytes
Frames Greater than 1024 Bytes

> Sampling : FAX5EE
® Absolute: BEEAIFHBEKAE -
® Delta: AFEEARZEH delta -
> Interval : RN EIER(0-2147483647 - 785 100) -
> Owner: EESHHFREE -
> Trigger: fEESHAHELRA
® Rising: 8@ EHRFIEMEE -
® Falling : #838 NZPRFI(EME -
® Rising and Falling : & FFR&IE - T IEREIEREZ -
» Rising:
® Threshold: BcE&E _EFHPRFIME(0-2147483647 - F85% 100) -
® Event: #B38 CARFIEMRRNSHG -
» Failling:
® Threshold : Fc& MEFRFIE(0-2147483647 - 7852 20) -
® Event: #B38 NERFIEMBENSH -

HE"Apply "#FERIZEE - 5L "Close" i E -
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