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2.2.4 WISP &3
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3.3 SNMP
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4. CAP &1
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il EREEE R
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4 | ETHO.104 | 192.168.104.254 255.255.255.0 e
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8 | ETHO.106 | 192.168.106.254 255.255.255.0
7 | ETHO.107 | 192.168.107.254 255.255.255.0
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13 | ETHO.113 | 192 168.113.254 255.255.255.0
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15 | ETHO.115 | 192.168.115.254 255.255.255 0
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4.2 AP Control
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i ERE i Update IP Address & Netmask
VLAN# VLAN 0 (192 168 2 0/24) v aEymey VLAN 0 (192 168 2 0/24) ~
FREE | ssssses VLAN TAG O | 1-400s

Sort IPfirtt ~ IRCE ]

IPfirhE 192.168.2.10

FipEs 255 2552550

i R §CEC
O
#  Device IPhL 3k MAChHT s Host Name F/W Version F/W Date IPREhE FiEgIEE BiT

#iF IR FEFRRR -

1. KEBRIE :
> VLAN : TZEEZHFHEMN VLAN #E - EMMIFERMNRARASRE - B1E" EREIRR
E" ARAZA VLAN #5 - RIIBEERSHGE" ERMERERE" PTRUA/M VLAN #EE
-
> TERREES . SMISIRIEPA ConOS5.0 & AP WA B ABEAIECGE - RILLEMR
BB ABIE AN - (FRRESR default)
> Sort: CIEERMARE - A IP AIHBEFSE MAC (EEEFESIY -
2. RFHER: SREE  IENEKENSHEIIEEIIIRBM -
Device : O] AEREMU LHWFAEREENERENES  IE—WEREKENS -
IP firilt : BRBRICHFHEIAIKERBEES IP AL -
MAC fiilt : B R BAlCRHIAIREERGEM S MAC firl -
B R EERELOREERGEM SR -
Host Name : B RERIERHEIFERRGEMESNAKETE -
F/W Version : BB RIC R MR SRREGEMESNENEMRA -
F/W Date : BE/RHAICFHEIWEREGEMSNFRELHE -
IP firilt : OJE—BHERMIKEREEGEMSN IP AL -
FHRES . JE—BHEREIREEESEMSN FHERIES -
BT BRELI LE—NEGEMARTER - R MEFUENRE IR ENRREL
BRERTRIEN -
3. Update IP Address & Netmask : E7£ Device F2AEZEL L2 ER - RIDELLHEMTI
BEL - RREEAEGEMER IP AHEE VLAN Tag % -
> EBIEE . ORIBEN AP ZWEERN VLAN A -
> VLAN Tag : % AP 229307 VLAN Tag BIEF - GIZEULEEE Tag ID -

V V V V V V VYV V V V
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VAN
-
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> HRRE  TERTEMARERBREMSNABINGE - 81 LAN/ERRE/MERE/ 2R

o [ERAIRIRTE : [REWEIE AP B9 Radio 0(2.4G) = Radio 1(5G) 3% Radio 2(5G)AU#E
#RENSREYFIELRARA ~ Tag ID - IP (IS5 THEE -

iong s EFE (Profile) : BRI ST FORERRENE" 6L - RICIEIEEER -
Gateway & DNS : & EREEEREME B & DNS it -

FFEEIARES : SEWE AP NARARR -

LHIREIERTE - RTWE AP WBARE - T2 - BARFLHE - BEABENERR
IR ELEBEEENRMEIINEES -

HBREARRTE  KTEWEIE AP IR -~ 3018 - QIR ES (D2 E/RLTEIEE)
HAREMERE | RTEWEIE AP WERELE - (I/SZEERTHIDEEFT )

VAP & E : REHEEREEMSR SSID B8 - [REEKABANEBES -

fit TFTP {GAARZZFAARENES : OB iE TFTP AR HEAE AT AR ETE AP HOF5E -

it HTTP falAREE A 4RENES - OiEi8 web ERFMEBHEMABWEIE AP 19358 -
ERE : EFFEWEIERN AP SR ETAHE - FEIETHAREIE AP NRKENR
&) - ABESERIENERERE -

> AP RMEFIE : BN VLAN SFTA SAEREIE AP 00515 -

4.2.3 AP i&7E

a2 AP Control «

FEOIDIFR VLAN TRRrEHREIE AP FREZEERBEAER LR - TR ENHKEREAEM
antEls -
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il EREAER

VLANZ  Device BB REAW Pk MACE; 3 RS AT

VLANO [ 0} CW-400NAC  192.168.2.264  00:00:00:00:00:00 09:08 m

>  VLAN# : R EIE AP BHCHHE VLAN #4815 -

> Device : EERFTENHKEE AP -

> RFIRRE . BRI EIE AP BRI EBEEER -

> R\ERE BETREEE AP NRAEEME -

> IP sl : BURBERIWEIE AP Y IP Azl -

>  MAC il : BRBERIHWER AP 89 MAC il -

> ERERE  BRERIWEE AP 2AREIRE -

> BT ODURIBREIE AP EEEERERE - SEIWEE AP K IP L REMAES -

4.2.4 BE4AERTE

= AP Control -
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> [EfERY URL firllk : BEEHR EERIE web ARk - Z@iREIERY URL (I E 8 A LLHNAL - 72 web
ARz FE R I BT IRERA IR AR web FAR=S -
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& AP Control

EFTE AP FEZRIAMEEREINA - MARRENRERR - JLUTHEIRT —ERER - T’
BIoDIER" HRBE" AEEEEH -

@ www.cerio.com.tw \, +(886) 2-8911-6160 WA sales@cerio.com.tw



USER MANUAL CI:?IO

CenOS 5.0 SOFTWARE Anphify your Wireless Netw

S LB T (Profile List)
b c d

#  BH Fr el MREETE fRtE BT

1 TEST1  Authentioate Profile...

By —EREREE 2 ELE -

BN R EER AT -

RRNRR E AR RV A

BNICRR E RN R EIIEE R E/MA -

: REAERENIIBERY - BILRERER - £" HRRE" MESERGZEWEE AP 195
EE - FPTARWERE AP R BERERY - HEMILRERE -

(R EFEHERIFT » O] EHE 8B L)EE)
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FZOPI#REE VLAN [E NEIB W EE AP RUIRRE - WEEF AR EBEREIE AP RE KRR E
AZEFABNBEENS -

LAk EEE REAN TP b Aadha brfvarmaton PR LEAI0E ] [

VLAKO ] CW-A00MAG-I1 RE-RTTEET :u BITH 0 M) ¢ 10000 BT el ] BEAR

VLAN# : BRI EIE AP FiBM B E AR ER -

ZARIREE « BRI ETE AP REFRRE - BEBHRSI LR -
RMBE  BNEEE AP WBEEN -

IP firdlk : B RREIE AP ROEA IP (IR -

ERISE  BEREETE AP NEFRA -

Radio information : ZER#EE AP FREVFERVSER SRS ER -
B . B EIE AP TBWZ O HERE -

Bix . BRWEIE AP IBELZDHERE -

User(s) : BER#XEIE AP BB Wi-Fi ZEAZ -
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43 MAN-Mesh Control
4.3.1 MAN-Mesh Device List

= e a8 MAN-Mesh 354 IP Address -~ 51#2

] 1P Ha

MITOAREEE [ #EARBE MAN-Mesh Device B9 IP address ~ 1% « (root) 2245 « HTTP 855 & kR
MAN-Mesh Divice

o MAN-Mes h Device Se
IPfr i 192.168.2.30
H#% e
]
HTTP Port 80 B

4.3.2 MAN-Mesh Status
ZANHTIE MAN-Mesh Device RN &AREE ~ IP i3l ~ 5HER - EBARISRT « Fiahh A « FieEL HER

S T 1Pt il L HERE aEELam

10 192.168.2.30 test

IEINBER ST BURIRIR P AR RUREER MAN-Mesh £# - £% MAN-Mesh %
EINEE - 52 E B MAN-Mesh INaEFFANRIEFM -
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LERBREMSRELN  XEEAEGEMSINEE - MERFEINE - WDS ERINES - F2RILITRA ¢

T3
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5.1 RRAERIFEI
FUE RMRE > CEIBRE BEEAENMOER  BRE " BT RELENEE " EHET
SEAETE - (EREERYER)

il R,

B
e S LA S

BifF & A

ik
5.2 [ERIFIRERTE
HEBIIAIRTE AP BI(LAN)IP fIHEETHAE - BEE" ZARE" > “EHAKREE
B - SR EEEREKRIE - DURAK VLAN IHHRER R DNS A £IEE -

5.2.1 EREAEIMSTIZER
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s SRR BN S 38 16 18 VLAN EHHARES & 48 {E SSIDs (=@ 8 B 32 % 16 & SSIDs) °

@ www.cerio.com.tw

Q. +(886)2-8911-6160

WA sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

Port Isolate

& ERERAF 2

P p— we -~ — P R " s
[ G EEn =X 23 - _|

> # o BURERERER -

> ERRERE  BrSHENEREEEESRANER -

> ER  BUREREREERR Tag ID &l - EBRER NEREENEREEE
DICERBEEREZZTAZRMSR -

> IP it . RS EEREREPIRER IP Azl -

> FTHRBES  BrSfEREBMRENFHEBEES -

> Radio0 :%& 24Ghz Eiha - ol REEEBRARE S 24Ghz 19 SSID ZELUIKRZERMA(RE
R, AefRER) -

» Radiol : 7% 5Ghz #ithe - JERESEEBRAERE T 5Ghz 9 SSID ZHLURZERAHER
RUA, IefRER) -

» Radio2 : 7% 5Ghz Zithe - JEREBEERAERE T 5Ghz 9 SSID ZHLURZEMAHER

R, ABRRER) -

> AT : BhE QELINN rUiZER - EA LAN RURRERH - FAEEELCEe T8RRI B R iR AR
RREINAESIER

> THEERMEIE . RRERER IP A -

> Portlsolate: ILTIFERAERBEREERINAEL, & APRIAMREREINER, FAEREAAP
R MERERE, BEERERE LW AZRINENE, WIHERMARE, BRHRE—[EGE
& (LAN), I ERREIE AR EZ BT 2R EHMBFUREREZEE - RERIFTHRAER
B2 LAN BEREEEEERER ZAPREARERE, RIcIEE FERBEE -

> DNS : %% DNS AT IP il -

DHE1

DH52

@ www.cerio.com.tw \, +(886) 2-8911-6160 WA sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

O ERBERIEPREE IP AusiSMNEBRI DNS IP i1t ( EERREEAFTERE
ZZAOI LIRS Google B ARIRHAY 8.8.8.8 P EEEH/HATIEMA 168.95.1.1

564 168.95.192.1)

5.2.2 ERHREEMSMAERTE
e AR RSB AR EESER 10501 JE
s

FERIMEERE | ERERERE O -

im REmER
Access Pointo  ® ERH BAEA

il R T

EEREy - B EAPA

Access point1  * FH BAEA
im PR
s Access Point2  * HRH BAEA
= kM [zt
BIEIPES 202.1d Spanning A = BREA
IP{E ik 102.168.2.254 Tree
wame  © WA Eaed

Era LR 255.255.255.0

IAPP; @it

il ETHUE R AT

VLAN TAG

> EBREISARTS « O RUAHSIRART R BEASRE TORE - TRRREEFAL EHEES 07
> IPERE : OIRYAH/RAR" EHHAEE" 89 VLAN IP, SUECE SR IP A1/ FArs IR E

FERAERIS(VLAN)INEE - 2tEBE{RE —#4E VLAN fEREEEM -

Access Point0(2.4G) : oI&t¥ EHEIAER(VLAN T 2.4G EAE M) RIEDRERS -
Access Pointl(5G) : TI$T¥EHI AR (VLAN R 5G ELFE ) BB -
Access Point2(5G) : oIt ¥ EHEIAE(VLAN T aY 5G EBFE M)A EEES -
802.1d Spanning Tree : Tl B AHELRARA Spanning Tree Ih&E

YV V V V

802.1d Spanning Tree &% 7% STP - RUABUCINBERE 228 & S A £ BB 2R B, RKoJliEs
BDERBERMEEER, W HNE
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N g } i-Fi ({1
l - ]___I switeh 21— |
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* LDDP ‘ :;_WDL Erfdgz
Enable Spanning Tree function acket flow .. | -I:l:l Wi-Fi “[ rk _.'.

to Anti-bbocking packet loogp
AP Station

> BEE . URATEFALEERENSEAEREEEHREPER -

> |APP : o3E#Z A Radio 0(2.4G) =¢ Radio 1(5G) ¢ Radio 2(5G)R IAPP 4R /2% -

> EREERIRECERE (VLAN tag) : A% 802.1Q &8 - oJRARASRIAINGE - tag ol&k
1~4096 -

|IAPP ;2515474 SSID B —1%, EARMEFHEA WPA2-PSK LUK AES HINEZEE TS

I ) FHREE UL WPA2-PSK LUK AES IINZRE ST IAPP 2R TNEER EOATEA.
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# MREERE (M HITVINAE
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5.2.3 DHCP falfR23
DHCP faBRES : SIRXFISURERT DHCP fEARERARTS -
S07E IP I ENR A RIS EFAE 2 INEE, A IERERRTE IP A1 A0TRIE B R I Fedi A 4B RS 0 RS
AT R DNS AR Rt

- |‘ = - -

EHREERBEPE DHCP GiksmEZRB P RN ASE _ a5 DHCP @iks=E2IK IP i - €&
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AEHAIPHIIE
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#EYA IP fitt : X XE DHCP ATk EEAOEEYS IP Azt -

#55R IP fitlk : F%3E DHCP & 5RIK /Y IP firdl -

FHKIES . BT IP W FREBES -

TERRRIE - 3R E DHCP R pIFERRIB AL -

DNS falfRzsfitlt : %€ DHCP JxEH0 DNS EARZ L -

WINS faRReS It : ERRIRIEFZE WINS @EATEIRSS - SIELERE WINS B9 IP 7t
Domain : s E A8 EHE -

IP HAMSR . & DHCP ElfRzkE IP & - o ESARBAEREAZME IP it - FE:R1E
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® DHCP %I : & DHCP f@fRzsiks& Lt ARY IP (I AF Fesr ISR L -

v P il BUREIREL EAREERR IP it

v MAC firilt: #Ra R MAC it

v' Expired: B&/R IP #H AR ERHS S

v BT EEERIERBMAQIIRERE IP AURECZE

o [EEIPRE

il

IPfiriit

MACiI it m

# (£, IP{i 4t MAC {4t M7

v' Static Lease IP Setup: & B 45 E a2 B FEHS DHCP alfk &5 FhE &k 3 AY IP ik -
O] fE b FERER BN MAC At RUR EE 28NS 8K IP AritBlf -
v Static Lease IP List : 2% E5EH Static Lease IP Setup % - EFflFSIALLBRERA -

5.2.4 SEEZEF
BRI VLAN BfE RSt AERNSA//VES, FBESEEZEBO RS IP/MASK, IP Range,
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EBA BT LU IER AR R SR 2 ThAE
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o EI: SEBVLIRERAILERFERE(VLAN)RBERERE -
® Airtime Fairness: 5EiE TX/RXREF#, AERZFE L NEEERAULINBERRAE
AP+Client f5#%2k WDS 181% L)

= Total Bandwadth Control

px OB @® paeA
LH 10240 Kbps
T 10240 Kbps
£= QoS RuleList
# Bl Rule Mode Valuel Value2 Upload({Kbps) Download{Kbps) a1
1 O ANY 1024 1024
2 O ANY 1024 1024
3 O ANY 1024 1024
4 O ANY 1024 1024
5 O ANY 1024 1024

®  Total Bandwidth Control: EIE AS0IfRHILE VLAN B4R L EE N FHAIEERE
® QoS Rule List: EE AE0ILIEH IP/MASK, IP Range, Port(Service), SIP. RTP/RTSP,
WEB %13, &18 VLAN HoJE&E 10 £ QoS R A

RESTHR ST REERAREMME T JIEEET

Bl
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Mg =

=hnEizt
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nEms Open System 9
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BAENME  UHEEEN" ERAR" MASFEFEGEM SR -

SSID &% : BERULE ISRV ELR SSID 2 -

oJ#R SSID : FERemFRY - BHE TEARR L BULEGRES ERE SSID BERINEE

fREtEARERSE : 328 "RA. & SHREREAZEEREAZZEANEE  L28K -
ERRE : ¥ —1& SSID R AUESZNEREAEHE - FAZERDR 64 BEREFNE—
& SSID -

> IMNZEERY . EIREQJRE WPA-PSK/WPA2-PSK Personal #1 WPA/WAP2-Enterprise & 802.1x
% 3EnNEELR -
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YV V V VYV V

WPAMPAZ Enterprise
802, 1x

® Open System: FRIEGEMSAMNEZE - ERGAFERDILEMSE - BREA
I AZB(REEER) -
WPA-PSK/WPA2-PSK Personal

ETERT
WPAfE5E B8 (WPASWPA2) »
nEREZE B#h “
AL ATSH E R R 500 E
£ia
wes ORH ® gaeA

WPS Push Button

e WPA I : oEELRFEHFIEE(EA WPA 5 WPA2 MIZEET - B IJE—EEFH
WPA s E—fEFH WPA2 &5 3 1@ #E1E -

o MTEEE : EAEZOIERE AES 51 TKIP MEMBESEE - LMTEERE AES - lENIZEE
A RREEIRERR - BEEH AES -

o ITESWMIHMAFENNGE. CREUREIZSRFASEHNHARBENGE LMERES 600
o
£if . EEERT U EREREL SSID EREE -
WPS Push Button : B{FR#&#& 0JR5Z Push button - % WiFi Client 52275 WPS IH&E
i - OJABUIEEERENEEERE  MEEBRMARE KRBT F i EEEF -
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WPA/WAP2-Enterprise

iZ Radivs{ iR a8 S 7E
WPA =, &b (WPRASEWRAZ) -
mEwEE B&h "
FERE RSB 500 b
Radius{r] iR 38
Radiusig 1812 o
Radius 4§28

o WPA I : ocEELFEEHETREAH WPA 30 WPA2 IIERT - si&E o/ E—EERH
WPA i E— 1 WPA2 £ 3 1&#4F -

o IEEEFX: EHECIEE AES 5 TKIP MEMNEES XA - HMIARE AES - FEZ TKIP
MEEEE - BT E 802.11n RERRE - EHEM AES -

o IESRUVATHRRE . THEURCEIZESREFHENRBENFE - LEBRES

600 # -
Radius falBR28 : s2E:=i% Radius @ARES IP it -

=0 Radius fEIAR=E AR Port 5% - 78529 RADIUS falfR2s port
e 1812 -
® Radius Secret : #j A RADIUS @Rz & A -

802.1x &8

3= Radinsf TR B ETE
pmer  © 64T O 1287
Radius{rl fR £E
Radiusig 1812 s
Radius F2

o TMRE : MoILUEE[EA 64bits 5§ 128bits B RE - 2AE S HPTENAIITE
Radius falfR#8 : 5% E&E0w Radius fElARzs IP il -
Radius 18 : Z 2 TE &% Radius EIR=EPTARY Port 5% - $85289 RADIUS faElfREs port
545 1812 -
® Radius Secret : % A RADIUS BRI E AL -
METHER T "RHTF RETRE  UREZENEEBE—XRMENRE - HERWRE -
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5.2.6 MAC iBj&
2% TMAC IBIEEETE ) BOLUEA TACL FEUZES , REEE -

EAETRE ACL MMEUEFI A PInEAS - BERGRE - REES AP RE - BIEFZERE ESSID
ACLEREEAER - BREH M HA

5= MAC #5E+H]

A -
SEBEMACEE
QFMACEE

0

> R ERECENMISEENRTE  URERA - RERE MACEENR R MACBES -
RGN
o [AR : FARTFEUERIREIRE - I EAEREEJNUERERGE LS -
o HPAE MACIEE : RAIINAE - FEGHPIn MAC (i E& ER 53R A2 RAR Pk
Al MAC WBE ZBRRBEANFERZMERELS -
o HnFt MACIEE : RUAHILINEE - HEAHFIn MAC A& ERAIZR P AIZ R Fln
AR BLUF R MAC BE ZEGRIBAEMREILREES -
> ¥E MAC fulll : AZEENEAZRBES MAC Lt -

3= HiEMACT

MAC{ir it aabcddee1123] _ m
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>  MAC i3k : EERFEN MAC LRI L ERERA -

= MACir 513
MiT # MAC{IHE T

2 aa:bc:dd:ed:11:24

i MACIii

1 aa:bc:dd:ef:11:23

RETHRER T "7 BEGFRE UREZHEVERB—RUEMME - BRERMKRE -

X AETT

5.2.7 802.11r RiEELE

Mg
((CaN {{{‘}l}} (Y} (Y
Cerios AP Cerias AP Cerios AP Ceria’s AP
=, - = "
z z
T ‘@
..... n "'

IEEE 802.11r FUIT - 1E PR 218 B2 & I3 48 S 10 722 A S AR B 3t & PITI
AR E VB EREFERIREEREFENS 2B - ARERE

ENREGEMSER  EEIBE AP -

EEE80211rEACRBLE TS, IINRERARIFRRERERELRAZIE 802.11k I

Be, 7 BEIEERVESF
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Mobility Domain aib2
RO Key Lifetime 10000
ReassocHi[E 1000

RO/NAS Identifier ap.example.com
R1 Identifier 000102030405

R1 Push [@F-1::] ® AR

> RERE . RIENRIRI21EINEE -
>  Mobility Domain : &E—HEZ41 - FAERN AP f£E—EREAREHE=—E4ERY SSID -
HEySJfE—1E STA ZB o DI AR BSS 8t -

IR EMR S 2 #H 16 ENIHT - AlanE A 8cdd

> RO Key Lifetime : 8% PMK-RO WfEFEAr - ¥8a% 4w 10000 - o3& E 1~65535 AAVIE -

> Reassoc deadline : Efr:EEAE IEFRE - F8% 4 1000 - oJ&E 1000~65535 AH1E -

> RO/NAS ldentifier : EfFH 802.11r ¥ - £ nas_identifier L2 /ARERN - Ol E 1~48 fiI
TLFE -

> Rlldentifier : PMK-R1 89 key 1% - 82 7F 12 @70 - B 16 EMAT -

» R1Push: BE#hi&# R1 Key Holders

RO Key holders : #i A Z#E P S —InBAEEM SN RO RDEEH -

MAC{iI it

NAS Identifier

128-bit Key 128-bit key as hex string m

MAC fiIilt : A S —IHEBEEMENEBERA TS -
NAS Identifler : & A AP 89 NAS ldentifler #5527 -
> 128-bit Key : @ A—#HHE A 128-bit Key # -
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B AEREARFIIALLT ROKey RER - {I'NE

o MAC T NAS ldentifier 128-bit Key

R1 Key holders : B A#—0ERFEAE SR RL E5f -

MACiIiit

NAS Identifier

128-bit Key 128-bit key as hex string m

MAC fizilt : A S —IHEEEMENEBEHRH TS -
R1 Identifler : @i A AP B9 R1 Identifler #3132 %5 -
128-bit Key : & A—#HHE AR 128-bit Key #5 -

YV V V

B A MEREAFIIALLS ROKey RERN - 11HE -

# MACi i NAS Identifier 128-bit Key M7

1 00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900 m

53 HHERRFEINAE

ICTIREEmMEZRMBAMBES MR - STIEAHIRFEE / RADIUS GRS / OAuth 2.0 B
PR P RRRE MEh R abee - EREREMINE - TEEETEREBKRBEEEER -

PRNE" RMERE" > " HEREINEE "

# HEREAM IR HEZEThEE

-]
=il

] WRESETE .

WRESETE .

HWRESETE |

WRESETE .

HWRESETE .

HWREEME .

=il HWRESETE .

'S
B

=il HWREEME .
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MAC firilt : 587~ 2.4G #48 MAC il -
EBERE  FRHEURENSZRBELZEBR &R - X% "US,~TETSI, - "Taiwan ;s °

> BEREMFET 232 802.11b, 802.11 b/g, 802.11b/g/n, 802.11n UEE - FEAECIKTE
SKEE -

> BEEE: ARG ERESREFRIABETER BEREEZURRBECRERKF
B -

> 3 gRBIAREAREAEEAEFEA B ACNIREERE  oii S EENEE - &
B LEEMRE -

> EEEWINERRE :
ERETRFIERIERERRE" SHh1" ~" FRI BEHINER FAEERI - KRAEH
RIBEFTKOBITRERBERRSBLINE - AR SR

>  Slot Time: T LEEIA slot time BB - EIREIENT - SHEH EEXSEF O ARRREE -
PERE : RN EEEE 1%, SOl ARB RS, 2R BEEFTE L% Slot Time
B2 ACK Timeout R3282%&18, MARRBELIEM(AR)EE -

>  ACK Timeout: £%%F "ACKnowledgment frame” BIfg KR M AW EUL - ACK S EHEEH -
8= ACK Timeout &R/ 6l lost - (BERNEERE -

72 7€ Slot Time #1 ACK Timeout gENNs&REEREER - EXEEREARIE(LRE - BUE

AESEEHEE  BELASUESEEROTAE -

HT Physical Mode

TX/RX Stream 2T2R

T B 20/40
SN .k ©@F

Mcs Auto
shortgl © HA WEA
noms @BA e

Aggregation Frames

HaEBEgxAM

> TX/RX Stream : LMFER1ES 2 HEK 2 EW(2T2R) - EREB LUK IRERAZEEY
MRS 1 BER 1 ZWATIR)METE
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REm 24Ghz KRERE 2x2 (2T2R) - Sl a4 2T2R BRE - HEFABEXK
A IRIFILTRRRERRE

v
X

SREET : £/ 24Ghz 5 20Mhz 8¢ 20/40Mhz - fFREMMSREGREF 2 EEEHRY
SRR E

IEFER B Wave?2 & R, 2.4G(Radio 0)Z#1ZF A 20/40 =, BI&K Data rate &
400Mbps

)<T|

Wi}'

> HE{RSEIE : IEINRE RAESEERE TP EIE 20/40 7 & HIRBIE ) el E N - HEIE D
£, RUSREOIERE 1~7, FEE D T AISRE0ERE 5~11 (TW 802.11n)

»  MCS : MCS #:Z2 802.11n 7 WLAN HBIRE HIRHMW—TEZERR - T MCS 4REE
R EBMRENTEERE - £ MCS BERERBEERHARYE -

>  ShortGi: fEfrERR - EREREEEEHSRZHBERSREREERFSAHTE
MR EEBUIRREBR - SN —EBIEN A TE - T Guard Interval Hi2 1A D
AR TR —IRTNEE - LMFARER "’RUAE, -

> HERE: KZEIHEEMmA—  —EBEEHE -  TEESRVASTEERE - 5
HEBEE HRERES "R . BEAZ2EEHE -

>  Aggregation Frames : S BB EMFAER/N -

»  Aggregation Size : HEIBERMK/N -

5.6.2 Radio 1 (5G) / Radio 2(5G) &=E

il FEEEE -
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i — R

MACfirs: 8c4dea051c76
B Tawan .

AR 802.11ac v
pepm  © EUE O g

e 100 (5500 Mhz)

B THERE Fhe ¥
Slot Time g
ACK Timeout 30

» MAC fi3lk : 2~ 5G (Radio 1) / 5G (Radio 2) #E#R MAC Ryfidlt -
> BERTE: FHEZURENEZRBLERRZ&EE - <& "US, - TETSI, - "Taiwan, °

> EEEMFER . TEoIPUEE 802.11a/802.11an / 802.11n(5G)/ K& ##Y 802.11ac &
> B#EE  RARRARBEIESRFNBEEETER  BEARSEZEJKRBECRERKF
E)aHEE -

> RE  gRIAREAFBER T EAREGEFREABS AERREEE -

RIE NCCELEMER - 2ZFI N3 3 {8 5GHz 488 :

2. 5280 ~5350MHz ( CH56 5280MHz -~ CH60 5300MHz - CH64 5320MHz )

3. 5470 ~5725MHz( CH100 5500MHz - CH104 5520MHz - CH108 5540MHz - CH112
5560MHz ~ CH116 5580MHz - CH120 5600MHz ~ CH124 5620MHz -~ CH128
5640MHz ~ CH132 5660MHz -~ CH136 5680MHz » CH140 5700MHz )

4. 5725~ 5825MHz( CH149 5745MHz ~ CH153 5765MHz ~ CH157 5785MHz ~ CH161
5805MHz ~ CH165 5825MHz )

Hoh 5470 ~5725MHz ERBRAESTMREBHRENEFRREER EEHBLR
BRZAVERE N EEEEABLEAR EaBSEME DFSH TPQ EIRPEAR 500mW
2 ) e - ERERAFIBIERBEELNHETCAGEERR - DFS 2EERES PR
RETEE,; 5250~5350MHz FMZEAER - ( 8ZHEREET = NCCEF " EI)
REVRERH RS )
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> EBEBWINERTE  CAEFUKRAAERERKRE SR ~" SR B@IHE  EAS
£/ - KBARNREBKUBTAZRREIRSHHINE - BRA" SR

> Slot Time: WOJZELEEIA slottime EE - EEEBERENT - S5 EEXSES O HEREIE -
PERE: ERAT"  BEEE %R SO A BB EER  RAAEHEEFTE L Z Slot Time
B ACK Timeout FIZRE2EE - MABRBEBEU(AR)FE -

> ACK Timeout: 5% “ACKnowledgment frame” Bifg KR MAHWEW - ACK S EH1EE) -

B SAJ ACK Timeout Zig /031 El lost - (BEBMIMERIERE -

a2 Slot Time #1 ACK Timeout SN REREHELR - ENBUEREARE(CRE - BB
ABESEEHZE  BELSUEZHERVTAE -

HT Physical Mode

I8 HT Physical Mode
TX/RX Stream 2T2R B
FREET 80 .
Min MCS 4 -
Max MCS 8 -
Shortgl  * EUH ]3]
sps ¢ BA 2
Aggregation Frames 32
Ha®Eaknh 50000

>  TX/RX Stream : HiEFERRER 2 BZE K 2 ZW(2T2R) - EEEH LIRS ABRHEZERER
1EER 1 ZWATIR)AIEE
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SR BEAMKRERRFTERXRR 1TIR AR, BIEZMREEUEE ANTL, M
ANTZ2 i SRE L - oJ2EFM 1.1 "ERXEFHE" 1TIR KERUENEBI/RRA

> $EiEEI A 20Mhz /40Mhz/5k 802.11ac B 80 1EREMGHRAR AP 2 BEHNERR
-

»  Min MCS: MCS #R:&2 802.11ac £ WLAN RUBHIERER FIREM—EFRIR - M MCS fRaZEiF
FEBNRENTERAR - £ MCS BE2ERBERHAYE - BRER 4 &/NMER 0 ZKE
H9-

» Max MCS: MCS #RzZ2 802.11ac £ WLAN RYEFRE FRR P —T&RR M MCS fRZER
FEBNRENTEAR - £ MCS E2ERBERHAYE - BRER IZ/NMER 0 ZKE
% 9,787 2 Max MCS fEZR R Min MCS f& -

> Short Gi: RRERMR  BEEHNECEZEAERSERZHEHSARTRNGSHLE  R%E
BEEIBRXBMR . ST —EEBIER A TIE - M Guard Interval Fh26E AR/ IR TEH
—IRINEE - WMFRRES "’RIH .-

> HERE:  BZEFEEMA—  —BEEEZE FTZEERVASHEEHE - EHHE
BE, LBERER "RMA. BELERRAT

> Aggregation Frames : s3I 8B E£8IFAHER/) -

> HEREK/N(Size) : HERENK/) -

Al

n

\ﬂ]]?\

Aggregation Frames / Size EIFFHMNE, FOENRTRRE, EREEEHERDE

RRIESTALE - FRAEE " T " RIIRRCISARE " EWMRLE) " - SCRINEEESE
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i R IR
Beacon Interval 100
DTIM [Ef= 1
Fragment Threshold 2348
RTS Threshold 2346
Short Preamble  © BUA O Bapd
IGMP Snooping & B O gEA
Greenfield © BUH O Bapd
S5GELERIR 0| 10 RSSI Limit
RF on/off by Schedule Always v
Location Tracking Log L1  so00 b

> Beacon Interval : B AZE M 10 £ 5000 msec - FERERZ 100 - WAWEEHS - BEIRE
MEPIREE  WANEEENR  BEEQEBRERELR - ZRERMERE

> DTIM Interval : & A DTIM Interval 818 - 8EaHS - AFREAERBEE - BEHE - WEEH
%F - BHRAEE - BRERAERE

> fragment Threshold : FAGAZRESEFEX/) - EX LAENEBA - EEFNEZENEE
MRS - FERER 2346 - ERFEAERE

> RTSThreshold : M AZEN 1 £ 2346 - BTEMNRIET  IIRTEHUSEE  BFEEHRR
MNEFARZILRTE - EREHERE

> Short Preamble : A& MERMFARE 56-bit (= EMIAEE - BERARIGER 128-bit - Ei&
R E

> IGMP Snooping : FZRZ 1B TE layer2 217 M 4E#E MAC B Multicast il 3% - LUEZITE layer2
t#E1T Mutlicast - BEFERTERE

> Greenfield(#E18() : BEEEGIRIE FEEEM 802.11n R M EETT - RITRE A EE
- A 1In ZENERPIRTUEERET - BEERRARE

> 5G {B5iER(Band Steering) : 24GHz 1 5GHz WARAKEREER - BEL 5GHz WAFE
IimEARE S5GHz MRS - DUEFRIEE - dIiR” RSSILimit " BREERRA 2.4 GHz
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ERERRRERE RSSI OPIE(E - DULIES SGHz B ERMNEE - UMERMUENTESE
$8(2.4/5GHz) SR FE AP B9 5GHz FSR BN 2.4GHz 4% RSSI FRag @I EE - RIZASHE R
e AP EE L SGHz ER BB -

Band Steering NEER RIVESEIRRBE (2D BEA 24G A5G AR FHEEME RIS
FHUEH), % Band Steering 158 - EZEZE[EM 5G /Y 11AC - RELEREGHEF
EXREIENESHMABRE  SENERERAEREILEER -

>  RF on/off by Schedule: I5I8E0] U ERSERZERAA R KRR ERBERMEER, K
BIRRAIERFE" RARTE" 2" BERA" EHFED -
> Location Tracking Log: LtINAECI#FEEAR I P EAAR AR E IS 7 BEREE(RSSI 51 8) B Z H
iR Im BB E M AT -

Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac=ilaleeiSeidemil resi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-Trrrrrommmm rssi=-68
Jan 1 08:26:00 Wifilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac-Trrursommnees rssi=-67

Location Tracking Log REERHEFAFPUERENGEIEE, ILEBIJBEGEP
T EAIE L ARG EMM ST -

@ www.cerio.com.tw \, +(886) 2-8911-6160 WA sales@cerio.com.tw



USER MANUAL CI:?IO

CenOS 5.0 SOFTWARE Anphify your Wireless Netw

5.6.4 WMM BB R {E{LERE

il A TE -

3= WMMSE & (LR
wumEESE @ B O Rk
£= WMM Parmameters of Access Point
No ACK Policy
AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 6 3 0 O
AC_BK(1) 4 10 7 0 g
AC_VI(2) i 4 1 3008 O
AC_VO(3) 2 3 1 1504 U
£= WMM Parmameters of Station
AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 U
AC_VI(2) 3 4 2 3008 O
AC_VO(3) 2 3 2 1504 U

> AC Type : Access Category BT E D& Voice(VO) ~ Video(VI) - Best-effort(BE) &
Back-ground(BK)ZE 4K -
> CWmin : Minimum Contention Window « EEHEEZFZ WMM FEZERIREERR -
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> CWmax : Maximum Contention Window - EE&EEFE WMM FHIERRVIEERRE -
A= CWMax —EMNBERREER CWMin -

>  AIFS : Arbitration Inter-Frame Spacing Number - SE&E D Z&H A S HFEEERHEH
5 -

>  TxOP Limit : Transmission Opportunity - SEFZEHE - HREERHERPFEERSBITHE
A AC_VI B AC_VO : oI EBANBELUEINSRSHEXEITE -

> ACM bit : Admission Control Mandatory, ACM R AC_VI & AC_VO,E IEIhEE)R B
EIS AREZEPHNEGENEREE ACM, k2, EEENESENR ABRFHKRER -

> No ACK policy bit : FNEHF - R REFEMSEBAERERSER WMM HEE - FE0E
B#FEK - oEERELS—EWE WMM HE - ZRE  ErEGEMSEaRREREH
WMM H 61 - AEEREIEBmEXR - AR BZoFEURE -

5.6.5 WDS i%&7E

£ AP+WDS ThEER: Mlin RYFR AR B it 8 W A RIS &N 52
& WDS I18E - EMinfERE a8 B HREH TR
HMOTER MAC AL - RORERE—EEMSEHUARS
FE WDS ERNZBEMES MAC 73l - B ENAETER
T WDS B e &N A ERHEREGEEEM - BEMUK
AAMNETST - CEERASER -

wos e O MG © A

= RV WDS Ih8E - o] 5% £ f£ A8 Radio 0(2.4G) 8 WDS 2% Radio 1(5G) 3k Radio 2(5G)f# WDS %5 -
IR ANBHER 24G+5G+5G $TT3R7E 24 48 - 76 WDS INAESTHE VLAN tag (3 - BEALNNER
72 Tag B - WDS 6T/ Tag % E R —(AIBHEIRE -
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il WDS 3E

wos e ¢ EA
Radio0 ESSID default_wds0
Radio1 ESSID default_wds1
Radio2 ESSID default_wds2
ImgEERE [
=
i MACHTHE
Radio 0 00:11:a3:1d:00:03
Radio 1 00:11:33:1d:00:04
Radio 2 00:11:7%:1b:f8:52
im WDS Client Setup
Radio 0 Radio 1
54| MACHii EH MAC it
in EEER ST
Radio 0 Radio 1
VLAN# Native TAG TAG ID Native TAG
@ .
101
102
103
104
105
106
EEEEEEE T 107

> Radio ESSID : {XxZE{EHEZAY Radio -

TAG ID

101

102

103

104

105

cExio

Amplify your Wireless Network

BAEA

Radio 2

EH MACHi 3

Radio 2

Native TAG TAG ID
101
102

103

105

1086

107

AEaHEmAMBR SSID &7 -

> NNZEREY : olEIERRAEL AES 128bit M INEE - AES MNZB B &R ol@ A 0~9 855t A~Z
NNBEXET - SZEIHA 8~32 HFTElNEERET S WDS AP KU Z B ML ZNE
B ERER -
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> WDS E#ERE : olsxEfEH Radio 0(2.4G)f WDS 5 Radio 1(5G) 1 WDS 4R 3 8% 5 6
WDS #B# - 5% WDS Client Setup IH A1 P A BRI ERE S MAC Lt -

WDS JTESIR

1. WMEeEREMaRMER WDS EZ455 - AIMarIREFTEMERE -

2. BEMmaEtae Rl ABRB RBIASR WDS Client Setup F&a&xE B 5 RI#ELR MAC
fizdlk - #8%4A9 B 59 WDS Client Setup & E A SRVEELR MAC fizdlt -
BREXREBEPUAEM tag - 2 ENEM S EERFERENER JEZH tag °

4. WDS JN#ZoJBo)fE -

>  MAC il : BRI ER DR EF A Radio 0(2.4G) 3¢ Radio 1(5G) 3L Radio 2(5G)RI#EAR
A=A -
> EREEERTE : (WDS)
® VLAN#: B~ AP HFTBRIE R -
® Native : DJE 122 FMMEE S AR M WDS 85 -
® TAG: OJZ3EZ 4 tag KIHE] -
® TAGID: &% VLANTag ¥ ID 1& -

TESTREEINE TR RETENRE  WIRT TENME, ERAFSE -
5.6.6 WDS fk&E

il RadioQiERAF

MACHiEt Rate(RXTX) RSSI
W Radiol B

MACHiit Rate(RXTX) RSSI
il RadioiEEAR

MACHiEt Rate(RXTX) RSSI

FA’K Radio 0(2.4G) 2 Radio 1(5G) = Radio 2(5G)AJ WDS E#RiAEE R
> MAC il : Bns i—ImpVEgE S MAC (UEER -
> Rate(TX/RX) : 'k WDS Wy £/ MEREEFE -
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6. Client Bridge &=

= EEERERENEMREGEMSTNRR REREASHE WDS B1#115E €& JREN S Client Bridge
BRI MR Fin AP A9 3R 1B 11518 Repeater AP TIEEEEMEZEME - LUN 4R Client
Bridge #z{ & Repeater AP &7 °

6.1 ;REREFEL

P RRE" 9" BIRE" c EARNBMEREER" Client Bridge 3" #EFLERHRED

im AR

tEt B L v

6.2 EINAIEERE

E1)#7% Client Bridge 23018 - EEEZNALKREZRAHN IP A - MERLABENEEEAERE - M IP U
HACIER -
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® WEIPLLL O BAEIPHIHE TEDNSARE

FEDNSFEIEE

802.1d Spanning Tree

DHCP Forward

ETHOD

EEMERE 0O | 14006

BRI EARAEE -
> B EBABTULRZRMAREERFE IP UUEIENRE IP A7 -
o EFFREIP Il : IJFERE—AEE IP AL RAER -
o ENARIP il : K% Lin =5 DHCP AR - RIDIEAHEIRE IP Ut oiZ R B EES —4A IP -

ERHENRE IP AR - B&HAEEEENUS DHCP JRZERY IP {7t - MPAFENAY IP it
’rEH i DHCP AR ESHEREIFE - S IP A ASFEE - FEBABZEA
ZmEE - WA Eln DHCP ERE3XE:E B R AFTEVSHY IP A1t -

FRAE IP fiIdt :

> IP Uk : BREZRAY IP AL -

> FHBES . LE IPWFREBES -

> TERREE  REAEARE AL -

DNS :

> EZE/RE DNS fafRe: : oJREMNZEERATAY P ALt -

802.1d Spanning Tree :

>  TOIEYFIELRARA Spanning Tree IHEE - 802.1d Spanning Tree f&TE % STP - RYF LEINEEE FFE 22 (@
EIAREREERER - SO EEREEN AR ER - W TNERMT -
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xDSL
‘\’ N Packet flow ( )) (( g
NAI Lo > Wi-Fi L[( N
[ Router H Switch }L ) > =]
[AN L2t - .-
~7 T\ AP Station
| / AY —
] "J:\"o::-
* LOOP ?55 WDS Bridge
X .._\ f’ :LL;
AN R
- " packetflow o [0 ) Wik ([ g
Enable Spanning Tree function -~.._Packet tlow_-, ) a g
to Anti-blocking packet loop RJ-45

AP Station

DHCP Forward
>  BERH P ALUERFENRE IP BW{S, W RIA Repeater INEERF, RUFERARY Forward IOEE -

= DHCP Forward

DHCP Forward = BUA O[]

6.3 DHCP :&% &

CERIO A9 CenOS5.0 5N DHCP falfrzs - &3 A B0l EBIULINEEKREZE IP iIit4aFHERAZE -
BERECHEESR DHCP AlRBERZE PR - B7ESER - ofE 480 DHCP EAR23INEERRET - =X
ERAD R DHCP 89 IP fuilt - (BRERIBEANEEA DHCP ERe: - BITEBIULTHEERUE - EHETER IP IR

B

RN " RAEERE " > " DHCP &E " MR DHCP falfi=s -
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= DHCP,

gz OB ol I

2= DHCPIRE

kEYAIPII Lt

fERIPiiE

FEBIES 255.255.255.0

HEREE

FEDNS{E ARt

REDNSEBREE it

WINS @ AR 28 {1 11t

R R

IP#H AR 86400

4R IP il : 52 7E DHCP B8 2IKE IP RUEEIA UL -

AR IP ik : 52 7E DHCP falfR=8Ik% IP RUAE R -

FHBSES : 52E DHCP A fR22ER IP FABRIRES -

FAEREE  SREEZE B DHCP ARRIKEAI B ERE P At -

F/RZE DNS EfR=R : :RERZE R DHCP FAk#sK%E DNS AL -

WINS falfRz2 il : FREMABPEZRE WINS Ekss - oJfEIEERE WINS @ AREs IP it -
Domain : EHEAREMBEME - DJEUIEABENEZHE -

IP #ARME : oJREIKZ P REARE, ¥R 86400 (1 X) -

YV V V V V V V V
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6.4 HEIRFRTE
IEIhEEEE EZEE Client Bridge(HEAR UL 5 151:) 0 EE2$ A Radio 0(2.4G) = Radio 1(5G) =X

Radio 2(5G)RVSARMAERE - BEEGEMSWAERINE - B JRENIREL®(Repeater AP)EZE
tERIIHEE - RER MAC BB ER REBESINGE -

= e 2.4G 5EXEHE LI AP I - Rl Repeater AP i REEE 55 SM{E 5G E R E
e k%A Radio 1(5G) #a%4E# tin AP [ Rl Repeater AP i REEE M 2.4G
% —1& Radio 2(5G) MIE it -

MR M S8 IE KSR (Repeater AP)FREL B

# NS ROumGHEEASETE Fin AP BT BEEESER

S 1 S ASFTHETEEMEH Radio 0(2.4G)2k Radio 1(5G)2k Radio 2(5G)E oh—{ESaE £
Client AR E=E#Z FInfEGE NS - R¥E LIk AP 2EH 246 r0%Ek: - AIEEEHEI 246 HRENS
IhE -

PUTER 2.4G Bl - £ " |ARRTE " 2" Radio 0" ERMAREMERERI - BIABREEL 24G BRERE

SEIS -

@ www.cerio.com.tw \, +(886) 2-8911-6160 WA sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

A8 AEM Radio, AU Radio 1(5G)k Radio
2(5G) 4R Client fE&iE _ElIn1EHE, AIB¥#EA Radio 1
g Radio 2 B&7E , WRIAEMESEHEER

il — 7R

MAC firhk 8cddea0s1cT9

Lwogees O O B
BEEE Taiwan v
SRR 802.11b/g/n w

T BHAEERE" BB ESHE" RMFRESHINEG
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SR 3 HESTHE, MOMEMNEAENSREFILERER, FEEKLIEMERI BSSID &5, i
HE" ERE" HHIRERELL BSSID RIRIREIZRES -
im i SRR e T

S5IDZ7% CERIO

=R WPAWPAZ Personal ~

WPS Push Button

im TIEETE
I EIEh (WPAZEWPA2) v
mEEEE B&h v

<

AERIEERVARE - BREFMEZRREENSRAIREERR 40% RN IR HE EiniE
mEMAREGNIRMERE, BRAUESERNMRmE

SEREMSBECRETHE  FENRME R4, WHE" RFARE" MEE Radio 0(2.4G)5k Radio
1(5G)1B# LRIk ENER - FHEMAB IR BSSID FIRFKEFRRMINE AP 2 -

MR 2 B E - TERMAARE TELIR BSSID KRR - BoJgsd Fighy IP UitEFR
B4 - S8 A Fin AP IERE4R - FEFR Lin AP WZK%&E

T4 BEERTELEBEMS - RITLIFAR Repeater AP IHEE - EIEASTDIEHE " \ERTE " "
Repeater AP &7 " RUAINEETI R EEAREMSE N - FRRERFH
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1]

SSIDER

Twssip YEA L]

MREESERE B ® e

T BA L
ERERSN 64

s

= 2 i AP A8 - tIAC IP ML AREER - MR EMAE AR FRAEF -

RRETTAE - FBRE " T " RIMRRCSRRE " EWRE " - STRUINAEESE -

6.4.1 Radio 0(2.4G):&7E
X —MRTE / MEEMAEEER

im —AE SR

MAC firit Sc4dea0s1c79

Emoeens OB O gaEA

Em Taiwan
SRR 802 11bigin w
ST =R o

Slot Time 9

ACK Timeout 64

>  MACfirilt : B8R 2.4G & MAC AL -

BIEERTE  EFHEURENFEZRELEBERZER - 3% "US,~TETSI, " Taiwan ;s °
|REMFET - 38 802.11b, 802.11 b/g, 802.11b/g/n, 802.11n UEEZ - FAECIKTE
SKIERE -

BERE : AR AGFEESRENABEETER BAREEZEJKRECREFTKF

Y
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B -

> RE gRRIEAREARBRAREBFEFRERABSARNRBEERE o SEMREINEE - &
B L MRE -

> EREWINERTE :
EREURMAERIERERKRE" FHh1 ~" FRI BHINER FARERI KEBAEHN
RIEFKOBITRERERRSHLINE - AR FHRI"

>  Slot Time: ROIELLH#IA slot time BB - EIEEREN - SHEHOBEASBF O FRREAE -
PERE : ERON EEEE REH, SO ARRYERVISIEIERE, R B EEETE L% Slot Time
B2 ACK Timeout F3E82E18, BMARRBLIEM(AR)EE -

»  ACK Timeout: £%%F "ACKnowledgment frame” Bifg K &M AHEU - ACK S EHEE -
=9 ACK Timeout Zig /31 €l lost - (BEBMMERZERE -

s E Slot Time #1 ACK Timeout SN REERELR - BEXEUEREARE(LRE - BUE

AEESEEHEE  BEASUESHEEHRNVTAE -

HT Physical Mode

HT Physical Mode

TX/RX Stream 2T2R
A 20140
MCS Auto v
shortcl @ EA BAE
sams OHA BAE

Aggregation Frames

HaBEsxd 50000

>  TX/RXStream : LMFERER 2 BEK 2 #HW(2T2R) - ERHCILURFIIABRHEEY
AR 1 EEK 1 W (ATIR)WRERE
REm 24CGhz RKEEARE 2x2 (2T2R) - SR EHRR&A 2T2R RWE - HERIABEK
am IR ICTRRR ERR E

> BEIEET : F/H 24Ghz % 20Mhz 5 20/40Mhz - {ERE S BEGRHF 2 BEHN
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IEFER B Wave?2 & R, 2.4G(Radio 0)Z#1ZF A 20/40 3, BI&K Data rate &
400Mbps

> SRS  IEIhAERESREE T P EIE 20/40 4§ IR EE D LoiE N - HIEED
£, RUSREOIERE 1~7, =EE D T AISRE 0 EE 5~11 (TW 802.11n)

>  MCS : MCS #mzZ2Z 802.11n £ WLAN RYERERZR FIRIEM—TEZRIR - M MCS #RZ(E
B EBNERNTERE - £ MCS BRERBREMARHE -

>  ShortGi: fEREER  BREFEEEERSEZHERSERARERNRSHIEE -
MR EEBURRZEBR - SRR —EBIER AL TE - T Guard Interval #2 AR D
AR TER—IRINEE - HMFARES "R, -

> HEERS: SZETFEEMmA—  —EBERELEE TEEZRVAEINCEHE - ZH
HEBE LRERES "RH . BEAZEREHE -

»  Aggregation Frames : S BB ERFAELR/ -

»  Aggregation Size : HEIBERMK/N -

6.4.2 Radio 1(5G) / Radio 2(5G):&7E

X —HRERE / BAEMSHEHRER

i —fETEE

MACfirk 8ciddealsicia
zwesers ©BA O mies
EIREE Taiwan v
SIS 802.11ac v
R BB TR Fho v
Slot Time g
ACK Timeout 30

> MAC i3l : #'R 5G (Radio 1) / 5G (Radio 2) ##R MAC RYAIL -

> BERE: FREURETEZRBLEBERZES - 2 "US, - TETSI, - "Taiwan

> HEREMEEI( . TZOJLUERE 802.11a/802.11an / 802.11n(5G)/ K& 802.11ac &5 -

> B#EE  RARRARBEIESRFNBEEETER  BARSEZEJKRBECRERKF
EHEE -

> RE  gRIAREAFBER T EAREGEFREABS AERREERE -
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RIE NCCEBELMER - 2RI N5 3 & 5GHz 48 :

5. 5280~ 5350MHz ( CH56 5280MHz ~ CH60 5300MHz ~ CH64 5320MHz )

6. 5470 ~5725MHz( CH100 5500MHz ~ CH104 5520MHz - CH108 5540MHz - CH112
5560MHz ~ CH116 5580MHz ~ CH120 5600MHz ~ CH124 5620MHz ~ CH128
5640MHz ~ CH132 5660MHz -~ CH136 5680MHz ~ CH140 5700MHz )

7. 5725 ~5825MHz( CH149 5745MHz - CH153 5765MHz - CH157 5785MHz - CH161
5805MHz ~ CH165 5825MHz )

Hh 5470 ~5725MHz EBRAEST MRS AEREHNEZRREER EEHELR
BRZAEE N EEEEABLEHAR BSEEME DFSH TPQ EIRPEAR 500mW
2 ) e - ERERAZIBIEREENHTCAEERR - DFS 2EERES PR
REBIRER ; 5250~5350MHz BZEAEA - ( &8RS = NCCES "KRI)
REVABE IR L)

> EREBINERRTE  FREURERERKRE SH1 ~" SR BEIIE BB
Z8R9 - KBARNREFEKIBTHERBEIRSWLINE - MRS SR

> SlotTime: MTIfELL#IA slottime BB - SRS - SETEEEGEF O ARZREE -
PERE : EFL T BERR" HRER - SoIDlEm ARSBIRERVISEEEERE - AR E B EFTE L Slot Time
B2 ACK Timeout F3E82E1E - MABERMUEU(AR)ETE -

» ACKTimeout: %% “ACKnowledgment frame” Bifs K &M AW EUW - ACK S EHEE -

B SAJ ACK Timeout Zig /031 El lost - (BEBMIMERZERE -

a2 Slot Time 1 ACK Timeout SN REEEHELR - ENBUEREARE(CRE - BB
ABESEEHZE  BELSUEZHERVTAE -

HT Physical Mode
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TX/RX Stream 2T2R -
S 80 .
Min MCS 4 .
Max MCS ] .
shortGl * BH REH
saugs ©BA REEH
Aggregation Frames 32
HEEEAN 50000

>  TX/RX Stream : HETRERIER 2 Bk 2 #ZIW(2T2R) - EEECDUREABREZLRER
1 B&ERK 1 ZFRWATIR)AETE

SR BEAMKRERRFTERXRR 1TIR AR, BIEZMREEUEE ANTL, M
ANT2 sl sREa Lt - TT2EFM 1.1 "ERXEHE" 1TIR KIEAUENERRR

> $EiEE A 20Mhz /40Mhz/5k 802.11ac B 80 1EREMGHMRR AP 2 B EHNERR
R -

»  Min MCS: MCS #R:&2 802.11ac £ WLAN RUBHIERER FIREM—EFRIR - M MCS #RZEF
FEBNRENTERAR - £ MCS E2ERBERHAYE - BRER 4 &/NMER 0 ZKE
H9-

» Max MCS: MCS #RzZ2 802.11ac 7£ WLAN RYEFRE FRR P —T&RR M MCS #RZERF
FEBNRENTEAR - £ MCS E2ERBERHAYE - BRER IZ/NMER 0 ZKE
% 9,787 2 Max MCS fEZR R Min MCS f& -

> Short Gi: RRERR  BEEHECEZEAERERZHEHSARTRNSSHLE  R%E
BEEIBRXBR . ST —EEBIEF A TIE - M Guard Interval Fh26E AR/ R & TEH
—IRINEE - WMFRRER "’RIF .-

> HEERSG:  BZEHNEEmA— —HEERLEE - TBEZRVASHEEHR - ZHHE
BE, LRERER "HA. BELERRAT

> Aggregation Frames : $I 8B E£RIFHER/) -

> HEREK/NSize) : HEREMNK/) -
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Aggregation Frames / Size EIFFHMNE, FOENRTRRE, EREEEHERDE

RRESTAE, ROiSR MR IR E R R E R B IIBEIE B E(F

i ERSIE
Beacon Interval 100
DTIM [ 1
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble & BUA O galed
IGMP Snooping ' B O med
Greenfield & BUA O galed
RF on/off by Schedule Always v
Location Tracking Log | &00 £

> Beacon Interval : @ AZEX 10 F 5000 msec - FERERZ 100 - MAWEENS - BEINE
HMAPKEE  WANBESER  EEEGEREEER - ZREHERRE

> DTIM Interval : @A DTIM Interval 818 - BEHS - ARH A FUEE - BEHK - WEEH
%7 BHERAEE - BRERERE

> fragment Threshold : FZRFARZEEMEAN/) - EX LFMENEBA - £EFOEZENOIEE
MRS - TERER 2346 - EEREAERE

> RTSThreshold : @ AZEW 1 £ 2346 - BTEAIRIET  ORTETHSEE - BEESARN
MERRRILRTE - BRERERE

> ShortPreamble : FRAZE 0BHERMARE 56-bit =B @MMEE - FFARIEA 128-bit - &
ERERE

> IGMP Snooping : FIZRZ 1B E layer2 217 M4 MAC B Multicast il 3% - LUEZITE layer2
t#E4T Mutlicast - EZZEFERTERE

>  Greenfield(#BER) : EEBRERIRIZ FEZFEMH 802.11n 2 NMEETT - Rl RE A ER
- A 1In ZENERPIRTUEEET - BEERRARE
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>  RF on/off by Schedule: I5118E0] U ERBSERZERAA R KRR ERBEBRMEER,
BIRRAERFER" RARTE" 2" BERA" EHFED -
> Location Tracking Log: LtINAECI#FEEAR FH P EAARH AR E IS 7 FEREE(RSSI 51 8) B IZ H
iR Im BB E M AT -

Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac=ilaleeiSeidemil resi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-Trrrrrommmm rssi=-68
Jan 1 08:26:00 Whfilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a chmac- TR rssi=-b7

Location Tracking Log REERHEGAFPUERENGEIEE, ILEBJBEGEP
T EAIE L ARG EMM ST -

6.44 WMM SEEHE(LRE
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= WMMS BB (LR e
wumEESELE @B © Rk
#= WMM Parmameters of Access Point
No ACK Policy

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 6 3 0 [_]
AC_BK(1) 4 10 7 0 g
AC_VI(2) i 4 1 3008 O
AC VO(3) 2 3 1 1504 UJ
£= WMM Parmameters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 O]
AC_VI(2) 3 4 2 3008 g
AC_VO(3) 2 3 2 1504 n

» ACType : Access Category H1BFcEE D& Voice(VO) ~ Video(VI) - Best-effort(BE) &
Back-ground(BK)Z 4K -

> CWmin : Minimum Contention Window - EE#EEFE WMM FEERAIEERRE -

» CWmax : Maximum Contention Window - EE#EEFE WMM FHIERFIEERRE -
A= CWMax —EMNBERREER CWMin -

> AIFS : Arbitration Inter-Frame Spacing Number - SE&E D ZH A EESGEEERHEH
R -

>  TxOP Limit : Transmission Opportunity - SEBFEHE  HREERNERPFERSETE
A AC_VI B AC_VO : o] EBANBELUEIRSRSHEXETE -

> ACM bit : Admission Control Mandatory, ACM R#EAR AC_VI & AC_VO,E IEThEE )R B
EIS AREEPHEGENEGRESE ACM, k2, EEENESENR ABEAFRKER -

> No ACK policy bit : FEHS - REZFEMSBBEFRERERH WMM HEK - BZREIE
Bk TEGHA—EWE WMM HE - B - ZreBRENaRBRAERER
WMM H 61 - AEEREAIE@mER - SRR BE oS ERE

e
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6.4.5 EMSHIERTE

OFE" HSNE" WIPEENREEENERENS WA EERNERIESBIHE "RE "%
it - ATREEFEMBERIEEEN - NREERBHES - FEEASCSKMNEREZILSRY SSID
LENNBES NS IAFEBESIETINE  JHEERFEENFEEREMSH SSID RINESASE -

B

SSIDEE default

e Open System v
Button

Encryption © e O B

ESEGINEFLHE BALLN %l SREURBEPEREENEFES  EREHME " R]E
" BSHENOI DI A ER A A BRI - MRS ERE " [T " RSN RE 24RO e
% -

> B - MEBRBEDHREEINE - 1 -

= 28Ne
i Signal BSSID . ESSID mEsis RE

1 62% i e—— NGS_APO None E

1 9% S 5 — WPA/WPA2 Personal

5 32% S/ 5 CERIO WPA/WPA2 Personal

6 33% T DT-200N WPA/WPA2 Personal E

11 11% —— o WPA/WPA2 Personal

SIS - BREGEMENEREE

Signal : B HarERAEMSRIANIREE - B bR SR IER S E L -
BSSID : %ETEBmiaiﬁqﬂ,.“,\?Eﬂﬂ‘AE’J%M(K HEEMEREZ MAC) -
ESSID : BniEZEMSEHE -

MEBER : BREMSrIREMES -

RIE  MBUENMZEGNEGEMNS  WREEREN -

YV V V VYV V V
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B SEERERRTE EEEASMEBREAILSIRIRERIME - ZEGEMSEMBBERNIE
- BEEEZCEIBERLABHEARE (ERESIHATIAR MEBEE O FEHASHA SSID
2 REBE MU -

SSIDEE CERIO

nEgEa WPA/WPA2 Personal o

WPS Push Button

Pass Phrase Settings : TEZEGKEMSHNNEELRBHEE AT - W A EEEGENSHN
[FTERS -

o WPA I : BERGEMSRMEES -
o MNMEHEHFZX : BEERGEMSMEBEREANESE -
o Tif: WAEGREMOREEEE -

g 53 (WPAZIWPA2) 5y
mEEE% 83 9

=8 ssssssssnes

RRIETTHE @ BRE " T " IR SAME " EMME " - STHINBEEE -
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6.4.6 Repeater AP(ZEfpE I S)ERE
S E I EaEEMIN(Client Bridge) iR 2 A& Fim AP iEH:1& - Ao LUIEIZRIA Repeater AP &35
JEBINEES R BEMAINE:  BEERMARRESHNABREENSEMTIEBHEEHRAFEHEE

-

menks ©am C paen

SSIDEiE default

=T@ssn @ gm Ogaes
mameEmy Ofm @ gaen
mgmal  Ogm O
AR
hngE s Open System -

2% Client Bridge(Eith 515+ A1z - Al Repeater AP(EBE &)Y SSID #Ff#)A

IE SRR -

|EME : BPASIRIA Repeater APEREM &) INBERTE

SSID &8 : :2%E Repeater AP(IEEE S SSID &8 -

o] 3 SSID : R ERNFISLRARA Repeater APGEBEME)H) SSID BHEEEEREH -

REEERERE XSS EIRE Repeater APGEEREME) THEEFERE - M EREBEA

Pk A UIERELR Internet - BEZERELRERERECEESRLIERER -

> EZIRE  REBRGEMSHN SSID ZAESGNERKFEREYE - FAZERR 64 EFERE
FHUE—{E SSID - ZZFEER 24G RRESERAR 40 A - EEH S5G EREEERAH
60 A -

> B . BEEYRTE WPA-PSK/WPA2-PSK Personal 1 WPA/WAP2-Enterprise & 802.1x &

3 tEmaa T -

VvV V VYV V

RRIESTALE - FFRAEE " T " RIIRECISARNE " EMRIE) " - SCATIREESE
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6.4.7 MAC fiIiitiBiE

22 TMAC BIERE . IBTLLEA TACL FEURE) , RESE - BRERNTHBMES - HEI2
(1) REHE MAC REAWAIBER - EtRESTSERGENS -

2) Rasr MAC REAMAILES - R ESREZEERGEMS -

MAC i1 it m

# MAC i iit Mmi7 # MAC i it W7

> RAI ;. olEERERRRE / FNEEE MAC RYREAL -
> MAC il : mAZEEN MAC Uil -
> MAC 3R . EREREN MAC R - IIARER -

RRESTTAE - FRAE " RTF " RIMERRCISRME " EWRE " - SCINEEESE
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6.4.8 802.11r tREE ;&35

IEEE 802.11r RUEI - 1EFZ S 2B & AR BE 1 R0
GRS PTRENREEE 2 - FEEARMHPinilE
ERMEMSZE  AEEREENEGEMSE
% EERBEEARE -

Mobility Domain alb2
RO Key Lifetime 10000
ReassocHAIR 1000

RO/NAS Identifier ap.example.com

R1 Identifier 000102030405

> REEEE : BRI 2 TEE
» Mobility Domain : EE—HHAZH - FER AP ER—EHERABERZ—EHEERY SSID -
B#yalE—{E STA ZFe‘ﬂTJ/MEJEﬁ PRIR BSS 8 -

IEBR D Ee BB AR 2 #H 16 U - B0 8c4d
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> RO Key Lifetime : 3% PMK-RO HIfEFS=a8 - F8a%4 10000 - oJz&E 1~65535 AW1E -
Reassoc deadline : E#EZa0E (LFRE - 8584 1000 - o582 E 1000~65535 ARE -

> RO/NAS Identifier : &1/ 802.11r ¥ - £ nas_identifier
TLFES

> Rl ldentifier : PMK-R1 #9 key 125 - 28T - U

» R1Push: BE#)iE# Rl Key Holders -

RO Key holders : #i A Z#E PR 5 —In R RS/ RO BEE?

FRWARER - oJaE 1~48 fiI

16 #UHs= -

Tl o

8= RO Key holders

MACiI it

NAS Identifier

128-bit Key 128-bit key as hex strin

> MAC il : 8A S —InEGENSNERE KRR -
> NAS Identifler : & A AP 89 NAS Identifler 4815 %&7& -
> 128-bitKey : @i A—HELAHH 128-bit Key # -

A TEREBRIALT ROKey FRER - MNFE

# MAC{I ik NAS Identifier 128-bit Key

1) 8cid4d:ea00:11:22 cerio.com.tw 8c4deal0112233445566...

wmi

R1 Key holders : @i A#—RENEZEMSH R1 B -

MACHi i1t
R1 Identifier R1 Identifier
128-bit Key m
> MAC it : MAS—IEEBEEEMESNEZFF <R -

» Rl Identifler : & A AP f9 R1 Identifler 4313, &% -
> 128-bit Key : 8 A—#BFtFAK 128-bit Key # -

B AEREZIALIS ROKey RER - tIHE -
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Rl Key Holder List

# MAC i1 i NAS Identifier 128-bit Key BMi7

1 00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900... m

RIETTHE @ AR " T " IR SARME " EMEME " - STHINBEESE -

7. WISP &1,

SIMEE 7 WISP 818 - Al ZA#EE % Router IH8E - B WAN EEH A2 B BEE S UHoERE
[BIFS 2 41 EBIRIEN NAT 22 DHCP ThEELIR B FNER R EAREREER - Ao iZBAE M RAETH
B8R E RUED WISP IN8E

7.1 RERFEEI

" RBERE" > "HEIRTE" EABNER -

il I
= ClientBridges& =, ¥
[ CAP#ES |
ﬁ%ﬂ&ﬂﬂ "“#E:—E

FERDIEIER WISP 53012 - BRI " REF&EMRIE " o EBBIRFE -
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7.2 WAN 3£ E
SRR WISP 5708 M4SN 2RA01E 8 WAN 12 WAN SR alEi@" &8s 1P /" £55IP" / PPPOE
/PPTP ZiER A, -

> BERRIP (il . FRIBEEMH xDSL 302 ElnE AR IR EER IP it - SR A B LUERIERET
HEITELR -

Hist e P Y v
= 1P
IP{izt
FRBES
MiEiE

® P fiIik : FFEAFGRY ISP FriZ fXRVERS IP {UiE4S WAN In/ THE M -
o THIRES : B ABGH ISP FRIRHAVFABESS WAN IR TEER -
o TREREIE : FFEARMLR ISP PR ARVTARRFEN U4 WAN In/ TEER -

> ENRR IP fiit(BENEIS IP) : A /EAY WISP 302 LI 48k 5 A DHCP RVt WAN IR ol 3#E4RH) IP
fuil - MOJLUERIERRIEERS T -
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£2 WAN Settings

EHaE

o B\ UREXTHEMATHE -
> PPPoOE : =5 PPPoE Bt iEMIRSR ARG - UILIRE A ISP FE R MH

§2 WAN Settings

Eat PPPOE v

= PPPol

ERERE
o
MTU 1492
Reconnect Mode Always On y

ERESRE . AW A ISP FTiR 4 /RAY PPPOE ERIEIRSR -

ZHE WA ISP PTR AR PPPOE EFHEZS -

MTU : MTU % Maximum Transmission Unit f4E% - =22 PPPoE EixHBHA/N - BER

1492 RER&EE -

Reconnect Mode : O] R =1&E&K T

v Always On: & WAN S{INESRERE - IS ABEER -

v On Demand : o5& EE WAN BEREZA%E - WAN BEIEELR -

v FE : WAN FESZEFNZER - H0AREEETASEERE TR ERNHRE
1E

>  PPTP : RA¥EERUBIE 175 - R ISP M PPTP i@& & - R WAN /AR E R I 178
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PPTP Server IP

WAN IP
FHREES
MTU 1480
MPPE40 O A [OF -]
MPPE128 O RA © EIEA
Reconnect Mode Always On w

ER&EEE : WA PPTP BRENERESE -
B - B PPTP BREB RS -
PPTP : i A\ =i #A PPTP @Rz Lt -
WAN IP : & A\ ZEEF R IP 7l -
FHEEES : A WAN IP WFREIES -
MTU : PPTP R RENTERE - REe% 1460 -
MPPEA40 : ¥ BEmINNEEMR 40 7T -
MPPE128 : Bi¥BhRONNE R 128 AT »
Reconnect Mode: oJ%7% Always On /On demand / F&1% 3 f@& 5 -
v Always On: E WAN sINESREBLRE - S LB -
v' OnDemand : TII52EE WAN BERBZ A% - WAN BEIER -
v FE: WAN AERRERYEER - BN RAEEES AESE BEETRR ERBRE
{E
> MACClone : i~ FREAD= -

B Default MAC Address
Manual MAC{I it

® Default MAC Address : B ERE A MAC L9 -
e FHEIETE MAC il : HEEERTRE—HEIN MAC Azl -

£2 MAC Clone
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> DNS: SREMUETRIE MRS NI -

FEDNSTEIREE

REDNSEIHEE

RIETTRE @ RRAE " TF " IRIIERCSRAME " EMEE " - THINBEESE -

anp
am
fe

7.3 BIHAEERE

IS A8 R E B E T E E AT LAN IP (i R FAEEE, £ LAN B L1538 802.1d Spanning
Tree THEE - FBRHE " RARE " > "EBEMBERE " EARERE

= I
\P{i 11t 192.168.2.254
FiEBER
802.1d Spanning Tree ) B ® e

IP Settings:
> Pl : SRESHEEZERY LAN IP it -
> FHRES : 2E LAN IPWFHEBES - BBIERER 255.255.255.0 ¢
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802.1d Spanning Tree :

Spanning Tree Protocol %4 STP - RYFLETN
EBIUENHE TEREEMS I AABREEEHEZHEN —SREBRERERRBEEEREE
M E SN BEREEEERENF Al EEEEEA WDS It B E IRV E S 5 AHE
AR RBERAREAEREF (M TNEFKR ) REULIHEERS IR ILRERE -

FERE Lins 2 A E M SR ERNBEREIHEX

Wan ¢ _Packet flow _ | Corio’s AP
i LT = erio’'s
A U) Wi Fi {r(' ' )?\J) Repeater Wi-Fi ([{ Use Client Bridge
- _',l -

WISP .,
Cerio’s AP Use WISP_—
/M /,/' \‘\ .’?‘x
LAMN | ¢ I.-"j \ ; E
§ LOOP ? 21 Ri-4s

\ Y / &

/'-?X' \\\ / O_E

o ‘H-.._\_\_____,_-J‘ AT
; : ; -.___Packet flow __. d
Enable Spanning Tree function --Tatkel t > -A cwitch P

to Anti-blocking packet loop RJ-45 _ |

RETTAE - FRAE " R " IRIMERCISRE " EWMRE " - STRINEEESF -

AX AETT

7.4 DHCP %%

BREREAREED DHCP BkE: - AITTBEBULTHRERUE - ETEHE IP K3 -
FARREE " RMERTE " "DHCPRE " EARHERE -
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st ® A O BEA

DHCP & 7E

i= DHCPE& &

REYRIPMIIE

FRIPAILE

FiERES 255.255.255.0

HREE

FEDNSEARER I

REDNS fAAR=Z ik

WINS fal iR z2 fi ik

MREaE

IPFHRE 86400

s IP il : 52E DHCP f@iRz2 2% IP RUEIA L -

R IP it : 527 DHCP @R8Ik IP BUAARLE -
FHBIES : 52F DHCP FR=3KZEM IP FHREIES -

TR FIE - EZEZE B DHCP ARz AMEEREE IP it -
F/RZE DNS EfR=: : sRERZE 1R DHCP Fik#skE DNS At -

YV V V VYV V
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>  WINS EMR=RAIit : A PAZRE WINS EAkss - oI T WINS EARss IP Al -
At - ol EILIE AR R -

> Domain : EfEBRTE
> P EARE : oREIkE IP WHERRE, 785 86400 (1 X) -
DHCP AFE3I%
= DHCP fEfrgsk3s A IP It o srE b SR £ -
# 1Pk MAC{i it Expired L b
E7E IP 2 &
3R
IPfirk
MACtr it | |
>  Static Lease IP Setup : 5B EREHFZEG DHCP EREFIEIEIK3A IP il - ol b EE
R ER B MAC A7 PUK B E 2 ES AKX [P AritEI] -
El%E IP 5%
# Fid IPfi it MAC{i i #MiT
>  Static Lease IP List : E52E5C A Static Lease IP Setup #& - EFfEIALLZER -
METTAE  FREB " T " RIERSRAME " ENME " - STRINEEEE -

WA sales@cerio.com.tw
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7.5 HRARERTE

ICTIREEE £ E & E WAN BB RS VB REAN xDSL LS - MGEES N EEREH 24G 5
Radio 1(5G) RY$ERMIEE - HBEEEMSROMEREINGE - B JREMNIREL M (Repeater AP)EZE
thErIINEE - RER MAC BB ERRIE 2 FINGE -

= WISP ¥ 2.4G BB Finae B - B Repeater AP ThEER BRI T mifE 5G
AY8E B - AHERV RS WISP 2% M 5G $REE#E Fimae B - Bl Repeater AP RBEfEM 2.4G
55 —1{& 5G RUSEE -

81 WISP fEAR Eith & Kaf SR8 (Repeater AP)aZ E 2 B2
# UTHRalimBEEASRZIE i WISP ST HEFEMSER

S 1 SBASFTEIZEEMEM Radio 0(2.4G) 3¢ Radio 1(5G) =k Radio 2(5G)R#E=REH Client
AAEEE FREGEMS RE LIk WISP 2 24G fER AIEEEFEL 24G BREESIES -
UTER 2.4G /&6 - £ " BARTE " 2" Radio 0" ZRIAEMSET - BAEBRE 24G EXRE

SEME -

A8 AEM Radio, AU Radio 1(5G)k Radio
2(5G) 4R Client fE/&iE _EIn1E%E, RIB¥#EA Radio 1
g% Radio 2 &%E , MEIAEMMEREEER

il —REiE
MAC 8c4d:ea:05:1c79
pwoenns © 8 o
B Tewan .
SRR 802.11bigin v
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LR 2: EAZ" BRRTE" 2" BEHAOfERE" #ME" ESKhE" HilFRESHINREL

o

e, F N
T——. — E
I CERIO WPA/WPA2 Persona
fr— D ! m
— -— PA/WP m

SR 3 HSEME, MEMEMNEREMSEEILEREN, FEEKRLTERERN BSSID &5, 1

RAER" RRIE" 1REBIRERTELL BSSID RYIRSREAZRTS -

i L SRR s
SSIDZTE CERIO
TmzEA WPAMWPAZ Personal w
WPS Push Button
]

im TIEETE
I EIEh (WPAZEWPA2) v
mEEEE B&h v
&8
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BEIRIMERARE - REMEREGEMSRVFNIERR 40%FRR L EH R i
MEMSRERINRMERE, ERAUESERNMRmE

SEIEMSBECRETHE - FETRMEI 24, TE" RFIRE" MRE Radio 0(2.4G)=k Radio
1(5G)1B# LRIk EER - FHEMAB IR BSSID FIRFTRERRMING AP 2 -

WNERIDER 2 STl R - ERFME MELIR BSSID KEE - Aolged gy IP it 24
E4EE - SEHOAE L AP IEREAR - B LIk AP Sl ARKERE

B 4 BEERTEMES - BTG Repeater AP IHAE - SEASTLIHE ' MERE "> "
Repeater AP %7 " RUAINEETI R EB|EREMEEN - FRRERFM
BAEA
SSIDEH
a@ssp @EA ]2
RS R EF ® me
AR B ® e
ERESSN B4
i

= 2 lim AP 481N - tIAC IP UL AREER - MR EMMAE AR FRAEF -

RRETTAE - BRE " T " RIMRRCSRRE " EWRE " - STRUINAEESE -
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7.5.1 Radio 0(2.4G):&%E

X —HRERE / BAEMSEEER

im— R
MAC i Scddea:05:1c79
zwosers  ©O88 O g
EISEE Taiwan -
SIS 802.11b/gin “
AR EBERTHREE Fho v
Slot Time 9
ACK Timeout 64

>  MAC firllt : 887~ 2.4G |4 MAC B9zl -

> BERE: THEUREFSZRELEBRZER - <& "US, - TETSI, - TTaiwan ;s °

> EREMFET 238 802.11b, 802.11 b/g, 802.11b/g/n, 802.11n UEE - FEAECIKTE
SKEE -

> BEEE: ARG ESESREFNVEBETER BEREEZURRBECRERKTF
B -

> RE gRRIEAREARBAREFEFRABSARNAEERE ol SEMREINEE - &
B LEEMRE -

>  EREWINERTE
EREURMMERIERERKRE" FHR1 ~" FRI BHINER FARERI KEBEAEHN
RIEFKOBTRERERRSHLINE - AR &R

>  SlotTime: ROJELLH#A slot time BUE - 2IEEREN - SHHOBEASBF O AR REAE -
PERE : =AM DERR" IREH, SSoILUMAREIRARUAEEEERE, A EHEETE L Slot Time
B2 ACK Timeout F32 82218, M ARRBELIBEM(AR)EE -

»  ACK Timeout: £%%F "ACKnowledgment frame” Bifg K &M AHEUW - ACK S EHEE -
#=A9 ACK Timeout Zig /31 €l lost - (BEBMMERZERE -

s E Slot Time #1 ACK Timeout SN REERELR - BEXEUEREARE(LRE - BUE

AEESEEHEE  BEASUESHEEHRNVTAE -
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HT Physical Mode

TX/RX Stream 2T2R
SR 20140
MCS Auto v
shortcl @ EA BAE
sams OHB BAE

Aggregation Frames

HERsXN) 50000

> TX/RX Stream : LMFER1ES 2 HEK 2 EW(2T2R) - EREB LUK IRBRAZEEY
AR 1 EEK 1 W (ATIR)WRERE
REmM 24Ghz XEEARE 2x2 (2T2R) - Bl &S 2T2R 3
am IR ICTRRR ERR E

1k

Kis
[l
]j~|:l-

=)

’ +/|\\¢%§%E§\%;}z

v
S

7

B0 - £ 2.4Ghz & 20Mhz 5( 20/40Mhz - fEAEith SRR AP 2 BEE@mnN
SRR E

IEFER B Wave?2 & R, 2.4G(Radio 0)Z#1ZF A 20/40 3, BI&K Data rate &
400Mbps

1
A

bl
K

> EfRSEIE  IETHRERESEER T P IE 20/40 74 & IR B IE ) Laim N - FEIE D
£, RISREONERE 1~7, FEE D FRASAE0ERE 5~11 (TW 802.11n)

>  MCS : MCS #zZ2Z 802.11n £ WLAN RUBRERSR FIRHEM—TERR - M MCS #RZ{E
R EBMRENFERER - £ MCS BRERBEEMARLE -

>  ShortGi: fifrEfMR - BEREREEEAEHERZHBERSRETERSHLE
MR EEBURREBR - SN —EEIE A TE - T Guard Interval Hi2 ARV
WA TE—IRINEE - HMFARES "’RHE. -

> HERE: fZEHEsmA—  —BEELE -  TE2ESRVAETEERE - T
HEBE, HRERES "R . BEAEZEEHE -

»  Aggregation Frames : S EBIBERFAELR/ -

>  Aggregation Size : SEEREH K/ -
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7.5.2 Radio 1(5G) / Radio 2(5G):% &

X —HRERE / BAEMSEEER

il —riRE
MACfirhi 8c4deadsicya
swospns ©BA O Bae
BEEtE Taiwan ~
S HEIERELT 802 11ac v
FEAS TR =0 v
Slot Time 8
ACK Timeout 30
» MAC firdlt : 28~ 5G (Radio 1) / 5G (Radio 2) ##E#R MAC Byfirdlt -
> BERE: FHEURETEZREZERERZEE - 3 "US, "ETSI, - "Taiwan
> BEEREFEI . T2 0/LUEE 802.11a/802.11an / 802.11n(5G)/ K &#R) 802.11ac % -
> B#EE  RARAAREESRENBEEETER  BEREEBEURRECRERT KT
B -

> 58E . SIRAREARBER T E A RFEREF RS AERVAEEE -

RIE NCCELEMER - 2ZFI N3 3 {8 5GHz 488 :

8. 5280 ~5350MHz ( CH56 5280MHz ~ CH60 5300MHz - CH64 5320MHz )

9. 5470 ~5725MHz( CH100 5500MHz ~ CH104 5520MHz - CH108 5540MHz - CH112
5560MHz ~ CH116 5580MHz - CH120 5600MHz ~ CH124 5620MHz -~ CH128
5640MHz ~ CH132 5660MHz -~ CH136 5680MHz » CH140 5700MHz )

10. 5725~ 5825MHz( CH149 5745MHz~CH153 5765MHz~CH157 5785MHz- CH161
5805MHz ~ CH165 5825MHz )

Hoh 5470 ~5725MHz ERBRAESTMREBHRENEFRREER EEHBLR
BRZAVERE N E2EEABLEAR BB ERE DFSH TPQ EIRPEAR 500mW
2 ) e - ERERAFIBIERBEELNHECAGEERR - DFS 2EERES PR
RETEE,; 5250~ 5350MHz FMZEAER - ( 8ZHEREE T = NCCEF "EI)
REVRERH RS )
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> BEREHNERRTE  FREUYRMERREBERRE" FR1 ~" SR BaANR  EX5
Z8R9 - KBARNREFEKIBTHERBERRSWLINE - BRE" SR

> Slot Time: ROJTELLEIA slot time 2B - EEEIRN - S5H OB ESERK O HREREE
PERE : ERL TN PEEE" 1%Eh . ROl ARBRNBEIRR - RAEHEETE L Slot Time
B2 ACK Timeout F3E82E1E - MABERMUEU(AR)ETE -

» ACKTimeout: %% “ACKnowledgment frame” Bifs KM AW EUW - ACK S EHEE
=M ACK Timeout &Rl El lost - (BERNERERE

A2 7€ Slot Time #1 ACK Timeout SENNsRRIEREELR - BENBIERAEBRIELRE - HE
ABESEEHZE  BELSUEZHERVTAE -

HT Physical Mode

$= HT Physical Mode
TX/RX Stream 2T2R .
SEER 80 .
Min MCS 4 .
Max MCS 9 =

shortGl ' BH B

sume O BA B

Aggregation Frames 32
HaE®Earnh 50000

> TX/RX Stream : HETRRIER 2 Bk 2 #ZW(2T2R) - EEECDUREABREZLRES
1EER 1 ZWATIR)AIEE

S BEAMEENRBERXRR 1TIR AR, BIXZZMRHLEUEE ANTL, M
ANT2 sl sREa L - TT2EFM 1.1 "ERXEHE" 1TIR KIEAUENERRR
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> $EEEI A 20Mhz /40Mhz/5k 802.11ac B 80 1EREMGHRR AP 2 BEHNERR
R

»  Min MCS: MCS #R#%2 802.11ac £ WLAN ROBARE HIRHR—TEERR - M MCS #RZEEHF
FEBNRENTERAR - £ MCS E2ERBERHAYE - BRER 4 &/NMER 0 ZKE
B9

» Max MCS: MCS #:%2 802.11ac £ WLAN HIZBIRR FiRHA—1EFRIR - MCS #REE#RF
FEBNRENTERAR - £ MCS E2ERBERHAYE - BRER IZ/NMER 0 ZKE
% 9,787 2 Max MCS fEZR R Min MCS f& -

> ShortGi: IFRERBR  BEEHREEHEREEZHERSAREREWISERLE - 1R%E
BEIERXB®R . SMAI—EBUBTZ A TE - ™ Guard Interval Hi:25 FZRE/D 10 R B T2
—IRINEE - WMFRRER "RIH .-

> HERE:  BEZEIFEEMmA— —BERLHE - TBEZRVARETCEHE - ZHHE
BE, LRERER "RA. - BELERRAT

> Aggregation Frames : $I 8B £RIFHER/) -

> HEBREK/I\(Size) : HEBREMK/N -

n

\ﬂ]]?\

Aggregation Frames / Size EIFFHMNE, FOENRTRRE, EREEEHERDE

RETTAE, IER NRETIREERE R REINEEIEREF
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i ER R
Beacon Interval 100
DTIM 55 1
Fragment Threshold 2348
RTS Threshold 2346
Short Preamble & BUH O ggen
IGMP Snooping Of - iz O gaed
Greenfield © BUH O gies
RF on/off by Schedule Always v
Location Tracking Log L] o0 #

> Beacon Interval : @A ZEX 10 F 5000 msec - FERERZ 100 - MAWEENS - BEINE
HMAPKEE  WANBESER  EEEGERBREEER - ZREHERRE

> DTIM Interval : 8 A DTIM Interval 818 - BUE#S - BPKAEFHEE - BUEBE - WEEHE
%7 BHERAEE - BRERERE

> fragment Threshold : FZRFARZEEEAN/) - EXR LFERNEBA - £EFOEZENOEE
MRS - TRRER 2346 - BEEEARERE

> RTSThreshold : @ AZEW 1 £ 2346 - BTEAIRIET  ORTHSEE - BELESARN
MERRRILRTE - BRERERE

> ShortPreamble : FRAZE 0B AR E 56-bit UEEMMAE - BEARIGEA 128-bit - Ei&
ERERE

> IGMP Snooping : FZRZ 1B TE layer2 217 M4 MAC B Multicast il 3% - LUEZITE layer2
t#E4T Mutlicast - (EZ#FERERE

>  Greenfield(#BER) : EEBRERIRIZ FEZFEMH 802.11n 2 NMEETT - Rl RE A ER
- A 1In ZENE PR EEET - BEERRRE

> RF on/off by Schedule: LtINgECIINERFERERAANSRISERE RSN, &
BERAERBE" 2ARE" 2" HEHKRA" EFED -

> Location Tracking Log: IEINEECIAS EAR A PR EERE M S 7 EEEE(RSS| 51 8) &2 H#
i Im BB E M AT -
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Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac=ilaleiSeidei rssi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-T e rssi=-68
Jan 1 08:26:00 Wifilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac- TR Rromaees rssi=-67

Location Tracking Log REERHEFAFPUERENGEIEE, ILEAJBEGEP
RFTEAIE L AR EGEMM ST -

7.5.4 WMM EERE(LFRE

BB WMMAE B i

wuMBEEE R&E © B O Faes
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#= WMM Parmameters of Access Point
No ACK Policy

AC Type CWmin CWmax AIFS TxO0p Limit bit
AC_BE(0) 4 6 3 0 |
AC_BK(1) 4 10 7 0 g
AC_VI(2) i 4 1 3008 O
AC VO(3) 2 3 1 1504 UJ
£= WMM Parmameters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 O]
AC_VI(2) 3 4 2 3008 O
AC_VO(3) 2 3 2 1504 n

> AC Type : Access Category RIESE#E&® D% Voice(VO) ~ Video(VI) ~ Best-effort(BE) &
Back-ground(BK)Z 4K -

> CWmin : Minimum Contention Window - EE#EEFE WMM FERERAIEERRE -

» CWmax : Maximum Contention Window - EE#EEFE WMM FHIERFVIEERRE -
A= CWMax —EMNBERREER CWMin -

> AIFS : Arbitration Inter-Frame Spacing Number - SE&EJZH A EEHFEEERHEH
R -

>  TxOP Limit : Transmission Opportunity - SEEEHE  HREERNERPFERSELE
A AC_VI B AC_VO : oI EBANBELUEIRSRSHEXEITE -

> ACM bit : Admission Control Mandatory, ACM R#EAR AC_VI & AC_VO,E IEThEE )2 B
ES REFEPHEGENEGRESE ACM, k2, EEENESENR ABEAFRKER -

> No ACK policy bit : RS - REFEMSBBERERER WMM HEK - BZREIE
BRmEK  TEGHA—EWE WMM HE - B - ZrRBRENaRBRAERER
WMM H 61 - AEEREAE@mER - AR BIE oS ERE

e
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7.5.5 EIihS1EEERTE

T WBNE" BBEENESERORSENS  HIBEHORGIIAERE " RE "B
i ATTHERERRALAEN  NRTEEBES - 2EBASREMERRIEEH SSID
ZRWRNBHRE  TABEBRBIAE TEEFHMNFEEMEH SSID RANBHHE

n>\

RS E
SSIDEME default JHE Signal BSSID ESSID TngEER ®E
TR Open System v

WPS§ Push Button

il WEP Settmgs

Encryption © A O g

EEEQIEFELHE BALEN il BREREPEEENEGEMS  EREME " R/E
" BSHEN O DI A ER A A BRI - MRS RRE " T " RIS RE) 2 4R O e
% -

> BE. MEBHBEOREENE 1515 -

S Signal BSSID 2 ESSID hnE s RRE
1 62% T, NGS_APO None
1 9% S 5 R WPA/MPA2 Personal
5 32% S | 5 CERIO WPAMWPA2 Personal
6 33% T DT-200N WPAMPA2 Personal m
11 11%  — -— WPA/MPA2 Personal

> SR BUNEGEMENERERE

> Signal : B/RBRIEEGEMSMERE - Bo SR ERREMLT -
> BSSID : BRERRIEPEGENENZH (XS HZEMENER MAC) -

> ESSID : B Et e &g -

> MEERN  BEREMamREMEL T -

> RE: MBUENZEGEGEMS  UREEREE -

>

B SBIREERTE | EEEASMBREFIESIIRNORERME - ZREEM S EMNRSBER I
I -REEEZECEIRBRIESZHEARS AE2BESIESIE  RIEEZ JFEHEA S SSID
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e S EREE I

C:'\'IO

Amplify you

SSIDEE

mEEE

WPS Push Button

CERIO

WPAMWPAZ Personal

Push Button

Pass Phrase Settings : TEZEGEMSHNNEELRBHEZ AT - Wi A EEERE

IEMEZRES -

e WPA #ETR :

o /MEEEX :

o £iF:

R

FEMERIMERT -
EERGEMSMBEANWESE -
W AEGE MM SREEES -

%

g

mEEEE

il

5 &) (WPAZIWPA2)

RETHE - 75

mOZE " ETF " RIRRCISRRAE " EWRLE

STALINBEESE -

r Wireless Netw

=):
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7.5.6 Repeater APREBE T S)ERTE

SEIMEEEMIN(Client Bridge) iR 2 A& Fim AP iEH:1& - Ao LUEIZRUA Repeater AP &35
SERINEES E R EM AT - BRIERAERRERRARGENSENFCBBRERAEREE

% -

woiky @A O gaea

S5ID-5iH default

AMssi0 @ g@AE O maea
RREasEs ORA ® gaea
mmpa  OmA ® gaea

5 FH 5 S =

IngEa Open System o

2% Client Bridge(Eith&18%) A 511 - Al Repeater AP(RE{ERE I &)/ SSID #&#)%
IERER -
MGENE : B RUE Repeater APEMEM &) INEEMRFE -
SSID &18 : s Repeater APGEEREH &)/ SSID &8 -
o] 3 SSID : R ERNFISLRARA Repeater APGEBEME)H) SSID BHEEEEREH -
fREmARERE R EESEEMRE Repeater AP(EBEME) THESERE - UMERELRH
Flnfk Aol LUEEZAR Internet - BEKEREZHEKERE 2 EEREEBER -
> EZIRE  REBKEMSHN SSID EAEGNERKFEREYE - FAZERR 64 EFERE
ZHE—{E SSID - BEEER 24G IRRESEHRAR 40 A - EEH S5G ERRSERAH
60 A -
> B . BEETRTE WPA-PSK/WPA2-PSK Personal 1 WPA/WAP2-Enterprise & 802.1x &
3EREEL -

YV V V V

RRIESTALE - FRAEE " T " RIIRECISARE " EWMRIE) " - SCAINREESF
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7.5.7 MAC {iIitiBiE
2hi TMAC IBIEEETE L BOLUEA TACL FEUZES , REEE - BEANTH BRI - HEIE
(1) R MAC EEAMAIHES - B EET B Ema RS -

(2) ResF MACREANUILER - HittRBEREAEFEEGENS -

MAC i1 it m

> RAI ;. olEERERRRE / FNEEE MAC RYREAL -
> MAC il : mAZEEN MAC Uil -
> MAC 3R . EREREN MAC R - IIARER -

RETTHE @ BRI " 7 " RIERCSARME " EMEE " - STRINBEESE -

7.5.8 802.11r tRiE;2ihk
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|EEE 802.11r RY$XIM - 1FFHZ #5218 & 3 4 R thh 2 89
BAEMAFIRENNREE 2R - FREA Pk
ERGENEZE  ARERSEENREENSE
% EERREEARE -

Mobility Domain aib2
RO Key Lifetime 10000
ReassocHi[R 1000
RO/NAS Identifier ap.example.com

R1 Identifier 000102030405

> REELE : RENERARIEEEINAE -
» Mobility Domain : ®E—HEZ4 - FER AP R —EHERABERZ—EHEERY SSID -
B#yalE—1E STA ZE o] LA FItRER BSS 834 -

IR DR E BN AR 2 #4H 16 FENIHE - B0 8cad

> RO Key Lifetime : 82 PMK-RO WIfEHEs - 7854 10000 - oJ5&E 1~65535 ARI1E -
» Reassoc deadline : EFTEZERE LSRR - 78524 1000 - B8 1000~65535 ARE -
> RO/NAS ldentifier : EF/ 802.11r BF - #£ nas_identifier L2 /EEER - OJ52E 1~48 fiI
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TLFE
> Rl lIdentifier : PMK-R1 #9 key 138 - 32 E 12 fB= 7T - ML 16 EUA -
» R1Push: BE#hE# R1 Key Holders -
RO Key holders : #i A ZE PR 5 —InEREM S/ RO BEEM -

8= RO Key holders
MAC fir it

NAS Identifier

128-bit Key 128-bit key as hex string m

> MAC fidlt : 8A S —InEREMSNERAERRR -
> NAS Identifler : & A AP 89 NAS Identifler 4815 7& -
> 128-bit Key : @i A—HHELAHH 128-bit Key # -

i ATERERIALIT ROKey FRER - MNFE

# MAC{I ik NAS Identifier 128-bit Key wmi

1 8ci4d:ea:00:11:22 cerio.com.tw 8c4deal0112233445566... m

R1 Key holders : #iA#—mERVEGEMSN RL B3 -

= R1 Key Holders
MAC i1 1

R1 Identifier R1 Identifier

128-bit Key 128-bit key as hex string m

> MAC fiilt : MAS—InBEEMSNEEREET -
R1 Identifler : @i A AP B9 R1 Identifler #8152 -
> 128-bitKey : 8 A—#ZtFA) 128-bit Key & -

B AEREZIALIS ROKey RER - tIHE -

$= R1 Key Holder List
# MA.C {7 i1t NAS Identifier 128-bit Key M7

1 00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900... m

RIETTHE @ R " T " IR SARME " EMME " - THINBEESF -

fig

anp
am
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7.6 EPE

7.6.1 DMZ

DMZ (Demilitarized Zone)#E% - DMZ INEERE & A A S IMERRR —ERHK/\EE - BNEFRE

EREAEANNSERRSBEAIMNIREFIER - BARFIMNIEERAZ NG EIFFRENE IMIE
AR=% - FRLIR BRIV EARZRINE DMZ & - IR EAR RAEIR B DMZ B AR EIARES - Bk
ENENERINERAZIMNIERIER - FERR -

im DMZ37E

wsr | B

Automatic Assignment
s

K%4A 27 DMZ 28! . 75 5% Automatic Assignment(E &3 Bc) & Static Assignment(BFEE 7
fc)sE -
> Automatic Assignment : BEEI D Ec T2 EEPMAINBRIAEIEE SEE Y DMZ RV E k=3P
I HIARTS -

PIEBIP it it

o [(AEBIP Al : B AZWE DMZ &ZA0EARSS IP il -

> BEDE . REFEFENIND IP AU PIER S DMZ @i - EthHMNT IP SR ERE
DMZ &1 -
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il

ShERIPHE

ABBIPEAL [ W |

o SMEBIP hdlt - B ASMNEBRY IP fuLE -
o AENIP il : B AZEWE DMZ BRYEIARSS IP ik -

RRETTAE - BRE " TF " RIMRRCEARE " BB " - STRUINREESE -

fi

anp
i

7.6.2 |IPiBjE

EIRE TR ILEIE WAN 2| LAN =2 LAN 2 WAN 89 IP R0 R AR # In O s RSl - olg K< s
Wl - IP BB S 20 SR -

# Ev#h iR EHEE  WAGRS Mmi7 ERitMask RES Beayfiilt/Mask B i
1 - ALL In Deny - - - . m
2 ALL In Deny - : m
=
Eiih Of {2} BARA
EERE
Ei 5 @ 5 ) Pass
AR SE ® it A s o]
WmitEE ALL L4
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> RE: EBRABTLIREN SRR IP @R IRG -
> REfF : B ABURE IR HR
> BUR : EEABUREGRHEZEENZEBT
> AW EBABCLUEE IP ROBRRARERE -
> BARRE  EERBRmERG -
et Mask
KRR
89111t Mask
Bryig
Listen * BA L]
1T * WAN LAN

LELCIE S Al
> RiIFEAIE/Mask : s EHRIRIHH IP il & AR RS
> RIRIR  RERRIKAARIGIE - ol ERME -
>  Bmfilt/Mask : 527E BRIRE P il R EREIES
> BE  REBMNIROREERE - oIRERE -
> Listen : HEZE TCP RIAAERHIE
> TH : BERERITHONE -
> BER%R EEZEARBRETEHNITEEAGRGE -
>
RETTAE - RRHE " T " RHMERCSRRE " EMRE " - STAINEEESE -
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7.6.3 MAC BiS

EIRASDAAILEEINEE #EHH HEREN MAC AHBETHRREIEMNFINES - bR REATRE
20 £ MAC fidtt -

B4 . RPEE MAC RERW MAC it - Hitt MAC S ] LUSEAR 48 -

7oFF « REM MAC REARN MAC it - Bt MAC A ER L4 -

RYE : EERER MAC IRAIZEZ/FRIFRELERIRAR -

X&) : EBEYLRRERN MAC RBIETTRRARREA -

MAC fizdlt : 8AZEHR MAC BREIENEAZER MAC it -

R« aikIRISREIR AR E R BRETE (REMILIEERTRRERRAIRETRE - 7
A SEFM 3.47RBERATHEE)

V V V V V V

RRIESTAE - BRI " T " RIIRRCISAME " EWMRE " - SCINREESE
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7.6.4 [EREkzS

MREBABFZZINLOLENEFARNNEERE N IP BEESH - HEER:S - FTP GREEE
AR #5925 1B B AR (Port) ¥4 90 & HE - TIRREULINGE - URR B IR E 20 EEHERERA -

il R

> . Tcp [1en |
3 = TCP 5 = 5
‘ ’ e ’ ’ ’
e ’ ’ ’
i ERHAR A
mey @A O g
THEE
Eqme ©TCP Oupp
SRR (min:1, max55535 or Range xo00co000)
PSR ERIP fr
e T (min:1, max55535 or Range xo00co000)
— Awars .
> g BB TR EERCKRSRRES R -
> REER : ol ibARAUAER -
> BHIVRE . BEERGNEANENRBERE -
> SMNERAFIE ¢ RRESMNERBEN T E RV ARFS IR -
>  WEMIBRER IP il : 2 E &S AR ERESAY IP 7t -
> AEEIAREE : R ERHERIBRMERRAY ER R IRN -
> BER . EEEEARBRETESNITRRERRGE - (REAUINEER TR RERRISIFRET

MIE - FAFESEFM 3.4 EEBRAINEE)
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RIESTAE - FARAEE " T " IREIRECISARNE " EMRLE " - BN

anp
EI'I'I'

BIE -

7.6.5 TFHUZHI

UEINBERS Sl LIERRE A BIRGS nrt BB ERZEREN ATE T EATH - FALRAETIL " @7
TE T AEERAR T SE T AR, ETHEEN R - ORRE 20 EEERA

- (17 SR ERGE g

1 : ANY m
0 - ANY m
3 ANY m
4 ANY m

B B ® FE

i EIPa it

L4
Eithif

#iniae
BeymiPiit
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FEUZHIFRR -

iR
AREE AN

EVLES Always

> X&) : oJEERENSURARATOAE
> ft  olE A LCAR A -
> BHRE . JEEZERERVENBE -

iR E

ANY : S BERBEM B EERRIER -
® TCP: R&t¥ TCP ROBAIBE MARRIEE -
UDP : Rt UDP RUERN B E MR EE -

F it iRIP ATt

Fihig

B 89tmIP it

BryE

Al [P fiik: A ZSIEROAHIS P U3EE 1P @A -
g : MAZEENAMIE  EEREBRBIR" " FK - AIEH(1:65535) -
E a0 IP ik - B A B/Ys IP Azutsy IP & -

v BRYE: BAZESENENE  REXTER[EIA" " RN - AI(1:65535) -
® |CMP: R#t¥ ICMP ROBAHE MRS -

<N X

* MNP0 it

v AR IP At A ZEER A IP L IP BE -
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& ABRBPIE : Ity "ERF, ETRARE - BE "HEF., BUPEA "TERFE, B
N THE L B EEMRGBR TR, 8-

iR it

iy

B eI it

Bliin

13
Keyword m
&

v KR IP ik A ZSEAOAMG IP (S IP B -

v OARHIE  mAZEENAMIE  BEERTEBOIA" " FR - AIE(1:65535) -

v BRE IP il : @A BRI IP AIits IP &R -

v  BHE  BAZEENERNE  BEEICE[BIA" " 2R AIE(1:65535) -

v BT BAZBBENABRENBERT - (FER  ARGAZTEZERFTORARTH
ARE) -

o ERHEN: 2ACHARAZERAEN  EEABUMBMIEEREEZARNERE
= -
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A IRIP Akt

Tihig

B I it

Bayig

ERES AlM v

AOL instant messenger (OSCAR and TOC)

o HEBRWEBIE :
BRSO TAEEE, BTRARE BT TAE SUTPEAZBRNERRER
BN TRE L $2R0O] - EEMIBRER "B R -

7 ith i P AL it

Fiig

BavmiP ik

Baig

A [ o |
A

# i 2R MiT

>  RRE MAC il : EEE 0 EREN MAC ZMIRHTEIE -

— MAC{ir

MAC{TI 1t aabcddee1123) x m

RIETTRE @ AR " T " IR SARME " EMEME " - STHINBEESE -
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8. 1H

MEEEEUREILEEAMNTE B2 2ARESHE  FEAK  HRIEIER  ERERIVERERRE
RigmgE s -

8.1 RMRESIE

EEEZEULUERDIEARBTRENAEREENNERBNRENCERAIAREBEEFINA - BILME
TTR, > "a#fREEE, EAEH -

HintER EERERUNANRERDEREZTAANGE - BtholiE

THASKRERDES m

EERGRTROEE Y

EE A GRRE

BEEE | L

THAMRERMER | M2 "HT7 RUIRGEHRELXANREE  FREEREREENN "£
MERELE | ZEMFTEENEREREED  ARUBBIRERERERRKREE
OZF&MRERDIER ForE A8 RENETEGECENBERTERE BrE L&,
BT RIEZTRINENRE -

ERAMERE . FEENE "HERE) B 28T EEREREMERE  BRTHE - 2F\R
HIRBREFRBER AT - WRBEERRE R AR -

HER EEE SSLRERER « BRBRED EEEUSBRECEMR SSLZ2RER - o/d8
UETNBER 2 B UR) SSL 22 ReE LEE A EEIF -
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8.2 EIESTH#R

2% CERIO BELHNEEE  EEEELEENEEZETMAANIER - SEEYUERATHIL
( http://www.cerio.com.tw ) BB EEHRHEWINE - IR ML P N EIETRAER -
=y

BRSNS RTTERTE Gl =R
zF""”'*Ji =gctoy ‘:T-F‘& b 5 B

SR Pme-CPE-IPQ40XX-CERIO V1.0.2

R O 2019/02/15 16:07:30

BMEZEZRD  ELNEKEMSETEREEF ETERAREHHEUNERE - BT ESR
EHEARESBHENZREE  SLEERU2ANREEOSNENIE - EFRIEE—EEERE
RENE - EEMARN Mo EENEBARBALTENFE - MER - BERARABRKNERCAZEE
B - BB REAR LTI NEEENFEESR - BRER Y —EFA TR EARRNESR - 8
HEMBA LR BENRARELEIER - AT ARBLERNTORERIERT  BERHR |

migws | _aw |

TFTP{E AR R IP il

wEEH
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= [EHTTP

URLim B

> EAKERFRIEE - SENIEEEFEEEAPC L BREIBSHRSIREGENUE @ BRUER
ROETTAR - IRER TS E S AREN(F -
> 1 TFTP fARREF4RENEE  KEM ZFESERME TFTP Gk £ REBEUINBEERE L#EA TFTP
fEfRER it - WA ERIENERZHE - MEARSRENTIEERTRIE -
> € HTTP EIRAINARIRE : REMIFBEMNEERIL L - BBEINEEMBAY URL BEHELL - WAF
IEMERER - MEFRSFRRNITIREEMARIE -

| Notice
PRI EFBEHNET U T ESETHEEN ¢

1. 515 RI-45 ISR E RSN B R ERE N S TENEE - U DERERER
BYTSTVEITEIRS B ATIRSE ©

SBAMERE PR ETRIFNEIR

FILEREEEY WEB BIESETE AR SEEBHTLINOIEE o
%ﬁﬁ@&%%ﬂﬁ%@rﬁﬁ=E@ﬁﬁ%ﬁﬂ%“%ﬁﬁﬁ%“o
EARKBU LS ESEITENFE  BREENRNSICRIE A RIRFSEEALE
BEE %%KQTFHJHCHKR#JE%)\% Bk BRESAELNESRERS @ #

ERREREUIEAHEHHZEER o
EIEBE U ENER LB BTG NEA N TS BVRIFTER -

v ok~ W N
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83 MAN-Mesh BYF
SEE A MAN-Mesh FHAREIETER - S EAEIEELUR LM A SR - SmEHEEREE Y
IIEE

W EBE AR MAN-Mesh B iTE & LHB AN T EE MAN-Mesh S RIENEH
i A RIS RLE MAN-Mesh -

il MAN-Mesh¥FHERT

SRR

B S FIEIBFEMAN-MESHINRE 5 2 FE FIEATIERS - R TEE FILTAE » FiSMFER N FEAmLIEET
5 MAN-MESHS 28! FTEATRTS -

8.4 WIERAHTE
maE T TH, > "REBAGLIE, BEEER Ping WEIFIREBRINAREER - REEE
So]EBAT B2 Bl ERAEEITRES -

IR WP AURL (]

amem El

BHigmEm

Max. Hops
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> Ping : 5T EoJRURENELL PING BES A iE IR H E R RAVERRES - PING TEZERFA
&Hix ICMP HElA N E sl BiRm T #IETMmEAR IS enkh 2 BrVEARRE N UK R B BRI ET -
ERTEERR TR WP -
® Rl IP fiit / URL firlk : FE U P& A —HRIRA IP A SiAREEHE - BT TPING
IR
o [OIfERFRE : Mol IfE b A PR ZRIERRE - RE@E@A 1~ 50 WEE -
> Traceroute: IE T BEoBUIEBBIELL Traceroute MIE < RIG EIns B E R A AR B RERI 612EE
RIMLIERIETY - BRBGERR 4R 1 WA -
® Destination Host : i57E It A —AHRIRRY [P A1 SiARI 218 - iR T " Fte ) SRET
Al -
® MAX Hop : eI ITE IEE AFREE 2 BE/R Hop RUEIE -

8.5 EFTRIE)

MEEEE TR " EMAE  REREMRBE 24K - EMRENTHAE—DERIGE -

SE N EMBE BELAGS UL —RESHNCEIERTEZ VBT BET MR RAIREIFE -
AIBHEFHH 50 MRET)ZREMRE AR ARERUR BERRER -
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ARNEE BB R AEREN -

Al - EERMBEEEN - BREMSE
Al - REREREERENSES

iy

T
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im FEAL AR
f LA
A
Fn By Re
FE R AerRa
HEER A
HEREL A
ETHO MACHEIE

2.4G WiFi MACHE
Hik

5G WiFi1 MACHEAE
5G Wifi2 MACHEIE
WEER

DNS1

DNS2

RAMRAREE :
EEHR

(LK

FEREE
FRARRF R
ik B TS A
2 S
AEEL Y
ETHO MACEr It
2.4G WiFi MACEr It
5G WiFi1 MACE it
5G Wifi2 MACE it
AStEE

DNS1

DNS2
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=
BRERRMEEMAN CPU BAIEEHIAEE/Memory KEMBREMRERAE BAINERARS -
=em

Radio 0 / Radio 1 / Radio 2 4R E & : % /~HEAI Radio 0 (2.4GHz) / Radio 1 (5GHz)/ Radio
25GHz) G EMEMEREFERERN

il Radic 0
sIREFREA 802.11b/gin v
s 5
b 400.0 Mb/s
I
il Radio 1
sIREFREA 802.11ac v
$EiE 132
b 0.0 Mbis
I
il Radio 2
sIREFREA 802.11ac v
$EiE 132
b 0.0 Mbis
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9.2 MR FHFAKRE

BN Radio RUfRAR EREHERIHBEE -

= 0

HmGRS MAC it Rate(RX/TX) RSSI

HEGHEMWE . BRELEFAEER Radio 0 (24G) 3 Radio 1 (5G) = Radio 2(5G)RVIEELR AR AE
MAC firilt : BREREAEEE MAC il -

Rate(Tx/Rx) : BE/RfERE L MERVERE -

RSSI : BB EREER AP ZERARE -

YV V V VYV

9.3 X LIERA

IINBE AR E M S NEMF, EMEREREINER, B
MNERILREBEBANG LERE ZERNEAEREN -FE=2

iﬂ:ﬁ' 5.3 %ﬂﬁ%miz Ij]ﬁl:)
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EEEMUEZRPNSHEBFEIRPNER/EHBEMRSREEE -

IR HERE

VLAN# HRIETE L3RS T#HA A TFRRET At #fT

VALN# : B/RFHPPERIRY VLAN &5

MERREEINAE | BN PRRERIINAESRE -

EREHE : BrItHPEBRNRERE, RERA—ERFUZEEARFZHIBER
TEHE . BrAPNENEHEE

EEHE  BRILAFNG EEHEE

FEifiT : BRIEAP NEZ ) Mbps BORE

L&l : BRILAP EEZ/) Mbps BIRE

1T EBABULIRE "HT" REESEEFANAPEREN

vV VvV VY VvV ¥V V VY V

1 Lesal ezt 1AL bk LT SO S0 AL 1977 I 2 feman u

Auth Type : B/ PE AR R IRE

User name : /R FRVE A EFRIRSR

IP Address : &R FEFARY IP izl

MAC Address : Z/RFHFH MAC firilt

Login Time: BRI FPAIE ARE R ERISE
Download Packets : BE/RIEFHFPHAE T HIEIE
Upload Packets : B/RItFHFRAR CESEIE
Download Bytes : Z&/RILF A T &%/ Mbps R E

Upload Bytes : Z&/RIEHF E1E% /) Mbps fURE
Logout: #FIEE0:&HF&HE

vV V VYV VYV VYV ¥V VY VY VY VY
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e R R A NEMF, ERMBBEEREINER, &
BANERLURERBNR LEREZEM - GFEEFM 5.3

mosa LDAE)

TEBREHICER LWRENERERE | REERSULIKCEE VLAN RIRFE /5 L KRR

AR ERERE -

B

VLANS®

2 |

> BE: BrREROBEE
> VLAN: dJZZE#~AR VLAN
> FA JRBEATETREM
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ItEER SR RaE i amR IR EMBN AR EENE LU NFMERN - LEREREMMR o A
AR REEH B RANWREBETIRIE -

s R #5 & R 5 %5 4R B
2015-01-01 08:00:00 System Info SSDPDI[BIND] 83cebti8c-848d-42c8-bc2e-3abf029b388e
2015-01-01 08:00:30 System Info Authentication successful for root from 192.168.2.138

0 B . SAEHBNERE -

0 R &M . ColLIEBREBISAA0R - Al "4 = "AR" KR -

0 RIBER : ARESHEMORE SR - FlM M2 - "&ER - "BE Fo
02 : SHwE -

0 %E "ER" ZMPIEHRHSHSMIRRE

0 2E "BR" RBLUBKRE NrBaCE

Y V. V V VY V
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10.  [fHEAF g3 4]
101 ¥R Z WDS HHEIRRE

WDS IhEEERERAEMEREIN T, LRI ESHHMBREMEEE REHEFESEFM
5.6.5 “WDS&E" #AA, AR EES1E WDS EERF, RERBLUTRIZFAEEFRZE WDS
RhEI RIS 2 U EFT
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<html= ~
=head=

=title=Authentication Login Page ( On-line Web Demo Version )=iitle=
=link rel="stylesheet” type="text/cs 5™ href="http./fwww serio.com.tw/login_page_demo
fsample3_enfformat.css™ /=
=5cript sre="javascriptsflogin.js™ charset="ut-8" type="textjavas cript™==/script=
=style type="texticss™=
A1 { color: #FFF;, background-color #421119;  text-align: center;}
H1_a {font-size: 18px; font-family: Century Gothic}
.backg {background-image: url{http:iwww.serio.com.twilogin_page_demolsample3_en
newshop_background.jpg)}
reme_font {
font-size: 12px;
height: 30px;
line-height: 30px;
text-align: center;
colar: #333;
porder-radius: 10px 10px Opx 0px;
font-weight: bold;
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<html>
<head>
<title>Hotspot</title>
<script src="/javascripts/login.js" charset="utf-8" type="text/javascript" > </script>
</head>
<body>
<div class="container"> </div>
</body>
</html>
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<h2 class="form-signin-heading"></h2>

TAPUL Clacss TormM-CoNErol Lypes tent . name="username” placeholder="User Name"></input>

<label id="label_remember” style="display: block;"></label>
<button class="btn btn-1lg btn-primary btn-block™ style="font-size: 18px;™ name="login™ type="button"»</button>
<button class="btn btn-1lg btn-info btn-block™ style="font-size: 18px;™ name="guest™ type="button"»</button>
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Appendix A. WEB GUI Valid Characters

Table B WEB GUI Valid Characters

Block Field Valid Characters

LAN IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
Primary DNS IP Format; 1-254

Secondary DNS

IP Format; 1-254

Hostname Length : 32
0-9, A-Z, a-z
~l@#sSwA*()_+-{}:<>2[1/;7,

DHCP Server Start IP IP Format; 1-254
End IP IP Format; 1-254
DNS1 IP IP Format; 1-254
DNS2 IP IP Format; 1-254
WINS IP IP Format; 1-254
Domain Length : 32
0-9, A-Z, a-z
Ml@#Se AT ()_+-{}:<>?[1/;7, .=
Lease Time 600 ~ 99999999
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Block Field Valid Characters
Management System Name/ Location Length : 32
0-9,A-Z, a-z
Space
~l@#sSnA*()_+-{}:<>2[1/;7, .=
Description 32 chars
Password Length:4~ 30
0-9,A-Z, a-z
“l@#swA*()_+-{}:<>2[1/;7, .=
HTTP/ HTTPS Port 1~65535
Telnet/ SSH Port 1~ 65535
SNMP RO/RW community Length : 32
0-9,A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=
RO/RW user Length : 31
0-9,A-Z, a-z

General Setup

Wireless Profile

Advanced Setup

RO/RW password

Community

P
Tx Power
Profile Name

ESSID

WEP Key

Pre-shared Key

Beacon Interval
Date Beacon Rate
Fragment Threshold

RTS Threshold

@ www.cerio.com.tw
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Ml@HSH A () _+-{}:<>2[];0, .=

Length : 8 ~ 32
0-9, A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=

Length : 32
0-9, A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=

IP Format; 1-254
1-100 %

32 chars

Length : 31

Space

0-9, A-Z, a-z
“l@#sS%A*()_+-{}:<>2[1/;7, .=
10, 26 HEX chars or 5, 13 ASCII chars

8 ~ 63 ASCII chars; 64 HEX chars

20~ 1024

1~255

256 ~ 2346

1~2347
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Table B WEB GUI Valid Characters (continued)

Block Field Valid Characters
Virtual AP Setup ESSID Length : 31
Space
0-9, A-Z, a-z
~L@#SHNF()_+-{Y:<>?[]/;0, .=
Maximum Clients 1~32
VLAN ID 1~ 4094
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars

WDS Setup

IP Filter

MAC Filter

Virtual Server

Group Key Update Period

PMK Cache Period
Pre-Shared Key
Radius Server IP
Radius Port
Shared Secret

Session Timeout

>=60 seconds

>0 minute

8 ~ 63 ASCII chars; 64 HEX chars
IP Format; 1-254

1~ 65535

8 ~ 64 characters

>=60 seconds; 0 is disable

AES Key

8 ~ 63 ASCII chars; 64 HEX chars

Peer's MAC Address

12 HEX chars

Description

Source Address
Source Mask
Source Port
Destination Address
Destination Mask

Destination Port
MAC address
Description
Private IP

Private/ Public Port

32 chars
IP Format; 1-254

0~32

1~65535

IP Format; 1-254
0~32

1~ 65535

MAC Format; 12 HEX chars
32 chars

IP Formate; 1-254

1~ 65535
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