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il Overview il Information
Mode Access Point Mode v
System Name OW-500_A3
Y - 6 49 0
System Time 2015/01/01 08:02:10
System Uptime 02:36 il Radio 0
Firmware Version Pme-CPE-IPQ40XX-CERIO V1.0.6 Band Mode 802.11big/n v
Firmware Date 2020/03/31 14:36:14 Channel 5
ETHO MAC Address 8c:4d:ea:05:34:09 Rate 400.0 Mb/s
Wifi0 MAC Address 8c:4d:ea:05:34:0b
il Radio 1
Wifi1 MAC Address 8c:4dea:05:34:0c
Band Mode 802.11ac v
Wifi2 MAC Address 8c:4d:ea:05:34:0d
Channel 149
Gateway 192.168.2.1
Rate 866.7 Mb/s
DNS1 192.168.2.1
DNS2 il Radio 2
Port Link E D Band Mode 802.11ac v
Channel 132
Rate 866.7 Mb/s
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2.2.3 Client Bridge &3
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1025 ~ 65535 ZERIIRIR -
v Access WAN: ZFEEENHEBMRE LAN M LIRS WAN BEE IP A ETHE
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SNMP V2c
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o
&if . EHERTIERBERM SSID EREE -
WPS Push Button : BIFB %15 TI25E Push button - 3% WiFi Client :2%%%5& WPS If#E
g OB EEEANERERE  WEAEABNARERBFENCE TS E -

WPA/WAP2-Enterprise

3= RadinsfSiR 83255
WPAE K, BEh (WRASEWRAZ) V
nEReE B#f »
F A RET A R R 800 b
Radiusfrl JE2E
Radiusig 1812 183
Radius 3548

o WPA I : cEELXFEEHETEEH WPA 38 WPA2 IIERT - siE I E—RIEEH
WPA sl B —fEFH WPA2 5 3 1@#8E -

o NIEESEE: HHECIEE AES 5 TKIP MEMNEES A - LA E AES - EEEZ TKIP
MEREE - i§F & 802.11n ROEEE - EBEEfEA AES -

B4
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o ITELRIEEWEE : THRZTURECTZTRBHAENHRBEMRE  DMIERER
600 # -
Radius falfiR&s : 5% & &0 Radius @RS IP il -
Radius 18 : F 258 E&EIn Radius EAREE TR Port 5% - ¥85&#Y RADIUS falARzs port
5R%5 1812 -

® Radius Secret : #A RADIUS EiRZEHFIE AL -

802.1x #&E

3= RadinsfSJR 83 A5
2EEE  © 6 O 128871
Radiusti R4
Radiusig 1812 ik
Radius 548

o DMERE : MoILURIZEEA 64bits 3¢ 128bits B RE - A A B T FTENMITIGE
Radius falfR 28 : 32 Ei&% Radius 2RSS IP il -
Radius £ : TE:RE &I Radius EIAREZFTARY Port 5% - 785%A9 RADIUS fElAR2E port
SR% 1812 -

® Radius Secret : & A RADIUS ERZEHFIE AL -

RESTAMELR T T RREERTE  UREZRVEEBR—RUEHNEY - BRERWRE -
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4.1.6 MAC iBj&
ghise TMAC BIEEEE L IO LIEA TACL ZEUES , HEEHE -

Eﬁ:l

mA

IHEMACTHE S
TMACH B

EAETRE ACL MEAEFI A PInEAS - BERGRE - REESR AP RE - RIEFZERE ESSID
ACLEREEAER - BREHS M HA

> R ERECENMIBEENRTE  URERME - RERE MACEENR R MACBES -
RGN
o [AR : FARTFEUERIREINRE - I EAEREEJNUERERGE LS -
o HPAE MACIEE : RAIINAE - FEGH P MAC (i E& ER 53R A2 RAR Pk
Al MAC WBE ZBRRBEANERZNERELS -
o HnFF MACIEE : RUAHILINEE - HEAHFPIn MAC A& ERFZR P AIZ R Fln
AR BLUF R MAC BE ZEGRIBAEMREILREES -
> ¥E MAC fulll - @ AZERENEAERB P MAC il -

= FrhEMAC(r

MAC i1 31t m
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>  MAC i3k « WEERER MACILERIIEERERA -

= MAC{iril-5113

il MACAi it i # MACI it W7

1 aa:bc:dd:ef:11:23 2 aa:bc:dd:ed:11:24

RETHEER T THTF BREERTE  UREZRVNEEF—RUEHNE  BERMRE -

i

4.1.7 802.11r thik;SiH
2hige T MAC 3BTRS E L BAILUEA TACL RS, REEME -

M

ms_,|
iy e ry (N
CEHD‘S#\F’ ‘ ‘ ‘

Cerio= AP Cerigs AP Cerios AP
- g = s
- ~
~ -
......... ;
caming

|EEE 802.11r AYHXAMT - 1FFR % 2B & 19 40 B8 i B2 RO SR AR B S PR
ENHRHE R FEGERAREERGEMSZE - FREER
ERNREENSER  TEIBEATE -

SEE80211r R 21 ok, IWIHEEEFNAIRMARKFERELR ClientFEEH
EHEGEENRIEAXE 802.11k IN8E, A BEIEERVENF
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B Of 231 ) FAEA

Mobility Domain aib2

RO Key Lifetime 10000
Reassoc iR 1000
RO/NAS |dentifier ap.exam ple.cor

R1 Identifier 00102030405

R1Push COBMA ® R3E

> RERE . RIENRIRI21EINEE -
»  Mobility Domain : &E—HEZ41 - FRER AP fE£E—ERERsEHE=—E4=RY SSID -
BESfE—1E STA ZB e DU AR BSS 8 -

IERRE /RS 2 #H 16 EAIRE - BN A 8c4d

> RO Key Lifetime : 8% PMK-RO WfEEFSAr - ¥8a%4m 10000 - o3& & 1~65535 AAY1E -

> Reassoc deadline : Efr:EEAE LR - F85%4 1000 - oJ&FE 1000~65535 AH1E -

> RO/NAS ldentifier : EfF/H 802.11r ¥ - 7 nas_identifier L2 /ARERN - Ol E 1~48 fiI
TLFE -

> Rlldentifier : PMK-R1 89 key 1% - 82 7& 12 @70 - B 16 EMA -

» R1Push: E#hi&# R1 Key Holders

RO Key holders : #I AZE PR —InfBE AR RO RBEE

MAC fir fit

NAS Identifier

128-bit Key 128-bit key as hex string m
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> MAC il : AS—IREKEMSHEKERRR -
> NAS Identifler : @A AP £ NAS Identifler #915&H -
> 128-bit Key : #A—4E+FAHY 128-bit Key # -
AR ERFIALLT ROKey FREA - T E

£2 RO Key Holder List
# MAC{iIfit NAS Ildentifier 128-bit Key

8c4dea00112233445566... m

1 8c:4d:ea:00:11:22 cerio.com.tw

R1 Key holders : B A#—0ERUFEAE SR RL B3 -

£=2 R1 Key Holders
MAC i1 1

R1 Identifier R1 Identifer

128-bit Key 128-bit key as hex string m

> MAC fiilt : A S —InBEEMSNEEREET -
> R1 ldentifler : @ A AP B R1 Identifler 4313255 -
> 128-bit Key : 8 A—#BFtFAK 128-bit Key # -

B AEREFIALIS ROKey RER - tIHE -

$= R1 Key Holder List

# MAC i1 i NAS Identifier 128-bit Key BMi7

11223344556677889900... m

1 00:11:22:33:44:50 00:01:02:03:04:05
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4.2 HERERTE

FEE Radio 0(2.4G) =i Radio 1(5G) 8¢ Radio 2(5G) EREGREFED - B8 - BRERRTE
FWMM BERHELRESS -

MR TEIR - HITRE Radio 0 (2.4G) - Radio 1 (5G) - Radio 2 (5G) MAN-Mesh 4% Mesh
UL BN —ARREE - So2h# " Radio 0 8 Radio 1 2 Radio 2 Eii& " HETMERN" &R E"
WEEMERN" BEEEER" UH MAN-Mesh IRIBME LB ENEFRIIBEEE R

ZERREBTHEBETRHE

kt
kt

4.2.1 Mesh Radio 0 (2.4G):&7E

= —HEE
MACfirfif: 8c:4d:ea:05:34:0b
BT United States v
LR PR, 802.11blg/n .
5 (2432 Mhz)
s 6 (2437 Mhz)
7 (2442 Mhz)
8 (2447 Mhz)
9 (2452 Mhz)
10 (2457 Mhz)
11 (2452 Mhz) =
RAERTHEEEE HEho .
Slot Time 9 E
ACK Timeout 64

MAC il : &R 2.4G 4 MAC ROALdt -
BIEERTE : FREURENSZRFELEBERZER - X3& "US,~TEU - "Taiwan,

KB -
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> 383 :  MAN-Mesh RGBT B ENERRVEERERTEE - ZRBREIREAREA
EEGEFREINAARRRE - dJice" EHRE" IheE - BEE e MaE o HiEE

(2432 Mhz)
(2437 Mhz)
(2442 Mhz)
8 (2447 Mhz) \
9 (2452 Mhz)
10 (2457 Mhz)
11 (2462 Mhz) -

MAN-Mesh AP REZEFZRNES I NZIAE ZERESHEHEE - S1RLE
EEAN SATFSEBERAAMBREEHNRES  BEFCRENER - 558

MAN-Mesh AP RILEIR B ENEREE - RIUCEZFRCRERL 3~5 BIEERAEE

> EEBWINERRE :
ERERFIERIEERRE" SHh1" ~" FRI BHINEX FAAERI - KEBRAEN
RIBEFTKOBITRERERRSHLINE - AR SR

>  Slot Time: RO LLEA slot time BUE - EAREMBEATNSSERE SERESEE
BENERE  TRANRFTTRETANES, 24 EHETELIEEE -
PERE : =R N BERR" IREH, SSoILUMAREIRARUABEEERE, RAEHEETE L Slot Time
B2 ACK Timeout F3EE2%E1E, WMABERMMUBEN(AR)FE -

»  ACK Timeout : £%7%F “~ACKnowledgment frame” Bl KEMAHEWER - ACK 2EHE
- BEH ACK Timeout 280318 lost - (BEBMMEERE -

#ERJ Slot Time 1 ACK Timeout HERERBANNRERIBEER - AENEER
ERENEHERRFEEEFRIER 2BE BZAH" AF BT EIEREIIBERE

HT Physical Mode
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iS HT Physical Mode

TX/RX Stream 2T2R v
SRR 20140 v

g Ak ©HT
MCS Auto v

shortel ' RA BHRA

stame 0 B Lz

Aggregation Frames 32
sagaARs 50000

>  TX/RXStream : LMFERER 2 BEK 2 #HW(2T2R) - ERHCILURFIIABREEY
AR 1 EE K 1 EW(1TIR)AIE

KEm 24CGhz KESZER/ANE 2x2 (2T2R) - BESHKEF KB REFUL 2T2R 18R E
IR E 1B
B0 - £ 2.4Ghz & 20Mhz 5( 20/40Mhz - fEAEith SRR AP 2 BEE@mnN

Y
w3
B
G

IEFER B Wave?2 & R, 2.4G(Radio 0)#Z#1ZF A 20/40 3, BI&K Data rate &
400Mbps

> HERSEEE : IEINRERTEREE T hERE 20/40 RN A S HIRERED Leim M - 5
#Em b, RSREalERE 1~7, HEZE D NRSREDEE 5~11 (TW 802.11n) -

> MCS : MCS #Ra#=Z 802.11n 7 WLAN RYBRIERR FIR BN —EZRIR - 1 MCS #RaZ(E
EFEBNERERNETERR T MCS BEBERE S HE R - LRTRRER" Auto , °

>  Short Gi: 72 fR:ERR - A EZEBRTEZHERSAR  EEWBENEE
MR EEBUBREBR - SR —EBIERATE - T Guard Interval F2EAARED
AR BV —IRTNEE - LMIARESR "R,

> HERE . fZEHEamAs—  —RERLE - EZEERVAETEERE - EH
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HEBE, HMERERS "RA-
Aggregation Frames : &

HEBESAK/N(Size) :

BIRERK/ -

C:'\'IO

r Wireless Netw

Amplify you

EEAEERRTE
RERFAEX -
LMERER

HIRERER "32
50000 .,

HEREA/I/ Size BIRFHRMNE, 5

S2= U B4 4
EREE

(EeRFTFERE,

W]]]%

g2EmERm

4.2.2 Mesh Radio 1 (5G) / Radio 2(5G)

ik

E

=y

MAC{irht

E e

WESEFEN

38

EREHTIERRT

Slot Time

ACK Timeout

> MAC fiilt: 287~ 5G (Radio 1) /
5G (Radio 2) 4R MAC A9zt -
> EEERE:

EREURENFSZRBELZEBRR &S - 23 "US -

8c:4d:ea:05:34:0c
United States v
802.11ac v

36 (5180 Mhz)
40 (5200 Mhz)
44 (5220 Mhz)
48 (5240 Mhz)
52 (5260 Mhz)
56 (5280 Mhz}
60 (5300 Mhz}
64 (5320 Mhz)
100 (5500 Mhz)
104 (5520 Mhz)
108 (5540 Mhz)
112 (5560 Mhz)
116 (5580 Mhz)
120 (5600 Mhz)
124 (5620 Mhz)
128 (5640 Mhz)
149 (5745 Mhz)
153 (5765 Mhz)
157 (5785 Mhz)
161 (5805 Mhz)

E v

31

TEU .-~ "Taiwan .-

> EREMFEI . TE0JLUERE 802.11a/802.11an / 802.11n(5G)/ K &#HY 802.11ac &

> $83E . #f MAN-Mesh IRIZIE LB ENE
RRBIFEABARNBREERE -

R, +(886)2-8911-6160
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cElio

Amplify your Wi

RECRBIERRERRER
JRA - MR BEMR D RERTEESE5E -
BY 7 3EE% 36-44 (5G 1£48) , AIEEZE
PRERFRVSEE
RBEHETEMENIA

153-161 (5G =%&) -

ZLSPIE(5G S48 - 5G P48 - 5G &SR ) BN

TEEE

w2 Radio 1 (5G) RUSAESBEMIREEE
5G By Radio 2 (5G) WEEHERT LIS EH
YAUEIAS PESR D K& ER 77 TV AR SR B
EMBERNENIBRES

EE Aol

5GRadiolx

36 (5180 Mhz)

40 (5200 Mhz)
44 (5220 Mhz)
45 (5240 NMhz)
52 (5260 Mhz})
56 (5280 Mhz)
60 {5300 Mhz})

64 {5320 Mhz})

100 (5500 Mhz)
104 (5520 Mhz)
108 (5540 Mhz)
112 (5560 Mhz)
116 (5580 Mhz)
120 (5600 Mhz)
124 (5620 Mhz)

S ERMELIR = EIERRE

5G Radio 2 s ERELIZC = ES5EEE

36 (5180 Mhz)
40 (5200 Mhz)
44 (5220 Mhz)
48 (5240 Mhz)
52 (5260 Mhz)
56 (5280 Mhz)
60 (5300 Mhz)
64 (5320 Mhz)
100 (5500 Mhz)
104 (5520 Mhz)
108 (5540 Mhz)
112 (5560 Mhz)
116 (5580 Mhz)
120 (5600 Mhz)
124 (5620 Mhz)

128 (5640 Mhz) 128 (5640 Mhz) “
149 (5745 Mhz) 149 (5745 Mhz)
153 (5765 Mhz) 153 (5765 Mhz)
157 (5785 Mhz) 157 (5785 Mhz)
161 (5805 Mhz) 161 (5805 Mhz)

MAN-Mesh AP BB EF2IRINEZ LT N2
E=AN AT FESREEMARMMEREEERES
MAN-Mesh AP 18 It ERY B &) &

RE 7 BRESHEEE EFCRE
HEIRCIAERER - KB
AR - RIEEFF BB 3~5 ERBERAEE -

RIENCCELEMER - 2ZFI N3 3 {8 5GHz 488 :

1. 5280 ~5350MHz ( CH56 5280MHz ~ CH60 5300MHz ~ CH64 5320MHz )

2. 5470~5725MHz( CH100 5500MHz ~ CH104 5520MHz - CH108 5540MHz - CH112
5560MHz ~ CH116 5580MHz -~ CH120 5600MHz ~ CH124 5620MHz -~ CH128
5640MHz ~ CH132 5660MHz ~ CH136 5680MHz ~ CH140 5700MHz )

3. 5725~5825MHz( CH149 5745MHz - CH153 5765MHz - CH157 5785MHz ~ CH161

’x1 sales@cerio.com.tw

S, +(886)2-8911-6160

@ Www.cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

5805MHz ~ CH165 5825MHz )

Hh 5470 ~5725MHz EESERASE H N RS A S BERREER £EHEBERE
BRZAVERE N E2EEABLEAR BEaBERE DFSH TPQ EIRPEAR 500mW

e ) hee - SRERAZIEIRRAE T HEAEREAR - DFS € BEFHIRE
BHER ; 5250~5350MHz FMZEAEMR - ( 22MERE D £ NCCE= T RINXRH
SR IR AREE | )

> EREBINERRTE  FREURERERKRE SH1 ~" SR BEIIE BB
£89 - KBARNREFRKRKIBTAER BN RSWLINE - FBRE" SR

> Slot Time: MO ELEIA slot time BB - EARIERBRAEADNSHEXE SEESTE
BIERER  ERANRET FAR T ATVER, 2GS HETELERE - -
PERE : EFL T PERR" 28R SOOIl ARSBIREAABEEEERE - AR E B EFTE L Slot Time
B2 ACK Timeout F3ER82E1E - MAREREBEUL(AR)ETE -

» ACKTimeout: %% “ACKnowledgment frame” Bifs KR M AW EUW - ACK S EHEE

B SAJ ACK Timeout Zig /031 E lost - (BEBMIMERZERE -

#E /Y Slot Time 71 ACK Timeout BIERERBNRERBEER MeEWRERTE
RENBHERREEZARNER ZABE - FZHNA" 2HBEFTEERINERTE

il

HT Physical Mode

!B HT Physical Mode

TX/RX Stream 2T2R v
mEEA 80 M
Min MC S 4 M
Max MCS 9 v
shortgl ' EUH RAEA
HELERS * B BAEA
Aggregation Frames 32

HEER AN 50000
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>  TX/RX Stream : HiFERRER 2 BZE K 2 ZW(2T2R) - EEEH LIRS ABRHEZERER
1 B&EK 1 ZFWATIR)AETE °

SR BEAMKRERRFTERXRR 1TIR AR, BIEZMRELUEE ANTL, M
ANT2 i SRE L - oJ2EFM 1.1 "ERXFHE" 1TIR KERUENEBI/RRA

> SEEER : A 20Mhz /40Mhz/3% 802.11ac i 80 Mhz {EREMSEMEAF 2 BE&HN
BERRE -

> Min MCS: MCS #R:#2 802.11ac f£ WLAN RUEFER FIR B —ERIR - M MCS #R:ZEZ
FEBMNERNEZRAR - T MCS BERRERTZHEERN - BRER 0 &R/NMER 0 ZKE
%9 HMFERRER "0,

> Max MCS: MCS #Rz£2Z 802.11ac £ WLAN RUEZERR FRERI—TERR 1M MCS #RZEZ
FEBMNERNEZRAR - T MCS BERRERTZHEEN - BRER ISR/NER 0 FZKE
% 9,8 X = Max MCS fEZEAR Min MCS {8 - LBRER1ES "9,

> ShortGi: /@RE[R - BAMFEEEERTEZHEHSAREEWISEREE - IR%E
BRIRRABR . SNl —EBUEBF A TE - T Guard Interval Fi2 ARV IR 8 T2
—IRINREE - HMFERRES "R

> HEEG:  BZEHFEEmMA— —HEREE - TBEZRVASHEEHT - ZHHE
BE - LMIERER "RIA. BRAZERERE

» Aggregation Frames : S E8IERERFEXR/) - HRFERER "32.
> HEBREK/N(Size) : HEERENA/) - HREFERES 50000

=il
SN
]

HEBREA/I/ Size BIRFHRMNE, FNERIRERRE SREEBRERRRE

RESTAHERME 7T RETENRE - WR N "EMRE, Rl BRERMRE -
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1 SERRLE
Beacon Interval 100
DTIM F&bs 1
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble * B B4EA
IGMP Snooping © B BFA
Greenfield * B FEA
RF on/off by Schedule Always v
Location Tracking Log 600 A

> Beacon Interval : BIAZEX 10 F 5000 msec - FEERERZ 100 - MAWEEHNS - BEINE
HMAPKEE  WANBESE  EEEGEREEER - ZREHRRE

> DTIM Interval : @A DTIM Interval 818 - BEHS - ARHAFUEE - BUEHK - WEEH
4 BHEAEE - BRERRRE

> fragment Threshold : FZRFAREEEFEAN/) - EX LFMENEBAX - £EFOEZENOEE
MRS - TERER 2346 - EEEAERE

> RTS Threshold : BIAZER 1 £ 2346 - BTHEIIRIE T  OIREHSEE - BERERBARR
MERRRILRTE - BRERERE

> ShortPreamble : FRAZE 0BHERMARE 56-bit =B @MMEE - FFARIEA 128-bit - &
(R

> IGMP Snooping : FIZRZIETE layer2 217 M4 MAC B Multicast il 3% - LUEZITE layer2
t#E4T Mutlicast - ZZFERTERE

>  Greenfield(#B1EI) : EEEEFIRIR FNEZ(EMA 802.11n R\ MEETT - RIolEE) 4 E1R
- A 1In ZENERPIRTUERET - BEERRARE

>  RF on/off by Schedule: ILIh5ETIDIE RIS B %2 B AR SR RIS B R B Eh I RISLRARS, iS5
BERRAERBLD" RAARE" 2" KEKREA" EHRET -

> Location Tracking Log: ULINAETIiEEAR F P BRI AR Bt & 7 BEREE(RSSI 5T &) B

# iR In BB EM AT -
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Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac=ilaleiSeidei rssi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-T e rssi=-68
Jan 1 08:26:00 Wifilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac- TR Rromaees rssi=-67

Location Tracking Log REERHEFAFPUERENGEIEE, ILEBJBEGEP
R EAIE L AR EGEMM ST -

424 WMM EERE(LERTE

8= WMME B (50
wumERBElE  © B O Pk
$2 WMM Parmameters of Access Point
No ACK Policy
AC Type CWmin CWmax AIFS TxOp Limit bit

AC_BE(0) 5 B % 3 0

AC_BK(1) 4 10 7 0 4

AC_VI(2) 3 4 1 3008 O

AC_VO(3) 2 3 1 1504 O
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£= WMM Parmameters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 O]
AC_VI(2) 3 4 2 3008 O
AC_VO(3) 2 3 2 1504 0

> AC Type : Access Category RIESE#E&® DS Voice(VO) ~ Video(VI) ~ Best-effort(BE) &
Back-ground(BK)ZE 4K -

> CWmin : Minimum Contention Window - EE#EEFE WMM FERERAIEERRE -

> CWmax : Maximum Contention Window - EE#EEFE WMM FHERFVIEERRE -
A= CWMax —EMNERREER CWMin -

> AIFS : Arbitration Inter-Frame Spacing Number - SE&EJZ&H A EESHFEEERHEH
R -

>  TxOP Limit : Transmission Opportunity - SEBFEHE  HREERNERPEERSELE
A AC_VI B AC_VO : oI EBANBELUEIRSRSHEXEITE -

> ACM bit : Admission Control Mandatory, ACM R#EAR AC_VI & AC_VO,E IEThEE )R B
EIS REEPHEGENESRESE ACM, k2, EEENESENR ABEAFRKER -

> No ACK policy bit : FEHS - REFEMSBBEFRERER WMM HEK - B2 EIE
BREK  TEGHEA—EWE WMM HE - B - ZreBRENSRBEEERER
WMM H 61 - AEEREAIE@mER - SRR BIE oS ERE

e
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43 MAN-Mesh

FEZXTE MAN-Mesh EARZEE - #1 Radio 0(24G) H MAN-Mesh %4 0 / Radio 1(5G) RY
MAN-Mesh %45 1 / Radio 2(5G)#) MAN-Mesh &% 2 %2

43.1 MAN-Mesh EX:EE
2hE" MAN-Mesh “= “MAN-Mesh EAXREEE" - 532 MAN-Mesh AP SSID  MAN-Mesh AP 0%
#87 . MAN-Mesh AP #9 NAT 38 %E @ R BTGB IRET -

MAN-MeshE: 4 372

il IR

i SSIDETE meshessid

InzE s fARA v
NAT EeH = EAE

> SSID &8 : E— MAN-Mesh 328~ SSID BHEMNERENRE A EEFLEE  BRECHERE—
E=HER MAN-Mesh &4 SSID 27 - MAN-Mesh AP #7858 18 SSID & &% meshssid

> NNZEEERY . OEIERAEASK AES 128bit INZRINAE - AES MIE BRI B #MA 0~9 BF A~Z KIN\E
BEYRER - ZEO@A 8~32 EFTEMMNEBEETEEE MAN-Mesh AP R It 7 Bl = N2 &
GRER -

| Notice
FRULINZ R ATNEER - B MAN-Mesh ZRBIRIZEFHIEE MAN-Mesh AP T H4E1R
B AEENERE  EBEAFEA MAN-Mesh :BRNIZINEER - @IEEASBCER
f) Mesh IRIBEE EIIE S EHEH Mesh SSID &8 - DU R OIBER BB EIRIE RS M B
&) Mesh &2t ACEARITEER Mesh SSID " meshssid " RYTIEE
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IR

SSID4&RE meshessid

IngrgER AES M
B | 0123456789ABCDEFGHIJKabcdefghijk
NAT BUH ® BHEA

> NAT : MAN-Mesh AP EH##) NAT ARSI SR INEERUABARATHAE - EIEE TR Mesh BHE
1B NEIRIE PS E R E B IEM B RUL NAT IRATNRE - TRRR1EARREERE -

=28 MAN-Mesh FriZR1BH) B & P 1& Mesh B i&E5e & - o] LURE—& MAN-Mesh
B T ET NAT B - BERFEKEHEZAHRR - EZARA “None
NAT" MEREMNFESE STEi4. LAN BEARIE “None NAT” ERER

> WAN Interface : E45E R ERAY NAT ARSI ERINEER AR - L/RERE WAN RIZRIRERT
H - AR DI DUEIREAR WiFi AER "Mesh” (A& LAN MTHEAESRAR O~ EHiAER 15 -

SSIDETE meshessid
g
3 Mesh v
NAT ® R BHEH
WAN Interface Mesh

W~ AWM=
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WAN RIZGRT T EEEE 7 #4R80" Mesh” fERLE/TE (NAT WAN) - RIE#EEh
HEEBARNERARO~15) BEERR Station AP (BihILe) &S NETE (NAT
LAN)ERS - LEFE R ET B R 2 # 82 MAN-Mesh IRIE N SRR EILIRIEP B S 5 A48
BEBERE NRAFRATLIEINFE Internet BEIMI Mesh NAT AP Zi5I/NEIRIRIE

Router Mesh

WAN / NAT / LAN WAN / NAT / LAN  To Access Internet
LAN-A-Group LAN-B-Group

WiFi Mesh & WAN Source

: 192.168.2.x 192.168.3.x

: Enable NAT

: ______________ NAT Select Wied LAND
LAN IP: ' " i I
192.168.1.x ¢ 1.

=l Mesh IP:10.0.0.x I LAN-C-Group
itch |—— : I 192168.4.x

[ o

i 1

I

i

]
To Access Infernet
Enable NAT 1 Iy R ——- ...._I-._'__ NAT Enable NAT

l'.r.')’\.\: .:II :‘v'.'! / WAN

LAN-E-Group LAN-D-Group
192.168.6.x 192,168.5.x
To Access Internet

[RZFEEZE T BRNERBEREO~15) (FRLEETE (NAT WAN) - RIZEHEM T EE
TREARAY Station AP (BithIA5) AR A Mesh 7T EEIAL A T E /T E(NAT LAN)TER -
H NAT ARt B EFEERE MAN-Mesh IRIE F2ER—EXE S LAN BB ERIR
1% W6 Mesh IRIFPEM A FELIEE B SR NAT IRIZRUA M ZEZE MAN-Mesh
RIRPRFT A EAE R LIRS 9MFE Internet -

Router Mesh

WAN / NAT / LAN WAN / NAT / LAN
To Access Internet

LANIP:
192.168.2.x
Router LAN &
Mesh WAN S
es ource 10.0.0:x

Router POE Switch T WiFi Auto Mesh LAN

TR L

Enable NAT To Access Internet

To Access Internet
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43.2 MAN-Mesh % &8 E

" MAN-Mesh "= “MAN-Mesh 5% 0" %7E Mesh &ith&" / “MAN-Mesh %4 1"
E Mesh Eitha”  / "MAN-Mesh &% 2" 8% Mesh Ei&" - RERIAEE
MAN-Mesh IPv4 / IPv6 5 %E, MAN-Mesh #1& 75, MAN-Mesh Force MAC Address,
MAN-Mesh MAC fI3t3IZREEREE -

m MAN MeshBEFA T

MAN-Mesh o EHHEm O THEH

il MAN-Mesh IPvd E1F i MAN-Mesh Force MAC{IZE
IPva gt MACHTt
IPva4 {iTik

TiEEES 255 255 255 255

il MAN-Mesh IPv6 222

Link-local address AN-Mesh Block MAC Address

Pvs st O ®@Es MACHTH

IPvé fiTiF

m MAN-Mesh Block MAC Address List

Subnet Prefix Length MAC{i1 if
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» MAN-Mesh 88E: MAN-Mesh AP 9 Radio BEYFZiEARA - #1Z It Radio 2&FEE MAN-Mesh
FRANEGEMES (Radio) - BREARBEE -

= MAN-Mesh2%5E

MAN-Mesh ® BH BiE

= MAN-Mesh AP {£— Radio Bl - BRI LAERE MAN-Mesh AP =HECH
Mesh 77H IP fiilf - MAN-Mesh AP £ B9 IP I8 o] 2/ IPv4 £ IPve MTETS
ERE - BRAREHIIERE IPv6 IRENS - IROILUEEER IPv4 EXRERES

~.

2 MAN-Mesh AP =) Mesh /7 E P it - XS EHEIIMEE DNS = Gateway
AL ZEBE AR LAN E#E P FIRAIH AR ER ERTA - (IREE - IPv6 HTUAY

IP SEFHERS - 35581887 ISP EB5H)

MAN-Mesh IPv4 58 7E

£= MAN-Mesh IPv4 35

IPv4 fE ® R REEH

IPv4 fir s 10.0.0.1

FHERES 255.255.255.255

> IPv4183( : IPv4 RRFASIRARS -

> IPv4 fullt : Mesh 22485 MAN-Mesh AP E#X Mesh ZE1TIRIE MERIRY IP AUl - 7£52 & Mesh
IP A7t A B RS - EIRISCPEERIAY LAN IP izl (EHEAEES IP i) 486 IP S8 - AINTRER B4R LAN
FHLIP B2 A 192.168.2. XXX RO 48 Bz AlRiiE i IR IZ R AY Mesh IP (73 A EE F EL M EE #E 1P
AERRY 1P firdlbdn 172.16.2XXX - Mesh IP HRiFEs2f8 :10.0.0.1 - 10.0.1.1 - 10.0.2.1 -

> FHRESE : ILEH A MAN-Mesh AP F1#3E1T IPv4 It FARRKIES -
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AR Mesh 7T IP BEH#A LAN NE IP 2AER - 285 MAN-Mesh AP £ 1E
BHOoORME— Mesh 7TH IP LR - SEEEE IP LB ASEEESHM E IP HIRIE
REME MAN-Mesh AP £##) EEHE IP UILEE

| Notice
IPv4 1&TURY IP ity ol A FEEE &2 0.0.0.0 & 255.255.255.255 7 - BRLH
TR RESE 1P RWBIREAEAIN - HER IPEZEE IP BEBR EHWER R L ERE
A @eEHOEHEAE IPEE[E BEMAUTEZHEETECHER IPER -

v A#RAR :10.0.0.0~10.255.255.255

v B &M :172.16.0.0~172.31.255.255

v CHRAE :192.168.0.0~192.168.255.255

MAN-Mesh IPv6 & E

== MAN-Mesh IPv6 F25F

Link-local address FES0::8E4D:EAFF.FEQ05:340C
IPvé fEzz @ BUB ]z
IPv6 ﬁﬁj;[: 2001.:8E4D:EAFF.FEOT: 11111111 11111111

Subnet Prefix Length 64

v' Link-Local address: ULl BENER IPv6 BRIUABEFREPIER 2 AEE—E RN E Link
Local fidlt - AENEE R % FE8O::8E4D:EAFF:FE05:340C -

v IPv6 B : BT IPv6 B ERIRFHELRART - FRERESREAR -

v IPV6 firllt : EEZ Mesh 22 MAN-Mesh AP E#5¢ Mesh EITIRIE MEAR IP il
IPv6 B A A ExEEE &5 6] : 2001:8E4D:EAFF:FE01:0000:0000:0000:0002 ~FFFF:FFFF:FFFF:FFFE -
( IPv6 BY IP BX{S - 75iA58 ISP BEEET )
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v Sub Prefix Length : tE# A MAN-Mesh AP F1#%:E17 IPv6 filtitRy Sub Prefix Length a5 1E
7 64

MAN-Mesh fEA =

= MAN-Meshffi Z 5=,

spiER | TERE

EERE LS

ZkRAL : MAN-Mesh AP TR Z i ERBRERNERE - clEFET KR EEHMIVGE

EHEF ¢ IR MAN-Mesh #@iREEIRIEFLAMBEP—E MAN-Mesh AP E# 5 A HE—"
EHER" ARHRETH  IBRIRFHE—aNmER" EHEH" NOEREETEEZRETRTH
BB RERRBERIEMEZRRA" BB BENERILUERN BRENEE E1H Mesh

—f{& MAN-Mesh ABEIRE T - RARERIK—aERKREFR" EHEF" 0
Mall LHA" EHRER" NAEehEERE  SEENABREEHMN

MAN-Mesh AP E#EERFIE - MAEZRKILEEEHERHENEFERRM

B - H&E

v BEHR Mesh RIFEPIRIE—SHNMEM" EHER" K" ABRTE

REEHZI - Bt
ERMBERER" BEFH" BB MAN-Mesh AP E# -

—{E& Mesh IRIEP RFEEETE—5E MAN-Mesh AP =HAFR" THeER" A

B Z9hEAMETE MAN-Mesh AP EHEZREFR" BB AENHEAI
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MAN-Mesh Force MAC Address : Mesh BEI BEERIER § - OJLAREREZBITEGR
MAN-Mesh AP £# - Bk IPv4 MAC A3t #ri& s EE TR MAN-Mesh AP E# -

£= MAN-Mesh Force MAC Address

e

MAN-Mesh MAC fizlit5l%& : EREREBTIEEERN MAN-Mesh £ MAC 5lIZ - MAN-Mesh
Force MAC Address #TIERIPRB E# MAC Uit S fE LLEUR - I DUEEMIER -

£= MAN-Mesh MAC(irH153%

# MACHr it # MAC{iriit

1 8c:4d:ea:05:34:0a 2 8c:4d:ea:05:34:01

3 8c:4d:ea:05:33:1e = 8c:4d:ea:05:36:9e
5 8c:4d:ea:05:33:8¢ 8c:4d:ea:05:9¢:0a
7 8c:4d:ea:05:8c:07 8 8c:4d:ea:05:39:40
9 8c:4d:ea:05:38:8b 10 8c:4d:ea:05:6d:1b

11 8c:4d:ea:05:7d:7d 12 8c:4d:ea:05:38:8f

i}
)
i
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MAN-Mesh Block MAC Address : BE15EMER N - ODIREIEEHTE, [HiE MAN-Mesh AP =
a9 MAC - 331Kk3E IPvA MAC N8 e E FEA R MAN-Mesh AP =4 -

im MAN -Mesh Block MAC Address

MAC {1 it

MAN-Mesh Block MAC Address List: EIE 2 E5EHE S #KEE MAC 89 MAN-Mesh 1
MAC 31z - MAN-Mesh Block MAC Address #iZAIPTAE 1 MAC U S E L #E R - o] DUEEMIFR -

im MAN-Mezh Block MAC Address List

# MAC {1 1t BiT ] MACiI it BiT
4.4 VIBREMZEREETI
EEBAEEFTEZVMEMET, 0T HE Boh" el B NMETEREMEIER -
= Z4RER
B MAN-MeshfE = v

CAP {8z

Fiii2 ?#iﬂ Af,r
Clie FEE
WIS

MAN- Mesh@it

T & EREE

mEnE RMERE" > "HEIRTE" - BE MAN-Mesh 3l - #ERE " T REFQEMRME) "
1z $HBN ol 5T
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~

5. BAREMSIEIN(AP Mode)

EREMBEREMAET - LEENREEMSINA - HEREIEE - WDS BRINAES - FSRELINRR ¢

.

5.1 RRAERIFEI
BB RMRE D> ERBRE

CEERGEMERI . BRE " BT RTAEMRE " %D
TR -

ClientBridgefE =
WISPi==,
MAN-MeshiEz

wIREEEINECH LAN IP izt - WA G RAEFCGEEFER -

/A

FAER{E IP 192.168.2.254 Y IP AIibETTREVEE

AREEED N B S LAN

5.2 [EBRHEIERRE
HSEBIAE AP BI(LAN)IP (IHE STNEE - BHE RMRE" > "EEMPBRE

FERR R - B ESEERMEINGE - DIRARK VLAN InfREE: & DNS iIitFI8H -

5.2.1 ERESEMESSIFR
| Notice

Cerio’ s=#afEMmMEME 23 16 8 VLAN & H 4E1S K 48 {& SSIDs(Z{E$5 Bx 2 3% 16 {& SSIDs) -
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Port Isolate

& ERERAF 2

P p— we -~ — P R " s
[ G EEn =X 23 - _|

> # BURERERER -

> ERRBERE  BrSHENEREEBESRANER -

> ER  BUREREREERR Tag ID &/l - EBRER NEREENEREEE
DICERBEREBZZIAZRSR -

> IP il . RS EEREREPIRER IP Azl -

> FTHBES  BrSfEREBMRENFHBEES -

> Radio0 :7%& 24Ghz Eithe - clB/REEEBRARE P 24Ghz 19 SSID ZELUIKRZERA(RE
R, AefXRER) -

» Radiol : 7% 5Ghz #ithe - JERESEEBRAEE T 5Ghz 9 SSID 2R ZERAHER
RUA, IefRER) -

» Radio2 : 7% 5Ghz Zithe - JERESEERAERE T 5Ghz 9 SSID ZHLURZERMBHER

R, ABRER) -

> BT RE JELI V75 - A LAN RURREEE - RAEQEL NN AT ER A B RAR
RREINEEFIER

> THEERMEIE . RRERER IP A

> Portlsolate: EXF=LEARE#E Ethernet THEE - WCINBEEZ BN B ERBINEEFHNE, &
ERRE - 2 AP UAMEREBIIEER, FIENEGH PR RERERE BEREEE LAN
BEIBEGNVERE LA RIEERERENE T EUNEMAE - ZBEEE LAN &
RIBB RN ERES S RIRIURE R B ERENF FER R -

> DNS : 327 DNS #4r89 IP il -

HlE

DMNST

DNSZ
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O ERBRIEPREERR IP AUskSMNEER DNS IP i1t  ( EFRERAFTER
T ZE O LIERS Google AR IRHA 8.8.8.8 P EERFEH/HATRIEMAV168.95.1.1
£1168.95.192.1)

5.2.2 ERBAEMSHIERE

ROEE" HRER" 1RSI AR E R A RS AE R T R
M

AR EREER O -

im (R SR TE im AR

EfEEREy - BA EdR4 Access Pointo @ ERH EREd
Access Point1 = BRAl EREA
=== Access Point2 = BXH ESEA
s e 802.1d Spanning B = EREA

IP{i ik 192.168.2.254 Tree
FmRimE | 255.255.255.0 wme  ©BA —

IAPPBE

il ETHOREBHRIEAZ e

VLAN TAG

> EBREISERTS : oI RUARSIRARA R BRI TIEE - TAREEERUE" EEHELE 0
> IPERRE : OJRUAH/ER" EEHRAEE" ®I1A0 VLAN IP, SEcEBASREAY IP A1t/ F i8S -

ERAERIE(VLAN)IIEE - 22 EHRE —4H VLAN (EREEEH -

HBERE .

Access Point0(2.4G) : oIt ¥ EHEAEE(VLAN N8 2.4G \BgEM &) RUAZ R -
Access Pointl(5G) : Tt ¥ EHI AR (VLAN R 5G ELFE ) BB -
Access Point2(5G) : oIt ¥ EHEIAEE(VLAN T8 5G BEE M)A EEES -
802.1d Spanning Tree : D] YL ERA Spanning Tree IHEE -

YV V VYV V
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802.1d Spanning Tree [ 7% STP - XA ILINBEE A2 E R AE R EREBRER, KoliE%
OERBESERER 1B -

|_ Packet flow o -
[ v ]_ _| : N) wiki (| e
L — Switch |—E-5——
AP Station
‘ LOOP ‘. _ WDS Bridge
r.l:': -_L_"
_ - =
Enable Spanning Tres function ket flow -, | J:'] Wi-Fi “[ A
o Anti-locking packet loog
AP Station

> B RASERLEFRENSEAERERTEHREPEE -

> |APP : oJ3##Z{F M Radio 0(2.4G) 3¢ Radio 1(5G) 2t Radio 2(5G)RY IAPP 4R /&3 INEE -

> EREEIRECERE(VLAN tag) : fEA1RE 802.1Q &8 - oIBARASRIAINGE - tag Ol E
1~4096 -

|IAPP 2515474 SSID B —1%, EMARMEFHEA WPA2-PSK LUK AES HINEZEE TS
I ) EREE UL WPA2-PSK LUK AES INZRE ST IAPP 2 TNEER EOATEA.

AR ETHO s E A VLAN Tag [ - RIEEABE T EMMRE tag #HEZ VLAN 7
o] AEIERRE, FFLUE VLAN A RICZ=PEAB -

RETHEBME "f#EF . REFENRE  WR N " EMRE ) %l - Sl ERMRE

# MEERE(TRIININEE
AEERMAKIIER L T BT B N EE R LHEER/)\ETEE IO E DHCP EAR=R,
$EE12H & Radio 0(2.4G) =% Radio 1(5G) 2§ Radio 2(5G)EAEEMESEINEE - N FEFIR :
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5.2.3 DHCP {Glikzs

A2 7E |P A1 BENRGA AR AR & 2 TEE, FIEMERRTE P It AYIREE & B A0 I i i A A s A9 Rl
it & DNS ARt

ﬂﬂ -

im DHCPRRTS

gt OB Of -

DHCP falfk#s : o] RUHELEARA DHCP fEARE: AR -

EREIMB DR DHCP AR EZXRBPEANAE 5 DHCP @iRE=E2IK IP i - EEF
O AR IETNEE - ZREREA R A 70K IP ATk -

EHEIRIEA 2 & DHCP @ikes - Bx= IP (AR EBIER, BREM IP ER
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1= DHCPS

EEHAIPI

iERIPfuLL

FiEARES 255.255.255.0

ReEEE

FEDNSEMRZE T

FEDNSERZE I

WINS {5 A <& {ir 41k

BEAE

IPFH RIS 86400

FEYA IP firllk : F%%E DHCP Pk EEAVEEYS IP firdlt -

#55R IP fitlk : %€ DHCP 4 5R IR/ IP Azt -
FHREBEE : 2F IPWTFHEBES -

TEERMEAIE . 3R E DHCP IRERITERR BB L -

DNS falfResfitlt : %€ DHCP JxEH0 DNS EARZ AL -
WINS fEfReR il | EARIRIEAZRE WINS #iTEMRES - AIELEE WINS 89 IP firit
Domain : s EAEEHE -

IP AR . & DHCP ElfRzRkE IP & - o ESARBAEREAZME IP il - FE:R1E
75 86400 # -

® DHCP HF3I% : & DHCP EiRe3Ik 3 HEM IP A o8 E IEAIFE £ -

v IPfirllk: BURBIREALEAREREARY IP it

v MAC firilt: BERsg R MAC Azt

v Expired: 8K IP HANRIERRE

v BT 2E8EBLREBMAQIIREE IP MHAECE

o [EEIPRE
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il
IP{ir it

MACiI it m

# (4 2 1P{iI ik MAC {4t M7

v' Static Lease IP Setup : 5B 15 E % B 2 HS DHCP &l iR 28 P& E Ik 2 /Y 1P il -
O] fE b FEREREN MAC At LUR E E Z2EEHKEE IP AritBlaf -
v’ Static Lease IP List : E:RE5SSH Static Lease IP Setup & - EfEIALLRZER -

5.2.4 SEAEIEF
BR&I VLAN B At 2 BB A//VEE, FAEEEEE RS IP/MASK, IP Range,
Port(Service), SIP RTP/RTSP WEB & 3B [RE| -

EBA BT LU IER AR R SR 2 ThAE

L
et COmA ® Wi

Airtime Fairness ) BUT © miE

o EHI: SEBETPUEERMANERAR(VLAN)IESSHE -
® Airtime Fairness: 8E:& TX/RX REFE, AERZEL FEEERANULIIEEERTE
AP+Client #8##3 WDS B# L)

= Total Bandwndth Control

wmsx O @® gaeA
- 10240 Kbps
T 10240 Kbps
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£= QoS RuleList
& £ Rule Mode Value1 Value2 Upload(Kbps) Download(Kbps) Ed

1 ANY 1024 1024
2 ANY 1024 1024
3 ANY 1024 1024

ANY 1024 1024

o g|ofga|d

®  Total Bandwidth Control: &2 A S0]fEHILE VLAN AV4E BN EAIES

® QoS Rule List: E3E AS0JLIREI IP/MASK, IP Range, Port(Service), SIP, RTP/RTSP,
WEB Z=i#:%, =& VLAN HoJ52%E 10 £ QoS #7 8!

REEXRETRE S O IEFET

s
[als
dit
=
E_M
aim
g\g
it
X 1

5.2.5 Radio 0(2.4G) / Radio 1(5G) / Radio 2(5G)#EREith &

g =

=EnEHED
migme OB O mam

SSID:&IE 2.4G_or_SG

a wssip @B O eed

mamswmy  OBA o
s O BUH o
iRy
MEEE | Open System 5

BAENME  UHERER" ERRE" RANRRREENSHNR -

SSID &8 : BURNULE A EAV AR SSID &8 -

oJ18 SSID : TRERBEIRY - RA%E T RART L RULFARIRIEAS R SSID BRINAE

At EARERE  F0E "R & KEREFREHAZEEGERZ ZENER  A28%
EARPRE : ST —{E SSID &R EFNEGEHEHE - ZEAIERF 64 EEHAEFNE—
& SSID -

YV V V V V
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> INZEEEEY . E1BE 05 E WPA-PSK/WPA2-PSK Personal A1 WPA/WAP2-Enterprise & 802.1x
% 3EnNEEL -

Open System F|

WPAMPAZ Personal
WPAMPAZ Enterprise
302, 1x

® Open System: RRUEGEMSNMUNBEF - SERGRPERZZUMEMSR - KRR
MABB(AERER) -

WPA-PSK/WPA2-PSK Personal

EERE
WPAfE S, Bl (WRASEWRAZ) e
nEREZ B#h w
SR Al B IR ) g00 b
8
wps ORH ® gaes

WPS Push Button

e WPA I : OEELFEHFIEEEA WPA 3 WPA2 IIZET - kB IE—EEFEH
WPA 3 E—fEF WPA2 & 3 1@ -

o MMETEEE . FRAEDERE AES 3 TKIP MENZRESE - HMIEERE AES - IENIZESE
% BREBRRE  BEER AES -

o ITEESRUWHEEWEHE  CRZTURTEIZSHBHASHHEBTEMERE HMFERES 600
Fb o
& | SHEETRTEUIEBEKMRE SSID BREE -
WPS Push Button : BIA#% 15 0] 24 Push button - {i%& WiFi Client s2%% 73 WPS IhEE
iR OBEAILEEEREANERERE  RREREBHARERBFENN K ST EEEE -

WPA/WAP2-Enterprise
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S=Radins{BR B TE
WPA{EE B8 (PASIPA) >
mEREE BEl v
I E &R HEYRE Bo0 Ei
Radiusfl [E2%
Radiuslg 1812 ta5E
Radius 8

e WPA I : OEZEL A BB AR WPA 3 WPA2 IIZEL - B IE—BIEFEH
WPA 58— WPA2 & 3 1@ #E3% -

o MEEEL  FHETERE AES 3¢ TKIP MENZEEEE - HMTEE AES - B ERE TKIP
MBEEE - 1852 E 802.11n KERERE - EHFEMH AES -

o IESRUWAFTHRME: CHRZURTIEZSRFASTYHIBENRE  HMERXER
600 # -
Radius falfiR2s : 52 E%&=I% Radius EIARES IP Uil -
Radius 18 : F 25 E&EIm Radius EIAREEATARY Port 5% - ¥85&#) RADIUS falARzs port
SR% 1812 -

® Radius Secret : #A RADIUS ERZEHIE AL -

802.1x &8

= Radins{ AR EE
pmsr  ©64fR O 128807
Radiusfl R4%
Radiusig 1812 iBgg
Radius 48

o DMRE : MOILUEEFA 64bits 5§ 128bits £BRE - 2 A S EPTENAIITHE
Radius falfR&s : 5% & &% Radius Efk=z IP il -
Radius 18 : T2 T =W Radius EIAR=aPTAAY Port 5% - 7852A9 RADIUS falfkzs port
S/ 1812 -

® Radius Secret : & A RADIUS ARz E AL -

RETHERT "7 BRETERE  IREZRVMERB—RUEM/ME - RERMKE
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5.2.6 MAC iBj&
2% TMAC IBIEEETE ) BOLUEA TACL FEUZES , REEE -

EAETRE ACL MMEUEFI A PInEAS - BERGRE - REES AP RE - BIEFZERE ESSID
ACLEREEAER - BREH M HA

5= MAC #5E+H]

A -
SEBEMACEE
QFMACEE

0

> R ERECENMISEENRTE  URERA - RERE MACEENR R MACBES -
RGN
o [AR : FARTFEUERIREIRE - I EAEREEJNUERERGE LS -
o HPAE MACIEE : RAIINAE - FEGHPIn MAC (i E& ER 53R A2 RAR Pk
Al MAC WBE ZBRRBEANFERZMERELS -
o HnFt MACIEE : RUAHILINEE - HEAHFIn MAC A& ERAIZR P AIZ R Fln
AR BLUF R MAC BE ZEGRIBAEMREILREES -
> ¥E MAC fulll : AZEENEAZRBES MAC Lt -

EE HriEMACTT

MACfiz it aabcddee1123)| : m
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>  MAC i3k : EERFEN MAC LRI L ERERA -

= MACir 513
MiT # MAC{iI it

2 aa:bc:dd:ed:11:24

i MACIii

1 aa:bc:dd:ef:11:23

===

RETHRER T "7 BEGFRE UREZHEVERB—RUEMME - BRERMKRE -

[m}
ba]103

5.2.7 802.11r RIEE

-

{({‘1}) {{{‘}}} [{{‘}l)}l {H‘}l})

Cerios AP Cerigs AP Cerio’s AP Cerio’s AP
~ -~
G %
ocaming

1 F 2% ZE B & S AR S n 32 RO AR AR B 1 S PITLA
ZREPLER

IEEE 802.11r ATl -
SRR VB EESERREEREEENES ZE

ENFEERENSER - EENBEATE -

EEE80211r AR T O, IR ARIFERERE
Be, 7 BEIEERVESF

RIBRB1E802.11k I/

R, +(886)2-8911-6160 A sales@cerio.com.tw
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e ©BA o) -
Mobility Domain aib2
RO Key Lifetime 10000
ReassocHifR 1000

RO/NAS Identifier ap.example.com
R1 Identifier 000102030405

R1 Push 0F ;] ® FAEA

> RERE . RENEIRTI2 1 INEE
> MObI|Ity Domain : 5 —AHEZ=4E - FIEN AP EE—EREAEHLZ=—EHHERE/ SSID -
BAYoJE—1E STA ZEoJ LU RHREE BSS 8 -

IR EWMR S 2 #H 16 N - AlanE A 8cdd

> RO Key Lifetime : 8%2%F PMK-RO B HE® - ¥85% 4 10000 - OJz8%E 1~65535 AHIE -

> Reassoc deadline : E#iEERE EIFRE - 8524 1000 - oJ&& & 1000~65535 RWAYIE -

> RO/NAS ldentifier : EfF 4 802.11r ¥ - £ nas_identifier L 2M/ERTERN - Ol E 1~48 fiI
TLFE -

> Rlldentifier : PMK-R1 89 key 1% - 82 7F 12 @70 - B 16 EMAT -

» R1Push: BE#hi&# R1 Key Holders

RO Key holders : & A Z#E Pk 5 —InEAEMSH RO RBEE -

MAC{iI it

NAS Identifier

128-bit Key 128-bit key as hex string m

MAC firilt : AS—InEEEMSHNEEHE R R -
NAS Identifler : @i A AP 89 NAS Identifler #355& & -
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> 128-bitKey : 8 A —#EtFEY 128-bit Key 7§ -
B A TEREIESIALLT RO Key BN - M TFE

£2 RO Key Holder List

# MAC{II 4 NAS Ildentifier 128-bit Key Wi

1 8c:4d:ea:00:11:22 cerio.com.tw 8c4dea00112233445566... m

R1 Key holders : #iA#—mERVEGEMSN RL B3 -

MACI1 31

R1 Identifier

128-bit Key 12 ey as hex st m

MAC fizilt : AR —InELAE M ESNELEE TR -
R1 Identifler : &i A AP B9 R1 Identifler 481521 -
128-bit Key : & A—#HHE AR 128-bit Key #5 -

YV V V

B AEREFIALIN ROKey RER - tIHE -

cExio

Amplify your Wireless Network

#= R1 Key Holder List

# MACi i NAS Identifier 128-bit Key M7

1 00:11:22:33:44:50 00:01:02:03:04:05 1122334455667 7889900 n

AR R INAE

ICINBEEEEZRMBAMAES NERE - EAHIRSRE /RADIUS EikZE1EF785E / OAuth 2.0 5
PR P R0RE MEh R atee - EREREMINE - TEEETEREBKRBEEEER -
PR RMMERTE" D> " MEREIEE "

# HERENRE R I REEREEE
o 3
1
2
3
:
:
:
7

&
=i

HWREESMEE .

HWREETEE .

HREEMEE |

HEREEYE .

HRZEMEE .

HWREESMEE .

HRESEMEE .

HWRESEMEE .
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| Notice -

1. iffifﬂ’ SRR AR BN R RAR MR B RS -

2 gm_mtﬁ 5 . EHERMAT BE EA - ARIES - OAUth20
Rk EEEABEERE  BASEER  Walled Garden - 582 BB DB
ENRERENAFEERSS -

> #: BEREREKTRE AR - (B 0 FR VLANO ZEEHEE)
ESVBIRT | RSN ERER B2 BRI
MERBEE : BrSENESRRNEE NS ERANER

705 el oz A LAN e eE - e T e 5%

TR TEINEEIIZE -

vV V V

LA 358 AR AR 5 50 2% Th BE

5.3.1 RIBNARERETNAE

TERERERMARENAERST AREL I - BRUREEEEH SHEINAE

Fne Dl e EEE -

il

gagEme O MR O R

> HEREEINAE - oJEET RUAT 3 BRI SRR
SRERA - R NEEERERA
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MRS ThEE

User(s)

BAEEY 10 Minutes

URLEf[E] http:/fwww.google.com
B A URL{rE domain 0.login

ez Oam ® gaes
Session Log Ogm ® gae

BuFEIEFGE

SFEHIEA L= User(s)
B AME 10 Minutes
URLZ: ] http:/fwww.google.com

B A URL{iryl domaind.login
A &M ® paea

Session Log O g ® gaea

> ZEEA ERERBUIINEE - AIE—ERFKEAZARREA - BREAABUTHEEEZS
IRRE -+ 0 B ARSI -

> BARBK: EEAEREAR  BETHORKTA  BEOREN  FEELSIEBRABEEHRE

REEH -

URLEME : FARZEREEEAR  ZFEHEQILREELUE -

BA URL fulll : BEEABRERFEEALL -

ong Hat: OJEZRAHEER - RIATRRERZEEATEENEME SysLog @Ak L -

Session Log : CIEZRIFHEIER - RUAHCIsCirE AR LA Session B F M E ElR Systme

Log Server falfkss LHF °

YV V V VY
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RABNAZRAANREDIANEE FRE" RALCHRE" RREREPRI SysLog
AR =3 AY IP (I3t RIRSE - 750l session B9 log #l/27E Server fElfkas L

X BRESKEPB

RUEBIESZE ® EA O B

> AHEIRSE . OJEE" RIA" 5 BAR" EAARIRIRRES
ERATEIRIER - BHELE " ARIRE " EEEXREURERPIRE - F2ERE
THEER E D AEIES -

X RADIUS &%

B RE TV B =R RADIUS BR=:0:E - RERIEHSABER RADIUS @k M% 2 RE R
B - IEThAERERE R o] Ui A B aRRe iR P 5 AERRY RADIUS fElfRas - FRIRARY RADIUS faikE:
AR ERBEE B ARERER -

I= Radiuss¥ o

Radius ® EyE [@F ;!
=+ {5 AR 22 AYIPIT 1t 192.168.2.1

REFBRM IP {14t | Optons

iioie 1812 1858
sremy O e 5
e it O PAP ® CHAP

Big Must
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RADIUSE AR

B
i
WPt

ation Page

o
i
1
2
=i

¢ fﬂ%, o
(VI (G
Ruuter ‘— —

________  =EER
ERSEEs2
EREENENE

Radius : BJa2E" RUA" 2¢" BARA" LLARAEARES -

EEEARERRY IP (I : 5E=DE RADIUS EARERAY IP Azt -

REAVEIMRES IP 3Lk : 52xE R HRY RADIUS Efkes IP Uik - (KERIRIRFRSKERE)

mone iR . AXE RADIUS fal ik =7 £ ARV BN IESE -

stERE | BE =G RADIUS ARBEERA ERBUAIRESS) 28 - JHELLRER

I% RADIUS a5 RIET B AR IE -

nonm RS . OJEEHE PAP =i CHAP pURRRE R E -

i . WAZEEER RADIUS GERSFNERE -

YV V V VYV V

Y Vv

5.3.2 FonaNAERRRE

mrn el TuIsRE  TRERML BE ERA - MRS - OAuth2.0 33 -
MEEAEBEEE - EAEESEZ - Walled Garden  BERBLURIERBINARR EEEHN
GCEERSS -

]

-
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>  BE: RMASVFRLRT - e EERERABRENEE 2B AREMEEE S BIER
BER  ERBRICULRFEREZ O ERER  RilEEREAEHAREERSES

R #% OR3¢:: O FAeE
AR @R O Multiple Time
Count Limit 10
BEARE 19 Minutes
Qos O ®MA ® BaEs
= | 512 Kbps
By 512 Kbps

o [fR#5 : 0l" RAEN" =" BARR" BEINEERTS -
o TARE . EEREEARBRBNRERE
vV —RM B RUNMEEREEMER 10 28E  HEEEARBNERSEMARET
5. —HI 10 nERLER -
v Multiple Time : BZRMUEA - B EHREBEAES 10 2ENEE - 2EE 10
DERNEL - BERFILEABFE BRI N REABH LRFILREESES -
® CountLlimit : RERMBEEZHERAL -
o TAKHE: RELELARRE -
® QoS: TJRAHERREEENER N ERESZEH -
> AHIRE  JEAH FRUARRENBEARE &% 20 28R -

ER&ERE test

RE socel °

i E=1 T

1 test
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o ([FHERE @ WAERERPEHE -
o I WMAERBENIRPEE -
# ZAWRAPIR : RERFTEINPAEIRSIRE -

> OAuth2.0: AME=AREEMREs - /&8 facebook 3§ google ERIEAEFIERREER
e B AREIER - bR ATEROER facebook 5 google HFRFERE -

£Z OAuth 2.0 Provider List
# By Provider Wi
2 Facebook m

# Google : EEEFEILE Google Y OAth2.0 BRFZEEBBIRS - BB RIRF ID K2R
BARBEUP -

5= OAuth 2.0 35E

MBI ID

RABIRER

VUNERINBE RGN MR - TR E P BAH Google MR E R & & Al B E 7B INZE]
UCHENI - M Google Ay Oath2.0 AIEFEBRE -

£= Walled URL

Walled URL m

£= Walled URI

# Walled URL

1 accounts.google.com

2 accounts.google.com.tw

3 ssl.gstatic.com

4 Ih6.googleusercontent.com

www.gstatic.com

(%]

F
n
=
]
H

6 Www.googleapis.com
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# Google B9 OAth2.0 BRFEEE R E 7R
1. B AZE google i APl IR EHEEI—{E OAuth BRI ID

APl EEZ BE
i ] =% OAuth IESE  WEHRE
et

APl
B

CREEERAETH AP - FRACEERN AP MEERTEE
API BB E - KGR API> G B AP £i@ - REIEES,
OAuth 2.0 FIFH 1D - FFIEHEE API B84 -

OAuth A FiR 1D
EREAEREEAERERTERESE -
EA K Google HEE API-

2. EEHBERER

FEFRIZ 3RS

| —mmmAEs |
Android BREESFIH
Chrome BRIZ R BREETE
i05 BRRE &
PlayStation 4
Hitl

3. F&AE JavaScript 3&iE K REDIRECT URI {Z#E#E @ URI ROt - @

BEERER JavaScript HEE

ERRAFREREDATR UR - T EESRELAES - Eb-TEE&8mATT (http/* example.com) SRERE
(http:/fexample.com/subdir) « 20 2405 AR EIFHESEATRITIE » AR E EENEEETEFIE URI & -

http://demainl.login.com

EFRAEFE D URI

B3R UR FErRREEIR SRR AR « FREIER Google ETERREE « RITE SN EMEEE ZERES DS
TEREEE = LERGEE B ATF IS - BHEch BEE B BBRURTE » TR EHIRIER e EE » mE-TFaER L REY 1P
firdk =

http://domaind.legin.com/leginfindex.cgi?cgi=CALLBAC K|
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BEEEHNATETE Google Developers 8 “Redirect URI"  #1  “JavaScript
ORGINS" NI EERZ 4K Login URLPFEEERY “JavaScript ORGINS”  Z—#x
7 EEIE R EFARIME R EREINREN" RERE RN RE

Blun: £ Google IR FRAERERE © - a2 &M Mk

JavaScript ORGINS: http://domain0.login.com

REDIRECT URI : http://domain0.login.com/login/index.cgi?cgi=CALLBACK
MTE %4 £ Login URL W 7EE2 Google A JavaScript ORGINS —1x

im SRR R TR
HEGA 0 s User(s)
B A 1o Minutes
URLE 15 http-/fwww.google.com

2 AURLfrit domain0 login.com

SessionLog O B O g

4. WREIUEFSE—HEID BARR

OAuth EEEH
iEEITFIH iR 1D

ogleusercontent.com L]

yaz Al =i Y
N [a|

5. # D EEEELA 24589 google #REBAIA OAUth2.0 ET - BB RFEA
il OAuth 2.0 27E

Fi Pl 1D

Bps_googlensercontent.com

H e .

AR WWRFE=TIREINEE - BERAUBUE=TRERE

@ Www.cerio.com.tw \ +(886) 2-8911-6160 D] sales@cerio.com.tw



USER MANUAL

CenOS 5.0 SOFTWARE

# Facebook B9 OAth2.0 BR#5 EE % E &% AR
1. 5%%Z facebook B developers EHZ - BHE " RIEMBAER " BE—HIIRS

facabook for develapers e i THRFE O SibEM BEE A= - |

il
R B9 (15 I B E = Facsbook B

=

2. REMEREXEE - B WWW 4k

Add a New App

i0s Faocebook Canvas e dls

3. BUItEARENNEE  ZEARE T —SETRE - IERRBEN

Create a New App ID

Create OAth-TEST App?

BEETE
il
| v
— 58 » 5h{EH{RFES Facebook BIHE LR L
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4. ZEUEERREANREMIL - FiBE—= URL

http://domain0.login.

com/login/index.cgi?cgi=CALLBACK

5. TSR Facebook HY APP RRFERTESTA - iciEiFE " BEREXEFE " IAEERUBE APP

B

B

EHEAEE

B g
TEFEEiReE TEFfEs S
Lo o sesssene #Him
FHmEtE e
OAth-TEST
FE FIFE =aR TRsEETEMHE

dci@cerio.com.tw

6. %4 EAY Login URL 2781 Facebook BY#AE—#% (AIEAY domain)

http.//domain0.login.

il SRERERThAE

SEZA

B A

URLE

com/
O 3 User(s)
10 Minutes
hittp-/fwww.google.com

B AURLfirsE

domaind_login.com

Sesslon Log

© g O ik
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7. EEERBFEES ID KEBEARZRTA facebook ARIHENML P -
im OAuth 2.0
Provider Facebook

m  ©8A O it

im OAuth 2.0 357E

FiFE 1D

HFrEEda

RETTHE @ AR " T " IR SAME " EMEE " - STHRINEEESF -

Lt ER 2 M IR Facebook & Google TR EFFERRTE(ERSE  HFHARILIE =R
RE)  E=HRFERIAREE (M Facebook 5 Google)BEEREREELEFIH ID KEF

# RER LWEERE

ICEMBEmEZ DA/ E B ERNREEREEN -
AR RIRRE" D" RLERAE" MEREHINNERE -

imZER HERE

VLANY HEZEYE R ENE FRHA Nt PR LR it
0 [ on | 2 1384 1079 1.77MB 69.18KB
1 [ oFF | 0 0 0 0B 08
2 [ oFF | 0 0 0 0B 08
3 [ oFF | ] 0 0 0B 08

il Authentication Zone 0 Online Users

s mEER Usemame P Ak MACHE i AR T#Hia A T i s T
1 Looal danny 192.168.2.20 P 2016/01/01 00:39:28 286 362 96.98KB 59.02KB
2 Looal test 162.168.2.22 I 2016/01/01 00:39:45 22807 21410 31.17MB 1.25MB
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ICEMBEmAEFAREERENEARSENEA/ZLREIN WA G EREEEANEE
AFfERZ D ENERE -
AR REIRAR" D" REEM" REWERNNERE -

= EEE A

- EBERE BRI ERE P WMACHr Ak T#ita A T T

1 2016/01/01 00:1%:35 LOGIN - oo.co.l... 182.168.2.28 ] 0 0 0B 08
2 2016/01/01 D0:14:26 LoGoUT EENE3h00.00.]... 192.168.2.28 Py 6 68 18.62KB 20.66KB
3 2016/01/01 00:14:56 LOGIN test 192.168.2.24 A 0 0 08 08
4 2016/01/01 00:17:01 LOoaouT test 192.168.2.24 I 1966 1687 1.95MB 167.13KB
§  2016/01/01 00:29:38 LoaiN danny 192.168.2.21 T 0 0 08 0B

5.3.3 POP/IMAP Server 1§ Fz3:5
B RRE 5B ZEIm POP3 IR B - IbINEERas U ol LIS A E R B R B 15m@ POP3 E k=S -
FIRER POP3 @Rz ANMIREERMAEE S AREER -

I8 POP3 Server 5= POP3 Server Test

wE  OEA O BAEa EMAIL

=

IZ POP3 Settings

famER

Host

s =4

Connect Type Mone s

o [fR# : 0" RRE)" 3" BAFA" POP Server lREEINEERF -

o HAREIE : MAMMBERTHNEME -

e Host: POP falfRasa944LEY IP fizdlt -

o IE5% : POP EIAREEFN{E ARV AR FEIR SRS -

e Connect Type : 12 POP Al ARz AVEAA SR AL STARTTLS 5§ SSL/TTL 8% None -

e POP3 fafRzRAIE : RECTHEMEFE - I A —HE F ARG REHRAF POP EAR
FRAe e IEHE -
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53.4 EE{EEE

ENEEEYILRERENHEEEAETE - JLUBITHRIEEZIESEFER - oJLUER HTML A
CSS BABTEBERERENEAER -

EEEHE =HE
Tempiate O EH O gapd
O ®
smn  CRA — Please sign In
=MEHEERE yser Name
s . - Password
[CIremember me

i — e

ARYE FFFFFFF

FiHEA #3333

e I T

> Template : ¥ AB 0% Template(£EA) AR - BRI ERZAIRRREETER
B2 - FEZFRFAATER html FEAMARE -
o SEERMA WEABHERBEARAARRNELN - SEEMASEARASZHE HTMLEE, I8
BEABTEFEEARH °
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Please sign in

User Name

Password

[CIRemember me

BEEUZEREEEEEUNUEARENERNFIREARS -

Template ® g Ogaea
sun  Oam ®pis Please sign in
Radius User
SExeAEEe
User Name
3 Golor 1
- Password
Body Background #098893
— Remember me
AwER | sroccc BHANENREAD
Flim  #ssoess WETESRD
FIERE 250
AD Background #FFE989 =it )
ADFont Color ~ #398899 E#TERD

o EIEEME ML HTML RIS EEBAIRHEIRE EARIE -

=SHIMLFSIEEH

<htmi>
<head>

<script sre="/javascripts/loginjs" charset="utf-3" type="text/javascript"=>-</script>

</heat>
<body>
| <div class="container"></div= |

</body>
</himl>

R RIBIE AL SEER DB MR - EthER 2 RITlE® html 3545 css B ETHRER
B8 - AREE html RGHE&EZ I #HA 4096 7T - {0 H LA
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frtrmik-
e
dimk ref="siyleshest" fype="tect css" href="itp/fwwwserio.com_Eelogin_page_demoloss. ces™ f=
~moript sro="Erascripsflogin=" charset="utH-" type="textErascript™ ==scrgt=
<meta hitp-eguive "Conbent-Type" contenf="texthéml; charset=utf-8" f=
o titlime Wk Athenficationtities
oo
hndy-
T
table width="480" border="0" cellpadding="10" celispacimg ="{0"=
i
«Ad colzspan="6" heighi="TE"=cimg src="Ttip{fewww senio com bwlogin_page demoflogin_page] .png™
Fom i
o fEr=
i
«1d colspan="5" width="480" height="180" clasz="tackg" =
v ek Athenfication Logen Page for CenlSE 6.0 <fdive
e e T
=odfiw Bd="windowes] "=
wadiv clazs="win_font" =Sign m-divs
i Class="container" = dioe
o i it T o e e
e erhdl colspan="5" =< ingut type=mmbmit ondick="abs sfyle fphy=abc stle. di=play=="mone" 7" mne™
walue="" Walled Garden":=
i id=abc style="display-none" mos_siyle="displaymone"
33 e "hiip e gorogle comubw” dams="czs_bin_class"=Googheas
=3 firede"hitpferarer yahoo.com fw™ da=s="c=s_hin_clazs" = Yahoola=
2 e "Titpferew. o com b class="cs_in_cass™=CER D220
=i
S T Ty T
ihodye
o e

«Teémlz-

[

= html M css ZFBAMRIER, ZEAI\EEA html § css ZR4RIERES), AQT
AZIRBENHEZEMER WM ETE 190 TERZA, HEBER HTML/CSS ER%E
BB —ENITE T, EZEiF CSS RIBB1FINEEIR Web Server, 3% 1= web
server B9 IP i3t 8 A 2 Walled Garden N

HERRARIESTAE - FARAEE” T IHEEIT R FRE" il ETRBEMEENAE
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Amplity your Wireless Network

Captive Portal Authentication Login Page for CenOS 5.0

Authentication Login —————
M  Authentication Login |

UserName

Password

Sign in

Walled Garden

Google Yehoo CERIO

.....

1. X4REE html 2B —ENWRERS - BRTCEELBEEZZANA - FILIES
CSS#BZAHBIE - WRE EEZRILER - BRBEGHAXEGERE
2. HEZ#MAR Walled Garden TNEEM/RIBNNE EIEEIHEEL CSS fEZAVEARES IP ALl

-
[ = I3 BN

allp

e EREFERABERNEABRRE - oJBITMARELEARNERDEMBERNE SR @ KR
KRB RARELR  BRAHEX

WMiT

# FHER{E (S

1 * English P

TE==5

> BIIMIVEEZ MBI OB ARNE S BN - 11 NERAR

iz English

JEE S ® i O kAES
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Please sign in

HsEE Cen0S4.08E
HFAESR CERIOE A EE
HHEAE EREEE
=i HiE
HEH bl ek vl

A EEEA

nE | PEEA

EEREER e MESTAERERER
Clang st (e IRATIR TS
M= A
(STt

Hello i N
—— T, ———

BARE | BASH —
SEIEER 2015/01/01 08:00:35
Session Time
> s

Traffic Volume A E

105
w (= —— [
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Walled Garden

cExio

Amplify your Wireless Network

ICTHRE R AR E R L FABLL - EEMEERE AP EREAENSR  EERREERREEAIIGE

(RURRRRETNEE) R - RIFRARE RN EREERE ARG

Garden INAEPTER ERIARIL -

BEH - FrERERZE D LIERLE Walled

Walled Garden

BTEIR CERIO

1P 41k /48 1 WWW.Cerio.com. tw

SSEM URL http://www.cerio.com.tw

BREE  REENSBIEEHE -

>
> P 483t/ - REABILRY IP (ISt A IARIARIL
>

Full URL : 2 EAJI589 URL #8141t -
BTIHIB®E - IBARENHEIGTIARERA -

# =10 1P {1 11k /48 1

CERIO www.cerio.com.tw

REARZUEE 10 ERLRE -

B

iii.  HERE
IR ERENEETEE SRR BEREINER  FIBRRAEAEER AAP NRGENSREVA
BBMERE 7 o R AAERE - MELREZRERNE IP/MAC IERNRBRIAFEBREEREREE

H R _ AR -

RESTRUBERIE" WIE" LI - HERRERCS " EFRRE " 2R THIEERR

EmEiE BOSS iPhone

P74 192.168.2.1

MAC {i7 41t 00:11:22:33:44:50

> RHESE . BARBHNBMERMEERS -
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> IP fiIik : BARREFEERRY IP ALt -
> MAC fiilt : mMARBRERNEFFRMAOML -
BTHEE - BATERENMIETIARER -

REARZUEE 10 SRLRE -

ERETHEME" L RIMAGTAHRTE - ERELSEN B ARV LREF -

iv. Bulk MAC Address
LEINBEEAYS HE B EEARSE ZEEEEINEEREZE MAC il - HE MAC BERBHFZER EEARME
EE - BRRULINEE - RE MAC RE FHREBERBAZTMAERE KXo BEFER EHRE -

i MAC i#iERA|

e

= Upload MAC Address

Upload MAC Address mEs | e

b EEME R AER CSV 1 - oA Excel 18577 A CSV & - thal A TXT & - fEER
TXT BFIEUTER  HEMAC B —1T—@  BEXERHEFHEE NAZELE F5FEHM
& SERFIEHBRE - Z3EE ANSI -

BED SEER #BIO BBENV =HE
SC:4D:EL:05:32:7E "
SC:4D:EL:05:33:19
SC:4D:EL:05:33:1E
SC:4D:EA:05:33:23
SC:4D:EA:05:33:28

BC:AD:EL:05:33:2D
\ 8C 4D +E4+05:33:32

C:AD:EL:05:33:37
<::8 NID:EL:05:33:3C
W

1009 Windows (CRLF) UTF-8
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> FRRAI . S B oJRUAEIRARALEINGE -
Upload MAC Address: #i# MAC EHERVUE @ W% N EE - BIO#FREN MACHRE
AZWINEE LET R AR -
ERETHEMBENME R AEINBEIEREF

im MAC[TAFIFE

# MACHEHE # MACH 3 # MACHEhE 3 MACHEhE # MACHE
1 80:4D:EA:04:AG:6F 2 80:4D:EA:04:AB:62 3 B80:4D:EA:04:AG:66 4 80:4D:EA:04:A6:68 6 80:4D:EA:04:A6:6B
6 80:4D:EA:04:AG:6E 7 80:4D:EA:04:AB:71 8 80:4D:EA:04:AB:74 9 BC:4D:EA04:AB:77 10 80:4D:EA:04:AG:TA
1 80:4D:EA:04:A6:7D 12 80:4D:EA:04:A6:80 18 BC:4D:EA:04:AG:83 14  8C:4D:EA:04:AG:86 16 8C:4D:EA:04:A6:89
16 80:4D:EA:04:AG:8C 17 80:4D:EA:04:AB:8F 18 80:4D:EA:04:A6:92 19 B0:4D:EA-04:A6:956 20 80:4D:EA-:04:A6:98
21 80:4D:EA:04:A6:98 22 80:4D:EA-04:A6:9E 23 BC:4D:EA:04:AB:A1 24 8C:4D:EA:04:AG:A4 26 80:4D:EA:04:AG:AT
a ey
v. EREE

UETHREE ERERS AR EIFAY VLAN#R BRI E BN html HEZE ANBERGHESERBHEE
PC - EEEH PC BRIEZZ A4 -

TREER

I3 1T _mw |

THERLAE
rAENEAE | _mw_ |

5.4 RADIUS falfikgs

REHOAEIZAER RADIUS Afkss - BA 7 EEEEERMAERR M —8 RADIUS @ik - Si5#E
MOWRRRAZHHAGKB TN - EEERZRMABERIR T MR —a 1R 2ER/Y RADIUS @RS -

IEThBEESEE IR Access Point(AP)E T T i&1T
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RRE ® RiA ) BB
Radiusi§ 1812
Radius Ei&

> BR¥5 : oEERUASEA RADIUS ElfR=s -
> Radius 18 : #ER¥ERY Radius fAR=RFEREEEANE 1812 18 - EEREHREREZREEFMEN -
> Radius 2§ : BALLARBHEARR -

5.5 RADIUS IEF&%7E

= R RADIUS fafkzst& - R RADIUS MRRREIR PO EULHTIGEL - IRP&ZOZE 50 FRERF -
il Radiv:F F

EELE | (232 cher)
|

im RS (ERE

B RS

HEPCEA BIEE. | AR -

-

il RadiusFl|%
& Ex 1 BT # £t BT

1 danny001 2 danny002

ERERE B APRERARE -

B - BAIRIERIE -

EBELERAEESR . ERUZSHRPE - A BLEERIKREENHEL - #F2%EK -
e PCEEA : SRFELRESR - JEBULTNEEEMEA -

Radius 53R : 3ILFAERUMIRFRE -

N
N

YV V V VYV V
E
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5.6 HRAREXIE

FEE Radio 0(2.4G) =i Radio 1(5G) 8¢ Radio 2(5G) EREGREFED - B8 - BRERRTE
K WDS TNEERR EHFF

5.6.1 Radio 0 (2.4G):&%E

X —HRERTE

MAC{i1 11t Bc-dd-ea-04-14-77
EERE Taiwan
FgE e 802.11bigin
gamme ©OBA ) BN
$Hin 5 (2432 Mhz)
FEERNERE

Slot Time 9 m

ACK Timeout
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MAC firilt : 587~ 2.4G #48 MAC il -
BIEERE  FHEURETEZRBLEBERZEE - <3 "US,-TEU, - "Taiwan, °
> BREMFER 232 802.11b, 802.11 b/g, 802.11b/g/n, 802.11n MUiEHE( - EAE K
SKEE -
> HEEE: RARZAREHESREFNBEEETER BRAREEEURKRBECERERKF
B -
> BEE . 2RBIAREARMEAREGEFENAARRIEEERE kST REINEE - 2
B e MR -
>  EBREBINERE
ERERFIERIEFERRE" SHh1" ~" FRI BHINE FAAERI - KEAEN
IRIEFRKOBITREZRER RSB LINE - AR &9
>  Slot Time: ROJZE LA slot time BUE - EAEEMRBEAANESERXE SEESTE
BEERER  ERANRET AR T ATVER, 2 HETEHERE - -
PERE : =AM BERR" IREH, SSoILUmMARNEIRARUASEEERE, RAEHEETE L Slot Time
B2 ACK Timeout R32R82%&18, MARRBLIEM(AR)EE -
»  ACK Timeout: £%%F "ACKnowledgment frame” Bifg K &M AHEU - ACK S EHEE -
#=A9 ACK Timeout Zig /031 €l lost - (BEBMMERZERE -
FE Slot Time A ACK Timeout EEREFBNRNERBEER - CMEENEER
EREREHRXEEEZEARNER U8 BFZANA" 2FBEEERHINEERTE

HT Physical Mode

TX/RX Stream 2T2R

s 20/40
S " B

mcs Auto
shortgl © HA WEA
saps ©RA WREA

Aggregation Frames

HaEBEgxAM

>  TX/RXStream : LMFERER 2 BZEK 2 #HW(2T2R) - ERHCILURKFIIABRHEEM
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RS 1 EER 1 ZWATIR)MEE

REm 24Ghz XEZERRE 2x2 (2T2R) - B aiRaEM 2T2R BE - HEMLFREFEK
s IRIFILFRRRERR E

>  SEE#ER ;. FH 2.4Ghz B 20Mhz g 20/40Mhz - fEEEith& BES BB 7 B Eimm
BERRE -
ILEF A Wave? & R, 2.4G(Radio 0)#ZE S 20/40 =3, A& K Data rate %
400Mbps

> SRS IEIAERESREE T P EIE 20/40 ER A4 S IR EE D Leim T - BE
b, RISRiEnEE 1~7, HEE D T RIjaE R 5~11 (TW 802.11n)

> MCS : MCS #mz#2 802.11n £ WLAN RYBRERZR FIRIEMN—TEZRIR - M MCS #RZ(E
B EBNERNTERE - £ MCS BRERBREMARHE -

>  ShortGi : fifrERER - ERAREEZEEHSRZHBERSRREERFSHLTE
MR EEBURRZEBR - SR —EBIER AL TE - T Guard Interval #2EAARE D
TR TE—IRINEE - HMFARES "’RUH. -

> HERE: RIEHEEMmA—  —EBEEHE -  TEESRVASTEERE - T
HEBE LRERES "RH . BEAZEREHE -

»  Aggregation Frames : S BB ERFAELR/ -

»  Aggregation Size : HEIBERMK/N -

5.6.2 Radio 1 (5G) / Radio 2(5G) :&7E
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il —fr e
MAC firfif: 8c4dea05:1c76
EEEE Taiwan Ny
AR ERE 802.11ac »
momw ©OBA O g
I 100 (5500 Mhz)
R EETIERE 0 9 .
Slot Time 9
ACK Timeout 30

> MAC i3l : #'R 5G (Radio 1) / 5G (Radio 2) ##R MAC RYAIL -

> BERE: FREURETEZREZEERZES - X3 "US, "EU,~"Taiwan -

> HEREMEEI . TZOJLUERE 802.11a/802.11an / 802.11n(5G)/ K& 802.11ac &5 -

> B#EE  RARRARBEIESRFNBEEETER  BEARSEZEJKRBECRERKF
B -

> 5RE  gRIAREAFBER T EAREGEFREABS AERREERE -

RIE NCCBELMER - 8RN 3 & 5GHz 48 :

4. 5280~ 5350MHz ( CH56 5280MHz ~ CH60 5300MHz ~ CH64 5320MHz )

5. 5470 ~5725MHz( CH100 5500MHz - CH104 5520MHz ~ CH108 5540MHz - CH112
5560MHz » CH116 5580MHz ~ CH120 5600MHz ~ CH124 5620MHz ~ CH128
5640MHz ~ CH132 5660MHz ~ CH136 5680MHz ~ CH140 5700MHz )

6. 5725~5825MHz( CH149 5745MHz - CH153 5765MHz - CH157 5785MHz ~ CH161
5805MHz ~ CH165 5825MHz )

Hh 5470 ~5725MHz ERBRAEST MRS AEREHNEZRRBER EEHELR
BRZAEE N EE2EEAEBLEHAER BSEEME DFSH TPQ EIRPEAR 500mW
2 ) e - ERERAFIBIEREELNHETCAEERR - DFS 2E#RES PR
REBIRER ; 5250~5350MHz BZEAEA - ( &8RS = NCCES "KI)
REVABE IR )
> EREHNERRTE . FAEYKRMEREFKRE" FR1 ~" SR BRIIR  EXE
FR9 - KBARNREFKIETAZRREIRSHLINER - FERR" FR"
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> Slot Time: MOZE L&A slottime #E - EAEEREBEAENSEHEEE SREEFE
BENRERE - ERANR TRRTANES, AREEETEHERE -
PERE : E2F6 T PERR" kiR SSoILlEm A RSB RIS EEEERE - RS B EFTE L Slot Time
g2 ACK Timeout H3282EE - MABEBBUM(AR)ETE -

> ACKTimeout: EE&° ACKnowIedgment frame” BfRAKEMAEKEW - ACK EEHEH -
8= ACK Timeout &Rl El lost - (BERMEREHRE -

#ERJ Slot Time A1 ACK Timeout HERERBANNRERIBEER - AENEER
EREREBHERREBEZARNENR 2O BIHAA" RAAEETEERINERTE

HT Physical Mode

TX/RX Stream 2T2R v
SR R
Min MCS
Max MCS v
shortGl '* EUAl IEA
Haxs CHA (]2

Aggregation Frames

HaEaKAD 50000

>  TX/RXStream : HETRERIER 2 Bk 2 #ZW(2T2R) - EEECDUREABREZLRES
1EER 1 ZWATIR)AIEE

SR BEEAMGFRIRFTERA ITIR AR, IEZMsREEESE ANTL, M
ANT2 isfEssRi L - I 2EFM 1.1 "ERREEE" 1TIR BIFRMUERERRA

>  SAEER : A 20Mhz /40Mhz/8; 802.11ac B 80 Mhz fEREMSEEARH P 2 EEH
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BERERE -

»  Min MCS: MCS #R:#2 802.11ac f£ WLAN RYIEHIERR BB —1EFIR - M MCS #RZER
FEBMNEERNEEANR - £ MCS ERERBHERHHEYRE - BRER 4 =/NMER 0 ZKE
H9-

> Max MCS: MCS #RzZ2Z 802.11ac 7£ WLAN RYEFERE FiR E R —T&3RR 1M MCS #ReZER
FEBNEENEEANR - £ MCS ERERBBERHHEYRE - BRER IZ/NMER 0 ZKE
% 9,7A7F & Max MCS BZEX K Min MCS 1& -

> ShortGi: frERR  EHFNREEEEH SRS HEHSRREEWTENITE - IRE
BEIBRIXBR ST —EBURFATE - ™ Guard Interval #2165 ARGV IR T2/
—IRINEE - HMTRRES TR

> HEEG:  BZEHFEEmA— —HEEREE - TBEZRVASHEEHT - ZHHE
BE, LMBERES "R, BEAEBET

» Aggregation Frames : I 81 ERIFEK/N -

> HEREK/(Size) : HEREMNK/N -

Aggregation Frames / Size IR E, BOENIRTRRE, ERTEBHEERRD
=1
B

TESTHE, oS MEFIRIRI SR B 2 RRINEEIE B ENE
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i P R
Beacon Interval 100
DTIM k= 1
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble  © XA O gaen
IGMP Snooping ® g O ggrA
Greenfield © Bt O gaen
5GBS 0 1o RSS! Limit
RF on/off by Schedule Always -
Location Tracking Log L] | &00 #

> Beacon Interval : @ AZE M 10 ) 5000 msec - FERERZ 100 - WAWEEHS - BEIRE
MEPIREE  WANEENR  BEEGEBRRERELR - ZREHERE

> DTIM Interval : & A DTIM Interval 818 - &S - AFKARBEE - FEHE - W
%F - BHRAEE - BRERAERE

> fragment Threshold : FAGAZRSEER/) - EX LRENEBA - EEKNEZENEE
MRS - FERER 2346 - ERFERERE

> RTSThreshold : M AZEN 1 £ 2346 - |BTEMNIRIET  IIRTEHUSEE  BFEEHRR
MNEFARZIRTE - ZREHERE

> Short Preamble : A& ERMFARE 56-bit EEMAEE - BERARIGER 128-bit - EiH
ERRRE

> IGMP Snooping : FZRZ 1B TE layer2 217 M4 MAC B Multicast il 3% - LUEZITE layer2
t#E1T Mutlicast - ZEFERTERE

> Greenfield(#E181() : BEEBGIRIE FEEEMA 802.11n BRI M EETT - RITRE A EE
- A 1In ZENE PR EEET - BEERRRE

> 5G B5iER(Band Steering) : 24GHz 1 5GHz WARAKEREFER - BEL 5GHz WAFE
ImE/RE S5GHz MR - DUEFRIEE - dIiR” RSSILimit " BEERRA 2.4 GHz
R ERYERE RSSI HOPIEEE - DULIER SGHz BEERHNNEE - tRERMUENTEEE
$8(2.4/5GHz) AR P AP 19 5GHz slSR 1B 2.4GHz 4R RSSI PRER ERITEE - BIZAHERE
RERGAFBEL SCGHz ERHIEE -
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Band Steering IEER RN EERAA R (2D EE 246 £ 56 BB FHNESGE RIS
FHUEH), % Band Steering 15 - EZEEZER 5G #Y 11AC: BELERGEFE
EMNBEENEEMARBREER - EEREGERBRALEER -

>  RF on/off by Schedule: IEI18EDI MU ERRERZERKA N KB RERB RGN,
BRRAERFE" RARE" 2" KERA" ERFEE -

> Location Tracking Log: LtINAECI#FEEAR I P EAARE E AR E IS 7 BERE(RSSI 51 8) B Z H
ARImBIREM T -

Jan 1 08:28:00 Whfilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a chmac=EinliaeeSSekimbd resi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-T Ao r:si=-68
Jan 1 08:26:00 Wifilogd: tm=1420071360 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac- TR rssi=-b7

Location Tracking Log RE S RHREAPUEEMARIBE, WWEAIJRESRAP
AR E I E S L AR RGE M SR -

5.6.4 WMM SERRIE(LERE
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= WMM & k(L
wumEESEE @ B O Rk
#= WMM Parmameters of Access Point
No ACK Policy

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 6 3 0 [_]
AC_BK(1) 4 10 7 0 g
AC_VI(2) i 4 1 3008 O
AC VO(3) 2 3 1 1504 UJ
£= WMM Parmameters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 O]
AC_VI(2) 3 4 2 3008 g
AC_VO(3) 2 3 2 1504 n

» ACType : Access Category H1BFcEE D& Voice(VO) ~ Video(VI) - Best-effort(BE) &
Back-ground(BK)Z 4K -

> CWmin : Minimum Contention Window - EE#EEFE WMM FERERAIEERRE -

» CWmax : Maximum Contention Window - EE#EEFE WMM FHIERFIEERRE -
A= CWMax —EMNBERREER CWMin -

> AIFS : Arbitration Inter-Frame Spacing Number - SE&E D ZH A EESGEEERHEH
R -

>  TxOP Limit : Transmission Opportunity - SEBFEHE  HREERNERPFERSETE
A AC_VI B AC_VO : o] EBANBELUEIRSRSHEXETE -

> ACM bit : Admission Control Mandatory, ACM R#EAR AC_VI & AC_VO,E IEThEE )R B
EIS AREEPHEGENEGRESE ACM, k2, EEENESENR ABEAFRKER -

> No ACK policy bit : FEHS - REZFEMSBBEFRERERH WMM HEK - BZREIE
Bk TEGHA—EWE WMM HE - B - ZreBRENaRBRAERER
WMM H 61 - AEEREAIE@mER - SRR BE oS ERE

e
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5.6.5 WDS i& &

2 AP+WDS TheER Ml YR AR 2 it & A AR IS E B 2
& WDS I8E - HmMinEGE S0 /R EHREHRHE
RITER MAC izt - MORESRE—EENSELEAE

= WDS EZRNZBEMS MAC 73l - BN ETER
% WDS EtnS#AERERFRAERE R « IRELK
BAMEST - CTEERASNER -

wos e O MG © A

= B A WDS IhsE - o8 & {8 A Radio 0(2.4G) I WDS 8 Radio 1(5G) 3% Radio 2(5G)f# WDS % -
MEABER 24G+5G+5G HARE 24 48 - £ WDS Ih8EZ#8 VLAN tag B% - BERABABR
7 Tag i - WDS 10824 Tag 25— (BB IR -

im WDS 3#7E
wos @ ¢ BUH e

Radio0 ESSID default_wds0

Radio1 ESSID default_wds1

Radio2 ESSID default_wds2

g ERE ]
&

il MACHTE

Radio 0 00:11:a3:1d:00:03

Radio 1 00:11:33:1d:00:04

Radio 2 00:11:7f:1b:f9:52
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il WDS Clent Setup

Radio 0 Radio 1 Radio 2
54| MACHii EH MAC it EH MACH 3
in EEER ST
Radio 0 Radio 1 Radio 2
VLAN# Native TAG TAG ID Native TAG TAG ID Native TAG TAG ID

AR O
101 101 101
102 102 102
103 103 103
104 104 104
105 105 105
106 106 106

EEIRE T 107 107 107

> Radio ESSID : {kZE{ERiE R Radio - EEa# M AMEREA SSID 21 -

> NNZEREY : olEERRAEL AES 128bit M INEE - AES MNZ B &R ol@A 0~9 855t A~Z
NNBRXIED - SZEO|A 8~32 EFcERNEREEZ S WDS AP R It EMZ 2%
BEmERER -

> WDS EERTE : oI EREM Radio 0(2.4G)f WDS 8¢ Radio 1(5G) # WDS 4R &M 5% 2R {84
WDS 8% - 551 WDS Client Setup Lt 8 A B 1Z IRV EARE S MAC it -

WDS JTESIR

1. WMEeEREMaRMER WDS EZ45F5 - AIMarIAEFTEMRE -

2. BREmaEite Rl AERB BIASK WDS Client Setup Fa2 1€ B 5 AVELR MAC
firslk - AB¥89 B 2/ WDS Client Setup Fa&E A 889ER MAC il -
BRERBEPUAEM tag - 2 ENEM S EERFERENEE JEZH tag °

4. WDS JI#Zo]A o -
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>  MAC firlt : BRI ERI O ESE A Radio 0(2.4G) 5 Radio 1(5G) =k Radio 2(5G)RI#EAR
A=A -

> EREIEERTE : (WDS)

VLAN# : B~ AP PR BRIE SRR -

Native : O] #2122 FIMEE B4 S 2R 80 WDS 188 -

TAG : T 2% tag RUIE] -

TAGID : %% VLAN Tag #9 ID f& -

RETHEBRME "#E . REFENERE  WR N "TEM/E . ERHRRE -

5.6.6 WDS jikEE

«ll FEREE ~

i RedioQiERFF

MACH Rate(RXTX) RSSI
i Radio B4R F

MACHHE Rate(RXTX) RssI
i Redio BRI

MACHHE Rate(RXTX) RSSI

#A’R Radio 0(2.4G) 2% Radio 1(5G) 5 Radio 2(5G)#y WDS E#RiREE

>  MAC il : RS —ImpoEaEn S MAC IIEEHH -
> Rate(TX/RX) : B8’k WDS W £/ M EREES -
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6. Client Bridge &=

= EEERERENEMREGEMSTNRR REREASHE WDS B1#115E €& JREN S Client Bridge
BRI MR Fin AP A9 3R 1B 11518 Repeater AP TIEEEEMEZEME - LUN 4R Client
Bridge #z{ & Repeater AP &7 °

6.1 ;REREFEL

P RRE" 9" BIRE" c EARNBMEREER" Client Bridge 3" #EFILEHRED

im AR

tEt B L v

6.2 EINAIEERE

E1)#7% Client Bridge 23018 - EEEZNALKREZRAHN IP A - MERLABENEEEAERE - M IP U
HACIER -
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® WEIPLLL O BAEIPHIHE TEDNSARE

FEDNSFEIEE

802.1d Spanning Tree

DHCP Forward

ETHOD

EEMERE 0O | 14006

BRI EARAEE -
> B EBABTULRZRMAREERFE IP UUEIENRE IP A7 -
o EFFREIP Il : IJFERE—AEE IP AL RAER -
o ENARIP il : K% Lin =5 DHCP AR - RIDIEAHEIRE IP Ut oiZ R B EES —4A IP -

ERHENRE IP AR - B&HAEEEENUS DHCP JRZERY IP {7t - MPAFENAY IP it
’rEH i DHCP AR ESHEREIFE - S IP A ASFEE - FEBABZEA
ZmEE - WA Eln DHCP ERE3XE:E B R AFTEVSHY IP A1t -

FRAE IP fiIdt :

> IP Uk : BREZRAY IP AL -

> FHBES . LE IPWFREBES -

> TERREE  REAEARE AL -

DNS :

> EZE/RE DNS fafRe: : oJREMNZEERATAY P ALt -

802.1d Spanning Tree :

>  TOIEYFIELRARA Spanning Tree IHEE - 802.1d Spanning Tree f&TE % STP - RYF LEINEEE FFE 22 (@
EIAREREERER - SO EEREEN AR ER - W TNERMT -
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xDSL
‘\’ N Packet flow ( )) (( g
NAI Lo > Wi-Fi L[( N
[ Router H Switch }L ) > =]
[AN L2t - .-
~7 T\ AP Station
| / AY —
] "J:\"o::-
* LOOP ?55 WDS Bridge
X .._\ f’ :LL;
AN R
- " packetflow o [0 ) Wik ([ g
Enable Spanning Tree function -~.._Packet tlow_-, ) a g
to Anti-blocking packet loop RJ-45

AP Station

DHCP Forward
>  BERH P ALUERFENRE IP BW{S, W RIA Repeater INEERF, RUFERARY Forward IOEE -

= DHCP Forward

DHCP Forward = BUA O[]

6.3 DHCP :&% &

CERIO A9 CenOS5.0 5N DHCP falfrzs - &3 A B0l EBIULINEEKREZE IP iIit4aFHERAZE -
BERECHEESR DHCP AlRBERZE PR - B7ESER - ofE 480 DHCP EAR23INEERRET - =X
ERAD R DHCP 89 IP fuilt - (BRERIBEANEEA DHCP ERe: - BITEBIULTHEERUE - EHETER IP IR

B

RN " RAEERE " > " DHCP &E " MR DHCP falfi=s -
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= DHCP,

gz OB ol I

2= DHCPIRE

kEYAIPII Lt

fERIPiiE

FEBIES 255.255.255.0

HEREE

FEDNS{E ARt

REDNSEBREE it

WINS @ AR 28 {1 11t

R R

IP#H AR 86400

4R IP il : 52 7E DHCP B8 2IKE IP RUEEIA UL -

AR IP ik : 52 7E DHCP falfR=8Ik% IP RUAE R -

FHBSES : 52E DHCP A fR22ER IP FABRIRES -

FAEREE  SREEZE B DHCP ARRIKEAI B ERE P At -

F/RZE DNS EfR=R : :RERZE R DHCP FAk#sK%E DNS AL -

WINS falfRz2 il : FREMABPEZRE WINS Ekss - oJfEIEERE WINS @ AREs IP it -
Domain : EHEAREMBEME - DJEUIEABENEZHE -

IP #ARME : oJREIKZ P REARE, ¥R 86400 (1 X) -

YV V V V V V V V
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6.4 HIRENTE

EIhEEEE EZEE Client Bridge(HEAR UL 5 151:) 0 EE2$F A Radio 0(2.4G) ¢ Radio 1(5G) =X
Radio 2(5G)HERM1E#E - BEEFEMESRIEEIIEE - B EMREILR(Repeater AP)EARE
WERINEE - RMER MAC BIBEG R IREFEEINGE -

= e 2.4G 5EXEHE LI AP I - Rl Repeater AP i REEE 55 SM{E 5G E R E
e k%A Radio 1(5G) #a%4E# tin AP [ Rl Repeater AP i REEE M 2.4G
% —1& Radio 2(5G) MIE it -

R E S N SR E B (Repeater AP)RREL R

# NS RumGHEEASETE Fin AP BT BEEEMSER

S 1 S AESFTHETZEEMEH Radio 0(2.4G)2k Radio 1(5G)2k Radio 2(5G)E oh—{ES8E £
Client AR E=E#Z FInfEGE NS - R¥E LIk AP 2EH 246 r0%Ek: - AIEEEHEI 246 HRENS
IhE -

PUTER 2.4G Bl - £ " |ARRTE " 2" Radio 0" ERMAREMERERI - BIABREEL 24G BRERE

SEIS -
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A8 AEM Radio, AU Radio 1(5G)k Radio
2(5G) 4R Client fE&iE _ElIn1EHE, AIB¥#EA Radio 1
g Radio 2 B&7E , WRIAEMESEHEER

il — 7R

MAC firhk 8cddea0s1cT9

Lwogees O O B
BEEE Taiwan v
SRR 802.11b/g/n w

T BHAEERE" BB ESHE" RMFRESHINEG
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SR 3 HESTHE, MOMEMNEAENSREFILERER, FEEKLIEMERI BSSID &5, i
HE" ERE" HHIRERELL BSSID RIRIREIZRES -
im i SRR e T

S5IDZ7% CERIO

=R WPAWPAZ Personal ~

WPS Push Button

im TIEETE
I EIEh (WPAZEWPA2) v
mEEEE B&h v

<

AERIEERVARE - BREFMEZRREENSRAIREERR 40% RN IR HE EiniE
mEMAREGNIRMERE, BRAUESERNMRmE

SEREMSBECRETHE  FENRME R4, WHE" RFARE" MEE Radio 0(2.4G)5k Radio
1(5G)1B# LRIk ENER - FHEMAB IR BSSID FIRFKEFRRMINE AP 2 -

MR 2 B E - TERMAARE TELIR BSSID KRR - BoJgsd Fighy IP UitEFR
B4 - S8 A Fin AP IERE4R - FEFR Lin AP WZK%&E

T4 BEERTELEBEMS - RITLIFAR Repeater AP IHEE - EIEASTDIEHE " \ERTE " "
Repeater AP &7 " RUAINEETI R EEAREMSE N - FRRERFH
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1]

SSIDER

Twssip YEA L]

MREESERE B ® e

T BA L
ERERSN 64

s

= 2 i AP A8 - tIAC IP ML AREER - MR EMAE AR FRAEF -

RRETTAE - FBRE " T " RIMRRCSRRE " EWRE " - STRUINAEESE -

6.4.1 Radio 0(2.4G):&7E
X —MRTE / MEEMAEEER

im —AE SR

MAC firit Sc4dea0s1c79

Emoeens OB O gaEA

Em Taiwan
SRR 802 11bigin w
ST =R o

Slot Time 9

ACK Timeout 64

>  MACfirilt : B8R 2.4G & MAC AL -

BIEERTE  EFHEURENFEZRELEBERZER - 3% "US,~TETSI, " Taiwan ;s °
|REMFET - 38 802.11b, 802.11 b/g, 802.11b/g/n, 802.11n UEEZ - FAECIKTE
SKIERE -

BERE : AR AGFEESRENABEETER BAREEZEJKRECREFTKF

Y
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B -

> RE gRRIEAREARBRAREBFEFRERABSARNRBEERE o SEMREINEE - &
B L MRE -

> EREWINERTE :
EREURMMERIERRKRE" FHh1 ~" FRI BRHINER FARERI KEBAEHN
RIEFKOBTRERERRSHLINE - AR &R

>  Slot Time: ROIELLH#IA slot time BB - EIEERIEN - SHHOBEASBF O HRREAE -
PERE : ERIN EEEE RER, SO ARREEARVISIEIERE, R EEEETE L% Slot Time
B2 ACK Timeout 328 2E18, BMARRBLIEM(AR)EE -

»  ACK Timeout: £%%F "ACKnowledgment frame” Bifg K &M AHEU - ACK S EHEE -
=9 ACK Timeout Zig /31 €l lost - (BEBMMERZERE -

s E Slot Time #1 ACK Timeout SN REERELR - BEXEUEREARE(LRE - BUE

AEESEEHEE  BEASUESHEEHRNVTAE -

HT Physical Mode

HT Physical Mode

TX/RX Stream 2T2R
A 20140
MCS Auto v
shortcl @ EA BAE
sams OHA BAE

Aggregation Frames

HaBEsxd 50000

>  TX/RXStream : LMFERER 2 BEK 2 #HW(2T2R) - ERHCILURFIIABRHEEY
AR 1 EEK 1 W (ATIR)WRERE
REm 24CGhz RKEEARE 2x2 (2T2R) - SR EHRR&A 2T2R RWE - HERIABEK
am IR ICTRRR ERR E

> BEIEET : F/H 24Ghz % 20Mhz 5 20/40Mhz - {ERE S BEGRHF 2 BEHN
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IEFER B Wave?2 & R, 2.4G(Radio 0)Z#1ZF A 20/40 3, BI&K Data rate &
400Mbps

> SRS  IEIhAERESREE T P EIE 20/40 4§ IR EE D LoiE N - HIEED
£, RUSREOIERE 1~7, =EE D T AISRE 0 EE 5~11 (TW 802.11n)

>  MCS : MCS #mzZ2Z 802.11n £ WLAN RYERERZR FIRIEM—TEZRIR - M MCS #RZ(E
B EBNERNTERE - £ MCS BRERBREMARHE -

>  ShortGi: fEREER  BREFEEEERSEZHERSERARERNRSHIEE -
MR EEBURRZEBR - SRR —EBIER AL TE - T Guard Interval #2 AR D
AR TER—IRINEE - HMFARES "R, -

> HEERS: SZETFEEMmA—  —EBERELEE TEEZRVAEINCEHE - ZH
HEBE LRERES "RH . BEAZEREHE -

»  Aggregation Frames : S BB ERFAELR/ -

»  Aggregation Size : HEIBERMK/N -

6.4.2 Radio 1(5G) / Radio 2(5G):&7E

X —HRERE / BAEMSHEHRER

i —fETEE

MACfirk 8ciddealsicia
zwesers ©BA O mies
EIREE Taiwan v
SIS 802.11ac v
R BB TR Fho v
Slot Time g
ACK Timeout 30

> MAC i3l : #'R 5G (Radio 1) / 5G (Radio 2) ##R MAC RYAIL -

> BERE: FREURETEZRBLEBERZES - 2 "US, - TETSI, - "Taiwan

> HEREMEEI( . TZOJLUERE 802.11a/802.11an / 802.11n(5G)/ K& 802.11ac &5 -

> B#EE  RARRARBEIESRFNBEEETER  BARSEZEJKRBECRERKF
EHEE -

> RE  gRIAREAFBER T EAREGEFREABS AERREERE -
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RIE NCCEBELMER - 2RI N5 3 & 5GHz 48 :

7. 5280 ~5350MHz ( CH56 5280MHz -~ CH60 5300MHz - CH64 5320MHz )

8. 5470 ~5725MHz( CH100 5500MHz ~ CH104 5520MHz - CH108 5540MHz - CH112
5560MHz ~ CH116 5580MHz ~ CH120 5600MHz ~ CH124 5620MHz ~ CH128
5640MHz ~ CH132 5660MHz -~ CH136 5680MHz ~ CH140 5700MHz )

9. 5725 ~5825MHz( CH149 5745MHz - CH153 5765MHz - CH157 5785MHz ~ CH161
5805MHz ~ CH165 5825MHz )

Hh 5470 ~5725MHz EBRAEST MRS AEREHNEZRREER EEHELR
BRZAEE N EEEEABLEHAR BSEEME DFSH TPQ EIRPEAR 500mW
2 ) e - ERERAZIBIEREENHTCAEERR - DFS 2EERES PR
REBIRER ; 5250~5350MHz BZEAEA - ( &8RS = NCCES "KRI)
REVABE IR L)

> EREBINERRTE  FREURERERKRE SH1 ~" SR BEIIE BB
Z8R9 - KBARNREFEKIBTHERBEIRSWLINE - MRS SR

> SlotTime: MTIfELL#IA slottime BB - SRS - SETEEEGEF O ARZREE -
PERE : EFL T BERR" HRER - SoIDlEm ARSBIRERVISEEEERE - AR E B EFTE L Slot Time
B2 ACK Timeout F3E82E1E - MABERMUEU(AR)ETE -

» ACKTimeout: %% “ACKnowledgment frame” Bifs K &M AW EUW - ACK S EHEE -

B SAJ ACK Timeout Zig /031 El lost - (BEBMIMERZERE -

a2 Slot Time 1 ACK Timeout SN REEEHELR - ENBUEREARE(CRE - BB
ABESEEHZE  BELSUEZHERVTAE -

HT Physical Mode
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TX/RX Stream 2T2R -
S 80 .
Min MCS 4 .
Max MCS ] .
shortGl * BH REH
saugs ©BA REEH
Aggregation Frames 32
HEEEAN 50000

>  TX/RX Stream : HETRERIER 2 Bk 2 #ZIW(2T2R) - EEECDUREABREZLRER
1 B&ERK 1 ZFRWATIR)AETE

SR BEAMKRERRFTERXRR 1TIR AR, BIEZMREEUEE ANTL, M

ANT2 sl sREa Lt - TT2EFM 1.1 "ERXEHE" 1TIR KIEAUENERRR
> SAEED £ 20Mhz /40Mhz/=) 802.11ac 1Y 80 1FREMSBREGHP 2 BEBMNERIER
o

»  Min MCS: MCS #R:&2 802.11ac £ WLAN RUBHIERER FIREM—EFRIR - M MCS #RZEF
FEBNRENTERAR - £ MCS E2ERBERHAYE - BRER 4 &/NMER 0 ZKE
H9-

» Max MCS: MCS #RzZ2 802.11ac 7£ WLAN RYEFRE FRR P —T&RR M MCS #RZERF
FEBNRENTEAR - £ MCS E2ERBERHAYE - BRER IZ/NMER 0 ZKE
% 9,787 2 Max MCS fEZR R Min MCS f& -

> Short Gi: RRERR  BEEHECEZEAERERZHEHSARTRNSSHLE  R%E
BEEIBRXBR . ST —EEBIEF A TIE - M Guard Interval Fh26E AR/ R & TEH
—IRINEE - WMFRRER "’RIF .-

> HEERSG:  BZEHNEEmA— —HEERLEE - TBEZRVASHEEHR - ZHHE
BE, LRERER "HA. BELERRAT

> Aggregation Frames : $I 8B E£RIFHER/) -

> HEREK/NSize) : HEREMNK/) -
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Aggregation Frames / Size EIFFHMNE, FOENRTRRE, EREEEHERDE

RRESTAE, ROiSR MR IR E R R E R B IIBEIE B E(F

i ERSIE
Beacon Interval 100
DTIM [ 1
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble & BUA O galed
IGMP Snooping ' B O med
Greenfield & BUA O galed
RF on/off by Schedule Always v
Location Tracking Log | &00 £

> Beacon Interval : @ AZEX 10 F 5000 msec - FERERZ 100 - MAWEENS - BEINE
HMAPKEE  WANBESER  EEEGEREEER - ZREHERRE

> DTIM Interval : @A DTIM Interval 818 - BEHS - ARH A FUEE - BEHK - WEEH
%7 BHERAEE - BRERERE

> fragment Threshold : FZRFARZEEMEAN/) - EX LFMENEBA - £EFOEZENOIEE
MRS - TERER 2346 - EEREAERE

> RTSThreshold : @ AZEW 1 £ 2346 - BTEAIRIET  ORTETHSEE - BEESARN
MERRRILRTE - BRERERE

> ShortPreamble : FRAZE 0BHERMARE 56-bit =B @MMEE - FFARIEA 128-bit - &
ERERE

> IGMP Snooping : FIZRZ 1B E layer2 217 M4 MAC B Multicast il 3% - LUEZITE layer2
t#E4T Mutlicast - EZZEFERTERE

>  Greenfield(#BER) : EEBRERIRIZ FEZFEMH 802.11n 2 NMEETT - Rl RE A ER
- A 1In ZENERPIRTUEEET - BEERRARE
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>  RF on/off by Schedule: I5118E0] U ERBSERZERAA R KRR ERBEBRMEER,
BIRRAERFER" RARTE" 2" BERA" EHFED -
> Location Tracking Log: LtINAECI#FEEAR FH P EAARH AR E IS 7 FEREE(RSSI 51 8) B IZ H
iR Im BB E M AT -

Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac=ilaleeiSeidemil resi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-Trrrrrommmm rssi=-68
Jan 1 08:26:00 Whfilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a chmac- TR rssi=-b7

Location Tracking Log REERHEGAFPUERENGEIEE, ILEBJBEGEP
T EAIE L ARG EMM ST -

6.44 WMM SEEHE(LRE

@ Www.cerio.com.tw \ +(886) 2-8911-6160 D] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

= WMMS BB (LR e
wumEESELE @B © Rk
#= WMM Parmameters of Access Point
No ACK Policy

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 6 3 0 [_]
AC_BK(1) 4 10 7 0 g
AC_VI(2) i 4 1 3008 O
AC VO(3) 2 3 1 1504 UJ
£= WMM Parmameters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 O]
AC_VI(2) 3 4 2 3008 g
AC_VO(3) 2 3 2 1504 n

» ACType : Access Category H1BFcEE D& Voice(VO) ~ Video(VI) - Best-effort(BE) &
Back-ground(BK)Z 4K -

> CWmin : Minimum Contention Window - EE#EEFE WMM FEERAIEERRE -

» CWmax : Maximum Contention Window - EE#EEFE WMM FHIERFIEERRE -
A= CWMax —EMNBERREER CWMin -

> AIFS : Arbitration Inter-Frame Spacing Number - SE&E D ZH A EESGEEERHEH
R -

>  TxOP Limit : Transmission Opportunity - SEBFEHE  HREERNERPFERSETE
A AC_VI B AC_VO : o] EBANBELUEIRSRSHEXETE -

> ACM bit : Admission Control Mandatory, ACM R#EAR AC_VI & AC_VO,E IEThEE )R B
EIS AREEPHEGENEGRESE ACM, k2, EEENESENR ABEAFRKER -

> No ACK policy bit : FEHS - REZFEMSBBEFRERERH WMM HEK - BZREIE
Bk TEGHA—EWE WMM HE - B - ZreBRENaRBRAERER
WMM H 61 - AEEREAIE@mER - SRR BE oS ERE

e
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6.4.5 EMSHIERTE

OFE" HSNE" WIPEENREEENERENS WA EERNERIESBIHE "RE "%
it - ATREEFEMBERIEEEN - NREERBHES - FEEASCSKMNEREZILSRY SSID
LENNBES NS IAFEBESIETINE  JHEERFEENFEEREMSH SSID RINESASE -

B

SSIDEE default

e Open System v
Button

Encryption © e O B

ESEGINEFLHE BALLN %l SREURBEPEREENEFES  EREHME " R]E
" BSHENOI DI A ER A A BRI - MRS ERE " [T " RSN RE 24RO e
% -

> B - MEBRBEDHREEINE - 1 -

= 28Ne
i Signal BSSID . ESSID mEsis RE

1 62% i e—— NGS_APO None E

1 9% S 5 — WPA/WPA2 Personal

5 32% S/ 5 CERIO WPA/WPA2 Personal

6 33% T DT-200N WPA/WPA2 Personal E

11 11% —— o WPA/WPA2 Personal

SIS - BREGEMENEREE

Signal : B HarERAEMSRIANIREE - B bR SR IER S E L -
BSSID : %ETEBmiaiﬁqﬂ,.“,\?Eﬂﬂ‘AE’J%M(K HEEMEREZ MAC) -
ESSID : BniEZEMSEHE -

MEBER : BREMSrIREMES -

RIE  MBUENMZEGNEGEMNS  WREEREN -

YV V V VYV V V
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B SEERERRTE EEEASMEBREAILSIRIRERIME - ZEGEMSEMBBERNIE
- BEEEZCEIBERLABHEARE (ERESIHATIAR MEBEE O FEHASHA SSID
2 REBE MU -

SSIDEE CERIO

nEgEa WPA/WPA2 Personal o

WPS Push Button

Pass Phrase Settings : TEZEGKEMSHNNEELRBHEE AT - W A EEEGENSHN
[FTERS -

o WPA I : BERGEMSRMEES -
o MNMEHEHFZX : BEERGEMSMEBEREANESE -
o Tif: WAEGREMOREEEE -

g 53 (WPAZIWPA2) 5y
mEEE% 83 9

=8 ssssssssnes

RRIETTHE @ BRE " T " IR SAME " EMME " - STHINBEEE -
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6.4.6 Repeater AP(ZEfpE I S)ERE
S E I EaEEMIN(Client Bridge) iR 2 A& Fim AP iEH:1& - Ao LUIEIZRIA Repeater AP &35
JEBINEES R BEMAINE:  BEERMARRESHNABREENSEMTIEBHEEHRAFEHEE

-

menks ©am C paen

SSIDEiE default

=T@ssn @ gm Ogaes
mameEmy Ofm @ gaen
mgmal  Ogm O
AR
hngE s Open System -

2% Client Bridge(Eith 515+ A1z - Al Repeater AP(EBE &)Y SSID #Ff#)A
IEE@ER -

|EME : BPASIRIA Repeater APEREM &) INBERTE

SSID &8 : :2%E Repeater AP(IEEE S SSID &8 -

o] 3 SSID : R ERNFISLRARA Repeater APGEBEME)H) SSID BHEEEEREH -

REEERERE XSS EIRE Repeater APGEEREME) THEEFERE - M EREBEA

Pk A UIERELR Internet - BEZERELRERERECEESRLIERER -

> EZIRE  REBRGEMSHN SSID ZAESGNERKFEREYE - FAZERR 64 EFERE
FHUE—{E SSID - ZZFEER 24G RRESERAR 40 A - EEH S5G EREEERAH
60 A -

> B . BEEYRTE WPA-PSK/WPA2-PSK Personal 1 WPA/WAP2-Enterprise & 802.1x &

3 tEmaa T -

VvV V VYV V

RRIESTALE - FFRAEE " T " RIIRECISARNE " EMRIE) " - SCATIREESE
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6.4.7 MAC fiIiitiBiE

22 TMAC BIERE . IBTLLEA TACL FEURE) , RESE - BRERNTHBMES - HEI2
(1) REHE MAC REAWAIBER - EtRESTSERGENS -

2) Rasr MAC REAMAILES - R ESREZEERGEMS -

MAC i1 it m

# MAC i iit Mmi7 # MAC i it W7

> RAI ;. olEERERRRE / FNEEE MAC RYREAL -
> MAC il : mAZEEN MAC Uil -
> MAC 3R . EREREN MAC R - IIARER -

RRESTTAE - FRAE " RTF " RIMERRCISRME " EWRE " - SCINEEESE
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6.4.8 802.11r tREE ;&35

IEEE 802.11r RUEI - 1EFZ S 2B & AR BE 1 R0
GRS PTRENREEE 2 - FEEARMHPinilE
ERMEMSZE  AEEREENEGEMSE
% EERBEEARE -

Mobility Domain alb2
RO Key Lifetime 10000
ReassocHAIR 1000

RO/NAS Identifier ap.example.com

R1 Identifier 000102030405

> REEEE : BRI 2 TEE
» Mobility Domain : EE—HHAZH - FER AP ER—EHERABERZ—EHEERY SSID -
B#yalE—{E STA ZFe‘ﬂTJ/MEJEﬁ PRIR BSS 8 -

IEBR D Ee BB AR 2 #H 16 U - B0 8c4d
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> RO Key Lifetime : 3% PMK-RO HIfEFS=a8 - F8a%4 10000 - oJz&E 1~65535 AW1E -
Reassoc deadline : E#EZa0E (LFRE - 8584 1000 - o582 E 1000~65535 ARE -

> RO/NAS Identifier : &1/ 802.11r ¥ - £ nas_identifier
TLFES

> Rl ldentifier : PMK-R1 #9 key 125 - 28T - U

» R1Push: BE#)iE# Rl Key Holders -

FRWARER - oJaE 1~48 fiI

16 #UHs= -

RO Key holders : 8 AZEBB#05 — i AR £ RO SREE, -

8= RO Key holders

MACiI it

NAS Identifier

128-bit Key 128-bit key as hex strin

> MAC il : 8A S —InEGENSNERE KRR -
> NAS Identifler : & A AP 89 NAS Identifler 4815 %&7& -
> 128-bitKey : @i A—HELAHH 128-bit Key # -

A TEREBRIALT ROKey FRER - MNFE

# MAC{I ik NAS Identifier 128-bit Key

1) 8cid4d:ea00:11:22 cerio.com.tw 8c4deal0112233445566...

wmi

R1 Key holders : @i A#—RENEZEMSH R1 B -

MACHi i1t
R1 Identifier R1 Identifier
128-bit Key m
> MAC it : MAS—IEEBEEEMESNEZFF <R -

» Rl Identifler : & A AP f9 R1 Identifler 4313, &% -
> 128-bit Key : 8 A—#BFtFAK 128-bit Key # -

B AEREZIALIS ROKey RER - tIHE -
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Rl Key Holder List

# MAC i1 i NAS Identifier 128-bit Key BMi7

1 00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900... m

RIETTHE @ AR " T " IR SARME " EMEME " - STHINBEESE -

7. WISP &1,

SIMEE 7 WISP 818 - Al ZA#EE % Router IH8E - B WAN EEH A2 B BEE S UHoERE
[BIFS 2 41 EBIRIEN NAT 22 DHCP ThEELIR B FNER R EAREREER - Ao iZBAE M RAETH
B8R E RUED WISP IN8E

7.1 RERFEEI

" RBERE" > "HEIRTE" EABNER -

il I
= ClientBridges& =, ¥
[ CAP#ES |
ﬁ%ﬂ&ﬂﬂ "“#E:—E

FERDIEIER WISP 53012 - BRI " REF&EMRIE " o EBBIRFE -
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7.2 WAN 3£ E
SRR WISP 5708 M4SN 2RA01E 8 WAN 12 WAN SR alEi@" &8s 1P /" £55IP" / PPPOE
/PPTP ZiER A, -

> BERRIP (il . FRIBEEMH xDSL 302 ElnE AR IR EER IP it - SR A B LUERIERET

HEITELR -

Hist e P Y v
= 1P
IP{izt
FRBES
MiEiE

® P fiIik : FFEAFGRY ISP FriZ fXRVERS IP {UiE4S WAN In/ THE M -
o THIRES : B ABGH ISP FRIRHAVFABESS WAN IR TEER -
o TREREIE : FFEARMLR ISP PR ARVTARRFEN U4 WAN In/ TEER -

> ENRR IP fiit(BENEIS IP) : A /EAY WISP 302 LI 48k 5 A DHCP RVt WAN IR ol 3#E4RH) IP
fuil - MOJLUERIERRIEERS T -
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£2 WAN Settings

E# BN BRIP4 b

EHaE

o B\ UREXTHEMATHE -
> PPPoOE : =5 PPPoE Bt iEMIRSR ARG - UILIRE A ISP FE R MH

§2 WAN Settings

Eat PPPOE v

= PPPol

ERERE
o
MTU 1492
Reconnect Mode Always On y

ERESRE . AW A ISP FTiR 4 /RAY PPPOE ERIEIRSR -

ZHE WA ISP PTR AR PPPOE EFHEZS -

MTU : MTU % Maximum Transmission Unit f4E% - =22 PPPoE EixHBHA/N - BER

1492 RER&EE -

Reconnect Mode : O] R =1&E&K T

v Always On: & WAN S{INESRERE - IS ABEER -

v On Demand : o5& EE WAN BEREZA%E - WAN BEIEELR -

v FE : WAN FESZEFNZER - H0AREEETASEERE TR ERNHRE
1E

>  PPTP : RA¥EERUBIE 175 - R ISP M PPTP i@& & - R WAN /AR E R I 178
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PPTP Server IP

WAN IP
FHREES
MTU 1480
MPPE40 O A [OF -]
MPPE128 O RA © EIEA
Reconnect Mode Always On w

ER&EEE : WA PPTP BRENERESE -
B - B PPTP BREB RS -
PPTP : i A\ =i #A PPTP @Rz Lt -
WAN IP : & A\ ZEEF R IP 7l -
FHEEES : A WAN IP WFREIES -
MTU : PPTP R RENTERE - REe% 1460 -
MPPEA40 : ¥ BEmINNEEMR 40 7T -
MPPE128 : Bi¥BhRONNE R 128 AT »
Reconnect Mode: oJ%7% Always On /On demand / F&1% 3 f@& 5 -
v Always On: E WAN sINESREBLRE - S LB -
v' OnDemand : TII52EE WAN BERBZ A% - WAN BEIER -
v FE: WAN AERRERYEER - BN RAEEES AESE BEETRR ERBRE
{E
> MACClone : i~ FREAD= -

B Default MAC Address
Manual MAC{I it

® Default MAC Address : B ERE A MAC L9 -
e FHEIETE MAC il : HEEERTRE—HEIN MAC Azl -

£2 MAC Clone
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> DNS: SREMUETRIE MRS NI -

FEDNSTEIREE

REDNSEIHEE

RIETTRE @ RRAE " TF " IRIIERCSRAME " EMEE " - THINBEESE -

anp
am
fe

7.3 BIHAEERE

IS A8 R E B E T E E AT LAN IP (i R FAEEE, £ LAN B L1538 802.1d Spanning
Tree THEE - FBRHE " RARE " > "EBEMBERE " EARERE

= I
\P{i 11t 192.168.2.254
FiEBER
802.1d Spanning Tree ) B ® e

IP Settings:
> Pl : SRESHEEZERY LAN IP it -
> FHRES : 2E LAN IPWFHEBES - BBIERER 255.255.255.0 ¢
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CenOS 5.0 SOFTWARE

802.1d Spanning Tree :

Spanning Tree Protocol %4 STP - RYFLETN
EBIUENHE TEREEMS I AABREEEHEZHEN —SREBRERERRBEEEREE
M E SN BEREEEERENF Al EEEEEA WDS It B E IRV E S 5 AHE
AR RBERAREAEREF (M TNEFKR ) REULIHEERS IR ILRERE -

FERE Lins 2 A E M SR ERNBEREIHEX

Wan ¢ _Packet flow _ | Corio’s AP
i LT = erio’'s
A U) Wi Fi {r(' ' )?\J) Repeater Wi-Fi ([{ Use Client Bridge
- _',l -

WISP .,
Cerio’s AP Use WISP_—
/M /,/' \‘\ .’?‘x
LAMN | ¢ I.-"j \ ; E
§ LOOP ? 21 Ri-4s

\ Y / &

/'-?X' \\\ / O_E

o ‘H-.._\_\_____,_-J‘ AT
; : ; -.___Packet flow __. d
Enable Spanning Tree function --Tatkel t > -A cwitch P

to Anti-blocking packet loop RJ-45 _ |

RETTAE - FRAE " R " IRIMERCISRE " EWMRE " - STRINEEESF -

AX AETT

7.4 DHCP %%

BREREAREED DHCP BkE: - AITTBEBULTHRERUE - ETEHE IP K3 -
FARREE " RMERTE " "DHCPRE " EARHERE -
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st ® A O BEA

DHCP & 7E

i= DHCPE& &

REYRIPMIIE

FRIPAILE

FiERES 255.255.255.0

HREE

FEDNSEARER I

REDNS fAAR=Z ik

WINS fal iR z2 fi ik

MREaE

IPFHRE 86400

s IP il : 52E DHCP f@iRz2 2% IP RUEIA L -

R IP it : 527 DHCP @R8Ik IP BUAARLE -
FHBIES : 52F DHCP FR=3KZEM IP FHREIES -

TR FIE - EZEZE B DHCP ARz AMEEREE IP it -
F/RZE DNS EfR=: : sRERZE 1R DHCP Fik#skE DNS At -

YV V V VYV V
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>  WINS EMR=RAIit : A PAZRE WINS EAkss - oI T WINS EARss IP Al -
> Domain : EMREAREMLZHE - JEILLEARENZME -
> IPHERERE : IRERE IPNHERRE, 785 86400 #(1 X) -

DHCP AF%I%
= DHCP fAiR#2 k38 H =/ IP MR ReSRFELEAIER £ -

&= DHCPH

# 1Pk MAC{i it Expired L b

E7E IP :&E

m
L

abm
IPfirsit

MAC{iI it m

® Static Lease IP Setup : EAK E BEHFEIS DHCP ER=ZFrEEK3ER/Y IP {7t - oJfELE M
A E R R MAC ALK ElE ZEVSAVIKES IP LR T -

B IP 5z

# REME IP{iz ik MAC{i i M7

® Static Lease IP List : 52 E5TAK Static Lease IP Setup #& - EFfEIALLBER -

RRETTAE - FRAE " T " RIIRRSAEME " BEWRE " - SoRINEEESE
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7.5 HRARERTE

ICTIREEE £ E & E WAN BB RS VB REAN xDSL LS - MGEES N EEREH 24G 5
Radio 1(5G) RY$ERMIEE - HBEEEMSROMEREINGE - B JREMNIREL M (Repeater AP)EZE
thErIINEE - RER MAC BB ERRIE 2 FINGE -

= WISP ¥ 2.4G BB Finae B - B Repeater AP ThEER BRI T mifE 5G
AY8E B - AHERV RS WISP 2% M 5G $REE#E Fimae B - Bl Repeater AP RBEfEM 2.4G
55 —1{& 5G RUSEE -

81 WISP fEAR Eith & Kaf SR8 (Repeater AP)aZ E 2 B2
# UTHRalimBEEASRZIE i WISP ST HEFEMSER

S 1 SBASFTEIZEEMEM Radio 0(2.4G) 3¢ Radio 1(5G) =k Radio 2(5G)R#E=REH Client
AAEEE FREGEMS RE LIk WISP 2 24G fER AIEEEFEL 24G BREESIES -
UTER 2.4G /&6 - £ " BARTE " 2" Radio 0" ZRIAEMSET - BAEBRE 24G EXRE

SEME -

A8 AEM Radio, AU Radio 1(5G)k Radio
2(5G) 4R Client fE/&iE _EIn1E%E, RIB¥#EA Radio 1
g% Radio 2 &%E , MEIAEMMEREEER

il —REiE
MAC 8c4d:ea:05:1c79
pwoenns © 8 o
B Tewan .
SRR 802.11bigin v
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LR 2: EAZ" BRRTE" 2" BEHAOfERE" #ME" ESKhE" HilFRESHINREL

o

e, F N
T——. — E
I CERIO WPA/WPA2 Persona
fr— D ! m
— -— PA/WP m

SR 3 HSEME, MEMEMNEREMSEEILEREN, FEEKRLTERERN BSSID &5, 1

RAER" RRIE" 1REBIRERTELL BSSID RYIRSREAZRTS -

i L SRR s
SSIDZTE CERIO
TmzEA WPAMWPAZ Personal w
WPS Push Button
]

im TIEETE
I EIEh (WPAZEWPA2) v
mEEEE B&h v
&8
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BEIRIMERARE - REMEREGEMSRVFNIERR 40%FRR L EH R i
MEMSRERINRMERE, ERAUESERNMRmE

SEIEMSBECRETHE - FETRMEI 24, TE" RFIRE" MRE Radio 0(2.4G)=k Radio
1(5G)1B# LRIk EER - FHEMAB IR BSSID FIRFTRERRMING AP 2 -

WNERIDER 2 STl R - ERFME MELIR BSSID KEE - Aolged gy IP it 24
E4EE - SEHOAE L AP IEREAR - B LIk AP Sl ARKERE

B 4 BEERTEMES - BTG Repeater AP IHAE - SEASTLIHE ' MERE "> "
Repeater AP %7 " RUAINEETI R EB|EREMEEN - FRRERFM
BAEA
SSIDEH
a@ssp @EA ]2
RS R EF ® me
AR B ® e
ERESSN B4
i

= 2 lim AP 481N - tIAC IP UL AREER - MR EMMAE AR FRAEF -

RRETTAE - BRE " T " RIMRRCSRRE " EWRE " - STRUINAEESE -

@ Www.cerio.com.tw \ +(886) 2-8911-6160 D] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

7.5.1 Radio 0(2.4G):&%E

X —HRERE / BAEMSEEER

im— R
MAC i Scddea:05:1c79
zwosers  ©O88 O g
EISEE Taiwan -
SIS 802.11b/gin “
AR EBERTHREE Fho v
Slot Time 9
ACK Timeout 64

>  MAC firllt : 887~ 2.4G |4 MAC B9zl -

> BERE: THEUREFSZRELEBRZER - <& "US, - TETSI, - TTaiwan ;s °

> EREMFET 238 802.11b, 802.11 b/g, 802.11b/g/n, 802.11n UEE - FEAECIKTE
SKEE -

> BEEE: ARG ESESREFNVEBETER BEREEZURRBECRERKTF
B -

> RE gRRIEAREARBAREFEFRABSARNAEERE ol SEMREINEE - &
B LEEMRE -

>  EREWINERTE
EREURMMERIERERKRE" FHR1 ~" FRI BHINER FARERI KEBEAEHN
RIEFKOBTRERERRSHLINE - AR &R

>  SlotTime: ROJELLH#A slot time BUE - 2IEEREN - SHHOBEASBF O AR REAE -
PERE : =AM DERR" IREH, SSoILUMAREIRARUAEEEERE, A EHEETE L Slot Time
B2 ACK Timeout F32 82218, M ARRBELIBEM(AR)EE -

»  ACK Timeout: £%%F "ACKnowledgment frame” Bifg K &M AHEUW - ACK S EHEE -
#=A9 ACK Timeout Zig /31 €l lost - (BEBMMERZERE -

s E Slot Time #1 ACK Timeout SN REERELR - BEXEUEREARE(LRE - BUE

AEESEEHEE  BEASUESHEEHRNVTAE -
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HT Physical Mode

TX/RX Stream 2T2R
SR 20140
MCS Auto v
shortcl @ EA BAE
sams OHB BAE

Aggregation Frames

HERsXN) 50000

> TX/RX Stream : LMFER1ES 2 HEK 2 EW(2T2R) - EREB LUK IRBRAZEEY
AR 1 EEK 1 W (ATIR)WRERE
REmM 24Ghz XEEARE 2x2 (2T2R) - Bl &S 2T2R 3
am IR ICTRRR ERR E

1k

Kis
[l
]j~|:l-

=)

’ +/|\\¢%§%E§\%;}z

v
S

7

B0 - £ 2.4Ghz & 20Mhz 5( 20/40Mhz - fEAEith SRR AP 2 BEE@mnN
SRR E

IEFER B Wave?2 & R, 2.4G(Radio 0)Z#1ZF A 20/40 3, BI&K Data rate &
400Mbps

1
A

bl
K

> EfRSEIE  IETHRERESEER T P IE 20/40 74 & IR B IE ) Laim N - FEIE D
£, RISREONERE 1~7, FEE D FRASAE0ERE 5~11 (TW 802.11n)

>  MCS : MCS #zZ2Z 802.11n £ WLAN RUBRERSR FIRHEM—TERR - M MCS #RZ{E
R EBMRENFERER - £ MCS BRERBEEMARLE -

>  ShortGi: fifrEfMR - BEREREEEAEHERZHBERSRETERSHLE
MR EEBURREBR - SN —EEIE A TE - T Guard Interval Hi2 ARV
WA TE—IRINEE - HMFARES "’RHE. -

> HERE: fZEHEsmA—  —BEELE -  TE2ESRVAETEERE - T
HEBE, HRERES "R . BEAEZEEHE -

»  Aggregation Frames : S EBIBERFAELR/ -

>  Aggregation Size : SEEREH K/ -
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7.5.2 Radio 1(5G) / Radio 2(5G):% &

X —HRERE / BAEMSEEER

il —riRE
MACfirhi 8c4deadsicya
swospns ©BA O Bae
BEEtE Taiwan ~
S HEIERELT 802 11ac v
FEAS TR =0 v
Slot Time 8
ACK Timeout 30
» MAC firdlt : 28~ 5G (Radio 1) / 5G (Radio 2) ##E#R MAC Byfirdlt -
> BERE: FHEURETEZREZERERZEE - 3 "US, "ETSI, - "Taiwan
> BEEREFEI . T2 0/LUEE 802.11a/802.11an / 802.11n(5G)/ K &#R) 802.11ac % -
> B#EE  RARAAREESRENBEEETER  BEREEBEURRECRERT KT
B -

> 58E . SIRAREARBER T E A RFEREF RS AERVAEEE -

RIE NCCELEMER - 2ZFI N3 3 {8 5GHz 488 :

10.5280 ~ 5350MHz ( CH56 5280MHz ~ CH60 5300MHz ~ CH64 5320MHz )

11.5470 ~ 5725MHz ( CH100 5500MHz - CH104 5520MHz - CH108 5540MHz ~ CH112
5560MHz ~ CH116 5580MHz - CH120 5600MHz ~ CH124 5620MHz -~ CH128
5640MHz ~ CH132 5660MHz -~ CH136 5680MHz » CH140 5700MHz )

12. 5725 ~5825MHz( CH149 5745MHz~CH153 5765MHz~CH157 5785MHz - CH161
5805MHz ~ CH165 5825MHz )

Hoh 5470 ~5725MHz ERBRAESTMREBHRENEFRREER EEHBLR
BRZAVERE N E2EEABLEAR BB ERE DFSH TPQ EIRPEAR 500mW
2 ) e - ERERAFIBIERBEELNHECAGEERR - DFS 2EERES PR
RETEE,; 5250~ 5350MHz FMZEAER - ( 8ZHEREE T = NCCEF "EI)
REVRERH RS )

@ Www.cerio.com.tw \ +(886) 2-8911-6160 D] sales@cerio.com.tw



USER MANUAL CI:?IO_

CenOS 5.0 SOFTWARE Anphify your Wireless Netw

> BEREHNERRTE  FREUYRMERREBERRE" FR1 ~" SR BaANR  EX5
Z8R9 - KBARNREFEKIBTHERBERRSWLINE - BRE" SR

> Slot Time: ROJTELLEIA slot time 2B - EEEIRN - S5H OB ESERK O HREREE
PERE : ERL TN PEEE" 1%Eh . ROl ARBRNBEIRR - RAEHEETE L Slot Time
B2 ACK Timeout F3E82E1E - MABERMUEU(AR)ETE -

» ACKTimeout: %% “ACKnowledgment frame” Bifs KM AW EUW - ACK S EHEE
=M ACK Timeout &Rl El lost - (BERNERERE

A2 7€ Slot Time #1 ACK Timeout SENNsRRIEREELR - BENBIERAEBRIELRE - HE
ABESEEHZE  BELSUEZHERVTAE -

HT Physical Mode

$= HT Physical Mode
TX/RX Stream 2T2R .
SEER 80 .
Min MCS 4 .
Max MCS 9 =

shortGl ' BH B

sume O BA B

Aggregation Frames 32
HaE®Earnh 50000

> TX/RX Stream : HETRRIER 2 Bk 2 #ZW(2T2R) - EEECDUREABREZLRES
1EER 1 ZWATIR)AIEE

S BEAMEENRBERXRR 1TIR AR, BIXZZMRHLEUEE ANTL, M
ANT2 sl sREa L - TT2EFM 1.1 "ERXEHE" 1TIR KIEAUENERRR
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> $EEEI A 20Mhz /40Mhz/5k 802.11ac B 80 1EREMGHRR AP 2 BEHNERR
R

»  Min MCS: MCS #R#%2 802.11ac £ WLAN ROBARE HIRHR—TEERR - M MCS #RZEEHF
FEBNRENTERAR - £ MCS E2ERBERHAYE - BRER 4 &/NMER 0 ZKE
B9

» Max MCS: MCS #:%2 802.11ac £ WLAN HIZBIRR FiRHA—1EFRIR - MCS #REE#RF
FEBNRENTERAR - £ MCS E2ERBERHAYE - BRER IZ/NMER 0 ZKE
% 9,787 2 Max MCS fEZR R Min MCS f& -

> ShortGi: IFRERBR  BEEHREEHEREEZHERSAREREWISERLE - 1R%E
BEIERXB®R . SMAI—EBUBTZ A TE - ™ Guard Interval Hi:25 FZRE/D 10 R B T2
—IRINEE - WMFRRER "RIH .-

> HERE:  BEZEIFEEMmA— —BERLHE - TBEZRVARETCEHE - ZHHE
BE, LRERER "RA. - BELERRAT

> Aggregation Frames : $I 8B £RIFHER/) -

> HEBREK/I\(Size) : HEBREMK/N -

n

\ﬂ]]?\

Aggregation Frames / Size EIFFHMNE, FOENRTRRE, EREEEHERDE

RETTAE, IER NRETIREERE R REINEEIEREF
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i ER R
Beacon Interval 100
DTIM 55 1
Fragment Threshold 2348
RTS Threshold 2346
Short Preamble & BUH O ggen
IGMP Snooping Of - iz O gaed
Greenfield © BUH O gies
RF on/off by Schedule Always v
Location Tracking Log L] o0 #

> Beacon Interval : @A ZEX 10 F 5000 msec - FERERZ 100 - MAWEENS - BEINE
HMAPKEE  WANBESER  EEEGERBREEER - ZREHERRE

> DTIM Interval : 8 A DTIM Interval 818 - BUE#S - BPKAEFHEE - BUEBE - WEEHE
%7 BHERAEE - BRERERE

> fragment Threshold : FZRFARZEEEAN/) - EXR LFERNEBA - £EFOEZENOEE
MRS - TRRER 2346 - BEEEARERE

> RTSThreshold : @ AZEW 1 £ 2346 - BTEAIRIET  ORTHSEE - BELESARN
MERRRILRTE - BRERERE

> ShortPreamble : FRAZE 0B AR E 56-bit UEEMMAE - BEARIGEA 128-bit - Ei&
ERERE

> IGMP Snooping : FZRZ 1B TE layer2 217 M4 MAC B Multicast il 3% - LUEZITE layer2
t#E4T Mutlicast - (EZ#FERERE

>  Greenfield(#BER) : EEBRERIRIZ FEZFEMH 802.11n 2 NMEETT - Rl RE A ER
- A 1In ZENE PR EEET - BEERRRE

> RF on/off by Schedule: LtINgECIINERFERERAANSRISERE RSN, &
BERAERBE" 2ARE" 2" HEHKRA" EFED -

> Location Tracking Log: IEINEECIAS EAR A PR EERE M S 7 EEEE(RSS| 51 8) &2 H#
i Im BB E M AT -
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Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac=ilaleiSeidei rssi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-T e rssi=-68
Jan 1 08:26:00 Wifilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac- TR Rromaees rssi=-67

Location Tracking Log REERHEFAFPUERENGEIEE, ILEAJBEGEP
RFTEAIE L AR EGEMM ST -

7.5.4 WMM EERE(LFRE

BB WMMAE B i

wuMBEEE R&E © B O Faes
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#= WMM Parmameters of Access Point
No ACK Policy

AC Type CWmin CWmax AIFS TxO0p Limit bit
AC_BE(0) 4 6 3 0 |
AC_BK(1) 4 10 7 0 g
AC_VI(2) i 4 1 3008 O
AC VO(3) 2 3 1 1504 UJ
£= WMM Parmameters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 O]
AC_VI(2) 3 4 2 3008 O
AC_VO(3) 2 3 2 1504 n

> AC Type : Access Category RIESE#E&® D% Voice(VO) ~ Video(VI) ~ Best-effort(BE) &
Back-ground(BK)Z 4K -

> CWmin : Minimum Contention Window - EE#EEFE WMM FERERAIEERRE -

» CWmax : Maximum Contention Window - EE#EEFE WMM FHIERFVIEERRE -
A= CWMax —EMNBERREER CWMin -

> AIFS : Arbitration Inter-Frame Spacing Number - SE&EJZH A EEHFEEERHEH
R -

>  TxOP Limit : Transmission Opportunity - SEEEHE  HREERNERPFERSELE
A AC_VI B AC_VO : oI EBANBELUEIRSRSHEXEITE -

> ACM bit : Admission Control Mandatory, ACM R#EAR AC_VI & AC_VO,E IEThEE )2 B
ES REFEPHEGENEGRESE ACM, k2, EEENESENR ABEAFRKER -

> No ACK policy bit : RS - REFEMSBBERERER WMM HEK - BZREIE
BRmEK  TEGHA—EWE WMM HE - B - ZrRBRENaRBRAERER
WMM H 61 - AEEREAE@mER - AR BIE oS ERE

e
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7.5.5 EIihS1EEERTE

T WBNE" BBEENESERORSENS  HIBEHORGIIAERE " RE "B
i ATTHERERRALAEN  NRTEEBES - 2EBASREMERRIEEH SSID
ZRWRNBHRE  TABEBRBIAE TEEFHMNFEEMEH SSID RANBHHE

n>\

RS E
SSIDEME default JHE Signal BSSID ESSID TngEER ®E
TR Open System v

WPS§ Push Button

il WEP Settmgs

Encryption © A O g

EEEQIEFELHE BALEN il BREREPEEENEGEMS  EREME " R/E
" BSHEN O DI A ER A A BRI - MRS RRE " T " RIS RE) 2 4R O e
% -

> BE. MEBHBEOREENE 1515 -

S Signal BSSID 2 ESSID hnE s RRE
1 62% T, NGS_APO None
1 9% S 5 R WPA/MPA2 Personal
5 32% S | 5 CERIO WPAMWPA2 Personal
6 33% T DT-200N WPAMPA2 Personal m
11 11%  — -— WPA/MPA2 Personal

> SR BUNEGEMENERERE

> Signal : B/RBRIEEGEMSMERE - Bo SR ERREMLT -
> BSSID : BRERRIEPEGENENZH (XS HZEMENER MAC) -

> ESSID : B Et e &g -

> MEERN  BEREMamREMEL T -

> RE: MBUENZEGEGEMS  UREEREE -

>

B SBIREERTE | EEEASMBREFIESIIRNORERME - ZREEM S EMNRSBER I
I -REEEZECEIRBRIESZHEARS AE2BESIESIE  RIEEZ JFEHEA S SSID
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e S EREE I

SSIDAEE CERIO

nEgEa WPA/WPA2 Personal o

WPS Push Button

Pass Phrase Settings : TlEZEREMSHNNEELRBHEE AT - W A EEEGENSHN
[FREZRHS -

o WPA I : BEEGEMSRMEES -
o MBEEZX: BEEGEMSNEEANESE -
o TR MARGEUMOREREE -

%

£
ki

g 53 (WPAZIWPA2) 5y
mEEE% 83 9
ﬁﬁ esssseRRReN

RRETTAE - BRE " T " IR RRE " EMRE) " - STAUINAEESE -
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7.5.6 Repeater APREBE T S)ERTE

SEIMEEEMIN(Client Bridge) iR 2 A& Fim AP iEH:1& - Ao LUEIZRUA Repeater AP &35
SERINEES E R EM AT - BRIERAERRERRARGENSENFCBBRERAEREE

% -

woiky @A O gaea

S5ID-5iH default

AMssi0 @ g@AE O maea
RREasEs ORA ® gaea
mmpa  OmA ® gaea

5 FH 5 S =

IngEa Open System o

2% Client Bridge(Eith&18%) A 511 - Al Repeater AP(RE{ERE I &)/ SSID #&#)%
IERER -
MGENE : B RUE Repeater APEMEM &) INEEMRFE -
SSID &18 : s Repeater APGEEREH &)/ SSID &8 -
o] 3 SSID : R ERNFISLRARA Repeater APGEBEME)H) SSID BHEEEEREH -
fREmARERE R EESEEMRE Repeater AP(EBEME) THESERE - UMERELRH
Flnfk Aol LUEEZAR Internet - BEKEREZHEKERE 2 EEREEBER -
> EZIRE  REBKEMSHN SSID EAEGNERKFEREYE - FAZERR 64 EFERE
ZHE—{E SSID - BEEER 24G IRRESEHRAR 40 A - EEH S5G ERRSERAH
60 A -
> B . BEETRTE WPA-PSK/WPA2-PSK Personal 1 WPA/WAP2-Enterprise & 802.1x &
3EREEL -

YV V V V

RRIESTALE - FRAEE " T " RIIRECISARE " EWMRIE) " - SCAINREESF
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7.5.7 MAC {iIitiBiE
2hi TMAC IBIEEETE L BOLUEA TACL FEUZES , REEE - BEANTH BRI - HEIE
(1) R MAC EEAMAIHES - B EET B Ema RS -

(2) ResF MACREANUILER - HittRBEREAEFEEGENS -

MAC i1 it m

> RAI ;. olEERERRRE / FNEEE MAC RYREAL -
> MAC il : mAZEEN MAC Uil -
> MAC 3R . EREREN MAC R - IIARER -

RETTHE @ BRI " 7 " RIERCSARME " EMEE " - STRINBEESE -

7.5.8 802.11r tRiE;2ihk
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|EEE 802.11r RY$XIM - 1FFHZ #5218 & 3 4 R thh 2 89
BAEMAFIRENNREE 2R - FREA Pk
ERGENEZE  ARERSEENREENSE
% EERREEARE -

Mobility Domain alb2

RO Key Lifetime 10000
ReassocHi[R 1000
RO/NAS Identifier ap.example.com
R1 Identifier 000102030405
R1Push ORAB o115}

> REELE : RENERARIEEEINAE -
» Mobility Domain : ®E—HHEZ4 - FIERI AP R —EHERABERZ—E4HEER/Y SSID -
B#yalE—1E STA ZE o] LA FItRER BSS 834 -

IR DR E BN AR 2 #4H 16 FENIHE - B0 8cad

> RO Key Lifetime : 82 PMK-RO WIfEHEs - 7854 10000 - oJ5&E 1~65535 ARI1E -
» Reassoc deadline : EFTEZERE LSRR - 78524 1000 - B8 1000~65535 ARE -

Bt

> RO/NAS Identifier : &1 802.11r ¥ - £ nas_identifier bW BRER - QIR E 1~48 i
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TLFE
> Rl lIdentifier : PMK-R1 #9 key &3 - 32 E 12 fB= 7T - ML 16 EUA -
» R1Push: BE#hE# R1 Key Holders -
RO Key holders : #i A ZE PR 5 —InEREM S/ RO BEEM -

8= RO Key holders
MAC fir it

NAS Identifier

128-bit Key 128-bit key as hex string m

> MAC fidlt : 8A S —InEREMSNERAERRR -
> NAS Identifler : & A AP 89 NAS Identifler 4815 7& -
> 128-bit Key : @i A—HHELAHH 128-bit Key # -

i ATERERIALIT ROKey FRER - MNFE

# MAC{I ik NAS Identifier 128-bit Key wmi

1 8ci4d:ea:00:11:22 cerio.com.tw 8c4deal0112233445566... m

R1 Key holders : #iA#—mERVEGEMSN RL B3 -

= R1 Key Holders
MAC i1 1

R1 Identifier R1 Identifier

128-bit Key 128-bit key as hex string m

> MAC fiilt : MAS—InBEEMSNEEREET -
R1 Identifler : @i A AP B9 R1 Identifler #8152 -
> 128-bitKey : 8 A—#ZtFA) 128-bit Key & -

B AEREZIALIS ROKey RER - tIHE -

$= R1 Key Holder List
# MA.C {7 i1t NAS Identifier 128-bit Key M7

1 00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900... m

RIETTHE @ R " T " IR SARME " EMME " - THINBEESF -

fig

anp
am
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7.6 EPE

7.6.1 DMZ

DMZ (Demilitarized Zone)#E% - DMZ INEERE & BB A S IMERRR —ERHK/ N\ &S - BNEFRE
EREAEANNSERRSBEAIIMNIREFIER - BARFIMNIEERAZAEEIEFRENE IMIE
AR=% - FRLAR BRIV EARERINE DMZ & - IR EAR RAEIRHIEE DMZ BRI AR EIARES - Bk
ENENERINERAZIMNIERER - FERR -

im DMZ37E

wsr | B

Automatic Assignment |7

FFAEEL

K%4A 27 DMZ 28! . /5 5% Automatic Assignment(E &3 Bc) & Static Assignment(BFEE
fc)E -
> Automatic Assignment : BEEI D EC T2 EEPMAIMNBRHIAEIEE SEE Y DMZ RV El ARz P
I HIARTS -

PIEBIP it it

o [(AEBIP Al : I AZWE DMZ & 5RO EARSS P it -

> BEDE . REFEFENIND IP AU PIER S DMZ @i - AN IP SR ERE
DMZ &1 -
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il

ShERIPHE

ABBIPEAL [ W |

o SMEBIP hdlt - B ASMNEBRY IP fuLE -
o AENIP il : B AZEWE DMZ BRYEIARSS IP ik -

RRETTAE - BRE " TF " RIMRRCEARE " BB " - STRUINREESE -

fi

anp
i

7.6.2 |IPiBjE

EIRE DR IEEE WAN 2 LAN 52 LAN 2 WAN B IP 7t & AR # i [ -E EUES - oHEMMAEREL S
Wl - IP BB S 20 SR -

# Ei#h iR EAEBE  RAGRYE M7 ERAitMask ERiG Bavfiit/Mask Bayis i
1 - ALL In Deny - - - . m
2 ALL In Deny - - m
=1
Eiih Of {2} BARA
EERE
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i

5 OF ¢4 ) Pass
HA S @A it
WA mE ALL N

> & EEAETYLIREI SRR IP BIE R -

> iR B ABOREIIRARIHLL -

> B EBABURENRGZZEELZET

> RA/RL  SEASYLEE P RABRAARZERE -
> BEARE . JEERBHBEEMT -

iR it/Mask
RiRg
Ba9fuit/Mask
Baig
Listen *EA RAEA

nE  ©WAN LAN

IR/ Mask : 58 ERIRIHAY IP (iR AAEIEES -
RIFE - RERRIHIREIE - IR ERRE -
BRIt /Mask : 52 7E BRIRAY IP il K AR IES -
BHRYE . REEMNIHRREIE - IREER -

Listen : & #1E TCP Bl A4 =8 H|855% -

NTH : BEERERTHONE -

KRR  EEZERARBRETEERRITHEEAMRE -

V V V V V V V

RETTHE @ AR " T " IR SAME " EMEE " - STHRINEEESE -

@ Www.cerio.com.tw \ +(886) 2-8911-6160 D] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

7.6.3 MAC BiS

EIRASDAAILEEINEE #EHH HEREN MAC AHBETHRREIEMNFINES - bR REATRE
20 £ MAC fidtt -

# BH® 1B MACI it g

> B4 : RMEE MAC REAK MAC il - Bt MAC & ol DUELR E48 -

>  AFF : R MAC EREAK MAC it - Bt MAC g AR E48 -

> E : BIERER MAC RIS EEFHFRREERRERS -

> iifE . BEEYLIRRER MAC IRBIETTRLARRE AR -

> MAC il : MAZER MAC BREENFEMAER MAC it -

> BER JKRBEBERAKKRERBMETE (ZERINERTREBRASIRETRE - 7%
HFSEFM 3.47BERATNEE)

>

RRETTAE - BRE " T " RIMERCSARE " EWNRE " - STRUINAEESE -
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7.6.4 [EREkzS

MREBABFZZINLOLENEAARNNEERS N IP BEESH - HEER:S - FTP GREEE
AR #5925 1B B AR (Port) ¥ 90 &8 - TIRREULINGE - IR B Ol E 20 EEHERERA -

il R

# i R EGE AR IREE PABEIR S IPE i PIR IR 2315 3 E=
1 . TCP - - S
2 . TCP E
3 - TCP E
4 - TCP . . -
TCP = z =
i EHHEARERRA
mey @A O gaed
Ein
Eqme ©TCP Oupp

SRR AR (min:1, max:65535 or Range x00000000)
ASEfEIREESIP ik

PSR {E RSk (min:1, max:65535 or Range 1006000)

R Always w

X&) . EXE B OREER G RFRR B NRER -

REAR . ClREMIEIR A AER -

BAVFE | BEERFNEANENRBERE -

SNBSS ¢ BRTE MDA 15 E RUBRFS 1R 5 -

WEREARES IP Al : 52 F &S A8 S ROBH L E AR=8AY IP izl -
AIER eI AR #RI8 : 5% E BRI AN S AU R RN A AR 2R RO (e FR AR F5 18 51K

V V V V V V
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> BER . EEEEARBRETESNTRERERGRG - (EEAUIIBEF R R ERAGIRET
RRIE - arAllss SE T 3.47FER AN IEE)

NSRS - BUNE BT IRME I EARE " SHAE " - SSRUINASIESE -
7.6.5 TFEUZEH

UEINBERS S LIRRE A BIRGS nrt BB ERZEREN AT E T EATH - FIALRAETEL "B 7
TE T AEERR T  SE T AR, ETHEEN DR - ORRE 20 EEEEA

# [347) =3 B P

1 - ANY m
2 - ANY I::I
3 : ANY m
4 ANY m

gEaTNE il EAREEE -

1) BA ® Wen F i BIP( A

2
xitig

SRGE
EET T

s

Bae
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FEUZHIFRR -

iR
AREE AN

EVLES Always

> X&) : oJEERENSURARATOAE
> ft  olE A LCAR A -
> BHRE . JEEZERERVENBE -

iR E

> ANY : st HFTAREM B EMRRIEE -
> TCP : Ret# TCP @ B E MR EIE -
> UDP : R#t¥ UDP BB B E MR EIE -

FithiRIP ATt

Fithig

B #9imIP it

BrYE

Aithim 1P (dlk: S AZERAZAIIS IP sy 1P &E -

Kihig  MAZSENARE  EEREREIA" " F="oR - FI(1:65535) -
BaYis IP izl : @ AHRIIG IP A7iksy IP &fE -

HEVE : MAZSENERE  FEREREIA" " For - FIUN(1:65535) -

A N N NN
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> ICMP : Rt ICMP RO B E MR AIEE -
>

X it IIP0 fit

v AR IP It A ZEEAYAM TS IP UIEEY IP BE -

> ABBER: Uiy TERRE ., ETRARE  FE TRRT . BUuTBA TERE, 'R
N THE L B ERMRGR TR 8-

il IP{

A ERIP (Tt

Fithig

BaytsIP{iit

=[:ahs

Keyword m

# Keyword MiT

v KR IP ik 88 AZSIEAOAMG IP (IS IP B -
v AR mAZEENAMIE  BEERTEBOIA" " FR - AIE(1:65535) -
v BRE IP il : @A BRI IP AIits IP &R -
v  BRE  BAZEENERNE  BEEICE[BIA" " 2 AIE(1:65535) -
v BT BAZBBENABRENERT - (FER  ARGAZTEZERFTORARTH
ARE) -
> ERER 2FEEXEZEEAER  SEBEASUREBRTMIEEABEZREWERARE
7 .
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A IRIP Akt

Tihig

B I it

Bayig

ERES AlM ~

AOL instant messenger (OSCAR and TOC)

> HEBREEIE
BRSO TR, BTRARE BT TR, BUPEAZBRNEDRERE
BN URE L $RA0O] - EEMIBRER "B, R -

7 ith i P AL it

Eihig

BavmiP ik

Baig

A [ o |
A

# LR i

>  RRE MAC il : EEE 0 EREN MAC ZMIRHTEIE -

— MAC{ir

MAC{TI 1t aabcddee1123) x m

RESTTAE - BRI " T " IRIMERCISRAAE " EWRNE) " - SoRUTNAEESF -
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8.CAP &1\

It CAP EXEFZZ I UEPZEEA CenOS5.0 UMEA RS - iR CAP IR KRS
mEMAINEE - BRRMEGEMSNEDESIE - I NEA CAP RA -

B 307 4
=RAm

8.1 EREZRMFEI
BRI AR D> HRBRE EATHHE -

ClientBridgefE=:
WISPiE=
MAN-MeshiE =,

> BEERCAPEIE - BELEMME AL

AISEEENNECH LAN IP il WABRELCLEER  FrEEEN T ECi¥tE LAN

FAER{E IP 192.168.2.254 Y IP AIibEfTREVEE

82 [EBRHEIERTE

R, +(886)2-8911-6160 A sales@cerio.com.tw
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IEINBERR E At H 28R LAN 3¢ VLAN B9 IP fizdlt ~ B3 il - DNS - VLAN Tag A spanning Tree %

%= o
il EREHREE R
# ZieAtis it IPfirit THEET BiT
o Ex 192.168.101.48 255.255.255.0
1 | ETHOD.101 | 192.168.101.254 255.255.255.0
2 | ETHO.102 | 192.168.102.254 255.255.255.0
3 | ETH0.103 | 192.168.103.254 255.255.255 0
4 | ETHO.104 | 192.168.104.254 255.255.255.0 e
5 | ETHO.105 | 192.168.105.254 255.255.255.0 e
6 | ETHO.106 | 192.168.106.254 255.255.255.0 e
7 | ETHO.107 | 192.168.107.254 255.255.255.0
8 ETH0.108 192.168.108.254 255.255.255.0
9 | ETHD.109 | 192.168.109.254 255.255.255.0
10 | ETH0.110 | 192.168.110.254 255.255.255 0
11 | ETHO.111 | 192.168.111.254 255.255.255.0 I
12 | ETHO.112 | 192.168.112.254 255.255.255.0 e
13 | ETHO.113 | 192.168.113.254 255.255.255.0 e
14 | ETHO.114 | 192.168.114.254 255.255.255.0 e
15 | ETHO.115 | 192.168.115.254 255.255.255.0

> #: BRRURS R ERERER

> IEE . BRERERERN tag DB 2Fr RGN S ~BAIEBENAREERIILE
HPEBRATEEALRK -

> IPfiTdlh : BEREZE BRADRREY IP ALt -

> FEBES  BrRZERERNFRERES -

> BT TJEE R AR TR I SRS 2 ARRRERE -

X OWITRNEA "R RREEHE

o [ERMMISARTS : CIEE " RUA " 3 " BARA " BRI ARES
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im FERERRS ST im el

802.1d Spanning Tree i

EE AR R T

il ETHORE RS s s e

VLAN TAG

Pk 192.168.101.42

255.255.255.0

1-4096

C:'\'IO

Amplify your Wireless Netw

FE BB IS AR 75 (VLAN) IIBE -

AT EHIRE

Z—#H VLAN fFREEEH

o |P firdlt :
o FHIRIES

® 802.1d Spanning Tree : O] DU e A 524828

fini=lmAV iR B ith 5 G AHE
oDl G b s 38 & -

TE R4 AR IS AR5 89 IP 3Lk -
D REZERAERBNFEBERES

o

/Y

BHE - Alal : oI R E AR WDS TIsEEHE

BT OBEMREREAEEER (WHNEMR ) REULINEER

Cerio’s AP
Use CAP Mode
LAN2  _—  LAN1
r \\
B LoOP ¥ | .
Enable. Spann.ing Tree functiorl__)x 'x\\ /"’
to Anti-blocking packet loop ~—
—| __Packet flow '“l— 5
Switch — I Switch '7 ./_\“.

R1-45

xDSL

Packet ﬂow ( :

---------------

L."'JAN :
RJ-45
[ Router ]m( Switch }_7 -

) wi-Fi ((( -5.

. APpstation

* S

" LOOP ¥ \wps Bridge
i X '3
I AN ,/ V=
— N . . ~
Enable Spanning Tree function ... Packet flow_, f n) Wi-Fi ({{ [T
to Anti-blocking packet loop RJ-45
AP Station
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® ETHO EBMIISIRACARTE ¢
v ETHO : 0JE&%E ETHO Z A 18 2 & RUF SRR E E# R VLAN tag
v ETHOTag: = ETHO R{ A1 - olaeE %48 EIER) Tag VLANID -

>  REMBELSNUE /DNS AUINEE

i Wi [EE

im DNS

192.168.2.1 DNSA 192.168.2.1

MxERA

DNS2

o FHRREIE: TREERIENAIL IP 2 192.168.2.1 -FEEI 2 E M AHEIRIZP IEEAVGER Gateway
A IP Azt -

® DNS : BRERHZEEANTE MRS - olsgEmAH - DNS1 B EZHEMREE I - DNS2 BRE
Y e iR #R AR AT AL -

RETTALE - FBRAE " TF " REIMBRCISRRAE " EWRNE) " - STRUTNAEESE -
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8.3 AP Control

It CAP #20RY AP Control INBEE R ZIEHI EIEA Cen0S5.0 MEMEM S - EhEREGEM
SIEEEI S R HMAEPRY CenOS5.0 #ZORIEM S - HERERTE - AP 5RE - #¥4HERE - Map ~ AAP &%
B EE RN EIE AP RN -

& AP Control «

8.3.1 FBMAREMS

fERILINAE T E 0 IS H BB IZE FAAEA Cen0S5.0 BEEH AAP BAREM S  SHIKE
HHARE AP 1S RE— R ERTEFTA AP 89 IP i - BIEAIS - BFFERSENEGEINAN
IP B EHTEME - BRI TEASREETENSERFENS - B TAE AP BRLRK
ERME -

= AP Control -

Y

im EERIE
VLAN# VLAN 0 (192.168.2.0/24) v

ﬁ&% [TIITTT]

Sort IP{arit ~ (WECE
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i ERE i Update IP Address & Netmask
VLAN# VLAN 0 (192 168 2 0/24) v aEymey VLAN 0 (192 168 2 0/24) ~
FREE | ssssses VLAN TAG O | 1-400s

Sort IPfirtt ~ IRCE ]

IPfirhE 192.168.2.10

FipEs 255 2552550

W AR ®|RE

#  Device IPhL 3k MAChHT s Host Name F/W Version F/W Date IPREhE FiEgIEE BiT

#iF IR FEFRRR -

1. KEBRIE :
> VLAN : TZEEZHFHEMN VLAN #E - EMMIFERMNRARASRE - B1E" EREIRR
E" ARAZA VLAN #5 - RIIBEERSHGE" ERMERERE" PTRUA/M VLAN #EE
-
> TERREES . SMISIRIEPA ConOS5.0 & AP WA B ABEAIECGE - RILLEMR
BB ABIE AN - (FRRESR default)
> Sort: CIEERMARE - A IP AIHBEFSE MAC (EEEFESIY -
2. RFHER: SREE  IENEKENSHEIIEEIIIRBM -
Device : O] AEREMU LHWFAEREENERENES  IE—WEREKENS -
IP firilt : BRBRICHFHEIAIKERBEES IP AL -
MAC fiilt : B R BAlCRHIAIREERGEM S MAC firl -
B R EERELOREERGEM SR -
Host Name : B RERIERHEIFERRGEMESNAKETE -
F/W Version : BB RIC R MR SRREGEMESNENEMRA -
F/W Date : BE/RHAICFHEIWEREGEMSNFRELHE -
IP firilt : OJE—BHERMIKEREEGEMSN IP AL -
FHRES . JE—BHEREIREEESEMSN FHERIES -
BT BRELI LE—NEGEMARTER - R MEFUENRE IR ENRREL
BRERTRIEN -
3. Update IP Address & Netmask : E7£ Device F2AEZEL L2 ER - RIDELLHEMTI
BEL - RREEAEGEMER IP AHEE VLAN Tag % -
> EBIEE . ORIBEN AP ZWEERN VLAN A -
> VLAN Tag : % AP 229307 VLAN Tag BIEF - GIZEULEEE Tag ID -

V V V V V V VYV V V V
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> IP il . REZAREBEFEMSR IP AU - LEINEE IP RS IEE EXBIPRB/N
WEBRGEMS
> FHREES . REWEBREKEMSNABES -

=]
aX AETT

PEERR1Z - RIDIRAEE Apply&Reboor I iFEFIBMNREREGEM SR FILERNE

8.3.2 tAXERTE
a2 AP Control «

IEEEFZ2EPEFIEE Cen0s5.0 WESKEMSENBEEISHN
|RINEE - BRI IE R B AEiaHl B i R B SR R B S E A
RART( - FEEThEE PO U E P EBEGE M SRR HE1E/LVAN Tag
& E/IP NI3l/E EIEE /R E Gateway A DNS ALl /#EIE AP RO

R B/ R R E AR B /R R RV E /AR E FERUE/WMM & E/FBS BB K
EMMREFERGEN

G

=+ ot

BB

EE=1
=1=1%

/N = &

=~F=F °

il RS

VLAN
B

ftwBE

BHAH ST RH
Fo
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None

FERE R

SZ R TEE (Profile)
Gateway & DNS
el AR EF
EmEIRE
AR IR
SEER T

VAP $R7E

G TFTP{E) AR 85-HHER B THE
EHTTPER A IR 2108
EEdo|

VLAN : EEZEIERN VLAN IRIR -

Y —r

RRE" INEEL - BRENEFAE - UL VLAN REG ol LUEEE AP Z R AN IMERF 4
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> HRRE  TERTEMARERBREMSNABINGE - 81 LAN/ERRE/MERE/ 2R

o [ERAIRIRTE : [REWEIE AP B Radio 0(2.4G) = Radio 1(5G) AOEAR SRR SRS
B~ Tag ID ~ IP It 5N -

iong s EFE (Profile) : BRI ST FORERRENE" 6L - RICIEIEEER -
Gateway & DNS : & EREEEREME B & DNS it -

IR : SERE AP NRFRRE -

LHIREIERTE - RTWE AP WBARE - T2 - BARFLHE - BEABENERR
IR ELEBEEENRMEIINEES -

HBREARRTE  RTEWEIE AP IR -~ 3018 - QIR ES (D2 E/RLTEIEE)
HREPERTE | REWNESIE AP WERENS - (T/SZRERTHITNEETH )

VAP & E : REHEEREEMSR SSID B8 - [REEKABANEBES -

i€ TFTP fEIARZEFAHERENES : 528 TFTP AR MEM BT B W EIE AP FOEEE -

it HTTP falfR a3 F 4R ENEE : O:538 web IR MEHEFPAAWEIE AP 1952 -
EMRE : EFFEREIEN AP R TETHE - FEILETAWEE AP NRFEMM
&) - ABESERIENERERE -

> AP RMEFIE : BN VLAN SFTA SAEREIE AP 00515 -

8.3.3 APi&*E

a2 AP Control «

FEOIDIFR VLAN TRRrEHREIE AP FREZEERBEAER LR - TR ENHKEREAEM
antEls -
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il EREAER

VLANZ  Device BB REAW Pk MACE; 3 RS AT

VLANO [ 0} CW-400NAC  192.168.2.264  00:00:00:00:00:00 09:08 m

>  VLAN# : R EIE AP BHCHHE VLAN #4815 -

> Device : EERTEHNHEE AP -

> RFIRRE . BRI EIE AP BRI EBEEER -

> R\ERE BETREEE AP NRAEEME -

> IP sl : BURBERIWEIE AP Y IP Azl -

>  MAC il : BRBERIHWER AP 89 MAC il -

> ERERE  BRERIWEE AP 2AREIRE -

> BT ODURIBREIE AP EEEERERE - SEIWEE AP K IP L REMAES -

8.3.4 BFAHERTE

= AP Control -
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o] fEE—1E VLAN N EE2EZSR0EHE -

= ERENTIE
VLAN VLAN 0 (192.168.2.0/24) w
e
= BRI e
# VLAN F3 f i 1T
1 VLAND @roupi TEST
2 VLANO @Group? TEST2 m

> VLAN : EAZEZ A VLAN - oI ILEZEEAM VLAN -
> BIMEAE - DRI DE—E VLAN TRIZZERE - HENRFEEEEEGES -
> Device : IH#ZERR o] DUEZEWETE AP ZMARERFH -

8.3.5 Map &%

i AP Control -

oMEFHEE - BAENHREIR AP RRUEEMEN - FEEELUZBUEBMBERER AP
PREREEROUEEMMEM S - HEEE - BoRE" BirmmitnE" %l -

# et o AR i 3t BT
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MEERIEANMERERH -

"
m

Map &8 5F .jpg
E#2aY URLfiht http://192.168.2.138:8000/5F jpg

E R

.

> Map & : WAUSBACIERHE -
> [EfERY URL firllk : BEEHR EERIE web ARk - Z@iREIERY URL (I E 8 A LLHNA - 72 web
ERR=RFE R I BT IRERA IR AR web FAR=S -
> BApeEa o 8 A CEHE AR A
318 . 2R URL BB TR IGIRER - MR EIEE 51 -
RNEEEEIEESZ LIRFAIMANBEES

ERREME" 7 HIRTRELRS AREMMENZE B LR -

RMEMRIENE - Map JIRSHIRAIMRFFAMEER -
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# £ 0] EN R pU M7

ROERGEHIRMERE - ME LS EHIRE AP ER

!.’""."’!"'TY"’ !

\ R o sk
st B e T o )
Py . T .I

: | I HE TS

0 ’ Folinp lI = |l 2

% AP BRI R E it B L ARERERIMIE - ST B RAE" Save” RFRTEBME" Close” FAMEE -
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\ =i _'*u
\ e R S easts ' .
fimpey = i A B Lil H :
e e as G- = = =
= fiaE. 1 I S S I H
i REFERRANER
el = {— 1T \ —','_'1 =) t-1 =T = e
T i o t |
g i b=
el ' - oo 1
sreey a2 2 !
& i :[ i lj g
=l=—=s655-"1 {1 s g B '
Lol |

ROE" AT R - SEME -

# Zig Fo A AR

FREGtEHRE®E - FBEBEME LA AP BREREHIE AP BREH -

T

\ == i
| =i
\ok |
\ A —
1 -

e
V=i [ Lo

A 18 — Lot cl)

8.3.6 woagax & ta(Profile)
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i AP Control -

EFE AP FERAREREINGE - MAEERFENRERA - JRICEIEY —ERER - ST’
BIEER" #REE" REEEEM -

S 1738 3 T T (Profile List)
b c d

#  BH Fr el MREETE tRE BT f

| e
1 TESTI  Authentioate Profile.. ——— m

a: B —EREREE - A AELE -

b: BRBREREERHE -

c: BURNRREERHEAL -

d: BRI EENHEREINESEERMA -

e: ARIBARBERERINERG - BILRARER - £" HRRE" MEEZERGZAREE AP #IR

EE - FPTARWEE AP R BERERY - BEMIRERE -
(RE#FETFERTF - 0] &ZRE ag a8 HAE)
f: oIfIBR b ER EAE S B R B 2 E M -
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8.3.7 RAikER

a2 AP Control «

FEZLEREE VLAN B FETAHREE AP BUIREE - WASHARESEWERE AP 8 MEMRE
AZEGABNHEENS -

W APSRIRFE
VLAN# FriARAR AW 1Pt Ak il | Radio Information R () 3K (i 75) User(s)
VLANO o GW-400NAG-E1 192.168.2.263 33 6(11.0 Mb/s) / 100(0.0 Mb/s) 6228 6648 o

VLAN# : BERREIE AP FRBREREISAKEN -

ZMRARAE BN EIE AP RVEMFRRE - EEBEARSL EAR -
HEETE  BREEE AP WEEER -

IP {irdlt : BERREIE AP ROERT IP IHEEA -

EARRRE . BREEIE AP EFRRE -

Radio information : B/~ ETE AP FRRYFIRSE R EASEE B -
B . B EIE AP B D HERE -

X BrEE AP MBZELEZVHERE -

User(s) : B~ &1 AP HAT Wi-Fi EZAZ -

V V V V V V V VYV V
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MAN-Mesh Control

8.4.1 MAN-Mesh Device List

=g E a8 MAN-Mesh 354 IP Address -~ 51#%

cExio

Amplify your Wireless Network

# 1P

O ¥1T 4R EEFTIE ©248 MAN-Mesh Device Y IP 73S 7E - 5E#%

B~ HTTP 1255 KMk MAN-Mesh EEEIE

SR E AR EEAEZEIRE(root)

m MAN-Mesh Device Setup

IP&r i 192.168.2.30
B test
s

HTTP Port 80

8.4.2 MAN-Mesh Status

W Rcitah IPfi it SERR LR

10 192.168.2.30 test

HekhE aeELam

FERHTIE MAN-Mesh Device FUZ#EAREE ~ P Ul ~ 5ER% ~ ERSRE - SRR - FiRELHE

EINEE - FFSE M MAN-Mesh IhEEsF AR 1EF -

IEThEE R HEURIRIR P AW RUREER MAN-Mesh £ - 8% MAN-Mesh X
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9. 1H

MEEEEUREILEEAMNTE B2 2ARESHE  FEAK  HRIEIER  ERERIVERERRE
RigmgE s -

9.1 RARESIE

EEZEIUERDILARRTRENIEREERNNERENRENCERRIARESINGE - BILME
TTHR, > "2MREEE, EAEH -

HHER - SARERTNBNRERHERESOENNEE - CHTNE

Furmnenons K

EErGREROEE | e

EE A GRRE

HSSI

BEER | _aw |

> TEHRARTEHEMESR  ME "#E BUURBENBERFNREER  FEERFHENN &
MERERE ) MR ENEREREED - HEYZBILRERCERTREE -

> [OERAREREMDER FomE AE REN(LTACBELENBERERE BHE" LE.,.
BN o] B 2 oAl 105 E
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> ERZMERE  FEEME "ERE. B ZASTZERERLMIERE - BERTHE - 2F7K
LR RS HEEIRAI - WRHEME 2 4cR0] -

> WEMLEEESSLRERER  ARBRIED EEENEBRECEMR SSLLZ2RER - o/Es
UETHRERS-Z BB URY SSL 22 //eE LB EARR FEIF -

9.2 HIESFH4R

% CERIO BEELMAFE - EEEEALERBNAANIER - SEZJUERATREIL

( http://www.cerio.com.tw ) BIBEZEHRRHEERNINE - o] IR MBIL P FEH I ETRFER -
i T

R SRR R TR (F
=R zF"‘* Bl LA Ra _“?%5. i

¢ TR 2

SR Pme-CPE-PQ40XX-CERIO V1.0.2

ey O 2019/02/15 16:07:30

HFRERERL  EENEREMSEFEREEFLEEERAREHTHEEMROBE  HfEEESE
EREAZESENTNRGEE  EVEENZ2NAERNSAEMITE - EMIRE—EAER
RENE - EEMARN Mo EERNE/ARBALTENFE - MER - BERARABRKNERCAZEE
BT - BHUEARATIMEIE T HAENRIRESR  BOER Y —EFAATIBRLEARERRNESR - &
B A LR B RARLEER - ARTRARBMERNVTUREEERT - FARR |
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T T S s
= ETFTP
TFTP{aBR 2Pt
—
3= (EHTTPiiB:
URLRBL

> EAKERFRIEE  SENIEEEFEEEAPC L BREIBHSIREGENUE @ BRUER
ROETTAR - IER TR E S AREN(F -
>  TETFTP AR AMRIEE : RKEH ZFNLERNE TFTP GR=: L - RBEIINEEE L#A TFTP
fEfRER MUt - WA ERIENIERZHE - MEARSRENTIEERTRIE -
> € HTTP ERAINARIEE | REMIBEMNEERIL L - BBEINEEMEAY URL BEHELL - WAF
IEMERER  MEFARSFRRNITIREEMARIE -

| Notice
FPIERBVER E T E T A N ERRETEDEGEEHT -

1. 5515 RI-45 RABIRERT B UL BRRE N SETEMEF - V) 2DERERER
BYTS TVEITEDRSEERTIRSE ©

BIHERPFE R R ETRENER

BINMERIEEEY WEB BIBSSETEA AR ELETBHTRNEVRE o
BRI R DITIRERRFASHEENFIl SXTRIBNREVER RS -
EARKBULSFEITRANFRE SR BRI SRR EE AL
BEF BREILTASBRUNRHAERARRE » BRSEEEHEDRERS » #

ERRSEEUEBLIEHEZER -
&R B BHE R LB BTN EIEI N EA NG0BV R IFI R

A
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93 HEAEITA
menE T TR, > "TEAEIE,, Bl Ping ENFREBRIRVREEER - HIEEE
Bo]EBATEZE Bl ERAEEITRES -

= PINGH

EIRIPAIHH/URL AT HE

wmwm El

e
m

Bithpy =4
Max. Hops 6 m

> Ping : L TEOIU#RENELEL PING WiE < RIEEIRR B E R AAELEAREE - PING TEZERAA
B2 ICMP eI N Er BliRIR EHEGETMIE AR IS &1 80 2 B ER R LUK R FER BRI ET -
fERBERR THER L BT -
® Rl IP fiit / URL firtlk : B MU P& A —HRIH IP I SiA8E 2T - BT "PING .
REITAIR -
o [EENME : oI M AMBEEZRFENRE - REOT@A 1~50 HEE -
> Traceroute: It TETIBURBNELL Traceroute MIES RIiliE IR HEE A A ARBERBRINBEER
RINIERIHET - ERGERR &R, B -
® Destination Host : FFEILEAIP# A —ARIZIHAY IP M SA 2T - BIRT "He ., BET
Al -
® MAXHop : oI Ih# A PR Z 8~ Hop EIE -
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9.4 EFRIE

MEEEE IR " EMRE ) REREMRME 24 - EMRE THRAFT—DEREE -

EE N EMBE BELAGS UL —RESHNCEIERTEZ VBT BET MR RAIREIFE -
AIEHEA 50 REYZREN B B R G ER L B ERTIERR -

10. ZAiRER

N

bl

AN EETZBRARHERAEN - 2 2RHEBEN - BEREHeE
Al - REREREERENSES

T

@ Www.cerio.com.tw \ +(886) 2-8911-6160 D] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

10.1 &4EAKAE

il AR im B
LG Mesh Mode v
OW-500_A3
L8 A = - 0
P 2020/04/10 15:36:15
Z B 01:25 = Radio 0
R A Pme-CPE-IPQ40XX-CERIO V1.0.6 EREEE 802.11bigin v
sl 2020/03/31 14:36:14 e E
ETHO MACHI4F 8c4dea05:34:09 B 400.0 Mbis
2.4G WiFi MAC 4 8c4d.ea:05:34:0b
il Radio |
5G WiFi1 MACfir 4k 8¢ 4dea05:34:0c
fEa R 802 1ac v
5G WiFi2 MAC 4k 8 4dea:05:34:0d
mE
HOEE 192.168.101.254
ey 866.7 Mbis
DNS1 8808
DNS2 168.95.1.1 =
- o [ :
Ea 157
B 866.7 Mbls

B ARARRE -
EFBBRZFEAERANE - 2% - BE - FRERE - AR AR ERBEE N EEREEEN -

=

=i
BB A EERN CPU BRIEERMEE/Memory SR E R EHEAEENNERARS -
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Radio 0 / Radio 1 / Radio 2 & E & : #/~HA] Radio 0 (2.4GHz) / Radio 1 (5GHz)/ Radio
2(5GHz) G EMENEREFENE

il Radic 0

= FE 802.11b/gin v
j\iE 5
g 400.0 Mbfs

.
il Radio 1

ol ST = 802.11ac o
38 132
g 0.0 Mbls

il Radic 2

SR fEH 802 1ac v
jaia 132
jiige 0.0 Mb/s
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2 HRARFPARRR

B/~ Radio RUFRAREAR EFERVERAES -

= 0

HmGRS MAC it Rate(RX/TX) RSSI

HEGHEMWE . BRELEFAEER Radio 0 (24G) 3 Radio 1 (5G) = Radio 2(5G)RVIEELR AR AE
MAC firdlt : BRERERENEZ MAC it -

Rate(Tx/Rx) : B RfEAE L NERVERE -

RSSI : BEREARFEHZEE AP ZERRE -

YV V V V

103 #R EERE

IINBE AR E M S E NEMF, EMEREREBINAER, H
MNERILREEBANG LERE ZERNEAEREN -FE=2

F 5.3 "MERE" IHAE)

EEEUEZRPNSHEBFEIRPHNER/EHBEMRSREEE -
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i T HERE
VLAN# EEEEE 203 ERER T#HR tHisda T#bT i #iT
> VALN# : B PFr{ERR VLAN &1,
> EREINE  BRAPRENINEEE -
> EHREYHE  BrtAPEBANREBHE, RERMA—ERFIUZAEFARZHIREH
> TEHE: BREAPWATHNEE
> LEHS : BrRItAFNA LEHEE
> TFEfIxT : BrtAP MEZ D Mbps HiRE
> LB BRIEAF HEZ /) Mbps R E
> BT EEASTDRE "I RHMEEHEEHFANAPERER

Lsaal ezt 192 1882 31 LT GO S04 MaL 1HETT o 2 (emaB u

Auth Type : B FPE AR R IRE

User name : B-RAHFPRIE AL ARSE

IP Address : &R FEFARY IP 73l

MAC Address : Z/RFHFH MAC firilt

Login Time: BRI FPAIE AR R E RIS
Download Packets : BE/RIEFHFPRHABA T HIEIE
Upload Packets : B/RIEFHPHAR CIESEIE
Download Bytes : Ba/RIERA A MNEZ /) Mbps it E

Upload Bytes : #/RIIEFAF L%/ Mbps #IiiE
Logout: #FIE550:& HF&aH &

vV V VYV VYV ¥V VYV VY VY VYV VY
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10.4 ioig HE

IETNBEEEGEM ORI T EMF, EREFEREINEER, KA
MERNMUREBBNE LEREZEN - GGEEFM 5.3 "#
EE:G\E%H Ij]ﬁ‘é)

TEBREHICER LWRENERERE | REERULIKCEE VLAN RIRFE /5 KRR

AR PERERE -

ELL] VLAN® £ ]

> BE: BrERMOHEB

> VLAN: oJE#ZERARE VLAN

> B JMREATETREN
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10.5 MAN-Mesh #EFEE:

bl ZREFEARAE -

IEThEETE MAN-Mesh 1230 NE/E, E R E) MAN-Mesh INEE1E,
B RSB MAN-Mesh B & - GBESZEFM 4.3
“MAN-Mesh” IfEE)

IEINBEBITERE R MAN-Mesh &EiEERN" 3" MAN-Mesh s3EAREE" & MAN-Mesh #HEFILE

MAN-Mesh ZE#FZ:

i MAN-Mesh Link Chart Display IP Address
— — —
— _—
7_———7___7___7__ _/_ o
o\
1002106 *0.0:1.109
192.168.3.0/24 10.0.210%
1971653106 1921683 109
100
100210
AT ——
_———/ 1001
P / /1921683111
_— T /f
— /
— / /
_— %0.0.1.101 /

oJ&EZ&E MAN-Mesh A WI-FI 2 /&7 A1 # 5 LRV AL BN E R E
2) Display IP Address - BIoJ&&FA MESH E#R #2389 LAN IP & MESH IP -
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MAN-Mesh E#Z

il MeshiE %

Address
fe80::211:7fif fe1b:fa52
fe80::211:7fM.fe1b:f952
fe0:211:asffe1d:4
fe0:211:a3f.fe1d:8

fe80::211:7fif-fe1b:f950

MAN-Mesh #&H

im MeshiEHt

Prefix
192.168.101.224/32
192.168.2.254/32
192.168.101.224/32
192.168.2.252/32
192.168.2.252/32
192.168.101.217/32
192.168.2.0/24
192.168.2.252/32
192.168.101.217/32

192.168.2.0/24

Metric

MAN-Mesh EBEH

il MesHifHEE S

192.168.2.0/24

192.168.2.1/32

192.168.2.10/32

192.168.2.253/32

192.168.101.221/32

192.168.101.222/32

@ Www.cerio.com.tw

mesh11

mesh21

mesh11

mesh21

mesh11

Refmetric

128

Prefix

Interface

(3|3 3|3

1D

02:11:a3:ffe:1d:00:05

02:11:a3:ffe;1d:00:05

02:11:a3:ffe:1d:00:05

02:11:a3:ffe:1d:00:01

02:11:a3:ffe:1d:00:01

02:11:a3:ffe:1d:00:01

02:11:a3:ffe:1d:00:01

02:11:a3:ff:fer1d:00:01

02:11:a3:ff:fer1d:00:01

02:11:a3:ff:fe:1d:00:01

Reach

fe80::

Te80::

fes0::

fes0::

fes0::

fes0::

fes0::

fes0::

fes0::

feB0::

R, +(886)2-8911-6160

RX Cost

Via

‘adiffeld4

7T fe1b:f952

[71iTfe1b:f952

(71T fe1b:1950

‘asftield:4

‘asdfffeld:4

‘asfffeld:4

[7fiife1b:f952

7fiife1b:f952

[7fii-fe1b:f952

TX Cost

Interface

mesh11

mesh11

mesh11

mesh11

mesh11

mesh11

mesh11

mesh11

mesh11

mesh11

Metric

cExio

Amplify your Wireless Network

Cost
65535
256
256
256
256
Installed
no
no
no
no
yes
yes
yes
no
no
no
128
128
128
0
0
0
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10.6 MAN-Mesh R 5EAREE

LETHBETE MAN-Mesh 230 R E(E, E/IE) MAN-Mesh II8ETE,
B RSB MAN-Mesh B & - GBESZEFM 4.3
“MAN-Mesh" IHEE)

==
FZ2HE R MAN-Mesh #RARFH IR EREARRE -
Meshifsia
ilradio 0
MAC{y it Rate(RX/TX) RSSI
imradio 1
MAC {irhk Rate(RX/TX) RSSI
00:11:a3:1d:00:04 6Mb / 866Mb 48
00117 AD:f952 650Mb / 650Mb 33
00117 1D:19:50 6MDb / 866Mb 92
ilradio 2
MAC ik Rate(RX/TX) RSSI
00:11:7f.1b:f9:52 6Mb / 780Mb 40
00:11:a23:1d:00:08 6Mb / 866Mb 55
00:11:a3:1d:00:04 650Mb / 650MDb 36
Radio 0(2.4G)

> MAC fiilt : £ Radio 0 183#ERVE %2 MAN-Mesh MAC fiziit
> Rate(RX/TX): E2 Radio 0 18:EEE MAN-Mesh & #H B3R RX FIZEUGER TX UEFEER
> RSSI: BrREZFEAER AP ZERNIRE
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—
CeRIO
Radio 1(5G)
> MAC {3k : & Radio 1 HHZERIEE MAN-Mesh MAC fiilt
> Rate(RX/TX): £ Radio 1 #8E/IEE MAN-Mesh 5 #H EER RX FIEUGER TX fOEZFEER
> RSSI: BUREEGERELE AP 2BV RE
Radio 2(5G)
> MAC {3l : & Radio 2 1HZERIEE MAN-Mesh MAC izt
» Rate(RX/TX): B Radio 2 18I EE MAN-Mesh 5 #H B3R RX FIEUGER TX fUEZFEER
> RSSI: BUREAREAELR AP ZBMERE
10.7 %#AR4CER
ItEERECREREMSRFAKIIREFIEN RFEIRREURFMAENR - IENEREENF IR
M RAEREH N R FNEEEITIREE
IS 2404000
s R #5 & R 5 %5 4R B
2015-01-01 08:00:00 System Info SSDPDI[BIND] 83cebti8c-848d-42c8-bc2e-3abf029b388e
2015-01-01 08:00:30 System Info Authentication successful for root from 192.168.2.138
> 0@ SHRENHEBNRE
> D RIFRBE  EoIEDEAISHRIR - A1 "Z4" =5 "AP" KR -
> O RBEFER : BRESHEBORBESR - flM A" - "EHR" 5
> DB : St -
> O RE "ER" ZHMLEMBESORMAE
> O RE "BR"

AR RELUSRE N ARCER
@ Www.cerio.com.tw
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11. [MHBEIFRMSCH]
1.1 A WDS HHEARRE

WDS IhEEERERAEMEREIN T, LRI ESHHMBREMEEE REHEFESEFM
5.6.5 “WDS&E" #AA, AR EES1E WDS EERF, RERBLUTRIZFAEEFRZE WDS
RhEI RIS 2 U EFT
1) EZREBESER WDS IheE, ERETRARNASEmIURRESHEREE
2) BE 2 aESEMGHBER SRESSNERKEMS IPABIRERRAEEE
3) MKERZEFEAN 24G 5 5G 2Bk, FHEESAERKEMERE—ARENEREE FSEFM5.6
“HRARERE" (Radio 0 % Radio 1 8 Radio 2)
4) FES%E WDS REBMH FHEREZBENEGENS MAC I, &L AT B MAEEHEEH, 8 A
A7HERE B &8 MAC fizdlt, ¥ B SRIZARE A &/ MAC firit
5) MEREEIMEEIF TR WDS MEE1EHE, T2EFM 5.6.6 "WDSiRAE" MR RSSIE, EH-1%
TORAEERY, FEMEIDLEEESEREBL LSRR, SEEMSENARESHERBETE
#7T :RSSIEEFEE40~60E, KERTAPEAP ZEKA, KERTMFLHTFHIERLE
H {thZ5ER:
E7% WDS EREESESEMSENN 2T, FILGERIA WDS I8EAI#E 2 AP+WDS ZER, EE
#EfEF WDS TEEABERGEME(AP), AITIUSEFM 5.2.2" ERAEBRE" R, HEEE
it &S (AP)ETTRART , M NE

il FimEl
Access Point 0 * BtH BiEA
Access Point 1 © B H 5]
Access Point 2 * B BHEA
802.1d Spanning Tree Bk * B
FIgie * B H BEARS
IAPP;23F RARA v
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112 EH CERIO AREREEARRIRE
BERFEAAATMRENE Cen0S5.0, LHABERALE, AL MTEEREEE, T2
BUTSHEEEAEREANEASE

SEE— : STREEEREIEE, ERARE=>HERRBIEE (JS=EHAFM 5.3" MERE" IHAEE)

# HERENERE IR B HREEEThEE ;T

2
1
:
:
;
:
6
:

HEDEINEE OF-4::] O paen

D WREMAR, JEESARDRRRAORERE, XPRE" XRIRE" B, 5" BMARLAE
WIRR" |, HERMAERE Wh

m [EFIRRE

Wirkmmsen | © BUB O e

E}.T.:_E_ﬁ LiCal User

DE=: BEWEINAR NUTHAELER, EARIRFZHATN, W NERA
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HRZETE

By FHEIEREE

R IMES £

EdiEEA Local User

&5

FRIFTE:

* REEHRSERNERRSED R

* BEERARRTINHAFTSESROLT
* AEETHRERERSEZLRC

ZETHRERAES T - BESEERBREEEHE Himl/CSS REEXREET) A1T
(BB HERAEE

kiii3

SN FEERAARRVRER, J2E2&HAFM5.34 "SERIEEER" RA, SERERR
MR MEARCRKIERR], EREE EETERKINEAFTSELRA

= EMEEETE =1E

Tempiate  © EUH O ik

@] ®

smy ORA haeA Please sign In

p—— User Name
- S o Password
CIRemember me
— T
MaR%E FFFFFFF

FHRBAEG #1311

PIEER 350 =

o B T

AD Font Color #FFFFEF

SR RAZABENERENENEERINERSE L, FIURRBIRULETBRE, IHINERE
FRUBERATIE _afdikas L, PRUGBREERIMILE A ZE Walled Garden A ( #

HE:www.serio.com.tw )
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= ER
1P iy b U e
FEEEY URL hitp: Moo S @ri0, com el m
SEN ZERNTESMAIL T HEG), BERE SEBN HTMLEZZELER, REMELAKNER]
(IS EEEREAT, A

T EE AN https://www.cerio.com.tw/extreme-indoor/customized-page/

AR Template, #ATE7E HTML R ISE5E S4RIL
TREE TR ERITERHY html_coder

i e

Template - BUH

sEe O BA © e

STBZEHTMLRGEBARE, B FNENRESZEMABUERE, MELEMEREAES, ok
B A B ER AR

im HTML F a8 s

<html= ~
<head=
=fitle=Authentication Login Page ([ On-line Web Demao Version J=fitle=
=link rel="stylesheet” type="text/css™ href="http:fwww serio.com.twilogin_page_demao
Ilsample3_enformat.css™ /=
=script src="javascripts/login.js” charset="utf-8" type="textijavascript™==iscript=
=style type="text/css™=
11 { color: #FFF; background-color #421119;  text-align: center;}
1_a {font-size: 18px; font-family: Century Gothic;}
.backg {background-image: url(httpfwww. serio.com.twilogin_page_demo/sample3_en
inewshop_background.jpal}
sreme_font{
font-size: 12px;
height: 30px;
line-height: 30px;
text-align: center,
color #333;
border-radius: 10px 10px Opx Opx;
font-weight: bold;

.backg2 {background-image: url{http:fwww. serio.com.twilogin_page_demaoilsample3_en
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WNEANEARHR

Cerio's CenO3 4.0 f 5.0 AF Software Technology

Enter Login

B Femermber me

Welcome to our shop

Power By Ceno Corporation.

Cerio's CenQs 4.0 / 5.0 AP Software Technology

Enter Login

Hello, damny

Logm Tume

Logout

Welcome 1o our shop
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1. UEREAMETE 190 1TEZA, BEBER HTML/CSS ERAIHEE—ENTE T, &
& CSS RIS FI 2= 1m Web Server, #3114 &x web server B IP {73t # A
% Walled Garden A - (FB2%E3Ffl 5.3.4 “Walled Garden “z&7E:7EB)

2. REAZEBRENENZEE, SLEFFEEFHREER web EMkR:s, BB
IFAUAaZR, B BB -

Lt REBIEEZETER, WRREBEUTMFZREEACBER, EMKEETHES
<html>
<head>
<title>Hotspot</title>
<script src="/javascripts/login.js" charset="utf-8" type="text/javascript" > </script>
</head>
<body>
<div class="container"> </div>
</body>
</html>

LRI\ KRB BABAIINEE, FEREEHER, BB AL ENBAFOIES css 5 NERESE
Mz, M ERER

ARG <style>class BIRE A E M A{display: none;}BIT] </style> I N #54l, B8 2 BRTHHE
PRiEIRVMEAL ID 15, SIUEEREIEABETH" Please Signin” &, RIS HER Class ID W~ E

=R
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#® A 192.168.101.104/cgi-bin/main.cgifcgi=HTMLCODE&itype=filefipage=0

s = (210 s nezang | 13 x 0
[[IRemember me

o AD1
* AD2
> :-Eﬂér @ Press [ t=iiRsEe © i T
htrml body div.contaifier h2.form-signin-heading
<html> @
<head></head>
<body>

¢«div class="container"»

<h2 class= gnin-heading"»</h2>

TAPUL Clacss TormM-CoNErol Lypes tent . name="username” placeholder="User Name"></input>

<input class="Form ssword"»</input>

<label id="label_remember” style="display: block;"></label>

<button class="btn btn-1lg btn-primary btn-block™ style="font-size: 18px;™ name="login™ type="button"»</button>
<button class="btn btn-1lg btn-info btn-block™ style="font-size: 18px;™ name="guest™ type="button"»</button>

£ head Mg <style> .form-signin-heading {display: none;}</style>B1o]#" Please Signin”" &
ISR A BRI T E, %IR Please Signin HART, KkILiEE

Uzer Mame Passwond
[[Remember me

[ Sign in " Guest ]
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Appendix A. WEB GUI Valid Characters

Table B WEB GUI Valid Characters

Block Field Valid Characters

LAN IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
Primary DNS IP Format; 1-254

Secondary DNS

IP Format; 1-254

Hostname Length : 32
0-9, A-Z, a-z
~l@#sSwA*()_+-{}:<>2[1/;7,

DHCP Server Start IP IP Format; 1-254
End IP IP Format; 1-254
DNS1 IP IP Format; 1-254
DNS2 IP IP Format; 1-254
WINS IP IP Format; 1-254
Domain Length : 32
0-9, A-Z, a-z
Ml@#Se AT ()_+-{}:<>?[1/;7, .=
Lease Time 600 ~ 99999999

’x1 sales@cerio.com.tw
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Block Field Valid Characters
Management System Name/ Location Length : 32
0-9,A-Z, a-z
Space
~l@#sSnA*()_+-{}:<>2[1/;7, .=
Description 32 chars
Password Length:4~ 30
0-9,A-Z, a-z
“l@#swA*()_+-{}:<>2[1/;7, .=
HTTP/ HTTPS Port 1~65535
Telnet/ SSH Port 1~ 65535
SNMP RO/RW community Length : 32
0-9,A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=
RO/RW user Length : 31
0-9,A-Z, a-z

General Setup

Wireless Profile

Advanced Setup

RO/RW password

Community

P
Tx Power
Profile Name

ESSID

WEP Key

Pre-shared Key

Beacon Interval
Date Beacon Rate
Fragment Threshold

RTS Threshold

@ Www.cerio.com.tw

R, +(886)2-8911-6160

Ml@HSH A () _+-{}:<>2[];0, .=

Length : 8 ~ 32
0-9, A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=

Length : 32
0-9, A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=

IP Format; 1-254
1-100 %

32 chars

Length : 31

Space

0-9, A-Z, a-z
“l@#sS%A*()_+-{}:<>2[1/;7, .=
10, 26 HEX chars or 5, 13 ASCII chars

8 ~ 63 ASCII chars; 64 HEX chars

20~ 1024

1~255

256 ~ 2346

1~2347
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Block Field Valid Characters
Virtual AP Setup ESSID Length : 31
Space
0-9, A-Z, a-z
~L@#SHNF()_+-{Y:<>?[]/;0, .=
Maximum Clients 1~32
VLAN ID 1~ 4094
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars

WDS Setup

IP Filter

MAC Filter

Virtual Server

Group Key Update Period
PMK Cache Period
Pre-Shared Key

Radius Server IP

Radius Port

Shared Secret

Session Timeout

>=60 seconds

>0 minute

8 ~ 63 ASCII chars; 64 HEX chars
IP Format; 1-254

1~ 65535

8 ~ 64 characters

>=60 seconds; 0 is disable

AES Key

8 ~ 63 ASCII chars; 64 HEX chars

Peer's MAC Address

12 HEX chars

Description

Source Address
Source Mask
Source Port
Destination Address
Destination Mask

Destination Port
MAC address
Description
Private IP

Private/ Public Port

32 chars
IP Format; 1-254

0~32

1~65535

IP Format; 1-254
0~32

1~ 65535

MAC Format; 12 HEX chars
32 chars

IP Formate; 1-254

1~ 65535
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