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o EimfAMk=: : REEMAAEREIREZAY 1P AL -
o B RWEEBRMAMERHIMBAVEE - RS 514

Log data
o

Access Point

System Log
Server

>  BEEEMRE
UEINBE D] UKIREEE T K, IKIREE BT ZHERUETRBNEMME -
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Daily : }REZHEIERBEENME 24 -
BB : RASBHPABSEEMME 24 -
BAR : RASHHPABSEEMME 24 -

3.2 [SEfabkas

e | BRRERTE > TIHEARS ) EARERR - £RAKEA LN EENGRERBTEERN
S IREMTRERNRER  WEREBEEMEN S N ERERRRE CREERRETRERDE

B Al 2 i 036 5 A 2015/01/01 13:15:25
His _) NTP{EIRR 22 [OE 7}
HEA(FIRIB) 2016 4 10 ~ 18
B RSB 32 90) 14 , 46 . 44 (GMT+8:00)

>  BrREAMIRRE  EEUERLE BRI RSN -
> B oJREERARARE NTP ARREESA LEHEE - SN AFE S NEEIE PC BRME -
o UEREFERUB] B AR -

1. EERFHEMRER  EHAENE - RIBERSEZIFERRE -

@ 2. E2EMANTP ARREY  MAasBE—EEs TRECDHED  BRErSyin
DN = (B8 E LUR RS B S e R 2 IERE - SURESR AP [0 DNS IR B2 B -

3.3 SNMP

ERE TRMERTE L > "SNMP, #EA SNMP FREEHE - IEEEINEERS Ol LIEE R RIEDN AP BY SNMP IOEE -
SEEZ DR ER T KRS BERA L INEE - BEBAU T EA EREL sSNMP EFLUERAY SNmP IERZ
OV EVEIEEN R FHEN o 5 SNMP 238 V2c bR, V3 AR SNMP Trap 55 -
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gy ORA OF I
RO Community

RW Community

SNMP V2c

> RXE) : RUEELREARA SNMP v2e 2 IE -

> RO Community : O] DIFEIEER E— BB A REEINNERASFH -

>  RW Community : O DITEIRE—HZB AU DENNBEANEEAESFEH -

m
z

Ei & O rMA ® RAEA
RO Username
RO Password
RW Username

RW Password

SNMP V3

> RXE : RUEHSURARA SNMP v3 S73E -

RO Username : EIRE ORI IR E— AR A RAEBENWEEASRHEA -

RO Password : EIRE O DITEILRE —HBHAREENNEEAEREA -

RW Username : BI2E 0T IR E—ARKATLIBEBRNNEANSEAESER -
RW Password : EEE T DIEIRE —ARBATLERNNS ANSEASFEH -

Y V V

= SNMP Trap
gE O BA ® FAEA

Community

IP1

P2

IP3

P4

SNMP Trap
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SNMP Trap DHEE O] IR AR E M SHOANZVAIEIZIV - 18 SNMP Trap :HLE E S S Fi=H SNMP BZ1%E 3
# . EEIREED) SNMP BEEE O] DIBIRRIANE B R B R E Mt S RFTARES -

> RRED : O I UL EERIA SNMP Trap IHEE -

>  Community : 7B A —F BERNG SNMP B2 I # B3 At fm 4p Bt S 1T B RS

> IP1~4: B AEREE SNMP BEEERZ TR 4 1P Ul -

3.4 FFERAN

EBABSUREREN, SREFEBEIR ZRAE, JEREZMERAINEE
ETERITINEEER, AINERFSTEBILAIEERIARER - LORE
1~10 AR A

AR RARTE " D> " HEFAR " EARAKRESR, TIRLIME"
fmig " IIMEARRBREER

i R RRIRE

- T e ==
1 Policy 1 On Schedule
2 Policy 2 On Schedule
3 Policy 3 On Schedule
4  Policy 4 On Schedule
5  Policy 5 On Schedule
6  Policy 6 On Schedule
7 Policy 7 On Schedule
8  Policy 8 On Schedule
9 Policy 9 On Schedule
10 Policy 10 On Schedule
i SR
Fia ABC
B ® {REER O fremgmshgses sh
B
> IKBIGER: 2AFRRFIRENRERNT -
> IRBERERZIN B RBIRPTR ENRBIZRAANIT
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im FFERR AT

=
i
o
&
oh

# H — —_

> BIUMRA: EEEEMBRIMANRE AUEARERER TR2ESESER -

i R A

Day of Week a _
%] = %] - ] -
M
A
EesE 00 v 00 -
ES =] 23 v 59 -

RETTHE @ FrE " T " IR SAME " EMEE " - STHRINBEESF -
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4, HAREIMMSEIV(AP Mode)

EREMBREMSEREINE  IWEAEEAREFEMSINEE - HEREINEE - WS ERINES - FE2RE
NeERER

4.1 EBHHEKEEE
= 4EBIIAERTE AP BU(LAN)IP (IS5 THAE - SR R MR T > B EREE" -

FERRE - R ESEERMISINAE - PURAH VIAN InpRIE=: K& DN it FIRE -

4.1.1 EBREGEMSIIR

Cerio’s AR E M S - 18 16 18 VLAN K 32 1@ sSIDs(=E 58 R S & 16 1@ SSIDs)

# HEHEEE R 3 WPt THEES Radio 0 Radio 1 iz
(n [hsivs emi [ aive v | 21682254 2552552550 KN PPN

1 D oo B oo
@ : - EEn x

im AR EE i= DNS

TR 192.168.2.1 DNS1 192.188.2.1

DNS2

im Port Isolate

Portisolate - BUE @® EgER

> #  BUREREERAR -
>  EBRERIRY . ArEANERAKRERSRBEER -
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> TER  BRERAREAN Tag ID Eifl - SERER HRFEMNBEREREZEN
IEERBEEATEEARS -

> P fillt : BERSEE R A PTER ER 1P AT -

> FHRBES  BrSEERAEPIREN FREES -

> Radio0 : /& 24Ghz Bihe - DB RESEEHMAIED 2.46hz 19 SSID BHEUKREGRA(ZER
A, ABRFR) -

> Radiol :735Ghz ZihS - oJE RS EERARE T 5Ghz BV SSID B ZERIB (e ARUE,
A BRREFER) -

> T RAE QRN 017 EA LAN R EEE - FAE Rl 1 5] 58 Bl BN SR AR R
EINRESIER -

> TERRME : REfEas P il

> Portlsolate: ILINEEEAEABEREEIRINGE L, E AP RIAABEREINGER, FIENERRP
M A RIB G, BEERERE LW ASRIENF, WINEERMA®E, BRERE—(EAERE
& (LAN), GRS PREI S e AR EF R 1 2B AR MARERE Z8F - BEREHEER
FEMmZE LAN BEEKEARER ZHAPEARERE, RITIREEF fEa/E -

> DNS : %7E DNS BZATHY 1P {7l -

4.1.2 EREKEMSMAIERE
s @n e Aneanerann I

EEEERESE | EREERE O - R

i e

i EER T

RwEEmEy & SA O E Access Pointo & BUA O pamA
Access Point1 & BiAl O pae
802.1d Spanning Tree Cra OF: ]

OF=iz:] O Eden
1P
ERIPES 2

B ETHOSE R B e

VLAN TAG

> EBREISARTS « O RUAHEIRART R BEASRE TORE - RRRES R RV E BEARES 07 -

> IPERGE : OIRIFE/RAER” EHHAEE” AT VLAN IP, SIBCOE AR A0 1P At/ FABRS IR S -

@ EBRAEES IRTS (VLAN)TNEE - 2B B3 IRE —4H VIAN (EREIREM -
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HRER

> Access Point0(2.4G) : D& ¥ EEHAEES (VLAN MR 2.4G SRR EM &) RUAEIRIE -

> Access Point0(5G) : TJ§t ¥ EHABES(VLAN T RY 56 fRARE &) RUHELEIR -

> 802.1d Spanning Tree : OJR{FIEKEAFA Spanning Tree TOBE -

802.1d Spanning Tree & 78 743 STP - RYFR L THEFE F 7 22 (& & foy 48 i 5F R A@ B 2R 4B I, % of DUk 25
REBERRBER TER

xDSL
‘ Packet flow ( }) ({ L
WAN G 3 > N) wi-Fi ((( @
Router H Switch }L -
LAN - -
,// ™. AP Station
i N\
¥is
" LOOP ®:<  wps Bridge
i X VARES
I AN —
| acketflow o D) Wi (g
Enable Spanning Tree function --.._racket rlow -, a
to Anti-blocking packet loop RJ-45

AP Station
> BHERER RANERALESRENSEREWEEREDEE -
> IAPP : D[3E3E(EF 2.4G B¢ 5G B9 IAPP SEAREBM: - (IAPP (B K173 SSID F—1%, FBRINEZFE
JH WPA2-PSK LY B [/ AES HIIZ EE T3 )
> ERHAIBIRECERE(VLAN tag) : AR ZE 802.1Q #1%0 - CIFARASURIAINAE - tag TR E 14096
SREINEEE - RIAREENAERE—H VIAN tag H O EREAEENH -

RETHEBME "f#EF . REFENERE  WR N " EMRE . % - Sl ERMRE -

# R E(FHITNINEE
AT EEAEEYIR L TR N B AR Rt S 2 A/ \FTEE N HIOIER XE DHCP fElfREs, PR E
EHI K 2.4G M 56 BAEMSEINEE - N FNET :
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4.1.3 DHCP ARz
DHCP AR SE : TR FESLRIR DHCP AR SRARTS -
1

il DHCPAER

gt OB ® B

LA DHCP AR N EER BT BFHE S DHCP @RS =K 1P 5 - EXEEW
oI DURRIEINAE - ZREg EA R A 7K IP ALk -

[m]

o EHERIRIER 2 & DHCP AlfRE: - BER IP UIIREB SR, BRia IP BX

Motlice

58 DHCP

EERRIPIHE

IEERIPAiT it

THEES 255 255.255.0

mREE

FHEDNS IR Rt

WEDNS{EREER i1

WINS {3 R 25 fir it

B

IP# RS 86400
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REYA 1P fidlt : EX7E DHCP FIKESAYREYS IP UL -

R P il : 5% DHCP A SRIKEERY 1P Azl -

FHRBIEE : 87E IP WFHRRES -

FERRMAE : 3 E DHCP IREEITERR FIE AL -

DNs falAREEfiIilt : 5% 7E DHCP JK3&HY DNS falAR &t -

WINS falARZR il : ERBIRIZE I WINS BATEARE: - I TELLERE WINS R IP fizilt
Domain : R EARITETE -

Ip FHAAMFME : 2 DHCP ElARESIKEE 1P 18 - OIRESAREARMEAZMO 1P 1t - BRER
86400 7 -

® DHCP AAFJIE : & DHCP ARSI EEHE/ 1P L8R ISR £ -

E= DHCPH

# 1P ik MACHTiit Expired miz

IP fizdlt: BRREIREHEAREB LR P A1t

MAC fidlt: ZR/REgHRI MAC fizilt

Expired: ZA7~ IP H ARV EIHA RS

1T BEEBUIREMACSIBEE 1P iAIEDE

D S N NN

o [EEIPERTE

Static Lease IP Setup
(4.3

IPfizdit

MACi it m

# LEd, IP{i it MACiI it M

v/ Static Lease IP Setup : &5 R ERBEHEZENS DHCP B3 PFEEIREERY IP it - of
I FEREERRE MAC MUK B E ZEAVSAYIREZE 1P fiHtB0T] -
v/ Static Lease IP List : =% ESCAY Static Lease IP Setup & + BEFIALLRER -
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4.1.4 SEEIZEH
PRI VLAN B9 e 2 B PR A//IVESE, AEIEEEIEO/PRH] IP/MASK, IP Range,

£ A

Port(Service), SIP, RTP/RTSP, WEB &£ IS8 & R -

EEAS OISR ER AR EE 2 INAE

i SRR

my OBUE ® BHEA

Airtime Fairness O BUE [OF " I-;]

® Airtime Fairness: BE:&E TX/RX M2 E, AERZE L NETEZERA(ULIIEEERTE AP+Client
& 15, WDS 181 1)

= Totzl Bandwidth Control

#st O © paeA
i 10240 Kbps
Tk 10240 Kbps
£= QoS RuleList
u ) Rule Mode Value1 Value2 Upload(Kbps) Download(Kbps) =
1 O ANY 1024 1024
2 O ANY 1024 1024
3 O ANY 1024 1024
4 O ANY 1024 1024
5 O ANY 1024 1024

Total Bandwidth Control: &£ A E0]PEHI L VLAN AY4E H{EEA N HAIIEE 3REK
QoS Rule List: &2 A E 0] APEFI IP/MASK , IP Range, Port(Service), SIP, RTP/RTSP, WEB 17

== 1=

%, =18 VLAN HOJE&%E 10 2 Qos 7 HI

RETHRSHT REERAREMME T ILER
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4.1.5 Radio 0(2.4G) / 1(5G)EZEINEG
R

E=ENEH
muane ©OBA O gaeA
SSIDEIS 2.4G_or_5G
wEssiD @A O saed
memskny COBA o
dpn O BUE © Bgeq
PR
s Open System .

mAEME O ESEN ERARK A ERAREESFR -
SSID &8 : BURULE R AAKAER SSID Z7F -
oJ{R ssID : TR AFRL - BhEE T RAR L BULERARIEAS S B SSID BRINAE -
fREtEARERAE : ME "RA. B HHEREGRERZHEREREZ 2 BNES  Lf288K -
ERRE : ¥ —1E SSID FAEZFNBEEREHE  FAZIERR 64 AEAEFNE—E
SSID -

YV V V V V

>  INZEEE . SIBETIREE WPA-PSK/WPA2-PSK Personal &1 WPA/WAP2-Enterprise & 802.1x & 3 #&
NEER -

Open System F|

WPAMPAZ Personal
WPAMPAZ Enterprise

a02. 1x

®  OpenSystem: RNUIFRGEMSMUNBEF - ERGALPERZLLEMSR - KEAR
ANERH(FREZER) -

WPA-PSK/WPA2-PSK Personal
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EETIERTE
WPA3E BE) (WRASEWRAD) y
INERHE S v
T E AT eI B00 il
A
wps OB ® pagd

WPS Push Button

e WPA EX; O[BIE L4 B FHETEE A WPA 5 WPA2 IR, - & o] 88 —E & E FH WPA
BB —{FFH WPA2 & 3 TEIEIE -
o NZTEEE: FFHETIEE AES I TKIP MTENIZEE A - DB 1E AES - UL NZEE X -

SR EEREE BB AL -
o IELHBMTHEM ERITRETIELRBASTEBENHG  LRERER 600
-

iR SEER T EEEG AR sSID BHREE -
WPS Push Button : RIFE&#5 0] 2628 Push button ° {R# WiFi Client 325748 WPS IhEESR - o]
FRITIEEEEEN EREE  MBEEEH ARENZERIC B e EEEE -

WPA/WAP2-Enterprise

£= Radinsfe {E 3 27E
WPAR =, B (WeasiWRaAZ) -
mEEEE S -
FFE L IRTFAH B A Eoo g
Radiusfi [R5
Radiusig 1812 .
Radius 42

o WpPA T : OIEIZELFABEFIETES(EA WPA 3 WPA2 INZET - SNEIE—EEER
WPA S EE—fEF WPA2 55 3 1&3EHE -

o NETEHL : FAEZTERE AES 3 TKIP MIENEBER A - LKA E AES @ HEZ TKIP

MEEEE - B E 802.11n WEZERE - EFHEFEF AES

o IESBIUETWSE . FHZURCTIZSBBFASHHEBENRE - DMIERESR
00 7 -

5’:‘5 iﬂﬂ*
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Radius {alfRE3 : 52 %= % Radius @RS IP L -
Radius 18 : = E:8F=1% Radius @lARE3 FTAERY Port 5% © 78
1812 °

® Radius Secret : #i A RADIUS B fRz3RIE AFE -

237 a7%
FoRgE

802.1x
= Radinsl iR 25 5°E

® 6AfYTE O 128871

ERRE
Radius{rl fR £E

Radiuslg

Radius F2

o TMRE : MOJLUEEEF 64bits 3 128bits TIBRE

Radius falAR=3 :
Radius 18 : =2
1812 °

R E =% Radius EARES 1P UL -

® Radius Secret : #i A RADIUS [@ARZZAIE ARG -

ZIRINBER B —

F4

RETHRER N TRF . BREERE IR

4.1.6 MAC B8

E "MAC BIBRRTE J BOILIEA TACL FEER , REEH

cElio

Amplify your Wireless Nety

229 RADIUS falBR =S port SR 4

bt

A EE B ENUTAESE

7€ izl Radius {81 AR23FTFHAY Port 5% - FEE& A RADIUS fElARES port 5745

RUEMRE - HERMKRE °
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EFHZ IR E ACL NPUERI AP IniEAS - RhERARRRE - RAEEHE AP 52 7E - RHEEFTZERRIE ESSID BY

ACLREEAERMH - EANMF3

3= MAC #4

A -
SEEMACEE
QRHMACEE

> R ERECE M EEIRE - REMM - RMEE MACEESRnHF MACEESE - &

FAAINMT
o [EIR : BARGFEUEHIEREINGE FIEEGERESECDIEGEEGETS -

Bt

o H[HIE MACIEE : RIRUILINAEE - FRAAFIE MAC IR ER SR RIZER A kR
It MAC WBEZ BGRBEANFERZMNFERE LS -
o HAF MACEE : RIRULINAEE - BRAAFIE MAC IR ERSIRPRIZESR A kR
IRBLINW MAC BEZ RRRE N ERZIREEFELS -
> #iiE mAc it : MAZERNFERERED MAC AT -

= HriEMACr

MAC {i 1k aabcddee1123)| : m

>  MAC iIit5IR : WEEREN MAC ILRSIHERER -
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B MAC{irtiH5%

# MACAIit i # MAC{IHE L Ep

1 aa:bc:dd:ef:11:23 m 2 aa:bc:dd:ed:11:24

RETHRER T "7 BEFRE UREZHAVERB—RUEMME - BRERMKRE

Hm

4.1.7[2.4/5G]HY 802.11r 1R K;E 1

M

Mg .
() {{{‘}}} (A (AN
Cerios AP Cerigs AP Cerigs AP Cerig’s AP
=z ~ ~ =
z z
e ‘@
g _HF "'

IEEE 802.11r BUIXIMT - FFZ S 218 & i3 AR h 2RO FRAR B sth 2 P
ERMSREEE 2 - FEACERREERFEMSZE  AREHER
ENFEEENSER - tENBEATE -

55 802.111/802.11k Hrigigy
ey ©OBA O E3EA
Mobility Domain alb2
RO Key Lifetime 10000
ReassocHfifR 1000

RO/NAS Identifier ap.example com
R1 Identifier 000102030405

RiPush ONE © e

> RERE . RIENRARTI21EINEE -
>  Mobility Domain : 5255 —HHZHI - FiARY AP EE—ERMAREXZ—(E1HERY SSID - HAY

oJfE—1@& STA Z B o] PUE Rk BSS it -
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(O 502055 416 0% -

Motice
RO Key Lifetime : %% PMK-RO FIfE FHESAp - FEER 4 10000 @ OJE&E 1765535 AHY{E -
Reassoc deadline : SEFTEFVE LLIFMAE - T84 1000 - OJ5&E 1000~65535 AHIE -
RO/NAS Identifier : &£ F5 802.11r [+ 7E nas_identifier L Z2WMBREM  BIERE 1~48 iI7TTFE »
R1 Identifier : PMK-R1 H key 238 - 38 7E 12 @70 - Dl 16 EM AT -
R1Push : B #)iE 5z R1 Key Holders
RO Key holders : @i AZ#EPKRS —InREEMSH RO BB EH -

YV V V VYV V

MAC{iI it

NAS Identifier

128-bit Key 128-bit key as hex string m

MAC il : 8A S —InEKEMSNERKE KRR -
NAS Identifler : A AP B NAS Identifler 157§ -
128-bit Key : B A—#HIL A 128-bit Key 5 -
AR ERIALLT ROKey FREA - N E

YV V V

£2 RO Key Holder List

# MAC{II 4 NAS Ildentifier 128-bit Key Wi

1 8c:4d:ea:00:11:22 cerio.com.tw 8c4dea00112233445566... m

R1 Key holders : # A#—mose WEGEM S R1 B -

MACHit /916 MAC

R1 Identifier R1 Identifier

128-bit Key 128-bit key as hex stiing m

> MACfilll : AS—InEGEMSHESFE R -
» R1ldentifler : #i A AP BV R1 Identifler 4818258 -
> 128-bit Key : & A —ZHI AR 128-bit Key 5 -
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AR EBIIALIT ROKey RER - HIHE -

= R1 Key Holder List
# MACHi it NAS Identifier 128-bit Key M7

00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900... m

4.2 WHEREINEE

ICIIBEEEEZRMBAMMES NERE - EAHIRFRE /RADIUS [IRERIRFRE / OAuth 2.0 FIX
MR ERRE Nah R oae © SAARREMINE - TeEETERERERBHEEER -

ABRNIE" R E"D " HERREINAE "

# R R HRZEThEE #;MiT

o @
1
:
:
:
:
:
!

1. { mwmene | 1R TEEERTER S INRERR TS K ARRA AR RE AR I5 S -
2. | mmmmwe | THIINAEEE - DIRUEIRMHA R - AR - OAuth2.0 FREE -

WMEETAEEZEHE - EAEHZEZ - Walled Garden ~ 2B IR EINEENR
ERFENAFRIERES -

> 4 EREREETRETAR - (I 0 TR VIANO 2 EHEE)

> ESHEBIRE  BreEnERER NS ERANE -

> PERBVE  BErSANESRENERN2SERANER -

> BT R foiRSE  EA LAN MR EEE - BB T AR I 28
RIB RTINS -
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X BURERARREER DA TN BE
4.2.1 RIENHERRRETINAE
FEERTERAREINEERE ARE AT - BN ERREHHISHEEINEE
A e RIPEARTEER -
gagame OB SLL
>  HEEUREINAE | DIEERIA SRR 50 RE AR TS -
EMEBMA U TN EEIRERB
WEETEE SEA O pies Radivs & OF:: 1}
HRGE Radius User
FBEZA O User(s)
B2 A FaEY 10 Minutes
URLEfR] http:/fwww.google.com
B A URL{iryk domaind login
ez Oeam ® gaea
Session Log Oam ® gaen
purmERse  Ogm O] 1.
it i Local User
X EREroas MEE
it r 1R S
SEIA ]| Uszer(zs)
= A FEEF 10 Minutes
URLEF ] http:/fwww.google.com
= A URL{irhE domaind.login
R O O -1
Session Log C g ®) gaea
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> ZEBEA BOERMALIEE - RIE—ERRKEASARREA  BREAAHMITHEEREEZE
I8E - 0 RBAPRAH -

> BARBE: EEREFAR  BETHORBTS  BHOURET  BEENBRAKEEES

REEW -

URL E[D : FRERBEEAR - 2FEEBEOR LR ERIGAE -

EA URL il : REEABENAENIL -

mone Han: OJEIZERIASNER - RIACRRERAEBE AT REMNGFME SysLog EAIREE L -

Session Log: O/ 12 RIS RARA - BRI ol io it & BV 48 Session EFTF I 2 SysLog falfigzs L -
@ MABNAZZARTEDRAEIE TRE AR R T EETEIRIEPH SysLog
ol (S Al 23 A P 73 K IRSE - 75 OJEE session Y log SR TE server B1F ©

X BREAXRKRP

YV V V V

RUASIESSE ® EA O B

> ARHEIRIR ; CIEIE RIS EARA” AR IR R R
@ ERAARKIETR®E  BIELE " AEIEE " e EEERBURGHERE - 58%E
Nofice JECERUEER o=t ZN i1 ISl
3 RADIUS FR7E
HERE 5 T S7 122 0% RADIUS Al R =3 730:8 - BB IRIET 24L& B A RADIUS B AR=R ML EREIRE -
LETHBERRRE R o LU A B e85 B IR B e BRRY RADIUS fElfR=3 - FRIRARI RADIUS fElAR 2 RAIIR
ERMMAEEAREER -

B Radins32 7
Radius © BA O ram
TE @R AYIP LTI 192.168.2.1
RERRIFR IP {14k Options
mmie 1812 .
SRS O 1813 .
gmmn OPAP © CHAP
ZE Must
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RADIUSE AR

—t Authentication Page

‘i IETC——
o () = (g

 Router -——— . =mme
ERSEEs2
EREEREmE
Radius : OJ=&E” BRI sk BARA” LL 7058 AR 7% -
FER@MREEAY 1P it : 2E &R RADIUS EIARESHY IP izl -
REMFERES 1P il : FREHE B RADIUS EARES 1P ik - (IKIRIRIBFESKERTE)
PEEIR . BRTE RADIUS fEIARERE FIRVBRIIR SR -
T EMRTS - 5= RADIUS B AR BERB (AT RESSE) 205 - DI E IR EER
RADIUS fEIiRZz T B AR IR -
FoRe ABY . OJEEIE PAP TY CHAP BURDRE1RE! -

> BR BAEEER RADIUS BARESRORR

YV V V VYV V

A\

4.2.2 BBINBEERTE
szoree WOV ERUTSMN i THs5EEE Ol EIREAVNSE A - AHIESE - OAuth2.0 5B - 4
EEAEEEEE BAEEZZ - Walled Garden ~ 28 L BB AR R EREHHED

> BE: RASFERIRS - LR R EMABRERN LS %8 AIRE e =R AR
BER  EEEBRCULRFHERES O ERER  RilEEEREAEAREERSES -
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R #% OR3¢:: O FAeE
AR @R O Multiple Time
Count Limit 10
BEARE 19 Minutes
Qos OB OF 1>
= | 512 Kbps
By 512 Kbps

AR¥S - ol” R Eh” =k BARA" Iz = TREARFS -

EAEE . OEEEEFERARRENEREEL
v —RH SR RMEMEELAEEER 10 7iE - RiERT ARBNREREEmMEEE
- —HE3% 10 HiEELE

v' Multiple Time :

SZRMBAN U ERERERAEE 10 7

ERVISRE - EEEE 10 iE

AL - BFEBEFELABTE B T REABHLERIFEFBEETS -
Count Limit : 52 E RN ESRIEBLHZAL -
BARKB . REEEFERRE -

QoS : CIRUMELEERE E MM L N EREEH -

>  AHIRE : oJEAE EZEURABERENEARE % 20 EEHR
ERERE test
ZRRE ceee
—
# =ZiE T
1 test
o ([FRERE: . ALRBEREEME -
o T MAEREMNIREZR -
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# ZAEEABYIER . BERPIEZUNFAERSIRE -
> OAuth2.0: FAME =B EARES - o/FEB U facebook I google EMERECIEARERES
ABEFIER - WA TEER 0] facebook 3 google FUFARE R IE °

£Z OAuth 2.0 Provider List
# Erin Provider W7
2 Facebook m

# Google : EIEETEITE Google AY OAth2.0 IRFFEEBFHIRF - ISEBBERIRS ID KRBREA
REEuP -

5= OAuth 2.0 35E

MBI ID

RABIRER

PUNEINEERBTEIL NS MBS - EFRERE T 24 Google FUER B mora & a1 &2 H U HEIE ANE ItE
W1 - BE1FEH Google B9 Oath2.0 BIEBREE -

£2 Walled URL

Walled URL

£= Walled URL ¥I[&
# Walled URL Action
1 accounts.google.com Bk

2 accounts.google.com.tw
3 ssl.gstatic.com

4 Ih6.googleusercontent.com B
5 www.gstatic.com B

6 www.googleapis.com Bk

# Google fiY OAth2.0 fR7ZE E R E:7AA
1. FAEAZE google B API EIENNEEEII—E oAuth FHEI% ID
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APl EH = mEE
] EE OAuth AESE HAHRE
e

APl
&

EEABEAETE AP - R REEERD AP RigEEIEE
AP| FREREFEE - FURRS AP - EURERRE APl iR - ARTSIREFEE
OAuth 2.0 FFIR 1D - SFIHHESE AP B -

OAuth A PR 1D
EREAESRAEEAEREATERESE -
Bk Google BEZE API-

2. EEPEBEARER

FEFREE TAREY
R ERET
Android BEEEIEIH
Chrome FERIZZ, AL E
i0S BRAFEE 1K
PlayStation 4
it

3. ER7E JavaScript &R K& REDIRECT URI iZHEE &G URI BT - 1T

B JavaScript FEE
EEAFREREZEDAEER UR » o] AN RERBEEF « B f8a @A (hitp/* example.com) SEERGE
(http:/fexample.com/subdir) « #0240 FRGEIEEEATRTIR » OB E EEUIR E EERE URI 4 -

http://demainl.login.com

EFREATEINE D URI

B3R UR FErERE IR SR RATE  » AEIER Gooole TR IE « HIFE RS ER EERAES DS
TEREEE o ERSEE B ATF VAR HEE « BHEch BEE B TABAURTE » TR EHIMIER e EHEE » MA-FaERLRE 1P
firdk =

http://domain0.login.com/leginfindex.cgi?cgi=CALLBAC K|
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O]

Notice

4,

S ENBTETE Google Developers B “Redirect URI” #1 “JavaScript ORGINS”F{iI HE W78
Bl Z 4580 Login URL PTER EHY“JavaScript ORGINS” E— 15 A BEIE B EEBRIRE R ER

e JBERY" R E o aa IBE R 52 E

BlHN: £ Google WIRFREREEHE - M Mt
JavaScript ORGINS: http://domain0.login.com

REDIRECT URI : http://domain0.login.com/login/index.cgi?cgi=CALLBACK

MEZ# LM Login URL 7B E3 Google BY JavaScript ORGINS —71x
= AT

SEHBA
BAHEE

URLE 15 hitp:/fwww.google.com

B AURLfrk domain0_login.com

Sessionlog @ BUH

R IIEEEE— 4 D TR

OAuth EEIE
iEEERA Fim 1D

sgleusercontent.com  I[J

ERIHFRERINT

5.

T

L |

il

5 1D ERE R AR A 224880 google #REEAIAY OAuth2.0 FRE | » HEFRKRSTA

im OAuth 2 0327

Mohce

Bps.googlevsercontent.com

Fi Pl 1D

HErGES .

LR - WWRE=FSEIEE - RERAGUB=F2ERE
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# Facebook 4 OAth2.0 RFEEE % E R AP
1. 55 ZE facebook BY developers EHZ © 22 " HIEMBHARER " BFE—HIIRE

facebaok for developers Em 2 TEREE EHHEE 2R LHERES L‘L
IR
IRERIAE (EAEHE TS Facebook E55; -
=5
meAenE
ETE
B

2. REMEARAEZEXEN - B www L

Add a New App

i0s Faoebook Canvas

3. BUMBRERNNEE ZEUKRET —SETRE  IEERBEN

Create a New App ID

Create OAth-TEST App?

BEETE
il
| v
— 58 » 5h{EH{RFES Facebook BIHE LR L

4, ZEOUEEARRENREMI - FIE—= URL
http://domain0.login.com/login/index.cgi?cgi=CALLBACK
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HAEH SR
TERTE RS TERTE=EE

oo e CTTITITIY) Him
EimaTE GRS

OAth-TEST
FEFTE R e E T Ek:

dc@cerio.com.tw

5. TE% % _EBY Login URL 7B B Facebook BYAEIE—4%(BITHIAY domain)

http://domain0.login.com/

im R ThAE
HEEEA O s User(s)
B AGERF 10 Minutes
URLE [ hitp:/fwww.google.com

2 A URLfirt domain0_login.com

SessionLog & BUA O pard
6. SEERPFERIRS ID RBIRWAR SR facebook AT -
im OAuth 2.0
Provider Facebook

T O g

im OAuth 2.0 $7E

FF D

Fi Pl

RRIESTAE - BRI " T " RIIRRCISARE " EWMRIE " - SCRINEEESE
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EHPERZ IR Facebook K Google TEREFFBE AR E(ERSE - FAMAILISE =77

EEE PG ID ME

BBAE) =705 8 BR=3 (U0 Facebook B Google)ER R fEFu 12 1
BlnZig -

Nolice

monRa L&

IEEMBEEFEZ0 ISR E HREARRREEREEN -
AR RRARRE DR LERE R ERE RN ERE -

imEENE HERE

VLANE HEERTE EREWR FHA s FHEET g BT
0 [ on | 2 1384 1079 1.77MB 68.18KB
1 [ o | ] 0 o 08 1]
2 [ o | ] 0 o 08 1]
3 [ o | 0 0 o 08 1]
& Authentication Zone 0 Online Users
s | ZEBR Username 1P MACEE I AR FiEdia s FEME S T
1 Looal danny 102.168.2.20 L 2016/01/01 00:30:28 285 362 95.08KB 50.02KB
2 Looal test 192.168.2.22 I 2016/01/01 00:39:46 22807 21410 31.17MB 1.26MB

# "9] "7‘( =%
Y=L A

ICEMBEmAERPI A& ERENE AR AE
NFrERZ D ENERE -
AR B R RARRE D R R E MR

N/E LR ESN - WAET R EAEEERRREE

Brore LINRIERZE -

i EE A

# B AR e fEFl& IPREE MACHTHE Ti#kda gsE TFi#khin g

1 2016/01/01 00:12:36 LOGIN -, o000 182.168.2.28 ] 0 0 08 08
2 2016/01/01 00:14:26 LOBOUT EENNG2h00.00.)... 102.168.2.28 .7 6 58 18.62KB 20.56KB
3 2016/01/01 00:14:66 LOGIN test 192.168.2.24 S 0 0 08 08
4 2016/01/01 00:17:01 LoaouT test 192.168.2.24 I 1966 1687 1.95MB 167.13KB
5  2016/01/01 00:20:38 LOGIN danny 102.168.2.21 I 0 0 08 0B

4.2.3 POP/IMAP Server 1RBE 0%

AE e 7 VX B =R POP3 IRFEIRE -

FIRA/ POP3 AR ANIRFERHMBERE
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UEThEERRRE R A I Ui 8
mona (2
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more IR S 151 POP3 falfkas -
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I8 POP3 Server 5= POP3 Server

g ORA O BAEa EMAIL

=

$E POP3 Settings
famER
Host

ot =8

Connect Type Mone s

o fR¥E : o]”ENE)”=L”EARH"POP Server IR ERRFEINBEARFS -

o HIREBE : MAMBZEE WA -

e  Host: POP fElARESAYARLLEY 1P 3Lt -

o 5% : POP EIAREEPTEFRIRIARFSIRSRES -

®  Connect Type : %1Z POP fAlARZRAVIEAE FRAY STARTTLS 5K SSL/TTL 3§ None °

o poP3 fAfRZRAIG : RETHRERETE - A —HEFEHIRTE RBIEAR pop MRS
RERAIERE -

4.2.4 EE{EEEH
BT B RERINASEAEE - U BTHEEATIESEE L - o LUEB HTML F] ¢SS
EFETERERERENEAEH -

EEHENE =HE
Template S EUH O gaed
O ®
EEAE e Please sign In
ERTEEEER User Name
#H HBRE - Password
[ClRemember me

Body Baokground FECEELE

AEYRE FFFFFFF

@
3
B

THEAGA FRBB

o 200 e
AD Font Color #FFFFFF

>  Template : €32 A B 03 1F Template(#E ) RUAHEIEIR - BB ERAMRRREETESE
7] - HEEZERRARITIEB html FBAMARE -
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o EEERH ABABRERSEAZAIARNEI - EFRFSARZHE HTML FHX, IJE
BREAETEREZEARH -

Please sign in

User Name

Password

[[Remember me

EEZZBREEAEBUEARANE R NFREARS -

=arEmEs
g WRE v
Body Baokground SEFFEEE
Arasme #FFFFFF
SEEMEG #3333
PEER 350 PX
AD Baokground HTATET

AD Font Color #FFFFFF

o EIEEEEM - AWML HTML R ERBUIRHEIEE KiRE -

SEHTMLFIGEEH
<htmil>
<heat:-
<titlexHotspot</iitles
[ <script sre="/javascripts/login js” charset="uti-5" type="text/favascript"=</sript>
<fhead:
<hody>
| <iliv dass:"culﬂainar":-}:fdiu’:-
</body
<fhiml>

FRRNIRIB A SEER D B MR - BB RITIEB hitml F5)ASL css B ETHER
B8 - AREE htm! [RIGISEZ O8I A 4096 7T - #0 H &R A
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odink rede"siylesheet” fypee"tertices" hrefe" itp fwww serio.com e login_page_demolcss. cos® S
«=oript sro="iprascripisfloginjs" charsete"uH-0" type="textprascript™ = =crgb-
et hitp-sguive"Contert-Type" content="texthiml; charset=utf-8" f=
«titfec Wk Awthenfication=cfitles
wiheade
sy
«Eniers
«iable widthe"480" border="0" cellpadding="0" celispacing="{"=
wciroe
«id colspan="E5" height="76"=img src="ttp:/ www.serio com twilogin_pege_demoflogin_pagel png™
Frmufid
=fire
wire
il colspan="6" width="480" height="1580" class="kbackg"=
i W Awthendication Login Page for CenDS 5.0 «fidive
R e
«ify id="wimdrws1"
iy class="vwin_foni"=5igm in-cidive-
«div class="container" = idive
wcf i o G m o b i
=it colspan="6" =<input fype=subm i ondick="abc shle fSsply=abc style display=="mon=" """ 'mone""
walue=" Walled Garden"'=
«div id=abc style="displymone" moe_style="display-none"=
=2 hiredi="hiip:{fwrarw. googhs com tw" chm=a"c2x_in_class"-Googhea
=2 hared="hiip ./ werw.yahoo. comiw™ dass="cs=s_bin_clazs"=Yahoo=2la»
=2 href="hiip {werw.ceno com tw" class="c=s_bin_da=ss™=CERID /20
ol
wcfied et e nc ol
«ihodys
=Spenber.
«cihimlze

il e |

HERRARIEST AR - R R IR RE i E TR B RERNAR

Amplity your Wireless Network

Captive Portal Authentication Login Page for CenOS 5.0

li Authentication Login —

UseriMame

Password

Sign in

Google Yahoo CERIO
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KAREE html 2B —ENRERS - ARNHEE LBEEZRAAN - FIER
Css A EIfE - MRS LEEMILEMRS - BRBELHAXELEE
£ 2 #5HY Walled Garden INBEXRIBINE EE#EEL €SS EHRAIEMRES 1P Azt

*H Z
A

[ = I3 BN

LI F ZEREFRAERNEARER - BT NMAGRELEABERREMBERNZE R - KR
ﬁéETK[__Iun/% TR A Y

# HRE (S iz

1 * English P

-

> BIIMIEEZ BB OB ARNE S BN - 41 NERAR

iz English
JEE S OF (] O BEA

=EtEs Please sign in
HuhizE Cen0S4.0EE
ﬂ)\ﬁﬁ CERIOE A EBE

FHERSE EREEE

=g EE

pEfE | SEREHORE

A WREAL

_ Cuest

tha HEEA

¥

CERIOG A HH

B
Dzi;ﬂﬁmﬁ & yE=merzRET
WREA
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ii. Walled Garden
IEINEE R R EFRME AN, - EFEAEERE AP BRHUEEENSE  EEHMEER

C:'\'IO
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2 e AINRE

(R FRRRRETHEE) - RIEGERNERZEERBEAREBER - PIARIERZER T LIERLL walled

Garden IJBEFTER EAVARLG -

Walled Garden

BTEIR CERIO

1P 41k /48 1 WWW.Cerio.com. tw

SSEM URL http://www.cerio.com.tw

> HRERE  KEEWEEILEE -

> 1P ALE/4BYS - SRTEARINEY 1P AIHESK AR UL A AR L -
> Full URL : S8 EASILEAY URL A4LE -

BRTIEE - SR ENRILSIARER -

# =10 1P {1 hit/ 80 i Mi7

CERIO www.cerio.com.tw m

REARZUEE 10 BRIERE -

B

2R E ST R AR BB IR - IRRRCS " ERRIE " R AIEERER

ii. 4FHERE
IR ZENAETESSRRAERBINAE - FANSESEREBEE AP NESEIS
BREERESUERER MELBESBNAE P/MAC ISHRENLECBEE
FR A F_E 48R -

EmEiE BOSS iPhone

P74 192.168.2.1

MAC {1 00:11:22:33:44:50 m

> YRR BARBHIEIRYEERE -
> P fidlk : B AGREFTERA 1P it -
>  MAC firllt : @ ARFEFTERANAE <RI (MAC)AIL -

BEWA

ENIEAs
nsg ‘A /'T'j_
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BB - FARENHEIETIARERA -

# £ Ptk MAC i ny

BOSS iPhone 192.168.2.1 00:11:22:33:44:50 m
RENRZOEE 10 ERIEEE -

ST EME LRI TR E - R B SENRMEAREINEEEEE -
iv. R EAE

UETNBEE ZBER AR E B VLAN#RR IR EEM him HEEARNB ERGHEEREH L EPC
ERtEETE PC BEIFEERM4 -

FagEn
rmmere o~

THERLLER

rmsntAE | == | |3

4.3 RADIUS falfR 28

KE=HEANEEEER RADIUS BRES - BA 7 E2EIEEKRIBELIRTA—E RADIUS ARES - EigE%
HZREHRAEEHAAKBTTA - EEEREZRAINEERIF TR —E1EXE00 RADIUS EARES °

iB¥E ® R A o) |
Radiusi§ 1812
Radius Fi&

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

>  BR#% . olEIZERIFES/=F RADIUS EIARES -
> Radius 18 : TE1R¥E0Y Radius AR TEEREP 2 FEAMZE 1812 18 - ERISHKEREEEEAERBIL -
> Radius 28 : I ALLGRBPVEATE -

4.4 RADIUS RBERTE
£ B F RADIUS fEREE7% - B RADIUS MR IE SOl TE IS 8I2 T - IEERS RS s0 SRBAS -

EREER
- [ wa |
EHERAERE m
wpclA | _— m
8 B #

ERERE  BIAPREARE -

B . BAIRIEREE -

EBELEREESR . ERUSSRFE - JARBILERIRPENEL - REFE2%EMK -
e PCEEA : BIRFELRESR - TTEBILTNEEEMEA -

Radius 53 : 5IHPAERURIRSRE -

YV V V VYV V

4.5 HRARERTE

FTERT 2.4G6/56 BEESHEFEET - 188 - BFEMRRKRTERK WDS EERES S -
M Radio 0 B4 2.4G 58, Radio 1 &4 5G 48

il BEFEE -
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4.5.1 Radio 0 (2.4G):%TE

¥ —ARERTE

MAC{i it 8c:dd:ea04:14:77

BERE Taiwan ”

WEUEMEHT 802.11b/g/n i
gagEe ©OBA O ries

5 5 (2432 Mhz) o

mEETLIERTE $48 9 T

Slot Time 9

ACK Timeout 64

>  MAC it : %87~ 2.4G #4 MAC BIALLLE -
> BEEHRTE: FREURENEZRBLZERR 2 &I - X "us, TEU, -~ "Taiwan°

>  HEARE{EER : 38 802.11b, 802.11 b/g, 802.11b/g/n, 802.11n UFEE T, - FAE TR KE
=z

> BEEE:RBERAARBEHESERTNBEETESR FHRREEERBAECRIESTKF
% -

> 3RE 2RBIAREARMBRARRREFREINAEARRAEEE  JEESIEHIREIEE - &
B LEE MERE -

> EREWINERERE :
ERZUKAERERRKERE SR 17~ "SR BRINER  EARZR - KEAERERE
TR BTHREZERENRESELINER - R ER 9

> SlotTime: fDJFELLEIA slottime BUE - EIEBHIEN - 53 EVEXKER O A REIE
EBEE . ERA N PERRVIRER, R OLIMARBRROEEIERE, 2 ZBEFTE L Slot Time &
ACK Timeout RUIEIE2E1(H, BARBMEMA(AR)FE
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>  ACKTimeout : 2515 “ACKnowledgment frame’ B KEMAFIZI - ACK EEMEEH - 8
=HJ ACK Timeout EJR/V €] lost - BEHMEZHRE
@ 82 7E Slot Timec 1 ACK Timeout BENIIREEIEEEELR - BN EBEEARE(ERTE
T AR EEEERREE  BERNSUEEREARNOEE -

HT Physical Mode

£2 HT Physical Mode

TX/RX Stream 2T2R "
SR 20/40 9y

wesie O @E OJoRs
MCS Auto g

shortcl @HEMA O Faea

Haps OHA O mes

Aggregation Frames 32
HEBESAN 50000

>  TX/RX Stream : L MTEERIES 2 BEK 2 W -
>  SEEER : £ 2.4Ghz & 20Mhz Y 20/40Mhz - fEAEMMSEEGAE ZBEHNER
RE -

@ LEFRER A Wave2 &8/, % 20/40 #2320, &K Data rate %3 400Mbps

> E{RSEE : ItIIRERTEAAEE T IEIE 20/40 T B HIR B D EEm T - FEED
&, BI3EEO)ERE 1~7, BEE D N HISEE 031 5~11 (TW 802.11n)

> MCS : MCS #Rs%2 802.11n £ WLAN BRI R LR KAV —TERR © T MCS mZ2ERFT
LFNRENFERE - £ MCS BRAREREMARLIE -

>  ShortGi: fEfREER - BREREEHERSEZHERSREEEWRENEE - W
REBHIBZRIXBR - SN —REIBRZATE - 1M Guard Interval FiE ffE AR T
RETEN—IEINEE - HMFERES "R

> HERE BZENEEmA—  —RBEZELE - TZEZRDASHEIEH - 25
HEBE, LHERER "HA. - @8FFLZ2E[EHATE -

>  Aggregation Frames : I BB ERFHEKR/) -

>  Aggregation Size : ST BIEEN K/ -
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4.5.2 Radiol(5G) &7

= —aE
MAC it 8c:4d:ea:04:f4:78
B E Taiwan v
BREMFE 802.11ac v
masEE O RA O BiEs
$EiE 100 (5500 Mhz) o
mREmINER SR o«
ERAxgm  © N O hep
Slot Time 9
ACK Timeout 30

MAC firill : F87R 5G #4R MAC FIAILL -

BIHERTE : THEURERSZRBLEBR ZEBE - %1% "Us, "EUL - "Taiwan °
mAEMEET . TZoDUEE 802.11a/802.11an / 802.11n(5G)/ KM Ex HHY 802.11ac 5 -

BENEE - MARKAFRKESESRENABETER  BEFAREEEKBECEERKF

BpEAEE -

> A SRBRIEAREAEBEXR N EAEBREEFEN B ARNIREERE -

Y V V V

RIB NCC BRI ERL - 2 2R F5U 3 B 5GHz S8R -

1. 5280 ~5350MHz ( CH56 5280MHz * CH60 5300MHz * CH64 5320MHz )

2. 5470 ~ 5725MHz( CH100 5500MHz * CH104 5520MHz * CH108 5540MHz * CH112 5560MHz
CH116 5580MHz * CH120 5600MHz * CH124 5620MHz ~ CH128 5640MHz ~ CH132 5660MHz °
CH136 5680MHz ~ CH140 5700MHz )
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3. 5725 ~5825MHz( CH149 5745MHz * CH153 5765MHz ~ CH157 5785MHz * CH161 5805MHz *
CH165 5825MHz )

Hrh 5470 ~5725MHz SRR EE R MK R A SHEEEREER £EHESLRE
RZWBED  HERBEAEBELEER - ISR EE DFS M TPC ( EIRP EAN 500mW
7 ) et - ERERAZIEREXRAEREE AL - DFS S8 ENEE50 kR
BREBHEZR ; 5250 ~5350MHz RMERER -( 22HEREB T £ Nee 8= TRINRG
SRR AREE 1)
> EEERINRRE EAEUKRAEREERRE SR ~"SRBRINE ERESHR -
KBARRIRIEF KO BTHAZERESIRSHEINE BB SR -
>  SlotTime: ROJTELLEIA slot time BUE - SEEEHEN - SEHOEXREF O FAREREIE -
PERE . SR N PEREIRER - SO DI ARGERERUIS IR - 2T BENFTE X Slot Time 4
ACK Timeout HIRZE2EE - BARBUEA(AR)FE -
> ACK Timeout : 2515 ~ACKnowledgment frame” B K RMAHKIEU - ACK ZEMEHE - &
9 ACK Timeout B /DIEl lost - (BEBUNEZTRE -
@ & 7E Slot Timec F] ACK Timeout BEANRREIPBHELR - ENEBEREAREL
TN SOE - BEXERSFERRE - BEXSTESAERNTAE -

>
s

HT Physical Mode

»  TX/RX Stream : HBTERER 2 BEK 2 #FHIUL -

> SREEI( £ 20Mhz /40Mhz/) 802.11ac BY 80 FRAEINSBEEGRF ZEEHNEREE -

> ShortGi: fAfREMEMR EREREZEAERERZHERSAEREEWRENEE  NREE
HIEEBR - SN —REZIEF KL TE - M Guard Interval FhE 5 AR /D IR & B0 —
JRINAE - WA E S "R L -

> HERS:  #BIEFHeEEamAs— —HEZRLEE - TZEERVAEHEEHE - ZEH e
BE, HMERES "RAE. 28AE@EE

>  Aggregation Frames : S IR E/EAEKR/) -

> HEREK/IV(Size) : HEIRERK/N -
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i R TR
Beacon Interval 100
DTIM [EF= 1
Fragment Threshold 2348
RTS Threshold 2348
Short Preamble  © BUE O e
IGMP Snooping & B O R
Greenfield © BUH O e
Llel) fas i) 0| 1o RSSI Limit
RF onl/off by Schedule Always v
Location Tracking Log ] | 800 b

>  Beacon Interval : & AZ/{E 10 £ 5000 msec - TR AR 100 - WANEEHNS - BEINELH
FIr&aE - MANRELE  EEESABIREHR - BREHAERE

>  DTIMInterval : i A DTIM Interval 28 - BEHS - AP KA RBSE - FEWE - WEEHL -
BURASE - BREHBERE

>  fragment Threshold : FIZRFARZZEREAR/] - EX EFHENEBRA - EEFNEZNIZEMAR
RS - FERER 2346 - EREAERE

> RTSThreshold : BIAZEN 1 £ 2346 - ETENRRET - IRTHUSEE BB EEBR T NE
RREEIRTE - BREHERE

>  Short Preamble : & O] FAEERN AR E 56-bit c{Z=HE#LEE - FBARIEA 128-bit - EEER

Ry

>  IGMP Snooping : FAZKSZIETE layer2 217 M4 € MAC B9 Multicast 1SR - DUZEZRTE layer2 2
T Mutlicast - EZERTRRE

>  Greenfield(# B T) . AEEERIRIR FNEIZEH802.11nE N MMEETT Ao M@ A EED -
F=FTA 11n 2ENE PR o D2 RIBT - BERERERE
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> 5G {B5TiELR Band Steering : 2.4GHz £ 5GHz HASEIREFER - BELL 5GHz A FImELR
£ 5GHz WA AT EERE - DURFMEE - ol EEHEE rRsSI WPIEE - U2 E BER P HE
AP SR EIERF - BIAHEE B E 51 2.4G WAF - 8B 56 -
Band Steering TIBE R PRACEESE#4E, 25 Band Steering 158 - EEEZFH 5G WY
@ 11AC - BEEERFEREZELENEHEMNABREZE  SEREFERER
MNotice BN ana g
SR &R -

> RF on/off by Schedule: IltINEECI M EAREREEFNSFABIHEEREIHEIEER, SE
ERAEERBE" 2HRE" 2" RBEHRA" XFEET -

> Location Tracking Log: ICINBE DI i& AR F P EA AR AR B ith & 7 FBBR(RSSI 51 &) ErflIe 455
I BB E MO -

Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1¢c:7a climac=ilaleeiSeidemil resi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-T e rssi=-68
Jan 1 08:26:00 Wifilogd: tm=1420071960 vlan=0 radio=0 bszid=8c:4d:ea:05:1c:7a climac-NPINRIEE rzsi=-67

@ Location Tracking Log REFRHEAAPUEENARIEE, IWEAJBREMN
Notice [EElNIZIREOVA=YSEdueliNG FiE =9 A=Y SPSKIVAR

e

4.5.4 WMM SEERE{CERE

il FEETE -

= WMME B R (b

WMMSES SEE @ RA o) [
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$= WMM Parmameters of Access Point
No ACK Policy

AC Type CWmin CWmax AIFS TxO0p Limit bit
AC_BE(0) 4 6 3 0 |
AC_BK(1) 4 10 7 0 g
AC_VI(2) i 4 1 3008 O
AC_VO(3) 2 3 1 1504 U
= WMM Parmameters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3 0 0
AC_BK(1) 4 10 7 0 O]
AC_VI(2) 3 4 2 3008 O
AC_VO(@) 2 3 2 1504 0

>  ACType:Access Category VB SCHEE 734 Voice(VO)-Video(VI)* Best-effort(BE) & Back-ground(BK)
ZIU4R -

>  CWmin : Minimum Contention Window - EE#EEFZE wMM FHERERAMIEERR -

> CWmax : Maximum Contention Window - EEZEEFZ wvM FEEANEERE - I8
CWMax —EMHEAEARREZFR CWMin °

> AIFS : Arbitration Inter-Frame Spacing Number - S{EEE T B EEFEEE R ERNVRE -

> TxOP Limit: Transmission Opportunity - S {E[EEHE SR EEREH P HEZRSEITHERN AC_VI
B2 AC_VO - ROl ER AN EH B ERERSNEXEBITE

>  ACM bit : Admission Control Mandatory - ACM R AC_VI & AC_VO,ZEETHEE R B ERN
5 ABEEPHNEGEMSREE ACM, R\ SEENEEHENR AIBAFRRES -

>  No ACK policy bit : FERES - RNEGEMNSZARFEBELER wMm HEE - SZOEE
WK - DER¥EA—EWE wMvM R E] - BEE - RREKEMMS B BELEREH wMM
HER  AZRIRECERFEK - mRHABRFBEISEHRE -
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4.5.5 WDS &7

12 AP+WDS TABER M lim A SR AR B3t & R B IS ERE S 3% WDS I
FE - EmilmRARE it S W E B EH S RVERAR T E Y MAC i -
BROFERE—EEMSHUNAESHEE Wos ERNSHENS
MAC fiZdlt - FIRS @AM S WDS £ith S EB 04 A F AR SR 4
BaE - SRELMREGMELSR - clEERASER -

= WDS

WDS 8% @] B ‘. FAEA

SR wWDS IHEE - TIE&EFH 2.4G I WDS 5§ 5G il WDS &5 - MEZ1BIEE 2.4G+5G6 L 16 4H - £
WDS JNBESZ 1 VLAN tag B%5 - B ELIIH N AR E Tag I5 - WDS G 0240 Tag 2 B — BB ZEIm B -

= WDS E 1= MACfiriE

WDS ® B R Radio 0 8c:4d:ea:05:22:57
Radio0 ESSID default_wds0 oo P E———
Radio1 ESSID default_wds1
Iz L] . = EEER AT
Radio 0 Radio 1
= VLAN# Native TAG TAG ID Native TAG TAG ID
EElEERRE O
BB WDS Clieat Setup — - —
Radio 0 Radio 1 T — -
MACH il MAC it
kRS 3 103 03
RS 4 104 104
EElERERRE 5 105 A5
EREER 6 106 106
SRS 7 107 107
ElEERS 8 108 o8
EElEiRRE 9 109 At
CEIEHRRE 10 10 T
IR 1 11 1
SRR 12 112 112
EERERE 13 13 o

> Radio ESSID : {kZE{ERE#ER Radio - EES#EM AMERER SSID &7 -
> INZEEBY ;. OlEIERARAEN AES 128bit INZRINEE - AES MIZBEE] &M OIEMA 0~9 8Fsk A~Z

S
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NNBERXAET - ZEIHA 8~32 AF T MNEERETS WDS AP RILZEHZENE

B EAHER -
> WDS EERTE : R EEH Radio 0(2.4G)f# WDS 2t Radio 1(5G) i WDS AR EH 5% 2K 6
WDS #8# - 557 WDS Client Setup It 8 A B 1Z IRV EARE S MAC it -

WDS F=SIE
. MERKEMSZMA wds ER8F - AIMarnEEaREZHE -
@ . BEMaeEMmEs R A BB - BIASR WDS Client Setup a8 E B SHIHEAR MAC
Nofice it - ABEIHY B &R WDS Client Setup Fea%E A S RIIRAR MAC it -
. BEREBPNAFER tag - 2 ENEMS O T ERBKRENIEE 2ESH tag -
. WDS & o] Ao -

> MAC firilt : BRIEEER BRI 2.4G M 56 BRI -
> EHHEEERRE : (WDS)

VLAN# : B8/~ AP PT AR E R AR -

Native : OJ #2212 22 55 FR MME] FE B AR B 2R wDs 458 -
TAG : OJZEZH tag T E -

TAG ID : 58 %E VLAN Tag B9 ID 1& -

RRESTAHERME M7 REFENRE WR N "EWMRE . ERWRE -

4.5.6 WDS jREE

il Radio0iBEg

MACH 4k Rate(RX/TX) RSSI

W Radiol ifiER 5

MACH; 4 Rate(RX/TX) RSSI

=t~y

FA7N 2.4G/5G Y WDS ELRARAEE R
>  MAC filll : B RSN —IREAEEM S MAC IIHEER -
>  Rate(TX/RX) : #8/~R WDS B9 £/ FEIREE °

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CI:?IO_

CenOS 5.0 SOFTWARE Anphify your Wireless Netw

5. CAP &=

@ I CAP T E B 2 Al MBI Cen0S5.0 BDLKIRREIA - )18 CAP IS AS
Rl <o mm R AR TAE - BARMESEAEDEE - MTEA CAP LIS -

ClientBridge &zl
WISPIE]
Routerti =

i s BEMED

> BEER CAPEIE - MELEMMEI RS

IETHBEER TE AR HIZSAY LAN 2 VLAN 89 1P {3k ~ BH3& ULt ~ DNS - VLAN Tag #1 spanning Tree 55 -
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= BRI
# AERE
0 D L
1 [ Erto.101 ] Eh.i01 |
2 [ [EEEE)
3 [ Erto.io | ETit.103 |
4 [ Erto.i0a ] ET.104 |
& (] [E=)
6 [ Erto. 106 | ETit.106 |
7 L Ertn.tor | Er.o7 |
b (] [EEEE)
s (o 100 | evi oo |
10 [ ErHo110 | Tt 110 ]
1 [evin a1 [ emin v |
12 (emvo 112 [ e 2
13 [ ETHo113 | ETHe.113 ]
1 [Emo.its [ emi.is
15 [Eris 15| .o
182.168.2.1

A\

BiE IR it FHEBEES

192.168.2.254 2552552550

192.168.101.254 2552552550

192.168.102.254 255255 255 0 "

:f
192.168.103.254 2552552550 HiE
192.168.104.254 2552552550 HiE

192.168.105.254 255255 255 0

192.168.106.254 2552552550

-}
192.168.107.254 2552552550

192.168.108.254 255255 255 0

B E-3
m a8 = B o0

192.168.109.254 2552552550

192.168.110.254 255.255.255.0

Lo
192.168.111.254 255255 255 0 HE
192.168.112.254 255255 255 0 i
192.168.113.254 2552552550 wi
192.168.114.254 255.255.255.0 wy
192.168.115.254 255255 255 0

19216821

DNS1

DNS2

#: BRI R EREEEN -

cExio

Amplify your Wireless Network

HEIE . BERERTRISERR tag ID FE EEET ETRERFENESEEELILE
HREEBETETA AL -

YV V V VYV V

X OWTEA " RS

i R T

EsmmEy OB

IPfirsik: 192.168.2.253

AR RS 255.293.253.0

IP ik - BEURGEXEE BEAEESRY 1P AL
FHBES . BN EREENFREES -
TRER I8 : SR EFAIG Gateway FY IP fiZdlf -
DNS : SREAIN BRI ARES - CIRREMA - DNS1 BEZRIERF ML -
1T oJEREE 1R AR RE UL BEA RS 2 AHRERR E

REEME
i R

O s 8021d Spanning Tree ) EFE © B

S ETHOE RERM R A

L il O g

VLAN TAG O | 1409

o [EHHEIRARTS . OJEE " RIA " 5 " FAR " EREERT -
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@ R AR IRTS (VLAN)TIRE - 2B BEIRE —#H VAN (EREIRER

Nofice
® P fillt : FEXERAIERIZH P AL -
o FHIIRIES : MEZERABIRBHFRKIES -

® 802.1d Spanning Tree : CJ LU S A BEZRABE B - BIUN : oI LU 2 B8 A wDS IIBE AR fihi=

IR S B REGR ZEOBEMAIEFALSENE (W HNEFR ) - BRULINEER U

BRI RRE L

xDSL
‘\ . Packet flow ( }) ({ ol
NA G > | N Wi-Fi (W @
[ Router ]m{ Switch }L -t
A T APStation
I. ff. :'-.._,.\EE_
' *’ LOOP ®:<  wps Bridge
/o

Packe

/-7X‘ \\\ / Wy '.-_-:
N — - - v
Enable Spanning Tree function ... Packet flow_ . )}) Wi-Fi ({( a g

to Anti-blocking packet loop RI-45

AP Station
® ETHO ERHAIRIERCERRE ¢
v ETHO : OJF%%E ETHO ;248818 2 & RSN FARAE 32 BB AT VLAN tag -
v ETHOTag: & ETHO BIFB1E - TJRREAAIIEIER Tag VLAN ID -

RRETTAE - FBRE " T " RIMERCSRRE " EMNRE " - STRUINAEESE -

X AETT

5.2 AP Control

IIE cAP £ Z0RY AP Control ITNEEEEZIEHIEIEPAA Cen0S5.0 FEMREM S - EPEEEGEMST
AEEI 2RI TP AY Cen0S5.0 ZLRYEME - HERERTE - AP BRTE ~ B#AHERTE - Map ~ AAP RRERRELR

BARETE AP B 22 AR AR -
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& AP Control «

5.2.1 IRHBEEME

R E B SRR E BRI E T A Cen0S5.0 BE2H) AAP B EI A  BRDRWSH
HIR ) AP ISBE—RIERIZE BRI AP B9 1P Il - BIEAINIS - BFARSENES RSN P
RIS RTME  BRNTEAGHEETEFSERGEMNS  FIAE AP BRI AR
=

= AP Control -

im 3£ EEE
VLAN# VLAN 0 (192.168.2.0/24) v

ﬁﬁ% [TTITITT]

Sort IP{acht ~ (W
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i ERE i Update IP Address & Netmask
VLAN# VLAN 0 (192 168 2 0/24) v aEymey VLAN 0 (192 168 2 0/24) ~
FREE | ssssses VLAN TAG O | 1-400s

Sort IPfirtt ~ IRCE ]

IPfirhE 192.168.2.10

mﬁﬁ 255.255.255.0

W AR ®|RE

#  Device IPhL 3k MAChHT s Host Name F/W Version F/W Date IPREhE FiEgIEE BiT

# IRHIRIFIZFERAA

1. REBIE .
>  VLAN : TZEZZREN VAN B - EtIFERMNRRAAREE - B ERAKRRE"
BRIFZAH VIAN A88% - AIIEEIS R EACS” ERAEIRER T TR VLAN HUIEE -
> TEREE . SABIRIEPAA Con0S5.0 #E AP NRAREABHHENE - RILLEAIAIZA
W ARIECANZET - (FREER default)
> Sort: OIEERMARE - A P IUBEFE MAC IEHERESIE -
2. RHER: BRNE  BENEKEMESREEIHEILAIFREM -
Device : OJZEBAI LWAMBRERNEEGENES @ SEB—HNEEEMS -
Ip fitlt : B RBRICIREIIREIRESEMS P ALl -
MAC fiIllt : B R BRI R HEIIREREREES MAC i -
2 JERULLEBRENHEERGEMSHNE -
Host Name : B RERICREZIWERBEGEMSHN AR EE -
F/W Version : SR HAIC IR R EIRBEREMSNFNIERA -
F/W Date : B RBRICFHIWERRGEMSNIEELALE -
IP firdlk : OJE—BHERHIREREREEMSH 1P ALl -
FHRBES : B —EBROREINSEEREGEMNESN FHRKRIES -
AT : BREXLI LE—HNEGEMERTER - 0IR MEAGFIERME RS RAE
BRERTHIBAL -
3. Update IP Address & Netmask : & 7£ Device E 22 EZH L L5 2 %R - BT E I AITNEE
HEBAEAEMER 1P (IUERE VIAN Tag 5 -
> EIEIE . OEEEW AP ZWEIEM VIAN HE -
> VLANTag : % AP ZZR5%7E VLAN Tag JIRIE I - TITEUERRE TagID ©
> 1P il : REZEREREGEMER 1P AU - IEIHEE 1P B EIEIE EXFIFTBH
BEEGENS L -

YV V. V VYV V V V V V V
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> FHRES  KSTRERESEMENHEINES -

R ETTAIERE - RITIRAZE Apply&Reboor IS ERFT BRI EIREGE M ST L EHRE

5.2.2 HLHRERE

= AP Control -

IEEEFZ2EPEHIER Cen0s5.0 WEGEMSENBEEISHN
|ARINEE - BRI IE R EISAE iR Hl B i R E SR R B S A
RART( - FEEThEE N O U E P EBEGE M SRR HEE/LVAN Tag
& E/IP NI3l/E8 EIEE /R E Gateway A DNS ALl /#EIE AP RO R4

R B/ R AR E AR B /R AR RV E /R E FERUE/WMM & E/FBS BB K
EMREMERREMNSSES

il R =

VLAN VLAN 0 (192.168.2.0/24) >

BEEH None e

S AR v

Cateway & DNS
i a1AR 85
EiREIR e
SREREL A I
i b an s
VAP :7E

1 TFTREI AR S5 H-Eh 2N
TEHTTREE A RN
R

>  VLAN : EEZEEN VIAN IRIE -

> B ATErEHARRE IIREL - BRBIEHAE - U VAN HEGS T LUEE Ap ZRAMMERIAE L -

> MRBE  TERTEAEREREGEMSNIBING - 81 LAN/EBERTE/MERE/2ME
*3-; °
o

EBHRISERRE | REMEE AP B9 2.4G/5G RUFRARAIRRUAEEAR] - Tag ID ~ IP UL FEFTN

anp
o

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

foag % E 18 (Profile) : E AR R EfR"INEE - AIDJEILEEEH -
Gateway & DNS : & ERE MR E M SRVRIE=S K DNS ik -

R fEIRER : SREWE AP NAMITRE -

RREIERTE | REWE AP WEARN - T2 - AR EATENERE
VIR EZEN BB EMREN INAES

D REREIE AP R ~ B8 - ML RES (IS EREXELE)

: REWEIE AP WIRARENS - (/2B EEXTHIFET T )

VAP iR7E : SREMBIEREZFEMS SSID 2 - [REIEZFZABEMBES -

i€ TFTP fElAREZF+ARENES : Cl’Ei8 TrTP AR MNEEHL BRI AW EIE AP RUE]ES -

i€ HTTP fElfRER H4RENES : TJE 1B web AR MEEAL B AIAWEIE AP AUFEE
EMRE: EFTAREENAPERETME FHEMETHEREEAPNAREME -
T EESEAIB R ERE -

> AP ERIBFIFR : BURUL VIAN WFTACAWRERE AP RIS -

5.2.3 AP 8

a2 AP Control «

FEOIDIFR VIAN FETBWER AP IREZBNEIREZE L& - tEER B ENREEERE S
BHEERE -
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il EREAER

VLANE | Device  HECREE gt IPHihE MAC{ TR

VLANO [ (U] OW-400MAG  192.168.2.264  (00:00:00:00:00:00 09:08 m

VLAN# : BB EIE AP BASIBE VLAN 4315 -

Device : EESFENWEIE AP -

RIFAREE  BENIRETE AP BRAIEBE R ELR -

LGB BTRNEE AP WAREZTE -

IP firdlt : BRBRTHEE AP 89 1P UL

MAC firdlt : BR B RI#EIR AP B9 MAC fiZdlf -

ERIGE  BRERIWEIE AP AMHBEIRE -

AT : O ARIBRIREIE AP EEIRERERE - SUIEUEKEIE AP IP I RENES -

YV V V V V V V V

5.2.4 B}ZHERTE

= AP Control -

o fEE—1E VIAN FEEEZENEE -
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im RS T

VLAN VLAN 0 (192 168 2 0/24)

im FEHTE

# VLAN

fH Frffefeit
1 VLAND Group1 TEST

1T
2 VLAND @roup2 m

TEST2

> VLAN : EBEZE%4 VIAN - OJfE IHEEE A VLAN

> BIIHEA - LUl DIE—E VAN NRIESEEAE - HEAAEAESERFETS
> Device : ISR O] OB EIE AP ZMARERFAE -

5.2.5 Map %7€

aa AP Control «

o EWEE - SFrERRETE AP RN EE NI HEN -
ﬁ?)l:l"')‘L

EEEEULEBRUEBMNER
R EEMEL S - HEEE -

ERY AP
BRI B M E R -
# Hid E¥ kg M7

MEERIEANMERERH -
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"
m
=

Map &8 5F .jpg
E#2aY URLfiht http://192.168.2.138:8000/5F jpg

E S B

.

> Map B : MALHERINIREH -
> EfERY URL fiTdlt : BEEFR LERE web AR - ZEREIRERT URL EBE AL - % web
fAfkeR TR IN BT R F AR AR web [EARER °
> R - WA LLEERF AL -
> R SRR URL BER O LIFRBILIZ - BREESEEE -
RUEEBEIEERE HIRMMIANEES

EREMBE AT IRIRTRELS RREMBE R MBI ER -

RREMRIENE - Map FIREHIRME FEFIMEEZR -

I= Map

# £ 0] EN R pU M7

ROE N EALEFRRAY M I B E T RA % Layout” ©

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network
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m}

5.2.6 12 (Profile)

i AP Control ~

EFE AP FERMAREEREINA - MARRENRERR - oJRUTHEILRI—ERERE - STAEE]
oD MREE AEEEER -

S LB T (Profile List)
b c d

#  BH Fr el MREETE fRtE BT

e
1 TEST1  Authentioate Profile.. HEEETE m

a: B —(ERERENR  BEAHMIE

b: BN ERERENEHE -

c: BURRRETERUHEAL -

d: BRI EERAEREINEEEEERMA -

e: MRIBABEREBENINERGE - BNRAERER B HARBE MEZERGSOWEE AP RTE
1B - FFTANREE A FUREBERERYG - SRR ERE -

(R E 5 aE IR - O] & ERRGEE SAE)

f: TIIER LDRR XE 18 S8 S AR E 18 RO & M8 fi it
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5.2.7 &RiAKEE

a2 AP Control «

FEOIDIFREE VIAN & FPRAAHREE AP RUIREE - WRERF AR E B EWEIE AP R E MIEREH
BEGANBNHEENS -

W APEERFIF
VLAN# ks REREE Pz hE WEREERE Radio Information e (b ) THEE (B ) Useris)
VLANO 0] CW-400NAC-E1 192.168.2.268 33 6(11.0 Mb/s) / 100(0.0 Mb/s) 6228 6648 1]

VLAN# : BEREIE AP FREB R E B & I3 AR IS & -
ZARARAE  BARANEIE AP ROIEIFIRRS - EHBEARSI LAR -
24E10E . BHEIE AP WEEEA -

IP fislk : BRAREIE AP IR IP IAEEF -

ERISE : B REEIE AP EERR -

Radio information : BN EIE AP TR ARV IEREIRIEE
W - BERKEIE AP FREINZ DHEIRE -

BiX  BERWER AP FIEZXLEZDHEIRE -

User(s) : BB/~ ETE AP B AT Wi-Fi BIEAZ -

>1'

YV V V V V V V VYV V
%II»
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5.3 MAN-Mesh Control
5.3.1 MAN-Mesh Device List

= e a8 MAN-Mesh 354 IP Address -~ 51#2

] 1P Ha

MITOAREEE [ #EARBE MAN-Mesh Device B9 IP address ~ 1% « (root) 2245 « HTTP 855 & kR
MAN-Mesh Divice

il MAN-Mesh Device Se
IPfr i 192.168.2.30
H#% e
]
HTTP Port 80 B

5.3.2 MAN-Mesh Status
ZANHTIE MAN-Mesh Device RN &AREE ~ IP i3l ~ 5HER - EBARISRT « Fiahh A « FieEL HER

S T 1Pt il L HERE aEELam

1|0 192.168.2.30 test

@ LEIhRE R et B EERIRIRP AR FRRUIREER MAN-Mesh £ - EZ MAN-Mesh 3718
e 1AE - 52 E1HEI MAN-Mesh THEERFARIR(F 1
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6. Client Bridge f2T{

e BERERENEREREMSHRE - BEREASZEE WDS 1B1ZI08E - EIEE 0/RIE)% Client Bridge
B MR LEETCE Ein AP MIAERR B HE B £ 5 18 Repeater AP NEERIE AR E A - LUN /M43 Client Bridge
&3 K Repeater AP X E °

1 BERMEERN
BURRMBT D BB - A BRI B Client Bridge BT & 77 1 B HT RIS 5:4% -

% & WAREE

6.2 EIHFIERTE

SIS Client Bridge #3018 - EIBENRTTRERARY IP A1 - MERNARNEAEAEE - P il
Ao ER -

® BEIPML O mREIPIHE

FEDNSTHIEE

REDNSEES

FRBEE 802.1d Spanning Tree OmA ® mes

DHCP Forward ~ © B ® e

etho @ BA O raen

EERERE O | 14086
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B PR AR
> R BIEASTLS ARG ESA P (S P AT -
o ERAEIpfiIdl : TIFENTE—AEIE P AIHHA R GER -
o A p fiIdl : B FIHEF DHCP (AR - BITTEFIENAE 1P ML T EAAE SIS —4 1P -
FEFBNAE P MHHESTE - F RS E EBIEES DHCP JREEHY 1P AT - TIFTEREY 1P AHHHS
@ F % DHCP EIREE SRR EEE . IS p M AIKET  EEEASTEARS
S 3% . Y /EED Hi% DHCP IR S E AT R AFTEVEM 1P Azt -

FRAR P it -

> IP il : ERE R 1P AL

> FHRBES : RTE IPHNFHRERES -

>  TERREE RIS AL -

DNS :

> E2/RZE DNs ERR:R : ol ERATZEET P AL -

802.1d Spanning Tree :
>  OJEXAHERERT Spanning Tree IHEE © 802.1d Spanning Tree f57E 74 STP - RXFBILINEEFEFBTE R (A& 1948
BEREERER  Soi#REERBENRKER - N FERMT -

xDSL
‘\ o Packet flow ( }) ({ L
NA L > | Wi-Fi ( -~
[ Router H Switch }L : =
LAN - -
A ) e . AP Station
L z‘g =
. "' LOOP < \ps Bridge
Ix \ /5
/7 . \\\k_ // VE =
.. Packet fl ' ) wi-Fi - (( o
Enable Spanning Tree function| --.. Packetflow . f ) T Sy
to Anti-blocking packet loop RJ-45

AP Station

DHCP Forward
>  BEH P UNKABIRE P HUS, LRI Repeater IIfERT, BIFSFERY Forward THEE °

= DHCP Forward

DHCP Forward - BB CLL
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ETHO Tag 5% E
>  IETHEESZEE 802.1Q VLAN ThEE - BIE A B0 EAREKIEA PVID -

= ETHO Tag 3%
ETHO OF-7§::| O BAEA

& 19 49 pE R 80 L] 1409

6.3 DHCP :%7E

CERIO Y Cen0S5.0 ERAZAZE DHCP fElfkzs - EIRABTBBULINEEIE 1P AL AAERZE -
BRERIECHEER DHCP ERSEEIRE 1P - BT ERER - 0¥ 541 DHCP EARSZINEERAR - Si2
BLA 433k DHCP BY 1P firilt - BRBEIRIBAMIE(T DHCP EIARES - AIDIEBILINAERNA - TR 1P RS -
FEHE " RMMERTE " > " DHCP RRTE " T EYF DHCP fEARES -

= DHCP

gz OB ol I
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5= DHCPESE

kEYAIPII Lt

fERIPiiE

FEBIES 255.255.255.0

FEDNS{E ARt

REDNSEBREE it

WINS @ AR 28 {1 11t

R R

IP#H AR 86400

REYA 1P fiIdlt : 527 DHCP EIARES EIRIE 1P ROREIR ML -

R IP it : 527 DHCP fEIARER KX IP ROASSRALILE -

FHIREES : 527F DHCP AMRER AR IP FAREIKRIEES -

TEER RIS | REEE B DHep ERERIRERB SRS 1P Azt -

F /7R Z DNs fEBRES | SREZEEB DHCP EAR2SIKEE DNS firdl -

WINS falBRES It : FRE A PHEZLEE WINS [BIARES - IR E WINS EARES (P At -
Domain : EREAREAITEZHE - o E L@ ARTHEBHE -

Ip AR : ol EIRE 1P WA AR, ER 86400 #(1 X) -

YV V V VYV V V VYV V

6.4 EFIRT

LEIhAEEE F 2258 % Client Bridge(FEARIE S8 1) 0l EIZ2E A 2.4G 51 56 FSERMAEEE - AREEEEM
BMAERTHEE - EIS O E A SR IEIE 8 (Repeater AP) AR E M A MITNEE - RER MAC BB ERIRIEE
PEEINEE
@ SE1EF 2.4G $EREEE LI AP 5 - B Repeater AP 1§ REEE R 56 L BEME R EFEH
Yol 5G S5 R1B1E Fin AP B - Bl Repeater AP 1 RBEEFT 2.4G MUIE R E N -
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# EGE IS 1E1E RGNS (Repeater AP):R EL B2
# UTTEoBEBRASEITE ik AP BIZEREBRESZEMSER
L1 EEBEAERELERIESEFH 246 3 56 FARFEMA Client FXNEEZ LIHREGEMS - BE LG
AP 2FE M 2.4G6 BUIEER - RIEIBEELL 246 EREESIES -

T ER 2.46 K86 - £ " |ARERTE " 9 Radio 0"ERAEMAET - BIAERKZLL 246 ERES
e -

1B 5G #l Client 181%, 5% A Radio 1 387 €, WRIAEMMS1E1E
1

i —iE R

MACHraE 8cddea05:1c79
wwosess ©BUE O gaen
Bl | Tawan .
AR 802.11blg/n v

D 2: EAZEGRE D" BEMMORERE EMB ESE RIIRBESWINAEIGRE -

] Signal BSSID . ESSID M L : wE
1 62% [ om— NGS_APO None
1 9% T 5 [—— WPA/WPA2 Personal
5 32% |5 CERIO WPA/WPA2 Persona
6 33% [ DT-200N WPA/WPA2 Personal
11 110 S -— WPA/WPAZ Persona

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE

Amplify your Wireless Network

B 3 BETHE, MEFFENEKEMESEEILERENA, FEBSHRLTERERA BSSID BiE, i
BHEE R TE IR PR AR E L BSSID AYIRSR LI ZRES -

i SRR ST
SSID=ZH8 CERIO

=R WPAMPAZ Personal e

WPS Push Button

im
R E38h (WPAREWPAZ) v

meEEEE Sy M

<

Nothice

ERIEMSBIECRERME  BEFRE AL, W RH K" TS Radio 0 3§ 1 B FIRILEAR
Bl - BFEENA IR BSSID KRR EFRNALINEL AP 8 -
@ MRS 2 5B E - EAFIRE TEEIR BSSID B3RE - AOJAEEA FIs p A1t 2

Ean—

AEIHER - BB HIAE Fiin AP IERE B4R - FHERD LIk AP U ANIEERTE

Nolice

LR 4 REZERTEEREMS - BITJLIFIRL Repeater AP IEE - BIEASTIDIBE " BERE "> "
Repeater AP 527 " RUATNREILR E R E M S ES - FRRERFR

o] '

SSIDRE default
agssip @ BA O mes
mumaemy O BA © BAE
wigps O BA ® BIEn

EREESY 64

mEFER Open System
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FI% AP R - tIEC IP UL ABEER - UREMMBE A ERFAEF -

Nofice

RRETTAE - BRE " T " RIMERCSRRE " EMRE " - STRUINAEESE -

6.4.1 Radio 0(2.4G):%<E

M —IRERTE / MAEMSRIEER

im— {5 3RE
MAC ik Be4d:ea:05:1c79
zwoeers ©OBE O gaen

BISEE Taiwan v

SRR 802 11bigin -

SRR =600 >

Slot Time 9

ACK Timeout 64

MAC fiilt : 87~ 2.4G 4R MAC A9 -
BIEHERE | FAEURERFEZRBELEER &S - <3 "US, "TEU, - "Taiwan,
> EFEEET : SXI8 802.11b - 802.11 b/g * 802.11b/g/n ~ 802.11n MUFEME T, - FHE T REEK
B=iE -
> EREWRINERERE
FRBUKMERIEREKRKRE ER 17~ "SR ERINER  FARER I KRABNWIRIES
Ko]BITHREZERENRSHIEINE - BRA" SR -
>  Slot Time : fROITELEEIA slot time 28 - DI REFEBIR - AREGHEEEGERRIE -
BERE . SR T EERE IR, ol ARE BB IR - 2B HETE L% Slot Time 82
ACK Timeout F3EI8£Z1E - M AEBDIEA(AR)GTE -
>  ACKTimeout : 2515 “ACKnowledgment frame’ B[R KEMABIZEI - ACK EEHEH - 8
S HY ACK Timeout BRIV € lost - BEBHNEERE
&2 T Slot Timec #] ACK Timeout BENIRREEEEEARR - EXEEREARE(ERTE - B
@ /EEEAI:ﬁHHﬁEIE SEMHBEEE MBEXEEZEEHRKEE  BELSUEEHEER
Rl 0 - EmEREeT
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HT Physical Mode

TX/RX Stream 2T2R
S 20140
MCS Auto w
shortcl @ EA L]
saxs ©HA L

Aggregation Frames

HERsXN) 50000

»  TX/RXStream : HFEER 2 BEK 2 H#UL -

SEIEEI : £ 2.4Ghz 73 20Mhz 3¢ 20/40Mhz - fEREMSEEGRAP  BEHNERRE -

»  MCS: MCS #Rz%/E 802.11n £ WLAN RYBEH RS FIRHAY—TEFRIR © T MCS #ReZ1E 1= &3E5

EEWNETERE - 7 MCS BEZERBERMAABEE - £ Mcs B EERRR HELUEBIREERS 20

iF - BIERS R 0]4Z 150Mbps © REBBEIBES 40 i - A& & o]3ZE%] 300Mbps - 1M
By o iR ZE I BUR IR B (O] 5l & (A1 AR = (Stream)

>  ShortGl: FRERR  EREREEEEHRERSHERSRARTEHEWRISHILE - NR%E
BEIB AR - GMAT—EBUBF AL TE - M Guard Interval Fh2fE FAREN/D I 77 8 1B Y
—IAINRE - HmTERRER "R, -

> HERE  BIENEsmA— —EEZXLEE  FZREZRVAEINCIERE - EHHEE
£ LRIERES "RAL-

>  Aggregation Frames : SIS B EMFAEX/) - BETERE

> HERAEXN  REFBBRENAR/N - BETERE

Y

6.4.2 Radio 1 (5G)&X<E

¥ —IRERTE / MAEMSRIEER
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im— iR
MACfirak 8cddea051c7a
o ©OBA O e
EE Taiwan ~
iSRS 802 11ac w
R SRR R 0 ~
Slot Time 9
ACK Timeout 30
>  MAC {idll : %87 5G #4R MAC B9AdLE -
> BEHERE: FREBUREFEZRBLEIRZEE - < "us, "TEU. - MTaiwan,
> BEBGEFEI . T2 0JLUERE 802.11a/ 802. 1lan/802 11n(5G)/ K B #T A9 802.11ac 55 -
> BEEE  MARZASENLSREFNBEEETER  BEANESEERBECRESRKF
AR -

> 3EE  SRRIAREARBER M EARRAEFEASARNREEE -
RIB NCC BHERIER - SERM N5 3 {E 56Hz 58 -
1. 5280 ~5350MHz ( CH56 5280MHz » CH60 5300MHz ~ CH64 5320MHz )

2. 5470 ~5725MHz ( CH100 5500MHz * CH104 5520MHz * CH108 5540MHz * CH112 5560MHz
CH116 5580MHz * CH120 5600MHz * CH124 5620MHz * CH128 5640MHz * CH132 5660MHz
CH136 5680MHz * CH140 5700MHz )
3. 5725~ 5825MHz ( CH149 5745MHz * CH153 5765MHz * CH157 5785MHz * CH161 5805MHz *
CH165 5825MHz )
Hoh 5470 ~5725MHz ERBREREEF MR R A S EERXREER  £EHBEREBRZ
HEE T GEZERELEEER  IES5EBRE DFS M TPC ( EIRP BRI 500mW 281 ) I
Bt BRERAZEIBEXRAEHFHEALERR - DFs EEEEEAPFACUREBIEE ; 5250
~5350MHz M ZEARFER - ( ZBERED L NCC BE TEINREIABHILMREE )
> BREHRNERREEAETIRMERIETRKRE SR 1 ~"SER o BRINER FARER9
KBABMIRIEF KO BTAERESIRSHLINE  BER"ER -
> Slot Time: MOJTELLEIA slot time EE - BIFEHIRST - SEBEERERUARREE
PERE . SR N PEREIRER - SO DIE A RGEI RERUIS IR - 2T BENFTE X Slot Time 4
ACK Timeout HIRZ8 2 E(E, MAERIUEMAR)EE -
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> ACKTimeout : 2575 ~ACKnowledgment frame” I K ERMAHEUI - ACK EENEEH - B
Y ACK Timeout RV E lost - BEHNEEHE -

& 1€ Slot Timec A1 ACK Timeout BENIRRIEEREAR - BN EREARE(LR
o E - BEREMihHREREEEE MBEELSESEEHREE  BENSO

R :c= st - REERERT -

HT Physical Mode

£2 HT Physical Mode

TX/RX Stream 2T2R i
SRR 80 .
shortcl @ BA O e
Haps ©RA O rae
Aggregation Frames 32

HaBgaAn 50000

»  TX/RX Stream : LMFERRIER 2 BEK 2 HIW -

$EIEIET 5/ 20Mhz /40Mhz/3) 802.11ac B 80 1EREMGBEIMGAE Y BEEHNWERRE -

> ShortGi: ARE[ER BAERECEEEHSTRZHERSERZTHEWRFERILTE NREE
BB - SN —EEIEFKTE - M Guard Interval FA2E AR AR & T B —
JRINEE - HmTERER "R -

> HEERS:  BZEDNEEMA—  —EEZXEEE - TEEEOASHEEHR - FHHE
BE, HMERESR "R,

>  Aggregation Frames : I BIRERAEAR/ - BETERE

> HERSGK KEFEREOA) - BEIERE

Y

RIETTHE @ RRE " T " IR SAME " EMME " - STHINBEESF -
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-~

6.4.3 EPEERTE

i SERE R
Beacon Interval 100
DTIM [ 1
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble & B O gilen
IGMP Snooping ~ © A O BaEd
Greenfield @ BUH O gilen
RF on/off by Schedule Always v
Location Tracking Log O 600 %

>  Beacon Interval : 8 A Z/{B 10 | 5000 msec - FEFREZE 100 - MANEBEHS - BEIREEA
FI#EE  WANSESE  EEEGERNREHR - ZEFHAERE

> DTIMInterval : &i A DTIM Interval 818 - 2{E#S - APIHARHAEE - HEME WS -
BHBRAEE - ZEFHAERE

>  fragment threshold : AZRAESENER/) - EXR FHAENEBAR - EERENEENIZEMAR
e - TERR1ES 2346 - EEFATERE

> RTSThreshold : BIASEN 1 £ 2346 - MTENIRIET  URTHSHE  BFEER NN E
RARILRTE - BERERERE

>  Short Preamble : & I 2B R E 56-bit CUEEHAE - BARARIER 128-bit - BEFER
RRE

>  IGMP Snooping : FAZKSZIETE layer2 217 M4 € MAC B9 Multicast 1SR - DUEZRTE layer2 2
1T Mutlicast - EZHFEHTERE

>  Greenfield(#B1E )  HEINERIRIE NI EFEH 802.11n 1R MEETT RITIRE 4 EET -

AR 110 RENE PR O DI EBT - RREAERE

@ % Band Steering ¥JF - FEEREFE A 56 1 11ac KIBL - BUEAEERRHEWE

N IS ESTHENRGEER  REAKSENERFEAZEREAERER

»  RF on/off by Schedule: IINEECI I EBRBIZRZERFNGKIBSEREEFBEIERA, KE
ERAERBE ZAAMRT D'HERA EHFET -

>  Location Tracking Log: ItbINBE O] i iRAR FH F B A MR E S ZEEBE(RSSI 518 ) Bz th45=
InEIBEM AT - EREBURESIVEE—RENLHBE -
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Jan 1 08:28:00 wifilogd: tm=1420072080 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac=iniesiSeiiemil rssi=-67
Jan 1 08:27:00 Wifilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-I o rssi=-68
Jan 1 08:26:00 wifilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-TIRRrromaees rssi=-67

@ Location Tracking Log RESRMEEAAFUEEMAEIEE, IWEATURELR
Notice AENal:RIRIREMA=ISE : Tunki S Es:E 8= k=Y T RV

6.4.4 WMM SEER{E(LERTE

= WMM
.
WMMSA R B 1t B L
= 1
No ACK Policy
AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 6 3 i}
AC_BK(1) 4 10
AC _VI(2) 3008
AL {(3) 3 04
= WMM
AC Type CWmin CWmax AIFS TxOp Limit ACM bit
>_BE(0) 4
>_BK(1) )
I(2) 4 |
0(3)

>  AC Type:Access Category BB SCHEE 7 A& Voice(VO)-Video(VI)  Best-effort(BE) & Back-ground(BK)

FIY#K -
K15
AC_BK BT (2 SR  REREANEH=HIFEBTIM AR EREN
Background SUSEREUCEER - (B0 : FTP B35
AC_BE EXMEE o hEEHE R OIEEY - KZIE—REFRD 1P BUERER
Best Effort fEIEEER -
AC_VI S RIBIT = Ree&/\VEE - ERNIMNEZEIEESBFEEL
Video B8Rl -
AC_VO BEEBIL = BERREMEMNEEBINESEENERTE)EBE
Voice FRTELL IR R

»  CWmin : Minimum Contention Window - EE&EEFZE WMM FEEERIAY I ERFRE -
» CWmax : Maximum Contention Window * SEEEZSZE wvM FEEERNEERRE - JFE2
CWMax —BENWEKRKRILER CWMin °
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> AIFS : Arbitration Inter-Frame Spacing Number - EE&{E o/ EHI A LS HFEEEREHGRE -

> TxOP Limit: Transmission Opportunity - S {EEEEE BN EERBH T FERSELEN AC_VI
BA AC_VO - BOIDIER AN B BEIERSNEXEBTE

>  ACM bit : Admission Control Mandatory + ACM S AC_VI & AC_VO - EEEINEERBHIE
RS - RIRREFEPHNEGEMERKAET ACM - R 27 - EEENEERENR - BBEAPIRKES -

>  No ACK policy bit : REIN - RNESEMASZBRFEBLERH wMm HEE - SZOESEH
Tk - oliERES —EWE wvm HE - ERE  RONEFEN S BEERER wwm

- AECIREAEREK - MHARFEZSEHRIE

RRETTAE - BRI " T " RIERSARE " BB " - SoRINREESE -

6.4.5 B S1SIERE

o B B IR B EA R R E EAVRAR
Aol E BB EMBRINE BN - MR EEEE

RIS EIE " BRE " %8 -
EE - EEEABCKNBERRIGER SSID B K
2/ ssID RMEL A -

BBl
=
oy
S
[
i
1
R

MEFNE  IAFZERSUETNE  JEEFEENMEREL

SSIDEE default

e Open System v
Button

Encryption

wamenanshe Lol &l BREBEDEEENESES  BRENE BT
" BSHEN O DI A ER A A B - MRS ERE " T " RSN RE 24RO e
% -

> EE . B LN asSRBEdrEGEIS - W -
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s Signal BSSID ESSID mEsis RE
1 62% i e—— NGS_APO None E
1 9% S 5 — WPA/WPA2 Personal
5 32% S/ 5 CERIO WPA/WPA2 Personal
6 33% T DT-200N WPA/WPA2 Personal E
11 11% —— o WPA/WPA2 Personal

SEIE  BREGEMSNEREE -

Signal : BURBRTEEGEMSNMRERE - Ao ttESMRES R EML -
BSSID : BRBRIRIEPERKEM SN B XAZHEEMENER MAC) -
ESSID : FAREEREM SR -

MEZER  EREMENRENELSR -

RE  MEBUENZESNEGEMNS  TREERDE -

YV V V VYV V V

BihfBREERRTE  EEBEASMBRRINSIIRMNRERIME - ZREEMSEMNSRERICHE
fiI - REEEECEIRRUECZHATE A2BESIHaTEE  AEEEIFHEASHAY SSID
eSS BN E IR

SSIDEE CERIO

WPAMWPAZ Personal '

Push Button

mEEE

WPS Push Button

Pass Phrase Settings : D] EZRGEMSHNNMEELABHEZ L - WA EEREFESIERE
e WPAER : EEEGEMSNMEBET -
o MEBEHZE :: BEEEFKEMSNBEANERE -
o =i MAEREUMSREREES -

]
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g 53 (WPAZIWPA2) 5y
mEEE% 83 9
ﬁﬁ ....... aeee

RRETTAE - BRE " T " RIMERCSRRE " BB " - STRINAEESE -

fi

anp
am

6.4.6 Repeater AP((E{HEINE)ERE
EEMEBEMIN(Client Bridge) FERR C A& Fin AP 381512 - BIOJDUEIZRIF Repeater AP 5l 5% UE1EH
NEESE I BEMSINGEE - BEERMAERRERAAERGEMSENNERERHAERAEER -

=EEss
memws ©@&m O gaes
S5I0:5TE default
aMsso  ®gE O gaes
mamagms O&A ® paea
mmps  Ogm ® paea

T FHE AR =

hngEeEan Dpen System o

2% Client Bridge(E it &181%) A8 1L - B Repeater AP(REMRE I S)AY SSID iF A EE

Notice [ECVINE

WGEME : BRI R Repeater APGEHE M S)INBEARTS -

SSID &8 : 2 7E Repeater AP(EfRE I E)AY SSID Z7H -

T] 4R SSID : F&ERYFIZL BARA Repeater APGEHE M)A SSID B2 B E ISR -

IREERERE | RELSEIRBE Repeater APGEBEMA) THEKERE - UHERNELA

Binf Al DUE B E4R Internet - BRFEAEARGERE ZEESREERER -
> ERRE  KEBRGEMEH SSID FAUERNEREREHE  FAZIERR 64 EERAE
FHUE—{E SSID - EiEE A 2.4G SERESERAR 40 A\ - EFER 56 IERESEZAZ 60
A

YV V V VYV
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I =2%

>  woig : B=IEETIERE WPA-PSK/WPA2-PSK Personal A1 WPA/WAP2-Enterprise & 802.1x 55 3 f& i g
B -

RRETTAE - BRE " TF " RIMERCSARE " EMRE " - STHINREESE -

6.4.7 MAC {iilti8iE

B2 TMAC BIEERE J BOLUEA TACL EEVES] ) RESEE S BERATHEMBS - HRIL
(1) RMEHE MAC RERMAIIELR - EMRBETIBERGENS -

(2) Rasr MAC RERMMIILES - EMRBSEEIEEREGENS -

2 MAC

RA
E fMAC i &

SFFMACHE

MAC1I it

# MAC{Iit ]miT # MAC{iIit T

> FRA . SEEREEIE / BIMEETE MAC BORENILE -
>  MAC firdlt : @ AZEIEH MAC it -
>  MAC it IR : EEREREHN MAC UILLE - BIIARER -

RETTALE - BRAEE " R " RIMERCISRRNE " EWRLE) " - SoRTNEEESF
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6.4.8 802.11r tRiK;2iks

IEEE 802.11r RUFIN - 1EAZE R EE & SA R hZrEGEM SR ERVNRSHE 2 - FRGRP
ImEEREENS ZE  ARERSENEFENSER  HEBEATE -

£2802.111/802.1 1k Bz
pmas ORB O 5
|
IS PRI R E
Mobility Domain atb2
RO Key Lifetime 10000
ReassocHABR 1000
RO/NAS Identifier ap.example.com
R1 Identifier 000102030405
R1Push O RBMA @ Fam

> REEDE . FNENSRERAEETHEE -
> Mobility Domain : 525 —HHEZ41 - FRER AP FEE— BRI AEEEZ=—(E4E[ERY sSID - HAY
—{& sTA ZE o] IE 1Rk BSS #Ei4 -

@_ IR AR 2 48 16 11T

> RO Key Lifetime : 5% PMK-RO RIfEFISAr - TEE% 4 10000 @ OJE&E 1765535 AHIE -
Reassoc deadline : EFTEZAVE] LFIFRE - FEFX A 1000 - OJE&E 1000~65535 ANHIME -
> RO/NAS Identifier: = 1F F3 802.11r IF - 7£ nas_identifier -2 N/BEER - OIFEE 1748 IJTTFER -
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> Rlldentifier : PMK-R1 fY key 125 - 827 12 @F 70 - ML 16 EAIH T -
> R1Push: EE)3ER R1 Key Holders ©
RO Key holders : # A Z#EEkIY S —InMARE M S B RO 50FE E51 ©

8= RO Key holders
MAC fir it

NAS Identifier

128-bit Key 128-bit key as hex strin m

> MAC fulll : MAS—ImESEMENESARRR -
>  NAS Identifler : @i A AP £ NAS Identifler 152 -
> 128-bit Key : B A —#HILFHRY 128-bit Key 1 -

g ATEREBRIALLT ROKey FREA - 1 NE

# MAC{I ik NAS Identifier 128-bit Key wmi

1 Bci4d:ea:00:11:22 cerio.com.tw 8c4deal0112233445566... m

R1 Key h0|derS . E@A%ﬁ ;/SL’:J\EEE/\]/\\\ J?%ﬂﬂl:l E/] R1 _H‘ﬂ/

£=Z R1 Key Holders
MAC{i1 it

R1 Identifier R1 Identifier

128-bit Key 128-bit key as hex string m

> MAC fillll : AR —InEGEMSHESZE TR -
» R1ldentifler : #i A AP FY R1 Identifler 4818278 -
> 128-bit Key : & A —ZHH AR 128-bit Key 5 -

E@/\E@u/u'fﬁﬂﬂ'ﬁ”/\l&l? RO Key %EW gD—F.

$= R1 Key Holder List

# MACiT it NAS Identifier 128-bit Key M7

1 00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900... m

RETTALE - R " fTF " IRIMBRCISRAAE " EWRNEY " - STRUTNAEESE -

anp
am
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7. WISP T

SIREE T wisP & - B ZRAIGUE % Router THEE - 1B WAN EEHS R AR B BEER S AHEE

B 2 418 B ENRLEN NAT 221 DHCP THEELUR TR B RN EmAFEREMER - Mo DUEBARERAFETHS
R TERLEN WISP IHEE -

@ % WISP 2FF 2.4G $EEREL _FUHER MRS - Bl Repeater AP INAERAEEFH 5G HISEER - AHEIAORR
el - \\|Sp 25 FH 5G SEERIEIE FIRERHEIS - B Repeater AP RAEEFH 2.4G HUSEES -

7.1 EREEREEI

ABITRA R B > RN EAEUER -

CAP #ii3
fmae B e 2
ClientBridge i T

Routerts 1

7 e EMER

FERDIEIERD WISP 5012 - R " REF&EMRIE " o EBIRFED -

7.2 WAN %7€

ST WISP R T8, BEARNIEAIIEES WAN I - WAN 52 1E O] =" 8)5E IP” / "5FEE IP” / PPPOE / PPTP
FNEREST -
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> BRRIp L : FRIBZEMEM x0sL SZ LinREARECEER P Al - EEASIJLERILERET
HEITEAR -

izt S REIPA 4 v

IPfiriit

FRBESR

® P firllt : FBEWIARGH ISP TR HAVERS 1P fILt45 WAN In/TEEA -

o FHHIRIES . BWARMH ISP TR FHERRIESA WAN In T EEM -

® THRRME : B ARMAY ISP FriR (RAVTRAR RIEAILLAS WAN IR/ TEER -
> ENRR P {Uit(BENENIS IP): & RH WISP B2 _EIn A 5 A3 DHCP VIRt WAN I O ZE 4R AV 1P it -
O] PEEER LSRRG -

= BEIPfL v

EHER
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o THBE: oRETHEHLE -
>  PPPoE : =Z X E PPPoE HESRERIRIREATIESE - LIRZH ISP EE IR H#

§2 WAN Settings

B PPPOE v

= PPPol

ERERE
o
MTU 1492
Reconnect Mode Always On y

o (FRERME . B ISP FTIRHE4RAY PPPoE 5 FHEIRSE -
® I : FWA ISP PTIR A IREY PPPoE [ FHE RS -
® MTU : MTU £ Maximum Transmission Unit BI4EE - = ZEZ PPPoE BEIEAMI A/ - BE S 1492

REREEE -
® Reconnect Mode : O] )/ —T&EAR S
v Always On: & WAN pITNHEERIERE - IS A B EERAR -
v/ OnDemand : TJE2EE WAN BERBIZAE - WAN HEIREAR -
v FE: WAN AEZRERNZEE - H N EREEESTAESEREE TR ERBHREF

> PPTP: BIBLABE AT - 235 ISP S/ PPTP MBIEIERE - B WAN AR E R IR BT ER -
| R

SEPPTP
ERERE
BB

PPTP Server IP

WAN IP
FRBES
MTU 1460
MPPE40 QO RA O]
MPPE128 O RA [OF ||
Reconnect Mode Always On v
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ERERE : WA PPTP RENEHRE S -

2 BA PPTP BREERIEAS -

PPTP : B ARl B #ER) PPTP fElAR S 3L -

WAN IP : Bl AGEREEFHAY 1P At -

FHARIESE : A WAN IP B FHEES IR

MTU : PPTP EFHSRENHEIRE - F858% 1460 °

MPPE40 : F5¥IBRRVINEE A 40 LT -

MPPE128 : EH¥IBARINNEEA 128 AT -

Reconnect Mode: T %)% Always On/ On demand / F&1% 3 fEE -
v' Always On: = WAN B INEESRERE - IS ABEELR -
v' OnDemand : IJRESE WAN BIERBIZAE - WAN BENEEAR -
v FE  WAN AEZZRERNBER - B AREEESACERIETR N ERBERE

fE -

> MACClone : B RFRFEHAN= -

B Default MAC Address
Manual MAC{I it

®  Default MAC Address : 1FFFEER A1 MAC {7 HEESIb -
e FENETE MAC Uil : AEEBEBTRE—HAEIN MAC izl -
> DNS: 2 EANU T EARES NI -

= DNS

£2 MAC Clone

FEEDNS Rz

REDNSHIIRER

RETTALE - FBRAE " TF " RIMERCISRRAE " EWRNE) " - SoRUTNAEELE -

7. 3 Ei_km -‘-n.ﬂ-l

B AAEREEEF EZR BRI LAN IP A1 R FAIKIRE, £ LAN BRI _E17573% 802.1d Spanning Tree
THEE - FBEE " RARE " > "EBIEHAKRKRTE " EAEHKRE
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P4tz it 192.168.2.254

FEBER 2565 255.255.0

802.1d Spanning Tree ) B Of [

IP Settings:

> 1P ik : EREARTEEZRT LAN P 3L -

> THRIES : RE LANIP WFREES - LRRFRR1ES 255.255.255.0 °

802.1d Spanning Tree :

Spanning Tree Protocol &% STP - BUALLINEER E Linsi @A E M SR ERNAKREE B EIL
BAWE  TERREEMSAERRESEFZHRAN —SRABRERERRBEEEREE - m

B RBEEREE A ESENF - AN . EEEEEH wos Tt E EMIRmAVEREN S 5 3RS

Rt RIS AR A ERENF (WHNEPR ) FBULINEERS DI DU S I RRE A -

Wan ¢ Packet flow . i Cerio’s AP
‘ i Lo erio’s
J)) Wi-Fi {f( - ))) Repeater Wi- Fill . UseClient Bridge

-

WP Cerio’s AP Use WISPf—- ~ *
N
LAN |+ E
| # LOOP # %] ras
P O A
Enable Spanning Tree function s --P_a@ls?_t_f_lqtﬁt-..;@ ./.\'
to Anti-blocking packet loop RI-45 -

RRIESTAE - BRI " T " RIIRRCISARE " EWMRIE " - SCRINEEESE
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7.4 DHCP %7€

BREREAHEMLD DHCP FARES - RICTEBUCTIBERA - EITER IP K3
ABRLE " RARERTE " > " DHCP BRE " EARMER

= DHCPiE

st OF -z O FAEA

]

DHCP &% &

i= DHCPELE

#EYAIPI 3

EERIPHIE

FERES 255.255.255.0

faRREE

ZDNS Rz Uit

REDNS @l AR 23 31k

WINS fal iR &2 i 3l

miEEE

IPFE B 86400

> REYA IP il : E2%E DHCP fEARER IR P RURELA UL -
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#55R 1P fidlt : 527 DHCP fEIARSRIKEE IP BUAE SRATHE -

FHRIEES : 527F DHCP AIARER AR IP FARIRIEES -

TEERRIE | SREZEEB DHCP IR SRIR RIS (P ATt -

F/7RZ DNs fafREE : EZEEB DHCP EAREEIKEZE DNS firdl -

WINS falBRES It : & A PHEZEE WINS [EIAREE - DI TE LR E WINS EARES (P At -
Domain : EfEAREALZHE - ol E L8 ARRIEHE -

Ip HAE : olE2Ekix 1P (AR, Y852 86400 ¥ (1 X) -

V V V V V V V

DHcP FIF%IE&
= DHCP @ AR=: k& 09 1P S seiRfE L AR | -

&% DHCPH

# 1Pk MAC{i it Expired L b

EE IPRTE

Static Lease IP Setup
23,4
1Pzt

MAC{iI it m

>  Static Lease IP Setup : =B R HEZ S DHCP EIRESFTEIE K/ IP Azl - DI EEREE
B ER MAC I HELUR EE ZEVSAYIREE 1P IHERDT] -

EE Ip 53

E= Static Lease IP List

# 3.4 IP{iz ik MAC{i i M7

>  Static Lease IP List : &8 XE5ThY Static Lease IP Setup & - BB AALLZER -

RRIESTALE - BRAEE " T " RIIRECISARE " EWMRIE) " - SCAINREESF

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

7.5 HRARRRTE

UIEThREE E £ 252 E WAN BB ER 7 UIBEEARR xDSL UL e - ERBES NI EER[EH 2.46 50 56
RIERMERE  BEEGEMSNHERINE - B YR EMNIRELS (Repeater AP)FEZE M SRIINAE -
£/ MAC BB M FRAR RIFE D FINEE -

o = WISP 2RI 2.4G $EERELR PRS- Bl Repeater AP TNAE R ASE A 5G HUSEER
Rl (1(5355 WiSP 2FFR 5G SBERIERE FIRELHIS - B Repeater AP RAEEFH 2.4G HUSEES -

# 153 wisp AR E M S KSR EE [ (Repeater AP)ERE L B
# NS RolinMERASZRITE Fin WisP BiE REBREARMSER

TE1 . BEAEBRAEREEFH 246 3 56 JBEREM Client AR EEZ FinEGEMES - BRE LK
WISP 2EF 2.4G6 WHEER - BIEIEEED] 2.4G HEERFIESFIEE -

PATF{E 2.46 A&l - £ " BFRTE " 2” Radio O"ERBEMAED - BB EEL 246G ERESH
e -

= 181EF 5G i Client 181%, B A Radio 1 52 7E, WRIREMSBE
EEY

i —iE R

MACHraE 8cddea05:1c79
wwogems ©8BUE O gaEn
EmE | Tawan .
SRR 802.11bigin v
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LB 2: BAZEERE D" BB ERE 2B ESHe RIllRnESWINMAERS -

W30 Signal BSSID = ESSID PO BE
1 62% f=—Y NGS_APO None
1 9% S 5 ] WPA/WPAZ Personal
5 32% 5 CERIO WPA/WPA2 Personal m
6 33% T DT-200N WPAWPA2 Personal
11 119 —— -_— WPA/WPA2 Personal

S 3. HETAE, MEFMANEFZEMASIEEIHEREN, AESHETEMRESA BsSID BiF, 1
BHEE R TE IR IR AR E UL BSSID AYIRSR LI ZRES -

i i SRR
SSID=Z8 CERIOD
iR WPAMWPAZ Personal v

WPS Push Button

im EiEE
Iy E&h (WPAZEWPAZ) v
IneEREE% Sy N

<

o EIEIEERNNE - BREFEEEAEM SN EER 40%E IR HE R ik B i
Nl OB R ERE, BEANESESNTRRE
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ERDENESBECRETHE  BETRE A%, LE"RMAKRETZE Radio 0 3 1 B3 LiRILER
Eifl - BEMALIR BSSID REERFRFRTNHINE AP 81 -

@ YNERIDER 2 SoRi 8 - TERAEARAR T HELIR BSSID ARE - Aolged Finfd 1P A2 A4
I X SR EUAE UG AP IEEEAR

S 4 REBREIEBENES - BITILIFIRY Repeater AP IN8E - SIEABSTIDIBREE " HBRRE "D "
Repeater AP 527 " RIFITNBENI 58 E MARE MM S EH - TERERFAR

O nien
SSIDER default
agssip @ BA O e
mumeEss O BA ©® e
wmms O B ® BIED
EAEEEN 64
mEmR Open System o

£ Flin AP 1B 1ENT - VIR IP (IEABEER - DIREMBEALBRREF -

RRETTAE - FBRE " T " RIMERCSARE " EMRE " - STAINAEESE -

7.5.1 Radio 0 (2.4G):&<E
W —MEETE / BAEthAEEES

il —Rr R

MAC firfif- 8c4dea05:1c79
gogeest O BUE O mieA
Egs | Tawan .
SRESEIERI 802.11blgin o
A EETIRR T =0 9 v
Slot Time 9
ACK Timeout g4
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MAC firdlt : 887K 2.4G #4R MAC BIMLL -
BIHERTE : THEURERFSZRBLEBR ZBE - %1% "us, "EUL - "Taiwan s °

> BEEFEI : 218 802.11b ~ 802.11 b/g * 802.11b/g/n ~ 802.11n WITEET - FEAZTKTE
B

> EBREBINERE
FEREUMPATEIRIERRRE SR 1 ~"EHh o BRINE  fAAEHR I KBAENIRIER
KO BTHRERESNIRSHHINE  BRASEHh -

>  SlotTime : RO TELEEIA slot time EU1E - CIFFERRIEN - ARSSHEEXRHBNRIE -
PERE . 24N IEREVIRER, SOIDUM ARSI RROBEIERE - RFEEEFEL
ACK Timeout HIRZ82EE - WARBMUEA(AR)FE -

>  ACK Timeout : E%/F “ACKnowledgment frame” EIff K EMAHWIEI - ACK EEFEH - &
SR ACK Timeout BRI /DEI €] lost - BEBWMEZEHE

2Z Slot Time E4

2 € Slot Timec F] ACK Timeout Be/NRRIPBEELR - FNEEREERELRTE - BE

@ RATMEYEEANSHE MEEAESEENRE HEASTEeE S0
S i . mEE -

HT Physical Mode

HT Physical Mode

TX/RX Stream 2T2R
MMM 2040
MCS Auto v
shortcl @ B O BAER
sams OHB BAE

Aggregation Frames

HaBsKn 50000

»  TX/RXStream : HFEER 2 BEK 2 HUL -
SEIEEI : £ 2.4Ghz 73 20Mhz T 20/40Mhz - fEREMMSEEGRAP  BEENENRE -
»  MCS: MCS #Rz%/E 802.11n £ WLAN RYBEAERER FIRHA—TEFRIR - T MCS #ReZ1E 1= &3E5
HEEWNETERE 7 MCS BEZERBERMAABLEE - £ Mcs HEERRR HELUEBIEERS 20
5 - A& S RE0]IZ 150Mbps @ G EBEER M 40 I - RIRSEERKOIZEER] 300Mbps -
By o iR EE R EUR IR B (O] Sl (A1 AR = (Stream)

Y
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>  ShortGl: ffRERME  BEREREETHERERZHERSEARERWFRESRIEE - R%E
BEIB AR - GMAT—EBUBF AL TE - M Guard Interval T2 FEAREND T 77 8 1B
—IRINEE - HMFERER "R, -

> HERE BZENeEmA— —EBEEEE - FERERVAEHNDERHT - FHHE
£ HHWERES "R,

>  Aggregation Frames : TI B3R EMFEXN/ - BETERE

> HEEREK): REFEBRENKN) - BEFERE

7.5.2 Radio 1 (5G) &<
X —BRBTE / RAEhaEEER

im — R EE

MACfirtf 8cddealb1c7a
zwomesst OB O gae
S Taiwan .
LS AT g02.1ac ~
S ERThIRE =B 9 »
Slot Time 9
ACK Timeout 30

>  MAC {idlt : %8R 56 #4R MAC B9AdLE -

> BERE: THEUREREZRBELZEBER ZES - <38 "Us, "TEU, - "Taiwan, e

> HEREMEEI( . TZOJLUERE 802.11a / 802. 1lan/802 11n(5G)/ K B #T AV 802.11ac 55 -

> BEEE  BARZASEHUSREFNVIEEETER  FEARSEZIRRBECRERKF
BhRE -

> 3EE SRR EARBER N EARRAEFEASARNREEE -
RIB NCC BHERIER - SERM N5 3 {8 56Hz 58 -
1. 5280 ~5350MHz ( CH56 5280MHz * CH60 5300MHz ~ CH64 5320MHz )

2. 5470 ~5725MHz ( CH100 5500MHz ~ CH104 5520MHz ~ CH108 5540MHz ~ CH112 5560MHz *
CH116 5580MHz ~ CH120 5600MHz ~ CH124 5620MHz ~ CH128 5640MHz ~ CH132 5660MHz *
CH136 5680MHz * CH140 5700MHz )

3. 5725 ~5825MHz ( CH149 5745MHz ~ CH153 5765MHz ~ CH157 5785MHz ~ CH161 5805MHz -
CH165 5825MHz )
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Hh 5470 ~5725MHz SEEEREES MRS HEHSHEERAXEER -  £EHEBEEBRZ

Ve T - BERERELER oS HEE DFS A TPC ( EIRP E AR 500mW 2581 ) I1
BB ERBRAZIBEREEAESHEEALEAR - DFs EEEIAAHIUREBIEE ; 5250
~5350MHz FMZAFER - ( &2MEAREED] - NCC BE TMEINRFIABHIRMRE )

> BREGNEI[ESEAZTURMERETKRKRE SR 1 ~"SR BEHINE FARERI
KBARRIRIEFR KO BTAZERESIRSHLINE BB SR -

>  Slot Time: fXOITELLHIA slottime B{E - SRR - SHEXOEBEAREF O AR RMIE -
PERE : SR N PERRIRER - ORI ARSEI BB IR - R M B ENFTE L% Slot Time £2
ACK Timeout FIEI82EE, WABBRIEM(AR)GE -

> ACKTimeout : 2575 ~ACKnowledgment frame” I K ERMAHEUL - ACK EENEEH - B

A9 ACK Timeout &5/ E] lost » B EHMEZERZE -

0>

ZXXE Slot Timec # ACK Timeout BENNRREEERELR - BEXEEREBARE(LRTE - BA

@_ RAMEETANEHE MUEAESEEREE  HEASTES AN SN
Nl < . TEREE -

HT Physical Mode

£2 HT Physical Mode

TX/RX Stream 2T2R i
SRIBERL 80 .
shortcl  © BA O pges
saps ©OBA O pges

Aggregation Frames 32

HEBREAN 50000

> TX/RXStream : LRAFRERIES 2 B K 2 #UT -

SRIEHE T : £ 20Mhz /40Mhz/5}, 802.11ac ) 80 EREMEHERAF 2 EEENERIRE -

> ShortGi: JEIREMR BEEREEZHEHEEZHBREFRARERWRENLE IREE
HIBREBAR - TN —EBURFZATE - M Guard Interval Fi/2 {5 AR/ L AR & T EBA—
IBINEE - LMIARER "RIA. -

> HERE:  #BTEFHEamA— —EBEZELE - TEZEZRVAEFTEEEE - ZHHE
BE, LMIERES "RH.-

A\
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>  Aggregation Frames : S SR EMFAEKX/) - BETERE

> HEREKN: REHERENA/) - BEERE

N

]

RIETTHE @ R " T " IR SARME " EMME " - THRINBEESF -

anp
am
rN

7.5.3 EPSERTE

i ERE SR
Beacen Interval 100
DTIM FSiFg 1
Fragment Threshold 2346
RTS Threshold 2346
ShortPreamble  © EUA O paeA
IGMP Snooping  © B O EiEy
Greenfield @ BUH O e
RF on/off by Schedule Always v
Location Tracking Log L1 600 £

>  Beacon Interval : Bl A Z1{E7L 10 2 5000 msec - AR 1ERZ 100 - MAWEEHNS - BMRERA
FIrEaE - MANELE  EEESABIREHR - ZREHAERE

>  DTIM Interval : 8 A DTIM Interval B8 - BlEHS - AFKARHEE - BUEHIE - WEEHET -
BURASE - BEFAERE

>  fragment threshold : FIZKERESEAEAR/] - BEX LRENEEX - EEFOEENIZE S
RS - FERER 2346 - EEREATERE

> RTSThreshold : I AZETE 1 £ 2346 - MTERIRIE T - UIREHSEE - & EFA0NE
RREEIRTE - BEREHERE

>  Short Preamble : & DI BHERLFHERE 56-bit X = BWIUAE - BRI 128-bit - EH(EMR
A E

>  IGMP Snooping : FAZKSZIETE layer2 21T M4 € MAC B9 Multicast 1SR - DUEZRTE layer2 2
T Mutlicast - EEEHTERE

>  Greenfield(# & 1E 1) RIS EAIRIT NERZEH 802.11n I MFEET Rl EN 4 EHET
F=FTA 11n RENE PR o D2 RIBT - BERERERE
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@ * Band Steering ¥ - T Z2EEEH 56 IV 11ac BB - BUEAZEEER BN
I SIS ESTHENRAEER ST ANEENERERTREILEER

>  RF on/off by Schedule: I5INEE I UE BRBIZRZERANSEKIBREREEFREREE, ’FKE
ERAERBE AHRED'HERA EHFET -

>  Location Tracking Log: ItbINEEOIig AR FH P AR M AR E M S V7 BEBE(RSSI 518 ) ERIR 4=
IREIBEM AT - EBEARESPWEE—RENLEEE -
Jan 1 08:28:00 Wifilogd: tm=1420072080 vlan=0 radio=0 bssid-8c:4d:ea:05:1¢c:7a climac-Aimimmetetied® rssi=-67

Jan 1 08:27:00 whfilogd: tm=1420072020 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac-Irasmmme rssi=-68
Jan 1 08:26:00 Wwifilogd: tm=1420071960 vlan=0 radio=0 bssid=8c:4d:ea:05:1c:7a climac SRR rssi=-67

@ Location Tracking Log REFRHEAAPUEENARIEE, IWEAOBEEAR
Notice JENIZIRSRIVA=NSE:Juel - Fi30 8-S == PRRIVAS

7.5.4 WMM SEER{ERTE

= WMM
wumgRSEE  © B ) e
= WMM 4, i
No ACK Policy

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 6 3 0 n
AC_BK(1) 4 10 7
AC_VI(2) 3 4 3008
AC _VO(3) 2 3 150
= WMM Pammamcters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 10 3
AC_BK(1) a 0
AC_VI(2) 3 4 3008
AC VO(3) 3 2 1504

>  AC Type:Access Category BB SCHEE 7 A Voice(VO)-Video(VI)* Best-effort(BE) & Back-ground(BK)
EY4K -
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Bk
AC_BK BT (2 SR  REEANEH=HIFEBTM AR EREN
Background SUBERTELLEER - (BIUD : FTP E1HB)
AC_BE E1EMBE o hEEHE R OIEEY - KRZE—REFRD 1P BUERER
Best Effort EIEERR -
AC_VI BB =) Nee&/\VEE - ERNIMNEZEIEEBFEEL
Video Rl -
AC_VO BEBXx = ERHRMNEBBINES B AEREE)EBE
Voice FRTELL IR R

>  CWmin : Minimum Contention Window - EEZEETZE WMM FHEAWIEERRE -

> CWmax : Maximum Contention Window - EEZEEFZ wvM FEEANEERE - I8
CWMax —EMHAEAREZFR CWMin °

> AIFS : Arbitration Inter-Frame Spacing Number - S{EZE B EEFEEERN BHIEE -

>  TxOP Limit: Transmission Opportunity - S E{EZEEE  HREER BRI HEEZR SEITEN AC_VI
B2 AC_VO - ROl EBANE B EIERSNEXBTE -

>  ACM bit : Admission Control Mandatory - ACM RZEFIAS AC_VI & AC_VO - EEETNEE R B E
s RIBEEPNEGEMSREE AAM - k27 - SEENEEHRENR  AIRAFmRKRES -

>  No ACK policy bit : FERES - RNEGEMSZBEGEZERH wwM HEF - S0 EEE
Tk - olERET —EWE wvm HE - EBRRE  RONEFENSZBEKERER wwm H
B - AEOREIEREK - AR B EMHRIE -

RIETTIE @ R " T " RIERCSARE " EMEE " - STAINREESE -

7.5.5 BMS18iRERE

SIS S A RIS ENE T E RN ES RIS RABERORRITSENE " RE " Rl
IR EB BRI RRIS A AT - MREEREEE - HER AR CEMERRISEH SSID BER
MESRE  TABBBEBHATIAL - TEEFHENBRENSH ssD RNBHHS -

SSIDETR default

nEm Open System o

Button

WEF Setting

Encryption O B
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BaEns

EEmRILSRTME
SHEN T AR E R A s

Zil - BREBEERNEGEMS  BREHE "RE "%
TS - FERDSCRVERAE " T " I BB R RBD O] Al iE R

> BE . BBl HRSKREDHNEGEMS WK -
5HiE Signal BSSID ESSID InEE 38 E
1 62 i —1 NGS_APO None E
1 9% T 5 L ] WPA/WPA2 Personal E
5 32% T 5 CERIO WPA/WPA2 Personal E
6 33% frsen e DT-200N WPA/WPA2 Personal
1 1% — T WPA/WPA2 Personal E

> H$RIE . BREREMESWNEREE

> Signal : B REHAIBEEGEMSAIERE - BotbESHRES|EHLT -

> BSSID : B RIRIRPEEEMENEZE -

> ESSID : BREMSRE -

> MEERX . BEREMESHWREMNEALR -

> RBRE MBOENZEGSOEGEMS  WREELEEE -

MEERN . ESEASMBERILASRNRERIME - ZREEMS
HBECHEIBGLOZHATE  AZ2RESIEAI6EE
ZHEE MR -

BB IERA - REE
AIZEEZIFHEA SR SSID B K

SSID&E

mEER

WPS Push Button

CERIO

WPA/WPAZ2 Personal e

Pass Phrase Settings : O] ZtiZ 4R &

o MEEN :
o MNEEEX:

@ www.cerio.com.tw

MERMEENREHEES - WA ZERFEMS/IIERE

BEERGEMSMEBR -
LA BERGEMANIBRIESE -
MARGEMSREERE -
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M E§) (WPAZWPA2) v

M & E A L v

i sssssnsneee

RRTESTAE - BRE " T " RIMRRCSRRE " BRI " - ST TNREESE -

7.5.6 Repeater AP((EfRE I E)EETE
SR E1B A T(Client Bridge) R S A& H _Fin AP %% - RIO]DUEIZRIF Repeater AP L SRIE(E
e R HMEMAINEE - BEMARRBRERAEFEMSENRIEBERHAEREER -

= v
wmamy ©&A O eaea
SSIDERiE default
wM@ssn  @gm O eaea
mamsems OgM@ ® gaeq
mmips O &A ® gaes

1 P SR AR =

InEEEa Open System L

(2% Client Bridge(E it &181%) A 1I - Bl Repeater AP(RE{HE it &)AY SSID #% HEE1E
Nofice B UK
WMGEME : BRI RUE Repeater AP(IEBE M E)INAEARFS
SSID & 7§ : 527E Repeater AP(E{BEINE)H SSID HHF -
o] #8 SSID : FRERI AT B A Repeater AP(JEBE I E)AY sSID BB 2 E EEH -
REEERERE . RTEESZER8E Repeater APGEBEME) FTHERERE - UMERBEH
Blnf Ao LUE R EAR Internet - BEKEREEEREREZEAZELBBER -
> EEIRE  REBFEMEM SSID RAUEGNEKEREHE  FAZIEER 64 BEFERE
FHUE—1E SSID - EFEEFH 2.4G IRRESEZRAR 40 A - B 56 IERESERAZ 60

YV V VYV V

)\ o
>  hoRg : BIEEOIERIE WPA-PSK/WPA2-PSK Personal 1 WPA/WAP2-Enterprise & 802.1x 55 3 fE73:8
B -
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RIETTHE @ BRI " T " IR SARME " EMME " - STHINBEESF -

7.5.7 MAC {uilti8iE

B2 TMAC BIEERE J BOILUEA TACL EEVES] ) RESEE S BERATHEMBS - HRIL
(1) RMEHE MAC REAMAIIELR - EMRBETIBERGENS -

(2) Raesr MAC RERMMIILES - EMRBEEIEERESENS -

RA
B MACH &
AFFMACTS B

MAC{ir it aabcddee1123] ; m

# MAC it iz # MAC it T

1 aabeddef:11:23 m 2 aabc:ddied:11:24 m
> FRAI . cPEEZEEEAIE / FNEERE MAC RUZREALL -

>  MAC il : 8 AZEIER MAC il -

>  MAC iIit515R : EZERBEN MAC THEE - BIAKER -

RIETTHE @ ERaE " 7 " IR SRME " EMME " - STHINBEELE -

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CI:?IO

CenOS 5.0 SOFTWARE Anphify your Wireless Netw

7.5.8 802.11r [RIE;BihE
EEE 802.11r fUH51lT - (EF R B RER G ABHRNESEM ARSNGB YR  BEEsHAE
B EEGE S YR RS ENES I SEE  EEBRERDE -

£ 802.11r/802.11k IS IF

sy © KA O A

Mobility Domain al1b2
RO Key Lifetime 10000
ReassocHifR 1000
RO/NAS Identifier ap.example.com
R1 Identifier 000102030405

ol

R1Push O RA

> REEDE . FNENSRERAIEETHEE
> Mobility Domain : 525 —HHEZ=41 - FRER AP IEE— BRI AEEEZ=—(E48[EAY SSID - HAY
—{& sTA ZE o] IE 1Rk BSS #Ei4 -

o IEEREWNES 2 #H 16 IS

Motice

RO Key Lifetime : 3&%E PMK-RO RUfEFIEA0 - FEa%4 10000 © OJF%%E 165535 ARE -

Reassoc deadline : ERTEZEE]LLIFRE - FEE 4 1000 + BJE&E 1000~65535 AHIE -

RO/NAS Identifier: = 1# [ 802.11r [ - £ nas_identifier = Z2M/ARREMN - OJRRE 1748 UTTFEE -
R1 Identifier : PMK-R1 H key 238 - 38 E 12 @770 - Bl 16 EMU A -

R1Push: HEE)%E# R1 Key Holders ©

YV V VYV VYV V
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RO Key holders : & A Z# Pk S —In AR E NS HY RO 50FE E51 °

8= RO Key holders
MAC fir it

NAS Identifier

128-bit Key 128-bit key as hex strin m

>  MAC filll : MAS—IHEEEMESHNEEATRR -
> NAS Identifler : A AP B9 NAS Identifler #8131 -
> 128-bit Key : & A —ZHI AR 128-bit Key 5 -
AR EFIIALIT ROKey FREA - 1T E

# MAC{I ik NAS Identifier 128-bit Key wmi

1 Bci4d:ea:00:11:22 cerio.com.tw 8c4deal0112233445566... m

R1 Key h0|derS . E@A%ﬁ ;/SL’:J\EEE/\]/\\\ J?%ﬂﬂl:l E/] R1 _H‘ﬂ/

£=Z R1 Key Holders
MAC{i1 it

R1 Identifier R1 Identifier

128-bit Key 128-bit key as hex string m

>  MAC il : A S —IREREMENERE RIS -
> R1ldentifler : & A AP B9 R1 Identifler #8135 =2 71 -
> 128-bit Key : & A —ZHH AR 128-bit Key 5 -
I ATERERIIALIT ROKey FREA - N FE -
# MAC i1 it NAS Identifier 128-bit Key BMi7
1 00:11:22:33:44:50 00:01:02:03:04:05 11223344556677889900... m

ZIE -

anp
am

RIETTHE @ R " T " RIMERCSARME " EMRE " - TR
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7.6 PR

7.6.1 DMz

DMZ (Demilitarized Zone)#8 % - DMZ INEc @ EBISABA S INERH —ESF/N\EE - BENZFEEET
AN ERRRBAEAIMNIREBEIER - BARFINIAERERZI NS E M IEF N E MO EIARES -

PR R ZRME MO EARE M E DMz & - RIMNIRELR RAEPRHIFEE DMz B ISR EIARES - ol {RERED
Y& I AR B A 2N ERSEAR IR - PRAE R -

AR5 2 7 DMz $8EY - 3 BIA Automatic Assignment & Static Assignment 5 -

7.6.2 IPiBiE

SEEZ 0D ILETE WAN 2| LAN 312 LAN 2| WAN B9 1P 577 8] & AR 75 ik ] sB B2l - DI IS INAR RS 22 = 1)
IP BB CI 2 E 20 1814 -
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1 ALL In Deny m
ALL In Deny m
g@ O BaEA
B8
pw  © B8 ) Pass
AGRE  ©MA it
BREE | AU v
> RE: ERABTLIREN SRR 1P BIRIRY -
> REfF . B ABURE LR HR T
> BUR : EEABUREGRHESZEENZEBT -
> MA/RY  EBABTUDUEE P RAEBRRARE R
> BARE . EERBRmERG -
B4t Mask
S
B 8914 Mask
P
Listen © B wEn
~m  ©WAN LAN
pEE A
> RIFEAIE/Mask : 5% ERIRIHHY 1P AL R A SR E
> RIRR  RERRIKAARIGIE - ol EERME -
> Bmfilt/Mask : 52 E BRIIRAY 1P A3 R A RS
> BE  REBMNIRNREERE - oIRERE -
> Listen : =% TCP Rl R4 ERHIEL
> TH : BERERTHONE -
> BER%R EEZ2EARBRETEHNITERAGG -

r Wireless Netw

@ www.cerio.com.tw

S, +(886)2-8911-6160

WA sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

RRETTAE - FBRE " T " RIMERCSRRE " EMRE) " - STRUINAEESE -

7.6.3 MAC iBjE

BRABUDA AL EENAEE EHEEAEN MAC IIBETHEEBNGFINES - LRAREATRTE

20 £ MAC it -

£= MAC

B

# BLED HR MAC i1 it B

Always Run

Always Run

> 1E#8 : RFE1E MAC RERM MAC firtlt - Hith MAC RO DUELR FA] -
> FoEF ¢ REM MAC RERM MAC fizdlt - Hith MAC A ER 4 -

RRETTAE - BRE " T " RIMERCSARE " EMRE " - STRUINAEESE -

7.6.4 EH¥ElARzES
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MREBABFZZINLOULGEENEMAARNA G ERS W P MEEFH - MEERES - F1P ARG EE
AR 7525 1B B AT IR (Port) ¥ 9MERE - TIRREILINAE - LB OIRTE 20 EE AR AR -

il R

1 = TCP - = -
2 = TCP E
3 - TCP - - -
4 - TCP - - -

TCP = g =

= FERFERREER A
mey @A O e
i3,
Eqme ©TCP Oupp
ShER S (min:1, max:65535 or Range x00000000)
ISR I3 P firhl:
MR E SR (min:1, max:65535 or Range x00000000)
R Always w

> RE) : S E0EE E R E AR 2SR AU RIEN L RART -
>  REfF : DIHEMUGARRIRE -
> EIAWE  BERBZNEANEN B ERE -
> SMEBAHIE : REIMNERIEEN 5 E AR TS IR, -
>  WEMEIARES 1P {iil : R EBRBAEHFENEREN P il -
> WNEMEARERIE : 5 E &S AIEA R E RSV 5 AR TS IR0 -
> BEXR . EEE2ERRBERETES N THEERRGE -

RRETTAE - BRE " T " RIMERCSRME " BB " - STHINAEESE -

7.6.5 FEVEH
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IEINEERS O LR E AERGIS AR ERENESN A ATSIE L EHETH - FIRLARAETEL " @i
. TEEE BT S TR, ETEEINN O - OJERE 20 EEERA -

- B oy ERRE e

1 = ANY m

2 - ANY m

3 ANY m

4 ANY m

&8 a8 e EAREEE

® FER

1) B i IP L
i
F it
W BE

BmiP it

MACHII it

FEUZEHIFRA
1
EiflE ANY
RIS Aways
> EUED : TRERESR A -

>
> EAIERE
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EEE

TCP
upP

ICMP
REMBETIAR
P

ANY : ST FT AN BB EAGRAIEE -
TCP : REHH TP BB EMMRASIE -
uDP : RETE uDP WEBIBEMMRREIR -

M DRIP i ik

Fihig

BastRIP it

Bmig

At e (Id: WA ZEIRA9A MR (P AIHESE 1P &R -
AR : M AZEENAMIE  EERTEEB A" "R - BIU0(1:65535) °
B YR 1P izl - & A BRI 1P A73EEY 1P @A -

v  BHIE: R AZEEBENENER  EEREE[MOA”:"FR - BlEN(1:65535) -
® ICMP : REt# icmp RBIBE MR AIEE -

AR NEEN

A RIPAIHE

v Al P ik WAZERAAIIS 1P S 1P RE -
& ABRBPIE : Ity "ERF, ETRARE - BE "HEF) BUPBA "TERFE, B
N THE L B EEMRGBR TR, 8-

il IP{

FIhERIP I

Fihig

BrytsIP it

[=[:ahs

Keyword m

# Keyword MiT
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Aithim 1P (dlk: WA ZEIRRIAHIE 1P IS 1P & -

Kihig : MAZEENAMIE  EERERE I "IN - BIU0(1:65535) °
a9 p ik : WA HRIG 1P AIHESY 1P &

HAVE : MAZSENERE  ZERERB IR "FRR - HI(1:65535) °
AT BAZBBHOASTHRET - (BAIRERXRERT) -

o ERAEN: AACHRRNAZTERAHEL  BEASUMBMIESZEEZRBNRERARE

NS NEE N NEEN

I .
= p
A iRIP e
Fihig
B a9 IRIP {1 4t

Bayig

ERES AlM

AOL instant messenger (OSCAR and TOC)

o AEBIEBIE
BB 0HY TRAEEME ETRARE BT TR BUTEHARBRHNESZEER
BN TEE L BRE0O] - EEMBRER "B # -

At I ik

Eihig

BavmiP ik

Beyig

A [ o |

>  ERTE MAC fililt : EE S0 EISEN MAC ERHURHBEIE -
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MAC{TI 1t aabcddee1123) x m

RRETTAE - BRE " T " RIMRRCSRRE " EMRE) " - ST TNREESE -

8. TH

MEEEE U EILEREAMARTE - &
KRR -

I
YN
S
o
il
m]P

=18 - PR - BEAE TR  ERERIVERERME

P

"'rl.l-‘-l l—
/ u‘ HXEE

BEEEZEULUERDIEARBTRENAEREERNNERBNRENCERAIAREBEEFINA - BILME
'THR, > "2MREEE, EAEH -

HintER EERERUNANRERDEREZTAANGE - BtholiE

Furmnenons K

EIEE b Syl E S |

EE A GRRE

m
7
7

2]
R
3
]

A

> THRARTEHEMESR  ME "#EF. BUURBENBEXFNREE  FEERFHENN "&
MERTERE ) MR ENEREREED - HEYZBILRERDERTREE -
> [EFAARERMNER BLHE B BENECATBEENBERERE BMELE,.

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CI:?IO

CenOS 5.0 SOFTWARE Anphify your Wireless Netw

ENoJEl{E 2 oA B IR E -

> ERZRERE  FEEMNE "ERE, B ZASZEEREREMERE  BRTHE - Z2HR
HIRBNERNBERNT - WRFEEHE R AENY -

> EERLEEESSLERERR : ERBRIET  SEEBUSERECEUM SSLZE2R/ER - o/E8
UETNBER 2 B URY SSL B2 e LB R AR TEMF -

8.2 HNESFKR

2% CERIO BELWIE  EEELEALVEEREMAANIER - EEEUUERASTMIL
( http://www.cerio.com.tw ) ZIBEEBREEMINEE - JLULER MBI, NEWETRAERMN -
il ZAEEE
BN ETE TS SRR TR R B iR H::?'T

ZEEETEEEE - 2—'1'%3'53' FfEE:F’ai»bEBfEF 2
FrABETE A & IR R SRR DA R B T AT R RN

BT (FH4T

SR Pme-CPE-PQ40XX-CERIO V1.0.2

ey O 2019/02/15 16:07:30

HPEENEEL  ECNESKEMSETERBEFLERIAEREEUREHOEE - RABEER
EHEARESBEHENZREE  SLEERU2AREROSNENIE - EFRIES—EEERE
WENME - EEMAM /I ERE/ARFALEERF - MEBER - BRABAFTK NERCAEER
BT - BHUEARATIMEIE T HEENRIERESR  BCER Y —EFAQTIRLEARERRNESR - &8
HEMBA LS BENRARLEER - AT ARBIERNTAIRERIERE - BERHR !

mEmE | _=w |

TFTP{aBR 2Pt

wEEH

HT TP

URLim B
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> EAKERARIEE  SEFITRREEEAPC L BRENBRSIRFHUE - BRUER
ROETTAR - BRI ITRIRS E S ARENF

> & TFTP fElAR=RFARINRE : M ZENESERMNE TFTP AMR=R L - REBEUTIBERE EBIA TFTP
fEfRER Mzt - WA ERIENIERZHE - MEARSRENTIEERTRIE -

> & HTTP EIRAIEFAHARENES : REMIEMEERIL L - BBINFEEREA URL EEZELL - WAFEE
MEREE - BB RGRERTIEENTRENE -

BRI GEZ EFFU BT | 250 1T 25 B
1. B 1E/H RI-45 AHEE AR BRI R BRI AR B G B TTEREIE - 1)) AR E
ARATTT (T2 BHES -
. BHBE BB E A E -
@ . BUREHEEHI WEB B E 758 1T EHTL R KL EFKUAIEE -
CENRLN 4. B AR B T B /R KRR (B2 TFILEFT R B AR BRI S -
BRI LLFETTEHFR - ERLEBHKUNER AN AIERIRFFEHE
JEIE B - iB AL B AF M THE RN BB - JEAS B I E ar bR 2]
RF - AEIERFITE o] AR G2 I IE B -
EIE B ] BHE ar LA BRI IR ER L G858 TR IF2L 5% -

8.3 MAN-Mesh E1H

RS MAN-Mesh FHREREIEE - RERENMS SR ILH A BREA - BRAFEKABEHS
IR E

MFBEBEF RN MAN-Mesh BB EEFH BN AN ATEE MAN-Mesh EERENEH
i A RIS EE) MAN-Mesh -
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il MAN-Mesh{Z4EE7F

SR

FEmFEIEFEMAN-MESHIRE A LR - 2SR TR AINTIRE « LT ER TR T AT LaET
3R EEMAN-MESHEEER! FHTERTERS ©

8.4 #MgAITE

e T TH, > THEBAIETIER, BEEEH Ping UENMFIRE BRIV ER - BREREEEJLIEBAR
T B2l B piRA S IR AR ETTIREE -

= PING}

EIRIPAIH/URL AT 41k

[l FE b 5 m

™
n

Bithpy =4
Max. Hops 6 m

> Ping: IL TETIUHBALL PING FIE S BIE R IR B E R A ERIREE - PING TEZFEHFAGEE
IcMP HEIRY 7 U E il B i I T E T E AR BS B0 Bs 2 BBRVERBE N IR R B EARIERED - &R
AR TAER . U -
® =l IP {iIilt /URL fidlt : BRI P IA —HBERL 1P ANESAEEZHE - BT "PING, 8
TR -
o [CIfERSRE : ol IfE b A PRRZRIEIARE - RECE@A 1~50 WEUE -
> Traceroute : I5 T B O] DURZENERL Traceroute RIIE <RI B In s B A A AR B R ISR E B122ZEB K
AR - ERGERR TER ) BuP -
® Destination Host : ;A TE LA P8 A —#RIEIRAY IP IUSAE 2 - BT "Rt S#ETA
Al o
® MAX Hop : O] DIFE LB AFR T 27N Hop IEIE -
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8.5 EFTRYEN

MEEEE IR " EMRE  REREMRME 24K - EMRE THRAFT—DEREE -

SE N EMBE BELAGS UL —RESHNCEIERTEZ VBB BET MR RAIREIFE -
AIBHERER 50 MR 2R EMME B R RERUL BELRER -

AENEEZBRAAEREN - S 2AEBEN - BRENSEN - REGEREERENSES -

il Overview il Information
Mode Mesh Mode v
System Name OW-408_A1
System Time 2015/01/01 08:49:30
System Uptime 49:47
Firmware Version Pme-CPE-IPQ40XX-CERIO V1.0.7 Band Mode 802.11bfg/n
7
Firmware Date 2020/04/29 14:40:53 Channel L
400 0 Mb/
ETHO MAC Address 00:11:a3:dd:00:11 Rate Mbis
Wifi0 MAC Address 00:11:a3:dd:00:13
Wifi1 MAC Address 00:11:a3:dd:00:14
Band Mode 802.11ac
Gateway 10.0.2.1
Channel 153
DNS1 192.168.2.1
Rate 866.7 Mb/s
DNS2

Port Link B D
9.1 &RAMARRE

AR
FEBAZFEAERNEDS - 2% - BE - FERREX - AR R EERERESEEM -

=py

-

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CI:?IO

CenOS 5.0 SOFTWARE Anphify your Wireless Netw

BRERI R4S EHN cPu BRIEBRIEE/Memory NERE REZEREBRINERARSE -

EEH

10 37 0

Radio 0 / Radio 1 fEAFE M E : ZA7~ B A Radio 0 (2.4GHz) / Radio 0 (5GHz) BAFE M ENERE/EENE

il Radio (
HIEFERS 802.11b/g/n -
maE 5
g d 400.0 Mb
1
il Radio 1
=B 802.11ac B
Jaia 132
b 3 <o 0.0 Mb/s

. I\\\l\’imﬁﬂk II_'\
FA7N 2.4/5G MR ERFRENVABEN -

= 0

HmGRS MAC it Rate(RX/TX) RSSI

HBRENME  BRERERAEERE 2.4G 51 56 WEAAEE
MAC firilt : BREREAENER MAC 73l -
Rate(Tx/Rx) : BA/REHE F NERVERE -

RSSI : BERERARFEHE A AP ZERIASRE

YV V V V

@ www.cerio.com.tw \, +(886) 2-8911-6160 <] sales@cerio.com.tw



USER MANUAL CcExIO

CenOS 5.0 SOFTWARE Anphify your Wireless Network

9.3 IR LIEARE

@ IEIhEEEEAEM SR N EE, EMBIHPEREINER, HERERIREEBIRLERE
Motice %%Zﬁﬁ

BESUMUEZERFPNE7NERIRFNE /S LREMEFREERE -
2R HERE
vLAN# AR ERERE Tt Lt T LMt i

VALN# : FE7RFH PP RS VLAN &I

MEREINEE « BN PRENINEEEE -

EREYHE  BRUEAFEBANRBHE, REMB—ERFIUSEZEAREHRER
THIE : BRLEAPNATHIEE

tEHE  ERILAPNAE LENEE

THAT : BERIEAETHZD Mbps KRS

EEMIT : BERIEAF B2/ Mbps Kt E

AT EEABUDMNE BT RIBEHEEHFANBPERER

YV VvV VYV VY V¥V VY VY V

L) ] eraieres I e e ML Bebekiedd Lisgnry o Durwnbisaad Packiets Ipbged Packiets Diymriad Eyies Ugbaand By L]

1 Lesal tezt 182188291 T S0 R0/ 2841 THALZ 17677 g8 41ME 2 0aME m

Auth Type : BBRFE P B AR ELRE

User name : BIRFIP B AERIIRSE

IP Address : /R ERRY 1P ATk

MAC Address : #87RFH PRI MAC fiilt

Login Time: /R EPTE AR B ENIEE
Download Packets : B RILFAFHA T EIIEE
Upload Packets : R ItEFEFEMAR FEHEE
Download Bytes : ZRIEAFE F&EZ /> Mbps R =
Upload Bytes : #ERIIEAAF E1EZ/) Mbps B9 =

Logout: #51iLs0RE P IRHIE

YV Vv ¥V YV VYV VY VvV VY VYV V
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e

9.4 inig Hio
@ hIEEE RS E AR T B, SRBESDBER BETENRTBANE HE
Neoee S CREIE T =TT

TERTERSAR LMEIERE®E |, BB ULMCERME VAN RIRF2i%/2 L K i a4
ANRP{EREFE ©

> B enERHKmBE
VLAN: o3#1ZERA g VLAN
> Bl oJREENEBITRES

A\

5 ZMACER

IWE IR ZiRaE B ERREMAN AR EERE U RFMEN - IEEER BRI LR
MamERH R ANBBETRE -

= R4

I ] PR #5 & 18 PR35 % 4R A
2015-01-01 08:00:00 System Info SSDPD[BIND] 83ce68c-848d-42¢8-bc2e-3abf029b388e
2015-01-01 08:00:30 System Info Authentication successful for root from 192.168.2.138
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10. [*HEA T T 3 4]

10.1 WDS FHEIRRE
WDS IEEEREEGEMSEN 2T, IEIBEEEE2 M MBEREMEEE, REHEFSE WDS &
EaAA, AR HFESIB wos EMER, REBRBLINAESEEEFREME WDs B3 2 B
1) BEEMHIEEER wos ThEE, BREERA AT ERIIEREEHEE
2) B aBREMaMBEER, FRESSNEREMS P ABLFEERERAEER
3) IKBRERRMR24GE56 ZFEK, FHRESSEGEMSRTE—HERNERREGRESE 4.5 BER
ZE(Radio 0 3%, 1)
4) FELE WDS BT EMEREREZBENESES MAC i, ZLL AN B MAaEEMEs, Alas
AE B B MAC fizdlt, MBEI B BRIZERE A &8 MAC il
5) MEREEWRENIETTA WDS Bh¥ 3i151%, TJ X 4.5.6 WDS IREERERD RSSI B, BER-1 TR HEERI,
FEENEIREEESERBL ERA, IREMESENAREZERATE
RSSI EEEFETE 40760 [, KSF/R AP B AP 2K, KIRRRA SRS E e 2B X2
H{thz%AA:
E7% WDS FEREEEGEMESEN 2T, PRLGERIA WDS I8EAIRZ AP+WDS ZEH, &2
#EF WDS s ARZEEEME(AP), RITI2%E 4.1.2 EHEAKIIRGRA, HEEEMS(AP)
BERAENTI, YN NE

i S
Access Pointo B ® g
Access Point1 O U ® s
802.1d Spanning Tree ~ © BUH OF- ||
mmm ©HA O gsER
|APP & AR -
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10.2 EH CERIO AREREEARMIRE
BERFEEAAATMRENE CenODS.0, LHFAMERAL, AFELIFEEEREEE, T2
BUTSHEEEAEREANEASE

DB — . TRHEREREIRE, ERRARE=>HEREEE (USBEMAFM42)

# R IR TS HREEThEE }iT

@ e
1
:
:
;
:
E
f

AEDEEE OF-4:] O paea

DB WRRAAR, EESARBRERABEEEAR, ALRL" KXEKRP" REM, & BARUA
WiRE" |, WRMAEMET OF

i A

BirAmeszy | ©BA © mE

E_T:_-g_m LoCal User
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DB = FEWEINERY MUIIBER R, EARIIIRPZHEEN, W NERA

HRZETE

By AR EE

EEUFEESLE

(B8 Local User

&5

PS.

HEERARIERNEEFZZLRN

HEERARRTNSHAFSELSRALUT

EZETHREAEFSZLE LA NEZRES Himl/CSS fRBENER) RNE T AHEE

4

DRI EEEAZRTARMRER, oJ2EEAFM4.24 RA, FERERRVIENUERCRHEES
7, EREEF ERTERRTINSRAFTSEDRL

=EmEE -
Tempiate @ BUH O gaen
O ®
SR e Please sign In
E=EREEEES User Name
7L HEE ~ Password
ClRemember me

ARES FFFFFFF

o - “

FHEEA #3338

m— [ BN BT
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TRh: DA ABRENEENENEEAILEMRE L, FILURRBIEMIETBRE, ERENERE
FRUBER A TIE _afdikas L, PRUGBEERIIMILE A ZE Walled Garden A ( #

Hit:www.serio.com.tw )

im Walled Garden
FruM | CEROWe

Walled Garden adiiie: )4 Www.58ri0.com.tw

SESERY URL hitp-iwww.s erio.com.tw| m

LN ERNTEHFMIETEHEBH, FEMEE SEEN HTMLEEZZETLER, ABBERANER]
#miE B EEREFEIT], W el
NEFEE AL https://www.cerio.com.tw/?page_id=24746

TR Template, JETETE HTML [R5 E S0
JREETERS RIS htm]_coder

FH{EER

= {miEE

Template - BUA

sEe B ® giEA

STBZEHTMLRGEBARE, B FNENRESZEMABUERE, MELEMEREAES, ok
B A B ER AR
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im HTML [EhAEEE

<html=> ~
<head=
=title=Authentication Login Page ( On-line Web Demo Version J=fitle=
=link rel="stylesheet” type="text/css" href="http:iwww.s erio.com.twillogin_page_demo
Isample3_enformat.css™ i=
=script src="javascriptsi/login js” charset="utf-8" type="textjavascript™==/script=
=style type="text/css">=
11 { color: #FFF; background-color: #421f19;  text-align: center}
11_a {font-size: 18px, font-family: Century Gothic}
.backg {background-image: url(http:/fwww.serio.com.twilogin_page_demo/sample3_en
Inewshop_backaground.jpa);}
sreme_font {
font-size: 12px;
height: 30px;
line-height: 30px;
text-align: center,
color: #333;
border-radius: 10px 10px Opx Opx;
font-weight: bold;

.backg? {background-image: url{http:/iww.serio.com twilogin_page_demol/sample3_en

W N EARE A E

Enter Login

B Remember me

Welcome to our shop

ir By Cero Corporation.
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Cerio's CenOSs 4.0 / 5.0 AP Software Technology

Enter Login
Hello, dammy

L-:_:-;gm Time
Losgout

Welcome 1o our shop

TEt: BREBEEZERTES, VERBU MM FZRAEHEACURER, HEMtiSEB1THRES
<html>
<head>

<title>Hotspot</title>
<script src="/javascripts/login.js" charset="utf-8" type="text/javascript"></script>
</head>
<body>
<div class="container"></div>
</body>
</html>

1. IEEAIMZATE 190 TEAZA, HIEREM HTML/CSS SRETHEE—ENTET, &&F cssS /R
YATBTF I 2 10 Web Server, #A%E1i&1H web server A IP {1k A E Walled Garden A

2. ARBAZBEBERENGERZERS, ELEFREEGFEHNERIN web BRE:, BB MIUIFILTE,
@ E1E%
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A ADERNRURCIER css 8570 N ERRES

]TIJ-

LI\ REFZEARMUINGE, FERESDEET,
I, MTERAA

B EAF i <style>class AUTZEE SR N A {display: none; BTl </style>3N N 261, BiBRI BT EIEH
RN 1D 1, PIMNZEFEE S A B E TR Please Sign in” Sk, RIFEHKTBR Class ID 1 FEETR

f A 192.168.101.104/cgi-bin/main.cgifcgi=HTMLCODE&type=filefpage=0

e reovad 4 [nz10m.sonn.nesing | 13 x 0
[[IRemember me

« AD1
 AD2
{:1 eflaE > Iﬂfﬁ“ @ PregEe [7 tiremee © e iR
htrml body div.contaifier h2 form-signin-heading
<html> @
<head></head>
<body>

<div class="container">

<h2 class="form-signin-heading”></h2>

TNPUL cla== DI CONLI oL Ve tene name="username” placeholder="User Name"></input>

<input class="form-control” type="password” name="password” placeholder="Password"></input>

<label id="label_remember" style="display: block;"></label>

<button class="btn btn-lg btn-primary btn-block™ style="font-size: 18px;™ name="login" type="button"»</button>
<button class="btn btn-1lg btn-info btn-block" style="font-size: 18px;" name="guest"™ type="button"></button>

£ head A1BNl<style> .form-signin-heading {display: none;}</style>B O] #&”Please Sign in” %= 1 4L fZ & A ZE~

WRE, 853R Please Signin AR Y, MkULIEHE

Uzser Mame Passwond
[[IRemember me

[ Sign 1n " Guest ]
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Appendix A. WEB GUI Valid Characters

Table B WEB GUI Valid Characters

Block Field Valid Characters

LAN IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
Primary DNS IP Format; 1-254

Secondary DNS

IP Format; 1-254

Hostname Length : 32
0-9, A-Z, a-z
~l@#sSwA*()_+-{}:<>2[1/;7,

DHCP Server Start IP IP Format; 1-254
End IP IP Format; 1-254
DNS1 IP IP Format; 1-254
DNS2 IP IP Format; 1-254
WINS IP IP Format; 1-254
Domain Length : 32
0-9, A-Z, a-z
Ml@#Se AT ()_+-{}:<>?[1/;7, .=
Lease Time 600 ~ 99999999

WA sales@cerio.com.tw
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Block Field Valid Characters
Management System Name/ Location Length : 32
0-9,A-Z, a-z
Space
~l@#sSnA*()_+-{}:<>2[1/;7, .=
Description 32 chars
Password Length:4~ 30
0-9,A-Z, a-z
“l@#swA*()_+-{}:<>2[1/;7, .=
HTTP/ HTTPS Port 1~65535
Telnet/ SSH Port 1~ 65535
SNMP RO/RW community Length : 32
0-9,A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=
RO/RW user Length : 31
0-9,A-Z, a-z

General Setup

Wireless Profile

Advanced Setup

RO/RW password

Community

P
Tx Power
Profile Name

ESSID

WEP Key

Pre-shared Key

Beacon Interval
Date Beacon Rate
Fragment Threshold

RTS Threshold

@ www.cerio.com.tw

S, +(886)2-8911-6160

Ml@HSH A () _+-{}:<>2[];0, .=

Length : 8 ~ 32
0-9, A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=

Length : 32
0-9, A-Z, a-z
“l@#SHA*()_+-{}]:<>2[];7, .=

IP Format; 1-254
1-100 %

32 chars

Length : 31

Space

0-9, A-Z, a-z
“l@#sS%A*()_+-{}:<>2[1/;7, .=
10, 26 HEX chars or 5, 13 ASCII chars

8 ~ 63 ASCII chars; 64 HEX chars

20~ 1024

1~255

256 ~ 2346

1~2347
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Table B WEB GUI Valid Characters (continued)

Block Field Valid Characters
Virtual AP Setup ESSID Length : 31
Space
0-9, A-Z, a-z
~L@#SHNF()_+-{Y:<>?[]/;0, .=
Maximum Clients 1~32
VLAN ID 1~ 4094
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars

WDS Setup

IP Filter

MAC Filter

Virtual Server

Group Key Update Period

PMK Cache Period
Pre-Shared Key
Radius Server IP
Radius Port
Shared Secret

Session Timeout

>=60 seconds

>0 minute

8 ~ 63 ASCII chars; 64 HEX chars
IP Format; 1-254

1~65535

8 ~ 64 characters

>=60 seconds; 0 is disable

AES Key

8 ~ 63 ASCII chars; 64 HEX chars

Peer's MAC Address

12 HEX chars

Description

Source Address
Source Mask
Source Port
Destination Address
Destination Mask

Destination Port
MAC address
Description
Private IP

Private/ Public Port

32 chars
IP Format; 1-254

0~32

1~65535

IP Format; 1-254
0~32

1~ 65535

MAC Format; 12 HEX chars
32 chars

IP Formate; 1-254

1~ 65535
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