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The server 192 168.2.233 iz asking for your uzer name and password.
The server reports that it is from CW-200MAC,

Warning: Your user name and password will be sent using basic
authentication on a connection that isn’ t secure.
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AFTER LA F MERE

EROEE RIS > SREBEN W EREINEEE

mZEEARE

# B Xy M P Ak WACHEHE Fikifa st FHE g

1 2016/01/01 00:13:36 LoGIN - - 0000 ... 192.168.2.28 ] 0 0 0B 08
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Body Baokground = FEEEEEE
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User Name

Password ARERE FHFFFFFF

[[Remember me

FHRMEE 33
PMRERE 350 Px
AD Background HTATAT

AD Font Color FFFFFFF

BEEUBREREEEEENENBBNERRTIERES

o INBIERIET - BIMEMLISEEE HTML RISIS SIS E1RE SiRes

E=EHTMLEASGEE S
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[ <script src="/javascripts/loginjs" charset="uti-3" type="text/javascript">-</script> |
head>
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</body>
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= HTMLEETEE N

cfirtmibe
iy
wofimk nefe"stylesheet” fypee"iectices" hrefe® thp: s serio.com fwlogin_page_demo’css ces® f=
wmgript sro="1f iptsfoginjs" of teturtf-B" type="texifarascipt™ s ot
«ameta hitp-eguive"Conbent-Type" content="text"himl; charseteutf-g"
wiheadie
whody=
wzeniers
«table width="480" border="0" cellpadding="0" celispacing="0"=
i
«id colspan="F" heighi="7TE"=img src="ttip:{/www se=rio com twlogin_page_demoflogin_pagel png™
Frmufid
=t
wcire
=t colspan="5" width="480" height="180" clazs="tsckg"~
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el -
iy id="windmw=1"=
=iy class="win_font"=Sigm in-cidiv-
wodiv class="comtainer" wdive
oo Gemterm o b i
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iy idmabc stylesdisplyynone® moe_style="disphymone"=
w2 faredie"hifp  fererw. poogle com tw" chexe "o fin_class"=Googhelae
wz fared="hiip . ererw. yahoo.comiw® class="css_bin_clazs"»Yahoo=ofax
e "rtip e core com b classe"ces_bim_class "= CERID < f20e
il
it e bl
wibody
weipenber.
wcitidmize

fEEsDAmEESTANR © RROER” TS IRIHR R R 8" FRE” 10 TTA B PTAREE 6V R

Amplify your Wireless Network

Captive Portal Authentication Login Page for Cen0OS 5.0

Authentication Login

UserName
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Facebook Google

v

e — - --'_' - ||

Google Yehoo CERIO

@ 1 AiREhtm RifE —ENRERD B REE HEBRBEREA ATUEHE CSS
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2. fEXR#69 Walled Garden THaEA/RIENIER HEEIES] CSS 185269@AREE IP (il
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3.3.6 Walled Garden
LEIHeER R E RIS BiEIL - BiRAEERE AAP BIVEREN SR, EBMBIREREE N\INEE

20(2.2.3 BUFBEREEINEE)T @ AR BIEEREERE N\REER ' FTENEREEILUERIL
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IPEr A/ 8
st o o

> RETORE BRTEBYEERIL 2B
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> Full URL: 337E#3i569 URL #@it

g0 EERI
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HTEIE CERIO
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3.3.7 FERE

IR R EERBIREMEIRER TR NEIRIEMSEE AAP BVEIREM G2 EIDA
BB RERE T W EAHE - MELREBERIE IPIMAC (IE852 BRI T B ERETL AL
B BBV _ EHEARTS o

=SS
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1Pk

MACH Wt m

> FREDE WARBNDERIEERS
> 1P ik #mAGR{BPTIEMEY IP {7k o
> MAC ik &\ BPTEAEYHE R RER(MAC)IILLE

B3R E TR EE TG 1R TR TE @ RIS EHRIBN R IRZE I ESEIF

338 BEM
IEINEEE BAERE USR5 60 VLAN SRR EFIBE B NNREERBBEERBHEE PC - BTt
BEfE PC BOZEXRR
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|
= SRR SIEEE
TEHEM{LET ﬂ
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3.4 RADIUS @fRz2

ARMEARIZRES RADIUS [IfRSE - BR 3 REIEBERREERERTN—E RADIUS GfRss  ©iE
EOVZEYRRIZ S BRMBITTM - E1EE R ZRIRIIBERITLSTMEREE
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> Radius B3 : @ALLRRENENTDHE

3.5 RADIUS lRFE8E
SR RADIUS @frztz - Bl RADIUS BIFEEEIRF I TSR - IRF R EE 50 £5ERP ©
il RadiusF 5
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R
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TS © B /\IRSRAVERDS ©

ELERERR : ERVIHRPE - JRALINEERRPRNEL @ 28 -
R PCEEN : BIRFPIELAVES @ oEBILINEEEHEN o

Radius 35k : I EATERIIIIRAES o

YV V VYV V

3.6 RiREIR
BEBNRISE TRARE . > TRREER . EATE  CYENLEEEE AP (SBERMRINLE o

Ehe iz L v HTTP 0 tagk
HTTPS O = 15
Telnet 2 CE
T ifiniE CW-3DONAG-E1
ssH O = iCE
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ERERETFES (B LBo])EE

R 3 O

W

193k o 195
FEREMTEE

KX wE v
piesEn O @ gaeq -

> BRRMEENBOZEMBSER- ERPNKREX @ SEEIMELRTE WEB EIENTEER °
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® iyl : FELEMARROVEMRANS
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* REE: SEYNAEABR AP NLENEFEN  FRISSIEESREIRT o D RYEE
KEMHENE °

> RMEBIEEEARE IRIA root SlIENENARKOIBEE o
LED £l - E12EJBASIEIR AP RIFEHIT TIEIFAY LED PYIEHREE o
> BENMBIEARE :
o TESNBEEANRTE : SBEYLLEES N\EEEBRHT °
v BEBUHTTP B18 : DB IIEB I UEIE) WEB NMEENEIRNTE c 7858/ 80 18 j2FE/M
M 1025~65535 ;2 5691895 o
v BEBUHTTPS B2 : DEINIBE I RS WEB NMEENEIENE © TARAR 44318 » 2
S5/0fe A 1025~65535 ;2 B91EsE o
v BEBY Telnet 18 : D& WIBEB RIS Telnet EABIENTE © 7858/ 23 1B » EELE
F3 1025~65535 7 Ra9188E o
v BEBYSSH &R : R IIBE S LIEIE) SSHENSIENE ° 78584 22 18 » 2ETER
1025~65535 ;2 REH0I8eE o
> RIGREKEERTE - BERBRIBETE —SRMicixamRe: @ thIIsEI MUIEREIRREMRES L » iS4
NRRENBTRAREE LB - HESIEERKIRER o
® RIKEARSS : RERKRRERHIIAREZOY IP {7k o
® 1B : T RMRIAENMIIRSZIOVIBE » 78584 514 ©
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>  BEBEFEE
HINEERI MK BIEE TR, KIREIEBMLHE 2 FEIRRIE TRV EHRIED

= HanEEfaEn

® Daily : HEIBBEEREEHBIERMR
o ®{E : REFBEOIRBEENEEN R
o &R : REFABIRBEENEIRMK

3.7 FEMDARES

FRe®E T RMRE ) > TRHEEREE ) ENREEEB - ERIEER 3 85 CERSREREIEEN
TOPRS IR SN PTSR A BVIFREIRS » S S BR800 TV S L6V BIRARESE TR T 1F
R
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> BEISHIREE - RS BRIRIROVESRE
> &30 oI E B AHEIRMES NTP RARERIFTR B3R 2 Y BT e NE N PC 655
B LLEEEERIET B HRERR -

® | ZERFHEHEEEG  ERESHNE  AERSe0EREs o

Notice 2. s2(eF NTP EIRSSEHT - MARMINE — B £ ERRET AR - B3/
SRS EBERREUR BN ERE S SER © SRR AP 8) DNS 5B
ST EBHIEE

3.8 PoE &%

RIZEHEMRSIES L - 7 LAN B UEHE PoE 5 N —E51%%E IEEE 802.af E&ffM @ A
CAREO §J PoE BEEEZINEE @ SHEBIIRIGEABHIRIE T » AR CERIO AP 89 PoE B{&EE
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3.9 SNMP

R0 T RMRSRIE » > "SNMP, EA SNMP REEE - IEEBEWEER I UZEEEE) A P 69 SNMP Ij
8t BB UKIRERFEKFERERERALLINEE » ARSI N\ LTESY SNMP B LUERE) SNMP
RIERRINYDESEIIRRESN Lt SNMP 22 V2 b, V3 ik SNMP Trap 5

= SNMP +lc

ms O B © gaed
RO Community

RW Community

SNMP V2c

> BU& : BIEH=LRERA SNMP v2e STIE o

> RO Community : I IATELLEETE —HEEHBHE ReEBENVEIE A BB ©

> RW Community : {@a] LS E — BRI I IBEAIR ANEIEAEEA -

= SNMF w3
e O BUE © gam
RO Username
RO Password
RW Username
RW Password
SNMP V3

> BED : BUEhshEIRI SNMP v3 STHE o
» RO Username : B12E T DL SRE —1EIRSEHS RASEEVEIZA SIS -
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> RO Password : SI2E 0TI E —HHEHHE REEIVEIEABER -

» RW Username : BI2E ]I ERTE — RS I UBIARNANEIEA SR °
> RW Password : EIE2E TR R T — BB E I ABIAR ANEIEASREA -

£= SNMP Trap
=2 S © BaeEA
Community
IP1
P2
IP3

IP 4

SNMP Trap

SNMP Trap IH8E0] LRI AR L SO PORR B0 ERIZ, + #§ SNMP Trap 58 EB)SA0E 1R SNMP Efze
THE - FRIGEIE) SNMP 512+ 1 0] DIBNRF 60038 B s E b S EVRAAREE o

> R® - B LEERIA SNMP Trap I)gE o

> Community : F#A—#5$BE=0m SNMP S E M EAMERE M SETSEER °

> IP1~4: FH/\i=InEIE) SNMP Ei2 089 ER IP {If o

3.10 fHARERTE

EBE 2.4G/56 FESHOBIFED « 15 - FIRERRER WOS DERESS
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3.10.1 Radio 0 (2.4G)385%F
X —RETE

im —REEEE
MACRrEE  Scidea0ddoso

EERpE | Tawen |
FEQEAERET  s0211bioin v

cgn OB O g
E SE4RMm) v
T I |
Slot Time 9 m

ACK Timeourt 64

>  MACfifflt : 8T 2.4G g MAC B9{ilE o
BEFETE : FAEURERNEZRIELEBZH 2B » 2 "US~TETSI,~"Taiwan |
> EEEIED, ¢ IE 802.11b, 802.11 b/g , 802.11b/g/n, 802.11n PUFERET, & {BAEIKENR
BHE o
> BERE : ARRREFEENSRIBVEBETER  BEARSIESIKRBECBRIERE KT
BhEEEE o
> RE  SKRART BB AEEREFEINENEREIEE - RS MEBIRBEINEE » &
B L I Es
> EIRSEHITHERGEE
FRBIKMAERIRTKERE SR 1"~"FiR "B@INE RARSFMR9 - KEBRAENIRE
TR BITHRRFRNIESWEINE - FERAFMR I o
>  Slot Time: moJ7ELb#m A slottime £{E @ BIEAHRVT @ FiFBEXFEF I FHERIREE o
PRt « R0 BB 1R, I ARERAVBIEERRE Rir2BE5TE X Slot Time £3
ACK Timeout gUI2182 &8, @WABRELEI(QAR)FTE -
»  ACK Timeout : %515 "ACKnowledgment frame” g xR MA#LEIL - ACK @ E#{He -
509 ACK Timeout A3y R lost » BFEBERDEZE ©
1) 2 E Slot Timec A0 ACK Timeout BENlRREPREEMR » BNSUBREBRENRIE @ 2
Notice g r/ReEE®RE  BEAS TS ERIRNTLE -

A\
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HT Physical Mode

¥ HI Physical Mode
TX/RX Stream 2T2R E|
mans | wo d

EdEa O HE ©@ETF
mcs Auto E|

shortal  © BUH o] -]

sims  ©BUE o] -

Aggregation Frames 32
HaERaAh 50000

»  TX/RX Stream : BEFEERIER 2 {HXRK 2 EIW o

> SRR ¢ A 2.4Ghz & 20Mhz g 20/40Mhz  {EREIDSEIRE P 2 BEHNE
> HE{BYESE : SR SRIE(BERIE  OJ[3) ol E) RAL(S o

»  MCS: MCS #®:%2 802.11n £ WLAN g8 REK HIRBEY—FEER o il MCS #R:EE

FERNRRNERRR » £ MCS EREARERTMABLIE, £ MCS HifSREKKR EF
DSRESRER 20 65, AIRSEFQE 150Mbps, BEIRERRTR 40 5, RIRSERER
al3EE| 300Mbps, MESRERREIRREEE N E @Y E(Stream)

»  Short Gi: Je{R3E[R - EREHRAEEZBBHSRL HBHSRRERIFHSHEE -
WRBBRRZHXER - SRR —BERUEILALTE » M Guard Interval L2 {EM AR
TR TR —I88E - LRFRRER "BIR L e

> HBERSE: RIEWBEMA—  —REXLEE EBEBRIAETREEHR - ZH
HBREE, BmERERS TBB. e

>  Aggregation Frames : SfBEEMSIAEA/ o
»  Aggregation Size : HBEBEHK/) o
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3.10.2 Radio 1 (5G) &%

im — R
MAGRZEE  Bcddeatddosa
T - 7
S PR 802 11ac E|
cogma  © B Omm
B 1003500 M) s
mamwhEE | o |
Glot Time L m
ACK Timeout 30
> MAC fizfit : §87 56 %% MAC B9t »
> BHRE  BEURTHORRRRERR B - ZIE TUS,TETSI " Tawan,
>  HASEEREL 0 TEoJPUEIE 802.11a/ 802.11an / 802.11n(5G)/ [/ 52189 802.11ac =
> DBEE: BEERGESHESRENEEETER NSRS TRROCEEERT

>

R -
SR8 | SIKIREREANFBEXILEANDEIREFEINENENRERE -

@

HRIE NCC FELENER - SEFIM T2 3 {8 5GHz 5REY

Notice 1 5280~5350MHz ( CH56 5280MHz » CH60 5300MHz ~ CH64 5320MHz )

2. 5470~5725MHz ( CH100 5500MHz ~ CH104 5520MHz ~ CH108 5540MHz ~ CH112 5560MHz ~
CH116 5580MHz ~ CH120 5600MHz ~» CH124 5620MHz ~ CH128 5640MHz ~ CH132 5660MHz ~
CH136 5680MHz « CH140 5700MHz )

3. 5725~5825MHz ( CH149 5745MHz ~ CH153 5765MHz ~ CH157 5785MHz ~ CH161 5805MHz ~
CH165 5825MHz )

Hp 5470~5725MHz SSESREY B S AR M EE B ZRFBER - £FHEFTRBRZ60E
BT EEREAELIRE - BcSiEERE) DFS A1 TPC ( EIRP {EAR 500mW 2341k ) Thet &
HERVAZ BRIAERBEH HE ALIERIS DFS S 8EhA0kFIURE B 4aZ 5250~5350MHz
BB AIEA © (&8RN T £ NCC 82 TEINRGTSATHITHTIRGD )

>

V1.0a

RIRBEIIREE (EMB YK ERIBFRDE FR 1"~ "Fik EHINR RARFRI -
KB RERIBTR Y BITHERHENIRSWMBINE » RRR"SFiR 9"
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> Slot Time: foJTEiti@A slot time (& @ BEHRT @ FFHBEXFEIGIFEEREE o
PhEt - 220N BEE R, B AR R00EERRE, RIFSBEETE L Slot Time £
ACK Timeout 80I2182E18, &/\BREMUEBII(AR)FE °

» ACK Timeout : %5 "ACKnowledgment frame” EfRARMAIEL - ACK BEXTEEH -

=69 ACK Timeout &35 318 lost » {(B{EHMEZE o
® 527E Slot Timec A0 ACK Timeout gE/058REERHER @ BNEUEREBERIEILERTE @ &
Notice e+ R e Emes(E - BUEAB T B BEROTLE -

HT Physical Mode

358 HT Physical Mode
TX/RX Stream 2T2R E|
EEER | w ]
shortal  © BUH O gaen
sams (OB OB
Aggregation Frames 32

BaEFESAN 50000

v [

TX/RX Stream : HERFAIER 2 X 2 I -
> SEEER : B 20Mhz /A0Mhz/s 802.11ac 59 80 VER B 4RI S 2 AEHNE LR

o

> ShortGi: ERERR - BREREZEBHS RS HBHFAREENIHSNILE - WRE
BRIRIHXBIR - SARI—EURILATE - ™ Guard Interval Fi 28R T8 1269
—IRIDAE » BRFRSRER "BUB -

> HBEES:  RIEHREMA—  —REXEE EBERFIAEHREER - FHHE
BE, LMIARER "B e

> Aggregation Frames : 31BEEEGIEAMEA /) ©
> HWBREBEK/I\(Size) : HBREHAN -
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3.10.3 EPEETE
i R
Beacon interval 100
DTIM RE 1

Fragment Threshold 2346

RTS Threshold 2346

ShortPreamble & BUH O paEA

IGMP Snooping & BUH O i

Greenflels & BUE O gaee
Bomgame [ 10 RSSI Limit

> Beacon Interval : g AS{E i 10 £l 5000 msec - F85%{82 100 @ ANSUEWS © BENRHE
RAPIREE @ W ANNSEMYE @ SRR BISOVRE IR

> DTIM Interval : @\ DTIM Interval 28 @ 2EHS @ BPIHRRFHESE - SUEBUE @ e
45 BHEAREE o

> fragment threshold : F2REFERRBEAER/) » EX LEEBA @ TEHEROVEX
BRRE MBS & TRsR{ER 2346 ©

> RTS Threshold : @ ASUEN 1 2 2346 » MTENIRIE T @ IR TEHUSEE - BELERR
TNEFFEREBLRTE °

»  Short Preamble : {FHEJRHERIARE 56-bit AZ{FEMEE - EIRIRIFAE 128-bit o
» IGMP Snooping : FAZKRZIELE layer2 jZ17 04 MAC §9 Multicast (it » DUEZRITE layer2

H3E1T Mutlicast o

> Greenfield(fgE1ETN) | BREEMRIRIZ TNELE2HA 802.11n &I\ NMEET, RIoJBEMKER
. BT 1n BENZFIRY U REIT °

> Band Steering : & 2.4GHz £2 5GHz §YfRESREIFGER @ B8 5GHz NAFIRBIRE
5GHz BUBE/ATEEER - IUIRFHMEE - IJRE &R RSSI BIPIR{E @ Wl BB iR, H
AP BFISRIEIERLS @ BRI BEEe 2.4G 8P, ®B{HA 56

@ JIR: % Band Steering 758 » EB5&81E(FMA 5G 89 11AC, BREEHBEIRP FES
Notice B IhEE REMABRE @ SENEGPREHELIEE SR
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3.10.4 WMM SEEREVBTE

im WMMER R ER R

WMV S © BUE © EiE

im WM Parmameters of Access Point

No ACK Policy

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 B 3 0 (]
AC BK(1) | 4 10 7 0 0
AC_VI(2) 3 4 1 3008 [
AC VO(@3) | o 3 1 1504 ]

im WML Parmameters of Station

AC Type CWmin CWmax AIFS TXOp Limit ACM bit
AC_BE(0) 4 10 3 0 (]
AC_BK(1} 4 10 7 0
AC_VI(2) 3 4 2 3008
AC_VO(3) 2 3 2 1504

» AC Type : Access Category BV{8 5B A Voice(VO), Video(VI), Best-effort(BE) 52
Back-ground(BK)=50G#F o

> CWmin : Minimum Contention Window @ S{E&{E=2/Z WMM EZEAERIGIEERFR ©

> CWmax : Maximum Contention Window ' ;S{@€E@%/Z WMM FEFEAGIEERR @ /T2
CWMax —{EINBEXRIREZER CWMin o

>  AIFS : Arbitration Inter-Frame Spacing Number » S{BEUE oJ 15 S S 15aE SR ER 0
& o

»  TxOP Limit : Transmission Opportunity » 5S{@{&5% » HIREERHBH P EBN SIBICE
B9 AC_VI B2 AC_VO - fBo] AR SR B EE DUEERS EQEBS%L{%%@ °
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4.5 SNMP
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SNMP V3
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4.6 AP Control
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5.3 DHCP &%

CERIO @9 Cen0S5.0 #rEEAiE DHCP GfRes » BIZ A B EBILIIREIKE IP (IIHEERS °
BERISOEE®R DHCP @iReSIKX IP iF, & @ REZE, Ji%R#69 DHCP GAResIHAER R © &)
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HEE
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> WINS GRS - BEHEITPHELEE WINS [ARSE - SJfELLERE WINS {ERSE IP L -

> Domain : EifiBEME®ME - JELEARZBE o
> IPHERFKE : IREIKEX IP 59EARE, 7852 86400 #)(1 X) °

54 RiER

BAEBNRENE "RIFRE L > "RIKER, ENEBE  BYLUENALEBEEE AP BISIERFIIEE

E8 EET b HTTP
HTTPS
Telnet

i HIE CW-400NAC-E1
S5H
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FHRESERMT
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i3 ¥ ol e 2%
W

Baeaen O A ® paeq

> BR: RAMEENBZEMBER ERPNRENX @ SEEIMELE WEB EIEMTEER °

> FRiRES
® Rk HIE - SIEB R EIATAROV R TRE
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K O E&

|
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* REE: SEYNAEABR AP NLENEFEN  FRISSIEESREIRT o D RYEE
KEMHENE °

> FRMEBIEEEARE IRIA root SlIENEAROIBEE o
LED £l - E12EJBASIEIR AP RIFEHIT TIEIFAY LED PYIEHREE o
> BENMBIEARE :
o TESNBEENRTE : SBEYLLEES N\EEEBRHT °
v BEBUHTTP B18 : DB IIEB I UEIE) WEB NMEENEIRNTE c 7858/ 80 18 j2FE/M
M 1025~65535 ;2 5691895 o
v BEBUHTTPS B2 : DEINIBE I RS WEB NMEENEIENE © TARAR 44318 » 2
S5/0fe A 1025~65535 ;2 B91EsE o
v BEBY Telnet 18 : D& WIBEB RIS Telnet EABIENTE © 7858/ 23 1B » EELE
F3 1025~65535 7 Ra9188E o
v BEBYSSH &R : R IIBE S LIEIE) SSHENSIENE ° 78584 22 18 » 2ETER
1025~65535 ;2 REH0I8eE o
> RIGREKEERTE - BERBRIBETE —SRMicixamRe: @ thIIsEI MUIEREIRREMRES L » iS4
NRRENBTRAREE LETE - HESIEERKIRIER o
® RIKEARSS : RERKRRERHIIAREZOY IP {7k o
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= HanEEfaEn
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o ®{E : REFBEOIRBEENEEN R
o &R : REFABIRBEENEIRMK

5.5 [FEHMaikas
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ST EBHIEE

5.4 PoE B

RIZEHEMREIET E - 7 LAN IBYUEHE PoE #5 N —E61%%E IEEE 802.af EGfEM @ 1A
CAREO §) PoE BEEEZIIEE * EHBRIRIGEANEHVIRIE T » B CERIO AP §J PoE B8RS
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3
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il PoOEFE{HIEIHE
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5.5 SNMP

PRE [ RIERIE » > "SNMP, EA SNMP
BIEE o UKIR B R FEKFERERERA L IRE -

Lb
BE ’

BRI P E A EFESY SNMP B3 LUE

RIERINYDESE#IIRRESN © Lt SNMP 282 V2c¢ b, V3 higkz SNMP Trap &

= ShIMP +2c
EE O B © BAPA

RO Community

RW Community
SNMP V2c
> BN : BUEHSURIRA SNMP v2c SiE o
> RO Community : {Ba] AEILERE —HEEHGHE RELEMMNEIZA BB -
> RW Community : fRa] A7E LS E — RIS T LGEERIB N\ ERA S o
== SNMP +3

mE O BA © gapd

RO Username

RO Password

RW Username

RW Password
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SNMP V3
> BIED : BYEHThEIRI SNMP v3 S51E o

> RO Username : 1250 UE IEHTE —HIRIRHG REEBIVEIRA B °
> RO Password : EIBE T IEEE —HEHEREBINEIEABRMA -
> RW Username : @IRET]RIEL T — BRSO T UBERANBEANEIRASER o
> RW Password : EIBE 0P ILEETE —{ERSHE I IEBEAE A\NESIEABREA o
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SNMP Trap 1A a] LRI S A M ASEE i S PORRVIRIZE - 4§ SNMP Trap S8 8125 500 SNMP &
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> BB : (BELELRIBRI SNMP Trap ¢ ©

> Community : EHA—AFREBEL SNVMP B2 EHEAHFIREN ST SHREAM -

> 1P 14 SEEAEGHBE) SNMP B2 R0 IP fizkt o

5.6 FRARERTE
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RBWFINEE o

@ EEF 2.4G B L AP 05 - B Repeater AP iREE(EF 5G HELHEM
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il NEHE,
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EEEmsy o
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5.6.1 Radio 0(2.4G)38%F
X —MRERTE

e
MAGirhf 8c:Ad-ea 040069

EEgbE | Towen [
FUREAERLL, o Tbion ]

o OB © b
R 5(e:2Mu) v
e [
SiotTme 9 m

ACK Timeout 64

> MAC it @ §& 2.4G iR MAC BI{IZLLE -

> BRERE : CREYRENEERBELEER 2B - ZE "US )~ TETSI,; " Taiwan |

> EIRE{EED - %iE 802.11b, 802.11 b/g , 802.11b/g/n, 802.11n PUFEIET, » {FAETIKTEK
BRE o

> BERE : BARRERBBIESRISHVIREET SR  BEAFEEEYKRBECRIETE KT
B -

> BRE  SEKBIERENEENFEREFRINE N EREEE - AJEcGiE{BIREIEE » 2
BE LS RE

> EREREINRETE ¢
FRBYKMMERIREKRERE FR 1'~"5ik BHINE RARFR9 - KBAENIRIR
TR BITRRFHENIERW IR - BRRFR 9 o
> Slot Time: {@aJfxth#g A\ slot time 8l{E @ BRI @ FFHBREXGERIFRERRIREE o
PoRE : e T FEREIEER, ST ARSH TS AEIEIERE, B EES B Slot Time 12
ACK Timeout BIER2ZE1(E, #/\EREAEN(NR)ETE ©
»  ACK Timeout : £%/F “ACKnowledgment frame” G AXEMALIEL - ACK EH{Hé
=69 ACK Timeout &35 518 lost » {(B{EEMEZIE o
IO 52 7€ Slot Timec A0 ACK Timeout gEfIRRIERESEIR - EoNEUEREEREILR
Notice 72 . siEAIEBIEBHISE - BUEASTLLSBEISHTAE o
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HT Physical Mode

3 HT Physical Mode

TX/RX Stream 2ToR E|
mags | o N

mEidEa COHE ®@EF
MCS | Ao M

shotal @ EUA O baEd

sme  © 8 O e

Aggregation Frames | 32
HEFSGAMND 50000

»  TX/RX Stream : BEFEERIER 2 {HXRK 2 EIW o

> SRR ¢ [ 2.4Ghz /& 20Mhz 3§ 20/40Mhz  {EREIDSEIRE P 2 BEHNE
> HE{BYESE : SR SRIE(BERIE  OJ[3) ol E) RAL(S o

»  MCS: MCS #®:%2 802.11n £ WLAN g8 R HIRBEY—FEER o ) MCS #R:E(EA

FERBNRRNERRR » £ MCS BERARERTMABLIE, £ MCS HifSREKKR EF
DSRESRERR 20 65, AIRSEFQE 150Mbps, BEIRERRTR 40 5, RIRSERER
al3EE| 300Mbps, MESRERHEIRREEE N E @Y E(Stream)

»  Short Gi: Je{RER[R - EREHRAEEZBBHSRL HBHSRRERIFTSHEE -
WRBBRRZHXER - SRR — BRI T2 » M Guard Interval L2 {EM AR
TR TR —I88E - LRFRRER "BIR L e

> HERSE: RIEWBREMA—  —REXLEE EBEBRIAETREER - ZH
HBEEE, BmERERS TBB. e

>  Aggregation Frames : SfBEEMSIAEA/ o
»  Aggregation Size : HBEBEH K/ o
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ERERRR 64

WEERBYAE  Open Sysem N

5.6.2 Radio 1 (5G)s8%F

i — e
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S e st 802 11ac E|
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somwhERE ¥R |
e[ Cen
ACK Timeout 30
» MAC fiziik : 88/ 5G A& MAC 893 ©
> RERTE : THBUREFEZRIBELEBRR 2B - 28 "US ~TETSI " Taiwan |
> EHOE/EER . TToLURIE 802.11a / 802.11an / 802.11n(5G)/R %87 802.11ac %
>  BEEE : BAFRREELS RESNBEETER @ HEFEEEYKRBECRIET KT
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Notice

RIE NCC LB - SEFRIM T 3 8 5GHz 5REY

4. 5280~5350MHz ( CH56 5280MHz ~ CH60 5300MHz ~ CH64 5320MHz )

5. 5470~5725MHz ( CH100 5500MHz ~ CH104 5520MHz ~ CH108 5540MHz ~ CH112 5560MHz ~
CH116 5580MHz ~ CH120 5600MHz ~» CH124 5620MHz ~ CH128 5640MHz ~ CH132 5660MHz ~
CH136 5680MHz ~ CH140 5700MHz )

6. 5725~5825MHz ( CH149 5745MHz ~ CH153 5765MHz ~ CH157 5785MHz ~ CH161 5805MHz ~
CH165 5825MHz )

Hp 5470~5725MHz SSESREY B S AR M EE B ZRFBER - £FHEFTRBRZ60%E
BT EEREAELIRE - BEcSiEEIRIE) DFS A1 TPC ( EIRP {EAR 500mW 2341k ) Thet &
HERVAZ BRIEERBEHHE ALIERI DFS S 8EhA0kFCURE B 4a%; 5250~5350MHz
BB AIEA - (&/EERIIREET £ NCC 82 TEINRGTSATHITHTIRGD )

> EIRSEIIRRE  SRBYKRMERIETRNE SR 1"~ "Fik I B@INE RARFR
KB RERIBTR Y BITHERHENIRSWBINE » RRR"FiR 9"
> Slot Time: MAJ7ELLEN slot time & - BEEER - SHHBEBXFER I FRRIREIE

PRt : mRS T EBRIRER AEU\BSHIRSO0SIEIERE, RAEOESELE Slot Time 5
ACK Timeout (IEABSE1E, WAEBUEBIARIZH -

» ACK Timeout : %15 “ACKnowledgment frame” REEAXEMALIZEN - ACK @EH{EHe -
=89 ACK Timeout a3 & lost » (B{EEIERZWZE o

@ 32 Slot Timec F ACK Timeout 42003 SIBRESH - BAMEAREILRT  H
Notice  (riEiE@umtE - BEASTLTERIRNTL o

HT Physical Mode

#% HT Physical Mode
TX/RX Stream 2T2R E|
mEes | ]

shortal @ BUH O paEA

sams OB O Bk

Aggregation Frames 32

HEFESAN 30000

» TXIRX Stream : BEFERER 2 BXR 2 I o
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>  SEERRTN : {8 20Mhz /40Mhz/5; 802.11ac 89 80 {EAEESEEIRAF 2 BEHmVERER
fg °
> Short Gi : J2{RERBIR W BREFRETEBASTED HBEERNRAEEKERSNIDE » W0R%
BEEIHXER - AR —ESUEAT2 » M Guard Interval T2 {50 F8 2R 5, Il A7 61287
—IBIHAEE - HREFEsRER "B Lo
> HBEERE:  BXEIREMRA—  —EBEXEE EBEEBRIASHBERET @ ZHEE
BE, BFERER "B e
» Aggregation Frames : IIBEERSIMELR/N o
> HBRBEESK/(Size) : TBREEHK) o
RESTAE @ SRR0EE " AT T IR0 S/EREE " EFRNE) T 0 SERINBEELE o
5.6.3 EFEETE
=T
Beaoon Interval 100
DTIM FEEE 1
Fragment Threshold 2346
RTS Threshold 2346
ShortPreamble & B O maEd
1aMP Snooping & BUH Opae
areenfled & BUE OB
GO T RSS! Limit
> Beacon Interval : g AZUEE 10 £ 5000 msec » FE5%{EE 100 @ ANEEHT @ BEIRE
IRAPIHRES @ @ /\NEEHUE @ SEERRBISRE IR
> DTIM Interval : &i/\ DTIM Interval {8 @ 8BS @ BPIREFHEE @ SUEBIR - WEE
45 BREIAREE o
> fragment threshold : AZGAEZEFANEKR/) » EX _EFAESVEBK @ TEEIREXBEM
10E0S » FAER{ER 2346 ©
> RTS Threshold : @ASUEN 1 £ 2346 - MTENIRIE T @ JRTEUSEE @ FEBNRRT
HEEH%JHZERIE °
>  Short Preamble : {£HEJREEEIBRE 56-bit AZ{HEMEE - EIRIRIER 128-bit o
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> IGMP Snooping : FB3RSZIETE layer2 ;2YTA0#EEE MAC g9 Multicast it 2k » DUEERITE layer2
H3E1T Mutlicast o

> Greenfield(fRE1E1\) | BRIGEQRIRT NELEEMA 802.11n R\ NMEET, RIoJBENMHRER
N, EATE 1n RENZ PR LIRRBIT ©

> Band Steering : & 2.4GHz £2 5GHz §YfRESREIFGER @ B8 5GHz NAFIRBIRE
5GHz BIMERSRAETER: - UBHNAE o oJs%E &R RSSI BIPIE(E - Rl EHRSHRH N
AP UENSRIEIFRLS @ BIAMR BENiHiE 2.4G B9AF, ®B{HMA 56

®  JER: % Band Steering 1158 - RSB 56 0 1AC, BEERTRIDFES
Notice  smivipgesiR HIEAERE - SUBIEIRERSMELRER

5.6.4 WMM SRERE(VERTE

im WMMHERERRE

wuvgEERes  © BE © EE

il WMM Parmameters of Access Pomt

No ACK Policy

AC Type CWmin CWmax AIFS TXOp Limit bit
AC_BE(0) 4 5 2 0 [l
AC_BK(1) 4 10 7 0 ]
AC_VI(2) 3 4 1 3008 |
AC_VO@3) | 2 3 1 1504 [

% WMM Parmzmeters of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit

AC_BE(0) 4 10 3 0
AC_BK(1) 4 10 7 0
AC_VI(2) 3 4 2 3008
AC_VO(3) 2 3 2 1504

> AC Type : Access Category §9{E iR DA Voice(VO), Video(VI), Best-effort(BE) &
Back-ground(BK)=505#E o

> CWmin : Minimum Contention Window ' E{E&{E@=/Z WMM ZHEZEA0EERFR o

> CWmax : Maximum Contention Window @ S{@£{EE2 /& WMM FZEERNEERRE @ £ 2

CWMax —{EIABEARSFIR CWMin o

—
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>  AIFS : Arbitration Inter-Frame Spacing Number » ;S{BEUE oJ 15 S S 15aE SR ER R
B

>  TxOP Limit : Transmission Opportunity » SS{EE* 4D » HREBRHEH DPEEMS B IE
B9 AC_VI B2 AC_VO - fRo] IR AR EELMERISEH S 0IEXEBITHE ©

» ACM bit : Admission Control Mandatory - ACM R38R AC_VI & AC_VO,83E@1h8E8

FHEET, Bl e@ir POV EMM G REE ACM 2 & EBIDREHRAEEET Al FinkE

EO

> No ACK policy bit : &y @ ZnEHREIS B EERSREH WMM B - #2200~

BWFER JERED —EUWE WMM S8 <R  RTEIRE N 6B 8 EIR SR EH WMM
HER FSUfEQUE@FEK » AR EEUSEMRE -

RETTANE - RROE T BT T IRIHRSISRRE T BRI T 0 TAUIRSELF ©

5.6.5 BERERTE

AR6E BEILE IIHEENR2EENERER S R 2EENERIGGERIEE " BE ~ 12,
QIR E 2REERIGE BN © WREBEEHF - EEIEANBECIEIERIRISEHY SSID BiE
RIBILINE @ IARSEEBIGEINEE - JEETFTIENHEREMEE) SSID RIEBHINF °

EfrGigEs

= B e EERIELTIE

SSID£L default JEE Signal BSSID ESSID et Ead

MR | OpenSystem v

e

i@ WEP Settings

Enoryption

BRSO 51 BHABEPTEENMRELS  WRLLE BT
" R LSRRI ST EREAARE B R SRR RRE RS

E

> pe [ mEE s RRERS 13 -
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W ERE TR

JEE Signal BSSID ESSID InERE =IE
1 36% [ [ WPA/WPAZ Personal
1 21% [ —— WPA/WPAZ Personal
1 17% EEEEEEE T lezees) Open System
1 11% IR —_; 00 [ WPA/WPAZ2 Personal
1 10% [T [ -] WPA/WPAZ2 Personal

$R38 - R EIREI S 00EARE o

Signal : B RISEERESHNREE - BOLHUSMRESZ BEWS
BSSID : BRI PEIREMGHIDRE

ESSID : fAmEE B o

NBE - BATEhEIsHENEL T

B : ROBODENRSROVEIREI S - WERE RN

YV V V V V V

MR : SEEIEANEREEIRIGGHIRNRELME L EREMNSENRIBATILR( - BEE

BECERERISCDEBRTE - LN2B8I8TI6618E 0 RIEEIEEY TN AD6Y SSID B
REFBEREIT o
=

SSIDGHE CERIO

iR WPANPAZ Personal E|

Pass Phrase Settings : el #EZHEREMCHNBRIVRBIFRES T » Wik \SEHERELE
BYEfEEES o

® WPAIRT | ZEEREMSIIIBIRL

* NBRBE : BEEREMSNERINESE

o TEl: I/\EREMGIREDS -

Sales-Mail : issales@cerio.com.tw

- VG  Copyright ©2016 by Cerio Corporation. All ights reserved.  Support: suppon@eerocomw



Cerio Corporation

I8 PaszPhrase Settings
WPARIEL 1 (WPARIWPAD) -
mEEEE AW -]

ﬁ;’% LTI YY)

RETAE  BROE " RT3 T IRIHRSISRRE T SHEE) T FTRUIBSENF ©

5.6.6 Repeater APGE{BEHE)EDTE

SEME1EBEMNIN(Client Bridge) #5348 R Lim AP &2, BITJLUEIERIS Repeater AP 51135
SE{BINBESVIE LB EMBTINEE | BIERBRRIBRNARQREN SFA R B BIREEERSE
B o

> {52% Client Bridge(Eith 81552) 1L » Bl Repeater AP(RE{BE I &) S EE A
Notice

il NEETE
mswe (OB O BaEA
SSID-&88 default
mmesn O BUE O Hies
massermy  OBUH © EaEA
gy OBUH O 17

ERERRE i

SEEMEBYME  OpenSystem v

FiRE S : BAPASURLR Repeater APGE{BEh&)INEERES o

SSID &% : 587 Repeater APGE{BE M E5)0Y SSID ©7E o

gk SSID : 52 ERA AR Repeater APGE{BEIN 5)8Y SSID BB S RIER
[RRERIREMS | WEESRIREE Repeater APGEBEIES) TOVRIREMS - URELESRER
FPIR A UER R Internet - {BEHR(ERERERERASE BRI L ERER

>
>
>
>
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> ERIRH - SRERREMEE) SSID RAUERNEREAEHE - RAZIERR 64 BEMR
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> R oRERRERE / BIMEREE MAC BYREEIIL
> MAC {iilt : mAREIE MAC il o
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5.6.8 802.11r |RIFSE
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HEYTAE {8 STA Z [T H] DU PR 2R BSS it -
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1 8ci4dea00:11:22  cerio.com.tw 8c4deal0112233445566...
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R1 Identifier R Identifier
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6.2 WAN 587
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MTU 1492
Reconnect Mode Always On B

® [FHRERRE : 558\ ISP ATIRHHGREY PPPOE {£HEMRSS o
® TRH% : EH\ ISP FIR{HAGIREY PPPOE (B EZS ©
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EhisaE MACTIHE
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®  SENETE MAC {illl : HEIREBITRTE —HEEIN MAC it
> DNS: o EHaiRATeY @RSt
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FEDNSERS:

DN S{EIES

> NAT: SIDBIRENSLE NAT fRYS - ERBEED GRIBEIF LHE(IP D=28)MRFS - Mk oiHErs_E i
[ERE S BIFI8BTI8E - RIZARTEILARTS
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IP Settings:
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F/7RE DNS FfRes : € 25518 DHCP @fzegixix DNS {IiE »
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® Rinfdfkes : FERINRFEELHIARSEHY IP L
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B LLEEEERIET B HRERR -
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6.8 SNMP
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= SNMP v2c
Bay O BA © gseq

RO Community

RW Community
SNMP V2¢
> BN&p : BIEHSNEEET SNMP v2c 51 o
> RO Community : o] PATEtERE — 2540 ReEBEEIRABEA
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SNMP V3
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6.9.1 Radio 0 (2.4G)s8%E
X —MRERTE

e
MAGirhf 8c:Ad-ea 040069
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FUREAERLL, o Tbion ]

o OB © b
R 5(e:2Mu) v
e [
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ACK Timeout 64

> MAC it @ §& 2.4G iR MAC BI{IZLLE -

> BRERE : CREYRENEERBELEER 2B - ZE "US )~ TETSI,; " Taiwan |

> EIRE{EED - %iE 802.11b, 802.11 b/g , 802.11b/g/n, 802.11n PUFEIET, » {FAETIKTEK
BRE o

> BERE : BARRERBBIESRISHVIREET SR  BEAFEEEYKRBECRIETE KT
B -

> BRE  SEKBIERENEENFEREFRINE N EREEE - AJEcGiE{BIREIEE » 2
BE LS RE

> EREREINRETE ¢
FRBYKMMERIREKRERE FR 1'~"5ik BHINE RARFR9 - KBAENIRIR
TR BITRRFHENIERW IR - BRRFR 9 o
> Slot Time: {@aJfxth#g A\ slot time 8l{E @ BRI @ FFHBREXGERIFRERRIREE o
PoRE : e T FEREIEER, ST ARSH TS AEIEIERE, B EES B Slot Time 12
ACK Timeout BIER2ZE1(E, #/\EREAEN(NR)ETE ©
»  ACK Timeout : £%/F “ACKnowledgment frame” G AXEMALIEL - ACK EH{Hé
=69 ACK Timeout &35 518 lost » {(B{EEMEZIE o
IO 52 7€ Slot Timec A0 ACK Timeout gEfIRRIERESEIR - EoNEUEREEREILR
Notice 72 . siEAIEBIEBHISE - BUEASTLLSBEISHTAE o
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HT Physical Mode

3 HT Physical Mode

TX/RX Stream 2ToR E|
mags | o N

mEidEa COHE ®@EF
MCS | Ao M

shotal @ EUA O baEd

sme  © 8 O e

Aggregation Frames | 32
HEFSGAMND 50000

»  TX/RX Stream : BEFEERIER 2 {HXRK 2 EIW o

> SRR ¢ [ 2.4Ghz /& 20Mhz 3§ 20/40Mhz  {EREIDSEIRE P 2 BEHNE
> HE{BYESE : SR SRIE(BERIE  OJ[3) ol E) RAL(S o

»  MCS: MCS #®:%2 802.11n £ WLAN g8 R HIRBEY—FEER o ) MCS #R:E(EA

FERBNRRNERRR » £ MCS BERARERTMABLIE, £ MCS HifSREKKR EF
DSRESRERR 20 65, AIRSEFQE 150Mbps, BEIRERRTR 40 5, RIRSERER
al3EE| 300Mbps, MESRERHEIRREEE N E @Y E(Stream)

»  Short Gi: Je{RER[R - EREHRAEEBBHSRL HBHSRRERIFHSHEE -
WRBBRRZHXER - SRR — BRI T2 » M Guard Interval L2 {EM AR
TR TR —I88E - LRFRRER "BIR L e

> HERSE: RIEWBREMA—  —REXLEE EBEBRIAETREER - ZH
HBEEE, BmERERS TBB. e

>  Aggregation Frames : SfBEEMSIAEA/ o
»  Aggregation Size : HBEBEH K/ o
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6.9.2 Radio 1 (5G) &%
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BPEHEE o
> E8E  2KBEREAFEFR M EANEIRIGE RN B RNENRERE
@ [RIENCCRELNER - &M T 3 {8 5GHz 5RES :
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CH165 5825MHz )

Hop 5470~5725MHz SS@SREY B S AR R ML HEERFBER - £ELEFRENZ0E
BT SEREMELIRE - EcGEEIRE) DFS Al TPC (EIRP {EX/R 500mW [Z5%fR ) THEE @ &
HERAZIBRIEREEHETALEAR  DFS 2BE5E50BFEURE B IE%E; 5250~5350MHz
BEZAER © ( 5E18RIIREIT = NCC 182 TRINRETIATHMEIMIINEE 1)
> EIRSEIIRRE  SRBYKRMERIETRNE SR 1"~ "Fik 9 B@INE RARFR
KB ARNEOIRIBFTR Y BITHRBZHENRSHLINE - FARR"SR 9" -
> Slot Time: WoJ7Eitk#a\ slot time & - BIERHRT @ FiTH BEXFTRER Y FHERIRE|IE o
EBRE - ERT BREIRHE, RYMEmARSEIROVBIEIERE, RitEBE)5tE 5 Slot Time &2
ACK Timeout 81282518, #IN\BEELER(RR)FE °

V1.0a Copyright © 2016 by Cerio Corporation. All rights reserved. e el



Cerio Corporation

» ACK Timeout : £%{F"ACKnowledgment frame”" g KM #2EI - ACK @ E#T{He @ &
509 ACK Timeout @A) 31 H) lost » {BIFHIWEBEZE o

IO %7€ Slot Timec A0 ACK Timeout gEISERIEEHER @ BENSUEREARIEEIE @ &

Notice (iR @icEmiss - BUEASTEBEEHRNTAE o

HT Physical Mode

#% HT Physical Mode
TX/RX Stream 2T2R E|
mams | ® ]

shortal @ BUH O paEA

sams OB O Bk

Aggregation Frames 32

BEBESAD 0000

v I

TX/RX Stream : BEFERER 2 FXRK 2 EIUY o
> $EEIER : [EA 20Mhz /40Mhz/s} 802.11ac 89 80 {EAE ARG S v EEH B RS

o

> Short Gi: 59RERR - BRERETZEEHSHD HEWFRREENRISHIEE - WRE
BEBZXEIR - SARI—EBUERTE » M Guard Interval Fi2{EH 5B FRETEEY
—IBIDRE » HRFRRER "R Lo

> HBEERS:  BZENESsmA— @ —REXDPE FBEBRIASHEEHE @ EHHE
BE, HMIERER "BIA -

> Aggregation Frames : 31BEEEGIEAMEA /) ©

> HWBREBEK/I\(Size) : HBREHAN -

BRETTAR » FBREE " TS T IRIMRSISRRSE T BRI " - TERUDREELF o

V1.0a
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i EREERTE

Beaoon Interval 100

DTIM FEFE 1

Fragment Threshold 2346

RTS Threshold 2346

ShortPreamble & BUH O paEA

IGMP Snooping & BUH O i

Greenflels & BUE O gaee
Bomgame [ 10 RSSI Limit

> Beacon Interval : @ AZHEHE 10 £ 5000 msec @ 785%{52 100 @ @ ANEEUS - BEIRHE
RAPIREE @ @/\NSEME & EIERIREISONRE IR

> DTIM Interval : &gi/\ DTIM Interval 88 - EHS @ BPIGHE FHEE - SUEBUE - WaEH
45 BHEAEE o

> fragment threshold : AZFEBEFEA) - BEF LFHESEBAK - THRVEXRBEME
HBERS - TAR{ER 2346 ©

> RTS Threshold : @ ASUEE 1 2 2346 - HETENIRIET - IRTEUSEE @ BEEEIRR
NHRFTRFELRTE o

> Short Preamble : {FHEJ2HZEIARE 56-bit cNZ{FEMAE - BIRIRIEA 128-bit o

> IGMP Snooping : FB3RSZIE7E layer2 j2YTADHEZE MAC 69 Multicast #biitZ » LUZEZI7E layer2
H3EE1T Mutlicast o

> Greenfield (RBRT) . BEEEIRIRIE TNEREMA 802.11n =3 MEET, RIIJBIENHKER
I, EPTB 1n BRENZFIRJ U ERBIT ©

> Band Steering : & 2.4GHz £2 5GHz §YfREREIFGER @ B8 5GHz NAFIRBIRE
5GHz BViEISATEERE - DUBHMEE - ol% e85 RSSI fIPIE @ 2RSS EIRA /A
AP BUESRIEIERLS - BIA KIS BEIERE 2.4G 8P, 3@B{EMA 5G

@  JEB: % Band Steering 1158 - TEBEEMA 56 6 1AC, BEEIERISEFES
Notice  smiinteat R BB A REE - BEBRREMABMEERER
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6.9.4 WMM BB REDRT

im WM AR

wumggsRts  © B © B

il WMM Parmameters of Access Point

No ACK Policy

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 8 2 0 o
AC_BK(1) 4 10 7 0 M
AC_VI(2) 3 4 1 3008 |
ACVO@3) | 2 3 1 1504 [

il WMM Parmameters of Station

ACType  CWmin  CWmax  AIFS  TxOp Limit ACM bit

AC_BE(O) |4 10 5 -

AC_BK(1) i 10 7 0

AC_VI(2) 3 4 2 3008

AC_VO(3) 2 3 2 1504

> AC Type : Access Category B8R D A Voice(VO), Video(VI), Best-effort(BE) 52
Back-ground(BK)=50G#F o

»  CWmin : Minimum Contention Window - SSB&{EE@8/Z WMM 5EZEAIAIEERFR o

> CWmax : Maximum Contention Window ' S{&{E@2/Z WMM BFEAEAIEERE ' 7T
CWMax —{EINBEARIREZER CWMin o

>  AIFS : Arbitration Inter-Frame Spacing Number » iS{BEUE oJ 15 B S 15aE SR ER R
& o

»  TxOP Limit : Transmission Opportunity » 5S{E{&5% » HIREERHBH P EBN SIBICE
B9 AC_VI B2 AC_VO - fBo] DA EEABIEE LUEERS @%%%L@%@O

> ACM bit : Admission Control Mandatory » ACM 23R AC_VI & AC_VO,E:2@81NE58E
HOEET, Bl @R PHEREM S KB E ACM,R 2\ ES@I)EEREET BIB B Pimk e
s o

> No ACK policy bit : RZEET - RMEREDSEERIRSREE WMM B - ZS0fFE

BEWFEK JERED —EUEI WMM S8 < #ERES  RTEIRE N 6B 8 ER SR EH WMM
HER  F1SOEEYERFEKX  AMHRRGEEYSFHERIE

TR - ERAEE T TS T IRIRMRECISRRSE T EHTRE) T - STTAUIIBBELF o

N

g
frl
dit
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Copyright © 2016 by Cerio Corporation. All rights reserved.
e i




Cerio Corporation

6.9.5 EERERTE

AR6E BEILE" IIHEENR2EENERER S R 2EENERIGGERIE " BE 7 1%,
QIR E 2REERIGE BN » WREBEEHF - EEIEABECIEIERIRISEHY SSID BiE
RIBILINE @ IARSEEBIGEINEE - JEETFTIENEREMEEH) SSID RIEBHINF °

EfrGigEs

i AR SR

BRI ETE

SSID£L default JEE Signal BSSID ESSID et Ead

MR | OpenSystem v

e

i@ WEP Settings

Enoryption

BRI OB R EHLBE TSNS  RRARE " BT
" BRSNS R RE R ERERARE " B R B DRSS
E

> o [t S HEECHERREES - 15X -

im EREETIE
JEE Signal BSSID ESSID InERE =iE
1 36% - [ WPA/WPA2 Personal E
1 21% painbiebinbiniie i————— WPA/WPAZ Personal E
1 17% ERERT 71 ===l Open System E
1 1% IR—-00 [ WPA/WPAZ Personal E
1 10% e - WPA/WPAZ Personal E
> A8 BnEGREMSHVEREBE o
> Signal : 88~ BrIEEGEMEEEEE © B0 thlSNsRES @EHILS o
> BSSID : BAMIRIB PEGEM SRS o
> ESSID : 88 nEMERE o
> NIBET - B nESHERENE ST
> B - MEONENZBRNEGEINES - T BRI

Sales-Mail : issales@cerio.com.tw
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MR : SEEIEANEREEIRIGGIIRNRELME L ERENSENRBATILR( - BEE

BECERERISCDREBRTE - LNE288TI6618E 0 RIEEIEEY TN AD6Y SSID 2%
REHBEREIT o
=

SSIDGHE CERIO

iR WPANPAZ Personal E|

Pass Phrase Settings : el #EZEREMCHNBRIVRBIDRES T @ Wik SEERELE
BYEfEEES o

® WPAIRT | ZEEREMSIIIBIRL

* NBRBE : BEEREMSNERINESE

o il I/\EREMGIREDS -

I8 PaszPhrase Settings
WPAE ErEh (WPASEWPA2) B
mEEEE AW -]

ﬁ% LTI YY)

RETTAR © FERE T (#TE T IRIRRSOISRRE T SHRIE) T TTRUNREEF ©

6.9.6 Repeater APGE{BEME)DTE
EE M BHE i WISP 181ERIh1&, BIaJDORIERIR Repeater AP FSRIEBINEESE LB EME
IheE | SBIERIBEKRIBISMN ARG E S SR BB HEERE & -

I 2% WISP £ L5 AmIL B Repeater AP(RE{BE M &)L E(FE B
Notice
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i R
wexwe ©BA O gt
SSIDZH8 default
mssp  ©BUH o]
sty OB0E O
meeme  OBCH Of

Sepagy 64
Repeater APEFTE 2dic

WEMERE | Open System v

AREME - EBRISUBUR Repeater AP(E{BE M G)INBEMRFS ©

SSID &% : 327 Repeater AP(RE{BEILE)EY SSID B4 o

aJiie SSID : SR ERIASIEARA Repeater APGE{BEI5)8Y SSID BIEESEEIEHE

[RELEIRERE | RE S EIBEE Repeater APGLE(BEIMN E) NEVEIRIERE - B ERNER

APIRIKATI UIESEEHR Internet - {BEAR(GABREEIRGAE CEAZHABRER

> BEIRIRH - REEREM A SSID RAEIRNEREREEHE - RAZEER 64 BFEH
B3HE—{@ SSID o @FEHPA 2.4C IREYRSERAZ 40 A - HIPF 5G SRR ZEMRA
8160 A o

> 058 . BIEEOERTE WPA-PSK/WPA2-PSK Personal £ WPA/WAP2-Enterprise & 802.1x

% 3 @SBRI o

W@ | \WPAWPA2Personal -

Cpen System

YV V V V

WPAWPAZ Personal

WPAMWPAZ Enterprise
802 1x

WETAE  BRE " B T IRMRSIGRRE T BHRE T 0 TAUIIRSEF

Sales-Mail : issales@cerio. Aw
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6.9.7 MAC fiiiiH@%=
& "MAC ERERT o RLEN TACL ZEUZHI ) SREEE © @REKREID /MBS, DEIE
1) RPEIE MAC REAIMIIDELR » HhsR BRI LUBIREIRE S o
2) R MAC REANMHIDERR @ HtR eSS EGEmS

il MAC iRiERH|

S PTMACE B

i EEMAC{IYE

MAGC{irhl-

i MACHTHERFE
# MACTT hE BT “ MACHE HE i

> R oRERIRNER / BIMEIEE MAC BYREEIIL
> MAC il : @ /\ZEIEEY MAC (it -
> MAC {iZfit3I : B2 E5%1H60 MAC (iR - RHINAKRER o

RETAE  BROE " RT3 7 IRIHRSISRRE T SHEE) T FTRUIBSENF ©

Sales-Mail : issales@cerio. Aw
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6.9.8 802.11r [RRIE;
IEEE 802.11r/11k 8931ly, 1FAEREEEREHREISMHZIVEIREINSPTNENREEE, B
R Pimis E R E M 62 B TLRE R LNV EREN &8, TEPNBRRAPE

i 802.110/802 1 1k this:Sa

pogmw  © BUH © e
T
im U R E
Mobility Domain alb2
RO Key Lifetime 10000
Reassoc deadline 1000
RO/NAS Identifier ap.example.com
R1 Identifier 000102030405
R1Push © BUH © EEE

> PREUSE © REEREERE HEIAE
> Mobility Domain : 55— &4 - ATAHY AP fE[F—(E4E N AEH = —(EfHHHY SSID
HEYTAE {8 STA Z [T R] DU PR ER BSS it -

P LB TE A By 2 4H 16 {7 ES
Notice

> RO Key Lifetime : 8% PMK-RO 89y =6y » 7858 /4 10000 & o5 7%E 1~65535 AY{E o

Reassoc deadline : SS¥T@E00E L EIFRT » 78384 1000 » oJz8%F 1000~65535 NEY{E o

» RO/NAS Identifier : {6 802.11r F » 7£ nas_identifier -21)/8327F8Y » 0J587F 1~48 {iI7p
Sa=

> Rl ldentifier : PMK-R1 g9 key 255 » 387F 12 8277 » M 16 &5 ©

» R1Push: B#p&EiE R1 Key Holders

A\

RO Key holders : i AZ#BLH0% — QL0 RO BEEH
il B0 Key holders

MACH&: Destination MAC Address
MNAS Identifier (1-48 octets)
128-bit Key 128-bit key as hex string

V1.0a Copyright © 2016 by Cerio Corporation. All rights reserved. e el



Cerio Corporation

>  MAC il : @A\ R —InfEgE SR <RI o
> NAS Identifler : @A AP g9 NAS Identifler #815j 255 o
> 128-bit Key : @ A\—#EILFAHY 128-bit Key 15 o

W \ESRIRAFIIALLT RO Key XRER - 10T E

il R0 Key Holder List

# MACH it NAS ldentifier 128-bit Key T
1 8c4dea00:111:22  cerio.comiw 8c4deal0112233445566..

R1 Key holders : #A\#f—50:5 00 EAREM S R1 &5l
il R1 Key Holders

MAC fir - Destination MAC Address

R1 Identifier R1 Identifier

128-bit Key 128-bit key as hex string m

WETAIE  BRE " B T IRIMRSIGRRE T BHRE T 0 TAIIRSEF

6.10 EFRE

REFERTEATIBERAT WISP/Router 1818 » E Y0 AP 21\, ~ Client Bridge+Repeater AP {21\, Z JE NAT
IHEEAUIR TV L R IDRE

6.10.1 DMZ

DMZ (Demilitarized Zone)#% + DMZ IJgE 2 = BIEHEISA R IMERA— B \EE - BEVERE
T RIGHE A BVTT E BARSSAEFG NP HBIS T IRER - BAASTINBHE ISR Z A BB E I EFINTETINGY
BIARSS  FTIA R EEMESIMYEARSENE DMZ & © EINSSEAR R BEIRHIFEH DMZ [BIgjAsYaARE
JREAZB R SIS ZINBEAROVER » BHERRS ©

LR 3851 2 78 DMZ %87 » 3 BIA Automatic Assignment & Static Assignment &5 o

i DMZEEE

wx | e
T

Automatic Assignment
- Ei

Sales-Mail : issales@cerio. tw
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> Automatic Assignment : FZEFTEIIMNEEVHEIEESBEFEEY DMZ A8V EAREEATFIMBIARTS

il Automatic Assipnments% 7

PIERIP Hirhik

® (RIEIP it : WARNE DMZ Eigigy@ARES IP il

BREOED : [RHIZ EOVING IP (I I DUEHR R DMZ B 15 EhINEL IP (A A iR 2 DMZ
81} °
i R TERFAE A
FHEBIPHiE

PRI s

® JNEEIP Hbiit - s ASNEBEY IP ML o
® (RIEIPibit : WARNE DMZ EHVEIARESE IP L ©

WETAIE » BRE " B T IRIMRSIGRRE T BHRE T 0 TAIRSEF

6.10.2 IP @&
BIRE ML ETR WAN F| LAN 52 LAN F WAN 89 IP 5@ & R#5in O BEUEH) » oli80HEis<

EHH o IPEIRAIZE 20 S5RM o
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' il IFBE A
NOT Omen

i
il [PEEHA
AL ®FA Oz

EHEE ALL E‘

ESED : EIEASJLIEIENSIEDR IP S@RIEH: o
Comment : B2 A B IR E LGBV o

Policy : EI2 A BoJs8E KA R EEENZEIT ©
In/Out : BIZABILUERE IP RAQBRRAZERE ©
Protocol : o\ IZMEISIHEBME

i= BB

YV V. V V V

R ficik/Mask
HOEE (min:1, max:65535 or Range 000000000

B &4 firhk/Mask
=g (min:1, max:65535 or Range joo0000000d)

Listen BU ]3]

G ® WAN O LAN
BREE  Awas v

Source Address/Mask : E3ERRIHLT IP (iR HEIRES o
Source Port : 3$ERIRIHVARIBIE @ AJREEBR °

Destination Address/Mask : 32F BoViIREY IP IR iEISIEE o
Destination Port : 327 B8VIROVRIFIE © QJRERR °

Listen : F3#1E TCP B2 Rhl855s o

Interface : SEIZEMHHITONE ©

Schedule : E8Z2EARFEIRETEIITNEIEGM ©

YV V.V V V V V

RETTAR - FEREE T BT T IRIRRSOIS/RRE T BHRIE) T STAUNREEE ©

V1.0a Copyright © 2016 by Cerio Corporation. All rights reserved.
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6.10.3 MAC @R
BIEASJLNA N EEEE EE HHERE MAC (UBETHRFEROGEIRES © tkRERAY
SIE 20 58 MAC {iZiIE o

> IBi8 : RPEIE MAC REEARLY MAC {illf - Bt MAC e DUEHR £ o
> AFF - REMMAC REBRGI MAC (i - Eftt MAC DA SR £ o

WETAIE  BRE " B T IRIMRSIGRRE T BHRE T 0 TAIIRSEF

6.10.4 ERGERSE
WREEAERZIINEEI LB EMRAF VT ERFW IP SRR  RERRSE - FTP [AR:E
FERPEEBER(Port) NS - AJFRELLINEE © LFRBRTE 20 BEBRDRSERAY

im FERH A RREET 1%

# mEY | HR ENEE SHEBARLIEHE Pl S Pt it ISRl IR IS 5E t5im

1 - Top
2 - Top
3 = Top
4 = ToP
5 . Top
6 . Top

. ) i . Sales-Mail - issales@cerio.com iw
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il FEiE a AR SRR A
S OgrA ® EgER
i
EREE TGP UDP

SRR ASERIGE {min:1, max:65535 or Range xo00000000)
AR {EIRRESIP fir bl
iR E e EEEE {min-1, max:65535 or Range xo00000000)

BRE A

B3 - BIEE IR EERAIREEAIBIEISEER

A - QB RBIAE -

BNERE « FERFEM VBN FRELRE o

INBBAFIR - BRTEINSSES 5 E BV ARFFIRER

AEBEEIARES IP izt - S B ES6VRAIEAMREEEY IP {IIL
AEBEIMRESIR « T RISV RS RS0V A ARFFIRR
FEX | ESREMFRAIRETENBTNRIERM

V V V V V V V

WETAIE  BRE " B T IRIMRSIGRRE T BHRE T 0 TAIIRSEF

6.10.5 ZHUZH
EINEER I R E A BRI A FHEBERBEMEN LRI E T LHHTR - FIRLLERETLL @
BA%E o~ T HEIEIENRRIR S L SR T BRI E(TIRIESIAET - JERIE 20 EEIERA
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im TRTIERFE

#

1

530 id, 4 R iR

£ E
i i
& &

E
i
&

E
i
&

z
s:fafefe g
-

2
i
&

e e ~EELEN N _
éi@a@%ﬁ%-&ﬁﬂ ENRTER ©

il TFELERERR

im SEFEMAC firht

im MACT AR

im IP{i SR

By @80 oL BSOS
e FHm
wREE A N BEIEP it

EFER

——= T on
SEZEHIFRA -
im TFRTEEAR Al
gy OB O i
e
wEAEmE AW v
B Awas v

A\

BXE) - oEIERIENEEERATIAE
R AN Ll E Ut
ENGRE : R EREROVEN I E
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HEMEE

AT RRRE T EiE
Fiz 7,
15 H
ANY : SHIRTREN R EMURRISIE o
TCP : REt#y TCP gY@ EBURRIETE
UDP : RQit#f UDP g9@aN i E HURRIETE

iE Pl
ZeirisP firtl: B
At
B figP firit: B
BHeyE
v Kihig IP A SABREIROA S IP its IP B o
v KIS GIARSIBEHOAIIE  BESTERE A" "Fon 0 HIU0(1:65535)
v B6YiR IP {7k : @A B6Y% IP kD) IP &R o
v BfNE: GAZSIENENIR  BENTEE A" "Fon v HIU0(1:65535)

ICMP : Rt ICMP 895@5N 15 E HURRIETE
im [P 5 TE

ZAifbinglP fir ik )

v A IP A @AREIEAMIE IP (i) IP B

ABIERE : Uiy TERST ) EITRRIRE  BE TR MUPEN TERT &%
T8 B SEMRBR TR, 82
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M

i Pt EE
FeirigIP fir b )
FE
B P G bt )
S

im R TE SRR
—

im Keyword List

# Keyword #iT

i 1P izt A REIRGIA MR IP iy IP &R o

AR - MAREENAMIE  EBREBBYM”: "Zon » $170(1:65535)
B89im P it - A B89 IP 7isy IP B

BEvE - WAZREEHNENR  EEREEBIA": "Fm » 5120(1:65535)
MRS - B/ \2ERNABEHRS - (BRIRZIERNEFRS)

AN NN NN

AR : RECRREZEREARE  SEAEYRE TIEELZEZBRNEMRE

4
im FERIEREE
pEEX | Am |
ADL Instant messenger (0SCAR and TOC)
NGy BT

BIEE Y TEESE ) ETRAERE - FE T, WIPEARERVRERIER
BN TEME , B2ES) - S2MFRBIZ TRk B

Copyright © 2016 by Cerio Corporation. All rights reserved. i el
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im R AR

> BT MAC {iilt - SIS EN MAC EMUEIHENE °

im MAC Addresz Setup

MAG firfif-

RIETTAE @ RROE T BT T IRIRRSISRRE T ENRE T - STHDAE

6.10.6 RFREFHEA!

i

ff o

BIEEUMUERFERRAIEEIE IP @R - MAC @RAEBRIRFESFIR - BBRERAETRIR

1BLE - RIRFRSRTZE 10 SZFREEAI
FIoRE NERSRE L 2 TIRHERAL EABB °

i R RIS

# R . A
1 Polloy 1 On Sohedule
2 Polloy 2 On Sohedule
3 Polloy 3 On Sohedule
4 Polloy 4 On Sohedule
B Polloy & On Sohedule
i R R
R Policy 1
mx @ EEEE O {2 5

il FEPARF R

# H = - = il Fay 23]
- - 0700 -080
2 - - - - - 10:00 - 22:00

> i SRS ALLRBIRSL o
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> B EEERERRAN TR ERINNMTS
> RERRIRS - JREEE " 21 T IR TEREIR

STETTAR » BROE " FTE 7 IRIMRSCIS/ARGE T BHMRE) " 0 FTTAUIBEELF o

[=]]]

7 TR

IS A EIERRFRE - BERMRESIE « FETHR » MISAETIE - ERERBIVCREFEED
AHEEIREIG o

7.1 REEER

BIEE I MUE RN L RRIRITIRIBREER S R BN R EN DB RIKTARBEFINGE @ BoRHE
'TR, > "RR{RTEE  ENEB -

EhHiNATEER

AT DS H R R e A — B S R (S X ERFEIT AT AT BRI E R RE SRR HE « Hthel DFE
L ER R E R RETE R -

TR R

EEREREREEE  [mE- | oewen-
SR T A
={LElE i SSLERS R

BEEEE S | FEEEE

> THRERERBDES : 352 "@H3 REUMGHOBERENGRER  FEERRND "R
eRERE 1 2IRFTISENEBISHIREE P - BRIUBEIEERDERFHLEE

> OBERERERDES  FLROHE AE  BEN—@SESIERINESHRER BRHE LB -
Bl QB2 SoRIBBIDERTE

> BRRAMAERE  FEERE THRRE B RNRSERERDMIAKE  BRTMRE - R
BIRIBT SRR » WA EFNBIEI RIS o

> B LEE SSLBERES | ERERIET  BESEUEERECEN SSL 22 FEE © a2
MBI INBERTEZEEIA) SSL L2IRE LIBEAM EIF o
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7.2 EESFTIR

%5 CERIO BRELMIVEEE @ SIEETHDREBIRMOVIER @ SIEEIUEXTN IS
( http://www.cerio.com.tw ) BB 2 EHIRILEHOVENE © LIRS P N EALEITRIFEHT ©

i R

B CRR T SRR e U B S AR R S T4 . FHR B e B B R R R T AR B
ZGEEAEEERE  SEASTBRETEFERNERINERNAISESEH SHEREEER - AREETRE
FrRRE ey MERSERG SR E FHANEIREE)

GEBMEE  PMeCPEACS 0013
URRGOE 2015022145123

FPeRiEE T SRNEREMES T FRHEEFESRRBRETIBBTHNEE - HifSEEES

FRBABRESENTORGEE - SOESMIDAAEROSINERIE  BNMHEE—E@BRRK

BVENE - BFIMEN S TS SHRBBRIFEELESEF - MBE  BRBREARFBKTEBLEAEER

EH1 - BB LT RIS T HAERNEEIER - BREA T —EFFL2TREENHKRIVER - B
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Appendix A. WEB GUI Valid Characters

Table B WEB GUI Valid Characters

IP Address

IP Format; 1-254

IP Netmask

128.0.0.0 ~ 255.255.255.252

IP Gateway

IP Format; 1-254

Primary DNS

IP Format; 1-254

Secondary DNS

IP Format; 1-254

Hostname

Length : 32
0-9,A-Z, a-z
~T@H#SWAN () _+-{ ] :<>2[]/;",

Start IP

IP Format; 1-254

End IP

IP Format; 1-254

DNS1 IP

IP Format; 1-254

DNS2 IP

IP Format; 1-254

WINS IP

IP Format; 1-254

Domain

Length : 32
0-9,A-Z, a-z
~t@#S% () _+-{}H i <>2[1/;7,

Lease Time

600 ~ 99999999
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Table B WEB GUI Valid Characters (continued)

System Name/ Location

Length : 32

0-9,A-Z, a-z

Space
~t@#$% N () _+-{}:<>2[1/;",

Description

32 chars

Password

Length : 4 ~ 30
0-9,A-Z, a-z
~t@#SWHA()_+-{H<>2[]/;",

HTTP/ HTTPS Port

1~65535

Telnet/ SSH Port

1~65535

RO/RW community

Length : 32
0-9,A-Z, a-z
~1@#$% () _+-{}|:<>2[];", .=

RO/RW user

Length : 31
0-9,A-Z, a-z
~t@#SW A () _+-{}:<>2[];", .=

RO/RW password

Length: 8 ~ 32
0-9,A-Z, a-z
~t@#$%N N () _+-{}:<>2[];", .=

Community

Length : 32
0-9,A-Z, a-z
St@#s %A () _*-{}i<>20]5, .=

P IP Format; 1-254
Tx Power 1-100 %
Profile Name 32 chars
ESSID Length : 31
Space
0-9,A-Z, a-z
~1@#$ N () _+-{}|:<>2[1/;", .=
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars
Pre-shared Key 8 ~ 63 ASCII chars; 64 HEX chars
Beacon Interval 20 ~ 1024
Date Beacon Rate 1-~255
Fragment Threshold 256 ~ 2346
RTS Threshold 1~ 2347
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Table B WEB GUI Valid Characters (continued)

ESSID Length : 31
Space
0-9,A-Z, a-z
~l@#SN N () _+-{}:<>?[]1/;", .=
Maximum Clients 1~32
VLAN ID 1~ 4094

WEP Key

10, 26 HEX chars or 5, 13 ASCII chars

Group Key Update Period

>=60 seconds

PMK Cache Period

> 0 minute

Pre-Shared Key

8 ~ 63 ASCII chars; 64 HEX chars

Radius Server IP

IP Format; 1-254

Radius Port

1~ 65535

Shared Secret

8 ~ 64 characters

Session Timeout

>=60 seconds; 0 is disable

AES Key

8 ~ 63 ASCII chars; 64 HEX chars

Peer's MAC Address

12 HEX chars

Description 32 chars

Source Address IP Format; 1-254
Source Mask 0~32

Source Port 1~ 65535

Destination Address IP Format; 1-254
Destination Mask 0~32

Destination Port 1~ 65535

MAC address MAC Format; 12 HEX chars
Description 32 chars

Private IP

IP Formate; 1-254

Private/ Public Port

1~65535
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