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WHFERE - EEREREAE =108 -

= okES

WANOEE 1 33%
WAN1#E 1 33%
WAN2#ES 1 33%

® Line Speed Weight: IIGI18EF 2L WAN REZEER D EETIRR

= Line Speed Weight

WANO (U/D)kbps 1024000 1024000
WAN1 (U/D)kbps 1024000 1024000
WAN2 (U/D)kbps 1024000 1024000

> WHER: RAWRER  RTEWAIETE Ping W2 IP - WEREBR Ping WEMRBHARRE"
M &7 Failure Count (REIRE) B LIEEZES] WAN RS FERIRA -

m @O EA O BiE
Ping IP{rit 168.95.1.1
Ping EifE 60 Second
Failure Count 1

3.3 EHREIERE

FR {8 Router 0 S1E 16 4B SHORIRE T30 S 1A B AERE 03 802.1Q Tag VLAN TAE -
ERARBUEHA - ZAHETMRE 8021Q Tag VLAN -
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" AR iR 1Pfir FERET i

0 [ Native | 192.168.2.1 255.255.255.0
1 192.168.101.254 255.255.255.0 P
2 192.168.102.254 255.255.255.0
3 192.168.103.254 255.255.255.0
4 192.168.104.254 255.255.255.0 @
5 192.168.105.254 255.255.255.0 @5

> EBREERTE - B ERAE B EERAEER -

> MER  BURERERARREFEAIMEERAEEN - 28R " Native " RNTEREANE
BAEE - BRYUBAESEERBEERN 802.1Q Tag 5t4S -

> IP ik : BURE{E E R ERY IP AL -

FHRBES . BresEERERNTFREBES -

> T MRS (iRt EA LAN WREREHE, MELR UFTGERITIRE" IR
B K" DHCP fEfkes" JBERRTE °

Y

3.3.1 #ME&ERE(IREH)
M - B QLA 17T A R TE E AR RS ARRE TORE -
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EngmEms  © BA © FaF

IP{iI it 192.168.2.1

FRBES 255.265.255.0

== o £ VLAN Tag

VLAN TAG O | 1-4093

> EBHEISARES . ) E R SLRE PR E AR RS AR
> IP Ul : REE AR IP AL -
> FHRBES : RERERAR P N FHERIES -

Ngfi?:e FER AR A P AU 2 DEEA—H VLAN RFB o LUER B AEIR - B8 FERHY
— N E R A IR TS (VLAN) IBERARA (51 5 LAN ARRR) - SR AOEFRREER
AEBREREAEEERETEE -

> VLAN Tag: %Lt VLAN #8574 802.1Q Tag VLAN

RRETTAE - BRE " T " RIMERCSRARE " EMRE " - STHINEEESE -

3.3.2 SER =]

o] E3E VLAN s 2 AFRInERERA//VER, AEEEEETRE] IP/MASK, IP Range,
Port(Service), SIP, RTP/RTSP WEB &E%Hy4E = fEHI
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ik

st Cam o] '
Session Limit Per IP [ @ 1024
== Total Bandwidth Contral
wx  Oam @ paen
i 10240 Kops
T# 10240 Kbps

> SR EIEE0DUEZERFSIEARASE RSN -

> Session Limit Per IP: 1%}t VLAN RHIPRBRIE—(E IP PRHEIZELRAIE K Session £ - T8
BERE—EERE IPREIFERS 1024 & Session(E4HE) -

> Total bandwidth Control: #+#flt VLAN [REIZASEERE - EEEURERABLERT
FH IR E PR -

QoS Rule List: AJ#E 10 £ QoS 7R Al

£= QoS RuleList

# £dh Rule Mode Value1 Value2 Upload(Kbps) Download{Kbps) SEeR
1 O ANY 1024 1024
Z (| ANY 1024 1024
3 O ANY 1024 1024
i O ANY 1024 1024
5 O ANY 1024 1024
a ~

IP Mask

IP Range

Port

SIP

RTSP

RTP

I\"'n"EB

> Any: FRORFIRRERSGIR LT SSER AR BRI E
> IP/Mask: #¥§% €I —1E 48 ER 1835 5 A9 PR
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IP Range: &t¥f—{@EEER IP (it 58 E PRI

Port: &t#1435ERIABES ARTS (Port) A B RIBRE, (10 20,21 port &%)
SIP: £+#f Session Initiation Protocol (SIP){#%8 & rY PR &I
RTSP/RTP: &%t Streaming #5828 BR |

WEB: &t¥]FA 480G 558 & /I PR

YV V V V V

3.3.3 DHCP falpRsesaE(THRIX IhAE
282 THIt124058 E DHCP EARS -

DHCP Relay O &¢H

102.168.2.10

BN

EXTIPfiraE 192.168.2.100

T = 255 255, 255.0

ALEE 10216821

FEoNsf= IR S firht 102.168.2.1

RFEONSTE IR 23 ik

WINSTE1BE 23 fir bk

REk-GE

1PAH FEEF R 36400

> &3 SEELUEERAEEIR DHCP Bk IIEE -
>  DHCP Relay : €& 0L ZZERIFH LRI DHCP Relay THEE -

SDHCPES SDHCPESTIE
g ©@a@m O Bien Pkt MAGHrSE E=-7-
1 192168210  Bcdd-ea02-chec HP_242_G1-PC

AT

]
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£= DHCPARFS
wx OBA O FaEd

DHCPRelay © B © RaE

#= 52 F DHCP Relay

Server Interface WAND “

WANO

WAN1
WANZ2
VLAN1
VLANZ
VLAN3
VLAN4
VLANS
VLANG
VLANT
VLANS
VLANY
VLAN10
VLANTI
VLAN12
VLAN13
VLAN14
VLAN15

® Server Interface: EINAEA]LUEEZE DHCP Relay IREENE - o] DUEER A WANO~2
TE - SREEREM VLAN 7T E VLAN1~VLAN1S #9 DHCP &2 7.

#AR 1P fidlk : 527 DHCP fEIAR=8IK IP RUAS R -

48 IP {3l : 527 DHCP @Rz ZIKE IP RUEEIa it -

#AZR P fiIdk : 52 DHCP FAR=RIKEE IP RUAERAL -

FHEESE : 527E DHCP @ik ERY 1P FHERIES -

TasREE : SR EEZE B DHCP ARz ZEA RS IP At -

F/RZE DNS fafkRzs : sREZEZEE DHCP @fkaskzE DNS izt -

WINS falfR=2 40t : FEAE R AL WINS Eikes - oJfE I E WINS @Efk=s [P il -
Domain : E4 AR EME RN - CIEIB AR ZHE -

IP #AKE : oJRREKE IPAIHRRE, 785 86400 #(1 X) -

YV V V V V V V V VY

DHCP AF%I%
= DHCP fafk=8 k3% L =RV IP U AS so R AR £ -

$= DHCPI 3114

# IPfirdk MAC it Expired #]iT
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E7E IP 38 7E
Static Lease IP Setup : EE R ERHEHZINSE DHCP EIAREEPIEEIKEER IP A7tk - ol fE b RS
ERER MAC it DU B E ZEVSHYIKRE: IP BT - It MAC Address #5%E IP it AITHEE &

Aol#EsE 100 HEE °

= Static Lease IP Setup
i

IP{I

MAC fir it m

E7E IP 53R
Static Lease IP List : E5¢E5Ehk Static Lease IP Setup % - EFfiFSIALLRER -

= Static Lease IP List

# 53 IPfirit MAC{iit i

3.4 HRREINEE(FARLERE)

SRENLRETAHE, FLIRARERESNRE EREREMINE  TREETERRABRSHEEE
B MERERINEREREE " AR EN " WEEEE P REREREMEFEN -

BEE" RMRE" D> " MEREINEE "

RO IRRERRINEE 12, AR ERE IR W T EEAI, tER5E
PIRFHEA RN (EEAIS(VLAN), fEAE8Y VLAN Rals&EAR
[FEVERFED IV

RIAERAAEREINAER, RHELERE WAN 28
R, REBAEREMEBRMEREINEGFRE
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= ErEREIE

# HE R IR T RS ThEE ;T

o @
1
:
:
‘
:
B
-7
>  ERMAEERE: BrERCRANERAKRE - (2R 3.3 ERABRE" )

> HWEREVR: BrEEERERREESMBEERREINEE
> BT DJRABRIRENE A RUFISURARA KRR EHRE A B RRRE TIBE

> 1L T it SRR ERARRNERERANRRREES

2. THIINBEEEES - O ERMEA" TE" FF - ANEIRSE -
OAuth2 0 5% - HEZAEEEEE - EAEHREZ ~ Walled Garden ~ #5# &
B RBRBINENREEEONFZFRERSS -

X TR EINEEREA
341 RMEREEREINGE
T ERERRE AR RN RS ARre T - R s e R SAHRATNRE

SEDLES mEIp Ines
nB nuﬁﬁi ﬂﬁﬂﬁmﬁ _ ?ﬁ fﬂ;EA AX ZEE@

magEne  OBR O B

> HHERREEINAE ¢ TJEE" B =" BB SRR
ERERMA - RN EEEFRA
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mmzEme  Sem Opaea Radivs O A ® paen

SBEZA 0| s User(s)
BAE 10 e
URLEZEE hitp:/iwww.google. com

BAURLEZE | domaindlegin
e OwA O]

Sessionfit O @A O -

=RERGES
exsmErsy  OA ® paen

SiwiiE Local User

X ERIERoas VIEE

EETA I User(s)
A PEEF 10 bai
URL3F 1 http://www.google.com

& A URLfirhk domaind.login
e OsAE ® gaea

SessionHiE O gm OF:F |

> ZEEA SBRERRALINGE - AIE—EIRRELAS ABREA - BREAAZCORERE
EB1THE - 0 BAIRH -

> BARBE: EFEFAEEAR  BETHOMERBTA  BEOURET  FEESEZKEH
EFEAEED - (TBRESR 10 £i8 - oIEA 0-720 8 - 0 RERE )

> URLEM : FREREEAR  2ABEHEERREMAILAIE -

> EBAURLAIL : REVBEEHEREEARENAENI - ERMEIRNENE ABEEH
W ATERENE AEHE LU http://domain0.login BIOJ iR IEE TR EAREES
tEYAE M http://domain0.login/login/index.cqi - EEFHEL[FER
https://domain0.login BIFEFENER" EENEEARTEESEBERM HTTPS EARMN
FF - FE2E 313 AAEEIEENEEARE - AW TERETR
EMER HTTPS £ EEHINEE - Rt E (NEEE R - A% - R ) AHERY SSL
ZEREERLEEEA - MAIEA SSLREBEINEFESE 6.1 TEDLARTEEEDINE
fid L& SSL /REHESRRMA -
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HTTP 80 1B5%
HTTPS 443 pi=kc
Telnet 23 b=t
SSH O 22 pi=15)4
v | @D siteTitle x | +

<« » C ® hitps://domain0.login/login/index.cgi

Please sign in
Radius User )
User Name
Password

Remember me

> wone S DIEIERUASRER - A DR FERAENREENGENEAREER SysLog @R
& -

> Session Log : TIZEZRIAHEREIR - BT EAZEN LH Session B FZHEEAREE
i) SysLog falA#s L -

N(C)%?:e RARLAZRAFMREDAREE TRE" AALCHRE" XREERETW

SysLog falAR=:AY IP ik &3R5k - 73 0I:% session # log 2% server &7 -
X HMEAREAP

RUAIESEE ® EA O B

> AHEIRSE - DJEET RUAT = BARR" EAARIRIEREZEA -
Nf)%?:e ERARRIRIRE - FHUVE " FRIRE " EEEEXRBURBHPIRE -3

3.4.2 FRFEINBERR ED> BHEIRS -
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% RADIUS &%
A ERRE 7 T B =R RADIUS ER=R0:E - RERIET LB EA RADIUS GRSFMZER
7a MR - WETHAE RS AR RUA D] LU A B AR R VIR P e m A ERRY RADIUS fEAR=ES - B3R BRI RADIUS
A REANIRFERMIB R E AR ER -

Radius @A O mam
FEARRMIPHIL 192.168.2.1
RE R IP o1 Options
Bigig 1812
R O e #
pmem O PAP @ cHAP
TR fust
> Radius : olsgE"” BA" =" BARA" LLABREARFS -
>  EERAR=RAY IP Ik : RE=Im RADIUS aika:R7 IP ik -
> REMMEMRER IP il . REHBN RADIUS EARSS IP it - (ERIRIRFE KK E)
> moRaiR : RRXE RADIUS fafR=3 AV IESE -
>  ETER . BEEI RADIUS AR2ERA ERFBWRIRESE) ZINEE - DL
Ei=lm RADIUS EARZzAIETE IRFFIR -
> FoRafEEBY . OJ3EE PAP 5 CHAP WRDREfREY -

>  B&: BAZEEE RADIUS ERkasr0E R -
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342 GRREINAERRTE

A ELEEUTI [ UTIBEEEE - olRrE R AR BE" R AEERERSE - % Radius
M&5-OAuth2.0 %85  PoP3/IMAP e e A B B AR EE2E- E ABEHE % Walled Garden -
FEZBEURGRENENRERBBENHIFLERSES -

MAHEGEEIIRE |

[ E]:R5E
OIS F FILARTS - WINBEE B IR EMBERBNEZ B AREMESZEBERBER - &
EEROLRARRAEZVEEER - REEERBREAREEESS -

=HE

B @R O paed

mamm O—XHE O Multiple Time

FHERERE (1-100; defautt is 10

25 ARERS {1-720; default is 10 i
Qs ORH O paed
iR (0-102400; 0 is unlimited; defautt is 512 Kbps
Tk {0-102400; 0 is unlimited; defautt is 512 Kbps

> BAER: OEREEERARRENEEEL
o —RM:MBE-—RUMBERBEEER 100 @ HBEREARBERRE  MEEEE
REIAZL - 2ABBIGRRETE - —E2 10 nERER -
® MultipleTime : RZRMEA - UERKRRALEES 10 DEN LEBE - SEEE
10 nEAZYE - KERFLEABE BRI M RBEABHLREFLRBESTS -
> RTEURE : RRERMEZERAR -
> EBEARE: fREeBEEERRE -
> QoS: tIR A=A ERIER L NEIREES -
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OENEIESE2RERZUTFHEREFTR

&% 10

BB TR
EEEUARERE
ERERE
B

CeE
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B ARERE" BARE - WABESANERE

o=t~ B\ IN
E£ER -

Local User

(4-32 chars)

FIEERESE

1 user-1

2 user-2

il

MiT

o (FHERE @ WAERERPEHE -
o I WMAFERBNIREEE -
o AEERBEIIR  BERTEIAFABRFIRSE -

[OAuth2.0]385%

FNEE = A ReR 01 B 1B facebook 5 google EMEAEFIFAHRREE AR -

A —)

b % #7858 ol A facebook 5 google MRS TE -

im CAuth 2.0 Provider List

# Active
1 [ orf | Google
2 Ed Facebook

-> [Google 173

Action

Provider

Edit .

Edit

BF

> Edit: 527 google WIRF

D
Notice

BEZEFITE Google B OAuth2.0 lRIBEEFRIRF - REPFERAIIRS

ID KZ i@ ARBAF -

K‘ service@cerio.com.tw
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2= OAuth 2.0 #5E

B ID

RABIRER

e HFID: @A Google WiRFE
o HFRMZHE: WA Google IR FZHE
o MR INIRHKERES 3 e AR K RAHRE & E
Tt 248 FERRRE K S BT TR AR E T Google # Facebook,

Ol s mEE AT, BENARMESHRE BLEEMBETHN

OAuth2.0 & E &

VUNER® Pass @IS AOUE, IEIhERAEIBMNSMER - ERREP SR Google HE
REwone Ean B EAHE IR UERE - A Google B OAuth2.0 AIFEFEHERE -

£Z Walled URL

Walled URL

£ Walled URL %1%
# Walled URL Action
1 accounts.google.com

2 accounts.google.com.tw

3 ssl.gstatic.com

4 Ih6.googleusercontent.com

] www.gstatic.com

6 www.googleapis.com B

Google By OAuth2.0 5= & Bk #5 B E1HEA T2 R A
Ol TR A TS, ANSESHERBREAT, AEHEHSE

1. FEAZE google 89 APl EETEEZI—{E OAuth AFR ID, oI2E LI NeREMLE
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https://accounts.google.com

APl EEZ B
e EE OAhABEE  ARRD
it

APl
SR

BEREEETETE AP - FERRTEERD AP 2EEEIEL
AP FREERIEREE - BURRY AP f5T] ESRE AP iR - RRTSIRFEE
OAuth 2.0 R PR 1D - SRR AP R BT -

OAuth FFiR 1D
EREALZRAELAEREZZTEREE -
AR Google BB APl -

2. EFEHBERREN

FE FHfE F R
| MR |
Android BREF: £1HF
Chrome FER12 3, BRAEEF
i05 BREECT
FlayStation 4
Hitr

3. E&ZE JavaScript RiE & REDIRECT URI B E#E @ URI g9fidlt - M1
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BIg#EAY JavaScript KB
ERRFRERIESAER UR  SJERAESREEAE LK - HPAFBESBAFT (htp//* example.com) HEHE
http://example.com/subdir) « 20 RTEAHRIFRFAIRIIE » LRI EEBRAIRR STEMIE URIP <

http://domain0.login.com

ERHEHEREE URI

BHEE UR ARG RMR I REAIE R - EAEIEE Google EITRIEE » RIAKFHEMEN B ZEAEAPIE
B 1E - UCRSE EHPRTFIRAIRMEE - REPLBSHBNGTE » FESHIRULA BRBHEE » MATEER AR IP
firkk

http://domain0.login.com/login/callback.cgi ‘

BIEENETETE Google Developers 8 “Redirect URI” #1 “JavaScript

ORGINS" mfidlt /BB 480 Login URL FRE&ER “JavaScript ORGINS” 2
Notce  — 7 BEERIESE

AAHERD 3.4.1 RIENERRREINAERY” RERRFBINAERNM" REZE A URL il

i SRR ETE
HEHBA O s User(s)
B AHEE 1o Minutes
URLEZj hitp:/fwww google com

Z A URLfir domain0_login.com

Sesslon Log ® gA O BaEn

1Rt ERIE A URL it #E %2 Google B JavaScript ORGINS ## (i
http://domain0.login.com/login/callback.cgi s5#€ 2% Google
NEREMNEHREm URI AR
flyn: £ Google MR FRFEREEME - a2 &N MMt
JavaScript ORGINS: http://domain0.login.com
ERENEMER URI:
http://domain0.login.com/login/callback.cgi

4. TEFREPRETTHIE, Google 14 F—4 ID HZR
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OAuth EEIS
52 Fim 1D

gl It P I
L ] [n|

s

il

5. 1% ID HZR ‘AR google #REIEAR OAuth2.0 :RE T - R KM
3= OAuth 2.0 57

Fi F 1D

Bps_googleusercontent com

Jisf=i L

-> [Facebook]iR B F
EIREELZE Facebook 9 OAuth2.0 IR EEEBIRES  iFHBE RN

g
MU 155 1D REHEARBE -

1. 5% ZE Facebook iy developers HEZ - B2 " EIEMBARER " B —HIRS
https://developers.facebook.com

Ngit%e WNREBYEEE, BAUE=71ER[RPAE, FEEHEHRSE

Create a New App ID

Display Name

OAauth2.0_TEST|

Contact Email

danny

Create a New App I

ou agree to the Facebook Platform Policies Cancel  [EeEEIEEN D]
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2. FREREJEL NAERERAEINTS

oISV 2R ¢ 317422692058602 BEAHLE # TAREE X#

FiEth

OAauth2.0_TEST -

ERESES S
,p|ﬁ|§$ Eﬁﬁs_iﬁ%ﬁf
v2.10 . _________|
Facebook &.A EREETE
Instagram ssssssse boad

+ RS,

0 B4 Facebook SDK
BRSO\ PHSI * 1780 105 3% Ancrold BEFE « Facebook FRAEIEFIE
3. REMWEAEIXEY B WWW #His

Add a New App

i0s Faoebook Canvas

4. BUMNBRERNNEE  ZEMKRET —DEITRE - AEERBEN

Start Over Skip Quick Start

Quick Start for Website
|| oAautnz.0_TEST

[
Setup SDK
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5. EREEXER, MEREEAEZREELRER

ERAREAEEA 3.4.1 RIENRAEREINEE T URL Bm@, EEER xoox.xxx.com it
5l¥0 danny.tast-login.com

AL AAUEEEE A http:// danny.tast-login.com/login/callback.cgi

N Bk
@ onautnzo_test - QEEETETETE NS -L B % TEBRXIE ¢
EHER TR R
Ead OAauth2.0_TEST
z;”” [ BT
s e — dann/
A
— REFLER SRR PRFS IR
EREAES
EEEABT (1024 1581
1024) v
Facebook HA
Instagram
+¥ﬁi§§n‘:‘n
£ IR
R

http:// danny.tast-login.com/login/callback.cgi

6. BRETH, HEEREXNETTEARMBEHINABLR
@ onautnzo test - QLRSS JESOE-PUA]

- 252 OAauth2.0_TEST ?

1T £ 3 IFRIERER BaiD b L -
EHEAFEE

EAUEE DR THEAE

Facebook %A, (RIS
Bt Facebook S EEHILE » TREHATER - B TRIERLE
Instagram FAETTEDR © HEMRNE S B R IEE e -
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7. BIRETE, MEMIEERITEREK Facebook EA

@ onaunzo_test - EIEESEE L B EU A
FiEig
& EIE—EES
#T
EEERES . @
Account Kit
EFETrRE - EEEREE EEE
FEk
Facebook A
BERE— s EE - e
s
8. Facebook EARE
EYA” BB OAuth A" K" #3i& OAuth EA"
@ onautn2.0_TEST EEFITESREERE ¢ 217422602058602 - BEAHIE % TEEZE

M A OAuth 3=5E

R/ =
ERESEE

Facebook B A
EF32 OAuth B2

9

Instagram

+ e

BHE) OAuth EEEM URI

http://danny.test-login. comd

RETEAEZBIT £ Facebook B9 OAuth2.0 S iE1THRERRE
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[POP3 /IMAP Server]z8:8
BRI =G POP3 R FR3RE - LETHRERRRE RUA o] LU A B R RE RV IR S50 POP3 fal AR=S -
FIRAK POP3 AikzE=ANRIIRFERMBEEARREER -

== POP3/IMAP Server S=POP3/IMAP Server Test
my @A O mam EMAIL

=i Test

== POP3IMAP Settings

AR

#x  OPOP3 Omap

Host

BE i
dlgmm | Moo v

o R : o" RYEN" =" BARA" POP3 Server 1R INAEARTS

o HEREMW : MAMMBERREH -

e Host: POP3 @Rz AIAFULEY IP A3l -

o E5E : POP3 fAfR=zPHIE FRRVBR T IR SRS -

o EARIEEL : 3EIE POP3 EAR=RAVEASIREY STARTTLS 5% SSL/TTL 2k None -

e POP3 faflR#AlEt : oLl A —HEFHHEIRIE R BHEHCA G POP3 ARSEEREZEIE
B -

[ERICEMH] AR
BEAEEBAREDRNAEBAEE - TUATHREEZXESERS - DILUSB HTMLA
CSS FEzAERE B TREDENEASH -

=EmnE =%E
Tempiate & B O gam
@] @ gy
sux A e Please sign In
ERTEESS User Name
5324 W&E - Password
ClRemember me

Body Baokground AEEEFEE

AaNE FFFFFFF

o
b
0

FHEE a3

ooy I T

> Template : E3F A B 0JEIE Template(FA) RIS EEE - RIBR U ERZRTERREETE
BEs] - BEZEBRRIOER html EBEMARE -
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o SEERNA REAREREARAAERNEN - SEMASBAAEHE HTML %, o2
BREAETEREZEARR -

Please sign in

User Name

Password

[ClRemember me

B T SR ETEBRTEREENEAE
R
L= BNSERTEEGE -

E=Ri = ) =

I -
Body Baokground #EEEEEE

AENE BFFFFFF

FHRRAE #3333

AMIEEE 350 px
AD Baokground HTATAT
AD Font Color SFFFFFF

o EIBIZRIR  BUEALEBE HTML RIS S RENIR (HETEE R -
EHIMLIFISIEE &

<himil>
<head:
<titlexHotspot-</itles
| <script sre="/javascripts/login_js" charset="utf-8" type="text/favascript"></script>
<fhead:>
<hody=
<ifiv class="container"></dr>
</hody
<fhiml:>

TR IRIAIS AL AEAERR D B ZMIER - E BB RITIEH8 html F8)A8L css HVETHE
AmEE - AREE htm| RIBHERZ JEA 4096 7o - W0 T &EHl
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«dmk red="siylesheet” fype="textces" href="itp fwwwserio.com. fw/login_page_demo/css.cos" M=
«=cript sro="avascrpisfloginjs" charset="ut-8" type="textErascript” = scriph-
mieta hitp-eguive"Content-Type® content="texthiml; charsetmutf-8" f=
sl Weks Awthenficationscfitle=
wheate
=iy
CEMiEr.
table width="480" border="10" cellpadding="0" celispacing="0">
wciroe
il colspan="5" heighi="76"=cimy sro="trip: s 2o com twilogin_page_demoflogin_page] png™
Famuc i
wffrm
wctroe
il colspan="5" width="480" height="180" class="kackg"=
v Web Awthendication Login Page for CenS 6.0 <fdive
e presopEmtEr .
woify " wimdrers1 ™.
v class="win_fond"=Sign in-/dive
oy class="container" widive
wfdiwmnci Gemher e e fir
wcire et colzpan="E"=input type=submit oncick="abc =iyl dephy=abc style display=-"mone" """ 'none"™
walue="Walled Garden":=
«div id=abc style="displaynone" mee_style="displaymone"-
o2 farei "hiip:{fererer. googhe comutw " dhese "o _bin_class"»booglesas
=« hiref="hBp/fererw. yahoo.comiw™ cass="c==_bin_class"»Yahoo= 2=
o2 e "ilip e cerio com tw” class="cos_in_class ™« CERI D20
Sell. =
itz ot ol
< hody.
«ipenfer.
whim e

S =

MERRARIESTANE - SARAEE” T REMBENCIRAEE” FAE" iR ETIRBMRENRER
N mEEST A BRI EIE

Captive Portal Authentication Login Page for Cen0S 5.0

li Authentication Login —————

UserName

Password

Sign in

Facebook Google

Walled Garden

Google Yahoo CERIC
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@

Notice BIE RSB

1. A7 Login 18k A&l web EIR R BIES B EH,
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IWINEE B ERMERALL - EEFRMEBERBEALISGEN(3.4.1 RBFRES)FE - BIBFRERN
FREERBARBEHR - FIENERZEEILIERIL Walled Garden IWBEFTER E RV AL -

Walled Garden
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> BB . REEWERVEIL A -
> P #AL/4L - SR EADNARY IP IS AR IS ROA L -
> Full URL : R2EHELART URL A4 -

BIHIEE - SFFRENHEIETIARER -

# =10 TP {4t/ 88 i Mi7
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RESTHERBAME" FIB" Rl - BRELT " EFRRNE " 2ARTHIFFERERF -
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IR ENEEEREMBMAEREBIER  FIANARAEEEAZEE DR-4000 BH0 5B
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> RESE . BARBHNBMERMEERS -
> IP fidlk : EARREFTEARY IP AL -
> MAC fiilk : WmARERERAEFRRMACMIL -

# £iR 1P fit MAC {17 i1 MiT

BOSS iPhone 192.168.2.1 00:11:22:33:44:50 m
RTIIGE - SR ENMILTIARENA -

REAFZOEE 10 SRIEZE -

ERRETTREREE" FIR" IRIMSTARRTE - ERERSENRE R AEINPEIE B EF -

[ERFETE] MIEE
IETIREE BAERS LR BT A0 VLAN#R B AR EER html BEBANBEERABEENBEHLE
PC - BFthEEH PC BEBE A% -

FaREn
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3.5 High Availability

ET81% DR-4000 2B 1E MR B B E R BRESRE L TIER - BIFAMER RS AT -
REBERBNB T FMINE(HA R FEERS - BISE0R S B\EOEN R - B ERRREE
(5 FR4ERS -

b HA ThEEE B Ae e A — (B T R85 B4 DR-4000 HIEEME] - HA R0 HI = SAEREARMR
% DR-4000 MR E R - BB DR-4000 ERBREEEEILTIER HA Bl ESE— 15
NEEBIER R - AR EA LR -

EER CRMRE" > “High Availability” AR HA EIRINEE.

High Availability =

BEE ®@&m O paea

> IR¥5: EEECDIEERASFRILRT -

High Availability Setup

i High Availability 3372

State  © Master Ot
EEFRRE I ESID o
Eoia 100
Advert Interval 1 i

State: S ETIPURIZERELL DR-4000 i HA EBREENEEEZEHED -

E#RIEHREE ID: EEENEREES—A DR-4000 FiE HA REPERMARRNEEREESS ID
BEHE: RTEBTESH

Advert Interval: X2/ HA #fE#E - &KLBZ/DME[[CE -

YV V VYV V

REESE IP: EXEE0LIEARRN VLAN E HATHAE - BB AREE" MIEARE -
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i SREREREP

VLAN B Virtual IP Address

i
(-

0

1

o L o ]
i i B B [
E E ES ES 3

-1
B
&

= fR7s

B ORA O gilen

S R TEERTP
Virtual IP

S OPASS OAH

S

> Virtual IP: HA %l 5 - /AJCRE— AR FREREE P it - BRILERWEEUILE S
wei B BpF N = Z B RERY DR-4000 528, 0 FNERERR

(The following concepts)

HA Backup
DR-4000/5000(A) > DR-4000/5000(B)
(Enable HA) (Enable HA)
Ex. IP=192.168.2.2 Ex. IP=192.168.2.3

N

Virtual IP address
Ex. IP=192.168.2.1

1

Client Gateway IP address
192.168.2.1

> ioaefHEY: SIES0JPUEE PASS 50 AH WL 2 NE 5 TR IRE E R R B Lt -
> Bl REUERBENZZRERS -
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3.6 VPN fafk=35%7E

Nfi?f:e VPN fEBRES - PPTP/L2TP IR IPsec f VPN iBEZ 21 VPN EXEERBRA - A
VPN REEE—1EEIF VPN, &R VPN E@AR22ES, BIZERAEI PPTP/L2TPD A IPsec
BIEER

TEEMAE VPN P2P B BuEE, AL RMSE” S VPN ARESEE" BE VPN IEE

VPN {EliR 2SR5 S REE A

DR-4000/5000

DR-4000/5000

A Network B Network- _

A and B networks are connected via VPN tunneling

im VPN AR5

e ©gA 8] |-

VPN Bg#5

> 1B BB OLUEERAREAR VPN iR -

= VPN AR ESVEN A#

wx ©@HA O BaER
—--BEGIN RSA PUBLIC KEY--——
MIIBCgKCAQEAXYxgIrEaVRZxOkW3Yk6pfOA1rnjpayo0B896+JAbmpS.JetGASqwx
IPVT2kloL OROGjwqaE CWDFwnjrU9g9M/nKCVy9cSHNNMJMSgQ3yga/REI4TGz40

= HEEHEVPN bCinMhmkWT7/ZqbOfNHy/KmzgatAS+YTOR 1t8priDhI07KsQx0g3d9W3Md58mTbs
XCKhuCbtgahnxL05v1eEmXLOEGjTgBZ69Aiksk0SU43E6CIMkhGBGVswcSladpBk
VPN 15 DR-VPN TLGRRbKOiTWglkxHNayQZKsr3dzyzxdbKpCIOZt1QRIBD4pVillTxbGAa3tTKOZ1
supCAbKXxskW47UBsHWRSrWgs15utA0XnwiDAQAB
. -—--END RSA PUBLIC KEY----
wgst  ORR © Fae
7~
DHCP filter @ B O BarA
VLAN#Ei% VLANO v
VPN IP firiit
VPN Netmask 2552552550

VPN Port 856

iz AES v
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REZH VPN

> VPN E#3HE: 2 AETLIETE VPN WETHE

>  EEEN EEASYLBAEEESR VLAN# (EVPN BB & 2@BARBAFEE VPN
8 1P firditi@iE -

>  DHCP filter: T BUEEERIFASXEARA, 5 RIS o] LU o6 i i B RS = A8 AY DHCP Server IP E 1R

Rk P WEE - (REFEBERAIE—I08E. BEMlnEREL DHCP filter IS8 2 S A EIgIE

R VPN RIINELR)

VLAN #5#%: MREEEEEMA - AITE IR EZEAME VLAN /5 VPN BE -

VPN IP fi13lt/Netmask: (RIS AR TV EZ R o] F B8 AR VLAN B9 IP il & IP S

VPN Port: z2E VPN ERIRERER -

Encryption: &% VPN I1& 7 0, <1 blowfish , AES & 3DES &, @& uDUEEFH

AES

YV V V VY

1. fRUNEEFEER VLAN #1244, Rl VPN MilweY network VLAN ABERFR4E[E]

2. % VPN ik VLAN MERAR[E, RIiZERE VLAN S8, SURFEERE IP fill,
it FEERE VPN IP RYEEEE

VPN A48
A TBBI AL AR VPN BE A58, B E VPN BSENES, AN ABAR IR
i

im VPN =i

----- BEGIN RSA PUBLIC KEY-——
MIIBCgKCAQEAVSEFVM-+hli320byillgq7.)cEBLoSzvAWGERH gXs00J4sMokaWvZ G
xkaEATKjFhweciF4ronZHn290izGYWI0U322K08gGSohuvrkwERkDlodWy 2kChiB e
fgMCAMZfno3vcHkMkZKwEg9j2RGCVUpOm2WRD4 cYroquZIGUW InnhGdyUdX R4kl
Nnd497enXvsTx2TeMVnAzjsNzTETEgU9ndUN-+mCFpDiheH+-ahGpdVHXFhaN cZnJX
Iifwl 8=b3IByhJBeadIZStPsVB/uVuT5Hzg 0 Tv3)/ kL 9zXplvRw2itNT Jo5vb &
a/YaKjgfzRefwe28=YM3Yglghy3gV7o60IDAQAB

----- END RSA PUBLIC KEY——
L |
TERAS T&

> EERR: SEEYLRE" GenKey" REAREEHAI VPN 2 -
> TEHRAH: JRE" TH" LMK VPN AR FEFHE PC -
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3.7 %% VPN Peer

Nl = 3.6 VPN MRSERERAE, AAELMARERESI—RHME IP 4R L

I5INBES Peer to Peer If2h VPN BB EE T 2B MG EN G LE1T] &S o/ I#E VPN Peer
INEERRE VPN 35 -
BHME "ZRHARTE" D" FRIE VPN Peer”

I= VPN Peer 71

# 1, FHAERE E-¥ SR R WAN IP M7

im Client 375
s ©OEA O e
HostName
HEHY IP/Domaln

VPN Port 636

=3

EANRBBINEEIIIN Peer 1281 E AL E Peer 184 - R AOIEE 20 #4H VPN Peer 38%E °

> 1 BEIFERUFSIEAR Client VPN IHEE -

> HostName: #2E&IHHY VPN EHH2HE - TS minRaa) EH2E A0 —4 -

> EE IP/Domain: &2E®&IH VPN THWEE IP {iEsl ol #7188 Domain AL

> VPN Port: 327 VPN EHMERR 5 -

> Description: TJRZEULE VPN EEERH# - (LED ol DUEZEMIBEARTE - [/AFE VPN Ei7
A2 TE)

REEFRERGA

LA F B mlmEaEefl, JEEEEE MR VPN Peer to peer i, MlnrIAAEEEREE IP i Ao/E

&

1. R7E A I%fY VPN Server, W& VPN Public Key T &if#7F, 5184 B InB430:5, B In 2489 VPN
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Server th 240 1th

VPN Server Setup

2. TEERTE VPN Peer, IEEEFZEZE IR VPN Server E7fl, Wi RIHAY Public Key LEE
It

VPN Peer Setup

3. BETH®E, TEE Ping i5<HER A B MIKMWEAZIUEMEFIIEIE, WFER B AIRK
R4 Z Ping 3 B ImAVEIEABEERY IP A7l 2 0] B4R [E &

ann g 1

Al E—

4., EFREE, MEB&ELL VPN EMR2ZEL VPN Peer sREMZ AN Client 388 - #0ERYFEZE VPN
Peer 4R BTN -

5. BEOMERER - AR ERERIA DHCP filter e - oI T E1IRIBFARI{ER DHCP Server k2 IP
i B eminEiEEMADHERIKE P ERESH IP lIFEEXRI Y 2 DHCP Server ik IP
EMZEREERE LA - BUEMRE—RRBGBIBMEIEIEAM DHCP Server k2 IP 3R Gt
FKES - B2 AR EE A EM IR EMBILL—IhEE - Eiln 5 BERY DHCP filter iS22
IRIEEE SRR MRIE VPN RIIHER -

3.8 PPTP falBkz3:E

L%
NSl VPN fElfR=% « PPTP/L2TP LUK IPsec B9 VPN EERERAERM A —EEL,

E32E PPTP/L2TP B9 VPN 4%, RIZARAEA VPN faliR=3H0 IPsec BBER

28 VPN BEEF PPTP Server 5=, :#&ImfEA PPTP Client &% VPN @& &1
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C Network

A Network B Network

IEINEERY VPN 2 & A ViR Server &2 Client A&
ERREE "ZHEE" " PPTP Server i%8 &

im PPTP Server Settings
Connections 10
eI Pt

Remote Start IP
Address

PPTP Server Setup

Remote End IP

Address
mpPe40 @ B O gl
mppE12e  © BU O eiE

» Connections: 5% VPN Client BYE4R 21
> ARHtE IP It 52 —AHAMIEAYEEE VPN IP il

It IP fiIilt5& €A VPN EFERERE IP @78, 52081 WAN IP #1 Network IP tHEI48ER
> Remote Start IP Address: 327 IP FUtEIaNIHE, 45 VPN Client In2h B E1HS

» Remote End IP Address: & E IP B945 SRl
> MPPE40/128: ol3EZEZESKNNZFEA 40 = 128 bit.

Notice

fl:

xa
it
18y
(=]

gnRE
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#2317 VPN @& EH PPTP Server £ Client EE1E#, 5% Server IP £/ 10.10.10.1, 1 Client Ix &l
BEjJkzx IP firdlt, B9 10.10.10.10~15 g9firslt. #E=EW T

| PPTP ServertEE—EVPNIEE | ' pPTP clientiZ B BERERIPEE |
1 ;~§~-E-..~==g'—1;;,; ] Eg'.%._% : 1 _t SeNEr;—lgs"%—dipr? jj\% I
1 10.10.10.08948 5% I | §PEB57TH, PPTP Serveri&Big—48 I
| h_server_-:,,,_-{r E.210.10.10.189fr ' | VPNEYZE BEIPAr HE 4 Clienti |
4t : .
. 1

g piiak
PIH0 64.100.100.1 —
VIAN FIREL ZIBEE: ik, WS7E Internet L @B —
{EEVPNEEE, ;@M imaInetworkieiXimiHa
BiEHEE
A Network B Networ
192.168.2.0/24 192.168.3.0/24
PPTP Server i

1. BUA PPTP Server W AEERE, £ELLERE, MNRE

im PPTP Server Settings

o

Connections

e HiE| P bt 10.10.101

Remote Start IP 10.10.10.10
Address
Remote End IP 10.10.10.15
Address
mPPE40 & BUE O gsEg
mppe12s @ BUH O giies

2. ZE Client REIES

R
EEEL® | o
SE | eeeee
PPTP support  © BUH O e
L2TP Support  © BUH O EEn
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B EMIFH network FEEARER

im Routing Rule List

# F s prten: AR BATT

1 192.168.2.0/24 102 168.3.0/24

PPTP Client i
1. 7£ Client I%E&E Server InRIE S IP (Iill, WERERFBIRD KT

im PPTF/L2TP Client Setup

Active @ Enable O Disable

im PPTPIL2TP Client Settings

Mode @PPTP QO L2TP
Server IP Address £4.100.100.1
User Name danny
Password LLLLL)

im PPTP Setup
MPPE4p @ Enable O Disable

MPPE128 @ Enable O Disable

2. FREMIHN network B

im Routing Rule List

# Local Subnet Remote Subnet Action
1 192 168.3.0/24 192 168 .2 0/24 Delete
R ESEEBITISEAL VPN BEELR, 1ENKA, HEIRMinEE VPN ES IP B8

AR M EBERS Y EZEFM 26, PRUISENERE VPN BEZSERL, MERAR VPN
BERGZEREABRNENEN

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw



USER MANUAL CE3NO

CenOS 5.0 SOFTWARE Armphify your Wireless Network

3.9 L2TP fahk=3E%7E

oMl /PN (RS - PPTP/L2TP IR IPsec f VPN i QAL R A — B,
SN o= ppTp/L2TP (9 VPN 4, BIERIES VPN fARSEA] IPsec B

[&) PPTP fElfR 2B EHL=, ML VPN B4R 2E T ERANZ L2TP tHE, L EEAHHFI ]2 %E PPTP
AR XE &6
HIE "ZHERE" " L2TP Server iR E"

i L2TP Server

mx  ©8E O B

il L2TP Server Settings
AP Grhk

Remote Start IP
Address

Remote End IP
Address

> Al IP ik sE—ASIRAIESE VPN IP At

OSTON it 1P firhits% e VPN (EFA9RESE IP 3, $52081 WAN IP 7 Network IP #IFI4BER

> Remote Start IP Address: &% IP B9EEsafIE, ZE48 VPN Client In 2 B &1 HUS
» Remote End IP Address: & E IP B945 SRt

il L2TP Over IPSec Settings

mx OBA © FHEA
Pre-shared Key
Client IP 0.0.0.0
WAN ID WAN D

=R EEB IPSec 5 EM Pre-shared key i EE Client #9 IP {irilt
> B EERUPRARALEINEE

> Pre-shared key: OJ#i A—#ER

> Client IP: 2% Client Inf9EIE IP fiIilt

> WAN ID: E#ZfER—{& WAN I
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3.10 PPTPD/L2TPD Account Setup

FEREE PPTP/L2TP pOEHEERBIRS, S ATEE 60 £ VPN 1RF#]
BIE "ZHHRE" 2" PPTPD/L2TPD Account Setup”

il IEFEF

# HE£# PPTP Support L2TP Support HiT

#HE AEBINEE Create Account 2 ERiE I FRFB RS

=
FERERT
Ei7
PPTP Support & BUH O pae
L2TP support @ BUE O g

> (ERERE: AZEEIA VPN IRS
28 @A VPN 1R
> PPTP/L2TP Support: 12 VPN 2815 SEBIHBE

A\

BERR . REMEMBNER O FNEESREE, AilnS Server g, =in7 Client I
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PPTP/L2TP Server PPTP/L2TP Client

DR-4000/5000 DR-4000/5000

#6451
AHbiF: 192.168.10.0/24
S&F: 192.168.20.0/24

A Network B Network

>
192.168.10.x 192.168.20.x

W Routing Rule
VN | 0.0.0.0/0

ST 0.0.0.0/0

> Aithlm A o ERERMEE 14
> BRI . RERMBEE

3.11 PPTP/L2TP Client Setup

@ Llw VPN & H PPTP 2L L2TP AR imER:, FEEE Lin VPN ERzsRIL AR PPTP
5 L2TP /9 Client 423, ILINBEEEEXE R FiRAY VPN 2 PPTP 8¢ L2TP f@fkas 2 B

C Network

A Network B Network
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PPTP/L2TP Server g PPTP/L2TP Client

DR-4000/5000 DR-4000/5000

A Network B Network

BIE "ZHHRE" 9" PPTPD/L2TPD Client Setup”

im Client List

# Rugh B, Server IP Address

HEANBBINE Create Client 1281 AL E Client 181 -, ZAOZEE 60 2 Client £

il PPTRIL2TF Client Setup

w2 @B O BseA

il PPTPIL2TP Client Settings

Bt ® PPTP O L2TP

Server IP Address

{EFEEE
e
> B3 EEZE s VPN ZEH B PPTP 8 L2TP Server #3E
» Server IP Address: #i A Server Iwf9 IP fi73lk
> (ERERIE / 208: #WA PPTP 8¢ L2TP Server P2 BERIRENE B 2 fE BB RS
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& EA PPTP thE, RIFFEEMZEE, NTE
im PPTP Setup

mpreso O BUH Of:

mpPE12s O BUA © gaEA
> MPPE40/128: ERfEREIR VPN ERENZE M EZERASER -

BREGER L2TP thE, RIFE#IA Pre-share Key(£8), MR ERIBE WAN ¥5Mi VPN #E, 40
T

im | ?TP Setup
overiPsec < BUA © EgEd
Pre-shared Key
WAN WAM O

> Over |IPsec: ZE1ZR A EIRA 5 Over IPsec VPN 1% °
> Pre-shared Key: oj#i A —#HE#H
> WAN : 12 [2TP VPN ZEZ&K848% WAN BUERTE °

3.12 IPSec s2%E

VPN falfg#s + PPTP/L2TP BAX IPsec BY VPN EERERAER A —1EE,

EEE PPTP/L2TP BY VPN &4, RIZEEARA VPN faiR=37 IPsec WiEELR

IEThEERY VPN E4R 5L LAN to LAN 212 Client to LAN RYZREHE (&R -
AR "RAERE" D" IPSec FRE"
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= Psec IR TS

B COBH O paps

> BR¥S: olEERUR A BRI INRERR S

PaeC 33

LA LAN-in-LAN ~
WAN WAND -
#gmnmEn O ri O Foon
A ¥ 1D
s 1
F ¥y Nexthop
wiemnmn  Orfidt O roon
G 10
iBmA T
¥R Nexthop
iBtn s

Pre-shared Key

B2l S ABTLUEEREM LAN to LAN 32080Z Client to LAN 75017 VPN BEE4R -
WAN: &3 A& DUEE & AME WAN In [ #5MER VPN BE -

Aihim ID %R SIS o/LUERE VPN BEZEH IP 7UEZE FOQDN S ETEEER -
Al ID: FHEZ LR FOQDN HUERE - RIZRZIIIEAREH D -

AithimF4H: SRERMIGRY IP FHIIRE - Al 192.168.2.0/24.

YV V VYV V V
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>  Aihln Nexthop: BRKEEBIRIES 2 & Gateway - Ol E A MR~ —1E Gateway il -
=i o E#ERE 0.0.0.0 1T -
i ID $88Y: BIFTE NG VPN 5 IP 5% FQDN AOZEEL,
&=ImAY ID: ReNEA FQDN $28Y - FEMEAZRM D -
BRI FHE: RERIK IP FAIES - By 192.168.2.0/24.
=IRAY Nexthop: EERAERBIRIZA 2 5 Gateway ol E ZIm N —1& Gateway firdlt -
=i DJEERE 0.0.0.0 BITJ -
>  Pre-shared Key: & A VPN &# Pre-shared Key %5 -
opp O & O gaen

YV V V V

DPD Delay

DPD Timeout

> DPD: DPD (Dead peer detection) 48485 AN R &I VPN & EER] VPN £
= —InET R REEEF TN AB B E VPN BRI RE 0 BRI 5% DPD
FITHEE R B Rl VPN EHEM 7 RIRRER TINEEMI - BB AA I LIEERE
=InE E A Delay B S FUA M BRI EREIHBERDNESEEEE
MIEEAEE - BFERTERE Timeout B5EM S A Z ¥ 0 3 1 E X 8105 B EHi% OJ
£RHY DPD #HIFLAEENRIEN VPN EfERER - ILINEETERERE - BZEEREEE
FRLETHEELUE % VPN TISEmERR & A B BB B ENTEEIRS -

> DPD Delay: E# &0 EEN VPN BIERNEERE - (R E 30 WP LU Eelan~¥m VPN
EH) -

> DPD Timeout: EE0DIFRESARBEBIGER - (FARZE 120 W@ FEHARIL Delay
HREREGEEEERSRIEEEER.BIEERE DPD B8 VPN ERERF) -

IKE Policy:
IEThEEE B ZEEES 7D, & VPN ZIRMASE U EFA N ARZMHEREZE RIS ER %, UL IKE
1% KE Phase 1/2

= IKE Policy
IKE Mode O Main O Aggressive
IKE Authentication MDS w
Encryption 3DES »
DH Group DH1 v

> IKE Mode: TJ#1Z{ A Main 32 Aggressive 3, ERREEAKBESRAEZRA Main =
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ZREARLE

> IKE Authentication: 1 IKE B9INZE&E 755, 3 MD5, SHAL, SHA2_256 &%

> Encryption: o[3EEZNE S, <18 3DES & AES128/192/256

> DH Group: Diffie-Hellma B2 #8118, 248 DH1/2/5/14. WINBEFBEEZEMAETER
BHATAENNRET, EBALERE N EFEIIE—E%E -

IPSec Policy:

im |Psec Policy

Security Protocol ESP o
ESP Authentication MDS5 =
ESP Encryption 3DES w
Perfect Forward = Enable O pisable
Secrecy
DH Group DH1 o
>  Security Protocol: TEREHTEHNERRETEAZTRINE
> ESP Authentication: %12 ESP W& E&E 5%, x1& MD5, SHAL, SHA2 256 &%
> ESP Encryption: ZE#ZM&ES T, & 3DES & AES128/192/256
> Perfect Forward Secrecy: TJiE#ZEZERA DH Zi# i
> DH Group: Diffie-Hellma BZ i8R, <1 DH1/2/5/14. LINEEEEEM A ETER
BEHEATERANERGT, BBALENBE NELFRIUE—EZE -
EARRR E & HI:
IPSec VPN set LAN to LAN
10.10.10.100 @ 10.10.10.200
DR-4000,/5000 | ] e DR-4000/5000
192.168.2.1 | AN H W an | 192.168.3.1
A Network B Network
192.168.2.0/24 192.168.3.0/24
£ AlnRaa BT

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw
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.EE|PEECEE

e LAN-to-LAN ~
WAN WAND v
Fiie D smm @ PR O FQDN
i 1D
Iy 192 168 2.0/24

#F ik Nexthop 0.0.0.0

it s AR E 192.168.2.0/24, M Nexthop tlz&%E 0.0.0.0
Wiy 0y @ IPRE O FQDN

s 1D
ERATH

iy Nexthop

ERTa 10.10.10.200
Pre-shared Key I
op0 O BH ® BaEA

= B T 497 \QRE B ImAYF #4840 192.168.3.0/24, MEHEBERERIRHER IPAIE, 1 Pre-shared
Key Rl & & 2 — 0T

i IKE & IPSec pollcy A2 TE N 22 i Uy R O B 2 AR B BT — BB O] ST A,

7t B InBhat B R &= A ith i B iR Um0 R ELER &R — 4B Tl ST A

T &Y, MikE LAN 28 VPN IPSec ##

% 192.168.3.0/24 #313(B IH2h) B 1 192.168.2.0/24(A %2 AR, REREREMIFCSKLEB
VPN F&3&E S FH A% 2.

£ LIR30 fEEEER: RiBH:

=] gz =] gz

AR LXJ:ITZ%TL%TTPFFHZ%E@J PRLAEEH SRS VPN BEZ SRR, MERMAR VPN
RERGZREABRNENEN

SEMIHINITE, FERIBCSEERNMNE, TR VPN IPSec LUEE T
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M 51960010000 10.10.10.200 10.10.10.100 ESP 128 ESP (SPI=0xa7h77a76) — O

F Frame 6: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) on
F Ethernet II, Src: Cerio_04:f5:96 (Bc:4d:ea:04:f5:96), Dst: Cerio_04:f5:9a
F Internet Protocol Version 4, Src: 10.10.10.200 (10.10.10.200), Dst: 10.10.
= Encapsulating Security Payload

ESP SPI: Oxarb77a7e (2813819510)

ESP Sequence: 28

0000 8c 4d ea 04 5 9a Bc 4d ea 04 5 96 08 00 45 00 Moo [ E.
0010 00 70 8b Be 00 00 40 32 c5 8e 0a 0Oa Oa c8 0a 0Da Pee.l@2 L.,

0020 Oa 64 a7 b7 7a 76 [NUNNIOEYS 7c 78 38 9b dc ba .d..zvENEEH|xS...
0030 fa ae 12 9b 27 ca 1c ba 60 90 2e 25 85 ca 5d ae I

0040 95 db 18 fa 39 5e 35 67 a0 e5 75 bd ca 86 b0 8b = P01+ I | P
0050 98 df bb 46 44 d9 7b 76 73 db 04 87 64 59 ef &7 ...FD.{v s5...dY..
0060 ed4 4d 25 0a 30 99 2c a0 12 eF 00 4c 70 ed ee 8b MELDL,. L. Lp. ..
0070 e3 fb 8a 2b 6a 1a 3c fb ba 4d 2c 31 &7 14 ceatje<. WM, 1g.

3.13 Z#AEIE

BEESURBILEEREPREAMVUER LSS  WENAREEBNEREN - B0JEE
ERARGE B 80,443,23,22 In 0 - LS EE B E OB syslog BRIZa:INEEN 248 B BN E RN
Bt

R RMRTE" D" RAEER EARTEEREA

]
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= RaEEE —
£% EM=1 v HTTP
HTTPS 443
Telnet 23 .
A5EE DR-4000
SSH - P
EfiEd Multi WIAN with Gigabit VPN Gateway
IWBESEAS ssh-rss AAAABINZaC1yc2EAAAADARAE SRR RS
£EME § -
Access WANO O RA ® BB
Access WAN1 O R ® EiER
S@mErTEEm (A EEroo]
( -
§ Access WAN2 - RIA ® EEER
HEE
BIHEE S—
= RETALERETE
EEEESE L]
= Pinz Watchdoz
i1 514 m=
Ping Watchdog —
Interval 80
Delay 100 5
Times of faults
£= fumbo Frams =

Jumbo Frame ok

1Gbe port jumbo frames are 9K bytes

> RiftiER: EEBULIEEBE RPN RNAMHEZ.

> RpEN: EEEUEBMUILARNRE RN EEN - FEBEELEWE -

> RERREETEARE: SEEJLBUEAZRAER - 85275 default -

> %%fﬁ%ﬂ BERE: WERBRREPE—SR2ACHEK - IWNBEI LSRR AFAERS £ - /A&

HarmENEERS LEE - FESEERRRER - ILIhAEEZERE# DR-4000 A9 Log E&HEN
11%1 7%l Syslog fElARER -

iE 24 t jfTu.‘iTE_

"N

I

& e AR =8 U

=1 514 B

EinfE AR . RERKZAEREIRR IP ALk -
IR | REERAAEREIREZRVIR - FERS 514 -

Log data
e - x\

Access Point

System Log
Server
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> Ping Watchdog : Ol’Z8:8 E# A A EBHENEFEEIER - % ping RAIAKIL - AHFEENERL - .

= Ping Watchdog

Ping Watchdog IPiriE
Interval 60 i

Delay 100 b

Times of faults 3 times

Ping Watchdog : 2 EEAZE ping # IP firilt

Interval : BRI /DB ping IP fi7ilt—=x

Delay : & ping FBEZEEZDSAH ping —&

Times of faults : 2L LR IIERE, BRREHE -

> Jumbo Frame: o3& 8RS ERLURE R ERPIA B8 L KA IELL Gigabit 9K Jumbo Frame
ERETEHEEHE -.

iZ Tombo Frams

Jumbo Frame HE g

1Gbe port jumbo frames are 9K bytes

\%
4
ez
=
=
I
S
K
Fit
‘}f{‘\
Eﬁ
sl
Kt
Rl
W
ek
g5
f
>
>
R
HER
(@
I
=3
xel
~
=3
g
~
o'
=3
@
S~
wn
(V]
T

HTTP 80 =255
HTTPS O | 443 RE
Telnet 23 IRSR
SSH O 22 IBSE

FTHRESBANE ssh-rsa AAAAB3NZaC1yc2EAAAADAQABAAABAQDIIBCHPTC! I btiES ]

o HTTP &I : ZEIIRE R ol LIRE) WEB MEEAEENTHE - RS 80 18 - &
f8fE M 1025 ~ 65535 ZFERVIRSE -
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o HTTPS B3 : AEIIERRKOILIRE WEB MEEASENHE - RRD 44318 - &2
& INMER 1025 ~ 65535 ZERYIRSE -
ERUALE Web HTTPS 22 @ EEHmEINEE - BN RIBREREINGE - MAAE
REMA [#0FE Web AOZAEME] " EA URL " AUEt#GLL HTTPS &
WEHIETT - HTTPS MIRFETTRIF T FHEEC S SSL/RFE W E ARG O] IEREF -
Telnet B : WEILIE B ILRE) Telnet EAEENH - FARA 23 18 - BER
£ 1025 ~ 65535 ZERYIRSE -
® SSH EM : ZEUIRER olLIRE) SSH EAEENE - A% 22 18 - BEAEH
1025 ~ 65535 Z FERVIESE -
o IHRERMAD : IRMBEL SSHREER -
> Access WAN#: S E0IRAHSRERAIMBZE I LUZE R WAN I A DR-4000 RIS - (U6
THBERETE Router XA BEE )
> BEIEMBEE: W URERFEDEHRE -
o 3H: UREBHARBEAFEDENN -

I = HEHEE

bapn =1 v
= 00 v
ﬁ 00 '

ok =28 v
sm == v
=3 00 v
% 00 v

o FR: UREBBNE-—RERREHENRI -

. S EE

EIEFTRE]

yiEas = v
58 o1 v
153 00 v
5 00 v
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> IREE LAN: IEIhAEal DI A& s MAC AR AR 2 RN RS X E R IR B iz In S — S 49 IS
MAC fi3ltEe 4 -
o {H: UREBHREERRAAKEZREERE —SME MAC (It -

M [EEE] AN

DA S8 v

MAC firtit
i3 00 v

il 00 v

o & : JRE—EPHR-—RERMEMEET DM MAC (IR -

ot
=1
H
[

L4

m@ | =8 v
B§ 00 v
5 00 v

B = v
MAC {i1 tE
=8 01 v

= 00 >

% 00 v

3.14 5B EARER

maniE | BRMERE ) > TIFREARESR ) EARTERE - ERAHEEN EEINGEERBIESR
(RS IREMPTRERRER - WEREBERMEN S N EERARE LB ERRETRER
DR -
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Bl iz ey i 2016/02/00 18:27:51

mse  COnreRES

CeE

Ampfify your Wirele

(OF ="}

BHEE/A/H) 2016 v 12 2 -
¥ (B 53 ) 16 ~ 53 51 ~ (GMT+8:00)
EENTPREREE
TEEENTPE AR 28 time_stdtime gov.tw -
NTP{El iR 22 time.stdtime.gov.tw
BE (GMT+08:00) b3, &3, FhiE, &2 v
REBxmarEm O © e

>  BRARMIREE  IEME R ER AR -
> R OIREFERERAR NTP GREME LEMER - i AF e AN EEME PC A5
B - o EERERUER] AR -
> NTP faliR23
® FHRR NTP fElfRe: : ol EZFEICR EHFH NTP EAReS - W BE NTP EREs -
® NTP falfiReE : FIEAPTERER NTP GRS - FlEN0 N EZEAE £ cerio.com.tw
AR RS R AR 83 2R 1E 5 NTP RERIROBOEMIE -

== NTP{al fR2E

FEEENTP{EAR R cerio.com.tw -
ERESE ISk
NTP{GIAE 22 time.google.com

time.windows.com

FE time_nist.gov
time-nw.nist.gov
murgon.cs.mu.OZ AU

BIFR B LEn4unsRg ns2.pads.ufrj.br
nist1.symmetricom.com
time.stdtime.gov.tw
I -oc't> org 1]

K‘ service@cerio.com.tw
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K& : olfEF ISP EER GMT KA -

YA BSEERAVESRE - ILRBEERNERRE - oJEZRAHRR -
>  FHETELRAERE : FHRETKREFRL Set Time Bl e ERE A EBIZHET -

1. REMTIEFRENERHEEL RTC (Real Time Clock Module) IC B EaC =R

BREEARET  SBE FHFY  BEIECRBAASEYNOIFERE/R -
@ B BB BRI IE R E

(e 2. S EEH NTP AR=2EH  MARKE -—ERZERBRNENRE 23K

n /&1%%&@
BRNAEEREURENRERESS EME - 5t DR-4000 Z&#/J DNS @8
EEGIER

TESThE - BRHE " [T " IRIMRRCSRRAE " MRS " - ST INREESE -

3.15 SNMP

ArhEE T BMERTE L > "SNMP , EA SNMP BREEE - IEEINEER o LR EE) DR-4000 &9
SNMP I8E - EEETLURIRERF KFHRELRARIEINAE - BEMM P A LR SNMP Bl
&R SNMP (CERE ol DIEUS IEERI R A E R - b SNMP 3738 V2¢ b, V3 hltse SNMP Trap & -

manE RAEE" " SNMP" EARE
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£2 SNMP v2c
Bl Eh O A ® B3R
RO Community

RW Community

SNMP V2c

> RE) : RYENEURARA SNMP v2c Xi% -

» RO Community : o] UE LR E —HEZ A REBENNERAEREHH -

>  RW Community : o] DITE 5 E —HABE A DIERNAS ANEIEABREHR -

i= SNMP v3

FLE) 0F- 4! @® AR
RO Username
RO Password
RW Username

RW Password

SNMP V3
> RYED : RREHELRARA SNMP v3 X23% -

> RO Username : EIRE 0 U IR E—ARIFNASEFNNEIEAERER -
> RO Password: EEEDDIEIRTE —HBGHAREENNERBASFER -
> RWUsername: ERE0]DIEIRE—HIRTRA D LEBEINME ANERASER -
> RW Password : EEECDIEIRE —BEGAOLEBRNNEANESEAERER -
EiEh ©F:1::] OF ;]
Community
IP 1
P2
IP3
P4
SNMP Trap
SNMP Trap EEC] IR FAA# VPN BEEERAZENAIERZIL - & SNMP Trap B XS HE

I SNMP B2 £ - Zi=ln Rl E) SNMP B o DIBNIAYAIE B AT VPN BSFERIE 2RISR
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RYED : B DUELDEZRUE SNMP Trap THEE -

Community : F#A —#HF 52 &0m SNMP EHEAE VPN SRR ERETENEER -
IP1~4: B8 AERRE SNMP SRR IP it -

TESThE - RN " fETF " IREMBRCISRRAEE " EMRNEY " - STRUTNAEELE -

VvV @

]

3.16 DDNS

Dynamic Domain Name Server - &7 DDNS /%% DNS RY$:1i7 - RIZABRAIEAHZET I ARA -
BB NAERWEBEER IP At - (BE)AE DNS 2FAE BEEERE—ERENZEEMRS (Name
server ) - BBRIRER - EINTHPRESDE FBEA PRI -

KRMFAEZIE 2 BRHEE, 250 dyndns # no-ip MRRIHFE

AAE "R E" " DDNS”

EARIKIRFIFHRE WAN BEERERE - HoJx & 3 H¥E WAN IP &€ -

£Z DDNS List

# 50 Provider WAN 2R g

0 dyndns Auto R

1 dyndns Auto =g

2 dyndns Auto =8
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=DONS Setup

mE (@ EM O paed

Provider dyndns w
WAN B v

EX S

HFP#H
i

Interval 10 i

RYEh: EIERUASRARARITNRE

Provider: EEZEREME

WAN: EZEAEEINERRERR

FHBE: MATHEE

FREZ#E/2M: & A DDNS RS M e B IR S 24

> Interval: B AF#EE) @ DDNS R MEIEHE SN HAREE

3.17 H&SEikss

MR A CERIO Emil A2 1E syslog BR#5INEE - Bl CERIO &/ Log B oI LUSZEEI L AR TS
#2 L s ik DA B H 8B 2R EE - Log AR B> 1E RADIOS/Sessmn/iﬂEESEE’é&%%“mﬂ%
Log - U HFEMRFCIERREEZEBANRIARE Log RUKSRE - t1EEZEE E-Mail FAFH -

YV V VYV V V
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IS ERadins O

RadiusHZEA-b 256 ME

SessionHzEA b 256 ME

Recorder Mode Cycle &

Eps=wans
aihs HeEAb 6 ME

Recorder Mode Gycle

IS hEmiEE

SystemH3E A b 256 MB

Recorder Mode Gycle i

>  Hixi: EBAEYLREHGNRBREZERBRA/N - 83 RADIUS/session/# R R E KM 24
log.(BAZRITIRE 512MB)

> Recorder Mode: HFSREBHAR T - ILEIR DI DIEE HEE R HAPR U Z RARAPRE -

® Cycle: IETWEERBHMMHFRRE  ERGEEBCRE - AR EEBMRESTANE
B ELEENINER - BIRCERERR -

® Retention Period: ItTHAEEREEZRFIHFREXRH - EEMARBEIRENKEE -
B EEBMRETAN—XEM - HFENERCHE - ZRARE IO X -

D

Notice EHRNACREREREREZRNANG - RASFLELE - FILBUFEREXER
EEAN - Bl FREREERE 7 X - BES 3 XEREZEECH - IET 2FEEE

IR -

o #RIFIRFS: ARILHFREBIES - BRIRH - AASE—EMEFEHR  BEIEBEmERL
fERCHE -

EFHGARNES
=R 3.18 E-Mail EAINEE RIEEABJLIE R ESTZEHGEMAREI
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1]
i

Mzl Message Format

Subjeot %l happend e in %t

Sat, %h, %I, e, s, %p

Subjeot: Radius Log happend Full In 2016-11-21 16:26
Message: 2016-11-21 16:26, DR-3000, Radlus Log, Full, 256ME, 959

= Me=zape Format

Format Description
%h Hoztname
et Time
Bl Log Type{Radluz Log/Geszlon Log/Authentioation Log/Gy=tem Log)
Ogs Fle Gize
%p Fle Peroentage
U Event Type{Full’ Stop ServioeS Start Servioa)
LERERER -

> %h: BAREWEME -

%t BAR SRR -

%l: BRHERREE, I RADIUS/Session. 5 HES
%s: BN HFSRIEREKRN -

%p: BEHFEWEEEDLE -

%e: FRNEHEREU(EW/1F L BR TS /BB AR 7%)

YV V VYV V V

BEEBEABBANAZAEEU E-Maill 7AFE - THZRERENNR - oI E R BUBAN
55 - A0 ERABREN ETHBZE K BARKEMERE - o] LI A%h,%t,%I| Blo], DUES D
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3.18 E-Mail #B#NR%E
UL INBEBTI SRR 1 A FAMME E-Mail BRRR 5% 3% B 554415200 E-Mail 1B -
FHE CRERE D> E-Mail BA , HORE 28 SMTP (FEIES -

il $EFESMTP {31ARER
SMTP1 ERs O BUE © gaEA

sz R O BUH © EHEH

» SMTP 1/2 R#5: ULINEECIRRE 2 #H SMTP F#&ER) E-Mail 1RP

im SETESMTP {S1ARER

B =]

SMTP {IHEES
B > s
T None ~
swrs O BUE O
iil=E:
g
> BEHA RERENIFIRS
> TEST #%#fl: E SMTP ZHRESTTME - OJiZ T TEST #2ih - 2F G BRI I SMTP 258
BIEE -
> SMTP fABREs: FRE SMTP FHEARE ML -
> Port: :%E SMTP FHEARERMNERIBE -
> % #3E SMTP ERSEMERMZ A -

> SMTP iB:&: 2% SMTP a3 (E-Mail) s BRYIRSE K 2 HS -
HRAIEHIARERE
FEZODREBZVDEXREN 1 RAFTHEE - BRA/E 30 nEXEI—REFZE  EHRRE
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AE - 2AIGER SMTP ERBEEMAMRENWHE - oJLIARE Radius, Session, 85 - 24t

4 E

AT E ° Eﬂ?iz 1»:%7_" o EXE“

4
fil}

i
b1}
i
1
piiil

RadiusHiESE 2 2
SessionHESE 2 4
REREEE 2 &
REHZESE 20 L

1#EUZAY E-Mail 53R
BEABOLREERZIWEN E-Mail 1R - I o] E1ZEZ 2 XML ER BN -5 2028 " #2171 Receiver
E-Mail " #%##H#EAFTIE E-Mail tRP -

Has
# B E-Mail Radius (81 Session Syslog o
2 -

I, et net
I 20 mail. com

> FEUWAY E-Mail: sEWERS E-Mail il -
> #REE . OJLDUFA/RIA Radius, #ERFEINAE, Session, Syslog, .
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P Ww"—-f' ==

21

B E-mail : 38" 97" Fhy' 9 DAETNEENRREFOREE E-mal’ HEAR

=

IE o

4. IRPE

LEINEE R —1E AAA 703& RADIUS AR¥%52s - BIUITISBET Cerio AP f£FH RADIUS FRFEg870q8 - 8 18
Z1E4RE - Z Cerio AP 52 EIMD RADIUS FRFS =S R B 0 BaE R - MR ERFERINIEERE DR-4000 HY IP
ik - UIFEEEOREE PG - (EZFHARIET 2% Cerio Cen0S5.0 AP E’\Jﬁ%jﬂm)

Cerio A DR-4000 RADIUS #3:& fal iR 23 E1 1A TR £ R AN%E I LDAP ( AD ) S1nBgsg 85l - BB A RE
RADIUS fEIARz: EIF R ERE IR

4.1 RADIUS fa]Pk 23

il Radius(5]R 83

m OB ® Ee
e 1812
hes 1813
Radlus 568 (4-32 chars)

> BR#%: E3EABSTLIREISLEEEA RADIUS EIAR=RINEE -

> wongiR: IEAIEAER) RADIUS fEIARER - B3R A B 0ILIA L RADIUS EIARESEE IR - EiEEMATE
RAZAER 1812 IR,

> RHEIR: IWR1EEER RADIUS BIRREAET/5TERE AR, - B ABULIRERT - @R ERE
RIEAER) 1813 B,

> Radius Zi§: FRIFNILARTZEIE AE BT RADIUS B AR2Z38VE FH 2288 (Secret key) ©

WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw
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4.2 iZ0f LDAP R&%E

%=l LDAP 3358 - =22 RADIUS Al ARz IR S 2= Iq LDAP ElAR=38[E - AU Cerio AP fEFHIMNER
oA me A% XE 8 10) DR-4000 A RADIUS fElAR 28 #058 - M MRk = RIS DR-4000 6B %=1 LDAP fElAR 2S5 AR
E - WhrEE - BENEBRNERERIEP S4AH AD 512 LDAP EliR=3 - R DR-4000 REBEEE
EREEFHNERNE - oJEEHEIRAN AD 32 LDAP AIRHBES -

il LDAP (/R 28
B O @ EsER

Radlusigl 11812

Radlus &= (4-32 chars)

> R EBASTLIEERBIS AR LR -
> LDAPIE : FTEiRIM LDAP {EFIRVIRSE
> LDAP Eif: TS AEIlH LDAP ERZENE S -
il LDAP (a1 k713
# 5.7 Pk Base DN BT

1

(-]
B B i B
- 2 - -

> HmEE: RATBARIEEVEARENIEERERN LDAP FVE
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im LDAP SRR 83 57 7E

my OBA ® §EH
P
By o

HBEREE (1-64 characters)
P (1-64 characters)
Base DN (en=,de=,de=)

BEEE (o

Identity

AR#%: RNEHSkEERALLARYS -

IP fillk: FRXE =% LDAP(AD)EAREZAY IP It -

1B5%: ERE=IH LDAP(AD)EAR=S F i A RVIRSE -
FE&1: & 05 A&l LDAP(AD)EAREZAIIRE -
ZHE: RECFE AEE LDAP(AD)ERERAIIR SR -
Base DN: 5% E izl LDAP(AD)EARZZ VAT, DN BEE -
IREEM: REZENH LDAP(AD)EARZ EARREEBH -
Identity: FREIRFPIBHNE D -

V V V V V V V V

LDAP %7
IETNBE o LIS & 78 55 48 A e 81 / 5 8] PR il AR AR B B i =5
3@ LDAP 137

ik 4 #
B PR 3 ol
R 1 #
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4.3 Package #XE

I RREZAIRE - SEZES BT Y session/FE/FIMOZE LERS - ARTRERE
EEECHTERL  HESTHIRRSRMOESESHLR pos 24 - BAKEBELNR
25 0E 5B SRl = ED S B ED L 5 -

il Package Fll%:

FarHiffIPackage
# % Enfelinit Session FERE BENE Expire After E2LL] BT
0 Test-1 test1 60.00MB 1E3R

1 Test-2 Test-2 20Minute(s) 0B o
2  Test-3 Test-3 0B 1Hour(s) )

3 Test-4 Test-4 0B Per 1day 00:00 et

4 Test-6 Test-6 0B Per Oday 17:00 tEda

6 Test-6 0B Untll Oday 14:00 ey

>  BIIFAY Package: BIEA B O LIRABILIZIAREEHWRSRA -
# A Package %€

il Package §%7F
Paokage =8 Packaget

AR (4-64 chars)

Hir g 0 Me

Sesslon BEfRE 0 o

Explre After 0 Say
ZEA Unlimited v

Package %18 : SREIMESRAIEME -

ZofftEim - o] BB R A I AR R BT -

EHNE  RERP LENERRERE -

Session I8 : 52 E MR P AR Session IFEIRT - & & ABRIGETR  EHEAIF LR -
ETNREANREETREIRBERATHIE -

Expire After : S EIRPEAEBRRER - ERRENKEATRIFLE -

FIHR - SR E R HARS RS -
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E5) ) Unlimited v

EH
Until Time

v Unlimited : R
v BB RE—EHLLEE SRPEABRGER  BEEEILLHEEEFL -
I : 32 F 1 XFFRT - BT FF 3 #5554 - RIigilg X 3 #EiL -
v Until Time : {RE—EERANEER  AERPALSBEA - REAARTENHER 2T

=1k -
B : iR E 1 XAFE - FEIES1TER R - R2Z00:00 Z05E—2IF 5L -
imiEFRA

AF&ERERE 1

AFEWER O O Lettre ®
D%UIH D%Dﬂ] D%Uﬂl‘
wERE ¢
HEEE O O Lutters ® e
DﬂFﬁ%UIH D%Dﬁﬂ D%Uﬂ!’

o HFEBE/ZEBRE . XCXAENELERPEH/BENRE -
FAFEBE/ZREE . RERAEHEERS/BBEREIEA -
v  HF RRRREENRERBEF -
v Letters : RRRFELENIRFRBENFE -
v Mix ! RRRREENIRF R FRAFELREA] -

> #: AR ER(09) BT B IR AR A8 IR 1 B R 2= (SP-800) KEZEESIENM—ETZSSAIRAY

im Package I35
# HAH
0 Test-1
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4.4 EIIEF(RADIUS IRF)

EEABILUFEZEE RADIUS AiRFZAIRFZHEARN - B o LIRFIFFZ2ERRS ERHRR
fl - EEERESRANREEESEN -
PR “IRPRRED"EURP"EARE

im SRR
{EHEZE (4-32 chars)
B (4-32 chars)
Paockage Test-6 e
EEmE o MB
Sesslon B ] a
Explre After 0 i
gy O EEEA ® s
H#mE/B/H) 2017 12 v H ~
i s 1 v 23 i 59 v 59 v
> (EFRERE  E 17 RADIUS BIARZZAIERIRE -
> 5 . 17 RADIUS ERZZIHIIR RS -
> Package: EIEETNEEZEZEEEZEAESWRL -
> EHRE: EBASULRHILRENERRE - —BREFEATERFELUIEPRE -
>  Session 5/ : BREMRE LA Session RFEISRH] - BB ARG  BHERELFE -5

MREAFGEEREIREATRILE -
Expire After : R EIRFEEAEBRBER - BRENREATIIEL -
>  EIE . RERHAHE  AERPARAEA  REMRENRKERZITIFL -

Y
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4.5 HEEIRP

EBEUEBIEESRESS | ZIEEENEDPERARE - FBEEERESES|ZoDE
BRGNS EARFESHRPER -

HIE MRPREDIESIRE” EAEE

= LSIES
e (4-22 chars)
=ama  [None v MB
Sesslon B3Ry None > 2
Expire After None v 7
Page R~f 10 v,
Sort By EIEE v
Order By Ascending v
BB ER RS ZPEEARNEIEERIEFERS -
{EAELE {4-32 chars)

> None : RANAHEMFREESZERS -
> Like : BRRFES

il F/[HARFRE
HiHg None
=: greater than
=: equal
<: less than
Between
Mull
Mot Mull
>  Greater then : EZIRFRBH AR IR EWHE -
ﬂm = giealer tham o
B/ A/8) 2017 o w 12 o
ESRNES: 450 13 . 7 w 4 -

> Equal : BSIRFFHHSERMU FRERWHE -
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%)) = equal
HEALE/B/H) 2017 o - 12
BSR4 E) 13 S 27 ~ T

> Lessthen : EZIRFEHAH/NRMUTFRENWHE -
HHE < less than

BHEA4E/B/H) 2017 o < 12
B () 13 b 42 ~ 18
> Between : HESIRSFHHOER/EREBOEHE -
HiEg Between

Start Date(Y/M/D) 2017 ol e oi

Start Time(H:M:S5) 00 = 00 ~ 00

&&= HEA(Y/M/D) 2017 12 hd H
LS fYES R (H:M:5) 23 &4 59 ¥ 59

> Null: EEREREFMHFABRE -
> NotNull : #SAREFNHHHNPIBRE -

4.6 FRARFERNE

IETHEERTRTRERS - EBABYLEEERR L —RELEZEIRP

AR E “IRPRE D RERFENE MBS ERPERE

i E A E

A sa

im DB Rl

BE E | e

# Project Session IFFRE =HaR Expire After

1L | Count BT

EBEABERNE : RETCHACKABEEIIBERE  URHEREELESR - JEIEREREANIKRS -
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EEAENE
HR | Sw v
Hx e | himEmE-
> AR BEEERERERNENEREE -

[===]
=
> HEER EZEEZZERNENERESR -

DB 5I%: CJBRERERELUKNEERE -

im DB ¥I|#

# Project Session RS EERE Expire After E2): ] Count HiT

BEEASRMBEBIUMNIER M  JBUZSRFPHNERE

il Project 527E

Project BiZ NewProject
Traffic Cycle by "
EERE 0 MB
Session Time Cycle E=Ey v
Session FFR 0 pal
Expire After 0 il
mg ~© 6 @) -1:;

>  Project BH: REFMBNIRFEREZM -

Traffic Cycle E-Hi v

N

=ERE

Session Time Cycle

> Traffic Cycel: FIEERBEZTEERY  BARGKRESRALEEBHMESERUBEIEER
BH1E -
v OBBE IR RIEBETETE - BARSREAERBERTREEIRER -
v 8BH:XE" B RREKEEERTERY  2#EESHo0:00%" H" =&
SR
v BE:RE B RARBEAEEERTERY ZAEESEH 00005 B =
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=i
v BR:RE R RIREAEEERTRERY ZAEESHERE—H 00:00 %"
B E=&BH-
> EHME: BLS Cyce RERREE - SEAEUDIRELERNENIREFIEEFERZ /DR
= °
Session Time Cycle E=E v

session 15/

m

=
=
=

Expire After

>  Session Cycel: Session ISEIF A EZEEER - BAESIREERILEEBEMESER®IRE
SERERERS -

v BE IR—REBETETE - TRACFESIRE Session RIEARET R BRI EABER -
v BH:®RE" H" % Session JHRBEERZTREEN 2AEESH 00:00 /" BH”
E—¥i

v B8iB:8T" B" 7B Session JRAKEEERSEIRNE RFEETEEEH 00:00 B"
B EEB5ER-
v BBR:RTE A" Bsesion JANEEERZTERY  ZAEBEETERAERE—H
00:00 /%" B" EEIEH -
> Session If[E: BCHS Session Cycle RREA"#RET"F - EEABSYLIREIER ENRE L4
Session IFEIPRF - EBEABRIGETR - BHERIFIEFR - ST REAFEETKEEIRE
RsERIE -
>  Expire After: 2 ERFEAEBRIGETR  BRRXRENREATAEFL -
>  FIE: RELIERENIRPEAEEEERGE -

BHAEE/A/H) 2017 12 v 3 v

R (=20 23 4 59 ~ 59 ~
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im SRR ESRA

AF&BRE 4

BFLWER O, O g ® s
D*ﬁ?ﬁ LN Dﬂp&am Dﬁﬁ% un
FERE
TERE Oge Osm ®ze
Dﬁ% LA Dﬂﬁ%ﬂ!ﬂ Dﬂl&% unv
=ag | 10

> HPFBWE/ZEBRE REAKBDELRFZHE/BHBIORE -
> FBPRWE/ZREE  REARBYELRF/BHOHERRA -
o HF:  RTAMELENRFRABEHF -
® Letters : KNAAEENRERABEXFE -
® Mix : RNAMELENREREFEFTIEM -

4.7 REEKIVENREE

LEINEE B RS RNIIRFEEH LS POS 24t TEERTESE R POS 2485 DR-4000 BE)Z=
£ —HRPIEBIRFESH LR POS RAAIIEIHZR - IRFHESE IR AERT"4.3 Package % E”
HHVENFRE O BEHMERT - 2AIEBEE K QR Code BUERELIUENZRME - 1N N 2B 2B A

# ¥8& SP-800-PRINTER ( EiEBUZAENTUENREL )

SP-800-PRINTER
— ™ .

Thermal Line Receipt Printer  Network Confrol Server

i R5232 ﬁ

R1-45

Q0000
CenOs Access Controller Switch Hub

Cerio Authentication AP

# 4%} SP-800-QRCPRT ( QR Code BUEHEL T EN R )
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5P-800-QRCPRT

PN
Fa .

QR Code Thermal Line  Metwork Control Server
Receipt Printer

R1-45

Ll Cerio Authentication AP
CenOs Access Controller Switch Hub
il EIFEHEEE
IPfirHE
Gommand Port 3000
Higstemal ERAIEAER AR ~
COM Port comt -
New Look Pasword 1234
g =L

> 1P {illt REFEIEHEAREZA 1P 1L (SP-800)
> Command Port: 5% 7€ 4955 1212 iz 28 AV I8 5% (SP-800)

> ENRWEEEDY: EEZFFEANEUENR -
HISHEEE | EEORDROEE
QRCodeHE T HIFE

® QRCode ZEKTCENZRME: IR IEES R SP-800-QRCPRT POS 2 4t RIBEIZ IS RE -
o EiEMERITCENFRM: SIRIEE] R SP-800-PRINTER POS 4 RIEIZ RS RE -

>  COM Port: EIZZVETUENERAE P22 SP-800 AY COM 318
O i (55 QRCode UELTCENT T RI-45 SEREEORAERS, AIL/EEIE R145
COM Port RJ-45 ™
COM1
Com2
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EfZRHRIP il

Eiz5#2 Port o100

ORCodesS7Y il ~
v ENZR#E P {iIdk: 527 QR Code EVELTUENZRMERY 1P izt
v ENZR#E Port: 587 QR Code EMELTUENZREAVE AEFIEE

v QR Code $EE!: O] EESIEIE RQ Code AERYA/\SRERA -
»  New Look Password: 58%E SP-800 FUIZSHIHZRE - FEEE A 1234
>  FEit: o] B1TREE UL aER AR -

# Package 3%IZE

SR ESEAL"5.3 Package” HRIE AIZEILBAI B RES - KIBEKAE - M AER Package BF
ZHANTE SP-800 - RS TE SP-800 #EiE 3 - Bl A E B EE—ERPIIENERIE A Package3
F9FRAY -

im Package ¥I|3%

Package# EeH A sk
0 | Test-1 no limit
1 ] TEST-2 Flow limit
2 | TEST-8 Sesslon limit
3 | TEST-4 only 650 min
4 O TEST-6 Per day
G | Paokage6

EEUN3EE4E 3 - B DR-3000 2 A iS Z EENE
- —%5 package3 #RRIAIIR BIL I EN H 2R
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4.8 L HEE

FERBPARFPNELAE - ESRFPNERRE - BL/ZEAME - IRFAER IP/MAC
it - RIRFERER AP F*FEEH

il Histroy List

# HE&3 BAHE Logout Time P MAC Input Bytes Output Bytes APIP AP MAC iRk E

4.9 #R EHE

IEINBE IR AR P B B ARRIIR PR B &R

Oniine Log

il Online Log

# Usemame Login Time Session Time IP MAC Input Bytes Dutput Bytes APIP AP MAC

H2osrBIISAR EIRFEMINEE  RINRRELSE R AP A ERURE TBERR E R RADIUS 5955 IIRY
FH Accounting BRF5 A REST R L 8RB AR _EIRPRIPFAERN - A MEBIFA7R

B AP HURRETNAETE (R Cen0S5.0 il )

il Radius Setup

Radius @ Enable ) Disable
Display Name Radius User
Primary Server IP 192.168.2.1
Seoondary Server IP Dptions
Authentloation Port 1812 Port
Aooounting Service 1813 Port
AuthentioationType ~  PAP ® CHAP
Seoret Key sasasasene
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4.10 B ELE
TEoBERENEARPHNER - B2 S&REMWIES - FBAEESHR P FIANIRE S MIER
m IEF S E

Wes 0

BAmGIES o E

FEEIRS 0 Eﬁl

SR NBERIZME - 2B UANERIRS - EEREAFEEIERKRE - FISHER

Notice

‘BT

5. &M
51 IP BiERTE
ERE 0D IEE IR B 0ima 2 B iR2IFRER 1P R @ & ARG (Port) B BUZH - W ol E
F 1p Z£4H SR EFABPRH - BIFSoIRUHTI BIBREETHAEE - I2NNARR L2 HE - UL 1P BERAE KO EZE
64 EER
EEEERDIP BISRREEANIER - SR BB IRIE" 171 E AR E

FRRF I
& £ EARE AT FRChE Mask AL Elffotir bk Mask amie [
1 ALL Deny E
2 ALL Deny m
3 5 ALL Deny m
4 ALL Deny m
3 ALL Deny m
==
> BBREEARTEEH
= IPRERE
pgy COBH ® BapA

> g EXEE0LUEERIARERAIRA
> FEEE: oI A UGARRIRVERR ML -
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1P BB Al
= FmEiRE|
B (@ B O Pass
BEESE ALL E
RrfdE Alvrays i

> BER: oEEIRRIZEBBNERT
> BHmE: JEEEMIEPor)REB M
> BEXR: JEABBRNRL - ZRBERREERBSENRBRMEERIET -

FRARAN : 5% TE SRl U 1L 31k

= REARE]
x5 ORHA Of -}
he B ek Mask
il 1P EEEH None v
i WAND v

rG: BERERHAW BSESAIO D EZEE/MA -

RIRMALYUE/Mask: 52 E 2RI 1P AT K MASK IEE -

R 1P B4 (REE2BEEE P BE - TJELRE P A BRFAERZELEID -
THE: 03EZERRIRTTESZ WAN 5L LAN

YV V V V

BV A : 52 7E B A im {Lr i

3= BRI RE
x5 OBH OF 125
E i /Mask
ity 1P 2R None v
il ALL v

xG: BREENmAAY SESRITMEHEERSE -

B eyt /Mask: 58 7E B IR 1P A7k & MASK i -

Bavin 1p 34H: BRESZRIEEE P EfE - oJLEE P A BREEERZELANT -
NHE: 3EZEEMITESZ WAN 5L LAN

YV V V V
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52 IP BfAHRT
SIS0 FIEEZHN P MK — AR  TEEE7F P BB ENEE LETERLL 1P 24HM

=P 2ETI

# iz =2

1 IPGroup D
2 IPGroupi
3 IPGroup2
4 P Group 3
5  IPGroupd

EanE mEE R thE A\ REE 1P BYAHERTE
il P BHEHE

i IF Group O

> EERE: AL 1P NI EFAHAVRERR

il Pt

Phrabs P ¥
IPfir -
-

> 1P AR EIRASTLUEEMAE— Ip izilt/Ip AV SE E & E sl 2 2 E & H A EE

IPRr R B —Ip{itt v
E—1pfiit
£l
Subnet

B—p {iit: g AE—E P it
gE: @A P AR/ AREEER
Subnet: A —{E&IFHAE - A0 192.168.2.0/24 3=~ Class C AJER
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5-3 POft g$n‘ Flnl-‘-l

S0fEIEEZAHM Port 2B —EEF4H - EZHETE 1P BRREINBE EEITERIL Port B¥4HM
BTETERL - HOliEE 20 £ port 248

= Port 224051
# Fau

1 Port Group 0
2 Port Group 1
3 Port Group 2
4 Port Group 2

5 Port Group 4

E moon -

A5 Rn B HRER IR T )\iF B8 Port A¥#H

100000

i Port BEHN T

Ean Port Group 0

> RERE: B AL port BFAHAVREAR -
Port 357 ¥ — Port E ‘

£=

> B— port: EIEE0IPUTIZ—1E Port 3% -
> EiE: SES0PIFIE—4 Port SEEHEERE -

54 MAC BiERE
SEAESTA A EREINEEZET HERAEN MAC (HBETRBRERMNEZEINES - b2 SEAT
S TE 64 £ MAC it »
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5 Abveays Aun

]

6 Abveay= Aum

> 18I EEEULUERE vAC BIRIFGHIEBI AT RES.
o JEiE: SEERIBER MAC U RERFZEEBET - RELDSMNY MAC AL /oFFR1TT.
o 7iF: BEERFRI MAC IR RERFZ RFFET - RELIIMY MAC B ABETT.

Y

FEER: B A MAC IiROREER -

MAC firilk: A MAC it - (D] EIE”:"F&F5% - Bl MAC i3t 8c:4d:ea:11:22:33 R E @A
8c4deal12233 - DI M@ T T)

> BER: BEREEIFIZEARBERA - BNYMUERESENSEREERIOENF -

Y

55 [ERCIRSFRE
MRERABELINBTLENEEARR OB ERBEN P DM - BIARE - F1e ARS
SRR HERERS (Port B 5N B - TTREILINAE - IESIARBTRE oo 58RI -

im EEEAREET 5

# BEh | W ENRE SMPARER ABABSPLIL | ABEESSER EE

1 = TCP
2 = TCP
3 - TCP
4 = TCP
B = TGP

Amn B YRR R IE A\ B R AR AR E
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gmn OgmMm OF T}
R ]
= TCP uDp
S WAND
bR sk (min:1, max-f5535 or Range :ooooc0ono)

FIEB[E1A6 28 IP{ir il
ARl iR £ 1 5k (min:1, max-B5535 or Range :oococnonog

BME  Awe
&) EXEAB LIRS RAR LS E A AR RR -

REER: DI IR AR AR

WA AE: AEIEER TCP 3k UDP KRR E.

ITHE: EE—-EEIMEEATE.

SNEBAFLIRER: RRTESMNNER ZEAELME AR PR EFRVIRSE -

MERfEl AR 1P fiIdk: A ZHIMOARREARES 1P A1

RER El AR =R 5% 5] E AVER ) AR &3 P i R AR SR -

FER : EEEUER"KERR” - BB [ R o 45 E RV I E %5 B Rk B8 B AR -

YV V V V V V V V

56 {FHUEHIERE
IThAEIS AT LR AR E A BIRBISi A B R R BN ATAT TS - ARLRIETL M8
AE MM, R TR, ETEEN N - THRE 6 LB -

=EFIaTRIE

¥ & B R E i

5
g

=
goooog

5
]

5
-

i
-

i
-

3 = ANY

AR BRI IITE AR EEE
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FEUEHEIFRA
IS fEER ]
e ORM ® EARA
B
ERE ANY N
BRE%  Awas -

> RRE : oJEEREERERTIAE -
ik : oJE A LR R -
> BEEE . JEEZERBREMBE -

Y

B E

TCP

UDP

ICMP

AEEHETIEE

reE=

A BT IB IR .

ANY : S PTENEA B EMGRAIEE -
TCP : REt¥ Tep BB EMMRANSIEE -
UDP : RET# uDp BB EMARAIEIE -

&= IPfirht35

A HIRIPAIIE

Finig

B a9IRIPAir it

BabiE

AMhim e frit: & AZE B 1P (73S 1P B -

A . M AZEEHNANIE  BEXTEEBE A "R/ R - BIE0(1:65535) -
B a9 1P izt - @A BrOls 1P 73S 1P & -

BRE : mAZEENENE  BERXTCREIA” :"FR - FIE0(1:65535) -

SSERNEENERN

® ICMP : REH¥ iIcvmp BB E MR AIEIE -

e

AR EIP Ak

v AR P It 8 AZERAOARMIE 1P IS 1P &R

o RAFBIRE: iy "RRF, ETRAKRE  FE "THREF. BUuTBA TERE
BIH THIB L B SEMBRGER "B, R -
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s Pk

A

B ¥ ik

Bifig

S EFETETVLAN v

SRE

=3 mrie

# HEE T
v Rl P it A Z SRRV 1P ALY 1P @A
v ORHIE  AZEENAMIE  EERERB IR R R - BIH0(1:65535)
v BrYE e il - @A B0 1P UEEL 1P & -
v BRE  BAZEENERE  EERERBIUM” RN - BIIN(1:65535) °
v BRT BAZBBENASRRET - (HRRERXERT) -

o BEREN: AREEREZERAEN  EEABURBMIEEREZZBRENRE
AR -

B Pfir bkt e

FHhIRIP A

Fithig

B #YimIP A

Bayig

Em&ﬁ AIM v

AOL instant messenger (OSCAR and TOC)

o HIHBIEBIE :
BB TREEE, ETRARE BT TR BUTPEHAZRBRNELEZ
RN DA, BANO - BEMRGER "Bk, 8-
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A RIPATIE

A ihig

[E[:0] 1 givk S

Beig

BHER [ W |
e —

# BB BT

> ERTE MAC firilt : EEEolHERER MAC EHURHEEIR -

= HEMACrt

MACi it aabcddee1123| 5 m

RRIESTALE - BRI " T " RIIRRCISARE " EWMRIE " - SCRINREESE

5.7 IP Routing %%

IP BREIRREEERE RIP ( BSEER1H: ) A OSPF ( HMEEREET ) BREHE -
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= RIFEE

e ® gap m OB ® g

Router D VLAND v EBRPS0ser O BRM OF ;|

FE R OSPRSTZEAIP
= RIP Side(Devices) 7

= 0SPF BT weno OBH O i}
\WAND Area O o wani  ORMH ® papA
WAN1 Area O o wane  COBM ®@gaeA
WAN2Area | [ 0 wans  OFRUH ®pm
O ®
WAN3 Area O o VLAND =] gies
v O OF ' -]
VLANO Area [ e

>  OSPF R&RE :
o [R#5: BB LIFERASLEE OSPF &
® Route ID: 27K OSPF B9 Router ID + &1 Router ID Z3%7BHE A BRI Router ID
® EB OSPF 1 E RIP: SIS OIDIEIBRIALRER

OSPF Network Setting

== OSPF Network Settings

WAND Area L] o

] o

WAN3 Area [ [iNo

VLANO Area L] o
O | o

O | o

VLAN7 Area O e

v\ #Area: </~ OSPF ESHIBEMEIGLH - oIUZ2HEFTHNIERETE - BREH O -
>  RIP iRE

= RIPSEE
B O g @® EgEH
BiBRIPSyS0sPF O BUH Of :J-.

o [R#5: EIEEJLIEERIFEREIR RIP %
® iEIBRIP 778 OSPF: EIEE OJDUEEZERIAHEIEAR -
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= RIP Side(Devices) X7E

wano  OBH OF il
Op ®© gged
wWaNz O gl © BapA
wane OB ® gged
Opn ® paed
vy OB Of ;]

v RIP Side(Devices) i%E: & S 0] UL E Router RIP FEHIHE - E WAN/LAN f$ZRAY
SIS (AT EENE M AREE -

5.8 IP Routing FRAIGRTE

&

i EFS NetMask ¥ia 0sPF P

w

ERh B HREE" 1% $HIE A Routing 58 TE
=P Routing 3B E

me CORA ® paed
EIRIRART Net/Mack
Via TG A
]
0SPF Bt

RIP BH [

> BR#%: BIEE0LUEERENSIRAR L EREERA -

> BR/IREY Net/Mask: %7 HRIIRHY Net / Mask #9153 -

> Via: IEEFHH AREMUSH2EFZARO N EAIL -
> OSPF/RIP: BIE ASTLUEZEZEZRIA OSPF 2X RIP 135
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5.9 B [ #R Bl

SEEVUDUCERFBRAEEE P BE - MAC EBEMERRERSZRYE  BRBBRRETRES
FLIE - 24 TERE OIS 10 E05BEER (Time Policy) » W R B RSB ESR (Time Policy) T 5212 300 55

#RAl -
ESTENE TEPERE . > "HERR L EAEH -
== Policy List

# Comment Mode Edit
1 Polloy1 On Sohedule m
2 Polloy2 On Sohedule m
9 Polloy9 On Sohedule m
10 Polloy10 On Sohedule ﬂ

e BRI I E ARBRRRERR

RERARE / Rule1

E3 4 Policy 1

mt  © RKREMR O kREsME 25

~~~~
# B — = m i ~ (510 w7

1 [ &9 ] [ &5 | [ & | [ &5 | | &5 | [ &5 | 08:00 - 20:59 m
2 [ &5 | [ &5 ] ED [ &5 | [ &5 | [ &5 | [ &5 ] 07:00 - 07:59 m

> fEik . EEE 0 ALRR
> B UEEBERBEBRARITHIKBRBERIIMNTSE -
> FERAIRS : OIRAEE " Y " IR ERBER

RETTHE @ FrE " 7 " IR SARME " EMEE " - STHRINEEESF -
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6. 1B

6.1 RMFREEIE
ERETLE R I HAR TR FARE AN ERAORESEERATERESINE - 5
B TTHE, > T RAREEE, EASE -

= nEE
EEE BRI R ETA—ERREORE ARSI BN R OERESAARNERE - AHalE
IR R E R TR -
THAGRERORES
BEsGREEOESE | i
BEzsERE R
= fP R {ESSLIESE %
B | 2le
> THRARTEHERMNDER  3hE "R7E., BEUHBEDRERZFANRCE  mECREEDN
HMERTE

"% & RRFTIEEN SR REY  BREUZBIREEEERARTEE -

> [EIFEARTEEOESR  BALHETAE REN—ELESLBENESRER B
B, BIOEEREAMNENRE -

> ERZATERE . FEEME ERE. B ZATEEEERLURIERE  BERTHRE - R
B HIRRE RSN ERAL - WWRBENE 2480 -

> WERLEsSLREEE « BERESVUCHAEHREIFHEEN ssL Z22FK:E - EBEIL
OB EFER (7255 Web ABAEH] B HTTPS 2 #EIEHETT - 0B BILINEEREZE
1By ssL 22 /R:E EEDUEFIZETRIERR HTTPS 22 HFIHY (7258 Web ADBEAEH] -

it

=

Nf)%?:e KRBBEATNBEX BE —ERE X —RMEEA - RO CUER G S A B R RFTE
BHZEEFEEXH L HANS XFETEHREL N —ERE R UM
BEAGEM -
ZHEEANGIEEZERHEREIEBRAZIRG - (B CENE—(E SSLRFEER
S‘UfFWéWE’B(%’f‘éEtZ‘E/F@%ﬁﬁEﬂEﬁ%Eﬂ(Cert/CRT)E—ﬁATZ%f“
(Privkey/Key)Mit&E &4z - 5 2% B1HE P 46 R 58 (Chain/CA Bundle)st &4l root J&R&&
NHARABNFH ’dl%%—ﬁ? R E—EREREXHEEEEREART -
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6.2 FIRSF4K
B CERIO AR FNANE - EREBANBAEFAGONER - ERETUBFATO

( http://www.cerio.com.tw ) BB ZEHBREEMVEEE - IR EMPRIED FEWETRHAERN -
=RIEEE

AN RN . R E AR (R R e R R 4 g T B . R Rl T b i iE A R 2k B wT e
Bk EEA R SR  FTRARE T E T EMNAERE RSN AR B S ERE EES - HRR
i sa R S - R iE iR L S R A RRFE )

1 Pme-MT7621R V0.0.10
gL HEE 2017/02/06 17-05:07

FPaZIEZT | 067 DR-4000 £ EREEFIEE RARETIHEEMN™ERE - HMREEE
B EHEAZESEMCRGIE - EHMFEE—EHREREIE  EEMRW M OJEZENE
EMEALEZER - MER - BERBARABK NERCAZBERH - BHLESATHEL M
HEANIRESR  ERER T —EFAASBREEARRRESR - ENAREELEEFNER
REDNBER - AR ARBIMEMNEURERERT - BERR |

= AT R

T E S _maw |

{1 TFTP IR 25+ el

TFTP{EIAR SR IPfiI L

ERaE

ST TP 4
URLIE 4831 =

> RAKEERFARIE . SEWIEFETFEEAPC £ BRHEIENSIEFHUE - B
BERMETE - SRR RTEFREEMARIE -

> € TFTP [AARERFHARENES : IWEH ZINRERMNE TFTP AR=F L - REEUINERR LBWA
TFTP A AR AL - WA RERR R ESRVIER B - BEARSHBANTEREBEM R (E -

> € HTTP EIEALNLARINEE : SEMFEMEEARI L - BBINEEER URL EZEAILL - @A
FEMERERE - MEFRERRNTIRERRE(E -
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th?:e HIIEFARTEZ LB T | LR TR 2 EH -
1. ZHEEPEBEEE e AR ER -
2. BUREHEEL WEB B E 758 TT BRI R RAEBH KAV E -
3. BRI LLERETTEHFE  ERLEHKNERZ AR LIER IR E
FXIEBEF - ARG E I T HE A B - BAG B KA E dr
IREIIRFS  AEIEHS B AR 12892 B/ -
4. EHEBEEFE dr LA E L R B L 855 AH TR IE 2L 8% -

6.3 ZigAIG TH
EMETTH, > "HAREIE, EEER ring WENMEFIRE HAIMNRRESR  HRSESDISE
BARTEHZENBRINBIEAREETIREE -

= PINGHISL T B

ERIPAI AL /URL {41k

[ i B3 5 m

> Ping : L TEOLUBBNELL PING IES R iZInae B B 2 AV ERAREE - PING TEZFEAFA
B3 IcMP BV 5 T\ E 5 B IR Uik 3= 43 1T W (B AR B BN B 2 I B 3B AR BE 11 LUK fsz P IR RS RO Rl A
B BRSBTS TER ) WA -
® iFlm IP fiidlt / URL firdll : FB7E UEARAI P& A — R ImAY IP ISLABI 278 BBiZ R PING .
HETRE -
e [EIERRE : Mot AR RE - RECQ#@WA 1~50 WEE -

= B A ERHE

Ehiuf:pE ]
Max. Hops 6 m

> Traceroute : b TEOJDUFZENERLL Traceroute UG Rl iR InER B R A AR BRI 1212
BHRNIERIER - &REGERR TER ) s -
® Destination Host : F57E IR P& A — AR ImAY IP AIUEERARITZHE - BBIE N "R, &
TRl -
® MAX Hop : RO ITE b8 A PR Z RN Hop NEIZE -
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—:I:
6.4 Hit#E
B S 0PI B Session/mre MAMPHAFRESME - WolFEBILIIEEMPRE E B HFE
I= i Session HRE
ZE X ANE S5 EE 16.00KE 0%

Keep Date 2m7-1-3 n

=i At

BEXMNESLE 16.00KE o

Keep Date 217-1-3 ﬂ

= i SystemHiE

BEXRMESLE 16.00kB 0

Keep Date 2m7-1-1 =

> HEEXIV/ESLE: BrBrHRAERSERSHAEBNESLE -
> Keep Date: :RERBHHA -

o fHBR: MIBRES

6.5 EFRIE

MEEEE N " EMAE , REREMRBE 24K - EMREITHAE—DERIGE -

AR RRER *I"

FEALREFRERE - BolLEEBEMAEB AR KEZESMRE  ENREAARATEHY
HACTRMNAHKKE - 5B

BT T EHRE ., BUBRHDEAEEEHEMEE -

EHRE

= '?ZET TEMNE . REZAABERLE—RESNEENBRTEZS D RB T EET MR ARIREITF
£ BOHEEH 0 WBBUIZREHRME RB I 2 RERUARBZELFER -
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7. R4mAREE
7.1 ,%JEH#M

AR 22 LApEEERN - ZIMAIEEERN - R4 CPU/memory/Log &K WAN ERE
afl °
1l Routerix v
et DR-4000
ES ST 2024/06/08 07:55:49
AR PR 07:55
ZNRsRR A Pme-IPQB0xxR V0.0.2
HRSEL R 2024/06/07 12:18:25
ETH1 MACHiiit 8c:4d:ea05:2c:00 e - T
ETH2 MAC Address 8c:4d-ea05:2c:01 o - e
TEREE 192.168.1.1
DNS1 192.168.1.1
DNS2

7.2 7-'-‘*%%‘ \ﬁ E A

A HR T EZCBRARMEBNETRERNZASH - W9 E2HPBIBER - SIERAEHF
RIEIFEEH -

== System Log

Time Faeility Severity Message

7.3 Session Hi&

bR FHFERBNOB LK BRI ERIREZRE T AR CERIO 9 AP MR syslog TIEE
i CERIO AP HJ Session I H #5172 I HFSEIARES - s B EE)RS 17, o] LAFCER CERIO AP B session H

St EApE 0 EIE . W THAEE IR RIS RINEE  SEETERBRFHE A AFMES
589 session B o

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw



USER MANUAL CE3NO

CenOS 5.0 SOFTWARE Armphify your Wireless Network

£ Session Log
Name Value
e None v| | e 2016-11-21
AP IP None i
VLAN ID _— »
Username None »
L None v| | Tep
Source [P None =
Destination IP None o
Source Port None [
Destination Port Mone 5
Souroe MAC None o

BEE 0T EEEESS
> None: FERIGHIRE - =2 EER
>  Greaterthen: IEARFIERBENER -
> Equal: EEBHENMAERENER -
> Lessthen: ME/N\REIERENER -
>
>
>

BRIBEKREED ARG - 1T session Hin ERHEER -

Between: 12 E—EABHAREEENER -
Like: 12 SRBEEMEMEOER -

= Seazion Log List

# Event Time AP IP VLANID Username Profocol Source IP Destination IP Source Part Destination Port Source MAG
1 2015-01-01 08:01:41 192 165.2 254 0 test uop 192 168.2.10 . P 62461 1900  &C-4D-EA-02:06-EC
2 2015-01-01 08:01:4 192 168.2 254 ] test TCP 192 168.2.10 B ia2 62362 443 BC-AD-EA-02:C6:EC
3 2015-01-01 08:01:42 192.168.2 254 ] test uop 192 168.2.10 J 23 50445 53  8C-AD-EA-02:Ch-EC
4 2015-01-01 08:01:42 1921682 254 0 test uop 192 168.2.10 vl 54064 53  8C-AD-EA-02:C6-EC
5 2015-01-01 08:01:42 152.168.2 254 ] test uop 192 168.2.10 R B 53759 53  8C-AD-EA-02.C6-EC
[} 2015-01-01 08:01:42 192.168.2 254 0 test TCP 192.168.2.10 i d 62364 443 8CAD-EA-02:C6-EC
7 2015-01-01 08:01:44 192 168.2 254 ] test uop 192 168.2.10 P T : 62461 1900  &C-4D-EA-02:06-EC
& 2015-01-01 08:01:46 192 165.2 254 0 test TCP 192 168.2.10 it 62366 443 BC-AD-EA-02:C6-EC
9 2015-01-01 08:01:46 192 168.2 254 0 test UDp 192 168.2.10 57436 53  8CAD-EA-02:06:EC
10 2015-01-01 08:01:-46 192.168.2 254 ] test TCP 192.168.2.10 62367 5222  8C-AD-EA-02-Ch-EC
11 2015-01-01 08:01:47 192 168.2 254 i test uop 192.168.2.10 255 Pab a5 Py 62461 1900  8C-4D-EA-02-C6-EC
12 2015-01-01 08:01:48 192.168.2 254 0 test TCP 192.168.2.10 v 62368 80 8CAD-EA-02:C6EC

1R8] Ui Cerio AP BY”Session log” His @ F 2 IIE Session HibalRzs - 754 A Cerio AP EIEFE E L
BE " RMHFRTE 2 P IEEAER 1P IR Cerio AP TOBERY Session log TBE -

# LI'T5 Cerio AP BYTEEIER ERES S5508 -
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#1HBARRTE 1: FBRHEE Cerio AP FU“ R D" HIERRFEINAE” RIFE”Session Log” E&IE - .

ZEEA a s User(s)
BEABER 10 Minutes
URLE (T http://www.google.com
Z AURLAIIE domain0.login
mempmer @ RIA O EaEA
SessionLog @ RAM O Bk

#1EBARRTE 2 : FRRHEE Cerio AP H)" A E R D" AMACIRERTE” DEMA ElREARR TIEABER
H2=(AP RV E R=R)RY IP UERRE - .

HAHERE

EZEinfERE 192.168.101.254

TR 514 B5R

7.4 iEH

A ZFHFERESNHG AR St o BRERIRIEZEDHEFE R CERIO BY AP MEEYA syslog THEE
e EEMN R A HGFE R RARES - 5 HE o LIECHk CERIO AP WAEREHES - IEIh
PEEEANEEEERIEE  EEE0NFERBRFIHP A A FAESHEERIENIRPLHRER -

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw



USER MANUAL CE3NO

CenOS 5.0 SOFTWARE Armphify your Wireless Network

= Authentication Log
Name Value

DreatTine Nene v | 20161121 2016-11-21
APIP None s

VLAN B None 2

Username None ”

Source IP None o

Gource MAC None o

Eveat None bt

BB R EEENSS I BRBEKREEIHARG - ETHERERFPHGEREER -
None: RERIEHRSI - = EEER

Greater then: S AKIEREBNER -

Equal: EESEHENMERENEN -

Less then: EE/N\RAAERENER -

Between: M E—(HEEAMERENER -

Like: EEIRFEEMHBHNER -

YV V. V V V V

£= Authentication Log List

# Event Time APIP VLAN ID Usemame User IP User MAC Event
1 2015-01-01 08:01:29 192.168.2 254 0 test 192168210 Bc:4d-ea-02-ch-ec LOGIN

2 2016-11-21 12:56:50 192.168.2 254 1] danny 152.1652.10 Bc-4d-ea-02-ch-ec LOGIN

3 2016-11-21 125728 192.168.2 254 1] danny 192.1682.10 8c-4d-eal2.chec LOGOUT

4 2016-11-21 12:57:37 192.168.2 254 1] test 192.1682.10 Bc-4d-ea-02-ch-ec LOGIN

5 2016-11-21 13:-02:22 192.168.2 254 1] danny 192.1652.10 8c-4d-ea02.ch-ec LOGIN

1R B] LU#E Cerio AP B30 :B Hat MR RE B EREs N - B A Cerio AP BB EWRE" &
HEFEERE 1 15 1P FE@AREHE 1P IR Cerio AP THEERY Session log TEE -

# LIT5 Cerio AP BYTEEIER E/S S5508 -

#THBIRRTE 1: B RHEE Cerio AP U R "D HEBEINEE” B REHRE °
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B TAE TIEE
ZEEA a 3 User(s)
BAREE 10 Minutes
URLE[q http://www.google.com
Z AURLAIIE domain0.login
s © R O BB
SessionLog @ M O BAeA

#1EBARRTE 2 : FRRHEE Cerio AP H)" R E R D" AMACIRERTE” DEMA ElREMARR TIEABER
23 (AP BUEIMEARER)AY IP (IERLRE °

Z fEiasg e
LA RTE

ZinfR R R 192.168.101.254

Bk 514 SR

7.5 EinRAHE

5 % 5 1 S AR SE 40 E 554088 - RS0 TG 4RSI B 2R PSP 8 CERIO 1) AP SEHFR syslog THAE
BRANRGERAREE I P RERS - ZEARRBC LR CERIO AP WRGE - LA
EENREEERIGE  ERETLERBRTL NS AR EESRENAREFE -

= SystemLog
Name Value
Event Time None w~ 206-11-1 2016-11-41
Device IP None o
Facility None v Kernel messages
Priority None e Emergency

Message None o

EEE R EEREESSIZKBREBREEZEIWARG - ETRENAFKHGERER -

> None: ARRIFHIRE - RS ZEER
>  Greater then: S KRNAERENER -
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Equal: MEEHENMERENER -

Less then: S/ N\RAERBENER -
Between: = —EAEEANMMERENER -
Like: EEIRFEEHBHIER -

YV V V V

3= System Log List

# EBvent Time AP IP Facility Priority Meszage
1 2016-01-01 0E-00:00 192.168.2 254 user Infermational PPP BSD Compression module registered

2 2016-01-01 03-00-00 192 1682 254 user Informational PPP MPPE Compression module registered

3 2016-01-01 08-00-00 152.168.2 254 user Informational NET: Reqistered protocol family 24

4 2016-01-01 08-00-00 192 1682 254 localD Informational started, version 2 22 cachesize 150

5 2016-01-01 08:00-00 15921682 254 locald Informational cleared cache

B 2016-01-01 D8-00-00 192.168.2 254 locald Informational reading fetc/resolv.conf

| 2016-01-01 08-00-00 192.168.2 254 locald Informational using nameserver 1921652 1453

8 2016-01-01 08:00:00 192.168.2 254 user Informational PPPoL2TP kemel driver, V1.0

IRBI LU Cerio AP BY” 214 Hat" 2L & 1% 24t HAS A AR=8" - 5B Cerio AP IEIERRE W E
"R HASRRE 1 15 P FREAER 1P AIAETNEE -
# BUT% Cerio AP BYTHEARR E R ZR AR

#1EBARRTE 1: FRRHEE Cerio AP H"RAE D" AMACIRRTE” DEMA EREARR TIEABER

23 (AP BB EARER)AY IP IERRE - .

EZEimfER=E 192.168.101.254

2R 514 SR
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8. g3

8.1 ENRLEDIE(EFH PoS &4

POS MM AEBLR BN E AR ZET G iRzS+ ARV ENTR, TZpE0/F 8 FIRIEHIRARZS"EI1T

R e s 8 CenOS A M BB EE R IRPIS, WA BB ENRES EErR =5 EN L =SS,
AR IEHIfEIARES o] B EHE ALK QR Code MIEHR AN E S, RIRRPEIEH L S EEE N

BE °
& &) SP-800-PRINTER Z POS idis R ERE

SP 800-PRINTER

—

,

Thermal Line Eece|pt Printer Netwark Control Server

RJ-45

-

o Cerio Authentication AP
Cen(Qs Access Controller Switch Hub

&5} SP-800-QRCPRT Z POS i 24 EFE

@ SP-800-QRCPRT
QR Code Thermal Line

NMetwork Control Server

Receipt Printer

Rl-45

-

Cerio Authentication AP

CenOs Access Controller Switch Hub
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BEARBZEGERREE

A RS 1 5l iR 28 (SP-800) N2 WEB SR E N H - ST L5 IR A S0 BB HEISRER PC/NB-
1S EERY 1P 324 192.168.2.X RN Internet Explorer 3§, Firefox 2| & 28 - BIOJ:#E4E S A WEB THIRE -
FRUZIEZRE - 555 http://192.168.2.253/setting.htm AJHEA WEB EH - INEABRKBEHIR
MIEE

CEQ'O Network Control Server v1.1
COM1 Settings

Data Baud Rate
Data Bits
Data Paritiy
Stop Bits (a3
Flow Control

Network Settings

OEnable DHCP

Static IP Address [192.168.2.253 |
Static Subnet Mask [255.255.255.0 |
Static Default Gateway [192.168.2.254 |
Static DNS Server [168.95.1.1 |
Transmit Timer [10 |
Server:
Server Listening Port [5000 |
(o) (et
(Firmare Upgrade
>  COM1 Setting: 223 {EFAFRERIT -

A\ 4

Network Setting:

®  Enable DHCP: LLINEEERIFE, R4 EE)E DHCP BRI ZREL 1P fizdll, BEARA - BIE
EB1TE#A SP-800 R2#H IP UE -

B IP i13E/MASK/Gateway BB IS

Static DNS Server: TJ#ij A DNS IP fifilf -

Transmit Timer: RESZVEMWE—RRE QIR EHANN, BETEREHT -

Server Listening Port: 5% 7E HAF0E Al IR 28 2% Port 7%

DR ALE, AU Apply BRI ARGTRTE
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SRR IERE LR

# FEEAR LD R

1) MENRELESE

2)  ABMEARE LA ER AR B L —/ B E S

3) MERBFELIRE LS, WeEBERERRK
#

QU

# FENIUENRE L IR A

1) EEARZEHIEARES"H Console 18
2) DC BEmEREAL
3) EBIRFF

£ QR Code FRFENRIESH - JEZEIR/AIEEAR/RI-11/Console K USB TTEIFZEA - 1 NaRAA

i A o A

USB¥2 Console 2 RJ-451% RJ-113 DCin
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# EHEHBEARE

Ilt QR Code BELTLENFR ST IE Web BIENH - EEE LT ABENHIBK QR Code HEITLENFR 1
B 1P (LR BN BRER AR

QR Code ZARNTUENFRHETFERS IP fiIilt: 192.168.123.100 - BIEA BB PC RELENRIEFFER 2 1P I
1tY0:192.168.123.200 &, FA RO B 23 W7 841 A E1Z=4% 1P ATHEENT] -

EEREW MNEPFR
- O ¥

MNew Tab b 4

C | 0 192.168.123.100

it Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Ethernet WebConfig Version 1.00

T M interface
Feode Sy Slatus.
Lty e

Halws

# QR Code Z4ETVEN R K L2 %55 AR

1) #JF QR Code EELTUENR L& - BFHEAZRIMNER = FE@RIHEEEN T 5 R

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw



USER MANUAL CE3NO

CenOS 5.0 SOFTWARE Armphify your Wireless Network

2) It QR Code B TNENFRMEZIE 79.5mm+ 0.5mm BEERTLU T (EIR) - AR BIREB
RN AR RPN S B R AR s T L —/ N B = Sh

79.5mm R~ HBRA B ZEMARER

57.5mm R~FEEAR T B A%

Paper Roll

EREAR TR 57.5mm - RlD]
BEMAAREESNREE o
BB a

3) WEREELRISEMARMALZE

# QR Code TV ENZRHE DIP LR E

FENFRE N HBERE DIP URAINAE, M FRBER
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DIP Function ON OFF
1 Paper Cutter No Yes*
2 Audio Alarm Yes * No
3 Print Density Dark Light *
4 Two-byte Character Code *No Yes
5 Character Per Line 42 48 *
6 Cutter with Cash Drawer Yes No *
788 Baud Rate Setting - OFF*

>d

wong POS R REREL R
IREEEH T POS 24T CERIO BB S ERES - BA HIREFHGRE EREEEREY
EARBIRS - WHHREIENE L - o/2E 2REREER Pos 24" AR FEFRZRER A

ZUER RIS ENRE R RIRP EA B POS 2ATER, T

# E%E CERIO HY CenOS R E ETEZ3

(X CERIO DR-4000 [FiEF0:E & IR 23 B 51)

HE—

S N HAREEFIRARZRERE 1P (il - SEMEEMINEERERAEN
o] 22 g A REEHIEREEEN T Z12F
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ST
Z1F A QR Code B TLENZRME - 555 A QR Code BV EN RN EIENH - B EAFKRIRIBERIFR
2 IP firtlk

o[ £%E"QR Code AR NENRBLZR"WEEBEEARTE

éfmgl%E
#E A CERIO DR-4000 EIEEE ( 0] £ DR-4000 £ )FIRI RADIUS Server - W5 TE RADIUS Server
HEANEREN - E"IRFERE”>"RADIUS EIARES”, 1 FNEFIR

il Radius(F1AR 35
B 2 OBA O ke
e 1312
gt 1813
Radlus 256
SRR

#E A CERIO DR-4000 EIE2EMH ( 0J£%E DR-4000 FHFM ) & - EAIRPRE"D>"RERXAENER
t%”, 41 ~[E DR-4000 % EEH
iE T

Printers RREF IPfi ik F el Balance Time 1T

1 o 00:00

:
:
goooo

a. ERERRR—"HEBEHGRS EREF—EWUMBATIH Setup 25
b. EARFEERAINE  LEIBRKRE

i O

g OB o}
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i DS

IPir &1k
Command Port 5000
B imanEl TR S ED R v
GOM Port CONT v
New Look Pasword 1234
Folicha

> P il @ AR IERIEAREERY (P UiL(O1 2 B AR IEH ERE =R E”) R A

> Command port: #i A” 49382 Hl {5 AR 28” 1" Server Listening Port”% (0] £E7& A & 125 @ AR
BREENE”)

> ENZRIEEEEY:. DJEEFEAEEE QR Code BURVEMENTUEN M - (KIRIRBEEIRIGIRIVR EEEE -

® EIE QRcode RIEVRKTUENRM : BLIRLI T REER

I21E 3 Eohi] ORCodedA 75 FNEE v
GOM Port RJ-43 v
EDZRHRIP fir ik

ENIS5# Port 9100

ORCodefF Al RERd v
v EDREE P Il : B A IUENIZRER 1P AI1(T]£%E7QR Code BTN ENFR I ZE")50AR -

v’ EZR1 Port : SP-800 B2 QR Code E/EL T ENF A% 2 A IS B 3BV Port 5% » (5 ERF Cerio FRTEECHY
QR Code 2METUENZRM RIS 9100 Port)
v QR Code $iEY : EIRETIPUEEZEFIED QR Code * QR Code A/NTJLUELRE -
> COM Port: EEIZEHRLENFREAERESR -
Ngl[%;e 1. REEZEIRRICENREHERHE sp-800 Y com1 L, RIFFERE com1:
2. FHEE QR Ccode BRICENRY - AIBZEE R-45 AR

3. QR Code ZETVENFRIEAY 1P (I ilE 0478 EIBERIRIR AR 4BER -
>  New Look Password : #i A SP-800 2 DR-4000 (4 HVIZERZ 8 - R0 SP-800 BRAEI 25 HH - Rl
FREEISTE LR E -
> R Ol@ A LR E R -
c. DIEREERDERT BITHIEFPESHILEE POS RAMEREEE R4S A
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SHA
FEB IR 2 (DR-4000) BN R IE S TNAE - BES TR BB RRSEN TN IESRE D"
Package 7 FHHLIEIIIE SZHMBRER, MR

il Package $%7F
Paokage 78 Packagel

=t (4-64 chars)

=HERE 0 MB
Sesslon BE5RE 0 £
Expire After 0 5z
HiHg Unlimited &
>  Package BTE : @ AILRANESHATE -
> Hptait o @ ALLRBIpEA - S EEEEYE -
> EZRE/session F5E]/Expire After/ZIHR : IEINBERE BIRHIIR SN ERBEEIRE
>  IRERE : R EBEENIESZHEABHBHREMERZVER -
il EFR A

FAFZERE 4

AFREERE O @] ®

B Letters Mix
Dﬁ%b"lﬂ D%Wﬂ DE&UN
FERE 4
wwl O B © Letters ® Mix
DﬂEﬁ%UIH meﬂ D%Uﬂl

BRNBEZEZSIRFINAETAME - 1§ HIR Package FUZE - FRIELL 0~9 BEF - 73 ARk 27 4 BE 12 5
AR=R” L5 FrEEoRAY 0~9 1R - HE AL 0 RoRAF IR FHIIRE H Package 0 RURAIEEELR -
ICAEHE - IR E
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il Package List

Create New Package
# Name Description Session Time Traffic Volume Extpire After Expiration Action
0 |TEST1  notime 08 m
1 |test-2  GOMbps Trafflo 50.00MB m
2 |test-3  use120 minutes time SHour(s) 08 m
3 |[Test-4 use 120 minutes expl... 0B 2Hour(s) m

VLSRR ESSMEMMEIE - #5E A M 2 HI B AR 28 =12 )" 58 55 B 2% (DR-4000)":E 2 A E &)
LRSI HIED LK -

EARERAIE - A 7EIERFEENKEZEE LR  WATEEZZANSEERBGR
fae —IERY - FFEN"RRRE" DB EIRER" 1 E

i R
S| a3 2016/11/23 14:39:15
B ONPARS O =8

PG

AR RRINGE - FFENRFRE" D" HEREINEE"
i= ERETIE
. R RN IR T HE2E i BT
» @ 2 =
1
: &
-
+ @
* €D
. e
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CeE

Ampfify your Wirele

il Radinst7E

Radius © B O gaes
ETEE Radius User
FE{EIARZEaTIP frht: 192 16821
(RS IP firht Options
PR 1512 B
BT 1813 b
TR O PAP {® CHAP
Eﬁ TTIII I II]
RESTTHE, JRMABIEGIERESEZEIER, MIEBFEREMRALNERFIINZREES O FNEE
FEAR
I :
| 1mi1Te
Urilim
atiol 016/ 11 0
rdl J !.(—
USEername Mta
Fassword I3
raffic Volume : Unlin
ession [ime : 1 Hol
Expire Aftel Unlim
Expiration ; Unlimited
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8.2 LDAP(AD):z% TE&E 5l

RINARIRIBEZRED, ELBZE—5 AD 3L LDAP EIAR23HS, Itb DR-4000 B9 RADIUS falARzES
o] UEAIRAR) AD i LDAP EIfRESEE S, BEE R Z RADIUS k23 & @ AD 5 LDAP falARzs
ahf, @EAR VU N aRAR

FR5% AD 2 LDAP falfR=aSFUAEIE 2 TE & cerio.com.tw, M ULAIIHAINREEZETE Users B AR A
IERSFE MO I EIR P E R A FIE —4HIR 545 RADIUS Bl ARES A8 HY
TE—:

£ AD B LDAP falAR=3 4813 AY IR 2 B 1 S8 A 38 — 118l 5 W0 ”ad min” 1R = . RADIUS fa) iR ==& HY

TE
2% 0] £ DR-4000 AY”Account” = “Remote LDAP Setup” =2 BB 5, OIS EAFMA 4.2
=% LDAP 3] E

il LDAP Server Setup

service @ Enable O Disable
@i AD 3 LDAP fElfRZ8HY IP firdlt
IP Address 1921882411 — |
Port | 389 B A AD =X LDAP fEBRERAY Port 5%
Username admin A N =A@ 8E 4a i
> #A AD 31 LDAP {EIBRSEH0ENIES
Password | eeceeee BB, D —RAA
Base DN cn=admin,cn=Users,dc=cerio,dc=com,dc=tw <
Account Attribute cn
Identity

Base DN SR EFRARFZHE, IRPERKZHE, £ AMERHE, DULsH

cn=admin,cn=Users,dc=cerio,dc=com,dc=tw

i I\\\ S _ N_ A
AD/LDAP iz = IREERITHE ElE

LN E RS
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EEFE BITH ®RE  SHAH
& ?[m40][XE &= [H
{EAREREEE S (AD) =0
B At r
[} cf: Active Directory HIZARTE

B2 dctive Directory (B AF05EME [ =

{ | Hotspot Login Page I + |

€& [ domeind bgindogindogh [ C Ii-‘l— Google 2| # | B

[ig Fiefox BHETUEMEAREHENRE Fopw, S HES) -

2, aana ERE
! admin 1R cn

B 53 cerincomtw |\ de
® ] Bultin
# || Computers \
# 2] Domain Controllers

o

+]

"ECUCI:?'P“{‘“DSJS 52 Denisd ROD.. oo HEBHEH S Connection Time : 2000/01/01 08:00:56
srs | i, - f

CISEL] N 52 Dushdming  FRMEEHH- .. |DNSZ Legent_|
[l [ Active Directory b 5.5 BRRR, 52, DnsUpdatePro.. ST MR- . |TTLIE
= £ DNS {afREs AN 42 Domain Admins SR - . |i5EH
= Ej:‘_l THAE ."'\ 52 Domain Com... Sr2HEEFEH - . |FRBL @ Plesse Don't Close This Page.
& g SRR (| | 82, Domein Contr... T4 tBEE- . |72k
T N I | 52 Domein Guests 2B - |

(Il | NA= Seven Saup

service @ Enable ) Disable

IF Address 103168.2.11°

Port 33*,

admin

Username

Password anassas

W

%

Base DN cn=admin,cn=Users,dc=cerio,dc=com,dc=tw

Account Attribute

Identity

Ol | m e @ | L mmsens |[ @ Hotspot Login Page - Moz... (@) CERIO [Mode: WMR-20.. |
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3 F0i% Web AOZAMUL{ER HTTPS 5% E £ {5l
O TE [are Web A ABEE]AERESR HTTPS Web Bt EEAAHUES - dN{EIEA
SSL /R7& LIS EFE HTTPS 2 EHitk IR [F0:E Web AOZEABHINREEHTRA T

00

Df
ok

LHR—:
FETRRUA https L2 BWMEIRINEE - WLINBEFR 2" R MR E" D" RMEE N HTTPS EIEE
IR A EERUAEAN T -

LAN LAN

=5

443 =t 3
23 =g
O | 22 fmos
FTHREBTEAS ssh-rsa AAAAB3NzaC1yc2EAAAADAQAE
Access WaND ) B OF -] ]
Access WAN1 O EIA @® Ege
Access WAN2 O EIF OF -

ARRIBRRIAZEE https ZEBWMINAEIN - EE—ECEAN MU FAEZLEL - BT
ESHY 2 EARVABEALLR SSLIRRE - B - MAEEA ssL GERZER EHESK
P AN BR(ERENAEREMAFHINEERNEBER) BIEARE Web AOE
BH] - #EZRA https AULHIEE SSLARE M E F 2B AL S Hitps L2 BIWER - £HE
BEMMEENABRTEEESRA M AL SHEEI B RIRE -

HER_:

LS SSLRE R ZREREAENHNERRR  FERECERTEEA URL A #BiE
SR AMBEEERENAE 2  ERINAHME CHR/EA/ ASl/thERE AR ER
a T A AL (B E AL cerio.cc AIE Y2 METTIRR —HBE BRI FAE AU ZHEES[E
a8 Web AOGABAEINEBEAULER - (HIU0 B REBILL mes.cerio.cc AILTFR[F0FE Web
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AOBAEEEEAL ) LREBRY WAN SM0BE EIIRZ M Y LAN PRI Web
AOBAEE B -

FEETBINEE | ERARE O -

BB 10 b
URLE[g) http:/hwyfyw.google.com

E AURL{iTHE mcs.cerio.cc
mgmaw  ORA © BB

SessionAx O R OF [

RAAEREINBER AR - REREN LAN IRIE M8 BB H”E A URL I ROAI 21 5 $hiE
REAS LAN IP (IETNAE - AINARER BT E TR LAY LAN IP fU3EA 192.168.2.1 fizdlf - HER
E”E A URL 1R AT 2 78 4 mes.cerio.cc” fiiE#E - R LAN IRIE I Ping “mcs.cerio.cc” 49
IS FAEE SN2 Ping 192.168.2.1 (ANZEE LAN IP fidlf) -

HE=:

Z RGP HE A I /&S E&Tl(Cert/CRT)IE B XA EAFL 25 £ 38 (Privkey/Key) 18R N B P 4R
(Chain/CA Bundle) #EEXHANNFABAALSARMEERE FESK—EE—0)
e | Z N -

BiE (BEXH)IBAIEERRIIZENRE BN BPTZEEEMR SSL/RFE AR B AER
#8(Chain/CA Bundle) BIZE RESRI B H A -

PR LIBEHEBERY Notepad++(AE X F /RIS RER)EAMANFHRER T  ZREBE
HENERAS (B RNERANEFFE) BRI B S UBNERERE R FER:

T
¢

A
=]

%%}

4 SEE 2%
%@7\?‘%}\ g °
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MIGHAgEAMBMGBYqGSM49AgEGCCqGSM4A9AWEHBGOwawIBAQQgT+MOdVmQOx6kUqgQr
LisIRau2XKztgDgCn/VTgeOMom2hRANCAAQ+6vD8VI6)1sWVHXECVQZINIFeG3dU....... 4 & I

W _EBIRIRY SSL /BB IE W R F E”-----BEGIN PRIVATE KEY-----“BIiR B2 —EFAZ £ i8 /5 -

UNEEXHANEF>EBASUBANEREEIBE BN BaREM —EERHERE
fEEN AR mEARER -

l;] *Chweb.crt - Notepad++ = a *
BEN $8BO FRO) #BHEV) SHHBN) F=O REM ISO) E£M TR SHEE) BEW ? + ¥ X
cHHBERE 4 Mk 2| il @ x| |51 EEERE@E® [l

[&=] web.crt ﬂ‘

i — BEGIN CERTIFICATE-—-—-
MIIGYzCCEUugAWIBAGISBN1gjGudj6alHY15zqwixb4d kMAOGCSQGSIb3DQERCWUA |
MDMzCzAJBgNVBAYTA]VTMRYWFAYDVQQKEW1MZXQncyBFbmNyeXBOMQwwCgYDVQQD e -
EwlSMTEwHhcNMj QxMDEWMDczNM3WhcNMj UwMTA4MDe zNjM2 Wi ATMREWDWYDVQQD 78 B &fl(Cert/CRT) &

e 9KUWQUZRhy57 /PEdEg1Kg319dtD4tuTm7kZtB8v32007 zHTYwt TKdzdZiw/sBtn [$ ZEMR T ZARE  EEEL
tlr2BgelHsick7F+E17nNh/CW5aJIYJZ2FfrQkvmeleVET10zdeP2QgsmUIQKbIYzZ 4R ERHES B L -
pdWfS6PJ1jty80r2VKsM/Dj3YIDfbjXKdaFUSC+8bhfJGqU3taKauuzwHVGT 320 ! i
K20Q0%alKgLS6s/1nRalZ6zEaMbFpGHIOaud+gT8kaTc24x+bETREBSNZ4AMESTsLr
gQbvFInHzg==

L b

s T Ve B s P (e R g BT =

H

-
(3l
=
=
0
Eq
=]
—
=
e
=
0
b=l
=
m

=
=

=
3]

MIIFBjCCAu6gAWIBAGIRAIpIPhPWLzDvI4a9KQdrNPgwDQYJKoZIhveNAQELBQAW
TzELMAkKGA1UEBhMCVVMxKTAnNBgNVBAOTIE1udGVybmVOIFN1Y3VyaXR5IFJ1c2Vh o= 2

. 4R35 (Chain/CA
cmlNo TEdyb3VwMRUWEwWYDVQQODEwx JUL JHIFJvb3QgWDEwHhcNM] QwMzE zMDAWMDAW
q150qcYhyOE2G/ 93ZCkXufBL713qzXnQv5C/viOykNpKqUgxdK1EC+H19i2DcaRl | Bundle){ERRAIXF A
PBUHRTrrrrKlyDnkSHDHYPiNX3adPoPRcgdF3H2/WOrmoswMWgT lnlWulmrksT7 /g A {ESIBE FaREEHES
eF1lWkWYtbtdpgdamlwVeZEW+LMTgqZEJEsMNPrfCO3APKMZ s JgpWCDWOKZvkZev]V Bt -
uYkQ4omYCTX50hy+knMjdOmdH9c7SpgEWBDCE 6 £ iNex+00XOMEZSa8DA -

=
(98]

[
&3]

(2]

[Ne e s RECN |

[an]

————— BEGIN PRIVATE KEY-——---
MITEvATIBADANBgkghkiGOwOBAQEFAASCBKYwggSiAgEAROTIBAQCroZalKSs+1 /oM
BEwd4zETNsgKKOLS 7t 9FfMmiVew/PUV+pld/nvSm/UjU4UngnKIviAcrf1PG6gdU
hPdng3nIBndI3Hb0kfJSLbrOhCEY2tTBqyNJReCCGE/ hgqPCTr+ygYmSEFKzWEbRrT %A%@ﬁ?%%(Pﬁvkey/Key)
UwTCLCbNrBZYCce3/0Z2g93s56NwlksaoFJUSEoSwmr0 7TRVEArgvedOrKBpLnjy3+ a2 e 2R Y
JyrEruLaT2Aatr15 FFGOepH] t zB8bbySBLGeCILh] S+zainrhaCCne6zb0o/hpol [ | TEorHI X FRE B2
uHP8p1IlcxWe28Bhi31WcILDg/bndfPOTwYHoECGYBFcdgqPz5xmkT1Ls] 0byPBD B D AREEHETIBLL -
TNzG915yT7TAULRSTRgCSNte30r2KgElsmQfBAdLUEky1In22TTec35x+ahzClbspPJd
oPNTKTAHWi kVGgf20XrOrw==

————— END PRIVATE KEY-—-—--—-

[V oS I

W 0 =1 oy N s

[V S T T S T SN T o T A T 6 T S T A T T e Sy ]

(o]

No length: 1,557 lines: 30 Ln:30 Col:1 Pos:1,558 Unix (LF) UTF-8 INS

BEARBEREUNEN "TH > "2GREEE" >« EEMELESSLRERER LB
P& AFTEXSRY SSLOREEIESE - IRV AR FTEE NS RIGEER X FAR S —EERXHF
VABIER] SEEEA - L)("FL\/{%FMEﬁéﬁﬁ%@%%%”web.crt"%ﬁﬁﬁ BHEE - K" web.crt” BREEE
BB LB sSLRBHER LB - clBELARETREBEELEEN -
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THRADBEOES
EEREREEDESR | g=6x | resraes

ERHZHER

|ﬁ| web.crt

HERER:
BMRMEEREENE JDEAMFHAEZERFNRBEREARE Web ADEABEH|EEER
[H https T2 B8 EELE - o] FFH MSDOS 21E PING 15T EE ¥ mcs.cerio.cc & A URL

AIHE(AFHE)PING E 2 IETE S FE AL TN ERFRRY -
;’ O [ Ssite Title x -+

Bl CHWINDOWS\system32\cmd.exe - ping mes.cerio.cc -t - O H

psy//mes.cerio.co/login/index.cgi?sl

BIREER AR
= sign ELLHTTPS 2 Eitk
FREEBEEHERS HER, 2 REAER ; ;
BEELHTTPS Z2E fome - ¥ju fEE’J"’“‘J\ URL fiz it (4831E) =78 PING
B EER, BE LR - BEIEE FRERZZEEN LANIP
--ﬂ w/5c @ 192.168.2.1"E’JL #R Ping [CIFERLIN
| cerio.cc = 1 2 H

BR®Y Wi-Fi

Please sign in

HI, Welcome

ser Name

Password

¢_HI¢_HI¢_HI¢_HIc_HIc_HIEHIc_HIc_l]Ic_HIc_l]Ic_HIc_l]I

) Remember me

D i gl @l @ [ Il I I I I

D)/A

1
|
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EMRIEREENE  FEMFERAEZRFNAEREARE web AOBABHEEEE

L NER - BIERIRRE A EMESL EEARM - BIER A AT ER " E A URL
A" R4t B FE AP B FEEVSRY SSLURRE NS - AIEWN FELUALZZ "R - B E
ERBELNTR = TSN EENTE LEEARIFEZEAM[E -

v BEZWI-F

* ar

v RLEZRTRIER

x +
https://mcs.cerio.cc/login/index... ¥ In)

ps.//mcs.cerio.cc/login... 3¢ 3 =

\Y
E nﬁJ B Dn Izﬂ?:zt[nlu\_t?ﬂQ Web /\D
NRE AR S SR
RIEEWIF| maap . 2Rt @M HB ssL
Preans) BEREIMRMIRS - LR
RIBRFORLUHTTPS L2 EHE

MNET:ERR_CERT_AUTHORITY_INVALID

Please sign in CD
HI, Welcome v Q=
— User Name
Password
[] Remember me /_W

T

BRIFET FENEZEEEN TR/
MEEE - AR UBIZEMRRN

SAETAS

[ulu\uﬂ Web /\D /\EE]

A Chrome REXHNE=ZEER
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8.4 3#E IPSec VPN set LAN to LAN &zl

25 IPSec VPN set LAN to LAN ZEARNZFIEIHMAKER Internet XEIKAHRZE

IPSec VPN set LAN to LAN

10.10.10.200

. DR-4000/5000

2 A LAN | 192.168.3.1
A Network B Network

192.168.2.0/24 192.168.3.0/24

Y Router 2 5& % IPSec
MR LAN B - BEiERAEFE ip M4 192.168.2.%(2-254), 1 192.168.2.1 EA
DR-4000/DR-5000 %%l 1Z=&l Web Ul - EA "&#MRES>ENERE" HEIRTEFL S Router

44 kY
B
@ DR-5000-CA x @& 548 x | +

& q Ex 192.168.2.1/# |

& 1 ié?:ﬂium%ﬁ Router(RIfEZRE)F H @M FAMBAER ARG, SMaSIEHS
I LAN IP RERTEMAR -

EAN "RMRE > ERAERE> @R SEEEREWA Router(MIEIRER) AR
LAN IP - Router 782218 LAN 1P %5 192.168.2.1 - 52 7E IP fi it A 11 B 189 LAN IP &
[RAMEMR  RERFEERERERRN IP AL - FREEESRMEREN 255.255.255.0
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EEREES WANO - LUT 64

LAN IP (R BAFIAEE) | THIRRIESR WAN Port(3& 213 FH)
FREHZSA 192.168.2.1 255.255.2555.0 WAN 0
EREES B 192.168.3.1 255.255.2555.0 WAN 0

TERRIREHER A

1F SRS ASE LANIP & 192.168.2.1 - F
A9I%IEE 255.255.255.0 #5EEAH WAN O

Pt 192.168.2.1

FHREEES 255.255.255.0

EEE.:E"EEI

ESERDE

ERR R

BRI e 1§ EHE8 B & LAN IP % 192.168.3.1 - F
P8I E 255.255.255.0 fEEEH WAN O

THEREES 255 255 255.0

8% 2.5 DHCP falfk2s - B8 DR-4000/DR-5000 %5l%5I& 5 DHCP EARz&% LAN

5 BC IP fiit

?EA "EBHRAIEERE >VLAN 0>DHCP faflk#:" BE - RRERA DHCP k% - lBH=RAE
ERNERZERER D ECFZEANESMR IP AL -

?Eax DHCP fElAz=sHY IP 88E & 192.168.*.10~192.168.*.100 - F 4 1% S S HE) U0
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