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HEE 5T DR-4000 2 EEESE WAN BEFERBRIUREZS/DRE - RMEBN
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WANO (U/D)kbps 1024000 1024000
WAN1 (U/D)kbps 1024000 1024000
WAN2 (U/D)kbps 1024000 1024000

> WHER: RAWRER  RTEWAIETE Ping W2 IP - WEREBR Ping WEMRBHARRE"
" 8RZE Failure Count (RIRE)ELIEEZES] WAN BEFERIRA -

.
IBigiEs

wE ©BA o) |
Ping IPfirtt 168.95.1.1
Ping RifE 60 Second
Failure Count 1

3.3 EBREIRERTE
#£ Router &3 (FERREIE () B E B IR ER E

¥a52 18 Router IR TV AS 1 16 #HE B IS AR 75 - TREQ B B E R AR B 2 s 2 802.1Q Tag VLAN IH8E
EEEREMBA - 27 FAETAEE 802.1Q Tag VLAN -

= EREEE

# e R 18 IR FRBES T
0 [ Native | 192.168.2.1 255.255.255.0
1 192.168.101.254 255.255.255.0 @
2 192.168.102.254 255.255.255.0
3 192.168.103.254 255.255.255.0 |
4 192.168.104.254 255.255.255.0 @
5 192.168.105.254 255.255.255.0 e

> EBREIEIRTE - B ERAE B EERAEER -
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> IEE EREREEA R A ERMEEEEIEER - 2T Native " EREREANE
O - B SIS B R BB B A 802.1Q Tag 245 -

> 1Pt : BERSEE B 1P it -

FRERES . ErEEEHPRENTEIEES -

> o ws LTI ol A AN waeEE, vale i ThsEnaeE 8
=150 R DHCP /AMRSE" TR -

Y

SEZHEN T ERFERE
SUREREHMEGRARE) 2" ZEHENL" K B IE 16 HERMERTY - AR EERE
BEISZ#% 802.1Q Tag VLAN I98E - EEERZRAERIA - 2AIFEESTAERE 802.1Q Tag VLAN -

IS ERREEI=

# IESHARERES R 1Pl it FHBES %5 #iT
0 [ Native | 192.168.2.1 255.255.255.0 8880
1 [ TAG: 101 | 162.168.101.254 255.255.255.0 (1]2]3]4] wE
2 192.168.102.254 255.255.255.0 (1]2]3]4] e
3 192.168.103.254 255.255.255.0 8880
4 192.168.104.254 255.255.255.0 (1]2]3]4] e

> EREERTE - B ERAE B EERAEER -

> MER BURERERATRREFEAIMEERMEEN - 28R " Native " RNTEREANE
BARES - [E O BN E E SR R P e A RY 802.1Q Tag 5tHS -

> IP ik : BURNE{E E R ERY IP At -

> THBES  BrSsfEREENFREBES -

> EEE: BUNIRERMEET LA tag, INEEAEIERAR, 55 2 18 VLAN NEAR 3 04 ZfF, X
N B ISR ERIES 3 M 4 1B)2 A tag 101 mEMIEERAT tag 101.

SRS

# A IR e 1Pz FiHmES 1958 it

VN s | 192.168.2.1 255 255 255.0 oBBaon
1 B3 =3 192.168.101.254 255 255 255.0 [1] 2]
: e

192 168 102 254 255 255 2650 oBpBon .

> a7 weCE iR, A AN R EEE, Sl T iuUsERTR
%" DHCP BIRZ" IMAERE -

> PVID: 587 4 EERAEER Port VLAN, M&EEHAl, 3555 3 & Port ZIZE B 2, AIF
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RNEREE 3 EREEIEZ MR E AR 2 /9 VLAN

= PVID on Port
Port 1 EHEERE 0 v
Port 2 AR 0 “
Port 3 R 2 ~
Port 4 EERELMRS 0 w

3.3.1 #ME&ERE(IREH)
M - BN QAN 1% T A S TE E AR RS ARRE TORE -

EspngRy  © RA oL
]
E=EPHE

IP{iz3it 192.168.2.1
FEEIES 25525652550

Z= ZEVLAN Tag

VLAN TAG O | 1-4093

> EBHEESARES . OB ERUAI SLRE PR E B AR RS AR
> IP ik : R EHAESRY IP AL -
> FHIRBES : REERAR P N FHERIES -

> EREEEER P i O BES—E VLAN BB TIES
— 4B SR RBE RS (VLAN) THAEBABA (S RO A8 LAN HRAR) - AL
EBRERSACHEEmETEE -

BAEE  BERTERN
Al{Efasr{ER I

A\

> VLAN Tag: :2%E U5 VLAN 4874 802.1Q Tag VLAN
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EEHEXVERERES T REM T INEE

s=ie3n
Port1 @ RH O maea
Port2 @RUH O gaeA
Port3 @ RH O gaeA
Port4 @ RUH O saed

> IRER: RE SRR ERIEZEEZEMAL tag VLAN

RRETTAE - BRE " T " RIMRRCSRRE " BB " - STRUINREESE -

anp
crr

3.3.2 SAR =]

o] &3 VLAN St 2 PR ERRAX/IVER, APEEEE RS IP/MASK, IP Range,
Port(Service), SIP, RTP/RTSP WEB &E%#y4E = fEHI

T
L
T
mt  @gm Omaea
Session Limit Per IP [ | 1024
Z= Total Bandwidth Contral
wmt O ® gaen
= 10240 Kbps
TE® 10240 Kbps

> 1SR EIEE 0 DUEZERFIEI R R R RS IEE

> Session Limit Per IP: #t#flt VLAN WFTERE—(E IP BREIZEARE K Session & - FA:%
BERE—EFERZE IPRHIERAS 1024 1& Session(GELRE]) -

> Total bandwidth Control: #¥}Itlt VLAN RFIARIBEERE - EEEBURERARLEH LT
FHHIEEPRE -

QoS Rule List: OJ32E 10 £ QoS 7Rl
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BIEE T2t # IP/MASK, IP Range, Port(Service), SIP, RTP/RTSP, WEB £ EREE R =

£= QoS Fulalist
# S Rule Mode Value1 Value2 Upload(Kbps) Download({Kbps) SERF
1 O ANY 1024 1024
2 O ANY 1024 1024
3 O ANY 1024 1024
4 O AN 1024 10
& O AN 1024 10

IP Mask
IP Range
Port

SIP

RTSP
RTP

WEE

Any: ERRPIRERSIN T EIEERRFIBNTGE

IP/Mask: &t %145 E 89 —1{E 48 B2 i 58 = I BRI

IP Range: &t¥f— @&/ IP ik 58 E PRI

Port: &t#§435ERIABES BRTS (Port) B B RIBR, (M0 20,21 port &%)
SIP: &+#f Session Initiation Protocol (SIP) %8 & a4 PR
RTSP/RTP: &%} Streaming 45 5 PR

WEB: #t¥fFA A4 58 & /I PR

VvV V V V V V V

3.3.3 DHCP falpRsesaE(THRIX IhAE
282 THIt124058 E DHCP ERS -
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=DHCPEE S=DHCPESTI®
- o O pued # YA MACErEE =7 Expired =T
1 192168210 8c:Ad-ea:02-chec HP_242_E1-PC 71126
DHCP Relay

102.168.2.10

B IPHEIE

EXTIPfiraE 192.168.2.100

FimEE 255,255 295.0

WREE 10216821

FEoNsf= IR S firht 102.168.2.1

FeFEONSHe R 22 firk

WINSTE1BE 23 fir bk

REk-GE

1PAH FEEF R 36400

> 1830 . RS PUEERAEIEIR DHCP EIARZRINEE -
>  DHCP Relay : €& 0] #ZRIH LRI DHCP Relay TIEE -

£= DHCPARFS

wx OBA O FaEa

DHCPRelay © B © RaE

#= 52 F DHCP Relay

Server Interface WAND “

WANO

WAN1
WANZ2
VLAN1
VLANZ
VLAN3
VLAN4
VLANS
VLANG
VLANT
VLANS
VLANY
VLAN10
VLANTI
VLAN12
VLAN13
VLAN14
VLAN15

® Server Interface: EINAEA]LUEEZE DHCP Relay IREENE - o] DUEER A WANO~2
TE - SEEEM VLAN 77 E VLAN1~VLAN1S 89 DHCP 58 7.
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AR IP fiIdt - 527 DHCP @AR=RIKEE IP ORI -

s IP it : 527E DHCP GR=22IKE P AUEEsa ULt -

AR IP Lk - 527 DHCP fAIAR=8IK3 IP RUAS R -

FHEEE : 527E DHCP @fkz2 AR IP FHERIRS -

TRERFEIE « REZEZE B DHCP FR=FIAMEERE IP Uit -

F/RZE DNS fafkzs : sREZEZEE DHCP @fkzskzE DNS izt -

WINS falfkR=2 Il : BREAREPAZRER WINS @Rk - oI UIEERE WINS Efkes IP Azt -
Domain : E4 AR EME RN - IR AR ZHE -

IP #ARME : oJERERE P REARKE, 8 86400 #(1X) -

YV V V V V V V V VYV

DHCP AFR%I%
= DHCP fAfRa8 k3 =/ IP Nt RoBRAELEAR £ -

= DHCPH F511#2

# IPfirdit MACiTiit Expired #}iT

BE%E IP &€

Static Lease IP Setup : ZEE S EREHZINS DHCP EARZZFIEE KR IP (il - DLt EEER
EHER MAC it UK B EZES AR P AHEENT] - 5 MAC Address #37E IP it THEE S
ROHBERE 100 HERE -

= Static Lease IP Setup
EEd

IP{iT 31k

MACfi it m

EE IP FlIZR
Static Lease IP List : E:¢E5EM Static Lease IP Setup % - EliZSIALRER -

£= Static Lease IP List

i 13 IPfiIit MAC{Iit M7
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3.4 HRREINEE(FARLRRE)

SRENLRETAHE, FLIRARERESNRE EREREMINE  TREETERRABRSHEEE
R MREMANNERERSE " 2AEN " NEREEPENEAEREREEN -

BENE" RMRE" D> " MEREINEE "

RO IRRERRINEE 12, AR EREY IR W T EEAI, tHERsE
PIRFHEA R (EEAIS(VLAN), fEAE8Y VLAN Rals8EAR
[FEVERFED IV

Notice FRAAER AR EREINEE, FHELERS WAN 28

AR B IS R B R AR T ARG SA

= ErEREIE

# HE R IR T HEEE ;T

o @
1
:
:
4
:
:
!
> EEHERIRE: EREACRBNERBREY - (T2R 33 EHARSE )

> HERERE: BrEEEREEREESMRAEEREIEE
> BT DJRABRIREE A RUFISLRARA KRR EHRA A B RURE TIBE

N2 L 281 - TERERERMAR AR RAMIA RS

2. THITHEEEEEE - OJRRERMEAR" BE" F/H - AEIRSE
OAuth2 0 5% - HEZAEEEEE - EAEHREZ ~ Walled Garden - #5# %
B RBRBINENREEEOHNFZFRERSS -
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X TR EINEREA
34.1 RIENMBEREINGE
T ERERRE R INREIR TS ARrE A T - B R ESR B h FAHRATNRE

SEDLES e F =l
nB nnﬁﬁi ﬂﬁ%ﬁmﬁ _ ?ﬁ fﬂ;EA AX ZEE@

magEne  OBR O B

> MERREEINAEE  IEE" BA” " B RRERES -
*Eﬁ Fiﬁﬁ Al N B EERR AR

wEzEme ©am Onaea padivs O &H ® paen

HirRGiE Radius User

SBBA O = Users)
BAREF 10 5
URLERI

B A URL{irik domaind.legin
2zpx Osal O]

sessionHit CO@A ®gaen

SRS
BurimERsr  Og@ @ gaen

TG Local User

FHETA R User(s)
S A 10 P
URLE5] http:/fweww.google.com

BAURLEME | domsind login
e Osm Of * 1.5
Sessionflit O 64 OF"

> ZEEA ERERMAIINE - AIE—ERREAZSABREA - BREAABIHEE

ZETRE - 0 /ARE -
> EBEAER: EEREEAR  SETTOREEBTR REEORET  FEEDEBZGKER

u]

]I]
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EFEAEEW - (FBRER 10 788 - o3EA 0-720 788 - 0 RERE )

> URLE@ : FHAERABEEAR  RABESHEORLRER/IENE -

> EBAURLAIN : REBHBEEATENAEAL - EREIRENE ABESEERATE
RENEAEHEAL http://domain0.login BIol R EEEENEARBE ARLRIBE
E http://domain0.login/login/index.cqi - =& L # A https://domain0.login 8lFE
BENER" EBENHEHEARTCEEABEHRBHTTPS EARMER - 2% 3.13 2K EED

BEENTHBARE - M TERRER
EEENATARE
HTTP 80 IBs
HTTPS 443 jagE
Telnet 23 =R
SSH O 22 85
v | @ SiteTitle x |+

< 2> C & hitps://domain.login/login/index.cgi

Please sign in

Radius User v

Remamber me

> wone Hab: DEIERUHERR - BB YR ERENREENFENEAREER SysLog @AMk
gL e
> Session Log : TIEZRIAHERAR - BT FERAER LH Session EfFHEEZELREKE
A SysLog falfkes L -
RMABLAZRAMREDIAREE FRE" ARCHERTE" ZREEREPH
SysLog falfk=2RY IP It & IR - 73 0l# session B log FLE%E server 7%
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RERKAPS

i | ¢

mrusgEsEzE OB

> AERIRSE - OJEE" BT 5 B ERAEIRRREEA

@

Notice SRATHEIRIRE  BHELE " FEIRE " TEEE

3.4.2 FRFEINBERR ED> BHEIRS -

% RADIUS &%
AR U&= RADIUS [RERRE - REREFSAB LA RADIUS GRS M2 2R
7& IR 5 - IETNAE RS RE RU oI LU A B RBRE R IR S 1E R R ERRY RADIUS fafkEs - FB3RE /Y RADIUS
ARz AR FERMHREBEEAREER -

Radiusgd
Radius @ EIF8 O rge
EEEIREMIPAIL 192.168.2.1
REERERY IP ikt
wias 1812 .
SHEEARES O | 1813 2

iEEn ) PAP ® CHAP

Radius : TJER7E" RXA" =" BARA" LC#REEARTS -

FE[EIARIAY IP (I3l : FRE=ED RADIUS EfR=:89 IP At -

REMERES IP il : FZEBAN RADIUS fEIARES IP il - (KERIRIBFR KR E)
moaz i 1 &2E RADIUS falfkzs E FRVEAIESE -

TERT | (BE=EI RADIUS GRSEBERAR ERZF(NAEIRESSE) ZIEE - CIHUER
7Ei=ln RADIUS BRI BRFSIE -

fong 2ATY : OJE4E PAP 8 CHAP RURRRE$REY -

2% WA EEER RADIUS ARz ER -

YV V V V V

Y Y

342 GRREINAERRTE
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A ELETUTE [ UTNEEEEE - oIRRERMA" BE" &M - KNEIRSE - OAuth2.0 385 -
PoP3/IMAP ##EE - HEEABEEER(E - EAEEE% - Walled Garden ~ &R ELIKRR
BINFENREEBENHNFEERSES -

MEREINEE

[ &% 8
ORI E LIRSS - IEIBEE B o IR EMBERENEE B ARERESIHEBRZER - &
HEZATLIRAIRRAEZ VD EEER - REIEEHBAERREEESS -

ERE

mE @RA O pam

mamm O XK O Multiple Time

e (1-100; defaut s 10

AR (1-720; default is 10 5
Qs COmH O paed
=i (0-102400; 0 is unlimited; defautt is 512 Kbps
Tk (0-102400; 0 is unlimited; default is 512 Kbps

> BAEDR UEERERERARRENESEEE
o —RM: B —RUMBEREEZEA 10 0E  HEEZEARGIERE  mEEEE
REANEL - 2FRERAETE - —B2) 10 ERER
® Multiple Time : HZRUEA - IRERBRERALEES 10 DEN LEERE - EEEHE
10 nEEAEYE - KERFLEABE BRI M RBEABHRLREFLRBEESTS -
> RTEURH : RRIERMEZERAL -
BEARE : REEEEARRE -
» QoS: IJRMAERAEERER L NEIREES -

v
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[ IR P15 E
SfEAK CRUEERENEARE - BF 10 £4H -

=R RERR SR

5518 (3-32 chars

=i (4-32 chars m

EEFEARTIE
# =il #MiT

1 user-1 m

2 user-2

o ([FHERE @ WAERERPEHE -
o I WMAFERBNIRPEE -
APPSR | BERPTEIIRFIBIRFIRSE

[OAuth2.0]53:&
FNEE = aoae A ARES - O3B B facebook & google EHEAE FIERAMEREE AKSIER -

A —

b % #7858 ol A facebook 5 google MRS TE -

im CAuth 2.0 Provider List

# Active Provider Action
. Ed  Googe Edit
2 @ Facebook Edit

=30 22X

-> [Google |FREERF

> Edit: 527 google WIRF
oSl E32EFELE Google 9 OAuth2.0 (R EEBHEIRS - IHERFERINIRE

Notice - NispEA=T PN S TnicIR

. +(886)2-8911-6160 A service@cerio.com.tw
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2= OAuth 2.0 #5E

B ID

RABIRER

e HFID: @A Google WiRFE
o HFRMZHE: WA Google IR FZHE
o MR INIRHKERES 3 e AR K RAHRE & E
Tt 248 FERRRE K S BT TR AR E T Google # Facebook,

Ol s mEE AT, BENARMESHRE BLEEMBETHN

OAuth2.0 & E &

VUNER® Pass @IS AOUE, IEIhERAEIBMNSMER - ERREP SR Google HE
REwone Ean B EAHE IR UERE - A Google B OAuth2.0 AIFEFEHERE -

£Z Walled URL

Walled URL

£ Walled URL %1%
# Walled URL Action
1 accounts.google.com

2 accounts.google.com.tw

3 ssl.gstatic.com

4 Ih6.googleusercontent.com

] www.gstatic.com

6 www.googleapis.com B

Google By OAuth2.0 5= & Bk #5 B E1HEA T2 R A
Ol TR A TS, ANSESHERBREAT, AEHEHSE

1. FEAZE google 89 APl EETEEZI—{E OAuth AFR ID, oI2E LI NeREMLE
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https://accounts.google.com

APl EEZ B
e EE OAhABEE  ARRD
it

APl
SR

BEREEETETE AP - FERRTEERD AP 2EEEIEL
AP FREERIEREE - BURRY AP f5T] ESRE AP iR - RRTSIRFEE
OAuth 2.0 R PR 1D - SRR AP R BT -

OAuth FFiR 1D
EREALZRAELAEREZZTEREE -
AR Google BB APl -

2. EFEHBERREN

FE FHfE F R
| MR |
Android BREF: £1HF
Chrome FER12 3, BRAEEF
i05 BREECT
FlayStation 4
Hitr

3. E&ZE JavaScript RiE & REDIRECT URI B E#E @ URI g9fidlt - M1
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BIg#EAY JavaScript KB
ERRFRERIESAER UR  SJERAESREEAE LK - HPAFBESBAFT (htp//* example.com) HEHE
http://example.com/subdir) « 20 RTEAHRIFRFAIRIIE » LRI EEBRAIRR STEMIE URIP <

http://domain0.login.com

ERHEHEREE URI

BHEE UR ARG RMR I REAIE R - EAEIEE Google EITRIEE » RIAKFHEMEN B ZEAEAPIE
B 1E - UCRSE EHPRTFIRAIRMEE - REPLBSHBNGTE » FESHIRULA BRBHEE » MATEER AR IP
firkk

http://domain0.login.com/login/callback.cgi ‘

BIEEWETETE Google Developers 8 “Redirect URI” #1 “JavaScript

ORGINS" mfidlt /BB 480 Login URL FRE&ER “JavaScript ORGINS” 2
Notce  — 7 BEERIESE

AAHERD 3.4.1 RIENERRREINAERY” RERRFBINAERNM" REZE A URL il

i SRR ETE
HEHBA O s User(s)
B AHEE 1o Minutes
URLEZj hitp:/fwww google com

Z A URLfir domain0_login.com

Sesslon Log ® gA O BaEn

1Rt ERIE A URL it #E %2 Google B JavaScript ORGINS ## (i
http://domain0.login.com/login/callback.cgi s5#€ 2% Google
NEREMNEHREm URI AR
flun: £ Google MR FRFEREEME - a2 &N MMt
JavaScript ORGINS: http://domain0.login.com
ERENEMER URI:
http://domain0.login.com/login/callback.cgi

4. TEFREPRETTHIE, Google 14 F—4 ID HZR
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OAuth EEIS
52 Fim 1D

gl It P I
L ] [n|

s

il

5. 1% ID HZR ‘AR google #REIEAR OAuth2.0 :RE T - R KM
3= OAuth 2.0 57

Fi F 1D

Bps_googleusercontent com

Jisf=i L

-> [Facebook]iR B F
EIREELZE Facebook 9 OAuth2.0 IR EEEBIRES  iFHBE RN

g
MU 155 1D REHEA RS -

1. 5% ZE Facebook iy developers HEZ - B2 " EIEMBARER " B —HIRS
https://developers.facebook.com

Ngit%e WNREBYEEE, BAUE=71ER[RPAE, FEEHEHRSE

Create a New App ID

Display Name

OAauth2.0_TEST|

Contact Email

danny

Create a New App I

ou agree to the Facebook Platform Policies Cancel  [EeEEIEEN D]
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2. FREREJEL NAERERAEINTS

oISV 2R ¢ 317422692058602 BEAHLE # TAREE X#

FiEth

OAauth2.0_TEST -

ERESES S
,p|ﬁ|§$ Eﬁﬁs_iﬁ%ﬁf
v2.10 . _________|
Facebook &.A EREETE
Instagram ssssssse boad

+ RS,

0 B4 Facebook SDK
BRSO\ PHSI * 1780 105 3% Ancrold BEFE « Facebook FRAEIEFIE
3. REMWEAEIXEY B WWW #His

Add a New App

i0s Faoebook Canvas

4. BUMNBRERNNEE  ZEMKRET —DEITRE - AEERBEN

Start Over Skip Quick Start

Quick Start for Website
|| oAautnz.0_TEST

[
Setup SDK
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5. EREEXER, MEREEAEZREELRER

ERAREAEEA 3.4.1 RIENRAEREINEE T URL Bm@, EEER xoox.xxx.com it
5l¥0 danny.tast-login.com

AL AAUEEEE A http:// danny.tast-login.com/login/callback.cgi

N Bk
@ onautnzo_test - QEEETETETE NS -L B % TEBRXIE ¢
EHER TR R
Ead OAauth2.0_TEST
z;”” [ BT
s e — dann/
A
— REFLER SRR PRFS IR
EREAES
EEEABT (1024 1581
1024) v
Facebook HA
Instagram
+¥ﬁi§§n‘:‘n
£ IR
R

http:// danny.tast-login.com/login/callback.cgi

6. BRETH, HEEREXNETTEARMBEHINABLR
@ onautnzo test - QLRSS JESOE-PUA]

- 252 OAauth2.0_TEST ?

1T £ 3 IFRIERER BaiD b L -
EHEAFEE

EAUEE DR THEAE

Facebook %A, (RIS
Bt Facebook S EEHILE » TREHATER - B TRIERLE
Instagram FAETTEDR © HEMRNE S B R IEE e -
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7. BIRETFE, HMEMEERITEREK Facebook EA

@ onaunzo_test - ESEEEEE R B EUA
FiEiR
& EIE—EES
1T
ERREES . @
Account Kit
[EFELEE - EEEREE EEE
=
Facebook A
BERE— s EE - e
s
8. Facebook EARE
EYF” BB OAuth A" K" #3i& OAuth EA"
@ onautn2.0_TEST EEFITESREENE ¢ 317422692058602 - BEAWIE % TEEXE
AR
H A OAuth 3%5E
Al
T -
EREAET
E-3

Facebook A

9

T 98 OAuth S7ERA URI

+ HieaEE O
Hitg e hitp://danny test-login.com/

RETEAEZBIT £ Facebook B9 OAuth2.0 S iE1THRERRE
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[POP3 /IMAP Server]z8:8
BRI =G POP3 R FR3RE - LETHRERRRE RUA o] LU A B R RE RV IR S50 POP3 fal AR=S -
FIRAK POP3 AikzE=ANRIIRFERMBEEARREER -

== POP3/IMAP Server S=POP3/IMAP Server Test
my @A O mam EMAIL

=i Test

== POP3IMAP Settings

AR

#x  OPOP3 Omap

Host

BE i
dlgmm | Moo v

o R : o" RYEN" =" BARA" POP3 Server 1R INAEARTS

o HEREMW : MAMMBERREH -

e Host: POP3 @Rz AIAFULEY IP A3l -

o E5E : POP3 fAfR=zPHIE FRRVBR T IR SRS -

o EARIEEL : 3EIE POP3 EAR=RAVEASIREY STARTTLS 5% SSL/TTL 2k None -

e POP3 faflR#AlEt : oLl A —HEFHHEIRIE R BHEHCA G POP3 ARSEEREZEIE
B -

[ERICEMH] AR
BEAEEBAREDRNAEBAEE - TUATHREEZXESERS - DILUSB HTMLA
CSS FEzAERE B TREDENEASH -

=EmnE =%E
Tempiate & B O gam
@] @ gy
sux A e Please sign In
ERTEESS User Name
5324 W&E - Password
ClRemember me

Body Baokground AEEEFEE

AaNE FFFFFFF

o
b
0

FHEE a3

ooy I T

> Template : E3F A B 0JEIE Template(FA) RIS EEE - RIBR U ERZRTERREETE
BEs] - BEZEBRRIOER html EBEMARE -
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o SEERNA REAREREARAAERNEN - SEMASBAAEHE HTML %, o2
BREAETEREZEARR -

Please sign in

User Name

Password

[ClRemember me

B T SR ETEBRTEREENEAE
R
L= BNSERTEEGE -

E=Ri = ) =

I -
Body Baokground #EEEEEE

AENE BFFFFFF

FHRRAE #3333

AMIEEE 350 px
AD Baokground HTATAT
AD Font Color SFFFFFF

o EIBIZRIR  BUEALEBE HTML RIS S RENIR (HETEE R -
EHIMLIFISIEE &

<himil>
<head:
<titlexHotspot-</itles
| <script sre="/javascripts/login_js" charset="utf-8" type="text/favascript"></script>
<fhead:>
<hody=
<ifiv class="container"></dr>
</hody
<fhiml:>

TR IRIAIS AL AEAERR D B ZMIER - E BB RITIEH8 html F8)A8L css HVETHE
AmEE - AREE htm| RIBHERZ JEA 4096 7o - W0 T &EHl
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«dmk red="siylesheet” fype="textces" href="itp fwwwserio.com. fw/login_page_demo/css.cos" M=
«=cript sro="avascrpisfloginjs" charset="ut-8" type="textErascript” = scriph-
mieta hitp-eguive"Content-Type® content="texthiml; charsetmutf-8" f=
sl Weks Awthenficationscfitle=
wheate
=iy
CEMiEr.
table width="480" border="10" cellpadding="0" celispacing="0">
wciroe
il colspan="5" heighi="76"=cimy sro="trip: s 2o com twilogin_page_demoflogin_page] png™
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li Authentication Login —————

UserName

Password

Sign in
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Notice BIE RSB

1. A7 Login 18k A&l web EIR R BIES B EH,
Walled Garden IH8EEIE NN web GRS IP firilk

[FE%] ThEE#miE
IETIREE BERERMNE AR -
TRERARZESR - BRBHX

E:f=R=a

=== =2
=2=EA ]

olDIBTTIMARELEAEEFRE E

PRERRNEVEE

1k ER

# HRE BR Wiz
1 * English .
> BIUMNEZR  MEBIRMONEARNESER - NN ERA
£z English
JEmEA OF =] O FAEA
ESRRELLH2E A
= Please sign in
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HFHELE HEREEE
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[Walled Garden] IhgE#mEg
IWINEE B ERMERALL - EEFRMEBERBEALISGEN(3.4.1 RBFRES)FE - BIBFRERN
FREERBARBEHR - FIENERZEEILIERIL Walled Garden IWBEFTER E RV AL -

Walled Garden
BTaiE CERIO

1P 41k /48 1 WWW.Cerio.com. tw

SEM URL http://www.cerio.com.tw m

> BB REEWERVEIL A -
> P #AL/4L - SR EADNARY IP IS AR IS ROA L -
> Full URL : R2EHELART URL A4 -

BIHIEE - SFFRENHEIETIARER -

# =10 TP {4t/ 88 i Mi7

CERIO www.cerio.com.tw m

st

BEAFZOEE 10 SRILZE -

ik

RESTHERBAME" FIB" Rl - BRELT " EFRRNE " 2ARTHIFFERERF -

[(*SERE] IAcAmE

IR ENEEEREMBMAEREBIER  FIANARAEEEAZEE DR-4000 BH0 5B
MERBH U ERARE - MELBESERSE IP/MAC IBHREITBLBEEREMESH
ROE R EHBARES -

EWmaiE BOSS iPhone

P fit 192.168.2.1

MAC i 41t 00:11:22:33:44:50 m
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> RESE . BARBHNBMERMEERS -
> IP fidlk : EARREFTEARY IP AL -
> MAC fiilk : WmARERERAEFRRMACMIL -

# £iR 1P fit MAC {17 i1 MiT

BOSS iPhone 192.168.2.1 00:11:22:33:44:50 m
RTIIGE - SR ENMILTIARENA -

REAFZOEE 10 SRIEZE -

ERRETTREREE" FIR" IRIMSTARRTE - ERERSENRE R AEINPEIE B EF -

[ERFETE] MIEE
IETIREE BAERS LR BT A0 VLAN#R B AR EER html BEBANBEERABEENBEHLE
PC - BFthEEH PC BEBE A% -

FaREn
e nw

THERLEER

rmEntaE | aw_ |
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3.5 High Availability

ET81% DR-4000 2B 1E MR B B E R BRESRE L TIER - BIFAMER RS AT -
REBERBNB T FMINE(HA R FEERS - BISE0R S B\EOEN R - B ERRREE
(5 FR4ERS -

b HA ThEEE B Ae e A — (B T R85 B4 DR-4000 HIEEME] - HA R0 HI = SAEREARMR
% DR-4000 MR E R - BB DR-4000 ERBREEEEILTIER HA Bl ESE— 15
NEEBIER R - AR EA LR -

EER CRMRE" > “High Availability” AR HA EIRINEE.

High Availability =

BEE ®@&m O paea

> IR¥5: EEECDIEERASFRILRT -

High Availability Setup

i High Availability 3372

State  © Master Ot
EEFRRE I ESID o
Eoia 100
Advert Interval 1 i

State: S ETIPURIZERELL DR-4000 i HA EBREENEEEZEHED -

E#RIEHREE ID: EEENEREES—A DR-4000 FiE HA REPERMARRNEEREESS ID
BEHE: RTEBTESH

Advert Interval: X2/ HA #fE#E - &KLBZ/DME[[CE -

YV V VYV V

REESE IP: EXEE0LIEARRN VLAN E HATHAE - BB AREE" MIEARE -
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i SREREREP

VLAN B Virtual IP Address

i
(-

0

1

o L o ]
i i B B [
E E ES ES 3

-1
B
&

= fR7s

B ORA O gilen

S R TEERTP
Virtual IP

S OPASS OAH

S

> Virtual IP: HA %l 5 - M/RJCRE— AR FARERFEE IP it - ZBRILERNWFEEUILE S
wei BB F N = Z B RERY DR-4000 528, 0 FNEELRR

(The following concepts)

HA Backup
DR-4000/5000(A) > DR-4000/5000(B)
(Enable HA) (Enable HA)
Ex. IP=192.168.2.2 Ex. IP=192.168.2.3

N

Virtual IP address
Ex. IP=192.168.2.1

1

Client Gateway IP address
192.168.2.1

> ioaefHEY: SIES0JPUEE PASS 50 AH WL 2 NE 5 TR IRE E R R B Lt -
> Bl REUERBENZZRERS -
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3.6 VPN fafk=35%7E

Nfi?f:e VPN fEBRES - PPTP/L2TP IR IPsec f VPN iBEZ 21 VPN EXEERBRA - A
VPN REEE—1EEIF VPN, &R VPN E@AR22ES, BIZERAEI PPTP/L2TPD A IPsec
BIEER

TEEMAE VPN P2P B BuE, AL RMSE” S VPN ARESEE" 2E VPN EE

VPN {EliR 2SR5 S REE A

DR-4000/5000

DR-4000/5000

A Network B Network- _

A and B networks are connected via VPN tunneling

im VPN AR5

e ©gA 8] |-

VPN Bg#5

> 1B BB OLUEERAREAR VPN iR -

= VPN AR ESVEN A#

wx ©@HA O BaER
—--BEGIN RSA PUBLIC KEY--——
MIIBCgKCAQEAXYxgIrEaVRZxOkW3Yk6pfOA1rnjpayo0B896+JAbmpS.JetGASqwx
IPVT2kloL OROGjwqaE CWDFwnjrU9g9M/nKCVy9cSHNNMJMSgQ3yga/REI4TGz40

= HEEHEVPN bCinMhmkWT7/ZqbOfNHy/KmzgatAS+YTOR 1t8priDhI07KsQx0g3d9W3Md58mTbs
XCKhuCbtgahnxL05v1eEmXLOEGjTgBZ69Aiksk0SU43E6CIMkhGBGVswcSladpBk
VPN 15 DR-VPN TLGRRbKOiTWglkxHNayQZKsr3dzyzxdbKpCIOZt1QRIBD4pVillTxbGAa3tTKOZ1
supCAbKXxskW47UBsHWRSrWgs15utA0XnwiDAQAB
. -—--END RSA PUBLIC KEY----
wgst  ORR © Fae
7~
DHCP filter @ B O BarA
VLAN#Ei% VLANO v
VPN IP firiit
VPN Netmask 2552552550

VPN Port 856

iz AES v
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REZH VPN

> VPN E#3HE: 2 AETLIETE VPN WETHE

>  EEEN EEASYLBAEEESR VLAN# (EVPN BB & 2@BARBAFEE VPN
8 1P firditi@iE -

>  DHCP filter: T BUEEERIFASXEARA, 5 RIS o] LU o6 i i B RS = A8 AY DHCP Server IP E 1R

Rk P WEE - (REFEBERAIE—I08E. BEMlnEREL DHCP filter IS8 2 S A EIgIE

R VPN RIINELR)

VLAN #8#%: MREEEEEA - AT E IR EZEAME VLAN /5 VPN BE -

VPN IP fir3lt/Netmask: (RIS EAR TUEZ R o] F B8 AR VLAN B9 IP il & IP S

VPN Port: 2% VPN ERRERER -

Encryption: &% VPN I1& 7 0, <1 blowfish , AES & 3DES &, @& uDUEEFH

AES

YV V V VY

1. fRUNEEFEER VLAN #1244, Rl VPN MilweY network VLAN ABERFR4E[E]

2. % VPN ik VLAN MERAR[E, RIiZERE VLAN S8, SURFEERE IP fill,
it FEERE VPN IP RYEEEE

VPN A48
A TBBI AL AR VPN BE A58, B E VPN BSENES, AN ABAR IR
i

im VPN =i

----- BEGIN RSA PUBLIC KEY-——
MIIBCgKCAQEAVSEFVM-+hli320byillgq7.)cEBLoSzvAWGERH gXs00J4sMokaWvZ G
xkaEATKjFhweciF4ronZHn290izGYWI0U322K08gGSohuvrkwERkDlodWy 2kChiB e
fgMCAMZfno3vcHkMkZKwEg9j2RGCVUpOm2WRD4 cYroquZIGUW InnhGdyUdX R4kl
Nnd497enXvsTx2TeMVnAzjsNzTETEgU9ndUN-+mCFpDiheH+-ahGpdVHXFhaN cZnJX
Iifwl 8=b3IByhJBeadIZStPsVB/uVuT5Hzg 0 Tv3)/ kL 9zXplvRw2itNT Jo5vb &
a/YaKjgfzRefwe28=YM3Yglghy3gV7o60IDAQAB

----- END RSA PUBLIC KEY——
L |
TERAS T&

> EERR: SEEYLRE" GenKey" REAREEHAI VPN 2 -
> TEHRAH: JRE" TH" LMK VPN AR FEFHE PC -
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3.7 %% VPN Peer

Nl = 3.6 VPN MRSERERAE, AAELMARERESI—RHME IP 4R L

I5INBES Peer to Peer If2h VPN BB EE T 2B MG EN G LE1T] &S o/ I#E VPN Peer
INEERRE VPN 35 -
BHME "ZRHARTE" D" FRIE VPN Peer”

I= VPN Peer 71

# 1, FHAERE E-¥ SR R WAN IP M7

im Client 375
s ©OEA O e
HostName
HEHY IP/Domaln

VPN Port 636

=3

EANRBBINEEIIIN Peer 1281 E AL E Peer 184 - R AOIEE 20 #4H VPN Peer 38%E °

> 1 BEIFERUFSIEAR Client VPN IHEE -

> HostName: #2E&IHHY VPN EHH2HE - TS minRaa) EH2E A0 —4 -

> EE IP/Domain: &2E®&IH VPN THWEE IP {iEsl ol #7188 Domain AL

> VPN Port: 327 VPN EHMERR 5 -

> Description: TJRZEULE VPN EEERH# - (LED ol DUEZEMIBEARTE - [/AFE VPN Ei7
A2 TE)

REEFRERGA

LA F B mlmEaEefl, JEEEEE MR VPN Peer to peer i, MlnrIAAEEEREE IP i Ao/E

&

1. R7E A I%fY VPN Server, W& VPN Public Key T &if#7F, 5184 B InB430:5, B In 2489 VPN
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Server th 240 1th

VPN Server Setup

2. TEERTE VPN Peer, IEEEFZEZE IR VPN Server E7fl, Wi RIHAY Public Key LEE
It

VPN Peer Setup

3. BETH®E, TEE Ping i5<HER A B MIKMWEAZIUEMEFIIEIE, WFER B AIRK
R4 Z Ping 3 B ImAVEIEABEERY IP A7l 2 0] B4R [E &

ann g 1

Al E—

4., EFREE, MEB&ELL VPN EMR2ZEL VPN Peer sREMZ AN Client 388 - #0ERYFEZE VPN
Peer 4R BTN -

5. BEOMERER - AR ERERIA DHCP filter e - oI T E1IRIBFARI{ER DHCP Server k2 IP
i B eminEiEEMADHERIKE P ERESH IP lIFEEXRI Y 2 DHCP Server ik IP
EMZEREERE LA - BUEMRE—RRBGBIBMEIEIEAM DHCP Server k2 IP 3R Gt
FKES - B2 AR EE A EM IR EMBILL—IhEE - Eiln 5 BERY DHCP filter iS22
IRIEEE SRR MRIE VPN RIIHER -

3.8 PPTP falBkz3:E

L%
NSl VPN fElfR=% « PPTP/L2TP LUK IPsec B9 VPN EERERAERM A —EEL,

E32E PPTP/L2TP B9 VPN 4%, RIZARAEA VPN faliR=3H0 IPsec BBER

28 VPN BEEF PPTP Server 5=, :#&ImfEA PPTP Client &% VPN @& &1
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C Network

A Network B Network

IEINEERY VPN 2 & A ViR Server &2 Client A&
ERREE "ZHEE" " PPTP Server i%8 &

im PPTP Server Settings
Connections 10
eI Pt

Remote Start IP
Address

PPTP Server Setup

Remote End IP

Address
mpPe40 @ B O gl
mppE12e  © BU O eiE

» Connections: 5% VPN Client BYE4R 21
> ARHtE IP It 52 —AHAMIEAYEEE VPN IP il

It IP fiIilt5& €A VPN EFERERE IP @78, 52081 WAN IP #1 Network IP tHEI48ER
> Remote Start IP Address: 327 IP FUtEIaNIHE, 45 VPN Client In2h B E1HS

» Remote End IP Address: & E IP B945 SRl
> MPPE40/128: ol3EZEZESKNNZFEA 40 = 128 bit.

Notice

fl:

xa
it
18y
(=]

gnRE
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#2317 VPN @& EH PPTP Server £ Client EE1E#, 5% Server IP £/ 10.10.10.1, 1 Client I &l
BEjJkzx IP firdlt, B9 10.10.10.10~15 g9firslt. #E=EW T

| PPTP ServertEE—EVPNIEE | ' pPTP clientiZ B BERERIPEE |
1 ;~§~-E-..~==g'—1;;,; ] Eg'.%._% : 1 _t SeNEr;—lgs"%—dipr? jj\% I
1 10.10.10.08948 5% I | §PEB57TH, PPTP Serveri&Big—48 I
| h_server_-:,,,_-{r E.210.10.10.189fr ' | VPNEYZE BEIPAr HE 4 Clienti |
4t : .
. 1

g piiak
PIH0 64.100.100.1 —
VIAN FIREL ZIBEE: ik, WS7E Internet L @B —
{EEVPNEEE, ;@M imaInetworkieiXimiHa
BiEHEE
A Network B Networ
192.168.2.0/24 192.168.3.0/24
PPTP Server i

1. BUA PPTP Server W AEERE, £ELLERE, MNRE

im PPTP Server Settings

o

Connections

e HiE| P bt 10.10.101

Remote Start IP 10.10.10.10
Address
Remote End IP 10.10.10.15
Address
mPPE40 & BUE O gsEg
mppe12s @ BUH O giies

2. ZE Client REIES

R
EEEL® | o
SE | eeeee
PPTP support  © BUH O e
L2TP Support  © BUH O EEn
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B EMIFH network FEEARER

im Routing Rule List

= AR R AT
1 192.168.2.0/24 102 168.3.0/24

PPTP Client i

1. # Client Isia&%E Server InRELE IP Iill, WARER BRSPS REH

im PPTF/L2TP Client Setup

Active @ Enable O Disable

im PPTP/L2TP Client Settings

Mode @PPTP O L2TP
Server IP Address 64.100.100.1
User Name danny
Password sssass

im PPTP Setup
MPPE4p @ Enable O Disable

MPPE128 @ Enable O Disable

2. =EmMIHM network B

im Routing Rule List

& Local Subnet Remote Subnet Action
1 192 168.3.0/24 192 168 .2 .0/24 Delete
HESTTEBITISEA VPN BEELRR, tENKE, #RIRMInEE VPN WES IP BE

AR M EBERS Y EZEFM 26, PRUISENHERE VPN BEZISERL, MEERAR VPN
BERGEREABRNENEN

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw



USER MANUAL CE3NO

CenOS 5.0 SOFTWARE Armphify your Wireless Network

3.9 L2TP fahk=3E%7E

oMl /PN (RS - PPTP/L2TP IR IPsec f VPN i QAL R A — B,
SN o= ppTp/L2TP (9 VPN 4, BIERIES VPN fARSEA] IPsec B

[&) PPTP fElfR 2B EHL=, ML VPN B4R 2E T ERANZ L2TP tHE, L EEAHHFI ]2 %E PPTP
AR XE &6
HIE "ZHERE" " L2TP Server iR E"

i L2TP Server

mx  ©8E O B

il L2TP Server Settings
AP Grhk

Remote Start IP
Address

Remote End IP
Address

> Al IP ik sE—ASIRAIESE VPN IP At

OSTON it 1P firhits% e VPN (EFA9RESE IP 3, $52081 WAN IP 7 Network IP #IFI4BER

> Remote Start IP Address: &% IP B9EEsafIlE, ZE4 VPN Client In 2 B &1 HUS
» Remote End IP Address: & E IP B945 SRt

il L2TP Over IPSec Settings

mx OBA © FHEA
Pre-shared Key
Client IP 0.0.0.0
WAN ID WAN D

=R EEB IPSec 5 EM Pre-shared key i EE Client #9 IP {irilt
> B EERUPRARALEINEE

> Pre-shared key: OJ#i A—#ER

> Client IP: 2% Client Inf9EIE IP fiIilt

> WAN ID: E#ZfER—{& WAN I
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3.10 PPTPD/L2TPD Account Setup

FEREE PPTP/L2TP pOEHEERBIRS, S ATEE 60 £ VPN 1RF#]
BIE "ZHHRE" 2" PPTPD/L2TPD Account Setup”

il IEFEF

# HE£# PPTP Support L2TP Support HiT

A B IEE Create Account 2RI FRFB RS

=
FERERT
Ei7
PPTP Support & BUH O pae
L2TP support @ BUE O g

> (ERERE: AZEEIA VPN RS
28 @A VPN RS
> PPTP/L2TP Support: 12 VPN 215 SEBIHBE

A\

BERR . REMEMBNER  OFNEEXREE, AilnS Server Iifh, =in Client Ik
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PPTP/L2TP Server PPTP/L2TP Client

DR-4000/5000 DR-4000/5000

#6451
AHbiF: 192.168.10.0/24
S&F: 192.168.20.0/24

A Network B Network

>
192.168.10.x 192.168.20.x

W Routing Rule
VN | 0.0.0.0/0

ST 0.0.0.0/0

> Aithlm A o ERERMEE 14
> BRI . RERMBEE

3.11 PPTP/L2TP Client Setup

@ Llw VPN & H PPTP 2L L2TP AR imER:, FEEE Lin VPN ERzsRIL AR PPTP
5 L2TP /9 Client 423, ILINBEEEEXE R FiRAY VPN 2 PPTP 8¢ L2TP f@fkas 2 B

C Network

A Network B Network
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PPTP/L2TP Server g PPTP/L2TP Client

DR-4000/5000 DR-4000/5000

A Network

FEHE "H#HRTE" 2" PPTPD/L2TPD Client Setup”

im Client List

# Rugh B, Server IP Address

HEAEBIE Create Client #2881 E AR E Client R -, &RATIEE 60 = Client £

im PPTRIL2TP Client Setup

g & A O EsieA

il PPTP/L2TF Client Settings
g @PPTP O L2TP
Server IP Address
ERELE
B

> 18I EiEZE Fin VPN Z&EH PPTP 2 L2TP Server t#xE
» Server IP Address: i A Server IfHY IP fi7ilk
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> ([EFEERE / B BA PPTP 3 L2TP Server FTiZ BERVFR R IR P A TE B
& ERA PPTP thE, RIFFEEMZEE, NTE
mm PFTP Setup

mpPEso O BUH © EaeA

mppE12s O BUH © EsiEA
> MPPE40/128: EREAEI VPN GER[MNL S MEZERASEA -

BREER L2TP %€, RIFFHIA Pre-share Key(&iR), iit#:3ERARE WAN #5Mix VPN &&, 10
T

im L2TP Setup
overipsec  C BUH © EgE
Pre-shared Key
WAN WAN 0

> Over IPsec: #EZR AR Over IPsec VPN # -
> Pre-shared Key: oJ#i A —#HEi#
> WAN : #1Z | 2TP VPN Z&%E4H%E WAN WERNHE -

3.12 IPSec s2%E

D
T VPN fElAR2E - PPTP/L2TP LUK IPsec BY VPN @8 E R BERIA—EER,

=2 E PPTP/L2TP BY VPN &4, RIZEEAR VPN f@iRZ370 IPsec BEELR

UETHRERY VPN ZE 4245 L. LAN to LAN 212 Client to LAN FIZRIBIE (& -
AR "RAERE" D" IPSec FRE"
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= Psec IR TS

B COBH O paps

> BR¥S: olEERUR A BRI INRERR S

PaeC 33

LA LAN-in-LAN ~
WAN WAND -
#gmnmEn O ri O Foon
A ¥ 1D
s 1
F ¥y Nexthop
wiemnmn  Orfidt O roon
G 10
iBmA T
¥R Nexthop
iBtn s

Pre-shared Key

B2l S ABTLUEEREM LAN to LAN 32080Z Client to LAN 75017 VPN BEE4R -
WAN: &3 A& DUEE & AME WAN In [ #5MER VPN BE -

Aihim ID %R SIS o/LUERE VPN BEZEH IP 7UEZE FOQDN S ETEEER -
Al ID: FHEZ LR FOQDN HUERE - RIZRZIIIEAREH D -

AithimF4H: SRERMIGRY IP FHIIRE - Al 192.168.2.0/24.

YV V VYV V V
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>  Aihln Nexthop: BRKEEBIRIES 2 & Gateway - Ol E A MR N —1E Gateway il -
=i o E#ERE 0.0.0.0 1T -
i ID $88Y: BIFTE NG VPN 5 IP 5% FQDN AOZEEL,
&=ImAY ID: ReNEA FQDN $28Y - FEMEAZRM D -
BRI FHE: RERIK IP FAIES - By 192.168.2.0/24.
=IRAY Nexthop: EERAERBIRIZA 2 5 Gateway ol E ZIm N —1& Gateway firdlt -
=i DJEERE 0.0.0.0 BITJ -
>  Pre-shared Key: & A VPN &# Pre-shared Key %5 -
opp O & O gaen

YV V V V

DPD Delay

DPD Timeout

> DPD: DPD (Dead peer detection) 48485 AN R &I VPN & EER] VPN £
= —InET R REEEF TN AB B E VPN BRI RE 0 BRI 5% DPD
FITHEE R B Rl VPN EHEM 7 RIRRER TINEEMI - BB AA I LIEERE
=InE E A Delay B S FUA M BRI EREIHBERDNESEEEE
MIEEAEE - BFERTERE Timeout B5EM S A Z ¥ 0 3 1 E X 8105 B EHi% OJ
£RHY DPD #HIFLAEENRIEN VPN EfERER - ILINEETERERE - BZEEREEE
FRLETHEELUE % VPN TISEmERR & A B BB B ENTEEIRS -

> DPD Delay: E# &0 EEN VPN BIERNEERE - (R E 30 WP LU Eelan~¥m VPN
EH) -

> DPD Timeout: EE0DIFRESARBEBIGER - (FARZE 120 W@ FEHARIL Delay
HREREGEEEERSRIEEEER.BIEERE DPD B8 VPN ERERF) -

IKE Policy:
IEThEEE B ZEEES 7D, & VPN ZIRMASE U EFA N ARZMHEREZE RIS ER %, UL IKE
1% KE Phase 1/2

= IKE Policy
IKE Mode O Main O Aggressive
IKE Authentication MDS w
Encryption 3DES »
DH Group DH1 v

> IKE Mode: TJ#1Z{ A Main 342 Aggressive 3, ERRHEAKESRAEZRA Main =
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ZREARLE

> IKE Authentication: 1 IKE B9INZE&E 755, 3 MD5, SHAL, SHA2_256 &%

> Encryption: o[3EEZNE S, <18 3DES & AES128/192/256

> DH Group: Diffie-Hellma B2 #8118, 248 DH1/2/5/14. WINBEFBEEZEMAETER
BHATAENNRET, EBALERE N EFEIIE—E%E -

IPSec Policy:

im |Psec Policy

Security Protocol ESP o
ESP Authentication MDS5 =
ESP Encryption 3DES w
Perfect Forward = Enable O pisable
Secrecy
DH Group DH1 o
>  Security Protocol: TEREHTEHNERRETEAZTRINE
> ESP Authentication: %12 ESP W& E&E 5%, x1& MD5, SHAL, SHA2 256 &%
> ESP Encryption: ZE#ZM&ES T, & 3DES & AES128/192/256
> Perfect Forward Secrecy: TJiE#ZEZERA DH Zi# i
> DH Group: Diffie-Hellma BZ i8R, <1 DH1/2/5/14. LINEEEEEM A ETER
BEHEATERANERGT, BBALENBE NELFRIUE—EZE -
EARRR E & HI:
IPSec VPN set LAN to LAN
10.10.10.100 @ 10.10.10.200
DR-4000,/5000 | ] e DR-4000/5000
192.168.2.1 | AN H W an | 192.168.3.1
A Network B Network
192.168.2.0/24 192.168.3.0/24
£ AlnRaa BT
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.EE|PEECEE

e LAN-to-LAN ~
WAN WAND v
Fiie D smm @ PR O FQDN
i 1D
Iy 192 168 2.0/24

#F ik Nexthop 0.0.0.0

it s AR E 192.168.2.0/24, M Nexthop tlz&%E 0.0.0.0
Wiy 0y @ IPRE O FQDN

s 1D
ERATH

iy Nexthop

ERTa 10.10.10.200
Pre-shared Key I
op0 O BH ® BaEA

= B T 497 \QRE B ImAYF #4840 192.168.3.0/24, MEHEBERERIRHER IPAIE, 1 Pre-shared
Key Rl & & 2 — 0T

i IKE & IPSec pollcy A2 TE N 22 i Uy R O B 2 AR B BT — BB O] ST A,

7t B InBhat B R &= A ith i B iR Um0 R ELER &R — 4B Tl ST A

T &Y, MikE LAN 28 VPN IPSec ##

% 192.168.3.0/24 #313(B % 2h) B 192.168.2.0/24(A %2 AR, REREREMIFCSELEB
VPN F&3&E S FH A% 2.

£ LIR30 fEEEER: RiBH:

=] gz =] gz

AR LXJ:ITZ%TL%TTPFFHZ%E@J PRLAEEH SRS VPN BEZ SRR, MERMAR VPN
RERGZREABRNENEN

SEMIHINITE, FERIBCSEERNMNE, TR VPN IPSec LUEE T
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M 51960010000 10.10.10.200 10.10.10.100 ESP 128 ESP (SPI=0xa7h77a76) — O

F Frame 6: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) on
F Ethernet II, Src: Cerio_04:f5:96 (Bc:4d:ea:04:f5:96), Dst: Cerio_04:f5:9a
F Internet Protocol Version 4, Src: 10.10.10.200 (10.10.10.200), Dst: 10.10.
= Encapsulating Security Payload

ESP SPI: Oxarb77a7e (2813819510)

ESP Sequence: 28

0000 8c 4d ea 04 5 9a Bc 4d ea 04 5 96 08 00 45 00 Moo [ E.
0010 00 70 8b Be 00 00 40 32 c5 8e 0a 0Oa Oa c8 0a 0Da Pee.l@2 L.,

0020 Oa 64 a7 b7 7a 76 [NUNNIOEYS 7c 78 38 9b dc ba .d..zvENEEH|xS...
0030 fa ae 12 9b 27 ca 1c ba 60 90 2e 25 85 ca 5d ae I

0040 95 db 18 fa 39 5e 35 67 a0 e5 75 bd ca 86 b0 8b = P01+ I | P
0050 98 df bb 46 44 d9 7b 76 73 db 04 87 64 59 ef &7 ...FD.{v s5...dY..
0060 ed4 4d 25 0a 30 99 2c a0 12 eF 00 4c 70 ed ee 8b MELDL,. L. Lp. ..
0070 e3 fb 8a 2b 6a 1a 3c fb ba 4d 2c 31 &7 14 ceatje<. WM, 1g.

3.13 Z#AEIE

BEESURBILEEREPREAMVUER LSS  WENAREEBNEREN - B0JEE
ERARGE B 80,443,23,22 In 0 - LS EE B E OB syslog BRIZa:INEEN 248 B ENE RN
Bt

R RMRTE" D" RAEER EARTEEREA

]
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m o
B | EETX v
BREERE DR-4000
X et Multi WAN with Gigabit VPN Gateway
EEUE

mER
EIRER
IS ping Watchdog
Ping Watchdog IP iz it
Interval 60 b
Delay 100 #
Times of faults 3 times

% BB UPUEEE RPN RN %
BIE B oHE UL R AR 2T A i?

BIEE T PUERE

ES W

BEARE: E
HERBRETE—&

YV V V V

RERBEETT
RIRACERERTE:

HTTP

HTTPS

Telnet

SSH
IHEBETEAS

Access WANO

Access WAN1

Access WAN2

ImEELEEE
EinERS
185
B
I [REET AN
B

ARRURE 2.

cExio

Ampfify your Wireless Network

80 ESE
O | 443 £5E
23 B
0O 22 B
ssh-rsa AAAABINzaC1yc2ZEAAAADAQAE 3 RLb -t bd
O RMA ® EiE
O RMA ® EiE
R ® g3
]
514 5
BHIEF v
Lok v

BRI REBESERE -

S ARFRVERS - T84
#x1a AR as

7%%’%,.?6‘“%&17}%& SRR - HEEEERMKRER - ILIEEE

= SiEEE
&1 1o Al =8 U
=gk 514
EIRfEMRER | SREERARS

SRR

Access Point

System Log
Server

AR E I R A B RHE ARERAVIRSR -

Log data
}-,')"'— - -a\\

&R EARERaY IP ALk -
#3514 -

ARk

%% default »
CEDEEY DIE @R 2 A AR £ - B
ZHEME DR-4000 89 Log E&HLE

RS

K‘ service@cerio.com.tw
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Q. +(886)2-8911-6160



USER MANUAL

CenOS 5.0 SOFTWARE Armphify your Wireless Network

Ping Watchdog : olZi8: E#AFEBHEEFEEIER - %5 ping RRMKIL - AHEEBER -

= Ping Watchdog

Ping Watchdog IPiriE
Interval 60 i

Delay 100 b

Times of faults 3 times

® Ping Watchdog : &2 EEAZE ping B IP firilt

® Interval : BfRZ/VIEZ ping IP fiIif—=R

® Delay : E ping RBEZEEZ A ping —&

® Times of faults : 2L HIRHIIERE, ERFREMNE -
]

> BERNEHEARE: 20X ESEHEEAEE - 83 http / https / Telnet / SSH & -

LU

m
U
ir]
=
=]
fai¢
A
filt

HTTP 80 255
HTTPS O | 443 B
Telnet 23 =255
SSH O | 2 125k

THEBSERE ssh-rsa AAAAB3NZaC1yc2EAAAADAQABAAABAQDIIBCHPTC! [dealib bt |

o HTTP &3 : WEIIEERJLIRE WEB MEEASENHE - RS 8018 - &=
&R 1025 ~ 65535 ZERYIRSE -
o HTTPS B : 2EIIRE R oILIRE) WEB MTEEASENHE - TR 443 18 -
FINMER 1025 ~ 65535 ZERYIRSE -
o Telnet B3 : AEILIEER oILIRED Telnet EAEENE - R M 23 B - &M
£/ 1025 ~ 65535 ZERYIRSE
® SSH &M : ZEILIEREROIDIRE) SSH EAEENE - B S 22 8 - @& EH
1025 ~ 65535 Z FERVIESE -
o IHEBREEMAT : JMBELSSHREEIR -
> Access WAN#: EEECIRIAEMIMNIZEILIZE WAN IniEA DR-4000 FOEE T TE - (16
THEERRTE Router U A BEEF)
> BENEMEEL: WINBEIRE R A B EMRIE -
o 3H: UREBHARBEAREDENND -
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A =H v
i3 00 v
7 00 v

A =8 v
58 b= v
B 00 v
5 00 v

A = v
57 01 v
= 00 5
5 00 v

> IREE LAN: UEThEEaI LI AE DG MAC AR LIRS 2 4B R S X E R IR B iz In S — S A9 S
MAC it -
o {H: UREBH(ARKEEAAKEZREERE —SME MAC Itz -

. EEEL AN

A == v
MAC i1 i1t
B 00 v

a 00 v

o Bf : oRE-BEPHNRE-—RELAERERRE —SHE MAC IILRERE -

o\
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A= =8 v

MAC firit
=8 £58 v
B 00 v
% 00 v

® BA: JREFENFE-—REXAMEMERNF DM MAC (IR -

bobs = v
MAC {i1 tE
=8 o1 v
= 00 >
% 00 v

3.14 ISERRE
maniE | BRMERE ) > TIFREARESR ) EARTERE - ERAHEEN EENGEERBIESR
(RS IREMPTRERNRER - WEREBERMEN TS N EERARE LB O RRETRER

DR -

Hauid R Er il 2016/02/00 12:2751

wzx  ONPREES (OE 1]

HIREE/R/A) 2016 w 12 w 2 ~

R (53 ) 16 w 53 w 51 w (GMT+-8:00
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EENTPEIARSE

JERENTPE AR 28 time stdtime. gov tw -
NTP{E AR5 time_stdtime. gov.tw
BE (GMT+08:00) 1b3, Z% g, &% .
pEExsmaEn OB ® BaEn

>  BRIAHIERRE ; IR L BRI R ARERE -
> 1B oREERARERE NTP iRz AR _ EEHSE - ol BFE AN E#ENE PC B
& - WU EBEERUBER] B ERRE -
> NTP @AR23
e FEER NTP fAARes : clEEFRSTREHH NTP @RS - tholBE NTP fFARss -
® NTP fAfk#s : FIEAFMEER NTP EARzs it - HIA0U0 F 2 ZFAEE £ cerio.com.tw
RSB fEIAR 2R 2R1E S NTP ISR RUEIREE -

= NTPEHRSE

FERENTP{aIAR 23 cerio.com.tw y
SxEEERRE
NTP{GIAE 22 time_google.com

time.windows.com

Ccerocomtw ]
FE time.nist.gov

time-nw nist gov

murgon.cs.mu.QZ Al

ns2.pads.ufrj.br

nist1.symmetricom.com

time.stdtime.gov.tw

N ¢! i o1 L
o BE: TRFILENFEEENGMT R -
o RABXGHRM : KAREARNE SR - TEERFRE -
> FHISTRMEME | FHRTRRBEER Set Time AR AR ERETABRRER -

AR B S ER 4B

1. REGRZIEPIEE MERMHEL RTC (Real Time Clock Module) IC BN IS $ECE
- ESEEAREREEREEYORTEREER

FEARET - SEE" FHEM"
RIZRIGE B B IEISE)

2. E2ERNTP AiREEH - MAKKE —ERA ERBRNENERE  Z2ROENR
BRNBEREURCNRRRESE ETE - st DR-4000 &/ DNS Eikas
EEGIER

Nothice

R " T IRIIRRCSRRAEE " EMRNE) " - ST INAEESE -

K‘ service@cerio.com.tw
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3.15 SNMP

AR T RARERTE 4 > "SNMP , A SNMP RERMH - IEEEINEER o] LIERIE) DR-4000 A9
SNMP I8E - EEETLURIRERF KFH SRR IEINEE - SBEMM P A LR SNMP Bl
IR SNMP (CIERE T o] DUEVS IEMR R A &R - LTt SNMP S23% V2c b, V3 kit ke SNMP Trap & -

a

AR RMERE" D" SNMP" EARE

£= SNMP v2c
287 O KA (OF 2]
RO Community
RW Community
SNMP V2c

> RXE) : RUEELRARA SNMP v2c 238 -
» RO Community : &oJLIE GRS E —AHE SR ReEE NN EEASEHA -
»  RW Community : @Bol IR E —HEB AT LEBNNEANERAEEH -

i= SNMP v3
BB 0F- 4! OF ||
RO Username
RO Password
RW Username
RW Password
SNMP V3

> RAEh : ENEHEiRARA SNMP v3 X2 8% -
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> RO Username : EEE O] DIEIRE —HIRRA REEENNERAESHH -
> RO Password: EEECIDEIRE —HR G A REENNEREASHEH -
> RWUsername: EEEDEIERE—HARGLAIUENNBANEREAEEMH -
> RW Password : EEECDIEIRE—BEBALEBRNNBEANESEAERER -
2= SNMP Trap

=00 OMA ® FAE

Community

IP1

P2

IP3

IP 4
SNMP Trap
SNMP Trap THEETI IR FAA# VPN BEAEERAEZNAIERZI - & SNMP Trap sEEXEEHE
Iim SNMP B2+ 4% - FiEImREIE) SNMP B E# o] DIEDRFRYA1E B B VPN EERE B0 &R

> RYE) : oI DI EEERUA SNMP Trap IHEE -

> Community : B A —#HF B &H SNMP EH#EIAY VPN BHREEBERETES MRS
> IP1~4: FRAEZEKNE SNMP B2 VR9EH P A7l -

RRETTAE - BRI " T " RIRRCISAME " EWRE " - SoINEEESF

3.16 DDNS

Dynamic Domain Name Server - &7 DDNS &)%& DNS R9$:1i7 - IRIZABRAIEAIHZET I ARA -
BB NAERWEBEER IP ALt - (BE)AE DNS 2FAESEEERE—ERENZEEMRS (Name
server ) - BBRIRERT - EINTHPRESDE FBEA PRI -

KRMAEZIE 2 BRIHERE, 250 dyndns # no-ip MKRRIHFE

BB "R TE" " DDNS”
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EARIKIRFIFEYRE WAN BEERERE - HoJSdE 3 H¥E WAN IP &€ -

£Z DDNS List

# RYEh Provider WAN FHEEIE g

0 dyndns Auto R

1 dyndns Auto =g

2 dyndns Auto =il

= DONS Setup
i O paed
Provider dyndns w
WAN 6] v
EX
HE#1E
HiE
Interval 10 5t

RYED: EiER AR RTINS

Provider: EiZRIEME

WAN: BEEAMETINBERA0ERER

FHEE: BATHETE

FE &/ 8: @ A DDNS R M E e B E B2
Interval: B A F# B DDNS R MAEREEEUIAER

YV V V V V V
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3.17 H&EEikes

MR A CERIO Emil A2 1E syslog BR#F5INEE - Bl CERIO &/ Log B oI LUEZEEI L AR TS
#2 L s iR DA H 8B 2R EE - Log AR E > 1E RADIOS/Sessmn/ZHEESEE’é&%%'mﬂ%
Log - U HF AR ERREEZEBANRIRE Log RUKSRE - t1EEZEE E-Mail FHFH -

HRIER

RadiusH3EA b 256 ME

SessionHzEA b 256 ME

Recorder Mode Cycle &

= g s e

#0aa HaEAc ok 256 ME
Recorder Mode Gycle ~
Ep
SystemH3E A b 256 MB
Recorder Mode Cycle e

>  HaX/I: EEABUDIREHGNREZE-BRA/N - 8% RADIUS/session/fERE K Z 4
log.(BRAZEEI O] E 512MB)
> Recorder Mode: HEfREBEARA I - thEIF O UEIR HFIREBHAR S 2R RS -
® Cycle: ItINRERBEAMMHRIRE  ERGEBEORE @ AASESHRREILAMWER
BB REENNERN - BIRACHRER -
® Retention Period: ISINEEEIRFZZ2RFIHFREBRE - EEMREBRRENKEE -
s EBMRERENN—XEHN - FENBEIRACHE - RARE 0 X -

E HR AR ERBBREZBNK/NEG - AAEFILLE - FIUBLSERBRER
ZEBAR/ND - Bl FREXRBERE 7 X - BES 3 KRREFZERECH - IET2AF8E

Notice

I -
o HILIH: &I EHREBIRG BRI ARAE—ERFER BEHOHEEL
T -
TR BMES

=R 3.18 E-Mail BAIINEE RIBEAS oD MR ESEHR EMAVE.
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1]
i

Mzl Message Format

Subjeot %l happend e in %t

Sat, %h, %I, e, s, %p

Subjeot: Radius Log happend Full In 2016-11-21 16:26
Message: 2016-11-21 16:26, DR-3000, Radlus Log, Full, 256ME, 959

= Me=zape Format

Format Description
%h Hoztname
et Time
Bl Log Type{Radluz Log/Geszlon Log/Authentioation Log/Gy=tem Log)
Ogs Fle Gize
%p Fle Peroentage
U Event Type{Full’ Stop ServioeS Start Servioa)
LERERER -

> %h: BAREWEME -

%t BAR SRR -

%l: BRHERREE, I RADIUS/Session. 5 HES
%s: BARHFSRIEREKRN -

%p: BEHFEWEEEDLE -

%e: FRNEHEREU(EW/1F L BR TS /BB AR 7%)

YV V VYV V V

BEEBEABBANAZAEEU E-Maill 7AFE - THZRERENNR - oI E R BUBAN
55 - A0 ERABREN ETHBZE K BARKEMERE - o] LI A%h,%t,%I| Blo], DUES D
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3.18 E-Mail #B#NR%E
UL INBEBTI SRR 1 A FAMME E-Mail BRRR 5% 3% B 554415200 E-Mail 1B -
FHE CRERE D> E-Mail BRI, HORE 28 SMTP (FRIES -

il $EFESMTP {31ARER
SMTP1 ERs O BUE © gaEA

sz R O BUH © EHEH

» SMTP 1/2 R#5: ULINEECIRRE 2 #H SMTP F#&ER) E-Mail 1RP

im SETESMTP {S1ARER

B =]

SMTP {IHEES
B > s
T None ~
swrs O BUE O
iil=E:
g
> BEHA RERENIFIRS
> TEST #%#fl: E SMTP ZHRESTTME - OJiZ T TEST #2ih - 2F G BRI I SMTP 258
BIEE -
> SMTP fABREs: FRE SMTP FHEARE ML -
> Port: :%E SMTP FHEARERMNERIBE -
> % #3E SMTP ERSEMERMZ A -

> SMTP iB:&: 2% SMTP a3 (E-Mail) s BRYIRSE K 2 HS -
HRAIEHIARERE
FEZODREBZVDEXREN 1 RAFTHEE - BRA/E 30 nEXEI—REFZE  EHRRE
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AE - 2AIGER SMTP ERBEEMAMRENWHE - oJLIARE Radius, Session, 85 - 24t

4 E

AT E ° Eﬂ?iz 1»:%7_" o EXE“

4
fil}

i
b1}
i
1
piiil

RadiusHiESE 2 2
SessionHESE 2 4
REREEE 2 &
REHZESE 20 L

1#EUZAY E-Mail 53R
BEABOLREERZIWEN E-Mail 1R - I o] E1ZEZ 2 XML ER BN -5 2028 " #2171 Receiver
E-Mail " #%##H#EAFTIE E-Mail tRP -

Has
# B E-Mail Radius (81 Session Syslog o
2 -

I, et net
I 20 mail. com

> FEUWAY E-Mail: sEWERS E-Mail il -
> #REE . OJLDUFA/RIA Radius, #ERFEINAE, Session, Syslog, .
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P Ww"—-f' ==

21

B E-mail : 38" 97" Fhy' 9 DAETNEENRREFOREE E-mal’ HEAR

=

IE o

4. IRPE

LEINEE R —1E AAA 703& RADIUS AR¥%52s - BIUITISBET Cerio AP f£FH RADIUS FRFEg870q8 - 8 18
Z1E4RE - Z Cerio AP 52 EIMD RADIUS FRFS =S R B 0 BaE R - MR ERFERINIEERE DR-4000 HY IP
ik - UIFEEEOREE PG - (EZFHARIET 2% Cerio Cen0S5.0 AP E’\Jﬁ%jﬂm)

Cerio A DR-4000 RADIUS #3:& fal iR 23 E1 1A TR £ R AN%E I LDAP ( AD ) S1nBgsg 85l - BB A RE
RADIUS fEIARz: EIF R ERE IR

4.1 RADIUS fa]Pk 23

il Radius(5]R 83

m OB ® Ee
e 1812
hes 1813
Radlus 568 (4-32 chars)

> BR#%: E3EABSTLIREISLEEEA RADIUS EIAR=RINEE -

> wongiR: IEAIEAER) RADIUS fEIARER - B3R A B 0ILIA L RADIUS EIARESEE IR - EiEEMATE
RAZAER 1812 IR,

> RHEIR: IWR1EEER RADIUS BIRREAET/5TERE AR, - B ABULIRERT - @R ERE
RIEAER) 1813 B,

> Radius Zi§: FRIFNILARTZEIE AE BT RADIUS B AR2Z38VE FH 2288 (Secret key) ©

WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw
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4.2 iZ0f LDAP R&%E

%=l LDAP 3358 - =22 RADIUS Al ARz IR S 2= Iq LDAP ElAR=38[E - AU Cerio AP fEFHIMNER
oA me A% XE 8 10) DR-4000 A RADIUS fElAR 28 #058 - M MRk = RIS DR-4000 6B %=1 LDAP fElAR 2S5 AR
E - WhrEE - BENEBRNERERIEP S4AH AD 512 LDAP EliR=3 - R DR-4000 REBEEE
EREEFHNERNE - oJEEHEIRAN AD 32 LDAP AIRHBES -

il LDAP (/R 28
B O @ EsER

Radlusigl 11812

Radlus &= (4-32 chars)

> R EBASTLIEERBIS AR LR -
> LDAPIE : FTEiRIM LDAP {EFIRVIRSE
> LDAP Eif: TS AEIlH LDAP ERZENE S -
il LDAP (a1 k713
# 5.7 Pk Base DN BT

1

(-]
B B i B
- 2 - -

> HmEE: RATBARIEEVEARENIEERERN LDAP FVE
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im LDAP SRR 83 57 7E

my OBA ® §EH
P
By o

HBEREE (1-64 characters)
P (1-64 characters)
Base DN (en=,de=,de=)

BEEE (o

Identity

AR#%: RNEHSkEERALLARYS -

IP fillk: FRXE =% LDAP(AD)EAREZAY IP It -

1B5%: ERE=IH LDAP(AD)EAR=S F i A RVIRSE -
FE&1: & 05 A&l LDAP(AD)EAREZAIIRE -
ZHE: RECFE AEE LDAP(AD)ERERAIIR SR -
Base DN: 5% E izl LDAP(AD)EARZZ VAT, DN BEE -
IREEM: REZENH LDAP(AD)EARZ EARREEBH -
Identity: FREIRFPIBHNE D -

V V V V V V V V

LDAP %7
IETNBE o LIS & 78 55 48 A e 81 / 5 8] PR il AR AR B B i =5
3@ LDAP 137

ik 4 #
B PR 3 ol
R 1 #
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4.3 Package #XE

I RREZAIRE - SEZES BT Y session/FE/FIMOZE LERS - ARTRERE
EEECHTERL  HESTHIRRSRMOESESHLR pos 24 - BAKEBELNR
25 0E 5B SRl = ED S B ED L 5 -

il Package Fll%:

FarHiffIPackage
# % Enfelinit Session FERE BENE Expire After E2LL] BT
0 Test-1 test1 60.00MB 1E3R

1 Test-2 Test-2 20Minute(s) 0B o
2  Test-3 Test-3 0B 1Hour(s) )

3 Test-4 Test-4 0B Per 1day 00:00 et

4 Test-6 Test-6 0B Per Oday 17:00 tEda

6 Test-6 0B Untll Oday 14:00 ey

>  BIIFAY Package: BIEA B O LIRABILIZIAREEHWRSRA -
# A Package %€

il Package §%7F
Paokage =8 Packaget

AR (4-64 chars)

Hir g 0 Me

Sesslon BEfRE 0 o

Explre After 0 Say
ZEA Unlimited v

Package %18 : SRTEIMESRAIEHME -

ZofftEim - o] BB R A I AR R BT -

EHNE  RERP LENERRERE -

Session I8 : 52 E MR P AR Session IFEIRT - & & ABRIGETR  EHEAIF LR -
ETNREANREETREIRBERATHIE -

Expire After : S EIRPEAEBRRER - ERRENKEATRIFLE -

FIHR - SR E R HARS RS -
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E5) ) Unlimited v

EH
Until Time

v Unlimited : R
v BB RE—EHLLEE SRPEABRGER  BEEEILLHEEEFL -
I : 38 F 1 XFFRT - BT FF 3 #5554 - RIiglig X 3 #EiLl -
v Until Time : {RE—EERANEER  AERPALSBEA - REAARTENHER 2T

=1k -
Bl : R E 1 XhF/E - FEIES11TER R - K2 00:00 Z05E—2IF 5L -
imiEFRA

AF&ERERE 1

AFEWER O O Lettre ®
D%UIH D%Dﬂ] D%Uﬂl‘
wERE ¢
HEEE O O Lutters ® e
DﬂFﬁ%UIH D%Dﬁﬂ D%Uﬂ!’

o HFEBE/ZEBRE . XCXAENELERPEH/BENRE -
FAFEBE/ZREE . RERAEHEERS/BBEREIEA -
v  HF RRRREENRERBEF -
v Letters : RRRFELENIRFRBENFE -
v Mix ! RRRREENIRF R FRAFELREA] -

> #: AR ER(09) BT B IR AR A8 IR 1 B R 2= (SP-800) KEZEESIENM—ETZSSAIRAY

im Package I35
# HAH
0 Test-1
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4.4 EIIEF(RADIUS IRF)

EEABILUFEZEE RADIUS AiRFZAIRFZHEARN - B o LIRFIFFZ2ERRS ERHRR
fl - EEERESRANREEESEN -
PR “IRPRRED"EIURP"EARE

im SRR
{EHEZE (4-32 chars)
B (4-32 chars)
Paockage Test-6 e
EEmE o MB
Sesslon B ] a
Explre After 0 i
gy O EEEA ® s
H#mE/B/H) 2017 12 v H ~
i s 1 v 23 i 59 v 59 v
> (EFRERE  E 17 RADIUS BIARZZAIERIRE -
> 5 . 17 RADIUS ERZZIHIIR RS -
> Package: EIEETNEEZEZEEEZEAESWRL -
> EHRE: EBASULRHILRENERRE - —BREFEATERFELUIEPRE -
>  Session 5/ : BREMRE LA Session FRFEISRH] - BB ARG  BHERELLEE -5

MREAFGEEREIREATRILE -
Expire After : R EIRFEEAEBRBER - BRENREATIIEL -
>  EIE . RERHAHE  AERPARAEA  REMRENRKERZITIFL -

Y
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4.5 HEEIRP

EBEUEBIEESRESS | ZIEEENEDPERARE - FBEEERESES|ZoDE
BRGNS EARFESHRPER -

HIE MRPREDIESIRE” EAEE

= LSIES
e (4-22 chars)
=ama  [None v MB
Sesslon B3Ry None > 2
Expire After None v 7
Page R~f 10 v,
Sort By EIEE v
Order By Ascending v
BB ER RS ZPEEARNEIEERIEFERS -
{EAELE {4-32 chars)

> None : RANAHEMFREESZERS -
> Like : BRRFES

il F/[HARFRE
HiHg None
=: greater than
=: equal
<: less than
Between
Mull
Mot Mull
>  Greater then : EZIRFRBH AR IR EWHE -
ﬂm = giealer tham o
B/ A/8) 2017 o w 12 o
ESRNES: 450 13 . 7 w 4 -

> Equal : BSIRFFHHSERMU FRERWHE -
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%)) = equal
HEALE/B/H) 2017 o - 12
BSR4 E) 13 S 27 ~ T

> Lessthen : EZIRFEHAH/NRMUTFRENWHE -
HHE < less than

BHEA4E/B/H) 2017 o < 12
B () 13 b 42 ~ 18
> Between : HESIRSFHHOER/EREBOEHE -
HiEg Between

Start Date(Y/M/D) 2017 ol e oi

Start Time(H:M:S5) 00 = 00 ~ 00

&&= HEA(Y/M/D) 2017 12 hd H
LS fYES R (H:M:5) 23 &4 59 ¥ 59

> Null: EEREREFMHFABRE -
> NotNull : #SAREFNHHHNPIBRE -

4.6 FRARFERNE

IETHEERTRTRERS - EBABYLEEERR L —RELEZEIRP

PR e “IRPRE D RERFENE MBS ERPERE

i E A E

A sa

im DB Rl

BE E | e

# Project Session IFFRE =HaR Expire After

1L | Count BT

EBEABERNE : RETCHACKABEEIIBERE  URHEREELESR - JEIEREREANIKRS -
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mEAEHE
FHE saL ¥
ek WEE. | RmiEmm-

> AR EEZERENENERER -

> 1BE . EEZZERNENEER -

DB 5l3R: OJEAREREREDNMEERE -
im DB 7%

# Project Session RS EERE Expire After E2): ] Count HiT

BEEASRMBEBIUMNIER M  JBUZSRFPHNERE

im Project $357E

Projeot 58 NewProject
L2 D=y 0 MB
Sesslon B5RS 0 o
Expire After 0 o
sy ©BEEA O g

> Project BE: REMBMIREERERME -

> RHFNRE: EEBEABULIRELERNENIRFFIEEERZ DMRE -

> Session Riftl: EIEAB LI EIERENIRE L4 Session IFRIRE - B8 ABRGETHE -
SHERAFILER  SFMREABEETREIRERATA/ILE -

>  Expire After: S ERFEAEBRIGETR  BRXRENREATAFL -

> FIEE: REMERENIRPERRKBEERGE -

BHEE/H/IA) 2017 12 v 3 v

B R (B ) 23 2 59 w 59 -
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im SRR ESRA

AF&BRE 4

BFLWER O, O g ® s
D*ﬁ?ﬁ LN Dﬂp&am Dﬁﬁ% un
FERE
TERE Oge Osm ®ze
Dﬁ% LA Dﬂﬁ%ﬂ!ﬂ Dﬂl&% unv
=ag | 10

> HPFBWE/ZEBRE REAKBDELRFZHE/BHBIORE -
> FBPRWE/ZREE  REARBYELRF/BHOHERRA -
o HF:  RTAMELENRFRABEHF -
® Letters : KNAAEENRERABEXFE -
® Mix : RNAMELENREREFEFTIEM -

4.7 REEKIVENREE

LEINEE B RS RNIRFEEH L POS 24t TEZERTESE R POS 2485 DR-4000 BEZ=
£ —AHRPIEBIRFESH TR POS RAIIEIHIR - IRFHESE IR AERT"4.3 Package % E”
A ENERE O BEHMERT - 2AIEBE K QR Code BUELELICENZRME - 1N N 2B ZR1ER A

# ¥8# SP-800-PRINTER ( EiEBYZAENTUENRKL )

@ SP-800-PRINTER

Thermal Line Receipt Printer  Network Confrol Server

i R5232 ﬁ

R1-45

QL0000

CenOs Access Controller Switch Hub

Cerio Authentication AP
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# 4%} SP-800-QRCPRT ( QR Code BUEHEL T EN R )

3P-800-QRCPRT

%
Fa ",

&R Code Thermal Line Network Control Server
Receipt Printer

o Cerio Authentication AP
CenOs Access Confroller Switch Hub

i N
IP fir -
Command Port 5000
JZIE ). bt BRI v
COM Port com v
New Look Pasword 1234
g E R

> 1P {ulll REMBIEFEAREZEY IP IHE (SP-800)
> Command Port: 5% A5 1215 AR 28 BV 38 5% (SP-800)

> ENRWEEERY. EIZEFTE ARV TUEN R -
QISR | EEOREREEE
QRCodeHETHIFE

EEpAEEN

o

® QRCode ENELTCENZRME: ZIXFEES S SP-800-QRCPRT POS 2 A HIEIZ IR E -
o TiEmERITUENRM: SIREEE S SP-800-PRINTER POS 4 BIEIZ ILEE1E -

>  COM Port: 3EEHETUENEREFTERER SP-800 AY COM 18
ST =275 QRCode ST ENZRMA L RI-45 R PURATES, BILNEREIE RI-45
COM Port RJ-45 ™
COMA1
Comz2
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EfZRHRIP il

Eiz5#2 Port o100

ORCodesS7Y il ~
v ENZR#E P {iIdk: 527 QR Code EVELTUENZRMERY 1P izt
v ENZR#E Port: 587 QR Code EMELTUENZREAVE AEFIEE

v QR Code $EE!: O] EESIEIE RQ Code AERYA/\SRERA -
»  New Look Password: 58%E SP-800 FUIZSHIHZRE - FEEE A 1234
>  FEit: o] B1TREE UL aER AR -

# Package 3%IZE

SR ESEAL"5.3 Package” HRIE AIZEILBAI B RES - KIBEKAE - M AER Package BF
ZHANTE SP-800 - RS TE SP-800 #EiE 3 - Bl A E B EE—ERPIIENERIE A Package3
F9FRAY -

im Package ¥I|3%

Package# EeH A sk
0 | Test-1 no limit
1 ] TEST-2 Flow limit
2 | TEST-8 Sesslon limit
3 | TEST-4 only 650 min
4 O TEST-6 Per day
G | Paokage6

EEUN3EE4E 3 - B DR-3000 2 A iS Z EENE
- —%5 package3 #RRIAIIR BIL I EN H 2R

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 K‘ service@cerio.com.tw



USER MANUAL

CenOS 5.0 SOFTWARE Amphify your

4.8 L HEE

FERBPARFPNELAE - ESRFPNERRE - BL/ZEAME - IRFAER IP/MAC
it - RIRFERER AP F*FEEH

il Histroy List

# HE&3 BAHE Logout Time P MAC Input Bytes Output Bytes APIP AP MAC iRk E

4.9 #R EHE

IEINBE IR AR P B B ARRIIR PR B &R

Oniine Log

il Online Log

# Usemame Login Time Session Time IP MAC Input Bytes Dutput Bytes APIP AP MAC

H2osrBIISAR EIRFEMINEE  RINRRELSE R AP A ERURE TBERR E R RADIUS 5955 IIRY
FH Accounting BRF5 A REST R L 8RB AR _EIRPRIPFAERN - A MEBIFA7R

B AP HURRETNAETE (R Cen0S5.0 il )

il Radius Setup

Radius @ Enable ) Disable
Display Name Radius User
Primary Server IP 192.168.2.1
Seoondary Server IP Dptions
Authentloation Port 1812 Port
Aooounting Service 1813 Port
AuthentioationType ~  PAP ® CHAP
Seoret Key sasasasene
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4.10 B ELE
TEoBERENEARPHNER - B2 S&REMWIES - FBAEESHR P FIANIRE S MIER
m IEF S E

Wes 0

BAmGIES o E

FEEIRS 0 Eﬁl

SR NBERIZME - 2B UANERIRS - EEREAFEEIERKRE - FISHER

Notice

‘BT

5. &M
51 IP BiERTE
ERE 0D IEE IR B 0ima 2 B iR2IFRER 1P R @ & ARG (Port) B BUZH - W ol E
F 1p Z£4H SR EFABPRH - BIFSoIRUHTI BIBREETHAEE - I2NNARR L2 HE - UL 1P BERAE KO EZE
64 EER
EEEERDIP BISRREEANIER - SR BB IRIE" 171 E AR E

FRRF I
& £ EARE AT FRChE Mask AL Elffotir bk Mask amie [
1 ALL Deny E
2 ALL Deny m
3 5 ALL Deny m
4 ALL Deny m
3 ALL Deny m
==
> BBREEARTEEH
= IPRERE
pgy COBH ® BapA

> g EXEE0LUEERIARERAIRA
> FEEE: oI A UGARRIRVERR ML -
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1P BB Al
= FmEiRE|
B (@ B O Pass
BEESE ALL E
RrfdE Alvrays i

> BER: oEEIRRIZEBBNERT
> BHmE: JEEEMIEPor)REB M
> BEXR: JEABBRNRL - ZRBERREERBSENRBRMEERIET -

FRARAN : 5% TE SRl U 1L 31k

= REARE]
x5 ORHA Of -}
he B ek Mask
il 1P EEEH None v
i WAND v

rG: BERERHAW BSESAIO D EZEE/MA -

RIRMALYUE/Mask: 52 E 2RI 1P AT K MASK IEE -

R 1P B4 (REE2BEEE P BE - TJELRE P A BRFAERZELEID -
THE: 03EZERRIRTTESZ WAN 5L LAN

YV V V V

BV A : 52 7E B A im {Lr i

3= BRI RE
x5 OBH OF 125
E i /Mask
ity 1P 2R None v
il ALL v

xG: BREENmAAY SESRITMEHEERSE -

B eyt /Mask: 58 7E B IR 1P A7k & MASK i -

Bavin 1p 34H: BRESZRIEEE P EfE - oJLEE P A BREEERZELANT -
NHE: 3EZEEMITESZ WAN 5L LAN

YV V V V
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52 IP BfAHRT
SIS0 FIEEZHN P MK — AR  TEEE7F P BB ENEE LETERLL 1P 24HM

=P 2ETI

# iz =2

1 IPGroup D
2 IPGroupi
3 IPGroup2
4 P Group 3
5  IPGroupd

EanE mEE R thE A\ REE 1P BYAHERTE
il P BHEHE

i IF Group O

> EERE: AL 1P NI EFAHAVRERR

il Pt

Phrabs P ¥
IPfir -
-

> 1P AR EIRASTLUEEMAE— Ip izilt/Ip AV SE E & E sl 2 2 E & H A EE

IPRr R B —Ip{itt v
E—1pfiit
£l
Subnet

B—p {iit: g AE—E P it
gE: @A P AR/ AREEER
Subnet: A —{E&IFHAE - A0 192.168.2.0/24 3=~ Class C AJER
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5-3 POft g$n‘ Flnl-‘-l

S0fEIEEZAHM Port 2B —EEF4H - EZHETE 1P BRREINBE EEITERIL Port B¥4HM
BTETERL - HOliEE 20 £ port 248

= Port 224051
# Fau

1 Port Group 0
2 Port Group 1
3 Port Group 2
4 Port Group 2

5 Port Group 4

E moon -

A5 Rn B HRER IR T )\iF B8 Port A¥#H

100000

i Port BEHN T

Ean Port Group 0

> RERE: B AL port BFAHAVREAR -
Port 357 ¥ — Port E ‘

£=

> B— port: EIEE0IDUTIZ—1E Port 3% °
> B SEEJLIFIE—4H Port SEEEEER] °

54 MAC BiERE
SEAESTA A EREINEEZET HERAEN MAC (HBETRBRERMNEZEINES - b2 SEAT
S TE 64 £ MAC it »
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5 Abveays Aun

]

6 Abveay= Aum

> 18I EEEULUERE vAC BIRIFGHIEBI AT RES.
o JEiE: SEERIBER MAC U RERFZEEBET - RELDSMNY MAC AL /oFFR1TT.
o 7iF: BEERFRI MAC IR RERFZ RFFET - RELIIMY MAC B ABETT.

Y

FEER: B A MAC IiROREER -

MAC firilk: A MAC it - (D] EIE”:"F&F5% - Bl MAC i3t 8c:4d:ea:11:22:33 R E @A
8c4deal12233 - DI M@ T T)

> BER: BEREEIFIZEARBERA - BNYMUERESENSEREERIOENF -

Y

55 [ERCIRSFRE
MRERABELINBTLENEEARR OB ERBEN P DM - BIARE - F1e ARS
SRR HERERS (Port B 5N B - TTREILINAE - IESIARBTRE oo 58RI -

im EEEAREET 5

# BEh | W ENRE SMPARER ABABSPLIL | ABEESSER EE

1 = TCP
2 = TCP
3 - TCP
4 = TCP
B = TGP

Amn B YRR R IE A\ B R AR AR E
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gmn OgmMm OF T}
R ]
= TCP uDp
S WAND
bR sk (min:1, max-f5535 or Range :ooooc0ono)

FIEB[E1A6 28 IP{ir il
ARl iR £ 1 5k (min:1, max-B5535 or Range :oococnonog

BME  Awe
&) EXEAB LIRS RAR LS E A AR RR -

REER: DI IR AR AR

WA AE: AEEER TCP 3k UDP KRR E.

THE: EE—-EE MR TE.

SNERAFLIRER: RRTESMNRER ZEAELME AR PR FRUIRSR

MERfEl AR 1P fiIdk: WA ZHIMOARREARES 1P A1

AER El AR =832 5% 5] E AVER ) R &3 P i R AV IR SR -

FER : EEEUER"KERR” - BB [ R o 45 E RV I B %0 B Rk B B AR -

YV V V V V V V V

56 {FHUEHIERE
IThAEIS AT LR AR E A BIRBISi A B R R BN ATAT TS - ARLRIETL M8
AE MM, R TR, ETEEN N - THRE 6 LB -

=EFIaTRIE

¥ & B R E i

5
g

=
goooog

5
]

5
-

i
-

i
-

3 = ANY

AR BRI IITE AR EEE
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FEUEHEIFRA
IS fEER ]
e ORM ® EARA
B
ERE ANY N
BRE%  Awas -

> RRE : oJEEREERERTIAE -
ik : oJE A LR R -
> BEEE . JEEZERBREMBE -

Y

B E

TCP

UDP

ICMP

AEEHETIEE

reE=

A BT IB IR .

ANY : S PTENEA B EMGRAIEE -
TCP : REt¥ Tep BB EMMRANSIEE -
UDP : RET# uDp BB EMARAIEIE -

&= IPfirht35

A HIRIPAIIE

Finig

B a9IRIPAir it

BabiE

AMhim e frit: & AZE B 1P (73S 1P B -

A . M AZEEHNANIE  BEXTEEBE A "R/ R - BIE0(1:65535) -
B a9 1P izt - @A BrOls 1P 73S 1P & -

BRE : mAZEENENE  BERXTCREIA” :"FR - FIE0(1:65535) -

SSERNEENERN

® ICMP : REH¥ iIcvmp BB E MR AIEIE -

e

AR EIP Ak

v AR P It 8 AZERAOARMIE 1P IS 1P &R

o RAFBIRE: iy "RRF, ETRAKRE  FE "THREF. BUuTBA TERE
BIH THIB L B SEMBRGER "B, R -
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s Pk

A

B ¥ ik

Bifig

S EFETETVLAN v

SRE

=3 mrie

# HEE T
v Rl P it A Z SRRV 1P ALY 1P @A
v ORHIE  AZEENAMIE  EERERB IR R R - BIH0(1:65535)
v BrYE e il - @A B0 1P UEEL 1P & -
v BRE  BAZEENERE  EERERBIUM” RN - BIIN(1:65535) °
v BRT BAZBBENASRRET - (HRRERXERT) -

o BEREN: AREEREZERAEN  EEABURBMIEEREZZBRENRE
AR -

B Pfir bkt e

FHhIRIP A

Fithig

B #YimIP A

Bayig

Em&ﬁ AIM v

AOL instant messenger (OSCAR and TOC)

o HIHBIEBIE :
BB TREEE, ETRARE BT TR BUTPEHAZRBRNELEZ
RN DA, BANO - BEMRGER "Bk, 8-
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A RIPATIE

A ihig

[E[:0] 1 givk S

Beig

BHER [ W |
e —

# BB BT

> ERTE MAC firilt : EEEolHERER MAC EHURHEEIR -

= HEMACrt

MACi it aabcddee1123| 5 m

RRIESTAE - FRAEE " T " RIIRRCISARE " EWMRIE " - SCRINREESE

5.7 IP Routing %%

IP BREIRREEERE RIP ( BSEER1H: ) A OSPF ( HMEEREET ) BREHE -
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= RIFEE

e ® gap m OB ® g

Router D VLAND v EBRPS0ser O BRM OF ;|

FE R OSPRSTZEAIP
= RIP Side(Devices) 7

= 0SPF BT weno OBH O i}
\WAND Area O o wani  ORMH ® papA
WAN1 Area O o wane  COBM ®@gaeA
WAN2Area | [ 0 wans  OFRUH ®pm
O ®
WAN3 Area O o VLAND =] gies
v O OF ' -]
VLANO Area [ e

>  OSPF R&RE :
o [R#5: BB LIFERASLEE OSPF &
® Route ID: 27K OSPF B9 Router ID + &1 Router ID Z3%7BHE A BRI Router ID
® EB OSPF 1 E RIP: SIS OIDIEIBRIALRER

OSPF Network Setting

== OSPF Network Settings

WAND Area L] o

] o

WAN3 Area [ [iNo

VLANO Area L] o
O | o

O | o

VLAN7 Area O e

v\ #Area: 3/~ OSPF ESHIBEMEIGLH - o2 HEFTHNIERETE - BMREH O -
>  RIP iRE

= RIPSEE
B O g @® EgEH
BiBRIPSyS0sPF O BUH Of :J-.

o [R#5: EIEEJLIEERIFEREIR RIP %
® iEIBRIP 778 OSPF: EIEE OJDUEEZERIAHEIEAR -
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= RIP Side(Devices) X7E

wano  OBH OF il
Op ®© gged
wWaNz O gl © BapA
wane OB ® gged
Opn ® paed
vy OB Of ;]

v RIP Side(Devices) i%E: & S 0] UL E Router RIP FEHIHE - E WAN/LAN f$ZRAY
SIS (AT EENE M AREE -

5.8 IP Routing FRAIGRTE

&

i EFS NetMask ¥ia 0sPF P

w

ERh B HREE" 1% $HIE A Routing 58 TE
=P Routing 3B E

me CORA ® paed
EIRIRART Net/Mack
Via TG A
]
0SPF Bt

RIP BH [

> BR#%: BIEE0LUEERENSIRAR L EREERA -

> BR/IREY Net/Mask: %7 HRIIRHY Net / Mask #9153 -

> Via: IEEFHH AREMUSH2EFZARO N EAIL -
> OSPF/RIP: BIE ASTLUEZEZEZRIA OSPF 2X RIP 135
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5.9 KFREFA

SEEVUDUCERFBRAEEE P BE - MAC EBEMERRERSZRYE  BRBBRRETRES
FLIE - 24 TERE OIS 10 E05BEER (Time Policy) » W R B RSB ESR (Time Policy) T 5212 300 55

#RAl -
ESTENE TEPERE . > "HERR L EAEH -
== Policy List

# Comment Mode Edit
1 Polloy1 On Sohedule m
2 Polloy2 On Sohedule m
9 Polloy9 On Sohedule m
10 Polloy10 On Sohedule ﬂ

e BRI I E ARBRRRERR

RERARE / Rule1

E3 4 Policy 1

mt  © RKREMR O kREsME 25

~~~~
# B — = m i ~ (510 w7

1 [ &9 ] [ &5 | [ & | [ &5 | | &5 | [ &5 | 08:00 - 20:59 m
2 [ &5 | [ &5 ] ED [ &5 | [ &5 | [ &5 | [ &5 ] 07:00 - 07:59 m

> fEik . EEE 0 ALRR
> B UEEBERBEBRARITHIKBRBERIIMNTSE -
> FERAIRS : OIRAEE " Y " IR ERBER

RETTHE @ FrE " 7 " IR SARME " EMEE " - STHRINEEESF -
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6. 1B

6.1 RMFREEIE
ERETLE R I HAR TR FARE AN ERAORESEERATERESINE - 5
B TTHE, > T RAREEE, EASE -

= G EEE

RE L HRNREFH—EREFNESR - EAFTER I BANRERNEREZBTANRE - Ko IE
IEEFERERBIRRE -

THEAREHRNER

BEsGREEOESE | i
BEzsERE R
55 (L THY I {HSSLIEGEE R
B | 2le

> THRARERMNER  ME "HT RUIRGEHBERXRNREE  FREERMEENHN
"RBERER ) 2RTEENEREREED - HEUZBUREERIERAREE -

> EERAREFENDES  FLHE B BENETEBEENBERERE BHME™L
&, BEIJREZTANENRE -

> ERAZRERE: FEEME RRE. B ZAAKRZERERLMERE  BERTHE %
i IR IR RS AR IRAT) - IRSAERRIE) 2 48R0 -

> HERLEESSLRERER : EREBRIET  EEEUSBRECENMRY SSL Z2/&/ER - of
BIBULTNBERS Z BB UM SSL L2 /E LERZ AR LELF -
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6.2 FIRSF4K
B CERIO AR FNANE - EREBANBAEFAGONER - ERETUBFATO

( http://www.cerio.com.tw ) BB ZEHBREEMVENEE - IR EMPRIED FEWETRRERN -
=RIEEE

AN RN . R E AR (R R e R R 4 g T B . R Rl T b i iE A R 2k B wT e
Bk EEA R SR  FTRARE T E T EMNAERE RSN AR B S ERE EES - HRR
i sa R S - R iE iR L S R A RRFE )

1 Pme-MT7621R V0.0.10
gL HEE 2017/02/06 17-05:07

FPaZIEZT | 067 DR-4000 £ EREEFIEE RARETIHEEMN™ERE - HMREEE
B EHEAZESEMCRGIE - EHMFEE—EHREREIE  EEMRW M OJEZENE
EMEALEZER - MER - BERBARABK NERCAZBERH - BHLESATHEL M
HEANIRESR  ERER T —EFAASBREEARRRESR - ENAREELEEFNER
REDNBER - AR ARBIMEMNEURERERT - BERR |

= AT R

T E S _maw |

{1 TFTP IR 25+ el

TFTP{EIAR SR IPfiI L

ERaE

ST TP 4
URLIE 4831 =

> RAKEERFARIE . SEWIEFETFEEAPC £ BRHEIENSIEFHUE - B
BERMETE - SRR RTEFREEMARIE -

> € TFTP [AARERFHARENES : IWEH ZINRERMNE TFTP AR=F L - REEUINERR LBWA
TFTP A AR AL - WA RERR R ESRVIER B - BEARSHBANTEREBEM R (E -

> € HTTP EIEALNLARINEE : SEMFEMEEARI L - BBINEEER URL EZEAILL - @A
FEMERERE - MEFRERRNTIRERRE(E -
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th?:e HIIEFARTEZ LB T | L5 TE 2 BH -
1. ZHEEFEBEEE AR ER -
2. BUREHEEL WEB B E 758 TT BRI R RAEBH KAV E -
3. BRI LLERETTEHFE  ERLEHKNERZ AR LIER IR E
FXIEBEF - ARG E I T HE A B - BAG B KA E dr
IREIIRFS  AEIEHS B AR 12892 B/ -
4. EHEBEEFE dr LA E L R B L 855 AH TR IE 2L 8% -

6.3 ZigAIG TH
EMETTH, > "HAREIE, EEER ring WENMEFIRE HAIMNRRESR  HRSESDISE
BARTEHZENBRINBIEAREETIREE -

= PINGHISL T B

ERIPAI AL /URL {41k

[ i B3 5 m

> Ping : L TEOLUBBNELL PING IES R iZInae B B 2 AV ERAREE - PING TEZFEAFA
B3 IcMP BV 5 T\ E 5 B IR Uik 3= 43 1T W (B AR B BN B 2 I B 3B AR BE 11 LUK fsz P IR RS RO Rl A
B BRSBTS TER ) WA -
® iFlm IP fiidlt / URL firdll : FB7E UEARAI P& A — R ImAY IP ISLABI 278 BBiZ R PING .
HETRE -
e [EIERRE : Mot AR RE - RECQ#@WA 1~50 WEE -

= B A ERHE

Ehiuf:pE ]
Max. Hops 6 m

> Traceroute : b TEOJDUFZENERLL Traceroute UG Rl iR InER B R A AR BRI 1212
BHRNIERIER - &REGERR TER ) s -
® Destination Host : F57E IR P& A — AR ImAY IP AIUEERARITZHE - BBIE N "R, &
TRl -
® MAX Hop : RO ITE b8 A PR Z RN Hop NEIZE -
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6.4 Hit#E
B S 0PI B Session/mre MAMPHAFRESME - WolFEBILIIEEMPRE E B HFE
I= i Session HRE
ZE X ANE S5 EE 16.00KE 0%

Keep Date 2m7-1-3 n

=i At

BEXMNESLE 16.00KE o

Keep Date 217-1-3 ﬂ

= i SystemHiE

BEXRMESLE 16.00kB 0

Keep Date 2m7-1-1 =

> HEEXIV/ESLE: BrBrHRAERSERSHAEBNESLE -
> Keep Date: :RERBHHA -

o fHBR: MIBRES

6.5 EFRIE

MEEEE M " EMAE , REREMRBE 24 - EMRE AT —DERIGE -

AR RRER *I"

FEALREFRERE - BolLEEBEMAEB AR KEZESMRE  ENREAARATEHY
HACTRMNAHKKE - 5B

BT T EHRE ., BUBRHDEAEEEHEMEE -

EHRE

= '?ZET TEMNE . REZAABERLE—RESNEENBRTEZS D RB T EET MR ARIREITF
£ BOHEEH 0 WBBUIZREHRME RB I 2 RERUARBZELFER -
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7. R4mAREE
7.1 ,%JEH#M

AR 22 LApEEERN - ZIMAIEEERN - R4 CPU/memory/Log &K WAN ERE
afl °
1l Routerix v
et DR-4000
ES ST 2024/06/08 07:55:49
AR PR 07:55
ZNRsRR A Pme-IPQB0xxR V0.0.2
HRSEL R 2024/06/07 12:18:25
ETH1 MACHiiit 8c:4d:ea05:2c:00 e - T
ETH2 MAC Address 8c:4d-ea05:2c:01 o - e
TEREE 192.168.1.1
DNS1 192.168.1.1
DNS2

7.2 7-'-‘*%%‘ \ﬁ E A

A HR T EZCBRARMEBNETRERNZASH - W9 E2HPBIBER - SIERAEHF
RIEIFEEH -

== System Log

Time Faeility Severity Message

7.3 Session Hi&

bR FHFERBNOB LK BRI ERIREZRE T AR CERIO 9 AP MR syslog TIEE
i CERIO AP HJ Session I H #5172 I HFSEIARES - s B EE)RS 17, o] LAFCER CERIO AP B session H

St EApE 0 EIE . W THAEE IR RIS RINEE  SEETERBRFHE A AFMES
589 session B o
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£ Session Log
Name Value
e None v| | e 2016-11-21
AP IP None i
VLAN ID _— »
Username None »
L None v| | Tep
Source [P None =
Destination IP None o
Source Port None [
Destination Port Mone 5
Souroe MAC None o

BEE 0T EEEESS
> None: FERIGHIRE - =2 EER
>  Greaterthen: IEARFIERBENER -
> Equal: EEBHENMAERENER -
> Lessthen: ME/N\REIERENER -
>
>
>

BRIBEKREED ARG - 1T session Hin ERHEER -

Between: 12 E—EABHAREEENER -
Like: 12 SRBEEMEMEOER -

= Seazion Log List

# Event Time AP IP VLANID Username Profocol Source IP Destination IP Source Part Destination Port Source MAG
1 2015-01-01 08:01:41 192 165.2 254 0 test uop 192 168.2.10 . P 62461 1900  &C-4D-EA-02:06-EC
2 2015-01-01 08:01:4 192 168.2 254 ] test TCP 192 168.2.10 B ia2 62362 443 BC-AD-EA-02:C6:EC
3 2015-01-01 08:01:42 192.168.2 254 ] test uop 192 168.2.10 J 23 50445 53  8C-AD-EA-02:Ch-EC
4 2015-01-01 08:01:42 1921682 254 0 test uop 192 168.2.10 vl 54064 53  8C-AD-EA-02:C6-EC
5 2015-01-01 08:01:42 152.168.2 254 ] test uop 192 168.2.10 R B 53759 53  8C-AD-EA-02.C6-EC
[} 2015-01-01 08:01:42 192.168.2 254 0 test TCP 192.168.2.10 i d 62364 443 8CAD-EA-02:C6-EC
7 2015-01-01 08:01:44 192 168.2 254 ] test uop 192 168.2.10 P T : 62461 1900  &C-4D-EA-02:06-EC
& 2015-01-01 08:01:46 192 165.2 254 0 test TCP 192 168.2.10 it 62366 443 BC-AD-EA-02:C6-EC
9 2015-01-01 08:01:46 192 168.2 254 0 test UDp 192 168.2.10 57436 53  8CAD-EA-02:06:EC
10 2015-01-01 08:01:-46 192.168.2 254 ] test TCP 192.168.2.10 62367 5222  8C-AD-EA-02-Ch-EC
11 2015-01-01 08:01:47 192 168.2 254 i test uop 192.168.2.10 255 Pab a5 Py 62461 1900  8C-4D-EA-02-C6-EC
12 2015-01-01 08:01:48 192.168.2 254 0 test TCP 192.168.2.10 v 62368 80 8CAD-EA-02:C6EC

1R8] Ui Cerio AP BY”Session log” His @ F 2 IIE Session HibalRzs - 754 A Cerio AP EIEFE E L
BE " RMHFRTE 2 P IEEAER 1P IR Cerio AP TOBERY Session log TBE -

# LI'T5 Cerio AP BYTEEIER ERES S5508 -
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#1EBAERRE 1: FERAEE Cerio AP V"R DM ERBEETNAE” R Session Log” A&7E ° .

IS ERE A
ZEEA a s User(s)
BEABER 10 Minutes
URLE (T http://www.google.com
Z AURLAIIE domain0.login
ZmEx  ORS O Eaes
SessionLog @ RAM O Bk

#1EBARRTE 2 : FRRHEE Cerio AP H)" A E R D" AMACIRERTE” DEMA ElREARR TIEABER
#2=(AP BV B iR=R)RY IP IERRE

HAHERE

EZEinfERE 192.168.101.254

TR 514 B5R

7.4 iEH

A ZFGHFERESWHEG AR BiSt o BRERIRIEZEDHEFE A CERIO AY AP IR syslog IhgE
e EEMN R A HGFE R RARES - 5 HE o LIECHk CERIO AP WAEREHES - IEIh
PEEEANEESEERIEE  EEE0NFERBARFIHE A A FAESHEEREBNIRPLHRER -

I= Authentication Log
Name Value

ExeatTine None v| | 20161121 2016-11-21
APIP — V

VLANID None .

Username None -

Souroe IP None o

Source MAC None 0

Ereat None 2
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EEE 0T EERRS

ZRBEKRBEERHARY  ETHRRFBRPHTERER -
None: ARIFHIRE - S EFER

Greater then: EEXNIERENER -

Equal: ESBHSNMERENER -

Less then: =/ \RIIESENEE -

Between: I E—(AE&EANAERENER -

Like: EEIREEEMHBOER -

V V V V V V

£= Anthentication Log List

# Event Time APIP VLAN ID Usemame User IP User MAC Event
1 2015-01-01 08:01:39 192 168.2 254 1] test 192165210 fc4d-ea-02.chec LOGIN

2 2016-11-21 12:56:50 192 168.2 254 1] danny 1921656210 fic-4d-ea-02-ch-ec LOGIN

3 2016-11-21 125728 192.168.2 254 0 danny 192165210 fic-4d-ea-02-ch-ec LOGOUT

4 2016-11-21 12:57:37 192.168.2 254 1] test 192165210 fic-4d-ea-02-ch-ec LOGIN

5 2016-11-21 13:02:22 192.168.2.254 0 danny 192.1682.10 fc:4d-ea-02.chec LOGIN

R O] DU Cerio AP 19”5058 Bt FATF R LEE0FE HESAARZR A - B A Cerio AP WEERTEWRTE " &
FHEEERTE o 15 1P 5O 1P U YA Cerio AP TOBERY Session log TBE °

# BUT% Cerio AP BYMHEARR E R ZR AR

#1ERARRTE 1: FERAEE Cerio AP V"R D" ERRREINAE” RUA BB H A EE - .

amm 1n Coly)ivg L=
= 52 AE voas HEG

ZEEA a s User(s)
BEABER 10 Minutes
URLE([qg) hitp:/iwww.google.com

Z AURLAIIE domain0.login
mmps @ BA O FAEA

SessionLog @ M O BaEA
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#HHERARRE 2:

23 (AP BUEIMEARER)AY IP (IERLRE °

ZinfR R R 192.168.101.254

=15 514

7.5 EinRAHE

I8 3 68 Y S I AR 3 0 T 408 - EOARS 4 T 04
BRAN G AR EE I A RRRES
HENREERRNEE -

= Sy=tem Log
Name Value
Event Time None - 2016-11-21
Device IP None ~
Facility None v Kernel messages
Priority None e Emergency
Message None ~

=S 0 EERENES

= ZIRBFREZS @ AEGE
» None: FRRIGHIRF - =S ER

>  Greaterthen: EARFIEERBENER -

> Equal: EEBHERMERBEWEN -

> Lessthen: ME/N\REIEREBENER -

> Between: BE—AEBAMERBENER -

>

Like: BEIRLEEMHFRER -

= System Log List

# Event Time AFIP Facility Priority
1 2016-01-01 08:00-00 192168 2 254 user Informational
2 2016-01-01 08:00-00 192 1682 254 user Informational
3 2016-01-01 05:00-00 192 1652 254 user Informational
4 2016-01-01 08:00:00 1921662 254 localD Informational
5 2016-01-01 08:00:00 192.168.2 254 locall Informational
6 2016-01-01 08:00:00 192.168.2 254 locall Informational
7 2016-01-01 03:00-00 192.168 2 254 locall Informational
8 2016-01-01 08-00-00 1921682 254 user Informational

A Cerio AP H)“ R E IR D" AR ACER

RE” CEMAEIRERSE TIBEAEEAR

SR

IRZRED A ER CERIO BY AP IZEY A syslog THEE
Z B H B8] DAGCEER CERIO AP A HES -
EEE0DIFERERFS A ZFAESRENRFAREN -

ILEIHEE

2016-11-41

ETRENRAGHFERER -

Message

PPP BSD Compression module registered
PPP MPPE Compression module registered
NET: Reqgistered protocol family 24

started, version 2 22 cachesize 150
cleared cache

reading /etc/resolv.conf

using nameserver 1921682 1453

PPPoL2TP kernel driver, V1.0

service@cerio.com.tw
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IRBI LU Cerio AP BY” 214 Hat" 2L & 1% 24t HAS A AR=8" - 5B Cerio AP FIEIERRE W E
"RMHRE ) IP FEEARER (P ULLTHEE -
# BUT% Cerio AP BYTHEARR E R ZR AR

#HEBARRTE 1: FBRLEE Cerio AP KRR E "D AMACIRRE” DEMA EinfEREF IEARER

#H2=(AP RV 6 iR=R)RY IP IERRE -

m
i
&
2t
By
frit

EiR R REE 192.168.101.254

TR 514 5

8. #ilns

1 EARLEOREE A POS 24
POS %A HBNREETHA S FEMIIA R IR SE + M U ED RS, - BAE T KRR R I IR 2R 12
SRR Cen0s B BIELRBIRSE, WAIRRE TS ELEIE SR H RS,
4955 e IR 88 T #5 MBI, OR Code MTBIVEUSUSUENTE S, RIRIE SEDFFH 75 BFE

s
BE °

& &) SP-800-PRINTER Z POS iRis 2 ERE

SP 800-PRINTER

—

Thermal Line Rece|pt Printer  Network Control Server

RJ-45

-

Cerio Authentication AP

CenOs Access Confroller Switch Hulb

&5} SP-800-QRCPRT Z POS i 24 EFE
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3P-B0O- QRCPRT

P

o

QR ::d:- Thermal Line  Network Control Server
Receipt Printer

e TE——
RI-45
Cerio Authentication AP
CenOs Access Controller Switch Hub

BEARBZEGERREE T E

AR 1= HI Rl AR 23 (SP-800) N EE WEB RRE/NTH - el i L% S A B0 BB MR EE PC/NB-
1S EERK IP 384 192.168.2.X AL BHRY Internet Explorer 3% Firefox /288 - Bl O] & 455 A WEB /T HERE -
FIRUEIE 2312 - 358 A http://192.168.2.253/setting.htm #IHEA WEB =H - INEABBEZHIR

CEQ'O Network Control Server v1.1

Data Baud Rate
Data Bits
Data Paritiy
Stop Bits (a3
Flow Control

Network Settings
OEnable DHCP

Static IP Address [192.168.2.253 |
Static Subnet Mask [255.255.255.0 |
Static Default Gateway [192.168.2.254 |
Static DNS Server [168.95.1.1 |
Transmit Timer [10 |
Server:

Server Listening Port [5000 |
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> COM1 Setting: 2 AFERERIT -
»  Network Setting:
®  Enable DHCP: LLINEEERIFE, R4 E )@ DHCP BRI ZREL 1P fizdll, BEARA - BIF
EHB1TE#A SP-800 A4 IP UE -
® A IP fiIilt/MASK/Gateway B I
®  Static DNS Server: OJ#i A DNS IP fiZilf
® Transmit Timer: FEBZVEMWER —RFBEIRSFERN N, EBETRERERND -
([

Server Listening Port: 5% 7E HAF0E Al IR 28 Port 7%

MR ETT A8, BRI Apply RERSEREFRRE

# FEEAR LD R

1) MENRELESE

2)  PABMBARE LA ER AR S —/ B S

3) MEREFELIRE LS, WeERERRR
#

# FRNIUENRE L IR AA

1) RS EAREE"HY Console 1B
2) DC BEREEA
3) EIRFAMH
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QR Code ATV ENFR M L 3

£ QR Code FMRUIUENRE B E - 0B EEIR/AEEAR/RI-11/Console & USB /TEIF#E AL - {1 NERAR

i @m@

—USB# Console 3z RJ-45 % RJ-11 5 =B€In—

B2 FEERIRIBZIFEEIRE POS R AAETEERE DC EIR A RI-45 BEIO]

# EHEHBEARE

It QR Code BRI TLENFR ST 1B Web BIENE - BEETLZFASZENEIEH QR Code BT EN 1
B 1P LA SR SE R 2R E R -

QR Code ZARNTUENFRHETFERS IP fiIit: 192.168.123.100 - BIEA BB PC RELENRIEFRER 2 1P I
1E90:192.168.123.200 &, FRUSIE 25 10 & A ENZ= 4% 1P ArdEBN DT -

EEEEN NEMR
- O X
MNew Tab b4
C | O 192.168.123.100
I Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Ethernet WebConfig Versiom 1.00

Irie. Mol Interface
Prdas My Status
ey et
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# QR Code Z4ETVEN R L2 %5 AR

1) #JF QR Code EELTENR L& - BFHEARAIMNER C=-FE@RIHEEEDT] 5 R

2) It QR Code B ILENERMZEE 79.5mm+ 0.5mm BEERTUUMNER) - FlFRRATBIRER
R AR B AS R AR IS i L —/ = Sh

79.5mm RS REBAEZEMARER

57.5mm R~ REAT oI I EC A 4E 2

Paper Roll
Holder+

HRALR T R 57.5mm - BTl
BEMAAREESNREE o
R - é

dwer Width
Guide+

3) HEREELRITMERAZE
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# QR Code T ENZREE DIP LR E

FENFRE N HBERE DIP UATHAE, M FRBEE

DIP Function ON OFF
1 Paper Cutter No Yes*
2 Audio Alarm Yes * No
3 Print Density Dark Light *
4 Two-byte Character Code *No Yes
5 Character Per Line 42 48 *
6 Cutter with Cash Drawer Yes No *
788 Baud Rate Setting - OFF*

>d

oas POS RAIEREDS

EPESH L POS 2AFH CERIO UREEER G T - 28 AIREHARE EIREEREE
ELERRIRS - WHNRESIENREL - o] 22" ARBEEA Pos 24" AR ERAZBRA

DU EERB NIRPEEHE POoS RFETE, W0F
# 5% XE CERIO HY CenOS R E 1223

(X CERIO DR-4000 [FiEF0:E & IR 23 B 1)
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TER—
o A\ AR IEHIE AR 2878 E 1P il - FEMBEMINEER EEBIBN
o= ARREHRREEENE 2 5BF
STE
£1E QR Code ZRITVENR - 335 A QR Code BV ENREMNEENH - BEXERKIRIBRIFER
2 1P izt

o[ £%E"QR Code AR NENRBLZR"NWEEBEEARTE

L=
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